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C i  [E=i=

BRI R AR DR

1-5 BHHENREBOBREEE=2Y T



18 XEBEOHME

(2)

ERMZMBENEALEA v E—C0RE/ KRR EE
ARIERE T BN I LT A v — V2R — b /e LTI /BB L TWET,
BRIFESNTZAR—ba ZE, Telnet/SSH 7 74 7 b HARIEE Z I L CHERITSREISICT
I AT HMRCER R TEET,
F72 PO FETINBA~IY H9Z LA AIRETT,
« NFS % — " ~7 7 A )L HEWMETE
FTP % — "~7 7 A )L HENE(E
Mail #—/3~ A —/)LF — & THENEE
SYSLOG #— 3~ 2 v — Y HEEE
S8 FTP/SFTP 7 7 & 212 X % Bt
S8 TETP/FTP ¥ — S~ F#hik(E

P2 UIC &0 BB SRR S PR L7256 T AREICRFSNIEAR— e 7%
Y — NITEE SRR — b Z 2 fGE T 5 2 & T, BRSSO R E T 2 i 5
ZLHRETY,

Telnet/SSH
BRI RS 94Tk

r‘*[@T

Ns-2250 | K& s

| B8EE

SYSLOG/NFSH—/\ FTPH—/\ FTP/SFTPOZ4A47 2+
TFTP/FTPH—/3

—

-
-

‘ -

1-6 BERMEEBENALE A LA vE—DOREF/RT/EE

1-5
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3) ‘fED ‘iv'za—'1l:/7l'IE7’7tX0)I375ﬂ:

ARIEE AR BE IR SN ER SRR T ZRICT 78 2T 5 -0Ic, REE I
SSHV2(Secure Shell version2)/SFTP(SSH File Transfer Protocol) D5t ~7' 10 h =L &
AHSEEREZ I L W ET, BEFEAEROMENMIZEY, EX2 U T 4 mTHLL L TA
EEAFHTHZENTEET,

T, AREERNEFHEY — B X (Telnet — 3 ° SSH — 72 &) T Lz, 772 A&EFFAIT

L50T7AT U DXy NU—7 T RLRAZBEL, KEENEHY—EA~DOT 7 A%
HIRT A TEET,

F7o, RAT— ROAB#E - 72— VFEFEITMN 2 T, %@:~%ﬁ77txﬁ%&y
VT NR—=FE2RETDHZET, LML= ) 7 4 HIEINAREIZZR Y £,

BRI RS BERARES

\—‘—‘4\ User Access Port
NS-2250 suzuki 1,2,3
|g TN/ § [
) 1 tanaka | 1,5,6
: sato 7
e =d
1
Fa—a—a—a-4
Telnet/SSHYZA4 7k

1-7 DU TZILR— DT I 2 XHFIR
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1.1.2 E75Hee

M

AAEE DR D F RO EIZ DWW TR L £,

R— MY —/\#8E

A— h Y — BEREIL, Telnet/SSH 7 74 7 2 b b OEEGER Z5Z0F, leESIN= VT
JLAR— MZ Telnet/SSH & v 3 a > 2857 H2HEETT,

A= P — EREIC B SN AR — P =N RA =2 =2 C T, VU TR — MNIEER L
TR SR O n 7 A S L T2V | Break 1535 &2 Bt R MIC A H T 2B EETTH =
EMTEET,

A— b — R 2 EEOER T — FE#B#E L T ET,
STHIFHO Ry hU—ZEBEICHDE T, 3 DOEET— ROWTINETEIN L CAE %
TFIHL T EW,

AV hE—F

AEEDOV Y TIVAR— MIvy B 7 3]z TCP A — hE 5%, Telnet/SSH 27 7 1
TUNDFT T a NHREL T, XA L7 MBS REEGR~T 7B AT5E—RT
7T

L7 bE—FK (K—btEL27 MERE)

Telnet/SSH 7 74 7 N OIEHER— "NEFZio TAREEICE 71 L, BEHx%
EENERRINTWAR— LY NA=a—nb T 7EA LW Y TR —
N DOFE G w2 B L TR G ~T 7 B AT 5F— R T,

Both E— K

XAV hE—FK, L7 bE—FREHSFHHATE ST~ KTT,

Fo. A— M SEEEIX, VU TOLAR — MIERE S NV BRI SR O BME AT O —
v NE—RE, BEMGEROETE=F ) VT OREITIE=HF—F— RO 2 FlHE VR —
FLTWET, OEDDOVY TNAR—HMIKLT2ED Telnet/SSH 7 747 > Fvis J
—</VE—RTT 7 BA L CTEANSHERZEELZY, /—~LE—RNEE=F—F—
ROW G z#8fE S, BRASEROBELERLFRICIT) 2N TEET,

BEAT 12.1 R— b —/\ B 2L T &N,

XAV ME—R, B2 M= RZEDFR— Mr—UaE & 13HC, SSH 7 AT

L MERERE (sshxpt) Z I L TR— M7 7 B AT H2ENRTE T,
FEANE T2.1.6 SSH K 7 v AT L o MEGI%EE (sshxpt) | 2L T 7230,

1-7



1-8

(2)

3)

(4)

R— b oS tse
A— b o ZHREIX, AREEDO Y TIVR— MBS TV 5 R RS HZE L
T—HER—ba L LTHRETIHRETT, F— ) —R"E2BULTTZ7EALE
Telnet/SSH” 74 7> bR 1F LIz — hr 7 2 F R &H720  Z0KR— 7% SYSLOG
P XL NFS H— N2V TV H A ARTFLTZYD . &R — MTRE SNz FTP — 3%
A—=NT RVRICERFETLHZENTEETS,
R— b a SHEREIX TR OMRE 2 58 L TV k-,

- R— b v Z{RTFHRE

c A LAH L TRERE

s a A RAE o THERE

« R— b JFREERE

< R— kv 7 EEHEE(SYSLOG/FTP/ A — /L)
FEAIE 12,2 AR—bOJHEE) 2L TIEE N,

t¥Xa )T 1 e

XU T R, AEEICe AT 52— EFHIRLZY, 2—FEIIT 7B AH]
BRI TNAR—NERETDHIENTEET, £o, AZEIT RADIUS/TACACSH#EE
EEHLTBYETOT, REEICO A 0T 22— FOREED L) 7 VR—MNIT 7
v 295 2—%% RADIUS/TACACS+%— "T—x&H L7210 , RADIUS/TACACS+—
NZT AT ba T ERFTHZENTEET,

Flo, A= =R EREETEHEL TV AKES—N"~T IV EATELRXy NT—7
B A MEHIR U720 | Versionl.2 THLIE X417z IPsec #4HE & Firewall(ipfilter ##E) % fiff
AT XV T s 2MbT5ZENTEET,

AT 123 EFaUToHEE] 22U TIES N,

B RS
EHE PRI, FRCIOR T ARLEE O E PR RMRE 21T O #RE T,
*DNS 7 Z A4 7 MHERE
< SNTP 27 7 A 7 > M&RE
CABT 4 I N—T 4 T HERE
« SNMP = —3 = o MMdBE
« SYSLOG 7 7 A 7 > ~H&RE
+ Telnet/SSH $— (& HE
- FTP H-— ki fE
« FTP/TFTP 7 A 7 > M#HE
cNR=V g T TR =T g R U HERE
VAT AY TR TDUARRNT /RNy T T v THERE
- B ENE mhkne
IR D EERE
s A A N — U KRE
cRUT v THERE
- IPv6 JB{EHERE
<ttty v R —UHERE
« Ansible & DEHE
- REST API F&HE
- LLDP #nE

AL 124 EREEME 2R TS0,



18 AEBOHUE

1.2

£ DB R

ARSETE O A O4 R & BRBEIC OV TR L £

N R Y =T OHBRGEIC 2R 7 2 Offiie £1F TREFIEE) 228 LTSN,
1.2.1 A{F#IE

[AC =F V]
AERFTEICIE, AC ALy b, BIEAA vF, RESET 21 vF . USB FA— FB LUK
AT —HARKRT DT TNHY F7,

BERA v F

GACA Ly b
MDSTATUS1-4 5>

DOPOWER 5 > 7
@usB R— k

@RESET X4 v F

1-8 NS-2250-16,32,48 DEED L (FiIE)

[DC EF /1]

@BERA vF
el
©DC BHI+Y 4

DSTATUS1-4 5>

B 1-90 NS-2250.0482P,48D Q& thid] ~

@RESET AAYF

1-9



M

(2)

)

2> 7 (POWER/STATUS)

S IR & &
POWER 77 ok EIRH ON ORI SAT L ET,
_  [HoBET 2 PO E TR AT L £
STATUSL 7 =~ B 5 L RE 1 STATUSS 5 o & R 20T L %4,
STATUS2 7 .7 ok ROM =4 FATHIZ AT LET,
STATUS3 7 7 ok VAT AEEIFICETLE T,
STATUS4 7 .7 ok USB 7 7B AHPZ A4 LET,

USB R—

WAL O USB A€ ZHALET,

RESET R A1 v F

AEEZ VY b EZITHHLET,

4) BRRAAYF
AREEE DO ERZ ON/OFF LE9,
| EFRENTVDLHIZILiATeE ON, OLRRENTWVAHHIZI LiATe & OFF 12720
F9, BIR% OFF 127 584 1L shutdown =2~ FEEIT LTV AT LAY 7 b7 &k
TEHE, aryY—LIMON>7 a7 "RERINDDEMRT D, F AR EE R
D STATUS2 7 v 7T REMNTHDEFHFS THLEREZ OFF IZ LT 7ZE0,

B) ACA Ly bk
ACETMITACERr —7 V28 L E T,

B — 7 NV E2R LS HE1E shutdown 2~ REFEITLTCUVAT LAY 7 M2 T 2T E

B, Y= MON>7'1 7 EISERIRSND D EFERT D0, F IR ERH O
STATUS2 7 > 7 BRI T HDERf>Thb, BRI —7 NV E2HRNTIIEEN,

(6) DCERI+®V 4

DCE7 VI DCERF—7 Va8 LET,

B — 7 NV E2R LS GE1E shutdown 2~ REFEITLTCUVAT LAY 7 M2 T 2T E
B, Y= MON>7'1 7 EISERIRSND D EFERT D0, F IR ER O
STATUS2 7 > 7 NRA T HDE[HF- TG, BRTF—7 NV EHEWTLEE0,
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18 FEEOHE

i

1.2.2 REEE
AR EIZIE CONSOLE B— K, U7 AR — k., LAN R— FREEINLTWVET,

[NS-2250-16/16D]

SPEED S5 > 7

LINK/ACT 5> 7

® LAN1 R—+

® LAN2 ;R— +

® CONSOLE K— k

® YYTFILR—F1-16

@TXS5vF

1-12 HEBDLF (NS-2250-16/16D DE@E)

[NS-2250-32/32D]

SPEED S5 > 7

LINK/ACT 5 v 7

® LAN1 R—+
® LAN2 /R— b+

® CONSOLE K— k

® YYUTILR—F1-32

1-13 BEDLEF (NS-2250-32/32D OE @)



SPEED S > 7

® LAN1 R—F+
® LAN2 /R— b+

® CONSOLE K— k

1) A8 TzAARKR—F

(2)

3)

® YV TFILR—F 1-48

[NS-2250-48/48D]

LINK/ACT 5 > 7

@TIXS5vF

1-14 BEDLFR (NS-2250-48/48D DEE)

R— b

W RE

CONSOLE 7R— |

REFEBOPMERTE R EEITH OO Y TR — T,

YT IVIR— k

Bt G tian b OB U T AR — R CF, v U TR — F D

ITEBEOET AL > TRARY £4,
NS-2250-16/NS-2250-16D(16 A"— h)
NS-2250-32/NS-2250-32D(32 A"— h)
NS-2250-48/NS-2250-48D(48 A" — h)

A —H% oy MOEREL £,

LANT 7—
’ (10BASE-T/100BASE-TX/1000BASE-T)
LAN2 F— k A =%y MR L £,

(10BASE-T/100BASE-TX/1000BASE-T)

ST (VYT IIEKR—F)

527 & A
TX 527 @ | T YRR AR L ET
RX 727 G | T EERCRRLET,

527 (LANKR—F)

Zv7

B M RE

SPEED 7 7

| 1000M TV > BT S & RIT LET

LINK/ACT 7 >~

@ | VSRS B L AT LET
T 4 PR B L E T
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18 FEEOHE

i

1.3 A3 T —RitHk

AEEBEDA BT = — ADMHFRIZHOWTEBH L £,
T RF O EM X PR TRIL L TWET,

(1) LAN 7R— k (10BASE-T/100BASE-TX/1000BASE-T)

W Re BT
A= b 2
S Auto, 10Mbps [#7E, 100Mbps [E &
DUPLEX Auto, " #E(FulDEE,  _E(Hal)FHE
MDI/MDI-X Auto. MDI [#iE, MDI-X [#EHE

(2) CONSOLE R— k

W He BT
R— MK 1
axyH RJ-45 (RS232 YEHL)
R HEE (bps) 2400/4800/9600/19200/38400/57600/115200
7 —# & (bit) 7/8
NRUT 4 even / odd / none
A~y ey b 1/2
7 v — il xon / rs / none

(3) LYTFIKR—F
W He BT
16: (NS-2250-16/NS-2250-16D)
R— MK 32: (NS-2250-32/NS-2250-32D)
48: (NS-2250-48/NS—2250-48D)

TRy H RJ-45 (RS232 YEHL)
R HE (bps) 2400,/4800/9600/19200/38400/57600,/115200
7 — 4 & (bit) 7/8
RYTF 4 even / odd / none

AbhyZEY b

1/2

7 a— il

xon / rs / none

DSR (DR) 17 5785 b i g e

on / off

X DSRIEZSDEILZERHT SHAETT,







HEHE

2E T, AREEOEIEOFMICOWTIHAL TWET,
VEEZ MR DRNCHTBHAL Z S0,

2-1



2.1 R— b —/ B

2.1.1 R— b —/\HEREOHE

AR— FH— BEREIZ, Telnet/SSH 7 54 7 o M6 O E R AT, IFESN-2 VT
JLAR— FZ Telnet/SSH & v ¥ 2 > &8kt 3 HH%BE T3, Telnet/SSH 7 7 A 7 > k& AR
SHBIRD ) E—Fary Y — e LTHEATAZ N TXET,

AR e T 7 v AT 5 H1EIE., /—~ b E— FRW) & =% —F— FRO)D 2 F¥H
EHAR—FLTWET, /—~<ET—RRWIL, U T7IVR— MR S U7 AR G
Zn & ORICRIT G 21T 9 T — R(—f&72 Telnet/SSH)T9, =% —EF— FRO)IL,
DU TR — MR SN B SN AT AT — 4 A =X Y ST HE—RT

D
BT R B R BRI RER
l [ ~ [
[ SUTR—M ] [ SUTILHR—F2 ] l?'}?ibﬁf—Mal
RWHR—k 6 waﬁ’—hg RWHR—k 5
(5 ROR—~ A(% ROKR—k AB ROKR—k

v N
O 0]
==\ (==

v
-
==

I0-

Telnety 547k

SSHYS47 vk

2-1 R— b —/\EEEOBE

1 OOV U TNVER— M) —<LE—RIxK10kyvay, T=X—F— NdIxKks5t

v¥a rETHERTE £,

TELEKTIE, /=~ LE—RLE=F—F— FebbWE T FEOEE THRT 2 Z &N

TEET,

B wREY v a
Telnet @ A SSH DA
NS-2250-16/NS-2250-16D 96 96
NS-2250-32/NS-2250-32D 96 96
NS-2250-48/NS-2250-48D 96 96

2-2




1o

anp
o

RN—=FH =%, TED Telnet/SSH 72 h a2 AR— KL TWET,

Telnet HR— RS
VA=E =¥ RFC854 | YL
Break (R 5LEE | \WT 7' L—2 %+ 7 7 2 4
SSH HR— AR
VAR =¥ SSH Version2 (RFC4250~4254, 4256 |Z #EHiL)
FEE T FL—rTF XA ML D ID/ /AT — KR AR
RSA B 58 (3 : K 4096bit)
NG DSA B B8 ($E : 1024bit)
ECDSA B =8 ($% : 128/256/521bit)
(EEEE (= 3DES/Blowfish/AES
Break 1§ F 4L Break over SSH

RN b= ITHET 5T — NIZF A L7 FE—

L7 FE— R, bothE— FND 3 &

ERHYEI, ZFHORy NU—IBREICHDODEC, ¥4V T b E—F, LY hE—
R(R— L7 MEREL LFEFOYET), both T— FOWTNHOEHEET— FE2 IR L TA
HEE A TR S0,

A V7 FE—F, B 7 bE— N, both E— FOBREDFHMIT, [2.1.2 R—pH—n

~DEFEEALY FE—R)] .

[R— Y —/N\~DE#E (both E— F) ] 2L T 7230,

T XA L7 FE— R, BV FE— K, both T— RIZ L 2R — h— e

2. 1.3 R—bH—n~OEHK(ELY FE—F)] 2.1.4

w111 2e

SSH k7 v AT Lo Mgk RE(sshxpt) 2 H L TR — MI T 7B 242N TE £,
FEANE T2.1.6 SSH k7 v AT L o MEEGHEEE (sshxpt) | 2R L T2 & W,

2-3



2-4

2.1.2 R—bH—N~DEHFALY FE—F)

AL LT FE—RIZ, REBOY T LR —MIEVYTHNZ TCP A— & EF%

%maﬁﬁi?§47/kfﬁﬁbf\&4v7F:%ﬁﬁ%% ST VB ATHE—KT

j—O

Bt BB BIC T 7B AT 572800 TCP R— FEEEZHIE L TWABRSIT. ¥4 L7 M
%ﬂmfé& kv oIRGB E AT VA TEX ET,

YT IAT—=T I
BRI R R
Telnet/'SSH 547k

CONSOLE

=k, i
telnet SmartCS 8102 FELTCITRILIELD > ﬁ*ﬁﬂ%%ﬁ
login: H
§ EEARRE
NS-2250 é

‘ |t:ﬁ“‘_‘a 2 _‘

2-2 R— rY—N~DOEHFSI LY FE—F)

ARIEE 2R H U CERXI SR OBIEEIT 2 561X, v U 7V — MO S vz Bt
LB L ORI TN HIRBIERTITY ) —~ L E— REFEHLET, D7 547 I bLE
ARSI O BER ATV S, FIRFIZE] D 7 ‘7‘4’77‘/ EBZEDT Y TR — MMCES
SN TWHERRN GG EE=F ) 7T 55T/ —~v Vv E— R E=F—F— N%
OEDDTY TILR— MR %M’Eéﬁfﬁﬁﬁ Liﬁ‘

BOITAT Y EPORBICERIELZWEEAIT ) —~ A E—FRIZ2 By a v #i LT
FIFHLET,

B R B R BRI g

[ SITYA | [somnpta | [ouyn—te |

o .
RWAK—+ Q $ Rw-t-—rgv RWH—+
i Q RO'T'— iQ RO'T'— o RO?T'—#

TE‘”EQ(MDU Te\ne'(8201) SSH(BSOZ) SSH(8332)E $H(8432
HE 1 R+ A—b 1

0O O o

Tenety 54 7ok SSHUZATUL

® 23 /J—VILE—FKEEZSA—FE—FK



2F B R

AV hE— RTERHRTIHEEIL. TEROR— EBEZHE-TT77EALET,

1E5E HERR R— FESOHHIE & %
U TR — MIBEE SR
D Telnet (8101~8148) | X & ] TRUI7 [m)idA(E 73
e RW(Read/Write) | SSH(8301~8348) AIREZRE— N T
X1 1ODY Y TIVR— Mk K2+®
v g VETERTE 7,
U TR — MIHEE SRR
XG5 T — X &
e Telnet (8201~8248) | =4 U 7§ 5E—FTY,
e g RO(Read Only) SSH (8401 ~8448) Tel?et/SSH 774 T NIPBD
X1 EEEFTEETA,
12D T R— MIREK3E
v a U ETHRTEET,

¥1 R— +rESOHFEFEBEDL Y TIR— MU ->TEAYVET,

s (ALY b= REIREEOT 7 & 2 51E)

Telnet 7 AT > "nd, REBOI U TILAR— K 11 12/ —~<)LE— RCELET LIRS
X, T Lo telnet 2~ ROF S a v 2EELET,

# telnet NS-2250 8111 J

Telnet 7 7 A4 72 b b, KIEEDOL Y T LR— bk 11 ([ZEF=F —F— FTHERT 56
IZ. TELD X 91T telnet =< KoA7v a v w=faE LET,

# telnet NS-2250 8211 J

SSH 7547 b, AREBDOLY TLR—K 1112/ —<LE— T, R— ha—HF
(portuser01) CTHEE T 2 A 1%, Tt X HICSSH a~ > Ko+ 7 v a v E#RELET,

# ssh portuser01@NS-2250 —p 8311

SSH 7 947 v bbb, REEDVY T VAR—F 11 ICEF=FX—F— KT, A— hra—W
(portuser01) TG+ 245G 1E. PRt X212 SSH a~ > FoA 7y a v ERELET,

# ssh portuser01@NS-2250 —p 8411 J
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2.1.3 HK— FH—NR~DEHE(E LY FE—F)

L7 hE—RFiL, Telnet/SSH 7 A4 7 bMOAMEEICT 7 A L, BARRIEE )N —
BERRINTOWDHLR—FELZ b A=2—GEMT 2.1.50 R— kLY bPAZ2—%25)
MHT 7 EALIEWS U TIVAR— hOBSEZRINT 57210 T, BEHRIGHEaR~ OB % 7]
HELTHE— RTE, AHEEIZR—FE L2 MEREL &IFOVET,

)TFNT—=TIL
BRI
Telnet/'SSH 7547k

CONSOLE

R=b|
telnet SmartCS FXCCETLILRITED >
1 Swicth-A :
2: Server-X
2 é BRI RS
NS-2250

B 24 e FH—NA~OEEELY FE—F)

AHEREEZFMT DL, LFTOAY v b2 H Y £,

(1) R—brELY bPAZ2—%FALI-EET7IER

T I A LT WERIBEERN ED T TR — MR SN TV D000 5720
HATH, FHNCT Y TAR— RO TN ERXI SR OB ES 2 58k L TR ITIE,
F—hrELZ hA=a—TY Y TR — FESLEBLOMICDHERTEET, TD
R—hEL 7 hA=a—053 ) TR — hEESE2 BRI IR g as ~ i
TIRATEET, £/, TUVICEBEAL ZHH L TORWEASTYH, Telnet/SSH
vvaryERFFLIEEE, HOBERMIGRESRZHE L T () 7 AR — M2 BE L
T) 778ATHZ EHAEETT,

BB, A—rEL 7 MA=a2—2iE, T7BALEZa2—PIZHFTINTZV Y TR —
FNDOEROANFRENET, ZOZ—FITFAII N TR Y TILR— b OfE#R
HER—=F LY P A2 —ICHERENEFADT, EX2 U T A HTHLLLLTIH
AW T T,

(2) Z274¥o+—ILR)LOERI
Telnet/SSHZ 7 A4 7> b EARIEEDOMIZ T 7 4 ¥ U 4+ — VB NTET HHERLTH A L7
NE— RZFIAT 256, #4127 FE— FRMEAT 52 TOTCP H— b4 7 714 ¥
T A —IVTHFATHMLERHY T, L7 bE— FEFHAT L, Telnet/SSH D%
YR — N(TCP:23/22) % FF T 5721 T, X SRR IC T 7 8 295 2 L N AlRE L 72
nET,



2F B R

BB L7 FE— R CIL ERSSHEIERA~DT 7 v A L REE~DT 7 A 1%, 7 U Telnet
H#—,% (TCP:23) /SSH #— 3 (TCP:22) ZfHH L THEY £9°,

L7 hE—FRTlE, 778 AZER L=V R K —FOHFEIIL, AEE~DOR
TA W LET, T7RAE2ERLEZ2—FRR— b2 —HFDEEIZIE, BERT5E
2T T BAEHW LA — LY PAma—%2FKRLET,
I—PIEIFRREINTEAR =L A =Z2a—0bT 72 ALTEWY Y TR — b & Bk
X (V=N E—REF=F—F—F) ZBEBRTLHZLICLY, YU TNAR—-MNITI7EX
TEET,

ERA RS ERAREE B RS
[svrpm—r1 | [ surng—tz | [ suznsi—tas |
v i v i v

RWHK—h (2 3 RW:‘H—FQ 3 RWAR— Oé,
i O ROK—+ + OROK— O ROR—+

{ . TR—l“t'L/?L)‘::L— """" i ----- ;

‘ AERE

(2529E) (zemesy ==\
Telnet(23)K—FI< SSH(22)R—H= Telnet(23)R—H =
R—ba—HfTas(y K—pa—HTos1r —ga—HTas1v

K 2-5 AEBEOJTAVELEERMREE~DT I LADIRY 721+

RO Eoc, BV FE—FRTEHT 7B AT H2—F L TEELZEFT LETOT, N—
re L7 MEREZRIATAHEEITR— b2 —VEEGHEREL ON ICTAXLERH Y 97,
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2.1.4

2.1.5

C R

R— b Y —/ I~ D #E#Hi(both E— F)

both &€— RiZ& A L7 hE— REBXOtE L7 hE— RO G ZFRFICHAAEERE— KT
j—O
ER— " —E2~DT 7w A FiE, BEEICOWTIE [2.1.2 R— b —I"~D#EHK (5
ALY FE—R)] . NA.3BR—FrH—NADQEE(ELLY FE—R)| 22B LTS
AN

R—btELY PAZa—

R—htlLZ hA=a—iTk L7 FE— F&EREC h—PFCAREFEIZCT 7 EALRZ
IR REND A =2 —T1,

R—hELZ MA=Za =37 7 BARFASNTNDE Y TIAR— DT ~LERE |
R—=brEVLZ M A= —FREOT ) 7LR— FORIRENFRENET,

AA = a—%FMF X, BRI SREER ORI RN Z 448 LoD, L0 MBI S0
AT IV BERATEET,

rEL 7 A =2 —DFERYG

# telnet NS-2250

Console Server Authentication
login: userl 4
Password: J

Host :

“SmartCS-1”

login from 192.168.1.1
user (userl1) Access TTY List

y . Label RW RO

1 Switch-Tokyo—6F-00001 1 0

2 © Switch-Tokyo-6F-00002 2 1

3 : Server-A 0 N/A

4 : Server-B 0 N/A

5 : Switch-Tokyo—7F-00001 1 0

6 : Switch-Tokyo-7F-00002 1 0

€1:))

Enter tty number to access serial port
<{ttyno> : connect to serial port RW session (1 - 48 )
<{ttyno>r : connect to serial port RO session ( 1r - 48r )

© show tty list

[<ttyno>-<ttyno> : show a part of tty list

d

: show detail tty list
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d<ttyno>—<ttyno> : show a part of detail tty list
h : help message

e Dexit

tty> 3 ¢

R—hElL 7 PA=a = FTRISEH T DHERPFERSNET,

H N 1EER E N AES
tty Bl rTRER T U T VIR — M ESRFIRSNET,
Label FAR— MIRE LT ERBRRINET,

BUED ) —~ V- E— FOERFERP TR RISNET,

B+ D BEERTOR— ba—PERERINET,
RW Full D KRBy Ya rETERINLTWVWDIREETT,
BT HZ LT TEERA,
N/A D ZOR— MIFERT 2R H D FE A

BUEDE =X —F— FOERFRNFRSNET,

RO WAL RW & EECT, L35I TL 72 &0,
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R—FrEL 7 PA=a2—TEETE S a~ 2y Fe FRIZEMLET,

avy kR H A A S5
Gt . _ S tty> 1
<ttyno> FBELIZVY TR —MZ /) —~< /L E— R CER LE T,
tty> 24
Gt s . e N~ tty> 1r
<ttyno>r BELZVY T VAR— MIE=4—FE— RN TR LE T,
tty> 24r
ey | BEEETHER S) T LR — b AR L E T tty> 1
FPHIEE SN2 ) 7UR— FNT, i rRE7R > U 7 v
R—hro—RGaEErRLET, tty> 12-24
<ttyno>D#iFHIE E tty> 116-32
I<ttyno><ttyno> 9-24  H— FD 2D 24 AFET HHE métg
-12 R—=bD 115 12 #IEET 556 tty>120-
3- R— D 3LUBERET S50
U TV — MIEEHE L T D 2 — RO FEH
(telnet/ssh DEZTLIP T KLV A/R— hEF/2—V ) %3
R~LUET,
(Fr~p1)
tty 1 : Switch-1 RW:2/RO:3
d rwl telnet:4731 10.1.1.1:23 userA tty>d
rw 2  telnet:3495 10.1.1.2:23 userB
tty 2 : Switch-2 RW:2/RO:3
rwl telnet:4740 10.1.1.3:23 userC
rol telnet:3851 10.1.1.4:23 userD
U TIVIR— MR LT % 22— TR O (telnet/ssh
DFREITLIP T R U RIAR— NE B/ —F4) AR E TR
RLET, BREANL d 2 FERLETY,  <ttyno> | tty>d2-24
DOHIFATEE tty>d16-32
d<ttyno><ttyno> 2-24  H— LD 2D 24 BIEETLEA m%&m
-12 R—=bD 1025 12 ZIHETHHEE tty>d20-
3- N— D 3LUBEERET 556
R—htlL7 FA=a2—=TANFERI~ FIZOWT, | tty>h
h/?/<TAB> VT EMLET, tty> 2
PR<TAB>2 AN L TCHE—ONEERTLET, tty> <TAB>
N—=hEL 7 hA=a2—%#T L. Telnet/SSH v~ =3
e tty> e

CEOIET L ET,




(Bv 7 hE— NEREEOT 7 & X HIE)

Telnet 7 A7 v Fx b AREEDOL Y T ILR—F1IT ) —~/LE— RTEST HEE1.
AAEE D Telnet b —/NTCP:2)ICT 7V B AL R—hEL Y hA=2a—T1H#EIRLET,

# telnet NS-2250

Console Server Authentication
login: userl 4
Password: J

Host : “SmartCS-1”
login from 192.168.1.1
user (userl1) Access TTY List

tty : Label RW RO

1 : Switch-Tokyo-6F-00001 1 0

2 © Switch-Tokyo-6F-00002 2 1

3 : Server-A 0 N/A

4 : Server-B 0 N/A

5 © Switch-Tokyo-7F-00001 1 0

(&H1%)

Enter tty number to access serial port
<{ttyno> : connect to serial port RW session (1 - 48 )
<{ttyno>r : connect to serial port RO session ( 1r - 48r )

| © show tty list
[<ttyno>—<ttyno> : show a part of tty list

d : show detail tty list
d<ttyno>—<ttyno> : show a part of detail tty list
h : help message
e Coexit

tty> 1. 4

Telnet 7 7 A4 7> b b AREEO Y TAKR— FLIZE=X—F— N CERT 25513,
R—=rEL 7 PA=Za2—TIlrZ@EBIRLTTZ7EALET,

# telnet NS-2250

Console Server Authentication
login: userl 4
Password: J

c R—bELY PAZ2—DRREINFET

tty> 1r J
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SSH 7 547> hinh, AEBEBOLY TAR— K 1127 —</LE— RCERT AHEAIT.
AdEE D SSH — N(TCP2DICT7 7B A L, R—bEL Y FA=2—T12BRLET,

# ssh portuser01@NS-2250 J

Console Server Authentication.
portuser01@192.168.1. 1’ s password: <

R—bFELY P AZ2—DRREINFET

tty> 1 4

SSH 7947 b, REBEBOY TILER—F 1ITE=X—F— FTERT IHEEIL.
THDOLEICKR—PEL Y MA=Za2—T lr ZERLTCTZ7E®ALET,

# ssh portuser01@NS-2250

Console Server Authentication.
portuser01@192.168.1. 1’ s password: J

cAR— kLY FAZ2A—DRTRESNET

tty> 1r




2.1.6 R—bY—N\AZa2—

A= =R =2 —|F Telnet/SSH 7 74 7> b5 U T IIVAR— hAT 72X LT
R RENSa~v Ly RA=a2—T7,

A= h =R =2 =Tk, N— el OFMBECHEHIIGREIR~DOT 78 A Bixt
GHER~D Break (55 DEER EOBEEITO ZENTEET,

R =A==~ DB LFa— Py v a VP Fa— N ab b LORET
52 LT BHHRERICT 7 B A LB TOR— M — " A =2 —2FRRSEL TN
TEET,

Flo, A== Roa—2FopdTI, B, BEHISHSRICT 782 T524L8T
TFT, K=+ =R RA=a—DOFREMIET D HiEE, 442 R—prY—nN\AZa21—
DRTR] 2L TLEEN,

N h =" A= —THIETE S a~ 2 FE FRIZER#HLET,

BS AZa— @ H

A—hrELZ FA=2—IZRY 7,
AA=ma—TE L7 FE— REBRFEOLFRE

0 return Port Select Menu NEF. FA LY F o RIS S
A,
. YU TR —= NOR— ka7 EEN D
1 display Port Log HhELET
S0 7 \O\__ =R y \0‘__ > :
2 display Port Log (LAST) ;) TR FORFOBR— b a7 B RARLE

YT IR—= D v g EEEE— Ry

3 | start tty comnection D BiA. B ST HERE L 27

4 close Telnet/SSH session Telnet/SSHOtE v g T LET,

5 show all commands EThavy ReFRRLET,
A N A— 4 R

6 display & erase Port Log ééi;;o hOR—=hr7E2RALT

7 erase Port Log YUTNER—bFDOR— b 7 EEIBRELET,
VYT NR—FDOR— a7 % TOHRESNT

8 send Port Log WD A — LT KL A/FTP T — R ~5R I HIZ 2%
fELET,

T TR — FOR— b FORIER BRI
9 show Port Log configuration R, BRt e — "7 FORTEHFHREFZ R LE
j—O

10 send break to tty U TR — MIZ Break 52X E L E T,

N h— A =ma—av FOFEMIEL, 1A RYIT7 LU ZZRLTIEEN,
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R— b —N_RAma—NOavy FEFETTLIHAIE. A-a—IlFH RIS TV IHTEE
AT LET,

# telnet NS-2250 8101 <
-— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo—-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection REBOR— FH—NZTFHERTEE.
4 : close telnet/ssh session R— b F—N\AZ1—BRFTSNETS,
5 . show all commands

tty-1:rw>l 4

Sep 8 11:16:15 ether: port 1 LINK DOWN. } BEEMEEROOT ERT
Sep 8 11:16:15 ether: port 2 LINK DOWN.

tty-1:rw>3 d
Welcome to XXXXX BERNRILBICT IR TEET,
XXXXX login:

R—F =X A =ma2—DETHa~vy N Er2FRIEDHEE1. 15 show all commands|
PR L F9,

tty-1:rw> 5 4
-— RW1
Host : “SmartCS-No1”

Label : “Switch-Tokyo—-6F-00001"

1 : display Port Log

2 : display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 . show all commands

6 : display & erase Port Log

7 : erase Port Log

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw>




2F B R

RN— b =" A= —%2{RRSELH56F 1?7) £721% ITAB) 2 AN LET,

tty-1:rw> ?
—— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo—-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 : start tty connection

4 : close telnet/ssh session

5 : show all commands

6 : display & erase Port Log

7 : erase Port Log

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw>

BRI G T 7 B A LR THOR— b — "R ma—~REL5Z L TEET,

A= h—NR=a—DUELTa— K (Eyva VHECFa— R)E L TCtrl- A7 &
EHOLNLOEGHLTEITIE, BRMREHRICT 7 A LEEZTE “Ctrl-A” 2 AL T
A= =A== —TRDHZENTEET,

# telnet NS-2250 8101 <
-— RW1
Host : “SmartCS-Nol”
Label : “Switch-Tokyo-6F-00001"

. display Port Log

: display Port Log (LAST)

. start tty connection

: close telnet/ssh session

Gl AW N =

: show al |l commands

tty-1:rw>3

Press “CTRL-A" to return this MENU.
Welcome to XXXXX

XXXXX login: sertbrk d

Password: skxkkx d

#
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“CTRL-A" = A A

— RW1
Host : “SmartCS-Nol”
Label : “Switch-Tokyo-6F—-00001"

. display Port Log

- display Port Log (LAST)

. start tty connection

: close telnet/ssh session
. show all commands
tty-1:rw>

Gl AW N =




2.1.7 SSH FS5 Y RART LY hiEik#EAE(sshxpt)

SSH ~ 7> RXT7 Lo MERREE (sshxpt) 13, REEDO U TR — MIE D ¥ THN
TCP R— & 5% SSH 7 74 7> b THRE L T, BRI & HBN0REE2 T 514
RETT,

AL hE— R L 7 hE—REFEHLEZBELIZERY, A= ) — R R =a—%
ForT 5 2 &l BRI SHER & OEE E G L T,

EABE OB Y — /L TAnsible] &HE#ET HI5EIZ, ifhD Ansible €2 = — /L% K%k
BA2RA L CEESES 2 ENARETT,

AREE Z it L CEAN SIS OBRIELZ1T D 5813, v U 7va— MO S N BT
SRR & OF TR ERE 21T 9 / —~ /e — REH L £,

SSH k7 v AT Lo MK EE (sshxpt) Z A2 b3 2 121%, TELOERIC set portd tty
session I~ ROEKEIZ sshxpt A7 v ara~r RaELET, HELEZY U TR
— MZBWT, AEEECTHEH T2 FRIZFEEHD TCP A — MBI ET,

(0)NS-2250# set portd tty 1-32 session both both sshxpt<

SSH K Z > AT Lo MERHEEE (sshxpt) THSET 25813, FEROFR— b EFZZ2fi~ T
TIEALET,

(EEE] HER R— FESDOWEAE B &=
U TIOVIR— M SR
kG & O TG A E 3
;;::iijb/ RW (Read/Write) iff(9301”v9348> AAE/E— R,

’ 1ODY Y TILR— MIHxKR2TE
va VETCHERTE £,
X1 K— FBEOBETEBENS Y TILRE— MISE>TERYET,

F72. SSH F T AT L S BERGRERE (sshxpt) 24 ] U 72 BB 2R~ D T 7 & AW
2, BWITa—FEXRETDILIRET DI ENTEET, FETIL Ta— Nt TEER
L] [CRJ [TCR+LF] [LF] oM oERLET, THHMFEOREE., T#E72 L]
DRESNTVET,

ARIEEO Y TR — b 1T S NGRS~ 7 7 B ARFICH T2 — RE LT
CR Z%#F7T5101%, Frtoa~wr REFEITLET,

(c)NS-2250# set portd tty 1 connted send_nl crd
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2.1.8 R— b2 —H3E5

v— b —ERREIE, BRI BRI T VB AT AR — T on J A UEREEEAT O B EE
’CTO Telnet/SSH 27 7 A4 7 > "B ARIEED R — R Y— 27 7B AT HERIC, 2—F 4
ERAT—=RDOANZERL T, VU TIVR— MR LI B B ~DRIET 7 &
A& LET,

F72, A— b2 —VFOFEFEICIL RADIUS #8REY— 3° TACACS+Y—ZHHTH 2 L b
TEET,

FEAMIE 12.3.2 RADIUS EREEHEEE/RADIUS 7 Ao > MifEE) . 12.3.4 TACACS+HERE) # &R
LTL7EEN,

EERX R AR ERRME BRI R
| & ST A | [sormtgre | [ svzutn |
Telnet 6v SSH 6 SSH i) AEE
RWA—RS O Telnet ~ RWA—RS RWAR—

i ROKR—F :

Telnety 547>k Telnety547 Uk SSHYZA47 b

2-6 R— b —HREE
ARIEE O TGO R — b 22—V 3L OFF ¢4, A&"— h 2 —¥ 23R OFF 08413,
al A EERTAEIa T MIFERINET A,

AN—hz— ‘H_wuuﬂi% ON | j—é&\ ETOYVY T ILR— MZxF LT, oA :/é’gskﬁ—é
Ta T IRERRINET,

R—belL 7 MEE (EL7 bE—1F) 2MHT 25838 EZAZICL T ES,



1o

3
anp
o

- R— b —WIIEON, B— M —3A = 2 —0FF DA

# telnet NS-2250 8101

Console Server Authentication

login: userl d KEBDR— b1 —HREE
Password: skskskskskkk d

Welcome to XXXXX
XXXXX login: } ERdggEnIOL T

« AR— b2 —PFEEON, K— FH— A =2—0N DHH

# telnet NS-2250 8102 J
Console Server Authentication

login: userl d KEBDR— b1 —HREE
Password: sekkkskskskrk o
— RW1

Host : “SmartCS-Nol”

Label : “Switch-Tokyo-6F-00001"

1 : display Port Log

2 : display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

tty-2:rw>3 4

Welcome to XXXXX

XXXXX login: }%ﬁﬂ%&%ojnij
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mEB. R—ra—VRIEZFMT 25613 A— bax—F28ERL T, BERLER

S— k=

—PIT 7B REFAT LI T AR—FEREL TBLERH Y £7, TIHHARGR
IXHLTCT 7 8ATHIENT
TETH, A—ha—PRGEZ ONIZT DL, Bk LTca—PIZT 7B RAZFHAT5Y
LZ2WRY , U TAR—=MIIT 7 BATEEE A,

— b —HEFEN OFF OEA)IE, & THY U TR — k|

TR — F &

A==

ix &

BRI RS BRI RS

1 1
4 User Access Port
A v L
NS-2250 . P suzuki | 1,2,3
| K &) | = tanaka | 1,5,6
: sato 7
| -
m—
Telnet/SSHY A7k
2-7 R—baA—HDIL)TILKR— T Y 2XFHE



2.1.9 Z0thDR—

b H—/\BEgE

K b — SRR FREOBERE b — b LTV E T,

# s A
Break {5 5 4LER Telnet/SSH 7 F A 7 DB ZELIE NT TV —0 X% x T 7 X
<2 Break over SSH %, Break [ 5-& LT U 7/ — MIEEk
L 7o G an I miZE L £ 7,
T3 H R D% & 1% OFF T4,
WITa— FOZEHHE | Telnet 7 74T 2 PO ZIELEESITa—FE2LEHBLET, &

1Ta— ROE#L, B L)
% LF | ﬁﬁj@$#6%mbi¢
TR EIL [CRHLF % CR IZEH#L T,

[CR+LF % CR |ZZ#4| [CR+LF

BT = — FOEE0

SSH kT AT Lo MEREHRE (sshxpt) z2 i 1 L CREHI Gk
IR T DB, AT — FERET L2 e TE £d, Ak
&2 LTttt Ansible &Y = — L 2B E S 5 BRICERED
WELE 2D £,

TG IR OFGE 1T OFF T3,

U TILIR—bD
FXRY T

U TR — MR SNSRI TE L X oI U T
R—MIEEAREDTNVERETHZ &#T%i?:wvv
ICFRE T & BRI A K 32 UF T,
TIHHMAFORE TITETDOIL U TILR—
TWEHE A,

TTUVIRTEEN

TA RNEA=(TA R

JVEERRIRER) 12
msh

Y=k

RE ST, 7 A R/LIRRE (Telnet/SSH MR H AT —#
DAV TV VREE) 2325 &, BEIMICE v a v 2l
LET,
AFEREIX FRLORBE CEMEL £ 9,

LY A a—IIT VA LTIREE

A= P —RR =0 =7 7 A LTREE

VU TNAR—bD ) —<LFT—RFERNIZT 7 & A LIZIKEE

TA RVEA<OETERAIL 1~60 73 TT,
7 4 /)L ~Z OFF T,
v g OUIMNITEBERIZIThIVE T,

(1)

TA RAEAZIREE VTR — " ~DT T ERAEKT L.
R— F P — R =2 —%FR

l

TA RIVH A~k
J b A= 2 —EFR

R—F—R"RA=ma—%KTL, BV

!
TARKNVEA<EBE, TV 7 M A=a—%2KTL,. BEyia
Y)W

Y va v H A~ (G

Telnet/SSH R 6 Y TR — F DO =% —F— F(RO) (Z$E

PR ICL 288 | Ht Lo, BESNZHFEARBLEZS, 01 v v a & il
) NI 4 2 HRE T,

tyvva XA~ OB ERAIL 1~1440 53T,

57 %/ ML OFF 1,
BIRAERSEED v ¥ | BR— b — SERED /) —~ LE— R (rw) & tty v 2 — Vet
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2 Pk

v a VO ERET S Z LT 7, Pethie 2 AR+
HZET WTNDDOEEEDE v ¥ a VBRI ET D% H1EE
DL OBEREZ M U 7= Bt S e~ ORI T £H A,

T AR DFEE X ON T,




2.2 F— kOSHEE

2.2.1 R—bOTHEOHE

—Fmﬁ% U TR — MR SN TV 5’ ﬁﬁ%% ENOZELET—4 %,

EE N O FLASH A€ U X° RAM EIZERAFT HHRE T3, Bt 52512 Telnet/SSH 2~
FAT VAP ERENTVARNEATH, B ﬁﬁ%%“ﬂ%@#émﬁ%\$%%®ﬁ~
fr 2z e LTIRIET D22 ENTEET,

RIF ST — ha 713, Telnet/SSH 7 7 A 7 > b i BAMEE 2/ L CEEAR G 425
7R AT HRHIHERTEET,
F 72 FREDHFETHA~BY 72 &L B A[gE T,

NFS #—"~7 7 A L H BT

FTP $r—~7 7 A L BEEE

Mail H— S~ A —/LF— & THEREE

SYSLOG H— 3~ R v — HEA(E

S H S FTP/SFTP 7 7 & A212 X 5 B

S5 FTPITETP H— S ~D%(E

BER TR AR
1 1
Te---
38383838 1
-
. ::=-_ _ o _
o - \ S~ -
I EEJJim% Em_ 1
_Vfﬁ
; —_—
SYSLOG/NFSH—/% FTPH— Mall"j'—/\ FTP/ISFTPYS4 Tk

TFTPIFTPH—/3

2-8 R— hOJHRE

AHEREITLL F OFKHERE TR S LUV T,
< N— b v Z{RIFHERE
« B DAL TR
vl AR T HERE
R— b v 7 FKHEHE
- R— b o Z EEHEESYSLOG/NFS/FTP/ A — /L)
FAEREDREMZ LA FICHA L E 7,
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2.2.2 R— b OJREFHEE

RN— b v ZRAFHERET, BSR4 5 v 7 2 ALEEICHEH# L T\ % FLASH £
£ U RAM ([ZfRAF T HHERE T,

AEBEBIRFTE DR - br 7 OFEE, THMOBREIC LY ZD D £9, AREEIRAT
TE2R— b r VFEORKERL T Y TR — MCRETE 58— b 7 EEOREH
FREZZMLTZE N, A= b7 2RFTIEEE, YT AR- T EICREL
TR— b u 7 EROAFHN, AEBEIRFETE 2R - b 7 BREORKNEEZBZ 20X
CRHR L TRIE L TS &N,

o SOEE
K b O EER R RETEHH— FOIE
£ OBEHE

ARIEE NE D NS-2250-16/NS-2250-16D 48MByte 100KByte~8MByte

FLASH A &V {47 NS-2250-32/NS-2250-32D 96MByte (Default:3MByte)
NS—-2250-48/NS—2250-48D 144MByte

AREEENE D NS-2250-16/NS-2250-16D 8MByte 100KByte~2MByte

RAM {17 HE NS-2250-32/NS-2250-32D 16MByte (Default:500KByte)
NS-2250-48/NS-2250-48D 24MByte

RE LR = FORGFEELZBRZ DR — bu Z 223 LIZGEIE, hWiEEns LE#
TENET,

F7o. FETHR— br 72N FLASH A€ VIZfRFF L. FTP/SFTP 7 547 o F &4l
LTAR— a7 25 L7720, FTP/TFTP — NZFETHEET L2 &b TEET, FEill
X, 5.6 FEBITLER—FOTORFEEMGFIE 22RL TS,




2.2.3 34 LRA 2 THEE

N—=haZDZA DAL THEREIL, R— b r ZICRZ 22T 2MiETY, ¥4 LRH
v THEREDY ON D85, FR— P TREINTZFA DAL T HRICHES T, R—btr 7

(ZHREZIDZIFl SR 9,

B b an 2 b m 73 L THA STV 5813,

WESNTH A LAZ TR

TRZPZAE SN ET, ALEEIZ 0 703 SNICRBEOREFENG . A DA Z TR
DRFZIAEE THH L e ZRAREEICH ) SR 0EEIE, BRSSO Ly e

) SRR AN S L E

BB, AEREANMNIT DL, AHESNTIA LDAZ T DT —ZEETRETE LR —

be 7 xENDRL R 9,

A LRE D THEE SR E(E ®&
B A LAZ T REREDEE ON/OFF Default: OFF
B A DAE TN 3 #b~65535 # Default: 60

A L2227 ORNITI<ER A B K TIMEZONE 4>T9,

<Mon Aug 10 17:42:38 JST 2015> <—BALREZVT

ether: port 1 LINK DOWN.
ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL.
ether: port 2 LINK UP 100M FULL.

ether: port 3 LINK DOWN.
ether: port 4 LINK DOWN.

ether: port 3 LINK UP 100M FULL.
ether: port 4 LINK UP 100M FULL.

\

.

<Mon Aug 10 17:43:38 JST 2015> <—HALREVT

ether: port 1 LINK DOWN.
ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL.
ether: port 2 LINK UP 100M FULL.

ERxgHRODY

ERdgHEony
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2.2.4 OS54 VRE 2 THEE

RN—rarsZoa L AXTHREX. YITAR—=NIT 7 RBALIa—YDon s A
a7y oL A R— ko ZICHIET D RERE T,

AHEREIZ S Y TV R— MEICRETE, 774/ MXOFF T4, n /A v 2% o THEn
BINZTDHE, Tt Ll A v AXZ TR — b ZIZZHESnEd,

BB, AHESN A R T OT = ZBETIRETE AR — b FBEND L 72
nE9,

<{Mon Aug 10 13:00:26 JST 2015 login RW1:userA 10.1.1.1>
<{Mon Aug 10 13:05:30 JST 2015 logout RW1:userA 10.1.1.1>

2.2.5 R— O R

A—bha FRREEIL, RELTVWDOEIR— IR ZR— M=\ =2 —TERRT HHERE
<7,

R— h¥—" X ==2—0 [l:display Port Log] < [2:display Port Log(LAST)| % &R
U, REEICRAFESNTEAR - 7 2R RTLIERTEET, REBIZREOR 7R
WRIFEENTEY  &HOr 7 2ZRLIZWERIE, v 77 7 A OfkH Y 7 5F) 5000 35
Z# % [2:display Port Log(LAST)) ZEiR LT 72 &0,

R h =R A= —TERENDIB TN 1 ALA=VINESLRNEAIT, A— o 7 ER
FEREIL more BEREA IV B 7 % 1 RX—UFOF /R L £, [-- more <Press SPACE for
another page, ‘q’ to quit> --| & FR SN TV DM T, AN—AF —TIRN— VB FR,
U R—rF—TRITEER, q 2~ FTmore tREAZ K TEEHZ LN TEE T,

# telnet NS-2250 8101
—— RW1
Host  : “SmartCS-Nol”
Label : “Switch-Tokyo—6F—-00001"

. display Port Log

: display Port Log (LAST)

. start tty connection

: close telnet/ssh session
. show all commands
tty-1:rw> 1 &

ROM BOOT. ..

Tl AW N =

Boot Status : Normal Reboot ERdgH#BEoOy
System Up Time : Wed Sep 6 13:11:30

Serial No. 99900080

—— more <Press SPACE for another page, ‘q’ to quit> —




2F B R

R—ha 7 A=a—TCRRINDHA— Fr 7 ZHIRT 58451%, 16 display & erase Port
Logl & L< i [7:erase Port Log) Zi®RNL E7,

ZOBMEEIT o Th, ERICAREENBIRASNTZA— Fa 7RIS S DT TiEdd
D ERA, ZOEAET M1 display Port Log)] CTREICFK RENTn 7 &2 IERRICTHETT
7

tty-1irw> 5 4 —R—rnF2EIKRT a7 FERTT 510125 £2R
-— RW1
Host  : “SmartCS-Nol”
Label : “Switch-Tokyo—6F-00001"

1 : display Port Log

2 : display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 . show all commands

6 : display & erase Port Log —R—rOJERRLTHIBKRLET
7 : erase Port Log —R—+rOJZHIBRLET

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw> 7 4 —iR— bR ZEIBRT 2HE1EL T &R
tty-1:rw>
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2.2.6 R— bOYEEREE(SYSLOG/NFS/FTP/ A —)L)

2-28

A— b o VB EHAEIT. AEEICKHL T D R— o 72358 Shims G5 — o
5T 2HETT, A— Fr /% SYSLOG #— 3% NFS — RZEF L0, KR — R
FBEINTC FTP U — R — LT RLRICEETLHZENTEET, DDV Y TR
— MIBEEDORE Y — 28T 252 L b TEET, Mail —3E FTP Y— A
BRI T2 L3 T EHA,

R—rOSEEL

w &

SYSLOG H—% AMEE B Ek S 72 SYSLOG — IR — b 7 2% E L £,
U T VAR — MMEIZ SYSLOG 125{F O i (ON/OFF) 2%k CX £,
AR |2 Bk T X B SYSLOG — N dR Kk 2 BT,
BEAI GSER O T — X 2 5T 5 &, AREEEICHE Sz SYSLOG
F—_~a 7%k VT VE A NIEEELET,

NFS H—3 ARLEE GRS NFS = NIZAR— ha 7 &2 RF L £,
U TR — I NFS {17 DA #E (ON/OFF) 2 &gk CT& £,
AAEE B GRTE 5 NFS =Tk 2 B TT,
BEI B SR  DT — X B2 5T 5 & | ARIEE TR E S 72 NFS H—
Rt T YT NEA DARFELET,

FTP #— VU TR = MO SNIZFTP = "2 — W IR — ha 7 &G

LET . A= b I TFTROEGERM 2z Lz L X IZHFE S ET,
OESODV Y TR — MG TE 5 FTP — N (FTP = —H) (T K
2 HTF, (FE#EA— NEe2) (fE CHEICHEFRTEET,

A—T KL A

U TR — MBS Mail Y — D A —)L T RLR|ITHR— k
07 x2EFELET, R— b X FROFESREZmIZ Lz L 12k
Y UEXER

OEODY Y TR — MIBEFETE 5 Mail —/3 (A =T KL &)
WK 2 T, (FERARN— MEee2) i £ TEEE IR TE £ 7,
SMTP-Auth (Zxbi L7z Mail — M08 A — L& ER[FCTE ET,




2F B R

A— v 7% MailFTP % — NIZEETHRMBITITERO LB Y T, HE LIXESLM%Z
T L. BR—ho ZVEEEEITIEE SN EERICR— e 22 BB E LET,
A— b v 7 OREFMICEERREE R — Dﬁﬂm$®ﬁﬁ%$ﬁbt HBliE, A—Fnm

T IEEHEREIL . O PR O Sl Rl 72 LSRR R — b 2 AR L MR SRR L E T
R—rOTDEERE | REGE =
IR IR 0-65535 (%)) | AXE LIoMRMIIR Z L IcAH— b r 7 247 L %

9, HEMRBIZ 0 238K L-5E13. HERR
DR E TR & 720 R AR J:O“Clﬂ?f&ﬂ_@fa
L% 4, Default |Z 60 %> T,

R— b v 7 OFH$ 10-80 (%) ZELER TN R— o VEBOHRTE LR
WCELEOAR— e 72 EE L F9, Default
1% 80%T9,

F72, A— bV —"A=2—7T [8send Port Log] ZER L, A"— s &FohkE+5
ZEHTEET,
B, FTP/IA— LV TEE Lo B3 —NIZ@nizho2 a8 Th, BELZe V7 OFE
ThhvEEA,
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2.3

A

&) T« BERE

X, Bx% = U7 ¢ HHE

BREA P L TV ET,

2.3.1

a1 —HE /R HERE

A

LT, a—¥EHGERERRE & FFY — 07 7 & AR

F— P OREEIERZ & OEFF JORRREL 1T ) BRE 2 f5# L TV E T,

T3 AT RED = — % T%@&w—7%knfﬁﬂDf$@%:%ﬁéhfwiﬁ

TROZ—FID L, REENTID REELINTEY, 7L—7

B PBRESINTONET,

(ZEF ST HRehl etk

a—41D

g—7

2 8

m &=

0

root

e [ A L

e

root 13 T35 A IR L2 B0 G S AL T D ARS8 438
RS D — Y T, EWEBORE LKA LTS
VAawy REFITTHZENTEET, CONSOLE
R—thbua s A 3252 EIXAEETT I,
Telnet/SSH 7 74 7 > M bIdEER 7 4 L TX
Ft A, Telnet/SSH 7 7 A4 7> kb a /A 9
LA, L — YRR —Y e /A L
Bl su a~vr RCEEEH—FICEITL TS
IV, Ra—HFFHIBRTE EHA,

somebody

100

normal

—fg=—

somebody (T T HM RS TN A

FTT,

Biett 2 e384 5 ping 2~ KRR Y 2FETT5H 2
ENTEET,

W —FIIEEOREEITH LT TEEEA,

— i —

setup

198

setup

Yy b T
o —F

o F7/7:L»—47L :ME* EOFRERLZ— T v
77 7 A NW)% FTPISFTP 7 5 A4 7> b CE2ET
LEEIMERTH2—FTT,
TABHERRFCBRFE SN TN ET,

Telnet/SSH 7 Z A 7 b<° CONSOLE &~— FH»
LrgA I TEERA,

verup

199

verup

N—=T g v
7y S a—F

NR=D g T v T a—PIREBEED AT LY T |
T 2T DNRN—=a T T INRN—=TaE Tk
FTP/ISFTP V7 5 A4 7> FTITH & AT H=2—
WA

TH ARG SN T EJ, Telnet/SSH 7 7
A7’ CONSOLE R— b a 7 A i Tx
F¥A,

log

200

log

R =74
B —14

A—bue 7ifGa—YiEAR— e /% FTP/SFTP
74T NCESET D EEIHEHTH—YTT,
T R B STV E T,

Telnet/SSH 77 7 4 7> hX° CONSOLE " — s 72 &5
nJA4 U ETEERA,

portusr

500

portusr

H— h—

portusr LA — b2 —FFEFEN OFF O & X |IA %G &
DN R T 5 Feik e — ¥ ¢,

T AR IS B R STV ET,

Telnet/SSH 7 7 A 7> s CONSOLE " — F 2 b5

a4 NETEERFA, Flo, Aa—FITHIBRTX

FHA,
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2F B R

FERARABERLEF2 ) T 4R A/, EEEFIX. Tl —PFRA U — N2 &g+ 5
EnTEET,

1—H% A—4ID | FL—T| & & " =

<—fff=—¥%> |100~190 |normal |—fF=—V |REEOEHENBETE I 2 —VTF, L
HIFTIRF I B g S TR 2 & Ll iE somebody &
AT,

<JLEE=—¥> |401~410 |extusr |JEIE=2—Y |REICLVHEREZMNGTLENTEL2—HT
T, HEBRZ 5 L TV WGA T normal 7 /L —
TOa—F LREFEOHERNH Y 943, SSH &
HTTP/HTTPS(REST API #£4E)LIAF TlIA iR~
Bt LN TEE A,

15l REZRHERR I . & C D show =~ o RNZEATA]
fefe— it —¥% ., F— b= —H root =— verup
=W tty v X —TTI,

FTo, tty v — URRREOMERR 572 E O E 1T
9 & CTERIISSIR~DOT 7 ANFREL 720 F
T, MERBENRICONVTE 14.7.7 =Y —
7 7 & AkRE(Ansible & O OFRE |°14.7.9 =
V=T 7 AEREREST API & O D%
El #SRLTLIEEN,

<R— bz —H>|501~599 |portusr |AR— hax—H| REEDEFHENEHETE LR — 22—V TI, R
— b —WFIEN ON O & =2, Telnet/SSH 7 7
AT IR — R —NIT 7 EATH2—HT
T, R"— 22— T Telnet/SSH 7 A4 7 +=°
CONSOLE R— rbAREE~a 7352 &
I TEEREA,

—VHEROFEMIL, fF8RA 1—HFHER) 2L TIZE,

RADIUS <X TACACS+72 & OANEFRIEY — N ICEBMERZ b > —V 2 EfR 31T,
Telnet/SSHZ 74 72 hoa Y — /LR — F D AREFICEHE &L L CEER VA 0 T5
ZEHARETT,

FHHXa~ 2 KU 7 7 L AD create auth access_group root =< > FX°set auth radius
server root filter_id_head 2~ K, I{4§¥C 7+ Ex1— & RADIUSERBEE/THDO Y b
Y—N\REH 2SR TIES0,
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2.3.2 RADIUS i

AREEE
e sy NeloTr sk

I%. RADIUS #FEH— T —H %3735 RADIUS

aits nIE*%ﬁE/RAD'US 7j3 'j ~ F*&

WAL AT B, oA

% RADIUS 7 4 v~ k¥ — NZi%E+ 5 RADIUS

THOU NI TAT v "a#H#E L TWET,

RADIUS &

gl — NRADIUS 7D v hHh— 2=

—PERETH LT, —IEH

T 7 AEEE BT D ENTEET,

RADIUSEREEH—/\
RADIUS7 A h—iN

ERNRHEE || ERNRES

R—b Y —\THER
AREBEBA~OOTAY_

REERBER/ THIoT40T %

PREIARZBGE/ THhooT4VT 6%

2-9 RADIUS

FEEY—/\VRADIUS 7 A Y Y —/INTOH1—

Telnet/SSHO A7+

HER

A2eE D RADIUS G8GiE 7 74 7 R RADIUS 7 4 v 7 T4 7 MME. LT OFRE

ZHAR— LT ET,RADIUS H— /Ml oD

FREEHERE/RADIUS 7 H 70 > b HgRE

BRE] BLOfFERC 7~ Ea— k& RADIUS

WERT MY Ea— hOFEMIL. 4.6.3 RADIUS
BEL/

FhOY bH—NHKEH 2L T EE0,

. RADIUS At uﬂi7 7/]’ 77./ ]\

*%Flr.

B

RADIUS FEREY — 3D i KA ER I

26

RADIUS I niEvj—"_ I\

1812 & 1645 M HIEIR (5 7 4L b 1812)

T 7 AR

RADIUS @Bk — 30 Hik(E S5 Filter-Id 7 b
JEa2— FOREICEY A= ba—¥Fn7r&2
TELVITNAR—PEHIRTEET,

Ny FOBE AR

Z{5/%7 v b D Message-Authenticator 7 F U &
— "B F 2 I THMNEIPRETETET,

-RADIUS 7 Hh D~ ZA47 b

HRE

RADIUS 7hH Uy h— DK
AR ERER

28

RADIUS 7 4 7 o haR— b

1813 & 1646 L& (T 7 41 k- 1813)

71y v MEH

Y= ARHAGE L& TRICT 2D > b
(START/STOP) % 45 L £9,

A
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® RADIUS #BFEZ 94 7 FE RADIUS 7w b7 T A4 7 M L CEIME
LTU\ETO PREE T T F@ﬁ'ﬁﬁ%ﬂﬂ% L7z=?

RETZ T R0 2 E b TEET




Ruib)
ki

ot
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ﬁ%%%ﬂ%Ték\:yy~w¢%®nﬁ4V%'MMW%H&?%?V##%ﬁﬁﬂ
BNEERA~T 7B A LTI, =—¥ % RADIUS #FIEV— NTRIET A Z &N TE 4,

RADIUS mupIE“j‘“—/\“CumE“C% Ha—WE, - PEEEEH L — /AR — h=2—% D 3
T T, sua~y REFEIT LRI root & W) 2—F LTRSS ET GRiF2—T4

TREIC LV EEARETT) o
B, A4EE D FTPISFTP Y — " ZHH+ 52—+ % RADIUS GEREY — /N TRGET 2 =

LIFTEEY A, £, SSH — "D —PRIEAEY A 7 % ABAdE

- L=

IRE LY

ab, Ak

2-34

EH L IIAREEDO VY 7 LR— h~D SSH 7 7 & A THIH ¥ 5= —¥% RADIUS %iE
P NCREETDHZ LT TEERA, REENBICZ—T 4 &R T — 2R L TIF]
HL7ZEw,
a—4
—a—4 | REEE | #HERI—Y | K—b1—Y | IbTVT N3y | L
(normal a—# (extusr (portusr a—4 7yFi1—4 (log group)
group) (root) group) group) (setup group) (verup group)
arvy—Jb O O
Telnet O O O
SSH(Basic) O O — O
SSH(Public) — — — —
FTP — — —
SFTP — — —
O : RADIUS #REH— N TRFEZITAE T,
O =Rk —Y Tr 71 v Lok, su 2+ > FIATREC RADIUS GRGEY —

NWCHRFEEITZE T,

RADIUS 72 £ D4R uE*ﬁ‘—/\

J7IAT v Ry — LR —
ARETY, FHMlXa~ 2 FU 77 L2 AD create auth access_group root T <> K
< set auth radius server root filter id head =~ K, BL O, KRIEED [{F4%C

7 r)J)Ea2—FERADIUSBEE/ 7 H DY RH—N
TP R—FLTEBY EHAAEBEO D —H LB TITHHL ZE 0,

- RADIUS AR

SN
B Z XRS5 7

def_user a<w RO

/U

ax e [E

e — A B —
iz, RADIUS i
BF 5 LEN DY ET, Filterld 7 b Y €2

o “ﬁ'»—/\@:L—-*ij‘

e

axX &

il ZZHLTIESV,

£ﬁ1‘éﬁﬁ% b o2 —WFEAERRTILE, Telnet/SSH
ODALEEICEHE L L TEEZER /A T528 b

] :L"_“]j:% RADIUS Aty uIET'éi’E'/\ j: :L\__.-]jl‘g)*i

Z Filter-Id 7 FV E=— F &%
Ib\@bd%éﬁéFﬂumid7’hUtf;»—bﬁ
RESINTVTY, ZORTEME T2 —F I —T 2B TE oG

1ﬁ I:E’)Tmu uﬁﬂffﬁﬁ‘ﬁzbé/biff

&1%. set auth radius

=H

RADIUS utqu/?ﬁ '7./ }"‘j“'_/\@ﬁﬁfqiﬂ%j? }\ ) E\:L"— g::'é'{f‘ﬂ] ’—4 6.3 RADIUS Aits A
HERE/RADIUS 7 ho Y MHEBEDERTE | BLW {48 C 7~V |::L— k& RADIUS E25E/7 A

Vb —NREH 2L TIZS 0,

(1) A—YRADIEF

RADIUSERGEY T4 7 v N DOFRITE & AL E
B0 — Vi —>RADIUS SREFDIEZE TR Z b1,

ICRELTOVDHEE, = —PBREDIAZE IALE




2F B R

ALEE N D 1 — B VERREAAT o T2 A *%J—ﬂiﬂi%‘ﬁﬁ%éhfb\ﬁb‘% L< i/\°/’<‘7

— ]‘K*ﬁ LD =2— b]j-uu_‘ &75\5’%5& L7L~_ (N K%E{i RADIUS i i DRE— N ZEn uﬂig;k
FiRfELET,
RADIUS #BFEZ 74 7 2 hOBRENARZEEICRE STV WAL, kB, Ak

%WJBO) o — 7 ViR HEEOD%/C@{/E L/ij—

SRALRALE

RADIUSZREE

RGES A

B 2-10 1—YFREEDIEZE(RADIUS)

(2) RADIUS BBEEY S5 4 7 > FDEYE

AEEE D RADIUS BFEY 74 7 2 ROBREEITHI &, 2—FRAREFEIZa /AL,
RS BRI 7 7 B A LT2IRflc, A%EE O RADIUS 7 74 7 > M RADIUS PR —
AA%&%*A&/%%%%LJ PRAEEITNET,

RADIUS FB3EV — 0 BEBFEF AT 37 v R SRIE SN/ IR, KR~ 1 7o R0 —
b#~ﬂ«@77ﬁx#ﬂ L7 ET,

RADIUS GBREV— ") B ERGHER /7 » R 3RIE SN2 HE1E, £ ORISR T, AEEO
RADIUS 585EZ 74 7 > b ix RADIUS %—/\Ammﬁgjﬁ%%ﬁw LET,

4 RADIUSEBEFH—/\1 . RADIUSEREEH— /1
( HEE ] [ (7’—247'))} ( HEE ] ( (F542Y)

bgza S TOEREE

RADIU SEBEE AN RADIUSEREE K BX

K 2-11 RADIUS B2EIU—/\Hh L DELH HIHE
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ALLE D RADIUSHREY 7 A 7 > AN RADIUS BEEY — NTRRREER T v FEEE L,
RADIUS FFEY — S A B ISERRWG AL, A2EE O RADIUS #GE2 74 7 > M
RESNIZZA LT U MERETREL, RESNEZEEIOY b I A Z1TVET,
RADIUSFFEY A4 7> bDV R TZABEOT 7 4V ML 3[El, A L7 7 NEHOT 7
AN MEIERTT, #4770 MEHBLIGY FIARBIIERESLZ LR TEET,

RADIUS 7h o v 747 28 RADIUS 77 v MY — NZKET 7T b
START /N7 > FEB LT BT b STOP N7 > b RO IR 21TV E T,

5 RADIUSEREFS—/\1
= 3
‘ HEE ] (F54=Y) ]

Retry = 1

Timeout FEFER

BRI >\_
Retry =2

Timeout FEFER

BRI >\
Retry =3

Timeout FEFER

B RIEE >\

2-12 RADIUS FBEEH —/\HD 5 DIEENEWGE

2 5 ® RADIUS FEREY — " Z AT 2R ENAREBI/TON TV DAL, AREE
RADIUS Wi T4 7~ ME RADIUS #2 .&4}~/\ 1G%AI%E 5 1 © RADIUS % F.E*f—/\)
\ZERAFEE R 21515 L ¥ 4, RADIUS #%; 47“~/\ 1 DINER WAL, RADIUS #&GEY
— 26 ﬁia%uf@éﬁ 2 @ RADIUS #EGEY — NZFEREE R %2 2415 L £9°, RADIUS §8iEH— 3
1 OIRREICEMR 2 < | M DOFRBFFE R 1T RADIUS Z8GE— N LIS fE & E T,

RADIUS 7h o 27747 28 RADIUS 77 v Y — NZKET L7 U b
START /N7 > FEB LT D b STOP N7 > b RO IR 21TV E T,

[ EE } [RADIU s;ﬁ%ﬁﬁ—/\’ﬂ [RADIUS%E%E#—/\’Z]

(F543) HhAY)
Retry = 1
mhgd S ———— | RIBER

2-13 2 'Iél\@ RADIUS nu\nrtﬂ_l\ﬁfiﬁ?fo)nm nIEE’.H’E
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2F B R

Ty b U —27 L RADIUSRRGE Y — D E 735 L L RADIUS BRE Y — /N 1 5 L U'RADIUS
FOREY =32 D7 & BISENLWE AL, AEED RADIUS EGEY 7 A 7 > MIEE S
Nz b7 A EEIZET S % T RADIUS 8GEY—/3 1 & RADIUS G8REH—/N 2 [ZA2 AU
PREE R 2R E L ET,

RADIUSREREZ T4 7 > MZRE SN Y b T A 8 5 BIOSHEIZIE, &4 RADIUS
FREY — N DICRRREZESR 2 4 L, £ DO 1% . RADIUS #E&EY— N 2>RADIUS FFEH—
1>RADIUS FEREY — /N 2 DOINAFE TRALZER N7 v & b RIHE L £,

RADIUS 7Hh o v 27747 8 RADIUS 7 AU v b Y —NICEET LTIV b
START /7> FEB LT Uk STOP /N7 > b RO IR 21TV £ 77,

s RADIUSEREH—/\1 RADIUSERZEH—/\2
[ HEE J [ (F543) (hHY)

Retry = 1
Timeout
ol \%’

Timeout REEER

mags | —— |

Timeout
SRR \%’
Timeout RIER

s | —— ]

Timeout
BB \%’

o
®
=
I [l
N>

o to
& >
=
i
o

BESNIUSAEMICEELTE
IBENLEMES. ZORIEFRELES,

2-14 2 B0 RADIUS BBREY— /D B IGEN L & T DFRIEENE
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2.3.3 RADIUS [2& 22 —H T IL—TDHAE L) TILKR— DTV £ XHIR

AZEE TlE, RADIUS FEGEY—"ZFH LT, EEEH2—W/— a2 —W/F— h=2—H%
REDA—FITN—TE2FH LY, K= Frz2—FD Y TIR— h~DT 7 & AH|R%E
— BT LHIENTEET, RTEHEZELUTO 250 FERH Y £,

(1) filter_id_head #FB9 5H%

RADIUS #—NZHEKEINTWD—H D Filter-Id 7 U B2 — hZ, :L—*)“E%IJM%%
ET LMo — b 2—RT VA TEHL U T NAR— MERZE L, AREEIC
2 — W R ET DB T OARERELCHMALET, K& @ﬁé@ﬁz?)xtb%’wm\iﬂ
AR A= b=V DY TIR— DT 7 & 2R EOBEH % 3T RADIUS #ZiEY—
INTHERE LTZ WA Z OFSREARfE 5 L ER] T,

ERADIUSH —/\EE

a1—H4 5 IV—TF % (Filter-1d5% E)

somebody Normal RADIUSH—/3

root Admin

suzuki Port1-10 E

tanaka Port11-20 oy --f-. =

yamada Port21-32 |
NS-2250-1 NS-2250-2
K &N : e |“ﬁ &) | =
WFilter Id head ¥ % WFilter Id headZ% 3

1R | FL—T& 1—HER | FL—T%
—fga—4 Normal —fga—4 Normal
HiE1L—Y Admin 51— Admin
R—ka—4 | Port R—ka—4 | Port

2-15 A—HJ)IL—TOHEAE D) TILR— DT 2 XHR(filter_id_head)



(2)

TORRITN—EVTHEEZFRAT 5HE

RADIUS — a2 —YRET 5 7V — 74 2R E L, REEICI T2 — RIS
N—TZEHRELTHHALEST, F—Fa2—HVDOINV—TIEZ VT NAR— b ~DT 7 &
2HEL —HICHRELET,

VUTNR—=ROT 7 v AENEEREICE R D5A (B2, Groupl IZFTET 52—V X
TIRBATED VY TR — MM 1~10, NS-2250-2 TiE 15~20 2 ED X H TR D5
B SEROT 7w AT N—TER8kT 5856 . RADIUS GRAEY — 3D = —FERIFR E D
H2 TEHE LSO WA Z OMEZ 9 &R T,

BRADIUSH—/\ERFE

a1—44 TI—T%
somebody Normal RADIUSH—/<
root Admin =
suzuki Groupl ‘ %
tanaka Group2 v, = |§
NS-2250-1 NS-2250-2
WE )y ; __‘ ENED "
W7 OERTL—EVTRE W7 IERTL—EVTRE
1—YER | TIL—TE TUtRIE AV | SIL—TE TOtRIE
—fig1— Normal BETEFEA —fga— Normal BETEEEA
HiE1L—Y Admin HEL—Y Admin
R—ka1—4 | Groupl YT ILR—k1~10 R—bka1—4 | Groupl YT IVR—R15~20
R—ka1—4 | Group2 DT ILR—R11~20 R—b21—4 | Group2 DT ILR—k21~30

2-16 A—H T IL—TDHENE VT ILR— DT IO ERFR(T IV ERATIL—E
27D

o~ KU 77 L AD set auth radius server { portusr | root | normal }
filter_id_head =~ K. create auth access_group =~ F, AFED [4.6.3 RADIUS 2
SE#%EE/RADIUS 7ho Y MEBEDERTE ) BLUOAED 48 C 7 ) Ea— k& RADIUS
FEE/ T A2 Y —NEEH 2L TIEEN,
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2.3.4 TACACS+#gE

AKIEEIL, 22—V ORFERC2—F I N—TDOER, =—Voas/f /el T NDOTHY
VT4 T RIS TACACS+D 7 54 7 » MEREAHEHK L TWET,
TACACS+H — N2 — W25k L TEET L, 22— FHERST 7 & AEEZ —oE B
THIERTEET,

AEEEITIX TACACS+H— 1% 2 B E THEETEET DT, TACACS+Y — "B ILEIL S
NTWBHERTHRIHTE 77,

ERNRMEE || ERIRES

TACACS+H—/\

g LT

e gy ——

R—h—\T R

AREBAOOTAY
PEAIAREER/THIVUTA4UT%IE @
ARG/ THIVTAVTIEE
Telnet/SSHI A 7k

2-17 TACACS+H—/I\TOH1—HEHE

AILE L TACACS+D 7 A4 7 v MERRZ AR — M L TWET,
PR—F LTV DHHEREIZITRO LB Y TY,

- TACACS+EfE
B B B
TACACS+H — R D KB GHK 28
TACACS+HR— k TCP(49) [#7E
T 7 AR TACACS+H— )bk fF &5 7 Y B2 — R
FO R— b2 —FRNT I/ HATEXHLY TIR—
rMEHIRTE ET,
TR T— E AR HBMRE E K TRICT o > MMEHR
(START/STOP) % 1515 L £

ARIGHE D TACACSHEREITFRRE/ AL L 7 7 7 > POV L TEIME L TWES, 38R &R/
THY l\@if@#%éﬁ%%’fﬂﬂﬂ‘fé ZLb, AR AT &b TE LT,

TACACS+H — A OFHERLT U B a— FOFEMIL. [4.6.4 TACACS+HLBEDERTE ) %
ZHLTLZEEN,
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2F

#EE

AMEEAFIHT DL, avy—Ahbor 7o R0, Telnet/SSH 7 T4 7 > k5B
GREIE T 7 A LT FEIC,

TACACS+H#—/3T3h

[ nLET % 6:1"—‘6_

L ﬁ_% TACACS+‘ﬁ_\—/\TWLJﬂIEﬁ—5 &ﬁlf‘gi‘j—
PR — SR — b0 8

FHTY, sua~r REZHEIT LRI root cE W) =YL TRIESNET, Zo2—F4F

S
B ENC

SN

TEFEH A, £/, SSH V=D —WREAEY A 7% ARG E L=

TR AEFEATRE

AU

LSS

@ FTP/SFTP 'H-"_/\%*IUEHTE):L“_—H‘% TACACS""H-"_/\TWL‘ nLE‘g—ZD E j:
Ab. REED

LSEAREED Y T VAR — F~DSSHT 7 2 ATHHT % 2—% % TACACS+H—/T
FRRET D Z LT TE ER A, ALEENMBIZA—PH L AAT - PR L TR S

[N
a—4
—fa—Y | REEE | #%k1—Y | A—ba—Y | wubTvT N=Dav | Lyl
(normal a—4 (extusr (portusr a—# 7yT1—4 (log group)
group) (root) group) group) (setup group) | (verup group)
arvy—Jb O O
Telnet O O O
SSH (Basic) O O — O
SSH(Public) — — — —
FTP — — —
SFTP — — —
O : TACACS+H—"TRIEEITAE T,
O —fa—PiEa—cr /1 v Lz, su 2~ RFEITRIZ TACACS+H—
TRAEZITAE T
TACACS+H— NICEIMHER A & D> —F ZAFEpc§4UE, Telnet/SSH 7 74 7 |k
Ry Y — VR — MO AREBICERZE L LTEER 74 U T5 2L b ARETT . 7
fixza~<2 KU 77 L AD create auth access_group root 2~ K& L TL
7230,
— TACACS+H—_TRELIIT A EFH A, REBEBOT—DNAFEIETIFHSZI 0,
B, —M—PEEEE L — YR — b2 —% % TACACS+RiE T 544 1L. TACACS+

P—=ROZ—PEFIZ, — B —FAEEEH 2 — /R — b2 —W 72 EO o — k] % X5
THODOT M) Ea— N fEOXT 288 THMERNHVET, ZOT7 M) Ea— kD
LR EEORT ITEEEEEDMERIRO D N TEET, 2—FENEZXBT 572D
DT FU ¥ x— FBFLE Liib‘%/ﬁ?’?‘) FOREMTL—F N —TFZiATE RIS
I%. set auth tacacs def_user =~ > RO EMIZNE > TRRAFLELRA T HOILE T,

M4.6.4 TACACS+HEBEDERTE) # S

TACACS+H—"DFERLT Y B 2— FOFEMIE,

LTLEENY,
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Q) A—YRIDIERF

TACACS+DERE SN TV H G, = — FRIEDNAE IIALEE O v — I LFRAE>TACACS+
PREDNEFE TR Z b £ 7,

ARIEENTBD 1 — B VFEFEZAT - TofE 5. *%lﬂﬂ:ﬂiﬁ‘ﬁéﬂ“@\iﬁb\% LI~ AY
— FAR—BIZ L 2 —FRREES R L2 5B, AE T TACACS+H— NICRRGEE KR &
FELET,

TACACS+RE SN TWRWEAIT, TEkEB D, REBENT O — U LFRIED 7~ THY
ELET,

AREBRD
O—AJLEBEE

NG

ol
TACAC S+E2:E

NG

{ BT ] [ ] }

B 2-18 1—4RIDIEE(TACACS+)




(4) TACACS+DENE

TACACSHIFRRE/KGRIT A1 7 > F TR SN TWET,

HhE N
;}S; :L"_“H_ID k/\oxy"—}\ JI@:’-“—ﬁ‘%meLi'?‘
B ARIEEINEET D service 7 MY B a— ME2A&AGR LET,

service 7 b U B2 — 3 smartecs ThHDHZ L Z2MR L, AL
2 —PICRE SN2 — VR — A EE 2 — YR —
=P EIELET,

THhHT R ax—HFoursA s mITT O NET I T 47 LET,

TACACSH|Z L 52—V RIEL PRt OFIETIThIvE T,
Z—WEERITIA 72 < & BEGE & AR LT idnwid 8 A, kD L < I3AEITEk
ML7=SE, Tty a3k TLET,

TACACS+H—/\

START(HEEER : 1—+ID)

REPLY(/SRT—FEL\&hH)

CONTINUE(/SR 7 —KR[E%) e
it A.

REPLY(F3h) authentication

REQUEST (service=smartcs)

% At

RESPONSE(F( T : 2 —H#ERI[R—b1—4]) authorization

REQUEST(#—E XFfi$#: START)

RESPONSE(FLZh)

(o] 7k
REQUEST(#—E X427 : STOP) accounting

RESPONSE(R)

2-19 & nIE/ﬁ it a7 7 rj vk o)ull.;ha(TACACS"')
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AIEEIZ TACACS+H— 1% 1 B8&H L TWDHHEE. #4457 7 MEHNIZ TACACS+iF
— DS EDEET UL E O ERITR L £,

TACACS+V— % 2 58 &KL TWBEE, TACACS+— N 1G%BE S 1 © TACACS+
P NCRRREE R 2 5F LET,

TACACS+4)‘*—/< 1 DIRE D72 WAL, TACACS+Y— 8 2GRAIE = 2 @ TACACS+
P NCRRREE R 2 5F LET,

BAIDFBFEER L, %9 TACACS+Y— N 1 IZEEESNET,

HGRIEREBRE RE) L7 9 — M2 REQUEST 7w R &2 kfE L £,
S A LT U MRFERICY =N BIRER RS KGRITHK T LET,
T AT MIRREE L RAROEEZITWET,

st TACACS+H—/\1 TACACS+H—/\2
HRE (F5471) (Zho )
START(HH#E Z3R: 1—4ID)
BALT Ik
=] BEEL x €==-d
START(HH#E ER: 1—4ID)
sp=
REPLY(/ SR J—RRLVEH ) moEl

authentication

CONTINUE(/ SR —R %)

REPLY(RX )
REQUEST (ser viee=s martcs)
RE SPONSE(R{ T : 1— 8 B [R—k 1—+1) e

authorization

REQUEST (4—E R4 :START)

BALT Ik
i3] WEGL x  <==7

REQUEST (4— EBl#s :ST ART) 7#7:/_ ~

accounting
RESPONSE(F Z)
(&)

B 2-20 2 &® TACACS+H—/\EHZEDEILENE
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2.3.5 TACACSHIZ&BA—HJIL—TDHEAE S Y TILER— DT 7 2 XHFIR

TACACS+H— L REBOT 7B AT N — 0 FHEERFIH L C. RGP o — 9 —iy
2—P/R— a2 —HP R EO2—F I N—T A LT-0, R—Frz2z—FDT I TILKR— |k
~DOT 7 ARIRE — BT H LN TEET,

ZOBREEFIAT 254, TACACSH —NIZiZ 22—V RFHET /v —T 4 2R EL,
AEE X — P EO N —THEFHELET, A—hax—HFDOIN—T12iZ V7
IWR—h~DT 72 AES I ELE T,

U TIVIR— NDT 7 AMENEB IR D5 (BIZE, Groupl ICATERT 52— 1%
TR ATE LYY T R— R NS-2250-1 TiE 1~10, NS-2250-2 Tl 15~20 72 £ D
EICERDER) REBROT 7 v AT N—T 2541 554, TACACS+H— "D —
FREBIRENHEZ TEHLSLWIEAICZ OMREE A H L EFI T,

BMTACACS+H—/\5%

a1—H4 TIN—T%&
somebody Normal TACACS+H—/3
root Admin
suzuki Groupl ‘ %
tanaka Group2 - =
NS-2250-1 NS-2250-2
KERED 3 5 BE) = %
W7 OERTL—EVT W7 AT L—ELTRE
1—HER | FIL—T& Tt RHE A—HHER | SL—T4 Tt RHE
—fga—+ Normal BETEFERA —fga—+ Normal BETEFEEA
HHEd1—Y Admin HiE2—Y Admin
R—ka—4 | Groupl YT IILER—R1~10 R—ka—4 | Groupl ST ILR—R15~20
R—bk21—4 | Group2 YT ILIR—R11~20 R—k2—4 | Group2 YT ILIR—R21~30

221 A—HJTL—TOHENE L) TILR— DTV 2XHIR(TACACSH)

FEMXa~ 2 U 77 L AD create auth access_group 2~ > K. AKFED4.6.4 TACACS+
BEEDERTE 2L T ZSV,
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2.3.6 BIEY—/ D7 Ut X MR (allowhost)

ARIEEDOY— T LI, Hihix
TEET,

AT ARy NTU—T T RLRE R T BT A LN

T RAZHIRT DI ENTEOIAREEDO Y —NITTFRDOLEBY TT,

H—/\

BLl]

Telnet — D7 7 & ZAHI[R

ARIEED Telnet V— NI T VAT AHIIAT VM
HIR L E7,

SSH ¥— D7 7 & AR

ARIBEE D SSH/SFTP — T 78 AT 747k
R LU ET,

FTP H— D7 7 & A i fR

ARIEFED FIP $— X (RN—= a3 T o770ty N T v
TrAN, A= rrORETHEHALTWE)IZT Y
Y RATHITAT L R EHRIBLET,

R— N — DT 7 & ZEHI R

BN " —=NIZT 7B RTH7TAT7 2 FEHIBLET,
815 57 A (Telnet/SSH) R E— F (/) —</LE— K/
FoH—F—R)TEICRETDHIENTEET,

TR OAREBE OREIT, AEBIZT VR TEXEL7 547 2 MNERN FROSEIC

HR S TWET,

HIRER

BERia a4 oxy bU—7

ALL

Ehi i oY —EX

Telnet/A R — kP —

U T IOVIR— kOB HIFR

Telnet / —~/LE— R




2.3.7 Firewall(ipfilter/ip6filter) &t

A4EE O Firewall(pfilter/ip6filter) BEFEIZ L W IP 7 KL A7’ 1 k a VRERI, R— h& =
RETT 72 ARIRELT O
AHERRIIATRE D TR — D7 7 & 2 [RikE(allowhost) | ORTIZENMEL £,

Firewall(ipfilter/ip6filter) #ARE CHRIH TE 5 7 4 VX FERIRKFIZ FERDO LBV TT,

EnTEET,

ER B
EIL AT ANEZTITOAT AIBRFEEINTWAESE T 4 VE TF,
TROZENSRYy bEHm LET,
« TCP-ESTABLISHED »*4 » |
BV R A * Related /3% b (TCP LSN TR IR S5 /37 » b

74 NH(ZIR)

(tftp/sntp/nfs (udp) /radius/icmp echo/IKE %)

7 4 IVH =T R TR ADIT b
T 1) Firewall #BEZHHCT DL AEBICEMEL 3 (T 7 4L Ml
) . T ANAOHIBROCERIXITE EHA,
HABNT 4 NETA BT oA ADZAEE TR I N D 22— 0
T AL D RIEFRER T 4 N H T,
TANE(ZE) | BV T AN DOBTUEE SN ET
PEEARTRAN64 = U BRETEET,
ethl: LAN1 R— k
A BT A A | eth2: LAN2 R— |k
bondl: K> T 4 7 HR—h
. SA: E#ETLTIPT KL A
IP7 FL=X DA: 53 IP 7 KL%
7 4V H ipfilter ip6filter
st ICMP: ICMP # A 7 (0-255) ICMPv6: TICMPv6 % 1 7 (0-255)
A= =% TCP: TCP R— k&5 (1-65535) TCP: TCP 7R— k&5 (1-65535)
UDP: UDP ""— k&5 (1-65535) UDP: UDP 7R— k&5 (1-65535)
ESP: ESP 71 k=)L ESP: RHAR— kK
accept: B
L drop: BE3E

Firewall(ipfilter/ip6filter)B§BE & A0 L7256, &7 4 V21X FRONERF TR S E T,

NS-2250 L@ ]
H—I\DT I RHIR
(allowhost)
1
IPsecH B IZh RILAY
HRSLIANE BTGNS
| FoRILRISEHENS
EILRIVT40L5 BE/ T IMNIRESNFET
1
AR3TTAR ]
215 (input) %15 (output)

2-22  Firewall(ipfilter/ip6filter) B BE B NED 7 « L 2 ERAIERF
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2.3.8 IPsec #f:

2-48

AEE T L RIBE T O 2D v M EREB(E LT VPN @5 217 9 IPsec #§AE & . H
T o Fa ) LIKE) AR — L TWET,

<UE—Milsz> )\

BRNR

Hese >NS-2250
KaD
BERXR

TR Y=

- -

IPsec D IERELCENEE — K,

R RILE—R ( <A Bh> Dl
VPN ‘!u.' (===
Internet
)
k
2-23 IPsec IZ&k % VPN ##t

JBEFREL AR v a VHITTRO LB T,

IHHE

298

S G 1 Bl
(A

FT A HREPSKIC & 5 W SEEGE

BiEE— R

o LE—R

axRxyTa M

ER8axsayv
ERy NI —27 (7 xRy M) EIZIPsec a7 v a %k
ST AT ODOREND ML

IR HE DPD(Dead Peer Detection)iZ £ 5 k> %/LVI@{EWRr O H
Z D, NAT b 7 X—H )LEERE(ESP ® UDP 4 7% U )

AAEE T UL T O IKE ISAKMP-SA(Phase Difie 24" — K L TWE T,

IHHE Bl
IKE 7o k=2 IKEv1/IKEv2
=N 3DES/AES128/AES128CTR/AES256
PRRET LT Y X A MD5/SHA1

DH 7 )v—>7

2(1024bit)/5(1536Dbit)/14(2048bit)

ISAKMP-SA D Ef7EE[H

3600~86400 F¥( 7 + /L | 10800 )

ARIEEITLLF O IPsec-SA(Phase2)#fe 2 AR — ~ L CWET,

15H

BrL

e 7 /L=l XA

3DES/AES128/AES128CTR/AES256

FRRET LAY XL

HMAC-MD5/HMAC-SHA1

DH 7 v — 7 (PFS i)

2(1024bit)/5(1536Dbit)/14(2048bit)

IPsec-SA DA fEHF

3600~86400 F¥( 7 + /L |k 3600 )

IPsec BERE L R T 4 » THEREDFHIZT TE £ H A,




2.4

(1)

(2)

(3)

(4)

AZLGET FRLOEMEEEREZ VR — F LTV T,

DNS 7 Z 4 7 ME%RE
ARIEE D ping X telnet 2~ F7g D7 7V r—3 3 2 DNS —NZfinE&bh LT
ZHIER R 2 /2 DO MEE T, AREEICHEETE 5 DNSH—NF 2 H5TT,

SNTP 7 T A 7 FH&HRE
ALEE DOWZ %2 NTP % — ORI A S8 5 8ERE T,
ASEE|CBEETE S NTP — 8% 2 5T,

ABT 4 T —TF 4 v THERE
Iy NT— I REERE AL T 4 v I N—T 0 7 TERLE T, AREEICITHRK 99 #HO
ABTF 4 T N—T 4 TR TCEET,

SNMP = — < = > hERE

SNMP = — = > MERBZMEH L, M0 D AREEOWIEEMRZITH) e NnTEET, K
813 SNMP Versionl/Version2c/Version3 %97~ — kL T\ ET,

SNMP —— = > MERRZBZNZTIIL, D SNMP $— 350 MIB 7 7 & X2k
ELET, SNMP ¥— 315 Versionl IBRD Get B3R % 5(5 L7z35A 1T Versionl T,
Version2c FEA D Get E3R %515 L 7245413 Version2¢ T, Version3 ﬂ‘/f@ Get TR % =
15 L7284 1% Version3 TIu& L £,

ARIEE T 7‘\"%“(% 5 SNMP H— Nk Kk 4 H5T9,

F72. b7 v 7% Versionl/Version2/Version3 ([ZxfIi L TEY | Ix k42D b7 v 7 EE
T AREEIERGETEET, YR=FL WD F T v FIEFROLEEY T,

(A E BA

Coldstart Trap

ARIEENEH L2 & EIEEHTD T v T,
AAERE O T AHTEE Coldstart Trap 28 ON ICRERE SN TWET,

LAN 7R— + 73 Link Up/Down L7=FFIZIEH 95 T v 7T, LAN R— k2
Link Up 95 & Link Up bT v 7" & %M L$E9, LAN ;R— R 2% Link Down

Link Trap 95 & Link Down b T v 7 EEHLET,
ARIEE O T AR Link Trap 28 ON IZERE I TWET,
FIBERNFAE LI L& AL TWARWVSNWP H— RO RERII 225
Authentication A =75 SNMP ZEsR 22T =3B 1645 b7 v 7T,
Failure Trap ARIEE O T H TR Authentication Failure Trap 2% ON IZERE I N T

WET,

LY T ILAR— kD DSREE7 Up/Down LT-HFIZEHT B T v 7T, &
YT IVR— N®DDSRIGHD ON 2 REEBSKHT5HEDSR ON T v 7%

Serial DSR Trap DSR1E 5 OFF ZAREE NI 5 & DSR OFF 7 v 725 L E£7,

AIEE O TH AT T RTO U 7R — R Serial DSR Trap »3 OFF
IR E SN TWET,

Power Trap

IR ON/OFF L7=lEIZk T 5 T v 7 TF,
AIEE O T HHREIL Power Trap 23 ON IZFRE SV CUVWVET,

RNUT 4 THERERIRES, 77T 4 TR AL —T A H 7 =4 ZADY) Y &

Bonding Active ANFAELERICEETSE VT v 7T,
Switch Trap AREEE O T HRIFIE Bonding Active Switch Trap 2% ON [ZERE I LT\
\ij_o
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(5)

(6)

(7)

(8)

9)

(10)

(11)

SYSLOG 7 7 A 7 v MiRE

SYSLOG A v E—T %/ SYSLOG ¥ — NZEETH 2 T T,

ARBEE T, RBEENH SIS SYSLOG, R— a2, command = 7 % SYSLOG #—
WCEET D ENTEET,

ARIEENH ST 5 SYSLOG &R — 12, command 7 7 %[E U SYSLOG H— 2k
SNET,

ARIEFE B EFTE 5 SYSLOG Y — "D KL 2 5 TY,

SYSLOG e B

VAR =V RFC3164 |Z #EHL

77> UT 41% Local0O~Local?7 VKR — K L TCVWET,

S 1) S
SYSLOG 7 7 > U 7 « 57 %V M Locall T,

773U 4% Local0~Local?7 ZH¥HR—F L TCWET,

N— g U7 :
R—hbrr7772 07 4 57 4V MMZ Local0 T,

77> UT 41% Local0O~Local?7 ¥ KR— K L CVWET,

-
comand 8777 VT A | 2 4L kiR 2% syslog e SICE(E L £ A

Telnet/SSH H—/ffE

Telnet/SSH #— /3%, Telnet °SSH 7 5 A 7> FOEREZZIFHH—T9F, UE— |
2y NI =IO INBARIEED AT U ABTHZENTEET,

ARIEE D Telnet/SSH Y — N7 7 EATEX 5 KE v a i Telnet/SSH % H > T
5ty arcd,

Telnet 7 7 A 7 > M¥ie
Telnet =~ > REZEH LT, xv hU—727 L® Telnet 34— N7 7 & 24 HHHE T,

FTP/SETP H-— \KhE

FTP — %, KEEDI AT LY T NI 2T T 7 A NRAL— T v 77 A, BR—
raZ%, Fy hU—2 EOFTP 7 747 2 bNBEZETHZDDOY—TY,

% 7= FTP [F#EIZ SFTP &l o =05 54t 7 7 A Vst b AlRE T,

ARIEEED FTP/SFTP +— N7 78 A TE o Rkteyva i1ty a v TF,

FTP/TFTP 7 Z A 7 MHRE
AB— T T T 7 ANRR— s 77 7 A )L%& FTP/ITFTP H— 213 L= Y . FTP/TFTP
P NN AR— R T T T ANRV AT LAY T NI =T 77 A VERET HHRETT,

N=Da T T /N=V a2y R

REE L, FTP/ITFTP 7 947 v b L L FTP/ISFTP Y — NZ{F ST AT ALY 7~y
2T T ANEREEICEMNTDHZEIZLY, VAT LAY T N 2T ONRN—=Ta T v
RNR—=T g U H T ETI I ENTEET,

ABEEDON—T a VT v TIN—=arZyr0hiEik, 08 BB ERST 2L TL
72 &N,

DSR 15 5 1E# ki Re
DSR 55 ® ON—OFF/OFF—ON OEB % i+ 5 Hae T, AL FIM+ 5 2 & T
BRI GHIROREELF R RE L2, YU TATr—T VoL RN T 52 LN TEE
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(12)

(13)

(14)

(15)

H BhEmikae
E  ALEENBICEENELELIZHBETH, VAT Py 72 A <I2L) ZhbDlEE
B L. HEIIZY 77— M 2R T,

L
B Y CHEENEOEE 233 282 T,

B A B — AR
AEEBEPFET DX A LY — LV ERET HHERETT,

KT 4 > 7 HRE

250 LAN R— R Z{RARD 1 R — & L CEES B HH6E T,

EZERCERAT 2R 2T 77 4 7R — b, F R — b 2w T v 7R — K EFED
FT, NI T T R—=IDOEFE LT Ny MIEENT CEEINET,

KT 4 v TRREAAICT B L . bondl &1 5 (K — M T, Z oA~ oK
H— FD ethlleth2 BFiE LET, (RAER— e ~RAX—A L X T =4 A, BT 2HH
—hEAL—T A HZT 2 ALFOET,

Ry T 4 v TREBENR BN 7280 IP 7 R L R 3FER— @ ethl/eth? Tix72 < bondl |2
RELET,

Master I/F W w
LANI[EE
< <
N N N N
Slave I/F eth1 eth2 eth1 eth2
(Active) (Backup) (Backup) (Active)
LAN1 LAN2 LAN1 LAN2

2-:22 KRoT 4 TR



T o THEREDOMRE TRICRRBM L ET,

N T 4 TR

w M

JLRJ7

7 #—/V k b L7 Z(Active-Backup) 7 &

2 20 LAN R— IR EFIZY 7 7 v 7 LTV ThH, T
DORXT VT ATHR—=FD1IAR—FDARTT,

RUT 4 ZHERERERFIIRAI ethl AE-R I N E T,

YRk TRO2TAEIR—FLTWET,
- U r o EEREIC K S B BYE
s Ay NI XKD FEYIEE
UV RLUIFEHTITVEE A,
PR OB T 7T 4 7 A — MPERHZ GARP ik L £,

KT 4 v THEREDEEIL ethl @ MAC 7 RLARMERH S
F9, LAN1&R—FrDY 7 X7 B, LAN2 R— MMZiEH S
N3 GARP Y — A7 KL A4 ethl ® MAC 7 KL AT,

Uo7y 7R

Ny I T o TR=bDY 7T v THHEE, i H TR EE &
72 % F TOREIRERTT,

1~60 ) CERENARETT,

77 4V X OFF(REFER] 72 L) T,
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(16)

IPv6 im{EH%HE

AIEE O IPve WIEEEOHAE IO W TEHH L £,
IPv6 WEMEAEIZINN—Va V13 UKD AT LAY 7 N =7 THR—F L TWET,
IPv6 THAR—F LTWDHHREIXZ., L FORESMHL T,

N7 A

i hE

V1.3 LIk

V2.2 DL

R—rT 7%
A e

H— b —Shie

O

O

N o— b om 7 %k fF K R

(SYSLOG/NFS/FTP/ A — /L)

DNS 7 74 7 > MR

ABT 4 w7 IV—TF 4 THERE

Telnet/SSH V- — /S H&HE

Telnet 7 74 7 > MMHE

O|0|0|0] O

FTP/SFTP #—/ #hg

PO |0|010

FT
SFTP O

FTP O
SFTP O

Ko7 4 v T

SNTP 7 7 A4 7 MHHRE

SNMP —— = > M&RE

SYSLOG 7 7 4 7 MEHE

FTP/TFTP 7 4 7 v M&#e

XU T 1

L
AE

LY — DT 7 v X R
(allowhost)

O
(ftpd Fx<)

RADIUS #&GE/ 7 H U > MM

TACACS+H#HE

Firewall(ip6filter)HHE

OO0 O [O|O]0]0]0

IPsec ##E

IPv6 BIED A T Aa<w FE LT, pingb, traceroute6 72 E3FFTX£9,
Fa~<wr ROMEMGEZ (63 "I 7y a—T 407 #BRLTLIIEEN,




(17)  tty w3 —UHkRE

RIEED U TR — M

TR SN TWABEHNEMImD 2 Y — )R — MIxt L THE

L= XXFH %65 L, BREMERORELT-CHE RIS Z21T 2 e TT,
tty v 32— UHEREIZ NN — U a3 V2 0 LUED VAT LAY T R =2 7 T AR—F LTWET,
tty v 2 —UVBREOHERIX, LITOREZZRITZE N,

I H

>~

Wi

B

extusr 7V —F Da—FEAER L, tty v~ 2 —HERE(NE5TDHZ &
CTHIFFRTEE E 72 0 F97, tty ~ 1 — UHERDMT 5 ST R WAL,
normal 7V —7 D —W L FEREDOHER CTEMEL £9°,

ttysend D 2~ REFITTHHAIL. 2—FNT 7B AA[HER v
VT NVR— NEeRETDMNENRD Y F3,
Z—FORFBEFET 10 TF, (=—V ID:401~410)

FEREA 2L

enable ttymanage 2~ KT, tty v *—UHfER 925 2 & THRIH A
RELRDET,

i 7’ b2

SSH. HTTP/HTTPS(REST API ##E) T ik Al RE T,
telnet/console 7> b OEEFHITTE £H A,

a<w K

extusr 7/ —7 Da—HFTr A 1%, ttysend HED 2~ K& ET
T5Z L TR GHEIRCCTIN R EZET O ENTEET,
Fttylog 2~ R&fliH) 2 & T, A— br ZORRHIBREITH 2
ENTEET,

B A e G A~ D 1ot

150U TR — MIxt LT ttysend D 2~ > RIEFEEEZ 150
HETTDHENTEET,

R— M= REDO
v g vk DY

BEICAR— h Y —SBRED ) — <~ LF— Few)k v o a U MEET 535
B tty S R URSRE TIIEER TR E AL, tty v R — USRI L o T
U DY TNHR— N EBETOLEIE, v ' Faew)t v v
3 UDBEERTE A,

7272 L. set portd service exclusive =~ > R CHEf & HEDITFEE T
LZERTEET,

F7o. B— b —rMHEDET=F —F— Fro)t v a ViTHhoxt
e

HEXTSNOr 7 RR

su~y R CIEEEH L —VI2B471% . show log ttymanage send tty
avy REFTTLHI LT, tly vRr— UBRE TG L7 XTI 01
Tty ZEICRTTDHIENTEET,

(18) Ansible & mjEiHE

EABEEIEOBEELY —/L [Ansible] &EEEL T, REBB I OAREEDO S U 7R — NI
Bt SN TV D B S A 2 8 E9 5 2 L N A[RE T, Ansible i+ 252 & T, LUF
D 2 ODKEENFIFHAIRE L 720 £,

CLI ==~ > FHhe

A\ D CLI =+ K% Ansible ffH TEITT 5 H#EETT,
RIEERE OFZELEFLE RS A Ansible B CHBVFETTABICHEH L E T,
CLIz~Y FEREIZATONR—a VDYV AT AY 7 R 2 7 TTHER— ML TWET,

Y — LT 7 AR
AREEED ) T VR — MO STV B RS2 %F L T Ansible 8 CTa <
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(19)

(20)

V REFATT HIERE T, AHEREIL. LR od tty ~ R — Ve 245 2 & TEIEL
FTOT, X"—=T a3 20UEDL AT LAY T NI 2T THR—RFLTWVET,

ABERE & BN 72 BRI BE 3R T o~ 0 R Ansible E ¥ 2 — L ORNRFIZ OV T,
AHED [4.7.6 CLT 2~ FEEARE (Ansible & DHEHE) D% E] . [4.7.7 2V =T 7%
2AH$BE (Ansible & DOHEHEE) DR E] 2. Bk a~ FU 77 L) . [Ansible JEMH
HA R 22 LTLEE0,

REST API #RE

REST APl OV 7 =2 hZ2fEH LT, REBEBBIOREED Y 7 LR — MIEEFE ST
WD BE R S 2 B ET 2 Z E B ATRE T, RESTAPIHsEAFIHT 52 & T, LT D 2
OORERENFIHTFIRE L 720 97, AMSBEIZINN— 3 3.0 UMD AT LY 7 7 =7 T
PR —FLTWET,

CLI =~ NH&rE
BOEAR B IG, 2> Y —bu 7 OMREG LR £ 2 REST APL THEITT SIS
EHLET,

gy — LT U RERE

AREEED Y T VR — MM STV B R S22 % L C REST API T~
F&F4T T DR T, AR, LRk tty ~ R — PBRE AT+ % Z & TEMEL %
j—O

ARERE A BN BRIC MBI AR T o~ > R URI OZEHZHOW Tt Ao 4. 7.8
CLT =~ N#ng (REST APT & i) oexiE| | 14.7.9 =Y —/v7 7 & ABERE (REST APT
L OEEE) OFEE] L Bk Ta<w> KUY 7712 [RESTAPLERNA K] &%
HRLTLZE,

LLDP #fE
LLDP %/ L CAZEEOERZ EMAICHEEE IR L0 . BEEEN D OFREZ
T D HERET T,

AEERRIZ R —T a v 31DV AT AY 7 T =27 THFR—RFLTWVET,

IHHE Bl

enable 1ldp =2~ N CHRERZ AL L £,
B35 L& ethl, eth? TLLDP 4w % 3%%(3
HaE A 2Mb LET,

A FEIRRIZ 30 7T,

AHEREITIEE 2R L U CTHER/ MR E L ET,

Chassis 1D ethl ®VAC 7 KL AMEH S ET,

Port ID ethl MHEEFET HEEIE Tethl) | eth2 NHEET
LHAE Teth2) &0 9,

Time To Live 120 B4,

IEfF/85 B(ILY) Port Description ethl MHIEET %G1 Tethl] | eth2 D EET

LHAE Teth2) &0 9,

System Name set hostname 2~ RCTHELZAA N LD F
7

System Description SNMP @ TsysDescr] &[RUfEE 720 £9°,
AT SNMP-MIB 3B 2.1, 1 system(1) 7 /b—




7T #BRLULTFEU,

Management Address

AVHET 2 A ATEEIILTND IPv4, IPv6 7 KL
AN OFTOFHENET, A1 F 7 A ZADOEN
X bondl, ethl. eth2 DJEL 2D £4,

Flo, T RUVARBREOHAIIRIBEL 720 £,

R

UTF2o00HEREFFR—FLTOET,
o S FRAVAD N
s ZA5 3 v MER (summary/detail)

HHE R~ ROFEMZOWTIE, Bl Ta~> RV 77 LA 2B LTL

EE0N,
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J E

==
EJJZ-L AE @/Jﬁﬁ

SETIT, B IELEL L, By b7 v TEIE EOREICET AMEATHAL T E
kR
VEEZ MR D HNCHT Bie A< 7230,



3.1 & FL

3.1.1 USB AE!) DIEA

ALE OB Z AN D AN, ABEICFEM STV D USB A U 2 A%LED USB A— |k
WAL T2 &0,

UBR+SwTH3520F N

UBAEYDR LT v T#%
95U TIIEI o8t EYS

3-1 USB A E!) Di&EA(SmartCS)

SmartCS 1FTZEENTICT AT LAY 7 MU =T 2L TR 90T, USB AEV 3
ASHTWARL THRIHTE 903, 250 SRR A EENTRIRICATZ D L 91 i),
USB AV AL TIFHITZZW,

725, USB AU 2 A FICAME 2 18 L7258, BREDT AR &
NEBIZEI D b0 £,

ARILEOHST EREICHOWTE, Bt TEREFIEE] 2SR L T7EE,

FE USB AEVEIAEEFATY . ARELSCIFERLGBEVTLEEWL, PC &

EDMDEEIZHEALEGEE, AEETERICRHETELLLILEHEDR
RELZYFET,
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3.1.2 ZEEEEIRRDHER

I 5101, AN AREORIE S TET 5 BER DY £ T, AKEORED R
T, HEEEHERLOLOITWETO T, REBEBOEFRZ AN DHEIIC, HEEEHIERZ 36
LTLEENY,

IEEE IR ARIL, A2EEDO CONSOLE A— MI#Ekid 2 ke . AZED LAN1 RA— |
Ry b =7 2 L CHRET 2 5IERH Y £7,

EE IR Z CONSOLE RN — MR 25813 RLEEO T — D X v — T34
EEImRRICERSNETN, xRy NU—2 %5 Lfkﬁﬁéﬁgi§m§Miﬁho

(1) CONSOLE "R— MZ#ii T 256
AZE D CONSOLE A~— bk (RJ-45 8pin =17 #) L HEEEFLIG A D COM A~ — b (D-sub
9pin 27 #) Zf})E? NS-354 DB9-RJ45 e x 7 X & fr L TA —H v Nr—T7
(57 FY 5UTP r—7 /b, AhL—1h) Z2FoTEELTIIEEN,

CONSOLE R—

/83 >® COM R—
[CERYFIT+5H

< —HRvybr—JL

NS-354 DB9-RJ45 ORI &

M 32 ALEBELEBEEEERD COMHR— b EHE

AdEE D CONSOLE R— O E (LIGHMREE) 2 FRICRRHE L E7,
EEEIMAD L Y TR — OB ELSAERED CONSOLE F— MZEbHTL S0,

IE B MEAE
{RIEIHE 9600bps
745 8 L b
NUT 4 7L
ARy TEY R ey k
7 v —il{H XON/XOFF
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(2) vy NU—ZICHRT A
WEEFGRZ Ry U — 7128 L. REEO LAN1 A— 20 LT, Telnet 7 547
VRS AEEIC e S A LET,

B SRk
@ NS-2250
|am SN e
o=t o=/ -
(=) LAN{
192.168.0.2 | 192.168.0.1

Telnet7ARaJL

33 AEBLEBEHIEEROAR Y D —9EH

Zli”t%UDI%WTH#@&“Ei F v MU —7 EOEHER) %Zli”z%% BRIENTEDLHED
v FRONRGA—EZRHENPLORESNTWVET, *v MY —27 &5 L TREEDR

m%ﬁﬁﬁém\ﬁ%£@%$®x/bv 7 ORTEEARLEENTIET DRy NT—7 T

RLAIZEHOETLZEN,

TR T IPv6 TSRS RE 1T 2ELh T,

H H WEAE
RA N NS-2250
. LAN1: 192.168.0.1/24
P R LAN2: 7L
BEGERFR IP 7 R LA ALL
e —e R Telnet
o LAN1: Auto Negotiation
LAN A= b LAN2: Auto Negotiation
ARIEE DB L7-1%, HEEEHRAKD Telnet 7 74 72 M OARMEE IZHE L, EHET

— NIZBATL TS console v REFETLTSESY, Zoavyr REEITTL &,
ARIEED LY — )V A v — U NEEFEIGARD Telnet 7 74 7 > M ShE T,
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3.1.3 &5

ﬁﬁﬁiAcﬁﬁ& 7t L 1L DC EBIRT — 7»%%% LCEEA R L ET,
CER7r—7n0b LI DCERr —7 N EHR L AEEOWHEHIZHDERAL T D

FIJ M2 LIALER A ON I L CEEZEH L ET ( FOJ 723 OFF T9) .

THIX AC EIRET L OFITT, AC100V BIANCHEH T 5556 DC &EIRE 7 /L iXhto

RETIEELZZR L T EE,

BHRRA v F OFF DR

AC100V EBR7— L

3-4 KREEDEIRON

AEBEITERZ®RAT S L GARP /Y v b L OV Unsolicited NAXT > M &2EHLET,
IP 7 RUANREE SN LAN R— MIA —H Ry Mr—TF AR HASIL TV AIRETAH
g A RETIE GARP N7 > I\Jatocl:U\ Unsohclted NA /X7y M HEIIZIEH SV E
T, T2 L XD E AR N — a0 — 3D ARP 7 —7 /LB &
O'NDP 7 — 7»#5@%_EﬁéMi?®fﬁﬂfﬁo

GARP /~%7 v 36 LU Unsolicited NA /37~ MIE ON SN FREZ A < v 7 Tk
SNET,

LAN ‘l‘°~ I @ LinkUp I

IP 7 F L AZEH R
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3.1.4 FER

AMEEOERE ON IZTHET— "0 EE Y £9, REEORTHEICHD 4 DD STATUS
FUTTT— I NIEFICEITL TWASZ 2R L TLIEE N,
TT—NREETHESTATUS 7 7N EIB L. 7 — FNEFICKTT 5 L 450 STATUS

oI ETHEITLET,

STATUS S5 > 7% 1
T — b DHEFTIKEE
1 2 3 4
[ [ o ® | — Rk T
®@ O | O | O | B8C2ZE7TAPoC) FETHh
O| @ | O O | ROM E=% EfTH
O | O | @ | O |vx7lE#hH (Ist Boot)
® O | @ | O |vAFrf@#ht
® O | @ | @ | X7 AEET(USB AE U NORIEZmAMALT)
O | O O O | YAT ALY 7 by =T REET

¥ 1 : STATUS 5 > TMEREIE,

:I_-::r_
=]
LT

AbNET,

O :H4T1, T@: mLT1 ZRLET,

STATUS S Y T 1~4 NARBFERIIRITLEFTFDEZ(F, KEBOHELE
6E FSTILoa—TFTaT1 IZH->TRBLTL IS,
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EBREZ ONIZT5E, AT A MDREITINEZRICVAT LAY 7 MU= T HRERELE
T, VAT LAY T MU= TNEHTLHE, EEEHERICESA yE—TE TR T
NS-2250 login: | BAEFRESNET, BEIA vE—VHICET— A v —INERENT
WRWZ L AfERB L TS 7ZE VY,

INIT: version X. XX booting
Welcome to NS-2250 Console Server

Starting Bootlog daemon: bootlogd.

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Power on (00:01:00)
Local MAC Address : 00:80:15:XX:XX: XX
Number of MAC Address : 2
Model : NS-2250-48 (48 port)
Serial No. o XXXXXXXX
BootROM D Ver X.X. X
Main Board GPU  eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

5
NS-2250 login:
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3.1.5 fZ1b

AIEEZAFIET 21203, AEEOREEZAZ— T v 77 7 A VRIFL T L, TiLd
FNET shutdown =~ FZEITL T, MON>7 a7 b RFREN DD, 703, ARk
EATE O STATUS2 7V 7IREMTH5DEFHESTHhD, BIRAA vTF % OFF IZT50E
W —T N ER N TS0,

forga =
= [

® ENEFTERAA Y FERELBVTEE,
REOEEICHYET,

O AEBEICo A L TCEBEHA—FICBITLET, v/ 1 ous 70 ot
X, 3.2 vy b7y TOFIE] 2L TLTEE N,

® write A~ FEETLT, Fv=v P av 74 08 AZ— T v T 77 AT
HELET,

® shutdown =~ RZFEITLET,

(c)NS-2250> su<
Password: <

(c)NS-2250# write<

Do you really want to write internal & external startupl [y/n] ? y<_
write external startupl

.................... writing

write internal startupl

.................... writing

(c) NS-2250#

(c)NS—-2250# shutdownd
Do you really want to shutdown [y/n] ? y<

MON>

@ VATLYTZ =T MEIRT DL REEOHNRIZSH H STATUS2 7 793 A
ITL, VAT LY =il ROM £=#Z® 7 a7k TMON> | BNFERI1
E3

® VATALAYTZ R U=TIMEIELTNWD I L 2R Lok, EEOERE OFF |
LTLEEEN,

ARIEE NIRRT IS HERAA v F o [O] Mz LIAATEREZ OFF (2L
E3




3E BEDfN

3.2 ty b7y TEIE

AEEOEY VT v 7 FIEEZR 3-5 IR LET, WEEARET D~ FOFEMIL, B
O TMavoRYyI7PLUR] 8L TLTEE N,

Ag4>9 3%

EEEEI—HITHD

\ 4

Ex;r.f(j < F@%’?ﬁ')

HEITTFAIL
(RE—FTYTI74I)IZ
BREEEZTIAD

CONSOLEAR— hFE7=IZRy hU—7 LOEH
AN, REEIZBEFEI N2 — 4 LR
J—REEELTeS A LET,

WIEEIT ) DI VEEE L — 2720 £,

BMEaA~Y FEFIATL T, REBOREEITV
T, I TRESHEBFERIT. EEOEEC
KBt ETRN, FEZ 7 A NVAX— T v
TrAMMICIEEZAENTWERA, BFE
OFF 127 % LR ESINFRITKDIET,

RELTEREREZ 7ANAI— T v T
7ANCEEABET,

HEXRGF T, BIREZ OFFICLCHLEREN
FIXRDNT ., WOEBRFZRAT LTZEREN K
ML E T,

35 v b7V TFIE
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3.2.1

(1)

(2)

(3)

ayg4o/mygry k

CONSOLE AR — MZHefe L 72 @E E IR E2II Ry NV —2 O 7 747 Maknrb
KEEIZn T A /a7 Ty MLk ERALET,

RIA AR A
T RHCARE®E I 74 o TE b a2—PITiE, —f=—Y Tsomebody| & %EEEH
— Troot] DEELINTWET, RIB, M2—FONRAT— RIREINTWEE A,

A—H% | TIL—T% Pop] & &

root root EEEH o —Y | DGR IO SN TOVES, (NAT—
RIIARRE)
WLEORERA T T ADa~ s RRNFET
T&EET,

ARa—PITHIFRTE EHE A,

somebody |normal — = TR RSN TWET, X2 T —
RITARRE)

BGiE 2 392 ping 2~ R E&FET
THIENTEET,

CONSOLE 7R — hZ#&fe L /- @ EHIm RN b 1 7 A U D55

AIEEZEENT 2 LEFEEHERIC e 7 b login: | WEREINFETOT, REEIC
BERENTWD R —V E T EEERL— D2 —P 4 L RRATV—FEAHL LTS
A LET (LIGHATEEO—i% =2 —3 [somebody] X OEEEH L — lroot] (Z/3A
T— RIIFEESNTHEREA) |

- —f¥—¥ Tlsomebody] Tr A T 54

NS-2250 login: somebody<
Password: <
(c)NS-2250>

CAEREEH o —Y [root] Tr A T 58S

NS-2250 login: root<
Password: <

(c) NS-22504

Tar P NOREOXFIEIR TA L a—TOEWNZLY, R —TDOEREIT [>) | HE
BHaO—YOEEIE #) 0L EbY £,

Iy NI —=T EDI AT Mg RN T A T DEE

Xy M= bD7TAT 2 MR bAYEE (LG HMRO IP 7 12 1192.168.0.1] )
IZ Telnet Bt 5 &, 7m 7 b login: | BWRAINETOT, AEEITEEINLTW
L= O —PH L RAT—=RE AL T s A LET,

HEEEH—PIIRXy NI —27 ED Telnet 7 747 > I bE#ER /A o TEE A, —
r—HFTr A LT, EEEHA—FIIBITL TEE N,
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(4)

(5)

(6)

$ telnet 192.168.0.1<
login: somebodyd
Password: <

(0) NS-2250>

77 N OO TG AR — FOEWIZ L Y . CONSOLE AR — b 03 &4 F R 7)
bulZA L LEREE M) . Xy T —2 Ed Telnet 7 A4 7> b ua 7 A v Lz
A1 1)) OEHITEDLY T,

Fv hU—27 ED Telnet 7 7 A4 7 bnbuas Ay LiGE0T a7 NOFBIT, Hit
DFEEIZ 0 M BIAIZZENT WA EFESNE Y T sk,

=P R EE R~ IIBATT D56

AP DR EE A —FICBATT HITIE, su 3wy FEETL, REFHA—FO
NAT—RE AN LET (THHHRFOEBGE 2 —H lroot] [T/32AV— NE@ESH
TWEEA)

(c) NS-2250> sud
Password: <
(c) NS-22504

v 77y sONikE

077y A2, logout 2~ RERTexit 2~ REFEITLET, F/2, sua~
RCBAT LI EEE 2 — 05 a2 —FICRL5A . logout 2~ NE 7213 exit =
~ v REIATLET,

CONSOLE R— FDimkEMNbu 77 o7 h 5L, 7r o7 b INS-2250 login: | NERS
ncarZA4 bl Ed, 2y U —27 LD Telnet 7 747> bivbu 7o b5
EL I TAT Y NIEROT BT MR £,

CONSOLE R — DR bue 77 v b LIEGEE

(c)NS-2250> logoute (exit A<y KL R
NS-2250 login:

Xy FU—2 ED Telnet 7 74T b bu 77U b LIESEE

(0)NS-2250> logoutd (Ff=I1Z. exit AT R)
$ (Fav T &, 95472 FERIZE-TERYETD)
Z Dfh

=P OEMHIBRRL/ANAY — FOEH L, FEEHA—FORITI ZENTEET,
Z— W DOBEN/EIFRIL create user/delete user 2~ REFEH L EJ, /AT — ROEHE T
set user password 2~ RZEH LET, a2~ FOFEMIL, a2 FJIT7L VX
AL T EEN,




3.2.2 CLIOERAE

AZLED CLI O k2L ISR LET,

(1) o~ NI ek
CLI oo~y RIA UimEMKEEEZ TRICEEH L ET,

mEx— B
packepaes 7 LDEHID | XFEELET,
el Y DT O EWE L ET
ORR Bk | LT LT
&2ﬁﬁ§m) T— YV LSRR L E T,
[Ctr1]+[A] N—=INhkav R4 OFBEICBEL £,
[Ctr1]+[E] =Y NEkaxy R4V OEBICEH L ET,
[Ctr1]+[U] ATOXFEMELET,
[Ctr1]+[K] = VPO CFEI A3 LET,
[Ctr1]+[R] BETOXFEHERRLET,
[Ctr1]+[W] B =V VENIOTF IR LT,

(2) vBAVHEE

CLIDt A b UHRER FRICFE#H L E T,

wET— 3| (3
[T] (kE&HD SRS TV BRI a~wy REFRRFTLET,
[Ctr1]+[P]
(1] CFRED SN TCWAHBOa~vwy RERRLET,
[Ctrl1]+[N]

(3) ML~V T HERE/ Hl SR RE
CLI OHESC~ V7 HREMf seiE 2 P RICRIR L £

mEF— E2) I (3
[Tab] AJARE A~ FOEZRR L EYS (R L)
[?] ADJAfE A~y FOBMER R LEST (HHH D)
[Ctrl1]+[T] AJARE A~ FOMEZRR L ES (L)
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(4)

v FRHHERE
A UMD ST 2 > FRF—0 — FOBMiIAR 1 SI0EE 55 A1, 2B

LFEEMETDHZENTEET,
Bl z1E, 2 —)n 7 %FKRT 5 show log console < > R,

HIEMTEET,

sh log con] &&HET

(c)NS-2250# show log consoled

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

(c)NS-2250# sh log con<

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

<TTY1S
<TTY2>
<TTY3>
<TTY4>
<TTYS>

<TTYT>
<TTY2>
<TTY3>
<TTY4>
<TTYS>

started
started
started
started
started

started
started
started
started
started
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3.2.3

HEAYY FEORLAHA

AREETIE, POTIFARN T 7 ANVETHERLERET Y FiEZaE—&X—2 F (&
Ea~y RO LIAR) L, REBEBOREEZITI 2L bARETT, AL FIHT 52
LITkY, avr FOANIAZH/NRIZIMA D Z LN TE, AREEOREMFEED DR
WATAET,

AHEREZ I 235618, i%E 2~ FEEZ I LIALHTIC terminal editing disable =~ >
R&ZFAT LT ATmEZ BN E LT 7EE W, it LIABZMNSE T L7 b terminal editing
enable =~ RZFEIT LT, ITWRELANCHE L TSI, ITEDN NI E S
TVWAHMIE, a~r R4V ETH— Y NF—DOBERXTOHMANMTZAEEADT, 1
BELTIEEN,

create ip host termO1 192.168.0. 101 FLATaATY RE
create ip host term02 192.168.0. 102

(c)NS-2250# show ip host<
Hostname [Paddress Port

(c)NS-2250# terminal editing disable<

(l a2 FEDORLAH)
(c)NS-2250# create ip host term01 192.168.0. 101
(c)NS—-2250# create ip host term09 192.168.0. 109

(c)NS-2250# terminal editing enabled
(c)NS-2250# show ip host<

Hostname [Paddress Port
term01 192.168. 0. 101 -
term02 192.168.0. 102 -

WET 7 A v FTPISFTP TV 7 A /WViRE T % L b AREE TV R —F L TWET,
AT TOFE EEEMRST) 22ML TS,

SEE  CONSOLE /R— FDIHRICHREIAY Y FEDR LAAETIHAE. 54—+
YVIMDEETALAE1THY 1 EECHREL TSI,

FE Telnet V547V M EERAT HHE(E. teraterm EDEET 1 LA HE
ETEBT7INVT—2a AT HEERTT, COKSHBREFEHLT
WLy Telnet Y547V FTHREATY FEDOFRLAAEITSHEIK. 117
FEEBICREEO IOV T FXFIEFOIYIOLELTABL T,

R ONS-2240 OFREEHITT HEEILTEANHY £, M M8k E NS-2240
NODREBTHOTER] ZB8RBLTIEZSL,
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3.2.4 REDFHARAH ERTF

(1)

2B =TT 77 AT USB AEY LHEBNETIZK 4 77 ALY FT,
AAEENEETH L XICAZ— R NT v T I 7 ANDORNENT = T a7 4 7L LT
FIAFEN, AEEBOREELE L TRbOILET,

USB AEUDFASHTWEEAITZ. USB AFVDT 74V DAL — T v 7774
NWTGr=v a7 o 7L LTHrAENET,

USB A E Y BHAINTOWARWESIE, REBNBIRFEINTNWDT 74/ DR S —
N T T ANNT = Taryr e 7 LTarirdEnEd,

7 72 AWK (STATUS4 7 > 7 50T #FrE, USB A€V XA AIRETT,

THHMREDOT 7 AV NOAX— T v 77 7 A VL, startupl 7 7 A /LTI,
EERHCHAAEND AX — T v 77 7 A Li%, default startup =2~ > R&EFT L TE
Bz EnTEET,

RER A E 1 (RAM)
FRL—vay I

E-F b[ 5):)7‘:9747’}7

£

i

RER

startupl 7 74 JL -}.,..,,1‘

. -E» startup27 7 1 JL -}- ----JE

startup3Z 7 1/ JL -}- -----

b= -E» startupd7 7 1 JL -}- -----

USBAEY
EEAT E#HaCI1 T
AB—=+T7v T default startupa <> KT
574 L EER startupl 77 4 BELE

startup27 74 JL

startup3Z 7 1)L

kil -or
]
' 1 1
' ' 1
U . Jug
| T

startupd 7 7 A )L

_______

36 BEDEE

KIEED DAL T 4 P ERETHE, T rTar 7 4 JITREDKMENE T,
FJr=rZar7 4 ZIENEAEY (RAM) ECTEEINATEY . REELZHEDHTH &
ERLIEFREITHEHESNTLENET, X7 write a~v > REFETFLTT =T ar>
A THAB—= R T v T T 7 A MIRAFLTLIEE WY,

HE ORERT (REORFLEEZEE LR VGA)

write I~ Ra4 7 a VL TEITLET, 472 3 VAFBEEYTIC write 2~ K%
FATT D &, BEFFICREAAEINT AL — KT v 777 A0, USB A€V LHEENTHO
I RIESNVE T,
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(c)NS-2250# write
Do you really want to write internal & external startupl [y/n] ? vy

write external startupil

writing

write internal startupl

writing

(c) NS-22504

USB AE YU @ startup2 7 7 A MR ELIRGET A4

(2)
write < RD/3F A—X|Z [startup 2 external ] ZF8E L TETLE T,

(c)NS-2250# write startup 2 external<
Do you really want to write external startup?2 [y/n] ? vy

writing

(c) NS-22504

(3)  HEBEANIO startup? 7 7 A SR EERET HHE

write 2~ RO /3T A —H|Z [startup 2 internal] ZFE L CEITLET,

(c)NS-2250# write startup 2 internal<
Do you really want to write internal startup2 [y/n] ? y<_

writing

(c) NS-22504
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3E BEDfN

3.2.5 HiEE

(1)

(2)

(3)

AAEE A HiEE T 51201, reboot =2~ REFEITLE T,

WEOFRE A7y g VEREELRWES
reboot I~ &AL a VIELTEITTHE, BIEEHLTCWDIDARAX— T v 7774
WY AT Y 7 7 =7 (main/backup) CHEZHEI L 97,

(c)NS-2250# reboot«
Do you really want to reboot with main system and startupl [y/n] y<_

USB A&V @ startup2 7 7 A /L DX E & st /A CHREENT 256
reboot 2~ KD/3F A —#|Z [startup 2 external] Z$E L CEITLET,

(c)NS-2250# reboot startup 2 external<
Do you really want to reboot with main system and external startup2 [y/n] y<

FEENEL O startup2 7 7 A VOFRTE & i A A CHIEZENT 5855
reboot =~ KD T A —#|Z [startup 2 internal] Z¥E L CEIT L £, HEENEHBOD
startup2 7 7 A MIZRTF SN TV DO R ENAE CAEE ZFHEE L ET,

(c)NS-2250# reboot startup 2 internal<
Do you really want to reboot with main system and internal startup2 [y/n] y<_







HFERE

4ETIE, AEEBOEEOREICHOWTHHALTWVET,
TEREZ RO D AN LT Bai A< 12 S0,

4-1



4.1

4-2

Y bIT—YDEHTE

411 KEBORAFR/IP T KLADEE

TR OARLE®E DR A M441E TNS-2250) T,

RA NG EEFET HI21E, set hostname =~ > REFETLE T,

RARGITHRETE D XFIE., FAORKTE “ 7 (TyF—n—), “T (7)), B
FO T (Ry DBMERTEET, 72720, XFFNORMO LT & B OLTFITHRET T
RINIEWT ER A, £2. Ky FOFIZIZIEANA 7Y, Ry b, 7o —_"— 3T
TFEHA, FA M ORKICFHIL 64 3LFTT,

(c)NS-2250# set hostname SmartCSd
(c) SmartCS#

IP7 RFLAREFRy b= R7 OFREN set ipaddr 2~ > R TITWET,
THHEREOAREEDOIP 7 KL AL %y h~A271T [192.168.0.1/24] T,

(c) SmartCS# set ipaddr ethl 192.168.0.100/24<
(c) SmartCSt#

IPv6 7 FL A L Ry bR 7 DREIL set ipbaddr 2~ K TITWET,
create ip6 2~ R TIPvBEEHEREZ A 2NIC L7-& T set ipbaddr =~ > R CTEE L E T,
T AT IPv6 il (EHERE XY L 7o > TRV, T RLALBREIN TV ER A,

(c) SmartCS# create ip6<

(c) SmartCStt

(c)SmartCS# set ipbaddr ethl 2001:db8::1/64«
(c) SmartCSt

2 5D LAN R— F ZFHT 2554513, LAN1 & LAN2 O FIcB A3 72y O IP T
RLAZEFET DI, 25O LAN R — FE2FIED 1 R—h & LTEEIEDIR T 47
REDO W I TR 72 &0,

W2 > LAN R— F 285w 7 A b THHAT 54

(c)SmartCS# set ipaddr ethl 192.168.0.100/24<
(c) SmartCS# set ipaddr eth2 192.168.1.100/24<
(c) SmartCS#

W2 SO LAN A— F2RILEZ AL FTRMT 256 (R 7 1 & 78RE)

(c)SmartCS# enable bondingd X TENIEEEEZSHRE
(c) SmartCS# set ipaddr bondl 192.168.0.100/244
(c) SmartCStt

R T 4 v T RE R B2 § %1213 disable bonding 2~ > K& FEITLE T,




4% mAERE

E

il

AT T HEEADIZLIES. ethl IZREEIATLS IP 7 FLRE ethl
PRRELEDZIL—T 4 VT HFEM bondl [CHER S, eth2 ITHREFESNATWSIP T
FLRIZEEESNET,

AT T BEEEDIZLI=EE . bondl [TEREISNTWAIPFRLREIL—T
4 OB EMNethl ITHERINET,
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ALEEDHRA FHLIP 7 R L AR EONEHIL, showip 2 < R TR TE £,

WART v THRENEH DS E

(c) SmartCS# show ip<

Hostname . SmartCS
TcpKeepAlive : 180

IPaddress (eth1) : 192.168.0.100/24

[Paddress (eth2) : 192.168.1.100/24
(c) SmartCS#

WART «  THRERENOSGE

(c) SmartCS# show ip<

Hostname . SmartGS
TcpKeepAlive : 180

IPaddress (eth1) : -

IPaddress (eth2) : -

[Paddress (bond1) : 192.168.0.100/24
(c) SmartCStt

AIEED IPv6 7 N L ADERIL. showipb 2~ N CHER TE£9,

WA T 1 TRREN B DG E

(c) SmartCS# show ip6d
[Paddress (eth1) : 2001:db8::2/64

[Paddress (eth2) : 2001:db9::2/64
(c) SmartCS#

WART THRERAENDOSGE

(c) SmartCS# show ip6d
IPaddress (eth1) : —
[Paddress (eth2) : —-

[Paddress (bond1) : 2001:db8::2/64
(c) SmartCStt




4E FHERE

AREBOIPvAT RLAIPv6 T RLA(V 7 m— T RLRAET)DF#HRS 2 20 LAN
A—FD MTU OFEME, V7 IKEEIL, show ipinterface =~ R THERTX £,

WA T 1 TRREN B DG E

(c) SmartCS# show ipinterface<
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8

static ::1/128
ethl  up 1500 static 2001:db8::2/64

link fe80::a00:83ff:feff:dede/64
eth2 up 1500 static 192.168.0.1/24

| ink fe80::a00:83ff:feff:dedf/64
(c) SmartCSt

WART THRERENOSGE

(c) SmartCS# show ipinterface<
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8
static ::1/128
ethl up 1500 - —
eth2 up 1500 - —
bond1 up 1500 static 2001:db8::2/64
link fe80::a00:83ff:feff:dede/64
(c) SmartCS#
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RT 4 o THEEEORBII FREO =~ FTHRTE £7,

(c) SmartCS# show bonding<
<bonding information>
Status . enable
Mode . active-backup

<master bond1 information>
Status Dup
Up Delay Time(sec) : off
Last change time : Fri Apr 25 13:04:51 JST 2016
<slave information>

interface active status failure_count

ethl * up 0

eth2 up 0
(c) SmartCSt

TIT 4T R = MNITHOa~vy RTHVEILENTEET,

(c) SmartCS# switch bonding eth2<

Fri Apr 25 13:30:21 bonding: bond1 Switch succeeded (eth2 selected).

(c) SmartCStt




4E FHERE

4.1.2 RET 49 I9N—T 4 VT DETE

ART 47— N ERET DI, createip route =T~ REFEITLET,

(c)NS-2250# create ip route default gateway 192.168.0. 254«
(c)NS-2250%

TEOMIT LAN1(0P:192.168.0.100)1Z 172.16.1.0/24 O AR — . LAN2(192.168.1.100)
T 74V Mb— b2 EZRLTHET,

(c)NS-2250# create ip route 172.16.1.0/24 gateway 192.168. 0. 254«
(c)NS-2250# create ip route default gateway 192.168.1.254«
(c)NS-2250%

2OO LAN R — h& 872587 A TR L, 2121 ® LAN 7R— MZ[E UsEde oL
— R EBETDHATL— MCA MY v 7 @B : 0~10002 EFX L ET,

BUEHED A R U v 713 0High) T, fER/NSWA MY w7 BMERIhET,

A Ui/ — FBEEEE SN TWDEHEE, LANAR— MRV o7 ¥y o358 69K/
5D LAN R— MZEZRSNTVWDHA— M EFEHLET,

(c)NS-2250# create ip route default gateway 192.168.0. 2544
(c)NS-2250# create ip route default gateway 192.168.1.254 metric 100«
(c)NS-2250#

IPv6 DA X T (v 7 )b— b ERET DT, create ipbroute 2T~ > REFEIT L ET,
TEOBE LAN1(IP:2001:db8::2)IZ 2001:dba::/64 OfER/L— k  LAN2(2001:db9:2)I25
T AN M= ETERELTWET,

(c)NS-2250# create ip6route 2001:dba::/64 gateway 2001:db8::ffffd
(c)NS-2250# create ip6route default gateway 2001:db9::ffffd
(c) NS-2250#

ARY w7 OEFHFFEILIPv4A EREEICa~Y RN Cmetric A7 a v 2ELET,

(c)NS-2250# create ip6route default gateway 2001:db8::ffff
(c)NS-2250# create ip6route default gateway 2001:db9::ffff metric 100
(c) NS-22504
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N—T 4 T T =T VOERIL,

WART v THRENEH DS E

show ip route 2~ > R CHERTE £,

(c)NS-2250# show ip routed

destination netmask gateway met iface status
192.168.0.0 255.255.255.0 — 0 ethl -
192.168.1.0 255.255.255.0 — 0 eth2 -
0.0.0.0 0.0.0.0 192.168. 0. 254 0 ethl -
0.0.0.0 0.0.0.0 192.168.1.254 100 eth2 -
(c) NS-2250#

WA T SRR DR
(c)NS-2250# show ip route<
destination netmask gateway met iface status
192.168.0.0 255.255.255.0 — 0 bondl -
0.0.0.0 0.0.0.0 192.168. 0. 254 0 bondl -

(c) NS-22504

IPv6 ODNV—F 4 7T —T7 L DIEHRIL, show ipbroute =~ > R THERTX E T,

WA T 1 TRREN B DG E

(c)NS-2250# show ip6route<

destination gateway met iface status
2001:db8::/64 —-— 0 eth1 -
2001:db9::/64 —-— 0 eth2 -
::/0 2001 :db8:: ffff 0 ethl inact
::/0 2001 :db9: : ffff 100 eth2 inact

(c) NS-22504

WART THRERENOSGE

(c)NS-2250# show ipbrouted
destination

gateway

met iface status

2001:db8: : /64 —

/0 2001 :db8: : ffff
(c) NS-2250#

0 bondl -
0 bondl inact




4E FHERE

4.1.3 DNSY 5472 FDEE

e

DNS /7 947 v ba&ET AT, setdns =< N, set dns localdomain =~ K& 3
1ITLET,

(c)NS-2250# set dns 1 192.168.0. 21«
(c)NS-2250# set dns localdomain example. co. jpd
(c) NS—2250#

DNS 7 74 7 v FOfE#I%, showdns 2~ NCHERT 22N TEET,

(c)NS-2250# show dns<d
Local Domain:example. co. jp

No. DNS Server

1 192.168. 0. 21
2 -
(c) NS-22504

IPv6 DEREETDNS 7 74 7~ MR ET H5E bR T,

(c)NS-2250# set dns 1 2001:db8::12«
(c)NS—-2250# set dns localdomain example. co. jpd
(c) NS—-2250%

(c)NS-2250# show dns<
Local Domain:example. co. jp

No. DNS Server

1 2001:db8::12
2 —
(c) NS-2250#

FE DNSUSAT7ULDHREZITO>E. DNS H—/RDIREICK > TIF/NT+—T 2R
METTHIENAHY FT, R— bOJERENBREICTHONLIRETIE, &EY—
J\(MaillFTP/Syslog) D& &% DNS H— A THREEFI=. IP7 FLREEELT
BRESNDIEHFHBENLET,
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CONSOLE 7/R— FDE&RE

TR D AZEE O CONSOLE A— M., FTEROENHRE SN TNET,

IH B MEAE
{RREH 9600bps
T—HE 8bit
NUT 4 L
ANy 7EY R 1y k
7 — il XON/XOFF

CONSOLE "R— FDREZEFT 521X, set console =2~ FEFEITLET,

NS-2250# set console baud 115200«
NS-22504# set console bitchar 7«
NS-22504# set console parity evend
NS-2250# set console stop 2<
NS-2250# set console flow none<
NS-2250%

(c
(c
(c
(c

(c

NN N RN N

(c

AEEE D CONSOLE R — hOREAET T 5 & EEEHRERKO Y 7R — NOFREL
R=FZe b=, 7ur7 b [(INS-2250# | DIELL FRENRLRHBENH Y F
T, FEE IR DT Y T ILAR— O E & AL E O CONSOLE A — F O EIZHHLET
N5 [Enter]l ¥ —Z AN L, 7007 MRIELLS FREND Z L 2R LTS,

CONSOLE ~— hD{E#I%. show console =< N TR TE£7,

(c)NS-2250# show consoled
Baud © 115200
BitChar 21

Parity : even

Stop D2

Flow . none

Syslog > on

(c) NS-22501




ERERE

4.3 YT ILER—+D

RIE

THRHMBEOREFEORETHOY U TILR— MI, FROMBPRESNLTOET,

2 H MEATE
{RREH 9600bps
T2 R 8bit
NUT 4 7L
ANy 7EY R 1y k
7 & — il NONE
DSR (DR) {5 #5-# & AE OFF

VTR —=FDOREEEET HITIE, settty 2~ REFEITLET,

(c) NS-22501 set

tty 1-16 baud 9600«

(c) NS-22501 set

tty 1-16 bitchar 8

(c)NS-22501# set

tty 1-16 parity none<

(c)NS-22501# set

tty 1-16 stop 1<«

(c) NS-22501 set

tty 1-16 flow none<d

(c)NS-22501# set

tty 1-16 detect—dsr off«

(c) NS-22501 set

tty 32 baud 115200«

(c) NS-22501 set

tty 32 bitchar 7«

(c)NS-22501# set

tty 32 parity even<

(c)NS-22501 set

tty 32 stop 2¢

(c)NS-22501# set

tty 32 flow xon<

(c)NS-22501 set

tty 32 detect—dsr on<




4-12

VU TR — b DIE#RIZ, show tty =~ R CHERTE£1,

(c)NS-2250# show tty 1<

tty @ 1
baud
bitchar
parity
stop
flow
detect_dsr
(c) NS-22501

9600
© 8
© none

. none
© off

(c)NS-2250# show tty

base —dsr-
tty baud bc parity st flow dct
1 9600 8 none 1 none off
2 9600 8 none 1 none off
3 9600 8 none 1 none off
4 9600 8 none 1 none off
5 9600 8 none 1 none off
6 9600 8 none 1 none off
9600 8 none 1 none off
8 9600 8 none 1 none off
. HBg

(c) NS-22504




4E FHERE

4.4 R— b —/\DEETE

441 BEHE—FORTE (LY FE—FKIZA4 LY FE— K/both E—F)

A= M —ROEHET— ML, THHMETEI A L7 hE— RZRESNLTWET, K
—hEL 7 MA=a— %o THEHEMGEE L 0 EFH L7V EE1E, set portd connect
select A~ RERELET,

(c)NS-2250# set portd connect select<
(c) NS—-2250%

— b= X A V7 ME— REFIHT 55513, set portd connect direct =+ > N%
RELET, LHEMMEOREIZF A VY FE—RFTTOT, FTidoavr FMikLr s b
TP LHA V7 bE— RICHERE— FE2LETLHAICFETLET,

(c)NS-2250# set portd connect direct<
(c) NS-2250%#

R— " —,30D both E— N&F|HT 5EE1E set portd connect both =~ REFEL
F7, Fada~vr FTHA L7 bE—F, L7 ME—FlLO#HRE— FZFIHTE 2
2270 7,

set portd connect =~ > R&fRE, £E— NE2FIHT 2 72 OB 72 BEk & CEh E( AR
(A G a

(c)NS-2250# set portd connect both<
(c) NS-2250#

[ &]

v L7 hE—FEAATZHEE. A— b2—WiEGEHKREZ ON IZ LT, A— h2—¥%
BT 20BN H Y ET, £/, BV FE—RTIEVITAR—F DO TR T LR —
=R =2 =D Fa— Ry v a VHECFE o — R ERE LI TMEWBEEN
B0 FEF . LY bE— FEFIHT DG, set portd auth basic =~ > K, set portd
tty label =2~ > K72 5 ONZ set portd tty emdchar =~ > RZFRE L THH L T 72 &0,

(c)NS-2250# set portd auth basic<

(c)NS-2250# set portd tty 1 cmdchar 01«

(c)NS-2250# set portd tty 1 label Osaka-L3SW-1<
(c)NS—-2250# create user portOlusr group portusr password<

New password: <

Retype new password: <

(c)NS-2250# set user portOlusr port 1-32<
(c) NS-2250%
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4E FHERE

4.4.2

R— b —N\AZ21—DFRT

— =R = 2 —DFIRFHEIL set portd menu =~ > R TITWET,
A= hH—,32 :1—0)2%/? ZoOWTIE, E@J*‘J/’%’Wﬁ’llﬁ%ﬂ?/% ZHERD 3 DOFHEMNF]
BETHYH., ZOEEEIFR— I JEETHR— N7 2 RFT 0 E I DOREIKEF L E
T FPRIZZOEFEERLIZLDTT,

EBLAOR—rAY | TTY K— bOKR— kA "= (“’L_”"ZJ_EQE
- - set portd menu)
RERTE RERTE Auto

(set logd output) (set logd tty log) (default) on of f
on(default) OEFR) OGER) X (FEFR)
flash/ram(default) off XGEED | OGrn) | xGEEn)
off off X (FEFEIR) OGER) | XGEFTR)
RO LB AEEO THHEIRRE — h =R = 2 — DO FoR T EILH B (auto)

ICRESNTWET, 72, TTY &— M)T—M:zﬁ IR ET DR E (I > TWET
DT, LHHMEEOREZFH L TWAEAIT. R— T — R A=z —HBICERE
nEJ,

RN— bt T HREFOFE RS AR == RA =22 —2 R R IE DAL, set portd
menu on Z&xE L E T,

(c)NS-2250# set portd menu on<
(c) NS-2250%#

RN TRFEOFEICEBRRLS AR = =R A =22 —%2F R LWL DI T 5121, set

A=

portd menu off 2~ REHELET,

(c)NS-2250# set portd menu offd
(c) NS-2250%

— =R =2 —OFpREHEPHR S E5121F, set portd menu auto 2T L E T,

(c)NS-2250# set portd menu auto<
(c) NS-2250%#
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4.4.3

4.4.4

4.4.5

4-16

7|-:_ I"'j-_/<a):|-_-|j-mh nIE (-k l‘:l- -'j-n:L. nIE)

%ma&?47y MEARIEEDOR— P — T 7 A LEBICEET AR — h—
SIS I%HJHH#T;’( [GRAEME L | ISR ESNTVWET, A— h2—VRiE% FREEH
AT HIT1E, set portd auth =~ REFEITLET,
~%: #M£%FM£@@J_&Eﬁék\K%E@éf@yUTwﬁ—hfﬁ—h
o — P REEERE N ENME L 7,

(c)NS-2250# set portd auth basic<
(c) NS—-2250%

SSH 7 747 v aRHAT561E, 14.6.4 SSHY—/I\DERE|] 2ZHL T E3W,

R— b H—n\O7 I RAFR EHEITO L)L EERE—F)

TR RF O AR — M — D7 7 & AR e 7' m b 2L L8t — R) IZi1E Telnet/SSH
D) —=E— RRW)DOLRHF A SN TNET,

Telnet/SSH @/ —<LE—KEEF=HF—F— FRODOHFZFHATE DL H KR — b
—AOT 7B ARIREER ST DEEITiLOa~ s REEITLET,

(c)NS-2250# set portd tty 1-32 session telnet bothd
(c)NS-2250# set portd tty 1-32 session ssh both<

3 LI

(c)NS-2250# set portd tty 1-32 session both both<
(c) NS-2250#

F7-. SSH kT v 27 L MERHERE (sshxpt) AR & 72 > TV D AREED & L b3 5
WX, <=2 ROKEIZ sshxpt 772 a VEEEE T, BIEREINTWDHEH 72 b=
V& T — R AFEE L T set portd tty session =~ REFEITLET,

(0)NS-2250# set portd tty 1-32 session both both<

R— b —ROEHE Y > 3 VR

12OV YT AR—=MIH LT/ —~LE—RBRKI0E Yy ary, E=F—F— Rk
Kbty va r FTERTEET,

L, tty v = UBREIC Ko CEETH OV Y 7R — Mxt L TiE, / —~ /A E— KT
i s LI TEERA,

Bt rlae et v v a UEBREHO T LAIE TR a vy FEFETLET,

(c)NS-2250# set portd tty 1-32 limit rw 10 ro 54
(c) NS-2250#




4E FHERE

446 R—rH—nN (FA4LY FE—F) ORER— I ESDERE

F VTR — N TEEL TS Telnet/SSH @/ —~v /L E— KL E=F—F— RDH—
B AR— hF 51X, set portd telrw/telro/sshrw/sshro 2~ R CTER T Z N TEXET,
Telnet/SSH @/ —<~ /L E— RLE=HX—F— ROY—E AR— b HESEEFTHEE1T,

1025~65000 OEFA THIH L TV AR NAR— FEFEZHREL T LI,

(c)NS-2250# set portd telrw 10001«

(c)NS-2250# set portd telro 11001«

(c)NS—-2250# set portd sshro 13001«

)
)
(c)NS-2250# set portd sshrw 12001«
)
)

(c) NS-22504

A= b= "DZEHR— FFFIL, show portd =~ R TR TE £,

(c)NS-2250# show portd<
auth status . basic

connect status : direct
base port number

timeout status
idle_timeout : off

telnet rw : 8101 ro : 8201
ssh rw : 8301 ro : 8401

(c) NS-22504

ro_timeout : off

menu status . auto

tty Label Listen Port TimeOut

telrw telro sshrw sshro idle ro
1 L3SW-1 8101 8201 8301 8401 60 120
2 L3SW-2 8102 8202 8302 8402 60 120
3 Serverl 8103 8203 8303 8403 60 120
4 - 8104 8204 8304 8404 60 120
5 - 8105 8205 8305 8405 60 120
6 - 8106 8206 8306 8406 60 120
. HBRE
31 - 8131 8231 8331 8431 60 120
32 - 8132 8232 8332 8432 60 120




4.4.7 SSH b5V ART L HERHEEE(sshxpt) DR ER— FESDEE

H U TR — N TE{EL TWASSH b7 > A7 L > ke HE (sshxpt) O — B 2R
— h&513. set portd sshxpt 2~ RCTEETHZ N TEET, Y—EAR— " EF%E
ERT 551X, 1025~65000 OFiFH CHH L TR — FESEHEL T EI0,

(c)NS-2250# set portd sshxpt 20001«

4.4.8 R—bka—HDEM

— b —HEBIMNT HI2IE, create user 2~ REFEITL 7,

R b 2—PFIIT 7 B RAEFHF AT D) TIR— N EHETDHMENRD Y £9 DT, create
user I~ RO port 773, b L |Iset user port I~ REZFETLTT 7 EAX%
P35 U TR — FEREL TS EEN,

LFoflix, A— h=2—% portOlusr Z{Ek L., ~ U 7/LAR—h 1~8 & 17 DFF 9 R —h
W27 7B REH AT 565K L TWET,

(c)NS—-2250# create user portOlusr group portusr port 1-8,17
Password <

New password: <

Retype new password:

(c) NS-2250#

FREOa~ FTHRBRORENTE ET,

(c)NS-2250# create user portOlusr group portusr passworde<
New password: <

Retype new password: 4

(c)NS-2250# set user portOlusr port 1-8,174

(c) NS-2250%

A= b=V O—ELEM L, show user 2~ RTHERTE ET,

(c)NS-2250# show userd

User-Name Category (Uid) Public—Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOlusr portusr (501) 1-8,17

(c) NS-22501
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449 DYUTLR—bDSIRYVTERE

U TOVIER— M S B SR S HBI T E D5 L oIS, v U TR — MIIFEEE
HIREDTNNVERET D ENTEET, T YMIERIE TE 2 L FHNTR A 32LF T,
TVVITHRETE DX FITEAOELTL” " (T Fd—n—=) | ““ (A7) (77 (F
v ) V@ (Ty hv—27) BRO” (AX—X) MEMTEET,

ANR—=2 G B TFHOEET, ¥ 7 NVva—FT— g THARECFIITHRELET,

(c)NS-2250# set portd tty 1 label DB-server<
(c)NS-2250# set portd tty 2 label “L3SW No.08”d
(c) NS—2250#

YU TNR—=MIEELET7UE, A— =D L7 hE— RE— L7 M
X show port =~ > K, show portd session 2~ K72 K CRREINFET,

(c)NS-2250# show portd session<

telnet rw: 3 ro: O

ssh rw: 0 ro: O

available session ( telnet only : 93 / ssh only : 93 )

tty . Label Session-Limit
Type Login-User Local Remote

tty 1 : DB-server RW: 2 / RO: 3
rw 1 portOlusr tel:23 192.168. 30. 145: 4731
rw 2 portO2usr tel:23 192.168. 30. 146: 3495

tty 2 : L3SW No.08 RW: 2 / RO: 3
rw 1 portO3usr tel:4740 2001:dba::2.4740

(c) NS-22504
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4.4.10K— M F—RDE v S 3 L EBYEBEORE

RIEBIIT A SAH A <(T A RVEREDICE 2By a o BEUINHEREL . By e
U H A~ (EFHER DI L 5 HEHIMTERE 2 H5d L TV E T,
AHBEEAANCT DT TR a~r REFEITLET,

TA KA <@dle_timeout) % T L7-HEIE, BL 7 P A= —R0R— b —R_ A==
—FRE, BXOL VU TAR—= D —<FT— FRWIERICB W T, RE S -
7 A RVIREE(Telnet/SSH 5K H AT —Z BT RVIRIE) 2+ 5 &, Ttk
v ¥a EREINCEINT L E T, 7 A R A ~ O EFPHIL 1~60%r.7 7 4 /L b X OFF
<7,

Yoy a COUIWHI BRI T E T,
(1)
TA RVEA <Rtk YU T VA= ~DT 7 8RAEKT L, A— =" A =a—
oo AN
l
TA RNVEA=RREE, = =R R =ma—% KT L, BLY M A=ma—%FoR
l
TARVEA <%, BLv7 M A=ma—%KT L, By a 20l

Y g & A <(ro_timeout) ZHE L7-HATL., Telnet/SSH iK1 H 2 T AVR— kD
F=H—— FRO)IZEH LIEE LI-BRENER T2 &, Fov v i a vl pgic o
LET, Byvar XA ~oORERMIL 1~1440 5y, 7 7 4 /v OFF T,

NS-22504# set portd idle—timeout on 30«
NS-22504# set portd ro_timeout on 180
NS-22504# set portd tty 1-32_timeout on
NS-2250%

(c

(c
(c
(c

NN N N

4.4 N ZDMOKR— b —/\HEREDERTE

4-20
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Break (S5 DMEHEZNERE

AZEE X Telnet/SSH 7 7 A4 7> binb3Z 5 L7 NVT 7' L—72 % v 5 7 %X Break over

SSH % . Break 5L LT U 7 LR — NIk L - R SRR I RES L 2 8T

T E, LHHMREOARHREL OFF T, /&7 brk_char none DAL, ¥ —I )b

Mo NVT 7 L—27 %% 57 %% Break over SSH #%E L7720, R—hA==2—2D
“10:send break to tty” #EfTLTH, ¥ U 7 /LA — MZ Break 55135 E S EH A,

AtgEZ 2 U TV — b 1~16 & 32 ICRET HITIE, FRoa~vy RERITLET,

(c)NS-2250# set portd tty 1-16 brk_char brk<

(c)NS-2250# set portd tty 32 brk_char brk<
(c) NS-2250%#




4E FHERE

(2)

©)

HITaA—FOZLEE

AIEE T telnet 7 T A 7> b DZFE LIEMITa— REEHRL TV Y TAR— b~k FT
HZENTEET, dUT2— FOEHIL, TEH¥2 L), [CR+LF % CRIZZE#:) . [CR+LF
 LF AW OFMrLERRLET, I%HjﬁH#ODEEfEi [CR+LF % CR 22 #2] 233%
EINTWET,

%472 — R(CR+LF) % LF I 5121k, Frioa~y REETLET,

(c)NS-2250# set portd tty 1-16 nl I[f<
(c) NS—-2250%

R— b, —N\AZ2—DYBEXFI—F (EyYarvdHXFEI—R)DER

AR RIS T 7 B A LT TR — =R =2 — % FRTH1201F, R— =
A= a—DUKEFa— Ry a rhcsra— DERELET,

BT HYBLTa— NI FROLBY T, ZHHOY—IF Ly 7 MZk-Tik
a—RIZEDETOHNTWDEELT N TRERLRDIGENRDH Y £,

a— R G a— R T
00 [Ctrl-@] 10 [Ctrl-P]
01 [Ctrl-A] 11 [Ctr]-Ql
02 [Ctrl-B] 12 [Ctr]l-R]
03 [Ctrl-C] 13 [Ctrl-S]
04 [Ctrl-D] 14 [Ctr]-T]
05 [Ctr]-E] 15 [Ctr]-U]
06 [Ctrl-F] 16 [Ctrl-V]
07 [Ctr]-Gl 17 [Ctr]-W]
08 [Ctrl-H] 18 [Ctr]l-X]
09 [Ctrl-1] 19 [Ctrl-Y]
0a [Ctrl-J] la [Ctrl-Z]
Ob [Ctrl-K] 1b [Ctrl-[]
Oc [Ctrl-L] lc [Ctrl-/]
od [Ctrl-M] 1d [Ctrl-]]
Oe [Ctr]-N] le [Ctrl-~]
of [Ctrl-O] 1f [Ctrl-_]
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A— b — R =2 —OYPELF 22— NI, set portd tty cmdchar =~ R CEHETEX £
T, K= F =X =2 —DYEELFTa— NI 0x01(Ctrl+A) % ET DI, Fitoa~
Y REIATLET,

(c)NS-2250# set portd tty 1-16 cmdchar 01«
(c)NS-2250# set portd tty 32 cmdchar 01«
(c) NS-2250%#

R—= P —_OREFEMIL. show portd tty =2~ N THERTE £,

(c)NS-2250# show portd ttyd

tty label rw ro session to brk nl cmd
1 L3SW-1 2 3 both rw off - cr 1
2 L3SW-2 2 3 both rw off - cr 1
(&H1%)

(c) NS-22504




4% mAERE

4.5

R—rOJDEE

4.5.1 R—hrOTHEEDEITEFLE

(1)

2)

A— b 0T RREDET
THHEREOR— b o s, FRORETHELTOET,

« A= b e 7RI : RAM(RAM/FLASH/OFF 73841 Al 6E
s VU TNR— FOR— b a TRE : &2 U 7 VAR— bk ON
C VU TR R OE— b a SR : 500KByte(RAM % EWF DT 7 o /L M)

Ak E 7 OBRAFHIC RAM b L <13 FLASH 23R L, o U 7 AK— ME 1 7 251
FARENTON TN L. AREBOK— |1 SN BCBIELET, K fr s
FEHED T IAE . Frao 2~ K25 LIRIE L [ LT,

(c)NS—-2250# set logd output ram<
(c)NS—-2250# set logd tty 1-32 log on size 5004
(c) NS-2250%#

RIFJEH RAM OGS I3 EE A HES T2 A — a7 B EEIhET,

FLASH 088 13EE 2 BEEH L TR — e Z3EESN T, RAM ICHRKEOFR— K
O ERGFTDHIENTEET,

R—bo /FEBEBIOETHEZ., 12.2.2 R—rO5RE#EE & 1452 R—+r0O
TREDHRE] 22 L TS0,

(c)NS-2250# set logd output flash<
(c) NS—-2250%

R—bOJ#EEDEL

A— v a2 5 HiEIR EESIKCTOFFIZT 5 kL v U 7R — FMElZ OFF
T BHHEO2BONRHY 3, 0B, A— bu 7i#iE% OFF I27 5 & set portd menu
on [ZL7Z2WVWRY | R—FY— A= —3MibsnEztA, ML 14.4.2 R—+b9—
NAZ1—DFRKR] 2ZRMLTIZSW,

AN— b o FHEREZ B 2R T OFF I 512X Fitwa~r REETLET, Ao~ B
FITTBHE, VU TAR— MEIHR— b JHEED ON IZRESNLTWVTEH, 2 THv
TNVIR— FOEREN OFF [2W) 0 b £4,

(c)NS-2250# set logd output off«
(c) NS-2250%#
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A— v Z#EEEZ > U 7R — MEIZ OFF 129 51213, set logd tty log =2~ > F&EITL
£7

(c)NS-2250# set logd tty 1-32 log off«
(c) NS-2250%

AR R—bOJRBEEZEESARTOFF ICLIKELS ONIZERT S E, VU TILR—
FZEDR—FOJTHEAZT N ITHOIYEBDLY, S0 7av T4 TITRBRE
nEY,

4.5.2 R—h+OJBREDHRTE

R— o S BEEZEFTHIZIE, setlogdtty log 2~ > FEFETLE T,
AIEEIRAFTEDLR— P VB EORKESLV Y TIVR— FZEIRFTE LR — e
TREOREHF, THHAROREMHEIT, 2.2 R—rOF#EE 22 LT a0,
YU TIIAR— K 1~8 ODAR— b Vi ES IMByte, vV 7 /LR — b 32 DAR— hu VKR
% 2MByte IZEE T 511X, FTieda~y FEFATLET,

(c)NS—-2250# set logd tty 1-8 log on size 10004

(c)NS-2250# set logd tty 32 log on size 2000
(c) NS-2250#

4.5.3 34 LRIV TDERE

R—F T DFALAZ L THEER ON IZT 5121, setlogd tstamp 2=~ FEZFITLE
T XA LA TRIREIL 35 65535 FOFIPA TETE £9, . LGHHIED
B A DAL THEREIX OFF, #A L AX T % ONICLTZBA DA A DAR L TEROT
7 v MiZ 60 T,

A LA T HREZE 300 MCAER T 52T, Fieoa~vy FERTLET,

(c)NS-2250# set logd tstamp on interval 300«
(c) NS—-2250%




4E FHERE

4.5 4 OG54 R EVTDETE

A—burZoursA4 2% TH#EEL ON 1T 5I21E, set logd tty lstamp =~ K& 5E
TLET, A AZTHREZ ONICT 5L, YU TAR—MNIT 7R LTca—
ourA a7 Ty NORLNRR—Fa AR S ET,

T v 7 A o A 2 7 HREIX OFF T4,
VUTNR=M1ORT A RAZ T EGNNIT HITIE, TibDa~r FEFIATLET,

(c)NS-2250# set logd tty 1 Istamp on<
(c) NS-2250#

BT A AL T OLAFPNILIT T,

<Web Jun 24 13:00:26 JST 2015 login RW1:userA 10.1.1.1>
<Web Jun 24 13:05:30 JST 2015 logout RW1:userA 10.1.1.1>

tty v r— VSRR CARBEEDO VY T AR—MIa A v Lita—YD . nrlAf a7y
rOBFZIEAR— b ZIZHIEI SN E A,
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4.5.5 A—)LEEDETE

EHIMICAR— b r 7% A — L4157 5121%, add logd tty mail =~ K, set logd tty sendlog
av REFETLET, YITAR—bF1OR— e 7% Mail +—3(192.168.1.D)IC &K
— b 587 T mgr@example.co.jp ~, 60 A S L < IZA— e 728 80%IZiE L7=HA 12
A—VEETHICIE, FRtoa~vy REFATLET,

(c)NS-2250# add logd tty 1 mail 1 mgr@example.co. jp 192.168.1. 1«
(c)NS-2250# set logd tty 1 mail 1 port 587«
(c)NS-2250# set logd tty 1 sendlog mail ratio 80

)

)

(c)NS-2250# set logd tty 1 sendlog mail interval 60«
(c) NS-2250%#

EESND A= OTHHAROBRE L, LT LB TY,

YTk : portlog TTY_ &=

CEEEHE AT FL A portuser@ REEE DK A G " —H )V A AL
Sl =274 S R 5 v

+ SMTP-Auth #&RE : OFF

BETDHA—NVOH TV =s % [Data-Center L3SW| | RE[EEHEA—LT FL A%
smartcs@example.co.jp] . A"— h 2 7% A — /)L ORI L THEET DI, FREo
avy FEFEITLET,

NS-2250# add logd tty 1 mail 1 subject “Data-Center L3SW”d
NS-2250# set logd tty 1 mail 1 sender smartcs@example. co. jp<
NS-2250# set logd tty 1 mail 1 type body<

NS-2250%

(c
(c
(c

D LD

(c

R—=bra 7 ZIRMAH7 7 A NVITHEMNT DREZ B 2o 7285 (set logd tty mail type
attachment FXER), A — e 7 XEEL LI T AR— &S, BHE#RS AT
[NS-2250TTY01_20150807152011.log| 72 X D7 7 A M4 T &AL E T,

F7-. SMTP-Auth HHEN M Bi72 Mail — A — L E2EETLHEAIE. Fadoa~v s R
T —HL L F OB Tl mailuser) & 72T — REHELFE T,

(c)NS-2250# set logd tty 1 mail 1 auth mailuser password<
SMTP-Auth password &

Retype SMTP-Auth password <

(c) NS-22504

FE AR—bOJEESMEEICITODNASRETE Mail —/\D£FTZ DNS H—/N TR
SETIC. EEIP7RLRAZHEELTRESND S L EHREIVLES,

£l
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4.5.6 FTP X{EDERE

EHIMIZ A — b v 7 % FTP %59 %121, add logd tty ftp =~ K, set logd tty sendlog
avr REEITLET, YU TAR—F 5 OFR— e %, FTP +—,3(192.168.1.1) D
loguser2 ~. 60 7R L L3R — b 7 80%IZE LI-GHAIC FTP #ET512iF. F
Roavry FeETLET,

(c)NS-2250# add logd tty 5 ftp 1 loguser?2 192.168.1.1 password<
FTP password <

Retype FTP password <

(c)NS-2250# set logd tty 5 sendlog ftp ratio 80«
(c)NS-2250# set logd tty 5 sendlog ftp interval 604
(c) NS-2250%#

R—hr 73, HESNLEFIP V—_"Da—HFDR—L27 4 L7 FUIZ, E#ER LY T
VAR— &, BAEHE®RAA -7 TNS-2250TTY02_20150807175530.log ) 72 ED 7 7 A
WA TIRFSNET,

ol

FE AR—bOJEESMEECITONASRETE, FTIP —/ D Z7T% DNS 4— /N TR
SEHTIC. EEIP7RLRAZHEELTRESND L EHREIV-LES,
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4.5.7 SYSLOG E{EDEERE

4-28

AR— k1 7% SYSLOG %159 21213 set logd tty syslog =~ REFEITLET,
SYSLOG =EILiEftd _& R — hue 7njm< & 3 <IZSYSLOG r—NC#E FE S hvE T,
YU TR —=F1~16 £ Y TR —k 32 DAR— k2% SYSLOG ¥ — NZklE T 58
ABlIFidna~r REEITLET,

(c)NS-2250# set logd tty 1-16 syslog on<

(c)NS-2250# set logd tty 32 syslog ond

(c)NS—-2250# set syslog host 1 10.1.1.1 portlog—facility localO syslog—facility
locall d

(c)NS-2250# enable syslog<

(c) NS-22501

RN—hrr 7D Syslog 5k 7 +—~ v MIFOa~v FCTERLET,
AEEEDRA NRT A DAL T HBNMLTZY  <TTY H5>5<T SAASICETTH T
ENTEET, BHORTA—FEMAEDLETConIZTHIEHTEET,

NS-2250# set logd tty 1 syslog format hostname on<
NS-2250# set logd tty 1 syslog format tstamp on<
NS-2250# set logd tty 1 syslog format label ond
NS-2250#

(c
(c
(c
(c

N R S

Syslog ¥ — MUl D=

(T4 FRE)
Jun 10 10:45:40 port_logd: <TTYO1> ether(3) :UP

(hostname on E&ERY)

Jun 10 10:45:40 NS-2250 port_logd: <TTYO1> ether (3) :UP

(tstamp on ERXERF)

Jun 10 10:45:40 Dec 10 10:45:35 port_logd: <TTYO1> ether (3) :UP

11—

(label on EXFERF)
Jun 10 10:45:40 port_logd: <Tokyo-Switch-1> ether (3) :UP




4E FHERE

SYSLOG D% 1% show syslog/show syslog detail =~ K CHER T& £,

(c)NS-2250# show syslog
Syslog Status:enable

No. Syslog Host Portlog Syslog Command | og

1 172.16.1.1 local0 locall local7
(c) NS—2250#

(c)NS-2250# show syslog detail

Syslog Status: enable

Server: 1
Host: 172.16.1.1
Portlog_facility: locall
Syslog facility: locall

Commandlog_facility: local7

Server: 2
Host:  —
Portlog_facility: localO
Syslog facility: locall

Commandlog_facility: ——

SYSLOG #—"oggiEid, [4.7.3 SYSLOG V7 5472 FDERE] 22 LTIV,

AR R— bOJEENMERICITHON HRE T, SYSLOG H—/\D & HTZ DNS 4r—/\THE
REEFTIT. ERIPTFLREZEELTRESND L EHENLET,
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4.5.8 NFS EIEDHKRTE

AR—hnr 7% NFS — R FT 5121 set logd tty nfs =2~ REFEITLET,

B SR b T — 2 %575 L, A—ba 13T IENFS — IR FEINE T,
U TNR=F1~16 & U TR — k320K — b u 7% NFS — R FET 28540
TRoa~y REFETLET,

NFS r— R FEEINT-uliin—T7—2a 0352 LB AETT, TrORTCITmEA 1
HOOROpicun 7y A vk —7r—vary LET,

(c)NS-2250# set logd tty 1-16 nfs on<

(c)NS-2250# set logd tty 32 nfs ond

(c)NS-2250# set nfs server 1 10.1.1.1 path /mnt/nfslogd
(c)NS-2250# set nfs rotate on 0 0 1 *x *d

(c)NS-2250# enable nfs<

(c) NS-22501

NFS O#&El% show nfs 7~ R CHERTE £,

(c)NS-2250# show nfsd
<NFS information>

Status  enable
Rotate > on
Minute : 0

Hour 00

Day 2
Month Dok

Day of the week : *

<NFS server 1>

IP address ©10.1.1.1
Path . /mnt/nfslog
Protocol : udp
Mount status : mount

(—)

<NFS server 2>
(HRR)
(c) NS-2250#
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4.5.9 R—rOJEREDHER

N— ka7 ORGEEHRIT. showlogd =~ FTHERTE £,

(c)NS-2250# show logd<«
Log stored in : FLASH
Total Log Size © 144000 KB (Free 0 KB / Total 144000 KB)
Timestamp : off, Interval Time : 60 sec
(c)NS-2250# show logd tty 1«
tty ¢ 1
Log : on, size : 1000 KB
Syslog output Son
Timestamp . off
Hostname . off
Label > on
NFS output Son
loginstamp . off
Trigger : Interval © 60 min
Ratio : 80 %
SendLog : mail
FTP server (1) D -
Auth account @ -
FTP server (2) i
Auth account : -
SMTP server (1) 0 192.168.1. 1
Auth account @ -
Mail addr . userl@example. co. jp
From addr . portuser@S-2250 (default)
Subject : "portlog tty 17 (default)
Type . attachment
SMTP server (2) 0 192.168.1. 1
Auth account  : user2
Mail addr . user2@example. co. jp
From addr . portuser@S-2250 (default)
Sub ject . "portlog tty_1” (default)
Type . attachment
(c) NS-22504
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4.6 tHal)T1DEE

4.6.1 1—Y0&EFLEHIR

AIEFEBTITHOICHDOE C—YEBMLIZY | HIFRTDZENTEET,

AIEE | —H(userl) & AR — bk —H(portl) Z & Fk T 5 21E, create user 2~ K
HFEITLET, createuser 2~ FOFEMIX a2V RFYIT7LUR] 2L TLEE
AN

(c)NS-2250# create user userl group normal passwordd
New password: <
Retype new password: 4

(c)NS-2250# create user portl group portusr port 1-16 password<
New password: <
Retype new password: 4

(c) NS-22504

AHEE O 2 — WY (userl) & A — k= —HF(portD) Z KR T 5121%. delete user 2~ K
EERITLET,

(c)NS-2250# delete user userl<
(c)NS-2250# delete user portl<
(c) NS-2250%

ARIEFBICBREISN TS —Y %X, showuser 2~ RTCHRTLIZENTEXET,

(c)NS-2250# show user<

User-Name Category (Uid) Public-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOlusr portusr (501) 1-32

(c) NS-2250#

2 —PIEREERE/ = — Y ID/ 7V — 7R OFEIE, 12.3.1 1—HEE/ R 22
LTLIESVY,
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4.6.2 1—H/INRT7— FDEE

THHARFICBREE SN TV D 2 — I T N SR — RRREINLTWVETA, 22—
PIZRA T — REFHET DITIE, FEED L 9 I set user password 2~ REFEITLET,
NAT— REEETLEES, ALavy FEEHLET,

(c)NS-2250# set user root password<
New password: <

Retype new password:

(c)NS-2250# set user somebody password<
New password: <
Retype new password: 4

(c)NS-2250# set user log password<
New password: <
Retype new password:

(c)NS-2250# set user verup passwordd
New password: <
Retype new password:

(c) NS-22504

EEEHI—PIX, 2 TCO2—FDONRRT = RRE2EHEFTLH LN TEET,
A—FOHER BT, TFERA I—HHER) 2L T<ZEn,
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4.6.3 RADIUS F2EE#AE/RADIUS 7 h 0~ MEREDERTE

RADIUS Ao "j_“_/\VC:L"—qj-é)mu uELfL @ RADIUS 7777 ]7./ }“H_‘—‘/\ Tﬁ ]7:/ }‘ = 7
PR TAIIE FRoa~vy FEETLET,

(1) RADIUS ZBEEYV 54 7 > FDERTE

FBFE % RADIUS I % L T, RADIUS #8FEH—,3 112 172.31.1.1, RADIUS #E:ER

— 2 1645, > —Z7 Ly h¥F— @mwﬁ%%ﬁﬁéﬁAiuT®37/h%%ﬁbiﬁo
TRRETIE RADIUS JRGEE D 22— P I _RTCAR— bax—H L L TUE I ET,
e L EEE I o — P IIAREE ONHRREE (7 — B VEREE) TIThiILET,
RADIUS #BFEAR— b O T RFORKEIL 1812 T,

(c)NS-2250# set auth mode radius<

(c)NS-2250# set auth radius server 1 addr 172.31.1.1<
(c)NS-2250# set auth radius server 1 port 1645«
(c)NS-2250# set auth radius server 1 key password<
[¥—% Ly k*F—(abedef) AF]

(c) NS-2250#

o — PR E A P — & RADIUS #BGEY — N CRAES 55401, %o [ 4)
l—ﬁﬁw—f@ﬁﬂ&&UTwﬁ—F@TOtZﬂE@&EWHmLMwaj&N@
A=Y IL—TDHEMNELITLR— DT I ERAFRDHRTE (FHOERTIL—ETH#
BE) | AR LTLLEE N,

(2) RADIUS7HDO Y bUS54T7 2 FDERE
7 Hh vy MR %A RADIUS IZAE LT, RADIUS 77 hH—,3 1|2 172.31.1.1,

RADIUS 7 7 7> hAR— T 1646, > —72 L v k¥ —(abeded) # 5k 9 AEAITLL T =
< REETLET, RADIUS 7 A v v hAR— hO LFHFmOFKREIL 1813 T,

(c)NS-2250# set acct mode radius<

(c)NS-2250# set acct radius server 1 addr 172.31.1.1<
(c)NS—-2250# set acct radius server 1 port 1646«
(c)NS-2250# set acct radius server 1 key password<
[¥—2 Ly k*F—(abedef) AF]

(c) NS-2250#
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4E FHERE

(3) RADIUSZBRE/7H Y FERNTY bDY FSA4 /534 LT MEDERTE

RADIUS 85/ 7w v FER AT v DU ]\7/])IEI§5(\ RRE T v RIRE Ry R D
A LT U MERERET DHEIIULTOa~y FEFATLET,
TIHHAEETIZY T A BN 3Al, XA A7 0 MAEIZS R THRESNTWNET,

(c)NS-2250# set auth radius retry 5d

(c)NS-2250# set auth radius server 1 timeout 10«

(c)NS—-2250# set acct radius retry 54
)
)

(c)NS-2250# set acct radius server 1 timeout 10«
(c) NS-2250#

@) A—HFITNL—TOHEHNEL)TILKR—rDT I ERAGRODERE (flter_id_head)

RADIUS ik Ca—H 7 —7 DB & > U TR — F@T?'IZX?EUBE%TT I AT, set
auth server {normal | root | portusr } filter id_head =~ KT, #EFER;IZ RADIUS 32
AEY— N Bk BT % Filter-1d O Jeg T4 20+ & L THWT, 22— 27—
DFANEITI LHICRELET, TNEFNO2—VF TN —F|IHETE DL 1 T
DT,

PLF O EEIT > 728, RADIUS FBEEV— N8 EIN T2 —F D Filter-ld 7 bV B =
— MEICEY ., O IICEELET,

(c)NS-2250# set auth radius server 1 root filter_id head NS-2250_R0O0Td
(c)NS-2250# set auth radius server 1 normal filter_ id_head NS—2250_NORMAL.

(c)NS-2250# set auth radius server 1 portusr filter_id head NS-2250_PORT
(c)NS-2250%

Filter-Id7 RV = — MEANS-2250_ROOTH S E 5 XFHTH > - HEI1ciE, #
Da—PEREEEHRa L LT ET,

Filter-Id7 kU &= — ME23INS-2250_ NORMALZ: 5 46 E % SCFHTh - 2358121,
ZDa—YE o —HF L LTHRWET,

Filter-Id7 F VU £ = — MEZNS-2250_PORT/ H b % 5 LFSTH - 2 BEI1ITIE. *
D —H % RK— %:Lw*f& LC#HWET, 7. "NS-2250_PORT1- 10”@; 21T,
NS-2250_PORTO &I A — M &5 21T LFFN BN TV LA, Gl STV DR
— hm@?&tﬂébﬁﬁémi%
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BRADIUSH—/\ERE

1—44% TrIYE2—MEEE
somebody Filter-Id = NS2250 NORMAL RADIUSH —/
root Filter-Id = NS2250 ROOT
suzuki Filter-Id = NS2250_PORTI1-10 ‘
tanaka Filter-Id = NS2250_PORT11-20 - | =
_ o R - —
yamada Filter-Id = NS2250_PORT30-32 |
NS-2250 HMfilter_id_head:& &
WDy = a—HER filter id head 3% &
EBEEE1—Y NS2250_ROOT
— Mg NS2250_ NORMAL
R—ba—4 NS2250_PORT
o S p i R o . .
4-1 A—HTIL—TOHEAE L) TILR— DT I 2 XH|R(filter_id_head)

RADIUS NN L THa—H L — 7 RN E SN2 WIEAOEEL [ (6) 2—545
L—ThABETETHEVA—YHOTIERAFEDETE] 2BH LTI,

o 7 A UEEOESEIEL., OEESH o —Y (root), @—fk—WF(normal), @R — k2 —
(portusr) TJ, ¥ A L7 hE— ROLGEIZIX, RiEa A U TET 7 BAHEROOD 95
BREOENLOTR ALY L, Be F—R~DT 7 v RIQDT 7 & AN DL
DIHOTA L TEET, BL7 hE—FRDOBR T A URHTIE, TO2—FOEFOT 7 & A
[RO@R@D 9> H - & bEREEOE N D TR A U LET,

« RADIUS ¥ —/ 30 Filter-1d X ENE XA LVY RE—F ‘L7 hE—F
- set auth radius server {normal | root | KKT 77 A R—=FrT7 7 A

portusr filter_id_head =~ RO E

N
EEEH—Y WEEH—Y | X(T 7 ARWE) | EEEHEL—Y
— =Y — = X(7 7 BARA) | —fa—F
A— h— X(7 7B ARF]) | R— ko —H R— ha—H
EEE o — Y — Y HEEHo—Y X(7 7 ARH]) | HEEHEL—
EEEHL—Y/R— b —H EEEHL—Y | A—ba—H PEEE o —
— L —H /R — b —H — g —H R— h—H — g —H
EEEH —Y o —Y/R— ha—% | EEEFH2—Y | K—ha—W PEEE o —
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KRB i NS-2250 O BNV 7 WG ER—FE % RADIUS H— 7217 TS &
TEWGEEIZARTT, Bl NS-2250 DEHR D, A—bha2—HHIIT7 7 A TE
AT 77/1/71<*— FAEETE AEEWserl 12U TILAR— K 1~10 1, user2 (VU 7L
AR— 1k 20~30 127 7 B AR AR ENFIHLET,

EE AEBEIAREBRNOO—HILEII-RADIUS BIIDIERZE CA—HEIEEZTVET,
— 1 —HZRADIUSERRET B EFAREENIZEHRIN TV S — 1 —F ZHIBR
T50. L LLIE. RADIUS U —/N[ZEB R L=/ RT—FEBRLEBNRNRD—F %%
ELTLESWN, A —YDONRRAT— FHREZEHFINTULEWNEEIE, /AXT—F
[CURA—VX—FAND T TEREBRNOO—AHIILRIETHRILOT A VN aREE
BYFTOTITEELESLY,



4E FHERE

ZEEHEI—HTOOS A P su a7y REFELREETT ., RADIUS H—/1\IC
B LENRRT—RERLGDNNRT—RZHEEEEILI—HICTHRELTLES, =
2L, HEEEEI—Y(root)lT—R1—H ELELVHEIBRT A2 EIXTEEEA

Mo~ FU 77 L A0 set auth radius server { portusr | root | normal }
filter id_head =~> K, BXO, AED [{#8kC 7 rJYEx1—kr&RADIUSEREE/ 7 H™
R Y—NEEH AL TIESN,

6) A—HIIN—TOHANEL)TIVKR— DT I ERFIBRDFRE (77 AT IL—E 2 Tk

TR — L FHEREIL. AR O filter id_head Z}:iZ. kD 2 HORSEELZ R L T
WET,

EEEHL—V g — VR — b 22— IER O 2 Bk TE £,
TIRAITN—E U TERETIE, 22— —F IR L CRET D~ OB+ %7
IR AT N—T LI ET,

RADIUSY— M IZ 2=V RET 5T 7 B AT N—T DRz EHE L, T7 AT
— T DEHRER— F2—F DT 72 AMOREZENS-2250IZRETH T &I2LV,
T 7B AT HNS2250Z L IZHERAR DL Y TIVR— FDOT 7 AMERERT T £,

T RATN—Y L THEEER T 5 ITIE. create auth access_group 2~ K CHEEE
o —W—fa—PFR— ha—HF DT VR N—TF 2 AREBICRE L., 22— VPRir
RADIUS | H L £9,

(c)NS-22501 create auth access_group root radius filter—id admin-grp<

(c)NS—-22501t create auth access_group normal radius filter—id normal_grp<

(c)NS—-22501t create auth access_group portusr port 1-10 radius filter—id port—grp <
(c) NS-2250¢

PIFORREZEIT - 72, RADIUS FGE— NG SN2 —HF D Filter-ld 7 VU B =

— MEZEY ., ROLDITEELET,

+ Filter-Id7 bV B =— Ml admin_grp TH > 7255 121T, T O —H 2 E E o —
L L THNET,
Filter-Id7 Y £ = — Mi2inormal_grp TH > 725E1I01E, TO2—V % o —W
ELTHVET,
Filter-Id7 kY B = — MEA port_grp ThH - 7= HE 121X, £ D2 —HF Zport_grp7 7 &
ATN—=TIZBLTWAHR—ha2—F L LTHENET, £/, port_grp7 7 A7 L
—7ICBR LTS a2 =L, av s FTHESNTWDL VU 7 AR— F-10~D7 7
AN EINET,

(filter_id_head ¥, =~ FTHE L7375 & Filter-1d7 b U £ = — MED S

SE LA S L TR Y £908, T2/ B AZ A —r FHEEClIsge KT
AT TR0 9, )
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BRADIUSH—/\E&E

1% FrIE2—MRE

somebody Filter-Id = normal_grp RADIUSH—/3

root Filter-Id = admin_grp —_—

suzuki Filter-Id = port_grp " ‘ %

tanak: Filter-Id = port - |E

anaka ilter- port_grp o ‘%H =

yamada Filter-1d = port_grp |

NS-2250 W7 IERTIN—EVTEE
WENED = aA—HiER| TI—T% TUERIE

HEEEN Y admin_grp BETEEEA
—fga—4 normal_grp
R—ba1—4 port_grp DT ILR—R1~10

K 4-2 A—HTIL—TDHEANE)TILR— DT I ERFR(TIERTIL—T)

7%, RADIUS FEREDNAEI L TH 2 —F 7 —TNRE SR WISEOEMET T (6) 3
—HTIN—THRETELVI—F DT I ERFEDEE] 2L TIES0,

o7 A CEEOESIET., OEEEFLL—Y (root), @K~ —F (normal). @HR— = —H
(portusr) TJ, # A L7 hE— ROBFBEITIX, Rk 74 U TET 7B AHEROOD 9 5
BREOEmNLOTR T A L, R—=bh—R"~DT7 7B RIQODT 7 & AEND H5HE
DHaTA L TEET, BLT VE—ROBRTA URFCIE, TO2—VFOFFOT 7 ¥ A
[ROQRD 5> HH - b bEREOR N DO TR A U LET,

« RADIUS #— 30 Filter-1d &R ENE XAV FE—FR L7 FE—F
- create auth access_group =~ KD BART 7 & A R—rT &R

X ENAY
HEEH o —Y HEEHo—Y X(7 7 ARH]) | HEEHE—
—x =Y — = X(7 7 ARW) | —fga—F
A— bz —H% X(7 72 ARF) | R— hax— A— ha—#%
EEE o — Y — Y HEEHo—Y X(7 7 AR | HEEHE—
EEEH L — R — b2 —H P o — A— ha—H% EEEHa—Y
— 2 — YR — F 2 — — g —H A— ha—H — g —H
EEEH L — o — YR — b — | EEEH o — A— ha—H% EEEHa—Y

AHEREIL, NS-2250 OEENEL L, 20, HEOR— h=2—HD7 7R T N—T %Xk
L7=WEAEC, NS-2250 fE IR — ha—HNT 7 v ATE LV U TAR— BRI 5E
(Bl 21, userl W7 7 BATE ALY 7 AKR— ML, NS-2250-1 Tl 1-10, NS-2250-2
TIX 15-20 72 ) TR EZ1T O L ERITT,

£ZL LT, 2BDNS-2250 T U TIR— b ~DT T B AENERD 2 OOKR— b2 —

FOT I RATN—T 5845

BNS-2250-1 D E

=L

A Ef & RLH L E T,

EEER o —F DT 7 AT L—F
—R =TI AT N—T

: admin_grp

: normal_grp
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R—braz—HFDOT7 7RI V-7 : port_grpl
port_grpl® > U 7 I)LR— DT 7 & A : 1-10

R—baz—HFOT7 7RI V-7 : port_grp2
port_grp2® U T I)LR— DT 7 & Ak : 31,32




ERERE

(c)NS-2250-11# create auth access_group root radius filter_id admin_grp<

(c)NS-2250-11# create auth access_group normal radius filter_id normal_grp<
(c)NS-2250-11# create auth access_group portusr port 1-10 radius filter—id port_grpl <
(c)NS-2250-11# create auth access_group portusr port 31,32 radius filter—_id port_grp2 <

(c) NS-2250-1#

BNS-2250-2 DR E

EEEH DT 78R V—T : admin_grp
=T IR AT N—T : normal_grp
R—ba—FOT7 s8R T V- : port_grpl
port_grpl® T U 7 ILAR— F DT 7 & A : 15-20
R—ba—FoOT7 s8R T NV—F : port_grp2
port_grp2® U T IIVAR— R DT 7 & A :1-5

(c)NS-2250-2# create auth access—group root radius filter—id admin-grp<

(c)NS-2250-2# create auth access_group normal radius filter—id normal—_grp<
(c)NS—-2250-2# create auth access_group portusr port 15-20 radius filter—id port_grpl <

(c)NS-2250-24# create auth access—group portusr port 1-5 radius filter—id port_grp2 <
(c)NS-2250-21t

FE AEBERARZEERNOO—H LRI -RADIUS REIDIEBECTL—HFRIEEITVET,
—f&1— £ RADIUSERL T 5B IFAKENICER SN TS —R1—F ZHIRR
350, H LI RADIUS H—NZBEF L/ RAT—FERRBEHNRT—FER

FLTLESL, —Ba1—HDNRAT— KNEFINhTLEWMESIE.

INAT—F

[CA—VF—F ANSETTREENOO—ALRIETHILAT A A aREE

fd~ LJ 35-5-0)1 h/jiﬁ( 713 L\o

ZEEEHEI—YTOOSFS P su a7y FEFHELRETT . RADIUS H—/13\IZ
B LENRNRT—RERLGBNRT—FZEEBTEI—HICTRELTLES, =
L, EETEI—Y(root)lF— 1 —FEERVEHIRRT A EIFTEEEA,

FEMIa~2 R U 77 L AD create auth access_group 2~ K, BLO, AE0D [
$82C 7HRUEa—FERADIUSEREE/ 7 Ho Y bH—NERER) 2L T ESW,
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4-40

6) A—HIIL—THIFETCETLEVNI—HFDT7 I ERXHEDHRE

RADIUS ZBRENKE L TH 22— P 7 —TNEE TX 720 2 —% (RADIUS FERET—/30»
5 Filter-Id 7 F U B = — MARE LN T I 2o 7254650, Filter-Id 7 b U B = — MER
create auth aceess group =~ K¥E KL set auth radius server {normal | root |
portusr ; filter_id_head =~ R THELZWTNOXLFH EL —H LARWES) OT 7
+ 2 FiE1L. set auth radius def user =2~ > ROETIZLVIRE D 4,

ZOAR Y FRRESNTORWEEIE, 22— 7L —TFPRETE R —Fa2R— |
2L L TR, BTOVITAR—MMIT 7 EATE DHEREZMN G LET,

=PI N—TNEETERN2—YDT 7 AZEET LI, L FDa~y REET
L/ij—()

(c)NS-2250# set auth radius def_user noned
(c) NS-2250#

(D NAS-Id 7 Y Ea— MEDEE

RADIUS BV — T H 7 b —NIZ 7 T4 7 2 b2 NS-2250 THH Z & bl &
572012, NASId D7 b B a— hOEEBRETHIZIEU FTOa~ry REEITLET,
Ty RRHRE SN TWARWES NAS-TA TR B O FINKRE S S ET,

(c)NS-2250# set auth radius server 1 nas—id SmartCSd

(c)NS-2250# set acct radius server 1 nas—id SmartCSd
(c) NS-2250#

8) suavy REFTHOIRII—YREDER

—a—PTr A LiEIlsua vy %%%ﬁﬁ“é CHEEHa IR I LRTE
\ij_o Z D su :("\7/] %%?‘—fbf_ﬁjﬂ? RADIUS muu Jﬁb%’béﬁ-“—‘*f% Li root Tj—o
RAET 52—V BRI LHAIIUTOa~xy FEEITLET,

(c)NS-2250# set auth su—_cmd username csadmin<
(c) NS-2250#




4E FHERE

(9) ad— ﬁunu\nl.—tgiﬂ&ﬂ?fo)-?jjrj/ k STOP /\IT v kDE Hjjfzfo)nxi

2 —WWIERKEFEOT v b STOP /X7 v b ®EH 5EIL set acct radius
auth_deny_stop 2~ FTHELET, FitD I I off ZHTETH &, FREICKRKRL T
H 7k STOP X7 v FOEHITITWET A, LHEHMEEOFREIT remote(RADIUS
PRRESER I C DT B 7 > b STOP /87w R &+ %) T,

(c)NS—-2250# set acct radius auth_deny_stop off«
(c) NS—-22501

(10)  Message-Authenticator 7 FUJ Ea2— FD$IRIFETE

ZA{g5/37 v b D Message-Authenticator 7 bV Bz — &2 F = v 7 T 55481%
set auth radius server { 1 | 2} require_msg_auth {on | off }ZFXEL T F W),

FREEIGE /7 » BT Message-Authenticator 7 b U B = — F23& 3TV 5 H2f] 5]
THERIILU TFOa~r RERELET,

(c)NS-2250# set auth radius server 1 require_msg auth on<
(c) NS—-2250%
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4.6.4 TACACSHIEEDHTE

TACACS+4)‘—/\’C:L_4J‘%_’M REKR LTI, TAT Y b P 2R ET LT RO A
Y REERITLET,

(1) TACACS+HEREDERTE

J~#m£&7w?/béﬂmmw$fﬁﬁbf TACACS+H— 1 IP 7 FL %2
172.31.1.1, ¥—7Z7 L v ¥ —|Z abedef ZXET AL AIELL FOa~vw >y REFETLET,
TRERX ET&TMMC&M&éhén—%iﬁme ha—4L LTSN ET,
Mg — W L AR E A o — W IAREEE O NERERRE (v — B LEERE) TIThivE T,

ARIEE TL TACACS+H — MAlD R — h & 5% TCPAYFEEIC L TWET,

(c)NS-2250# set auth mode tacacs<

(c)NS-2250# set auth tacacs server 1 addr 172.31.1.1<
(c)NS-2250# set auth tacacs server 1 key password<
[—2 Ly k*F—(abedef) AF1]

(c)NS-2250# set acct mode tacacs<

(c)NS-2250# set acct tacacs server 1 addr 172.31.1.1<
(c)NS-2250# set acct tacacs server 1 key password<
[—% Ly k*F—(abedef) A F1]

(c) NS-2250#

— R =R EE o — Y 4 TACACS+Y — R CRRIFIHALEEIE. o [ (3) 74
TRTIN—EVIMEEICED21A—FTIL—TOHANES ) TFILER— D7 EAHREDE
E] ZBMBLTLIEE N,

(2) BALTMEDERTE
TACACS+DFRFEIKFRT 10 b DZA LT 7 MR ZRET D5 EIFU T Da~y N

EITLET,
EALT D OTHEHEHEIZ S THRESNTHET,

(c)NS-2250# set auth tacacs server 1 timeout 10«
(c)NS-2250# set acct tacacs server 1 timeout 10«
(c) NS-2250#
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4E FHERE

A—HITL—TOHEREL ) TILR— DT I RFROFBE (T IR TIL—E D)

TR AT I—E L TEEBEIX. create auth access_group =~ 1 RN CIEEG o — P/ —fi%
2=/ R— h2—FEHNT 272007 F ) B a— b EEORT & AR E R L CEH
LET, R—bra—WFEIT7 7B REZHTH5 Y TAR—FOY A NS —FEICHRE L E
7T

ZO7 FY Ea— hOARNZ OFITIE grp) & E(Z OFITIX grp=admin_grp 72 &) DT
ITEEEEHENEBEICRD D ZENTEET, TACACSHY — D —HFERIZH, 20
v RCRELET MU BEa—hEEORTEHE LT EE0,

EMTACACS+H—/\®RE

a1—H4E FR)E2—hELfEDRT

somebody grp =normal_grp TACACS+H—/1

root grp = admin_grp

suzuki grp = port_grpl %‘

tanaka grp = port_grp2 s -"-I- =

NS-2250-1 NS-2250-2
D _~‘ |q:):13 =
W7 OERT N—EVTEE W7 R N—EVTRE
2—HiER| FRIEa—kE ST ILiR—bk 2—iE5| Fr)E2—kE ST ILR—DT
EDNRT DT IR EDORT JRiE
EBEE1—Y grp = admin_grp | BRERA REBEEI1—Y | gp=admin_grp | BEFA
—fga—4 grp = normal_grp —fga—4 grp = normal_grp
R—bka—4 grp = port_grpl 1~10 R—ba1—4 grp = port_grpl 15~20
grp = port_grp2 11~20 grp = port_grp2 20~30

4-3 2A—HTIL—TOHANEL Y TILKR—rDT Y £ AHIBRDEKE(TACACSH)

RIEEIZLL T OREHAT o 72k, TACACS+H— B S fz2—HF D7 ) Ba— |
WZED ., RO XS IZa—FRBIBRESILET,

(c)NS-22501t create auth access—group root tacacs attr grp val admin-grp<

(c)NS-22501 create auth access—group normal tacacs attr grp val normal_grp<d

(c)NS—-22501t create auth access—group portusr port 1-10 tacacs attr grp val port_grpl <

(c)NS-22501t create auth access—group portusr port 11-20 tacacs attr grp val port_grp2 <
(c) NS-22501

grp7 F VU B = — MEMadmin_grp TH - = HA T, TO2—F 2@ EHa—F L
L CTHWET,

grp7 F VU B = — MEAnormal_grp CH > =HEICIE, T2 —F & — k2 —HF L LT
W ES

grp7 bV B o — MEMport_grpld L < idport_grp2 TH - -HEIIE, D2 —F%
port7 7B AT N—FIZB L TCWAR— ha2—HF L LTHRWET, £/, port7 7 & X
IN—TIRLTCNDa—PFIa~vy FTHREINTWL LU T AR— kDT 7
T AMERELET,
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TACACS+DFEGE AR L TH 2 —F 7L —TPEE SR WIGE0EET T (6) 3

—H S IN—THEETELNNI—TFDOT I RAEDHRE)

2—PIEE T N — T D
(root).

RESNLTWDY

EHERLTLLEZEN,

Bon A CRBOBERIEL, OREFHL—W
@t~ —H(normal), @& — h=—H (portusr) T3, ¥4 L7 hE— ROLHEH

WZiE, Kika 74 T T 7 ZMEROQD 5 LIEBEEOE WO TR A L, R— |
P =X~ DT I RFQDT I v AR BGEDAIR T A TEET, LY M E—F
DOy A U, FOA—FDEST 7 v ZHRODBD 5 b o & bEELEEOE WG

T4 LET,

create auth access_group =~ > KD E XA VLV7 NE—F L7 FhE—F
KIKT 7 & A A=K7 7R

EEEH L — EEEH L — X(7 7B ART) | HEHEEH—Y
. SevA . SevA X(T 7w AR | —fa2—F
A—ba—H X772 AARH) | A= ha—H A—bax—H
EEEH L — o —Y EEEH L — X(7 7B ART) | HEHEEH—Y
HEEHa—Y/R— ha—V BEEH—Y | A—ha—¥ HEE R —Y
— =R — b —H — i — A— ha—H — g —9
BEEHa —Y - fka—Y/R— ha—Y¥ | EEEH2—Y | K—bha—W HEE R —Y

TIRATN—E U TR, KREEOBERNZVGE. EEOR— a2 —FDT 7R
7/1/—7%5“?%L7U\i5/\ EEFEICR— h 22— N T VB ATEDHL U TIVR— R
725480 (BIZIX, userl BT V7 EATE 52U 7 /0A— M, NS-2250-1 Tl 1-10,
N&ﬂw21m1mm&&>_ﬂ%¢é&@ﬂffo

4) A—HIL—THEETETHENI—HTOT7 I ERAEDEE

TACACSHRFE/ AN A L T 22—V I N —T PN ETE g2 —3 (TACACS+Y—
N =R ZF#HNT 57 P Ea— ERELNTI o Ha. 7 Ba—

k LAED LT )3 create auth aceess group 2~ RTHREL-WTHOXTFIIE H—E L
RWEA) DT 7 & A AL set auth tacacs def user 2~ FOFRTIZL VIRED £,
ZOavy RRRESNTORNGAIE, 2—F A —TRRETE RV —FE2R— b
Z2—HFL LT, BTCOVIYTIAR—NMIT 7 BATEHHEREMNGLET,

A=W TN =T PREETERNL—YFDOT 7B RAZHEET HITF, DLTOa~y RaET
LET,

(c)NS-2250# set auth tacacs def_user noned
(c) NS-2250#
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4E FHERE

®)

(6)

4.6.5

suavxw F%?ﬁ’ﬁ#o)nmnml "j'%O)IE

—fa—YFTr I L BICsua vy REFEITT L LEEEHa —ITRD I ENTE
F9, TDsu vy REFETLERIZ TACACSHEREIZHbiv D = —H 4 3 root T,
PEET A2 2 — YA/ EEETHEEIILU TOa~y REFEITLET,

(c)NS-2250# set auth su—cmd username csadmin<
(c) NS-2250#

ad— ﬁuu\nrtg&ﬂ&ﬂ?fo)-?jjrj/ k STOP /\IT v kDE Hﬂﬁ;f@nxi

2 —WRFERWEEO T 7 b STOP X% » b @ % H 1L set acct_tacacs
auth_deny_stop 2~ FTRELET, FiO X IZoff #RET D &, WAEIZRL T
L7 Bk STOP /X hOEHIFATOE® A, TH RO E 1L remote(TACACS+
SRERREERIC DO BT A 7 vk STOP 47w h & EHT 5)TY,

(c)NS-2250# set acct tacacs auth—deny_stop off<
(c) NS-2250#

TELNET H—/\DHRFE

TELNET % —/"OR— hEGELET LTI TRRa~y FaETLET,

R T&E %D TELNET ¥ —/3D7R— M 513 1025~65000, 7 7 4 /b M 23 TT,

(c)NS-2250# set telnetd port 2023«
(c) NS-2250#
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4.6.6 SSH Y —/\DEE

4-46

(1M

(2)

€)

SSH 7 A7 v " BAREESHR— =27 7 v 245 121F, A%EIC SSH H—
DR TN LI TT,

AIEED SSH — %, 22—V ID & XA U — F&2EHAT 5327 — F(Basic)iBiE L . &
BREE A 3 2 ABHE(Public)iBRED 2 Y Z# R — ML CWET, BX =2 V7 4 ZHHRT
H8E0%, ABAFEPublic)fERE A EIR L T 72 &0y,

Ii/%u“jﬁﬁ%%@ SSH D FRGE 7R3 B (Public) 7BHE T,

SSH —_OREZITHIHEIE. [4.4.3 R—rH—N\O1—HBE KO 1465 &
BY—/I\OT7 I RAFHR] 2L TIEIN,

SSH /XX — K (Basic) SR 1THOBS

(c)NS-2250# set sshd auth basic<
(c)NS-2250# enable sshdd
(c) NS-2250#

SSH D /ABA%E (Public) REF 1TS54

(c)NS-2250# set sshd auth public<

(c)NS—-2250# set user userl sshkey public ssh-rsa
AAAAB3NZzaG1yc2EAAAABIwWAAATEAZ tMPnE3aPKRbkn5/48ah6MmuclLZbY8dzgT+pdgmbJ1Zg0UgVX
| ffWtD9+8X8WnOvZ6TKOE2vLNGDS | sQT+zZ7darBKi IugcuZAOhIAEpPeUbaYqwaRXPCkcAnTCS9G
TIN2109DB1P04bamJG//V3TYxH/rCaGESTT jH4kFADUrM= test<

(SSHY ZA4 7> MaRTERL-ARBEHEELET. £ROTIE11TTT, )

(c)NS-2250# enable sshd<

(c) NS-2250%

SSH 7 747 > MK CToBtz AT 27151, 8B SSHO 472 bV T D&
R AZZRL T 7ZS0,

SSHOR— +ESELEET 55

SSH #+— DR — hEFEEETHITIE Fida~y REEITLET,
RETE 5 SSH r— DR — &1L 1025~65000, T 7 # /v M 22 TY,

(c)NS-2250# set sshd port 2022
(c) NS-2250%#
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SSH #—/ Sk HEIL. show service 2~ R CHER TE £97,

(c)NS-2250# show serviced

<telnetd>

status : enable
port 023
<sshd>

status : disable
port 122

auth : public

host_key : device_depend

{ftpd>
status : enable
(c) NS-2250#

4.6.7 Web H—/\DHFE
REST API #fe 2 FIFH 3 5 121%, AREEIC Web — OB ENLETT,
AIEE D Web #— 3% HTTP & HTTPS # %R — KL TWET,
THHHMARIIE D D HENT /> TWET,

(1) HTTP ZH/MI<T 55E

(c)NS-2250# enable http<
(c) NS-2250#

(2) HTTPS ZEAMIZY H5E

(c)NS-2250# enable https<
(c) NS-2250#

() HTTP/HTTPS dR— +EBEEET HI5H

REST API #$RED ¥ — & 2R — F & 5%, set http/https port =~ RTLEETLHZ &0
TEFET, HETESD Web Y —ROAR— F&FEFIL 1025~65000 T, 5 7 # /L b X
HTTP(10080). HTTPS(10443) T,

(c)NS-2250# set http port 20080
(c)NS-2250# set https port 204434
(c) NS-2250#
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4.6.8 KIEH—/\D 7 Y X%l (allowhost)

AREEIFTRICRT Y —="OT7 7 v RZHIRT LI ENTETET, REETEHELTND
=T LI, BRETT27 ATV MGROFy NV =27 RLVRAERET H I &
T, I I9ATV MmRNODT 7B AZHIRTHZENTEET,

T XHRA THHERO | THEHAERICERZHFTLTL
BRETEHY—/N T RAHIR 5y hIT—UF7KLR
Telnet H—/3 GGl ALL
SSH H— B -
FTP H— /3 Ha -
A— F¥— 3(Telnet / —</LE—R) | #FFf ALL
R— b — 3 (Telnet F=F¥—F—F) | R -
A= F P —,3(SSH / —</LE—K) e -
R— FH— N (SSHE=Z —F— ) oAy -

AIEBEBOTHHWEEOAY — NT v 77 7 A /MZIE, FitDa~< >y KRR EINTHET,
(THHHEED allowhost &)

create allowhost all service telnetd
create allowhost all service portd telrw all

AIEE D Telnet r— NZT 7 EATEL Ry hU—712 192.168.1.0/24 & 2001:db8::/64
Z, BEEOVY T AR— K18 & 17DIZ Telnet ® / —~/LE— R 2751y b
— 7 £ 1.17192.168.1.0/24 & 2001:db8::/64 ZBNMNT 5121k, FEe® &L 5 IZ create allowhost
a<v REFEITLET,

(c)NS-2250# create allowhost 192.168.1.0/24 service telnetd<
(c)NS-2250# create allowhost 192.168.1.0/24 service portd telrw 1-8,17¢
(c)NS-2250# create allowhost 2001:db8::/64 service telnetd«

(c)NS-2250# create allowhost 2001:db8::/64 service portd telrw 1-8, 174
(c) NS-22504

VP —NHF L TCNWDET 7 A—EIX, show allowhost =2~ R CHERTE 4,

(c)NS-2250# show allowhost

Service Address/Mask Access tty List
portd/telrw 192.168.1.0/24 1-8, 17
portd/telrw 2001:db8:: /64 1-8,17

telnetd 192.168.1.0/24 -

telnetd 2001:db8:: /64 -

(c) NS-2250#
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i create allowhost A< > FIX, LDTALIEHFBICEEMINET, HlXIE. TED 2
IHEHRINTVSGEEIE.2TEEIFMSINEL AT ELITIL delete al lowhost
O FTHIBRLTLCEELY,

create allowhost all service telnetd

create allowhost 192.168.1.0/24 service telnetd

et
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4.6.9 Firewall(ipfilter/ip6filter) D 5% &

ZA5A 7 7 = A AT Firewall(pfilter/ip6filter) Z iR ETHZ LIk, IP 7 KL AT
o kasfER], R—hFEERETT 7 BRGIBREZIT) ZENRTEET,

TFEREOHIIX LAN1 AR— MZ Firewall BEZ 1TV, X550 IP 7 KU AN 172.16.0.0/24 H»
5 ICMP/telnet/snmp D 4% FHil S HEETT,

(c)NS-2250# create ipfilter input line 1 accept ethl any 172.16.0.0/24 icmp<
(c)NS-2250# create ipfilter input line 2 accept ethl any 172.16.0.0/24 tcp 234
(c)NS-2250# create ipfilter input line 3 accept ethl any 172.16.0.0/24 udp 161<
(c)NS-2250# create ipfilter input line 4 drop ethl any any any<

(c)NS-2250# enable ipfilter<

(c) NS-22504

[AERIZ ip6filter Z X ET 2L AL FRED X 21220 £9,#ELIP 7 KL A732001:db8::/64

5O ICMPv6/telnet/snmp D F % % SR ETY,

B, TRellD LD ITHER S DDHBT 7 AFFA] LEAITIL drop &5 & 5 GEI1E,

Neighbor Discovery Tffifi4 2 ICMPv6 ® % A 7 135 (Neighbor solicitation) . 136
(Neighbor advertisement) OFFAIEXEZ T HEKL T E SV,

(c)NS-2250# create ip6filter input line 1 accept ethl any 2001:db8::/64 icmp<
(c)NS-2250# create ip6filter input line 2 accept ethl any 2001:db8::/64 tcp 23<
(c)NS-2250# create ip6filter input line 3 accept ethl any 2001:db8::/64 udp 1614
4
5

(c)NS-2250# create ip6filter input line
(c)NS-2250# create ip6filter input line 5 accept any any any icmp 136«
(c)NS-2250# create ip6filter input line 6 drop ethl any any any<
(c)NS-2250# enable ip6filter<

(c) NS-2250%#

accept any any any icmp 135«
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TEtiX IPsec 3% 7E

I C VPN ET 28550 7 4 VX REFITT,
IPsec Z R4 2HAIFEAL LIEBO Ny b7 AV HRENDLEL 720 £97,

il 21X IPsec #1512 & 5 VPN #5217V, SSH/SFTP (2 L W ARIEEEIZT 7 B AT HDT
Hi. IPsec @1 » IKE(UDP 500). NAT k7 3—4-L(UDP 4500) & SSH/SFTP(TCP

2 HH AT D FRD T 4 VA RTEEBEGFELET,

c)NS-2250# create

¢)NS-2250# create

c)NS-2250# create

c)NS-2250# create

c)NS-2250# enable

ipfilter input line 1 accept ethl any any esp<
ipfilter input line 2 accept ethl any any udp 5004
ipfilter input line 3 accept ethl any any udp 45004
ipfilter input line 4 accept ethl any any tcp 22
ipfilter input line 5 drop ethl any any any<
ipfilterd

(
(
(
(c) NS-22501# create
(
(
(

¢) NS-22504#
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Firewall(pfilter) D% EIX FieD a~ > K CHERT H2ENTE £,

num
1
2

num
1
2
3
4

5

status

(c)NS-2250# show ipfilter inputd

target
AGCEPT
ACCEPT

target
ACCEPT
ACCEPT
ACCEPT
ACCEPT
DROP

(c) NS-22504

enable

in
*

lo

in

ethl
ethl
ethl
ethi
ethi

<ipfilter preset input table>

destination
0.0.0.0/0
127.0.0. 1

{ipfilter configurable input table>

destination
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

source
0.0.0.0/0
127.0.0. 1

source
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

prot
all REL, EST
all

prot

esp

udp 500
udp 4500
tep 22
all

Firewall(ip6filter) DX EIL Fre D 2~ > R CHEGET 2 HNTE 7,

(c)NS-2250# show ip6filter input
status : enable

<ip6filter preset input table>
destination

num
1
2

<ip6filter configurable input table>

num
1

© ~w o Gl N

target in
ACCEPT *
ACCEPT lo

target in
ACCEPT etht
ACCEPT etht
ACCEPT etht
DROP  etht
ACCEPT *
ACCEPT *
ACCEPT *
ACCEPT *

(c)NS-2250%

/0
o

destination

/0
/0
/0
/0
/0
/0
/0
/0

source
/0
o

source
2001:db8::/64
2001:db8::/64
2001:db8::/64
/0
/0
/0
/0
/0

prot
all REL, EST
all

prot
icmpv6

tep 23
udp 161
all

icmpv6 135
icmpv6 136
icmpv6 135
icmpv6 136
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Firewall(ipfilter) DL FHERIT T a2~ > R CHERTL2EN T T,

(c)NS-2250# show stats ipfilter input<

{ipfilter preset input statistic>

pkts target in destination source prot
0 ACCEPT * 0.0.0.0/0 0.0.0.0/0 all REL, EST
0 ACCEPT lo 127.0.0. 1 127.0.0.1 all
{ipfilter configurable input statistic>
pkts target in destination source prot
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 esp
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 udp 500
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 udp 4500
0 ACCEPT eth1t 0.0.0.0/0 0.0.0.0/0 tcp 22
0 DROP etht 0.0.0.0/0 0.0.0.0/0 all
(c) NS-2250#
Firewall(ip6filter) D#ErHERIZ FitD 2~ > R CHERTHIHENTE £7,

(c)NS-2250# show stats ip6filter input
<ip6filter preset input statistic>

pkts target in
0 AGCEPT *
0 ACGEPT lo

destination
/0
1

<ip6filter configurable input statistic>

pkts target in
0 ACGCEPT etht
0 ACCEPT etht
0 ACCEPT ethi
0 DROP  etht
0 ACCEPT *
0 ACCEPT *
0 ACCEPT *
0 ACGCEPT *

(c)NS-2250%

destination
/0
/0
/0
/0
/0
/0
/0
/0

source

/0

|

source
2001:db8::/64
2001:db8::/64
2001:db8::/64
/0
/0
/0
/0
/0

prot
all REL, EST
all

prot

i cmpv6

tep 23
udp 161
all

icmpv6 135
icmpv6 136
icmpv6 135
icmpv6 136
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4.6.10IPsec MExTE

IPsec Zffi> T VPN 25 L7 — 25 2 LT 21T Fita~ > FaFT L ET,

<UE-Miks> N\ R E— K <>
ESIRSR 30.1.1.1 20.1.1.1 [:]
*&%g ==

NN e g s = Internet VPN @

L—43
BEHR 10.1.1.0/24 |[:]
) NS-2250-1 NS-TOKYO -1.1.0/ [0t
R—b

4-4 |Psec|Z& B VPN 1EEE

FREOBNIRE LT L2 X A(AES128), FRFET /LT Y X A(SHAL), DH 7 /v—7 2
(1024bit) T IPsec |2 L 2 h > RV % L AR U X ECTHERET 261 T,

X2 VT 45— oA ID & L TAREREICIENS-2250-1, xF%E#E O ID |2 NS-TOKYO
ZIREL T, IKE THW A FRidbA #2585 L 7,

IPsec k> R/VORIIZ NAT 2 & 23 & 5355 13 set ipsec conn leftid X° set ipsec conn rightid
EERELTLIEEN,

(c)NS-2250# create ipsec secret psk NS—2250-1 NS-TOKYO password<
Pre-Shared-Key password (BRIXERZTAN)
Retype Pre-Shared-Key password (BRIHEAEREAN)
(c)NS-2250# set ipsec conn 1 auto add<
(c)NS-2250# set ipsec conn 1 leftid NS-2250-14
(c)NS-2250# set ipsec conn 1 rightid NS-TOKY0<
(c)NS-2250# set ipsec conn 1 left 30.1.1.1«
(c)NS-2250# set ipsec conn 1 right 20.1.1. 1«
(c)NS-2250# set ipsec conn 1 leftsubnet 30.1.1.0/24«

1

1

1

(c)NS-2250# set ipsec conn 1 rightsubnet 10.1.1.0/24«
(c)NS-2250# set ipsec conn 1 keyexchange ikevl<
(c)NS-2250# set ipsec conn 1 ike aec128-shal-modp1024<
(c)NS-2250# set ipsec conn 1 esp aec128-shal-modp1024<
(c)NS-2250# enable ipsec conn 1<

(c) NS-2250%#

EAT 5%y hU—212 K-> TlE. set ipinterface mtu =~ > KT MTU % U] 722 l12 5%
FELTLEEV, Feoflix LAN1 @ MTU % 1280byte (Z#%&E L TV E7,

(c)NS-2250# set ipinterface ethl mtu 1280«
(c) NS-22501
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IPsec DK EBIZ TREDO 2~ FTHER T2 FENTE ET,

(c)NS-2250# show ipsec statusd
Security Associations (1 up, 0 connecting):
conn_01[37]: ESTABLISHED 118 minutes ago, 30.1.1.1[NS-2250-1]...20.1.1.1[NS-TOKYO]
conn_01{133}: INSTALLED, TUNNEL, reqid 2, ESP in UDP SPIs: cc2ac764_i cf835d47_o
conn_01{133}: 30.1.1.0/24 === 10.1.1.1/24
(c) NS-22504
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4.7 EFREEDRE

4.7.1 SNTP Y 547 2 FDERE

SNTP 7 947 v ba@ETHITIE, Fied X 91T set sntp server =~ K, set sntp
polltime =1~ K& FE(TL 7, SNTP H— 3(172.16. 1. DIZAR—V > 7 ¥ A ~ 900 B TR
WEEORAZ R S 25581L, Tidoa~vy REFEITLET,

SNTP — N3 K2 BEFE THREHETEET,

(c)NS-2250# set sntp server 172.16.1.1«
(c)NS-2250# set sntp polltime 900«

(c)NS-2250# enable sntp<
(c) NS-2250#

SNTP 7 A 7 v b ®iRHEIZ. show sntp. show sntp detail =2~ > R CHRT DI LN T
ET

(c)NS-2250# show sntp<
<sntp information>

status : disable

poll interval © 600

primary server ©10.123.193. 221
secondary server ©10.123.193. 222
last access D

last access server : ——
last access time @ —-
(c) NS—-2250%

(c)NS-2250# show sntp detail
<{sntp information>

status  enable
poll interval : 300
primary : slime_v6
secondary : ghost
last access Do

last access server: secondary
last access time : 2026/01/19 11:48:49

{primary server>

server address : slime_v6

last access time : 2026/01/19 11:48:49
access result D
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{secondary server>

server address : ghost

last access time : 2026/01/19 11:48:49
access result D

(c) NS-22504#
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4.7.2 SNMPI— Y FODETE

(1M

(2)

€)

SNMP = — > = > F &% iET H121E, SNMP #— % SNMP 7 v 7EDOREZIT > 72
%, SNMP =—> = > hZ2HMMZLET,

SNWP Hr—/\EQZa =T 4 —DERTE

SNMP Version1/Version2c¢ Z {4 5555 SNMP $— 32 5% E$ 51213, set community
avy FEFETLET,

172.16.1.1 ® SNMP #— 3353 3 2 =5 ¢ —public T. #HAIARRO)DT 7 & A &
AT O EXIT I, TRt a~vr REFATLET,

(c)NS-2250# set community 1 name public view ro manager 172.16.1.1«

(c)NS-2250# set community 2 name public view ro manager 172.16.1.2<
(c) NS—-2250%#

FiRavr RERELT 1(6) SNMP =—2 = N2 F4T] 24401275 L. SNMP #—
237035 D Version1/Version2¢c DWW T 11D Get BRIZH 0 L F7,

SNMP . —H DERE

SNMP Version3 #{# 3 554 SNMP 2 —HW 47V =7 h &% ET 5 I2IL, set snmpuser
avy FEFETLET,

K552 md5 A9 % SmartCS &V ) 22—V E2RETHIZIE, Fieoa~vyr KaHE
ITLET,

(c)NS-2250# set snmpuser 1 name SmartCS auth md5 password
authentication password

Retype authentication password
(c) NS-22501

FoRa< FEZELT BSNMP =— Vx> NEFET] 25235, SNMP —
23735 @ Version3 @ Get ERIZISZE L £,

SNMP 5 v TDEIELRDRTE

SNMP k7 v 7 OEEHREHET DI, set trap manager 2~ REFETLET,
SNMP | 7 v 7O%EFE5%IC 172.16.1.1, FT7 v 7D a I 2=7 ¢ —IT public Z&E
(Version1/Version2 O%4A). & 5 E SNMP = —H(2 1 7% E(Version3 DHE)T 51
X, FRtoa~<r RE2FETLET,

(c)NS-2250# set trap 1 manager 172.16.1.1 name public<
(c)NS-2250# set trap 2 manager 172.16.1.2 name public version v2<

(c)NS-2250# set trap 3 manager 176.16.1.3 version v3 snmpuser 1
(c) NS-2250%#

SNMP Version1/Version2/Version3 JE.D k7 v FIZxkHiE L THR Y | AREE R EET D B
T T DONR—=V g VIBERXERETE £, Versiond #5E L7284, snmpuser DFE5(1
~DEEL TS ES W, A=Y a VEREHE LR Wa1E SNMP Versionl JEAD R
Ty TIPEEINET,
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4)

®)

(6)

M

SNMP D EFR1FIRD 5% TE

SNMP O #E R RESPT, #fE) 2 E T 2I121E. set snmp location =~ K, set

snmp contact =¥ FEZFATLE T, HEHITIZ “Server Room in TOKYO” | #AEIEIZ
“Administrator 03-1234-7777" ZXET HIZIL, Tt a~vy REETLET,

(c)NS-2250# set snmp location “Server Room in TOKYD” <«
(c)NS—-2250# set snmp contact “Administrator 03-1234-7771" <«
(c) NS-2250%#

=1 —]

snmpEnginelD MERE
SNMPv3 i#{E THFERICEM EN 5 snmpEnginelD % 5% &7 5 I21%. set snmp engineid
av U REFETLET, RELLSGE. ¥ X — V¥ IZ@H SN 5 snmpEnginelD O 7 4 —
~y MIUTOEIIT720 F9,

[8000010704) + X EME D ASCII 55
KRREZEM LT A 1T ethl D MAC 7 RLAMNRESH, 74—~ MIUTDO LI
0 E7,

r8000010703] +ethl ® MAC 7 KL &
snmpEnginelD (Z”SmartCS001” 5 E ¥ 521X, Fieda~wr REFETLET,

(c)NS—-2250# set snmp engineid “SmartCS001” o
(c) NS—-2250%

SN\NPT—2 x> FDESD
SNMP =—> = > b ZHZTT 5121, enable snmp 2~ REFE(TL £,

(c)NS-2250# enable snmp<
(c) NS-2250#

EWRIBZ ISy TDER
TIHHEMEED SNMP = — Y = > "R T D T v 71E, FTEOENFESNTWET,

FSy T X EME
Coldstart Trap ON
Authentication Failure Trap ON
Link Trap ON
Power Trap ON
Bonding Active Switch Trap ON
Serial DSR Trap OFF
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Bt D F T v 7HERT 5203, TRROXIZE Ty ATxG Lica~y REFETL

i‘j_o

(c)NS-22501# set

snmp

coldstarttrap offd

(c) NS-22501 set

snmp

authentrap on<

(c) NS-22501 set

snmp

linktrap ond

(c)NS-22501 set

snmp

powertrap ond

(c) NS-22501 set

snmp

bondingactswtrap ond

(c) NS-22501 set

snmp

tty 11 dsrtrap ond

(c)NS-22501# set

snmp

tty 12 dsrtrap ond

(c)NS-2250# enable snmpd

(c) NS-22504
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SNMP =— = > b ®OYREENL, show snmp 2~ FCHERTE £,

(c)NS-2250# show snmp

status . enable

location - Server Room in TOYKO

contact . Administrator 03-1234-77717
engineid : 8000010704536d6172744353303031
linktrap S on

powertrap 1 on

authentrap S on

coldstarttrap > on

bondingactswtrap : on

dsrtrap (tty1-8) o off off off off off off off off

dsrtrap (tty9-16) . off off off off off off off off
dsrtrap (tty17-24) : off off off off off off off off
dsrtrap (tty25-32) : off off off off off off off off
dsrtrap (tty33-40) : off off off off off off off off
dsrtrap (tty41-48) : off off off off off off off off
—— trap configurations (1 entry) —

{trap 3>

manager address : 176.16.1.3

community D=
version vl
snmpuser 03

—-—— community configurations (1 entry) ——
<{community 1>
community : public
manager address @ 10.5.28.12
—— snmpuser configurations (1 entry) —
<{snmpuser 1>
name . SmartGCS
auth protocol : mdb
priv protocol D=
{snmpuser 2>
name L=
auth protocol D=
priv protocol D=
{snmpuser 3>
name D=
auth protocol D=
priv protocol D=
<{snmpuser 4>
name D=
auth protocol D=

priv protocol D=
(c)NS-2250#
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4.7.3 SYSLOG V547 v FDERE

SYSLOG 7 74 7> b &EET HITIE, set syslog host =2~ REZFEITLET,
SYSLOG #—,3172.16.1.DIZ, REEDKR— v 7% 77 U7 1 local0, SYSLOG %
7 73U 7 ¢ locall, command 7@ 7% 7 73U ¢ locall & LT SYSLOG #H&i5d 545
Al FRtoa~wr REEITLET,

SYSLOG H—/NZi4E &5 command & 7 DN S show log command THR/REN DWW
KL Ed,

(c)NS-2250# set syslog host 1 172.16.1.1 portlog facility
LocalO syslog facility locall commandlog facility locall

(c)NS-2250# enable syslogd

(c) NS-22504

SYSLOG 7 74 7> b ®O1E#HIZ. show syslog., show syslog detail =~ K CHRTE £
j—O

(c)NS—-2250# show syslog
Syslog Status:enable

No. Syslog Host Portlog Syslog Command | og

1 172.16.1.1 local0 locall local7
(c) NS-2250#

(c)NS-2250# show syslog detail
Syslog Status: enable

Server: 1
Host: 172.16.1.1
Portlog_facility: localO
Syslog facility: locall

Commandlog_facility: local7

Server: 2
Host:  —-—
Portlog_facility: localO
Syslog facility: locall

Commandlog_facility: ——
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SYSLOG I TFR &5 command 7 7 OFNILL Pz £9°,

<190> Jun 10 12:34:56 NS -2250 root/1: show syslog
<190> Jun 10 12:34:56 NS -2250 somebody/console: show syslog

command 2 7 O—FIILLFIZ/2 0 F9,

2025 Jul 4 19:26:03 root/system: set terminal default timeout off
2025 Jul 9 09:10:57 root/0: show version

2025 Jul 9 09:45:05 root/console: show log command

2025 Jul 9 09:45:58 api/webapi: show json version

a~ REfT—W, 77 v A HEERKRTEHD)

- system : JEE LB O config 7t AL

cHFu A a—HF D device F

MU HFFO Y AT A 7G| device H 5 IZHED < o —H —4 iR
- console : TV —)LiR— K

- webapi : RESTAPI ##E

4.7.4 BELVYDERE

BEY Y CHEBNOREZRGTE £,

BB LZOAKIRZRET 5 H B TIRE & I B 2 5% E 3 5355 14, set temperature
adjust 2~ > FIZHET HMIEMHEEEE L 7,

FHIEAEIL 0~20 OFIPH CHHE CTE, LIHFHAMEIX 0 TT,

PLF OB EEIC-10°C AR ET D55 06T,

(c)NS-2250# set temperature adjust 10d
(c) NS-2250#

IR Y OO EfE DR EIL. show environment =1~ > N CHERTX £1,
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(c)NS-2250# show environmentd

<Environment status>

Power information

Power unit : AC
Power 1 : ON
Power 2 - OFF

Temperature information

Current temp : 39 deg C
Sensor : 39 deg C
Adjust -0

(c) NS-22504
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4.7.5 %

4

A LT—2VDETE

A D= HRET HITIL set timezone 2~ > RAEEITLET,

show timezone list 2~ R C—EEREINDI XA LY = ZERTELET,

4

A D= DF 7 0 MEL UTC T7,

ASEEIIFRE 7 7 A /LI set timezone Tokyo #i% &+ 52 & T, #A LY — % Tokyo

Iz

LCWET,

(c)NS-2250# show timezoned
Timezone is “Tokyo”

(c)NS-2250# show timezone list Hd
. B
Hongkong

Honolulu
AR
(c)NS-2250# set timezone Hongkongd
(c)NS-2250# writed
Do you really want to write internal & external startupl [y/n] ? yd_
write external startupl
.................... writing
write internal startupl

.................... writing
(c)NS-2250# reboot<

=3

B0 B oBREEHRAALET, TIALIDEA LY —2TH5H UTC THEM
RRSINFET,
(2) BALY—VERELERIBTEEZBREB L TIEEL,
@) BIZ& > TRHEREREDIMINSVEICLGLIHZELHYFT .
4) BHFIRARIIRFTEREED L XA ETIEH LS,
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4.7.6 CLI <> FHEE(Ansible & DE#E)DERTE

(M

(2)

CLI =~ FHREA RN T DBXE, RIET 7 B XA — it — ¥ &2 {E L. SSH TOR
K77 v 2Aefb L £7,

CLI a7 > FiaEERITT 51— DHRTE
a—W 2T HI21%, createuser =~ REETLET

2 —4 % user0l, /XA U — N% ansible ERTETHHAIL. FidDa~r REFETLE
j—O

(c)NS-2250# create user user01 group normal passwordd
New password: ansibled
Retype new password: ansibled

SSH i DAL

SSH #— RO E % T HIZ1E. enable sshd 2~ K, setsshd 2~ NEZETLET,
SSH #— " ZH b LA U — RifiE(basic) #1795 X Y RET 2HA. Fibda~vy R
FITLET,

(c)NS-2250# enable sshdd
(c)NS-2250# set sshd auth basicd

[FirewallGpfilten)ffE | DR EC [V — D7 7 & 2[R (allowhost) | DFRTEE L
TWD5E, HHARA N PCHHO SSH #2770 KO ICEEL T EE N,

ABERE 2 BN 72 S BRICH B 3% 8 =~ > P Ansible T ¥ = — /L OFERNZ OV T,
BHED Ta<~ KU 77 Lo A] . [TAnsible AV A F)] 22 L TLEE0,
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4.7.7 a2V—ILT74Y t XA#EE(Ansible & DEEE)DRTE

tty ~ R —UHREZ AN D BRIT. SR — P& AER L T SSH TOARKT 7 & 22 f 41k
L7tk tty v %=V A7 V=7 FaFIbLET,

(1) tty IR—DHEEERITT 51— ORE

a—YP RN T D IZIE. create user A~ FAFEITLET,

2—H 4 user02//3A U — Riansible & W ) YL — W 2 {ER T 5 I121%. Ficwa~<> K%
EITLET,

(0) NS-2250# create user user02 group extusr passwordd
New password: ansibled

Retype new password: ansibled

T RAFRE/R VY TR — M ERET HITIX, set user port 2 FEETLET,

user02 LW H 2—FN Y TAAR—K 1-10 ICT7 7 BATE L L IHIFRETHITIE. T
a<y REFEITLET,

(0) NS-2250# set user user02 port 1-10d

tty ~ % — UHSBE DMEBR % 535 121L. set user permission 2~ > RZFEITL 7,

(0)NS—-2250# set user user02 permission ttymanage on

(2) SSHEHmOAIMIE

SSH #— DR ELZ T HI21%, enable sshd =2~ K, setsshd 2~ FEEfTLET,

SSH h— "z H 9t LS 2T — FidiE(basic) 217 9 X O RET 256, Fada~vy Mz
FITLET,

(c)NS-2250# enable sshdd
(c)NS-2250# set sshd auth basicd

[FirewallGpfilten)ffE | DR EC [V — D7 7 & 2[R (allowhost) | DFRTEE L

X e
TWABHEA, BHARA FPC OO SSH #4524 7F A9 5 X9 ICRELTLIEEN,
Q) ttywvx—HITH FOEDE

tty IRx—CF TPV FEEMIET ST, enable ttymanage 2~ REFEITLE T,

(c)NS—-2250# enable ttymanage

tty ¥R —CF TP Y FDKREEIL, show ttymanage 2~ R CHER TE £9,
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4.7.8

(M

(2)

(c)NS-2250# show ttymanage<
<{ttymanage information>

status : enable

AHERE 2 BN 72 S BRICH B 3% 8 =~ > P Ansible T ¥ = — /L OFERNZ OV T,
BED Ta<~o KU 77 Lo A] | [TAnsible AT A F] 22 L TN,

CLI O<7 > F#EE(REST APl £ DE#E)DRTE

CLI =~ > FHREZFIM T HB%3. k> —F & {Epk L T HTTP/HTTPS TOAEKT 7+
AEAMELET,

CLI O > FHREZET T 51— DERE

a—YP RN T DL, create user A~ FEFEITLET

Z— 4 user03//X A U — Ri restapi & WD YRR — Y BT A 21X, Fitda~ o K
EFEITLET,

(c)NS—-2250# create user user03 group extusr passwordd

New password: restapi<

Retype new password: restapid

REEESLue JREEITHOHE, BHEHREMNGTO2LENRHY £7,
BIEMEIR 259 51214, set user permission 2~ R&FEITLE T,

(0)NS—-2250# set user user03 permission root on<

Web —/ DAL
Web % — 2 A%0{t4 5121%. enable http/https =~ > RZF(TL £,
HTTP To#kix# At 256, T a~vr REETLET,

(c)NS-2250# enable httpd

(c) NS-22504

HTTPS ToOEfiz Ak o256, Fidda~yr ReETLET,

(c)NS-2250# enable https<
(c) NS-2250#

[Firewall(ipfilter)#RE ] DT 2 L T\ 5%4, FHEAZ b PC 7250 HTTP/HTTPS
HEREATF T2 X O ICHEL TS E SN,

AHERE A B2 BIC B2 E a < R URL OZEMIIZ OWTIE, Bk o<
v FRFUZ7 L] . TRESTAPLER VA K] 2R LT 7EEW,
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4-70

(M

(2)

3

tty ~ 3 — Ve 2 M3 D BRIE, SRR — ¥ 2 FRk L C HTTP/HTTPS TOARKT 27 & X
EHEIME LT, tty v X —V ATV =T FEAIMELET,

tty IR —OHEEE RIT TSIV DRE

2 —HEVERT D I2IE. create user 2~ K& FEITL £,

2 —H 4 user04//3 A U — Rirestapi & W) iR — W AERRT 5121X, Tt a~vy %
FEITLET,

(0) NS-2250# create user user04 group extusr password<
New password: restapid
Retype new password: restapid

T RAFRE/R VY TR — M ERET HITIX, set user port 2 FEETLET,
user04 VI Z—HF N U TR —b 1-10 IZT7 7 BATE DL HIFETHITIE, Fred
avy REFETLET,

(0) NS-2250# set user user04 port 1-10d

tty ~ % — UHSBE DMEBR % 535 121L. set user permission 2~ > RZFEITL 7,

(0)NS—-2250# set user user04 permission ttymanage on<

Web H—/SDHEhE
Web — ZH%h4 521X, enable http/https =~ REZEITL £,
HTTP ToO#Ektz A+ 256, Fieda~r FEFTLET,

(c)NS-2250# enable http<

(c) NS-22504

HTTPS TO#ER =AML T 2546, FTieoa~vr REFETLET,

(c)NS-2250# enable https<

(c) NS-22504

[Firewall(pfilter) B§RE| DFEZ LTV 2456, HHAZX N PC 260 HTTP/HTTPS
PRt d I K OITHRE L TS IEEW,

tty ¥x—oF TV LOEDIE
tty ¥Rx—CF TPV FEEMIET ST, enable ttymanage 2~ K& FEITLE T,

(c)NS—-2250# enable ttymanage
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tty ¥Rx—TAFH T2 FDIREEIX, show ttymanage 2~ KR CHERTE £,

(c)NS-2250# show ttymanaged
<{ttymanage information>

status : enable

AEREZ BN 7 S BRICHE R E 2~ > R URI OFEIZ OV TIE, Bk o~
RV Z77LrrA] . TRESTAPLERAA K] 22 LT EE0,

4. 7 10HR L —F ~DIERERTE

PR —HITIL, 2 TO show 2~ RNFETAIREZR — k= —H, A— b= —# root =
—F, verup =—V, tty v R —UHEREDOMHER A +595 Z LN AEETT,

JEiR—¥Y1X SSH TOAT IV ®vATHI ENTEET,

SSH H— &2 H8h{k 3 5121%. enable sshd 2~ F&ZFEITLET,

(c)NS-2250# enable sshd.

FHERZAT 5T 21213, FROFIETHRL—F 2B L T b, HEREZHE5LET,

(1) tty vxr—PHEEEERTT 51—V OHRE
2 —HEVERT D I2IE. create user 2~ K& FEITL £,
2 —H 4 user01//3A U — Riuser01 & W) rik = — WA ERKRT 5121%, Pt a~vy %
FEITLET,

(0) NS-2250# create user user01 group extusr passwordd

New password: user01<

Retype new password: user(01<

tty ~ % — UHSBE DMEBR % 53" 5 121L. set user permission 2~ > RZFEITL 7,

(0)NS-2250# set user user0O1 permission ttymanage on<

(2) Z=TOshow ARV FERTTELHHEREMNETHBE. TELDAY U FERITLETS.

|(0)NS—2250# set user user01 permission normal on showall on

Q) KR—br1—YDERZMHS5TSHE. FELEOIY Y FEERTLET,

| (0)NS-2250# set user userO1 permission portusr on

T RAFRER VY TR — M ERET DI, setuser port 2 FEETLET,
user01l LW 2—HFNT U T AKR—b 1-10 IZT7 7 B ATE DL HIFETHITIEL, Fred
avy REFETLET,

| (0)NS—-2250# set user user01 port 1-10<
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@) N=2av7yvII7MLDEZREEREF/ES H5E. TROITY FEETLES,

| (0)NS-2250# set user userO1 permission verup on

(6) EEEEREMNETIHS. TENIAIY Y FERTLET,

| (0) NS—2250# set user user01 permission root on
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4.8

REEH

4.8.1 BERKETE

ARIEEZEB LT, Telnet 7 74 7 > M LERXISRIEERCT 7 & A3 5 AR REREIC
<)b\7f,ﬁﬁﬁl/ii‘f
— M —EX XA 17 FE— K (default)

’fﬁxf%%ff%%””J\OD?ﬁﬁﬁﬁiji 14
* j— ] :L"_“]j_uuu
« AR— b a7 RFg
« AR— k1 RIS RE
s VU TR — k

sy varfFEa— K

Telnet / —<~/LE— K (default)
: 72 L (default)
: RAM (default)
: OFF (default)
D VU TR — B 1~8 OGEHE (19200bps)
: 1(Ctrl-A)

[(FERE]
BRSNS | | BoNses
Telnet724 7k Aﬁ A
192.168.2.1 NS-2250 © T
- 192.168.1.100
: ogin:
192.168.1.254
I =3
| 192.168.2.254
X 4-4 EHKHTE
LEMEEE]

set hostname SmartCS

set ipaddr eth1l 192.168.1.100/24

create ip route default gateway 192.168.1.254
set tty 1-8 baud 19200

set portd tty 1-8 omdchar 1

[EXTE DfEER]
1. AEEOLFHNZ SmartCS.LAN1DIP 7 RL A &Ry h~AZIZ
T 7 A4V hb— T 192.168.1.254 ZFRE L £7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

192.168.1.100/24,
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2. YU TIVR— K 1~8 DaEEE % 19200bps (23X E L £ 7,
set tty 1-8 baud 19200

3. VIUTNR—=F1~8Dty g T a— & Ctrl-A IZRELET,
set portd tty 1-8 cmdchar 1

[ E]

AIEE T T O TIHHEROREN AL — T v 77 7 A VRFESN TV ET,
TR OFEITIE, A A F4IC NS-2250, LAN1 @ IP 7 K L A|Z 192.168.0.1/24 A3
REINTWET, AKIEEOD Telnet —"BILOKR— FH—D Telnet / —~/LE— K
X, 2 TOXYy NU—I MWL T VB ATEDLLIICTHKESINTWVET,

(L5 A iRf D% )

(c)NS-2250# show config running

set timezone Tokyo

set hostname NS-2250

set ipaddr ethl 192.168.0.1/24

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

create allowhost all service telnetd
create allowhost all service portd telrw all
(c) NS-2250#
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4.8.2 BEY—ERDHRE

ALEE ZRHE LT . Telnet 7 74 7 > b BEARIRIEERICT 7 B AT B AR RRE &

AELE 2 E Y D120 O Y — B A(SNMP = — = h/SNTP
7747 2 METP - —=_D7 7 & AR OBEIZ OV THIT L &

7 747~ MSYSLOG
j‘o

« R— MY EE : XA L2 hE— K(default)

- BERLRT BRI~ DB 7 15 : Telnet / —~/LE— K (default)
« R— b2 — Vi : 72 L (default)

O Nl N = 4 ¥ e : RAM (default)

« R— b v JHEEERE : OFF (default)

- BFER T :SN\MP =— = > |k

SNTP 7 A4 7 > |k
SYSLOG 7 A 7 > b
FTP — DT 7 & AR

[(H#ERE]
SNMP NTP/SYSLOG
masgns || massms | T g
192.168.1.253 192.168.1.252
Telnet/FTPYS A7k AT A
192.168.2.1 EL]J : | U !JE%% {1 H E%i
Ns-2250 | &l 3 s % > w = =

login:

login:

192}168.1.100

192.168.1.254

PoL—#
: : i [T 192.168.2.254

X 4-5 £BY—EADHRT

[EMNERE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set snmp location “Server Room in Tokyo”

set snmp contact “Administrator 03-1234-5678"

set trap 1 manager 192.168. 1. 253 name public

set community 1 name public view ro manager 192.168. 1. 253
enable snmp

enable syslog

set sntp server 192.168.1.252
set sntp polltime 1200

set syslog host 1 192.168.1.252 portlog_facility localO syslog facility locall
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enable sntp
create allowhost 192.168.2.0/24 service ftpd

. AREEEOLFNZ SmartCS,.LAN1 O IP 7 FL A &Ry b~ A 7(2192.168.1.100/24,

T 7 b hb— M2 192.168.1.254 /T L £7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

. AREBEO SNMP =—2 > NEHTELET,

AMEE D SNMP = — = > MM, RESHFTE LT [Server Room in Tokyo] . iE##%
4212 TAdministrator 03-1234-5678] #iXE L F7,
ABEED SNMP = — Y = MZT7T 7 EBATESD SNMP h— "% IP 7 KL &
192.168.1.253, =23 = =7 4 —public. 7 7 & A#% Read Only IZ[RE L £7,
AIEENOXET D SNMP F 7 v 7E, 23 =2=7 (—% public £ LT, SNMP #
—3(192.168.1.253)IC %5 L £ 7,
SNMP =— Y = > FDORELEFEN L7-1% T, enable snmp 2~ K CSNMP =—
MR LET,

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set community 1 name public view ro manager 192.168.1.253

set trap 1 manager 192.168.1.253 name public

enable snmp

. AREHED SYSLOG 7 747 > FEaRELET,

RN—hr 777 U7 ¢ldlocal0, AZEE N H 135 SYSLOG D7 7 U 7 1 % locall
T. SYSLOG #—-3(192.168.1.253)12 %15 L £,
SYSLOG 7 74 7 > h D& E % Ehfi L72% T, enable syslog =~ R C SYSLOG 7
TAT v bEAMILET,

set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall

enable syslog

. ARIEED SNTP 7 74 7 MEREZRE L £7,

NTP #—~3(192.168.1.252)|Z <‘12m)ﬁ**’ﬁ#ﬂ%Fﬁ§éﬁfi@‘
SNTP 7 747 > hOFREZFH L7-#% T, enable sntp =~ NT SNTP #rex
Mz LET,

set sntp server 192.168.1.252

set sntp polltime 1200

enable sntp

CAREEED FTP 4 — "2 HRC L TT 7 B AHIRERE L £7,

192.168.2.0/24 DF v N T =2 b DI, AILED FTP H—/N2T7 7 v 2270 L%
R

enable ftpd

create allowhost 192.168.2.0/24 service ftpd
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4.8.3 R—+OJDEEFRTE

R—hnr2Z% SYSLOG & LTHI 1T %
—NBIUA =T FLRZEET IRE.

IZOWTERH L £ 9,

c R— RN

- BT SR B~ DB T 15
c R— 2 —YEEE
=R e e

- e b SRR RE

« B A DNAH T HERE

XA L7 bEF— F(default)

: Telnet / —~ /L& — K (default)
: 72 L (default)

: RAM (default)

1 ON (SYSLOG/NFS/FTP/ A — V)

: ON

FER, VUTIR— N EIZERES N FTP %
R—=ba A DAY T HLENT LT

(R[]
Mail FTP/SYSLOG/NFS
mangws || wangms | T d
192.168.1.251 192.168.1.252
Telnet/FTPOS ATk A

192.168.2.1

NS-2250 |50 (G0

=0 B

LJE

192168.1.100

> T i=

"

. n“

192.168.1.254

[ 192.168.2.254

B 4-6 R—~OJDIREETE
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[EMNERE]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

set syslog host 1 192.168.1.252 portlog_facility localO syslog facility locall
enable syslog

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate on 0 0 1 * *
enable nfs

set logd tstamp on interval 60
set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co. jp 192.168. 1. 251

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co. jp 192.168. 1. 251
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject “Server Status”

set logd tty 2 mail 1 sender smartcs@example. co. jp

add logd tty 2 mail 2 user2@example.co. jp 192.168. 1. 251
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “Data—-Center Server”

set logd tty 2 mail 2 sender smartcs@example. co. jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1l 192.168.1.252 password
[password A #1]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguser1l 192.168.1.252 password
[password A #1]

add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password AA]

set logd tty 5 nfs on
set logd tty 6 nfs on
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[ERE DFRE}R]

1.

AL D4 BNZSmartCS, LAN1DIPT KL R &Ry b~ A7(2192.168.1.100/24, 7
7 IV hb— h1Z2192.168.1.254 %X E L £9,

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254

AEEEDOSYSLOGY 747 > NaRELET,
RN—=twr 777 U7 1iFlocald, ARIEEN )T HSYSLOGD 7 7V T 1 %locall
T, SYSLOGH—,3(192.168.1.252)IZ 515 L £ 7,
SYSLOGD R E % ki L 7214 T, enable syslog=2~ > R TSYSLOGZ 7 A4 7 b %A
ML ET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

AREEDONFSY 747 2 NERELET,
NFSH#—,313192.168.1.252, NFS#— D~ 7 o h XA |I/mnt/nfslog, NFSH— 32
RFETHr 72 mH 1A ICn—T —Y 3 LET,

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog

set nfs rotateon 00 1 * *

enable nfs

HZA LA THERRZONIZL AR — hr JIZH A LAE T 5600 IR CLIFI L £,
set logd tstamp on interval 60

U TR — F1DOSYSLOGHI /12 ONIZERE L, Bs Xt Ggn D A v —U N1 &
LHEEIZSYSLOGY —NZE G a2 KO ICHEL £ T, 612, A—hr 72 &8
A= IVIRET HDREELITVET,

TREORETIE, 18073 S L < 1ZA— b r /¥4 XDT0%25E L= 5512, Mailth
—3(192.168.1.251) # #&H L CTAR— b 1 7/ Zmgr@example.co.jplZiEfE LE T,
EEINDA—NDOY TV =) FROFEEA—ILVT FLA, R—u 7OREHEZ
THHEREORENKMENE T, A—1LDY 7V =7 MMlidportlog TTY_F 5. %15
FA—)LT F L AT Iportusr@ “AHEEDR A ML” . “G—H L RAAL L | R—Fn
TIEA=NVDRMN 7 7 AV E L TEEINET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

U TR — F20OSYSLOGH /] #ONIZERE L | %*EX]L%?%%W@)‘ vE—=UBRH N EN

LHEIZSYSLOGH —NICEFEIND LI ICRELET, 6T, A—tr 72 EHmIic
A=K ETHRELITVET,

TRIOBETIE, 1800 D L IZAR— ka7 ¥ A XDT0%I25E LI- 412, Mailth

—3(192.168.1.251) % #&H L CAR— b 1 7 %Zuserl@example.co.jp &

user2@example.co.jplZkfE L £,

userl@example.co.jplliE(ET D A —/iL, 7 V=7 % “Server Status” . A—/L

%{E# % smartcs@example.cojpd L £,

user2@example.co.jplZiE(E T D A —/iL, 7 V=7 % “Data-Center Server” .
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A — Vik{E#H % smartcs@example.cojp & L7,
A=t T IA = VORLITHM L TERFE LET,
set logd tty 2 syslog on
set logd tty 2 sendlog mail interval 180 ratio 70
add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251
set logd tty 2 mail 1 type body
set logd tty 2 mail 1 subject "Server Status"
set logd tty 2 mail 1 sender smartcs@example.co.jp
add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251
set logd tty 2 mail 2 type body
set logd tty 2 mail 2 subject "Data-Center Server"
set logd tty 2 mail 2 sender smartcs@example.co.jp

7. 2V 7R — F3OSYSLOGH /1 2 ONIZERE L, BB Sz o A v v —o B sh
LHEEIZSYSLOGHY —/NZE G a2 KO ICHELE T, 612, A—hr 72 e8I
FTPAE T o ELTVET,

TREORE T, 18077 S L IIA— a7 ¥ A XDT70%25E L7=5E12, FIPY
—(192.168.1.252) Dloguser LiIZFTPE(E L £,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 192.168.1.252 password

[password A /J]

8. U T VAR— FDOSYSLOGH 1 ZONIZRRE L, B R Gmo A v — Ui sh
LEIZSYSLOGH — NIZEEEND X OICRELET, S HIT, A— e ZEHIC
FTPAE T o EE1TVET,

TREORETIE, 18077 E L I1IA— b r /¥4 XDT70%25E L725E12, FIPY
—3(192.168.1.252) Dloguserl & loguser2lZ FTPE{E L £ 77,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 192.168.1.252 password

[password A /7]
add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password A /7]
9. YU TIVR— FsLE6DONFSZONIZHE L, Bl REIRDO A v — VR SN D

WINFSH—NITRAFEESND LD ITRE Li’é‘
set logd tty 5 nfs on
set logd tty 6 nfs on



4E /&

RIE

4.8.4 R— OV RERELREFENERE

R— b a7 ORI L RAFR &

R R SROE
+ L G~ B Iy

EEFTHREICODWVTIA L ET,

XA 17 FE— K (default)
: Telnet / —~ /L& — K (default)

cR— b — V3G : 72 L (default)
cR— b SRR : FLASH(AR— Me i KRR EZ A )
« R— b v JHEEERE : OFF (default)
[(FERE]
BEfRxt iR BER R AR
Telnet 547 b L]
192.168.2.1 i
192.168.1.100
192.168.1.254
192.168.2.254
K 4-7 R—FOJREFEEERER=ENDER
[(REBEDETE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set logd output flash

set logd tty 1-4 log on size 500
set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000
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[EXTE DfEER]
1. AREEE DA FIZSmartCS, LANIOIPT RL A &Ry h~ A7 (2192.168.1.100/24, 7
7 A4V hb— K Z2192.168.1.254% % E L7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. A— hue VOREEEZRAMD O FLASHIZAE LE T,
set logd output flash

3. VUTNAR—MEOR— o FORERKREEREZ TROLIITHRELET,

VU TINR—=F 1~4 OFR— b ZORGERE : 500Kbyte
YT IAR— K 5b~8 DFR— a7 DR & : 1IMByte
P TIOR—h 9~12 DR — b J ORFEEE : 1.5MByte
YU TR =k 13~16 DR — b 7 ORGFERE : 2MByte
U TR =k 17T~20 DR — b Z ORGFREE : 2.5MByte
SUTINAR—F 21~24 OR— b1 FORER & : 3MByte
U TR — b 25~28 DR— F o JORIFERE : 4MByte
U TIVR— bk 29~32 DR— b FOREEE : SMByte

set logd tty 1-4 log on size 500

set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000
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4.8.5 R— FOTREFEEDFELELER— FF—N\AZa—DRROHL

N— b a JRFEEOEILE R — =" A =2 —DORREIIET DR EIT OV T L

7,
c R— P — R E : XA L7 hE— K (default)
- EEAR S i as ~ O H 15 : Telnet / —~ /L& — R (default)
cAR— =R A =2 — : OFF
* j— ] :L"—"j_nuu N 7L£ L(default)
« R— b J{REg 7L
c R— b a JisEERE : OFF (default)
(R ]
BERXI RS BERXT R iR
Telnet7 547k AQ 4 N
192.168.2.1 NS-2250 | ﬁm B = g |
P ; L 102.168.1.100
192.168.1.254
i L—4
: [T 192.168.2.254
4-8 R— FOYBREHEDEILEER— FF—N\AZ1—DRFOHLL
LEMNERE]

set hostname SmartCS

set ipaddr eth1l 192.168.1.100/24

create ip route default gateway 192.168.1.254
set portd menu off

set logd output off

['Qid)ﬁ*nﬂ]
1. AEEE O RNZSmartCS, LANIOIPT KL R L Xy b~ A27(2192.168.1.100/24, T
74V hb— 1iZ2192.168.1.254%FE L £7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. B— FH—NRA =2 —OFREIIELE T,

set portd menu off

3. R— b ru /2 OFFIC L £,
set logd output off
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4.8.6 R— b1 —HEER

AN— bz —FHIEEZ ONIZL T, R—br2—VEHIIT 7 EATELL Y TLER— MNERE
THZELIWZEY, SUTAR—F OEXF 2T 4 2EmDLETEICHOWVTHBALET,

c R— M= RERE : X4 L7 hE— K (default)
. ﬁb*ﬁﬁ%% F~OHHGE AL : Telnet / —=</LE— K (default)
— h 2 — VPR3 o)
(7 A 22 7T HERE ON)
O Nl N = 4 ¥ e : RAM (default)
« R— b v JHEEERE : OFF (default)
[#E k]

¢ﬁﬁ%%$ %ﬁﬂ%%%

Telnet7 5472k . o
192.168.2.1 LTJ T e User | Access Port
Ns-2250 [EI D i m—ees | usertt | 112
login: E é ~~~~~~ user02 | 13-24
login: ! 192.168.1.100"., user03 | 25,27,29,31
192.168.1.254

Plo—s
: : : [ 1921682254

B 4-9 HR— k31 —HFREE

[AEEDRE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set portd auth basic

create user user01 group portusr password
[password AA]
create user user02 group portusr password
[password AA]
create user user03 group portusr password
[password A #1]

set user userO1 port 1-12
set user user02 port 13-24

set user user03 port 25,27, 29, 31

set logd tty 1-32 Istamp on
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[EXTE DfEER]
1. AREEE DA FIZSmartCS, LANIOIPT RL A &Ry h~ A7 (2192.168.1.100/24, 7
7 A4V hb— K Z2192.168.1.254% % E L7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. A — ha—H¥FHIEZONIZ L £,
set portd auth basic

3. RN— h 2 —HYFRIETHHF 5 AR — b= —H (user01~user03) z {Epk L 9,
create user user0l group portusr password
[password A /J]
create user user02 group portusr password
[password A /J]
create user user03 group portusr password
[password A /J]

4. R=ba—PR7 7 ATELV IV TAR-FERELET,
userOLiX> VU 7L — hD1-12, user02(L> 'V 7 /LR — hD13-24, user03ix> Y 7 /v
R— b ?25,27,29,311C7 7t A T& HHEMR &R EL 7,
set user user(O1 port 1-12
set user user02 port 13-24
set user user03 port 25,27,29,31

5. VU T AR— F1~32~DR— ha—HFoua (/a7 7w E2R— ko ZICEHT %
OQJA AR T EHEMNZLET,
set logd tty 1-32 lstamp on

create user 2 RTCport 7> a v EZHETH L, 22—V DOIERE U T VR— Ml
[R231 oD a~y RTITAET,
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4.8.7

4-86

SSH /XX J — K (Basic)i2&

Al
A3 EARMARBIEIZ SV C

L £,

FEFNL Telnet 7 A4 7 > FbRRIZLTWET,

e N SR
- B G
+ SSH % — 38

RSB IT

B /A N

: XA T — R (Basic) @G

AL T, SSH 7 74 7 > bxb /82T — F(Basic) 3% iiE CER AT R

K (default)
: Telnet/SSH / —< /L E— K

o 4

* j— ] :L"_“H_uuu . &) D
< AR— b u 7Rk : RAM (default)
« AR— 1 JERIEERE : OFF (default)
« RIEE @ SSH H—N HEEE)]
(&R E]
BERM RS BRI
Telet/SSHYSA 7k A 4 ?
192.168.2.1 . =
NS-2250 | )
T 192.168.1.100
192.168.1.254
IL—4
| 192.168.2.254
/XA —K(Basic)i®i
4-10 SSH /\R 7 — K (Basic):RiE




4E FHERE

[EmMERE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set sshd auth basic
create allowhost all service portd sshrw all

set portd auth basic

create user userO1 group portusr password
[password A #1]

create user user02 group portusr password
[password A 73]

create user user03 group portusr password
[password A 73]

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

enable sshd

create al lowhost all service sshd
set user somebody password
[password A 73]

(B EDfRER]
1. AREEOAFNZSmartCS, LAN1IOIPT KL AL Xy h~A27(2192.168.1.100/24, 7
74V b b— 1i2192.168.1.254% & E L £7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHORBFES A& XA T — R(Basic) @ik E L, £ TOV Y T AR—FDOSSH/ —~
LE—FRIZ, BTORY NT—I T FLANLT 7B ATELEIICRELET,
set sshd auth basic
create allowhost all service portd sshrw all

3. 7~ \— }\:L‘—‘H_uuuﬁ;ngN Liﬁ_o
set portd auth basic

4. R— b2 —VRFETHHT DK — h =—H(user01, user02)ZEmk L £,
create user user01 group portusr password
[password A 77]

create user user02 group portusr password
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[password A 77]
create user user03 group portusr password

[password A 77]

5. R—ha—¥FNR7 7 A TELL VT NAR— FEHRELET,
user01~user03/Z, U 7R — h1~32012T7 7 F AT 5 L O ICHEREZHRTLET,
set user user(O1 port 1-32
set user user02 port 1-32
set user user03 port 1-32

6. SSHY 74 7 v " bBAEBICR 7 A L TE D LI, REBOSSHY — N OREZIT
WET AREBEBOSSHY —NEZHMIL. ETORY hT—7 T RLANLAEEDSSH
Y= NZT 7 BEATEDLIITHELET, KKEIC, REBEIIEFKIATVWD T A
Z—PFDONRAT = REHRELTLIEIN,

enable sshd
create allowhost all service sshd

set user somebody password
[password A /J]

[fH 2]
ARIEE O TG HMRFEORTIL, AEE D Telnet h— LR — FH—RIZE&2TOXR Y FT—
IMBET ZJREATEDLLIICHESINTVET, X2V T 4 2EmOLH7-DIZ, Telnet 7
7B AZHIBRT 55 E812F, FTRioa~y REFTLTIES Y,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd
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4.8.8 SSH *BA#E(Public)z8a

AEEARE LT, SSH 7 54 7 > k76 ABSE(Public) 72 7iF T B xS i

T B IR REREIZOW T L £9,
FEFNL Telnet 7 A4 7 > FbRRIZLTWET,

c R— P — R E : XA L7 hE— K (default)
- BERLRH SR R~ DR T 1 :MMmB%/—vw%—P
* SSH H— 338 . NBHEE (Public) 383

s R— b —V3E B

«R— e ZRAFE : RAM (default)

c IR— b a JHREHERE : OFF (default)

- AHEE D SSH H— 3 )

(#E R ]

W77t

BERMREHR BRI RESR

A A

Telnet/SSHOSA Tk
192.168.2.1 T T

NS-2250 | £ B = =]

login: E E
g _ 192.168.1.100

login:

192.168.1.254

[ i L—A
| 192.168.2.254

.......................................................................

/\F*ﬁﬁ(PUbllc)ﬂh A

4-11  SSH 2FA##(Public)ZR3E

4-89



4-90

[EMERE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth public
create allowhost all service portd sshrw all

set portd auth basic

create user user01 group portusr password
[password A A]

create user user02 group portusr password
[password A 73]

create user user03 group portusr password
[password A A]

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

set user user01 sshkey public ssh-rsa AAAAB3NzaC1lyc2EAAAABIWAAAIEAvSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHoVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17,/6V4 ImbHhOVNJ jnDw730HKpO0gnSZ jOUdqg1JrHXbPrKwd
pac j7okZt | TxWHxPb2xmC8 |u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAvSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17,/6V4 ImbHhOVNJ jnDw730HKpO0gnSZ jOUdqg1JrHXbPrKwd
pacj7okZt I TxWHxPb2xmGC8 |u0= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaC1lyc2EAAAABIWAAAIEAvSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHoVhUbkpdaz
ORIwtN265tPnmoDTHa3CHRzP17/6V4 |mbHhOVNJ jnDw730HKpO0gnSZ jOUdg1JrHXbPrKwd
pac j7okZt | TxWHxPb2xmC8 |u0= abcdef@test

enable sshd

create allowhost all service sshd
set user somebody password
[password A A1]

set user somebody sshkey public ssh-rsa AAAAB3NzaC1lyc2EAAAABIWAAAIEAvS
IcURdW4mvc+F TAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpd
azORIWtN265tPnmoDTHa3CHRzP17/6V4 | mbHhOVNJ jnDw730HKp0gnSZ jOUdg1JrHXbPrK
wdpac j 7okZt | TXWHxPb2xmC8 |u0= abcdef@test




4E FHERE

(B EDfRER]
1. AEEEOLRNZSmartCS, LANIOIPT KL R L Xy b~ A 27(2192.168.1.100/24, T
74V hb— 1i2192.168.1.254% & E L £7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHORGE N KA ABAFE(Publico) B8RRI E L, £ THv I TR — hDSSH/ —~ /L
T—FIZE2TORY hU—=Z T RLANLT 7B ATE LI ICHELET,
set sshd auth public
create allowhost all service portd sshrw all

3. b\]—"_ }\:L ']j-mu\uE;EON Liﬁ_
set portd auth basic

4., R— b2 —PFEIETHHT 5K — k= —F (user01~user03) Z {Epk L £,
create user user0l group portusr password
[password A /J]
create user user02 group portusr password
[password A /J]
create user user03 group portusr password
[password A /J]

5. R—ha—¥NR7 7 A TELHL VT NR—FaRELET,
user01~user03(L, U 7 /LA — h1~32127 7 EATE 5 L) ITHREZRE L ET,
set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

6. N— 2 —WwEIISSHYZ T4 7 > N TYER L= ABE A B & L £7,
set user user0l sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4Amvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCIOGth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdq1 JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265 tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKpOgnSZ jOUdql JrHXbPrKwd
pac j70kZt1TxWHxPb2xmC81u0= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4Amvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVNJ jnDw730HKp0gnSZ jOUdq1 JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

7.8SHZ 547 v b ARER I 7 4 /“C‘%E)otj L ARMEEDOSSHY — OB EZIT
WET, ZIK%IE@SSH%w\%ﬁfJJ L., RKEEOSSHY—NIZE2THOR Y NT—I T
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RUANLT 7 EATEDLLIICRELE T, MR, ALEBEBIIRRSh TSR A
Ya—PONRRAT— FEREL T ZI0,

enable sshd

create allowhost all service sshd

set user somebody password

[password A JJ]

8. A¥L{E D = — Y (somebody)IZSSHZ T A 7 > b CIERR L7- ARG A2 26k L E 77,
set user somebody sshkey public ssh-rsa
AAAAB3NzaClyc2EAAAABIwWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCIOGt
h7RHbVhUbkpdaz
OR9wWtN265tPnmoDTHa3CHRzP17/6V4lmbHhOVNJjnDw730HKpOgnSZj0U
dqlJrHXbPrKwd
pqcj7okZtITx WHxPb2xm C8lu0= abcdef@test

[(f ]
AEEE O TR O E T, ALEE O Telnet h— 3L R — M —NIZ2TOXR Yy hT—
JT RUANET 7 EATELLIICRESNTVET, EX2 VT 4 2EmD LD,
Telnet 7 7 ¥ A ZHIRT 25G121E, T a~vy REETLTIEEN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

SSH 7 74 7 MR TRB#Z AT 5 57k1%, 18 B SSH V5472 hVY T +D
ARG 2L T Ea0,



4E FHERE

4.8.9 R—rtL¥ biEE (R— b —DELY FE—F)DRE

R—brtEL 7 MEEFE— FF—"OEL 7 FE— ROBEIZOWNTHALET,

< AR— MY NERE BV FE—F

« BEALRI S ER ~ DB T 1k : Telnet / —< /L& — K (default)
« R— b2 — Vi HY

O Nl N = 4 ¥ e : RAM (default)

« R— b v JHEEERE : OFF (default)

[#E k]

B R B R

Telnet? 347 b Ah A L
192.168.2.1 NS-2250 | T T

|(:) S y

login:

192.168.1.100

192.168.1.254

i : L—%
[T 192.168.2.254

4-12 R— b+t LY FEEE(R— FY—1DEL Y FE—F)

[EMNERE]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd connect select

set portd auth basic

create user user01 group portusr port 1-32 password
[password A #1]

create user user01 group portusr port 1-32 password
[password AA]

set portd tty 1-32 cmdchar 01

set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2
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4-94

[ERE DFRER]

1.

AIEE D4 AN SmartCS,.LAN1 D IP 7 KL A £ v b~ A7 (2 192.168.1.100/24,
T 7 4L hb— RZ 192.168.1.254 % E L E T,

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254

R—belL 7 MERBZADNILET, RN— b — Ot — F & select IZAH L %
j—O

set portd connect select

A— b2 —HREEE ON IZ L E T,
set portd auth basic

R— h 2 — VI THEH T H AR — b —(user01 & user02) Z{EpL L £ 77,
A= b2 —FIZE ) TAR— b 1~32 D7 7 B AMEERE L ET,
create user user01 group portusr port 1-32 password
[password A 77]
create user user02 group portusr port 1-32 password

[password A 77]

L VU TAR—=F1~32IZR— h Y — R A= a—DPE Tz — N v g L HRE

22— R) & LT Oox01[Ctrl-Al # %8k L £,
set portd tty 1-32 cmdchar 01

BV TINR= MTT IV EBREEK L ET,
set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2



4E KiE:

RE

4.8. 10RADIUS #REDEXTE (EAXREKTE)

KRIGED T YT IVR— MIT 7B AT HR—

AT M= T BB 5 AR 2

R B SR

- BEALR SBERR ~ D1 T 15

- A= ]\:“—‘ﬁ_u}gu
— b a ZRAESE

N
* muniE/TjJ‘?/ }\713 f\:l/l/

XA VT hE—
: Telnet / —~ /L& — R (default)

HY

gru,—l—.

ixX &

k= — % RADIUS 83— Y /RADIUS 7
WZOWTHBALET,

: RAM(default)
: OFF (default)

: RADIUS

K (default)

R— k= —H DA RADIUS F4FE L E37,
(— ﬁm;__qj_ k«lﬂ:%k@.@;»—-& v — L FE)

[(FERE]
RADIUS RADIUS
ESR IR HEES BER T RS H—31 H—/\2
Telnet/SSHHS A7 - ?ﬁ ? — 192.168.1.252  192.168.1.253
192.168.2.1 T T “ ” % L J %
Ns-2250 | ¢ : =] L= o =
login: H H ]
: : i 192.168.1.100
H ogin: H
192.168.1.254
L—%3

192.168.2.254

4-13 RADIUS SEEE#4%8E/RADIUS 7 H o o HERE(E AR RL)
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[EMNERE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password
[password A 73]

set user somebody password
[password A A1]

set portd auth basic

set auth mode radius

set auth radius server 1 addr 192.168.1.252
set auth radius server 1 key password
[—2 Ly bF—AN]

set auth radius server 2 addr 192.168.1.253
set auth radius server 2 key password

(=2 Ly bF—AA]

set acct mode radius

set acct radius server 1 addr 192.168.1.252
set acct radius server 1 key password
[—2 Ly bF—AN]

set acct radius server 2 addr 192.168.1.253
set acct radius server 2 key password

[¥—2 Ly bF—AA]
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4E FHERE

[EXTE DAZER]

1.

AAEE D4 AN SmartCS,.LAN1 D IP 7 R LA L X v b~ A 712 192.168.1.100/24,
T 7 4L hb— RZ 192.168.1.254 % E L E T,

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254

— Y L AEEE o — e — L TREREL £,
— = — Y D somebody & I{EF L —F D root |[Z/NAT— RERELET,
set user somebody password

[password A 7]

set user root password

[password A J7]

‘j_ ]\:l ‘ﬁ_utuuﬁ%ﬁfj L/i‘j_o
set portd auth basic

FAES R ERADIUSFGEY 74 72 NOBREEB W ET,
RADIUSH—-3112192.168.1.252, RADIUSY—/3212192.168.1.253% %Gk L £ 7,
RER— MET 7 4L FO1812FZFIH L £ 77,

set auth mode radius

set auth radius server 1 addr 192.168.1.252

set auth radius server 2 addr 192.168.1.253

5. RADIUS ntuniE? 7/])77/ }‘75‘*”%?5 —7 %% }\ﬂf- %%%biﬁ—

6.

RADIUS FRGET — NICEGK LT —27 Ly P —%REL T I,
set auth radius server 1 key password
[>—27 Ly h&F—AJ]]
set auth radius server 2 key password

(=7 Ly bF—AT]]

THhH7 FHFRERADIUST AU b FGA4 T hOREXZITWVET,
RADIUSH—,31[{2192.168.1.252. RADIUSH—,32(2192.168.1.253% & &k L 9,
THT RAR—=MEITFT 740 bD1813FZFIA L E7,

set acct mode radius
set acct radius server 1 addr 192.168.1.252
set acct radius server 2 addr 192.168.1.253

T.RADIUS 7 h U b7 AT FRMMT v —7 Ly FR—2 Bk L £7,

RADIUS 77 > b Y —NZBGE LTZv—7 Ly FXF—2REL T EEN,
set acct radius server 1 key password
[v—7 by FF—AS]
set acct radius server 2 key password

[v—27 Ly FhF%—AJ]]
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[RADIUS H—/\AlDE&FE]

RADIUS =D a—HEHT 7 A VIR ETHT MY B a— Milz#E L E7,
AIEENFRIETE D RADIUS = —V 4 O K UFREIL 64 LFTY,

# R"— k1 —H (user01)
user01 Password = “user01”,

# R— k21— (user02)
user02 Password = “user02”,

B AEEIIZIELET Y Ea— kD9 b User-Name & Filter-Id D & fiFR L £ 17,
LERST, LTFOLESR T N Ea— N ChERETAZENTEXET,

# R— ka—4 (user01)

user01 Password = “user01”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600

#t R— k—+ (user02)

user02 Password = “user02”,
Service-Type = Login,
Login-Service = Telnet,

7T RUEa2— FOFEMIE (48 C 7 RJYEa2—FERADISEREE " 7HD Y bH—/\EE
il ZZHL TS0,

22— TN —T %A X/ D create auth access_group 2~ KI5 L Nset auth radius
server {root | normal | portusr } filter id_head =~ FEAIMEEICRE L TV RWEES
IX. set auth radius def user =~ ROREMIZHE > T —F OGN THOINLE T,
set auth radius def_user =~ RBEHE SN TWARWEEITL, RADIUS ik — /YT
SEENTca—HF DI 2= N —TE/E TV —F iR — ha—F L L“CTXZL\
ETOVYTIVE—NMIT 7 BATE DHERZ 45 L F7, set auth radius def_user none
ERESNTVWDEIERIT, ZY2—VOT 7R FEGINET,

— R — P EEEEE L — % RADIUS i8GEV— R TREET D60, A"— b —H|Z
JRALZHAT LYY TNAR— NERET DAL, RX—T LD 4.8.11 RADIUS 5%3\
SE#8BE/RADIUS 7o > MHEBEDERTE (IGFAERE 1:filter_id_head) ] & 74.8.12 RADIUS
FREEHERE/RADIUS 7 A0 Y MEBREDERE SARE 2. 7V R TIL—E U THEE) | 22
LTL7EEN,




4E FHERE

4.8.11 RADIUS HREDERTE (& FERTE 1: filter_id_head)

AAEEIZT 78 AF H2—W % RADIUS FFEY—/YRADIUS 7 7 & b #— 3Tt
BET DRECOVTHA L ET,

Z OB TIE RADIUS RBEEY — N T2 —HREEZITV, FBAET— "0 LB ESNTL %
Filter-Id 7 h U Bz — MEIC X » TG — VR EEEH 2 — /o —V/FK— =2 —
FONTNNTHLINERETIHEICOVTCR#HLET, N—bh2—FHIT /AT
XAV TNAR—IDNEETEBEAEWIZIE, userl (X2 7R — bk 1~10 12, user2
XU TR — |k 20~30 127 7 B AR ONCARHEEIT O MM TT, HxDOR— b=
—HFDO Y TR — hOT 7 AHENE RADIUS F83E)— Ml T Filter-Id 7 b U B2 — k
BELTRELET,

s A= R RERE : XA L7 hE— K (default)

- SR SR g~ DB H 1E : Telnet / —~ /L& — R (default)
— b 2 — P3G B
— b a ZRAESE : RAM (default)

< RN— kv JER AR RE : OFF (default)

CEGE/ T AU e han : RADIUS

T _RTCO—H % RADIUS 23F L F 3,
Y TIVIR— NOT 7 & AFENL RADIUS FREEY— 3

THRELET,
=P T N—TPRR{FECE N —F I T 7R %
HEELET,
[(FERE]
RADIUS RADIUS
BRIt R MR BRIt R AR H—/\1 H—/\2
Telnet/SSHAS AP A — A 192.168.1.252  192.168.1.253
192.168.2.1 T | % J E
NS-2250 |“] ) H = ‘ - Al |
login: H H -
: -~ { 192.168.1.100

192.168.1.254

i ] L—4
[ 7 1921682254

4-14 RADIUS 25 #E/RADIUS 7 A1 > M H&RE(filter_id_head)
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[EMNERE]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set
set

set
set
set
set

auth
auth

auth
auth
auth
auth

mode radius
radius retry 5

radius server 1
radius server 1
radius server 1
radius server 1

[—Y Ly bE—AA]
set auth radius server 1

set
set

set
set
set
set

auth
auth

auth
auth
auth
auth

radius server 1
radius server 1

radius server
radius server
radius server
radius server

[—Y Ly bE—AA]
set auth radius server 2

set
set
set

set
set

set
set
set
set

auth
auth
auth

acct
acct

acct
acct
acct
acct

radius server 2
radius server 2
radius def_user

mode radius
radius retry 5

radius server 1
radius server 1
radius server 1
radius server 1

[¥—2 Ly bF—AA]

set acct radius server
set acct radius server
set acct radius server
set acct radius server

[—o Ly bF—AA]

addr 192.168. 1. 252
port 1645

timeout 10

key password

portusr filter_id_head NS-2250_PORT
normal filter_id_head NS-2250_NORMAL
root filter_id_head NS-2250_ROOT

addr 192.168.1.253
port 1645

timeout 10

key password

portusr filter_id_head NS-2250_PORT
normal filter_id_head NS-2250_NORMAL
root filter_id_head NS-2250_ROOT
none

addr 192.168.1.252
port 1646

timeout 10

key password

addr 192.168.1.253
port 1646

timeout 10

key password




4E FHERE

[EXTE DfEER]
1. REEOLFNZ SmartCS.LAN1DIP 7 KL A LRy b~ R&712192.168.1.100/24,
T 7 4L hb— RZ 192.168.1.254 % E L E T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. ]\:l ‘ﬁ_wou‘-E%—fﬁfjJ L/i‘j_o
set portd auth basic

3. WAEAF A ERADIUSHGEY 74 7> FOEREEITWVET,
RADIUSH —/3112192.168.1.252, RADIUSH —/32{2192.168.1.253% &4k L £79°,
FREAR— MZIX16456F AR E L T,
set auth mode radius
set auth radius server 1 addr 192.168. 1.252
set auth radius server 2 addr 192.168.1.253
set auth radius server 1 port 1645
set auth radius server 2 port 1645

4. RADIUS wnft? FAT U NTCRHHTH—27 Ly hE—E2BEBLET,
RADIUS #BFEV— N8k L2 —27 Ly PF—ZHE L TLEE,
set auth radius server 1 key password
[>—27 Ly h&F—AJ]]
set auth radius server 2 key password

[v—27 Ly FhF%—AJ]]

5. RADIUSFGEY 7 A 7> hD U b T AEERZ A L7 7 MEZRELET,
UrI7AEHE 5B, A4 L7 0 MiEZ 10 FICHRELET,

set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

6. L —VEEEH D~V 2T 272D 02— VA1 2B L £7, RADIUS &
SEY— 3B S A Filter-ID 7 b U B 2 — FOSEEA TS 23 NS-2250 NORMAL
72 HIE— = — NS-2250_ROOT 72 o (FEEE B H = —H L§kBIT 5 L 912 set auth

=L

radius normal/set auth radius root =~ RZRTELET .
set auth radius server 1 normal filter_id_head NS-2250_NORMAL
set auth radius server 1 root filter_id_head NS-2250_ROOT
set auth radius server 2 normal filter_id_head NS-2250_NORMAL
2

set auth radius server 2 root filter_ id_head NS-2250_ROOT
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7. R"— b2 —HEHAT 572002 —FHH 7258k LE T, RADIUSFRGEY — 35
HEH S UDFilter-ID7 b Y B =2 — hOJEFESCTH23NS-2250_PORT 2 51X A — k=

— I Li%kB1d 2 X 5 iZset auth radius server portusr=2~ > K& /E L E T,
set auth radius server 1 portusr filter_id_head NS—2250_PORT
set auth radius server 2 portusr filter_id_head NS—2250_PORT

77?%%%T¢5y97wﬁ—buum@%ﬁ—bn—%_ﬂiﬁé E
RADIUS #BFEY— Mo Filter-ID 7 kU B2 — %1@c:”NS-2250_P0RT1-16,24”k
i LE T, NS-2250_PORT D KX 5 IZ&HEZDORLEN LWGH, AEEITTXTOY
UTNR—=FIT 7B ATEDHEREMNG LET,

8. A—Y I N—FNHETE RV —YFDT 7 A FEEAFRELET,
=TT N—TPNEE TE WA Filter-ID 7 b U B = — b2 RADIUS Z2EE Y — 8
MM SN2 NWEASC, Filter-ID 7 F Y B o — MERAEE TR T2V T7 4 —
<~y FOEAN. FD—YFDT 72 ANHEL I 5 X 9 IZ, set auth radius def_user
avy REFEITLET,

set auth radius def_user none

9. 7 " FRXERADIUS 7 ATV b7 TG4 T NORELEITVET,
RADIUS #—,3112 192.168.1.252, RADIUS #—/3 22 192.168.1.253 =& & L F
7
T RAR—MIIX 1646 HEEHTEL T,

set acct mode radius

set acct radius server 1 addr 192.168.1.252
set acct radius server 2 addr 192.168.1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10.RADIUS 7V > b2 FA4 T FTHT Ly —27 Ly hF—2REKLET,
RADIUS 7 A7 v b Y — NZBER LT — 27 Ly FF—EAREL T ZIN,

set acct radius server 1 key password
[—27 Ly h&x—AJ1]
set acct radius server 2 key password

[v—27 Ly Fh%—AJ]]

[ E]

RIS E I AIEE N D 1 — B L FF-RADIUS FREEDNESE T — VR IT WV E T,

— = — %% RADIUS §8RET 25418, AREENIZEEZINLTWD it —F ZHIkRT 5
2n. b U<, RADIUS H— NCBGE LR AT — RERARDNRAT— REBELTL Y
SV, R —FONRRAT — FRBFE SN TOARNEASIL, SAT— R 2 —rF—%
AND T TAREED T — D NVBIETHRI L A VR AREE D FTOTIEHEREL S
|
BEEI—FTORZ A 2R su 2~ FETHEEG AT, RADIUS 4 —/ 088k L
TSR — R E B AAT — RREBEMa—PICREL TSN, L, BEE
o — P (root) T —t=—H L B VHIRT 5 Z LIXTEEHA,



4E FHERE

[RADIUS H—/\AlDE&FE]

RADIUS muniE"j_"_/\@:L"—qj- 7 7’(/1/ LE&ETE)T }‘ ) B a— }\{ﬁj%uaﬁ Lij—
AZEE MDFRRET X % RADIUS = —H4 O KT K1 64 X7 T,

t R— r1—HDEK

portuser01 Password = “portuser01”,
Filter-1d = “NS-2250_PORT1-16" ,

B 12U TFIR—FA-16)IZF7 VA TTRE

portuser02 Password = “portuser02”,
Filter-Id = “NS-2250_PORT5-9, 20, 24"
# 1) 7ILAR— (59,20, 24) 12759 = XE[RE

portuser03 Password = “portuser03”,
# 1TCDBEE. REBEDHTEM set auth radius def_user none THY . HhD.
# J-—'U:E/?M‘ﬁfmféﬁb\@f‘ CDA—FDOT7IERIFEEFEENET,

b —a—Y0EF

somebody Password = “network”,
Filter-Id “NS-2250_NORMAL”

abc01 Password = “abcdef”,
Filter-1d = “NS-2250_NORMAL”

t EBEEI—YDERE

root Password = “admin”,
Filter-Id = “NS-2250 R0OOT” ,
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B AEERIIZELZT P Ea— h®D 5 5 Username X° Filter-Id O A% iR L £ 77,
LERST, LTFOLESR T N Ea— N ChLERETAZENTEXET,

# R—ha1—H 0K

portuser01 Password = “portuser01”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-1d = “NS-2250_PORT1-16"
# 12UF7NIR—b0-16)IZT7 I XMTHE

portuser02 Password = “portuser02”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-1d = “NS-2250_PORT5-9, 20, 24”
Filter-1d = “access. include. filter-A”"
# 1T 7IILAR—F(5-9,20,24) 127 9 & X ATHRE

portuser03 Password = “portuser03”,
Idle-Timeout = 600
t 1 CEEe. REBDORTEN set auth radius def_user none THY. MO,
t A—YREINEBETETLLDT, 2OI—HDT7I/ERIFEEFESINET,

# —a—vEE

somebody Password = “network”,
Service-Type = Login,
Login-Service = Telnet,
Filter-Id = “NS-2250_NORMAL”

abc01 Password = “abcdef”,
Service-Type = Login,
Login-Service = Telnet,
Filter-Id = “NS-2250_NORMAL”

t HEEETEHI—HDEHE
root Password = “admin”,

Filter-Id = “NS-2250_R0OOT” ,
Idle-Timeout = 600

T rIEa2— FOFEME (48C 7 rRUEaL—FERAIUSERIE "7THD Y b —/\E
Bl 2B LT EE,

Ka
it




4E FHERE

4.8.12RADIUS HEEDRE(CRARE 2 : 7 AT IL—E 2 JHEE)

RIEEFIZT 77 A9 52— % RADIUS 8FEY—/NRADIUS 74 7 > b — NT—xE
BT B EICHOWTHHALET,

Z OB TIZRADIUS # HE#—/\TJ PERGEEI TV FRAE T — 3 Bk 5T < 5 Filter-1d
7 hIbEa—MEZEST, EY=2—VFRFET LT 7 BAZ LV —7 BIO, HEEEH
2=/ —HF/R— h2—=FONTNERET HRTEIC OV Cidk L E T,
R—=h2—=YNRT A TE 52U TR~ b SmartCS 2572 5 856 21X, userl
NT 7 vAT&ELHLY T/UR— ML, SmartCS1 TiE 1~10, SmartCS2 Tl 15~20 73
ENCARREZATH LER T, ZOHETIEIR— b a2—VFDOT 7 AITN—TTL DY
TIVIR— DT 7 AMEIIARIEEIZHRELET,

s A= R RERE : XA L7 hE— K (default)

- SR SR g~ DB H 1E : Telnet / —~ /L& — R (default)
— b 2 — P3G B
— b a ZRAESE : RAM (default)

< RN— kv JER AR RE : OFF (default)

CEGE/ T AU e han : RADIUS

T _RTC O —H % RADIUS FBAE L 9,
R—hra2—HFDOT I BRI N—TTL DY T IR
— hOT VB AMIIARLEEICRE L T,

A=W N —TNRETE RN —F LT 7 x %

HEELET,
(BRI
RADIUS RADIUS
BEIRRT R BEIRXI AR H—/\1 H—/\2
Telnet/SSHZS ATk /;\ — /? — 192.168.1.252  192.168.1.253
192.168.2.1 T T l I ‘ j
i ‘j‘ o) ¥ T :,4\‘,;:',3‘;4_»4 ‘ y _-E_-’ E ‘)-_'_‘:.f g

NS-2250 |
login:

: 192.168.1.100 |

login:

192.168.1.254

[ i ] : L—4
[T 1921682254

4-15 RADIUS F2EE#RE/RADIUS 7 h o v MERE(T VR T IL—E L Y)
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[EMNERE]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set
set

set
set
set
set

auth
auth

auth
auth
auth
auth

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[¥—2 Ly bF—AA]

set
set
set
set

auth
auth
auth
auth

radius server
radius server
radius server
radius server

[¥—2 Ly bF—AA]

create auth access_group

create auth access_group

create auth access_group

create auth access_group
set auth radius def_user

set
set

set
set
set
set

acct
acct

acct
acct
acct
acct

mode radius
radius retry 5
radius server
radius server
radius server

radius server

[¥—2 Ly bF—AA]

set
set
set
set

acct
acct
acct
acct

radius server
radius server
radius server
radius server

[—2 Ly bF—AA]

addr 192.168. 1. 252
port 1645

timeout 10

key password

addr 192.168. 1. 253
port 1645

timeout 10

key password

root radius filter_id admin_grp

normal radius filter_id normal_grp
portusr port 1-16,24 radius filter_id grpl
portusr port 20-32 radius filter_id grp2
none

addr 192.168. 1. 252
port 1646

timeout 10

key password

addr 192.168.1.253
port 1646

timeout 10

key password




4E FHERE

[ 5 E DfiEER]
. AREEBEDOLENZ SmartCS.LAN1DIP7 FL AL Xy h~A7{Z2192.168.1.100/24,
T 7 4V hb— FZ 192.168.1.254 Z#%E LT,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. 71_\9"_‘ ]‘ wuuﬂi%ﬁ)‘ﬁ Lij‘o

set portd auth basic

3. WFEHFAERADIUSTRGEY 94 7 NOEREEZITWVET,
RADIUSH —3112192.168.1.252, RADIUSH —/32(2192.168.1.253 % %6k L £,
FREEAR— MTIX16456F AR ELE T,
set auth mode radius
set auth radius server 1 addr 192.168.1.252
set auth radius server 2 addr 192.168.1.253
set auth radius server 1 port 1645
set auth radius server 2 port 1645

4. RADIUSFRFEY 947 P THIHT > —2 Ly bE—% B8 L E T,
RADIUS FRGET — NICEGK LT —27 Ly P —%REL T,
set auth radius server 1 key password
[—7 Ly hF—AT]]
set auth radius server 2 key password

(=27 by bF—AT]]

5. RADIUSFGEY ZA4 7 > FD Y b T AEERLH A LT U MEZHRELET,
UbrZAEE%Zb5R, A4 L5770 MiEZ 10 FIIRELET,

set auth radius retry b5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

6. W —VIEEEH -V EZWANT L7007 VAT NV—T %58k L E T, create
auth access_group =~ R T, RADIUS #FFiEH— "\ HiB% X5 Filter-ID 7 R U
= — MHAZS normal_grp 72 61X — = —, admin_grp 72 O (XHEEE = — P L3k
T DEomELET .

create auth access_group normal radius filter_id normal_grp
create auth access_group root radius filter_id admin_grp

7. R— b a2—FEBT H7-DDT 7 & A 7“/I/~7°%’:>1“§%Li?o
create auth access_group =< > KT, RADIUS ZFEV— ) 5@ %0 X315 Filter-ID
7 U B a— MED grpl 25 EAR— hx—HF LA L, >V 7R — h1-16,24)~D
T RAEFHATHEICRELET, RIS, 77827V —=Tgrp2 61X, >V
TR — F20-32)~DT 7B A% AT HLIICHELET,
create auth access_group portusr port 1-16,24 radius filter_id grpl
create auth access_group portusr port 20-32 radius filter_id grp2
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8 TV RAITN—TPFFETE RN —F ORI ZRE L ET,
T IR AT NN—TREEETE WS (Filter-ID 7 F U B = — F2% RADIUS G8GEH
— NI LIBEH I N WEGAER, Filter-ID 7 R Y B2 — FOXF 5 & SmartCS (25 &k
SNTZT 7 BATN—=T R =B LRWNER) ZZ02—FOT 7 AR EGSND K
512, set auth radius def_user =~ R&ZFEITLET,

set auth radius def_user none

9. 7T b HFXERADIUS 7 AU U b T4 T FOREEITWVET,
RADIUS —,31 12 192.168.1.252, RADIUS —/X 22 192.168.1.253 Z & &k L F
T, Ty bAR— ML 1646 FAHELE T,

set acct mode radius

set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168.1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10.RADIUS 7AW U v N7 AT NCRIFIT A —7 Ly EF—% 48k L ET,
RADIUS 7 U v F =N LT —7 Ly PR —Z2REL T I,
set acct radius server 1 key password
[>—2 Ly F%—AT]]
set acct radius server 2 key password

[v—27 Ly FhF%—AJ]]

[(HHE]

ARIEREIAIERE N O v — 1 LEHFF>RADIUS #EFDNESE T — PRI EZ TV E T,
—ft=— % RADIUS RiET 2% A 13, REENIZBREIN TV D K —FEHIBRT 5
2, b U<, RADIUS —RICBER LIS A T — RERRHRAT— RERELTL
JV, =T ONRRT — RRBEEIN T RWEGERIE, RAT =R X —rF—%
ANDTE T TAREBEO T —INGEIETHAL L 7 A URAREL 2D T OTIEEL S
AN

EEEHL—FTor T A 00 su 2~ RETRES R TY, RADIUS — N28Gk L
ToNAT— REBRDNRAT — REHEEH—PFIZREL TLEEN, 2L, EHEE
o —F(root) T —rx—H L BARVHIRT HZ LIXTETEREA,



4E FHERE

[RADIUS H—/\AlDE&FE]
RADIUS BtV — "D —WERT 7 A VICRET D7 M) B a— MilZzii#E L ET,
ALHE DSFERET &  RADIUS = —H4 O KIF R 64 LT,

t R— r1—HDEK

portuser01 Password = “portuser01”,
Filter-1d = “grp1” ,
# 1) 7ILAR—+(1-16,24) IZ7 2 X AR

portuser02 Password = “portuser02”,
Filter-Id = “grp2” ,
# 12U TILER—F(20-32) (279 XATHE

portuser03 Password = “portuser03”,

t 1 CDBE. REBDHRTEAN set auth radius def_user none THY . HhD.
I A—YREAIPEETETLHLDT. COLI—HOT7IrERXIFEFTEINET,

b —a—Y0EF

somebody Password = “network”,
Filter-1d = “normal_grp” ,

abc01 Password = “abcdef”,

Filter-Id = “normal_grp” ,

t EBEEI—YOEE

root Password = “root”,
Filter-1d = “admin_grp” ,

manager1 Password = “manager1”,
Filter-Id “admin_grp” ,

suzuki Password = “suzuki”,
Filter-1d = “admin_grp” ,

7 R Ea— FOFEMIE F8C 7R Ea2—FERADIUSEREE 7 Hh oY Y —/NERE
il ZZH LTSN,
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4.8. 13 TACACS+H#REM R TE (R ARKTE)

KRIEEDO ) T NVR— MMZT 78 AT 5K — ha—%% TACACS+H—T—rEHT 5
AR EIZ OV THA L ET,

c A= MY NERE : XA L7 hE— F(default)
- SR SR g~ DB H 1E : Telnet / —~ /L& — R (default)
« R— b —PERE o)
— ~a RIS : RAM(default)
< R— kv JERERE : OFF (default)
CREE/ T T R kA : TACACS+

R b 2= DI TACACSHBFE L £7,
(— ﬁmj___qj_ k«lﬂ:%k@.@;»—-& jm»—ﬁﬂ/pmﬁ)

[(FERE]
TACACS+ TACACS+
BEfRxt R MR Rt R H—\1 H—/\2
Telnet/SSHHSAF - A A 1921681252  192.168.1.253
192.168.2.1 T T [ J L J
NS-2250 [ 622 . | S EILFIE

login:

tat) (o = T, e S
login: . .
: { 192.168.1.100

192.168.1.254

] N -
[ 1 1921682254

4-16 TACACS+HRE(EARER)
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[REEDFRE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password
[password A 73]

set user somebody password
[password A A1]

set portd auth basic

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 key password
[—9 Ly bF—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 key password

[¥—2 Ly bx—AA]

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 key password
[—o Ly FF—AN]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 key password
[—P Ly FF—AN]
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[FRE DARER]
1. AEEDOAAN SmartCS,.LAN1I D IP 7 FL A LRy b~ A 7|2 192.168.1.100/24,

T 7 4L hb— RZ 192.168.1.254 % E L E T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

LR EAE P — I — UL TRRREL £,

—f = — % D somebody & EHEEEILZ—HF D root IZ/NNAT— RERELET,
set user somebody password
[password A 7]

set user root password

[password A J7]

LR b PREE AN LET,

set portd auth basic

. TACACS+DFFEAKREZRE L E T,

PUFIE TACACS —-31 12 192.168.1.252, TACACS+H—,3 212 192.168.1.253 %
BT 256 0FITT,
=7 Ly bF =X TACACS+H — IR LT-F —2WE L T E IV,

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252

set auth tacacs server 1 key password

[>—27 Ly h&F—AJ]]

set auth tacacs server 2 addr 192.168.1.253

set auth tacacs server 2 key password

(=7 Ly bF—AT]]

. TACACS+D7T v v b aRELET,

PITFIE TACACS+HY—,31 (2 192.168.1.252, TACACS+H—,3 212 192.168.1.253 %
BT DYa OFITY,
=7 Ly bF =T TACACS+H — N ZHEK L7oF—Z2REL T E S,

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252

set acct tacacs server 1 key password

[—7 Ly hF—AT]]

set acct tacacs server 2 addr 192.168.1.253

set acct tacacs server 2 key password

[v—27 Ly FhF%—AJ]]



4E FHERE

[TACACS+H—/\ D 5% 7E ]

LU Fix SHRUBERRY networks, inc.® Free TACACS+H — R OREF(2—FEFKT 7 1
JCHRETHT P E=a— MDEZH LE T,

AIEE L, TACACS+D 2 —PFEIAEN ALY L7412, service=smartcs &\ 97 +J B2 —
h % TACACS+H— NTEE L TEAREITWET, UL FOREIX. TACACS+H— \fHlT
ILservice 7 NV Ea—haF vy 78TIC, ID XA T—=REZHEHLTWIUT, 77
YT AZHATHHRETT, ZOREHIEL TACACS+Y — N Za2—PHEH 2R T L TEBY £
FADT, REEDT 7 /L F DR E(set auth tacacs def_user portuser)iZ L v, FHIFL
Fra—PER— ba—H e LTHbnET,

AIEENFEIETE D TACACS+2— V4 DI KL TR 64 LFT,

accounting file = /var/log/tac_plus. acct

# AR— k—+F (user01)

user = user01
default service = permit
login = cleartext “user01”

#t R— k—+ (user02)

user = user02
default service = permit
login = cleartext “user02”

service 7 MU B o — NMEICHEBICEET D7 M) Ea— R EEORT ZFHTETIUL, i
REBEZEHLTHTH, O EDO2—PERTEHRT LI ENTEET,
AEEEIGRTT B U Ea— M OB TIE grp=port)i3dH 52> COARBEEIZCERESINTND
MENHY ET, BRI TWRWT N Ea— M REEDNZE LSS, ZIELET
M) Ea— MIEREINET,

# AR— k—+F (user01)
user = user01
login = cleartext “user01”
service = smartcs {
grp = port

}
service = PPP {
grp = abc

TACACSH+V— MU TIZHEH DT b B a— hEEBEITKT Z &L AEETT,

7272 L. SHRUBERRY networks, inc.® Free TACACS+H— Ni%, ¥ oE—7 U v
a— MMEIRTZ LI TEEFAOTIERL LS, #EOT M) B a— F2iRTHE
X, FREDBIO X HIZEHE DT Y B a— MMgrp/attrl/attr2 %) 2 AL L TR LT X
VY,
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# R— k21— (user02)
login = cleartext “user02”
service = smartcs |

grp = port
attr1 = def
attr2 = xyz

22— TN —T %8 X5 create auth access_group 2~ K& AREEITHRE L TV
WIETE, set auth tacacs def_user =~ > RO EEIZNE > T2 —H OFERFELEL T O
9, set auth tacacs def_user 2~ FDFE STV RWE AL, TACACS+H— T
ANz —FD oL, 22— I N —TEFETCE V2 —YFER— ha—HF L L TH
W, BTCOVY TR —NMIT 7 EATE HMERZMAGLET, ZORED normal OF;
BlFE2—F 7NN —TNRETE R na—F &2 — =2 —% & L THV, none ODEEITITF%
Ya—PDT 7 2AEHELLET,

o — Y EE I — Y & TACACS+Y — A THAT 5 /AL, R—ha—Hic7 s ¢
AR L) TR = FeRET 25 A1, =V LIED [4.8.14  TACACS+H#RE
BE] L TESV,




4E FHERE

4.8 1ATACACS+EEEDHRE(SHARE : 7V RV IL—E U t4#E)
RIEEZT 7 AT DH2—Y% TACACS+Y — T BT LR EICHOWTIA L ET,

ZOFITIE TACACS+H — T2 —HFEAEE 1TV, TACACS+H— "InH k6T 57
M) Ea—hfEORTIZE T, Y 2—FRFETHT 7 A N — TSRS —
Pl— 2 —HF/R— h 22— BLOFR— b2 —HF DY T IR — b ~DT 7 & AEERTE
THRTEICOW TR L E T,

R—bha2—VFNT 7 RATELL Y TR — b2 SmartCS 2 B 72 534 (W 213, userl
NT 7 vAT&ELHLY T/UR— ML, SmartCS1 TiE 1~10, SmartCS2 Tl 15~20 73
ENCARREZATH LER T, ZOHETIEIR— b a2—VFDOT 7 AITN—TTL DY
TIVIR— NDT 72 AEITREEICRELE T,

c R— bR E : X4 L7 hE— K (default)

- EEAR S i as ~ O H 15 : Telnet / —~ /L& — R (default)
c R— b —PERE : B

cR— b a SRR : RAM(default)

< IR— b o ZR AR RE : OFF (default)

CFREE/TH T R a hajl : TACACS+

T R_RTCO2—H % TACACSHBFEL £ 97,
R—=bh2—HVDOT7 7 BRI N—FTLDT U TR
— hDOT I AMEIIAEEICHRT L ET,

A=W N —TNRETE RN —F LT 7 x %

HEELET,
(BRI
TACACS+ TACACS+
Bt AR BERRI R H+—\1 H—/\2
Telnet/SSHHS A7 - A A — 192.168.1.252  192.168.1.253

192.168.2.1 T

NS-2250 |;ﬁ =Y
Iofin: 7: —

login:

1O

T
n
T

{ 192.168.1.100

192.168.1.254

IL—4
[T 1921682254

X 4-17 TACACS+RE(7 7 R T IL—E %)
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[EMNERE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode tacacs

set auth su_cmd username admin

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 timeout 10

set auth tacacs server 1 key password
[—J Ly bx—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 timeout 10

set auth tacacs server 2 key password
[—O Ly bx—AN]

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 timeout 10

set acct tacacs server 1 key password
[—O Ly bx—AN]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 timeout 10

set acct tacacs server
[—o Ly FEx—AN]

key password

root tacacs attr grp val admin_grp

normal tacacs attr grp val normal_grp
portusr port 1-16,24 tacacs attr grp val grpl
portusr port 20-32 tacacs attr grp val grp2
none

create auth access_group
create auth access_group
create auth access_group
create auth access_group
set auth tacacs def_user
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[EXTE DfEER]
1. AEEOLFHNZ SmartCS.LAN1DIP 7 RL A &Ry h~A7IZ
T 7 4V hb— FZ 192.168.1.254 Z#%E LT,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

192.168.1.100/24,

2. R— b —VRFEE B L ET,

set portd auth basic

3. TACACS+DFRAL/ AR ZHRE L £,
LUFIX TACACS+H—,3 112 192.168.1.252, TACACS+H—/32 [
BT 25500 T, A L7 T MI1I0BICRELET,

192.168.1.253 %

=27 Ly bF—Z TACACSH+ I — NITBER L 72 F —2REL T IZENY,

EE 2 — BB T D su 2~ FEITRHIX

P—NIZFRREL £7,
set auth mode tacacs
set auth tacacs server 1
set auth tacacs server 1
set auth tacacs server 1
[—7 Ly hF—AT]]
set auth tacacs server 2
set auth tacacs server 2
set auth tacacs server 2
[>—27 Ly h&F—AJ]]

set auth su_cmd username

4. TACACS+DT 710 v bz iiE LE$, TACACS+H—31
192.168.1.253 ¥k L £ J, ¥ ATV ML 108

H—rN 2z

. root T/ < admin T TACACS+

addr 192. 168. 1. 252
timeout 10
key password

addr 192. 168. 1. 253
timeout 10
key password

admin

12192.168.1.252. TACACS+
WIZERELET,

=7 Ly b F =X TACACS+H — NITHEF LI-F —2REL T ZE 0,

set acct mode tacacs

set acct tacacs server 1
set acct tacacs server 1
set acct tacacs server 1
[—7 Ly hF—AT]]
set acct tacacs server 2
set acct tacacs server 2

set acct tacacs server 2

(=27 Ly bF—AT]]

addr 192.168. 1. 252
timeout 10
key password

addr 192. 168. 1. 253
timeout 10
key password

5, — R —VIEEER - 2T DT VAT N—T R L FET,

create auth access_group 2~ > KT, TACACS+H— 3

LM SNLT P Ea—

MMz OB TIX grp)@ﬁi)‘i normal_grp 72 5 X —f=—3, admin_grp 72 5 X EE T

A=W LERIT DL IR

create auth access_group
create auth access_group

RE LET, attr 1T
ET DIEORT X EEHE PMEE

ETHT MY Ea— 5N val
IRDHIENTEET,

normal tacacs attr grp val normal_grp

[hei=

root tacacs attr grp val admin_grp
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6. A"— F2—FEHHTDT-ODOT 7R ITNV—T B8 LET,
create auth access_group 2 <> R T, TACACS+H— "Ll Ens7 b B a—
MZ OFITIXgrp) DN grpl 72 HIEAR— b —HF LB L. vV 7ILR— h(1-16,24)
DT VR AETATHEIICRE LET, FERIC, grp2 72 1, >V 7 LR — 20-32)
DT VX AEFATHEIICHELET, attr IZIHET DT b Ea— FOAHTR
LN val ICHRET DIEDO T I TEEEHEDMERICRO DL ENTEET,
create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2

7. TV RATN—TDRETE RV — P OFGHLHE 2 E L E T,
TIRATN=TPRETERNGS (ZOREFTIX grp 7 M Ea— B S
N WGESC, grp 7 h U B2 — h O create auth access_group 2~ K TR/
LifEe —H LRWGE) 202 —FDT7 7B AEESRLET,

set auth tacacs def_user none

[## 2]

ARIEENIARIEEN O 17— T VEEFE>TACACSHEFEDIAE T — PRI LTV E T,
—f—H & TACACSHRIET 25 E1E, AELEBRNITRERIN TN D K= —F 2l
%73, TACACS+H— NTBEK LI/ AT = RERQRDNAT = FERELTIZIN,
= DRRAT — RPRBE SN TV RWERIZ, NAT =RV —rF—% Aihd
T TAEEO = NVGEIETHIAIL e 7 A R AREE R D EFTOTIEELES N,
WEEHA—FTOR 7 A R0 su 2~ FFEITRFHFEERTT, TACACSHY — NI L
oAU = RERRDHNAT — RELEEEHa—PITREL T EEW, 2L, EEE
Ba—H(root)F —frr—H L RARVHIRT 5 Z LT TEEHA,



4E FHERE

[TACACS+H— /NI DEXFE]
TACACS+H—"Da—HERT 7 A MICRET DT Y Ba— Mz L3,
ARIEEDRFETE D TACACS+ — ¥4 DR K LFRIL 64 LFTT,

accounting file = /var/log/tac_plus. acct

t —Ba1—HY &%
user = somebody
login = cleartext “network”
service = smartcs {
grp = normal_grp

J

user = abc01
login = cleartext “abcdef”
service = smartcs {
grp = normal_grp

J

t HKEEEI—FDERF
user = admin
login = cleartext “network”
service = smartcs {
grp = admin_grp
}

user = manager1
login = cleartext “manager1”
service = smartcs {
grp = admin_grp
}

#t R— b —vn&EHF
user = portuser01
login = cleartext “portuser01”
service = smartcs {
grp = grpl
}
t 1) 7IR—b(1-16,24) 1279 & A E[HE

user = portuser02
login = cleartext “portuser02”
service = smartcs |
grp = grp2
}
t 12U 7ILR—E(20-32) 279 RXATHE

user = portuser03
login = cleartext “portuser03”
default service = permit
t 1 2DEE. AEBDETEN set auth tacacs def_user none THY . M.
t A—YREINBEETELLDT, COLA—HFDT7IERIFEEEILET,
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O & DOa—WZxt U THEEOHERWG] 2 X, EEEH 2 —F &R — h 2 —VFOHER) & 3% &
THZELTEET, ZFEL, BHOR—7 N Ea2— 27747 MIETZENT
% 72 SHRUBERRY networks, inc.® & 9 72 TACACS+3— " ZF|H S TV B 5513,
=PI N—TFIIT M) Ea— FEBEL TV RERNH D £7,

accounting file = /var/log/tac_plus. acct

user = portuser01
login = cleartext “portuser01”
service = smartcs {
admin = admin_grp
port = grpl
}
# 12U TILER—E(1-16,24) 1279 £ RATRE

user = portuser(2
login = cleartext “portuser02”
service = smartcs {
admin = admin_grp
port = grp2

# 12U F7ILR—bk0-16,24) 27 9 £ XA

ZOWE. WEOREIFUT L2 £,

create auth access_group root tacacs attr admin val admin_grp

create auth access_group portusr port 1-16,24 tacacs attr port val grpl
create auth access_group portusr port 20-32 tacacs attr port val grp2
set auth tacacs def_user none




4E FHERE

4.8.15LAN TR (2 DD LAN R— 2 B4 55 A > FTHA)

2O0 LAN R— 2872587 2 N THRIHT 5 LAN UE#ROBREIC W TR L E

R
 TR— N REE XA L7 E— R (default)
- SR SR g~ DB H 1E : Telnet / —~ /L& — R (default)
. 7\1:0‘_‘ ]\:l‘—‘ﬁ_u}gu . fcﬁ L/(defaLﬂt)
— ha JIRAESg : RAM (default)
« R— b u SEEERRE : OFF (default)
s YT ILR— b Y TR — b 1~48 DsEHE (9600bps)
(R[]
BERRI RS BERRI R MR
TelnetV 547k L § [}
192.168.3.1 NS.2250
e
- 192.168.1.100 2| 192.168.2.100
/ . —>
192.168.1.254 | LinkDown 192.168.2.254
| L—% —%
| |
4-18 LAN TRER(Q2 2D LANR— +Z2E4L5 515 A2 FTHAA)
[BERE]

set hostname SmartCS

set ipaddr eth1 192.168.1.100/24

set ipaddr eth2 192.168.2.100/24

create ip route default gateway 192.168.1.254

create ip route default gateway 192.168.2. 254 metric 100

[EXTE DfEER]
1. AREEEOL AN SmartCS.LAN1 D IP 7 R LA L Xy b~ A 712 192.168.1.100/24,
LAN2 DIP 7 RL AL Ry h<A712192.168.2.100/24 iR E L £,
ZhE+ LAN1 & LAN2 OF 7 /L hb— b &2 EFE L. LAN2 {lD metric % 100 2
RELTNY I T v —MILET,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
set ipaddr eth2 192.168.2.100/24
create ip route default gateway 192.168.1.254
create ip route default gateway 192.168.2.254 metric 100
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4.8. 16 LAN TRER(R>T 1 > Tk

RUT 4 ZHEREIC & D LAN TR OB EIC OV T L £,

 TR— N REE XA L7 hFE— K (default)

o B S R AR~ D BERE T 15 : Telnet / —=</LE&— K (default)

 R— h—PEEE : 72 L (default)

cR— b a SRR : RAM(default)

< N— b o ZER R RE : OFF (default)

« U TR — K : VU TR — R 1~48 OARIEHE (9600bps)
[#E k]

BRI RS BRI RESR

TelnetV A7k
NS-2250
192.168.3.1 Te Tm 1,00LF

eth1 5 Ceth2
Iogm:—lolgim LinkDovx;)T Qfgjgﬁ—%l)
| Switch | | Switch |
| 192.168.1.254]
| L—% |

4-19 LAN REREBR(R>T 1 > T #EE)

[EMNERE]

enable bonding

set hostname SmartCS

set ipaddr bondl 192.168.1.100/24

create ip route default gateway 192.168.1. 254

[EXTE D AZER]
L R T o o THREEEAINILET,

enable bonding

. RIEEOLBNZ SmartCS.bondl DIP 7 RL A &L Ry b~ A7 12192.168.1.100/24,
T 7 4L hb— NZ 192.168.1.254 % E L E T,

set hostname SmartCS

set ipaddr bond1 192.168.1.100/24

create ip route default gateway 192.168.1.254
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4.8.171Psec MExTE

IPsec #%AEIC X 5 VPN OB EIC OV TH L 97,

R R SERGE

o BRI~ DB T 1R
A= b - VA

« N— b a ZRAESE

< W= b o SREREGE

kL FE—F

1 SSH / —=< /)L F— K (default)
o8]

: RAM(default)

: OFF (default)

s U TR — b
« IPsec #5¢

Y TOLR— b 1~48 DOAEEHE (9600bps)

VARV HE W57 (AES128/SHAL /modp1024)

(R[]
<UE- Ml > N\ RS I E— <EAHE>
- 30.1.1.1 20.1.1.1 [:]
e
e Internet VP’\; @
JL—
we  [1v-u NS-2250-1 NS-TOKYO 0.1.1.0/ _—
R—bk
4-20 |IPsec =& % VPN 5%
[BEEE]

set hostname SmartCS
set ipaddr eth1 30.1.1.1/24
create ip route default gateway 30.1.1.2

set sshd auth basic
create allowhost all service portd sshrw all

set portd connect select
set portd auth basic

create user user01 group portusr password
[password A #1]
create user user02 group portusr password
[password A A]
create user user03 group portusr password
[password A #1]

set user userO1 port 1-48
set user user02 port 1-48
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set user user03 port 1-48

enable sshd

create allowhost all service sshd
set user somebody password
[password A #1]

create ipsec secret psk NS-2250-1 NS-TOKYO password
Pre-Shared-Key password (BRI ARZTAN)
Retype Pre-Shared-Key password (BriEERE=AN)
set ipsec conn 1 auto add

set ipsec conn 1 leftid NS-2250-1

set ipsec conn 1 rightid NS-TOKYO

set ipsec conn 1 left 30.1.1.1

set ipsec conn 1 right 20.1.1.1

set ipsec conn 1 leftsubnet 30.1.1.0/24
set ipsec conn 1 rightsubnet 10.1.1.0/24
set ipsec conn 1 keyexchange ikev1l

set ipsec conn 1 ike aec128-shal-modp1024

set ipsec conn 1 esp aec128-shal-modp1024

enable ipsec conn 1

set ipinterface ethl mtu 1280

create ipfilter input line 1 accept ethl any any esp
create ipfilter input line 2 accept ethl any any udp 500
create ipfilter input line 3 accept ethl any any udp 4500
create ipfilter input line 4 accept ethl any any tcp 22
create ipfilter input line 5 accept ethl any any icmp any
create ipfilter input line 6 drop ethl any any any

enable ipfilter

(B EDfRER]
1. AEEE O£ HNCSmartCS, LAN1OIPT KL A LRy b~ 271(230.1.1.1/24, 7 7 # /b
Fl— FiZ30.1.1.2% &K ELET,
set hostname SmartCS
set ipaddr eth1 30.1.1.1/24
create ip route default gateway 30.1.1.2

2. SSHOFRAE A& /XA T — RBasic)i@iElZixE L, £ TH ¥ Y 7R — hDSSH/ —~
NE—FRIZ, BTORY NT—I T FLANLT 7B ATELEIICRELET,
set sshd auth basic
create allowhost all service portd sshrw all
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3. A—IrELZ MERBEZANCLET,
R— M —_OFHE— N %& select ITEE L E T,
set portd connect select

4. R— F a2 —H¥RFEZONIZ L £ 7,
set portd auth basic

5. A— b —WFHFETHEHT 58K — b= —H(user01, user02) Z{EL L £ 7,
create user user0l group portusr password
[password A JJ]
create user user02 group portusr password
[password A /J]
create user user03 group portusr password

[password A /7]

6. R—ha—H¥RN7 7 EATELVITNAR—FERELET,
userOl~user03(%, U 7 /LR— b1~48IZT7 7 B ATE D L HITHEREZZTEL £,
set user user01 port 1-48
set user user02 port 1-48
set user user03 port 1-48

7. SSHZ A7 v "I OARBEEICO 7 A TE 5D LI, REEOSSHY — RO EE1T
b\i?‘oﬁ’%%@SSHﬁ‘_/{%ﬁﬂJ L. E&TORy hT—27 7 FLANLAEEDOSSH
P—=NIT 7B ATE L EIITHRELET, KRS, KEEIIRRSATWDIRT A
2—PFDONRRAT— FEFREL T IEEN,

enable sshd
create allowhost all service sshd

set user somebody password

[password A 77]

[(f ]
AEEE O TR O E L, ALEE O Telnet h— 3L R — M —NIZ2THOXRy hT—
TN T VJEATEDLIICRESINTVET, EX2 VT 425D 57-0IZ, Telnet 7
7 ARHIBRT D5, FTitoa~wy RERITLTLEE,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

8. IPHERI OB EEITWET,
IKETHW 5 it A 82 5 ak L £,
X2 VT 45— MU AIDE U TAREEIZIINS-2250-1, %72 #E OIDIZNS-TOKYO
FRELET,
create ipsec secret psk NS-2250-1 NS-TOKYO password
Pre-Shared-Key password (BRIHERZEAN)
Retype Pre-Shared-Key password (BRIXBERZAN)
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9. IPsecHzft DS A7 E L £ T,
IPsecHEfi WK 22 1 J T D VAR Z L LTEMES ., BEEM L s rEEOIPT K
L ARy FT =7 RaBeg L E£3, IKEZ 2 ka2 /LXIKEvI T &L, KFa0s
DT NI Y XLRLDHZ V—7"Faec128-shal-modpl024 % 4 2% EEITVE T,

set ipsec conn 1 auto add

set ipsec conn 1 left 30.1.1.1

set ipsec conn 1 right 20.1.1.1

set 1ipsec conn 1 leftsubnet 30.1.1.0/24

set ipsec conn 1 rightsubnet 10.1.1.0/24

set ipsec conn 1 keyexchange ikev1l

set ipsec conn 1 ike aec128-shal-modp1024
set ipsec conn 1 esp aec128-shal-modp1024
enable ipsec conn 1

10. fEfd 23y hU—27 2K - TiL, setipinterface mtu =~ KT MTU % @72 il

11.

WICRELTL &N,
TREOHIIE LAN1 @ MTU % 1280byte (Z7%E L TV ET,
set ipinterface ethl mtu 1280

VB0 U C Firewall(ipfilter) DR E Z 1TV F 37,
IPsec ZFIMT 25 IFEALLTBONT v b T 4 NV EREPLEL 2D £7,
% 21X IPsec (512 £ % VPN #5417V, SSH/SFTP IZ LV ARLEEICT 7 82T 5
D THiE., IPsec {5 ®» IKE(UDP 500), NAT F 7 X—4 /L (UDP 4500) &
SSH/SFTP(TCP 22), ICMP %7 A9 % FadD 7 4 VA REZ B L E T,

create ipfilter input line 1 accept eth1 any any esp

create ipfilter input line 2 accept ethl any any udp 500

create ipfilter input line 3 accept eth1 any any udp 4500

create ipfilter input line 4 accept ethl any any tcp 22

create ipfilter input line 5 accept eth1 any any icmp any

create ipfilter input line 6 drop eth1 any any any

enable ipfilter
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4.8. 18 Firewall(ipfilter) D & 7

KIEEDZEA 27 =4 AZHAHAT D Firewall DX TIZHOW TR L £97,

L A NP SRE

- BB G As ~ D RERt 7 15

« R— b2 — Vi

« R— b a ZREg
- — b v JR AR RE
s YT IR — b

: XA L2 bE— K(default)

: 72 L (default)
: RAM(default)
: OFF (default)

: Telnet / —~ /L& — R (default)

Y TR — b 1~8 OfsEHE (19200bps)

kv ya it — R : 1(Ctrl-4)
- Firewall (ipfilter) H§Ae P AL NT A IVH Tk
[(FERE]
BRI R AR BEIRRI AR
Telnet7>A4 7k A L1 A L1
192.168.2.1 NS.2950 | T T
| )| o & — ‘
?QIAAAW
- 192.168.1.100
i i 192.168.1.254
i ] nN—%3
: : [ 192.168.2.254
4-21 Firewall B%E
LENESFE ]

set hostname SmartCS

set tty 1-8 baud 19200

create ipfilter input
create ipfilter input
create ipfilter input
create ipfilter input
create ipfilter input
enable ipfilter

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set portd tty 1-8 cmdchar 1

line 1 accept ethl any 192.168.2.0/24 icmp

line 2 accept ethl any 192.168.2.0/24 tcp 23
line 3 accept ethl any 192.168.2.0/24 udp 161
line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108

line 5 drop ethl any any any
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[EXTE DfEER]
1. REEOAFNZ SmartCS.LAN1DIP 7 KL X LRy <A 712192.168.1.100/24,
T 7 4L hb— RZ 192.168.1.254 % E L E T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. YU TNHR— b 1~8 DIRiEHE % 19200bps (Z58E L £7,
set tty 1-8 baud 19200

3. YUTNR—=F1~8Dt vy a s a— e Ctrl-A ITRELET,
set portd tty 1-8 cmdchar 1

4. LAN1 A— MZ Firewall % E%1TV), 192.168.2.0/24 75 @ ICMP/telnet/snmp &
telnet / —~/LE— ROR— 7 7 & A(TCP 8108-8108) DA % iZ5itth S ¥ 5 5% & 21T
WET,

create ipfilter input line 1 accept ethl any 192.168.2.0/24 icmp

create ipfilter input line 2 accept ethl any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept ethl any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop ethl any any any

enable ipfilter

4-128



4E FHERE

4.8.191Pv6 @

11—

X /B

ARYEE % TPv6 BB T IR MW 2K BB DR EIZ OV T L £,

C = R
- LR G ~ OB 1

=L
AxX &

A 2 PR
=R e e
- R— b1 Z AR

XA 17 FE— K (default)

1 72 L (default)
: RAM (default)

: Telnet / —~ /L& — K (default)

: ON(SYSLOG/NFS/FTP/ A — /L)

- BAEHRE :DNS 7 ZA4 7k
Telnet — "D 7T 7 & ZHIR
R— " =7 7 & AR
(ERE]
Mail FTP/SYSLOG/NFS
wangns | | mangms | T Y=
Telnet/FTEHS AP ﬁ_T_. 2001:db8::5 2001:db8::6
2001:dba::2 NS-2250 |g = = |

login:

login:

]

@E

2001:db8::2 T
: E lHEHHEi~‘§:f?

 2001:db8:ffff

| 2001 :dba:ffff

~_/

DNS
H—/\
2001:db8:12

-

BN

2]

axX &

4-22 |IPv6 DEHFE

set
set
add

set
set
add
set
set
set

|ogd
|ogd
|ogd

|ogd
|ogd
|ogd
|ogd
|ogd
|ogd

tty
tty
tty

tty
tty
tty
tty
tty
tty

set hostname SmartCS
set ip6addr ethl 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

set nfs server 1 addr 2001:db8::6 path /mnt/nfslog
set nfs rotate
enable nfs

on 00 1 % *

1 syslog on
1 sendlog mail interval 180 ratio 70

1 mail 1

mgr@example. co. jp 2001:db8: :5

2 syslog on
2 sendlog mail interval 180 ratio 70

2 mail 1
2 mail 1
2 mail 1
2 mail 1

user1@example. co. jp 2001:db8::5
type body

subject “Server Status”

sender smartcs@example. co. jp

set syslog host 1 2001:db8::6 portlog_facility local0 syslog_facility locall
enable syslog

4-129




add logd tty 2 mail 2 user2@example.co. jp 2001:db8::5
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “Data—Center Server”
set logd tty 2 mail 2 sender smartcs@example. co. jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70
add logd tty 3 ftp 1 loguser1 2001:db8::6 password
[password A A]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguser1 2001:db8::6 password
[password A 71]

add logd tty 4 ftp 2 loguser2 2001:db8::6 password
[password A A]

set logd tty 5 nfs on
set logd tty 6 nfs on
set dns 1 2001:db8::12
set dns localdomain example. co. jp

delete al lowhost allentry
create al lowhost 2001:dba::/64 service telnetd
create al lowhost 2001:dba::/64 service portd telrw

[ERE DR ]
1. REEOLFNZ SmartCS,.LAN1 D IPv6 7 R L X & % v h~ A7 {Z22001:db8::2/64,
77 4V hb— KT 2001:db8:ffff 5% E L £ 7,
set hostname SmartCS
set ip6addr eth1l 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

2. SYSLOG 7 9A4 7 FNEHELET,
R—bw27 77 U7 1 1dlocal0, AL ED 195 SYSLOG D7 7 2 U 7 1 % locall
T, SYSLOG #—/3(2001:db8:6)IZ3%4(5 L £,
SYSLOG D% & % Fjifi L 72 T. enable syslog =~ > FTSYSLOG 7 747 > b %
Bz LET,
set syslog host 1 2001:db8::6 portlog_facility localO syslog_facility locall

enable syslog

3. KEEDONFS 7 747 v bERELET,
NFS $—/\1% 2001:db8::6, NFS H—/\MD < > /AR [F/mnt/nfslog, NFS H—/\
[CREIT S0V EBA1IBORKORICA—T—Y3 2V LET,
set nfs server 1 addr 2001:db8::6 path /mnt/nfslog
set nfsrotate 0 0 1 * *

enable nfs

4. V) TR — F1OSYSLOGH!I /J ZONIZRE L, BEb Sz o A v — Ui sh
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LEIZSYSLOGH — NIZEEEND X OICRELET, S HIT, A— e 7 ZEHIC
A—NVIEET ORELZITWVET,

TREORETIE, 18073 S L < 1ZA— b r /¥4 XDT0%I25E L= 5512, Mailth
—/3(2001:db8::5) Z % L TA— b 2 7 Zmgr@example.co.jpll 5 L7,
EEINDA—NDOY TV =) FROFEEA—INT FLA, R—u 7 OREHEX
TR OREN KM ENE T, A—LDY 7V =7 MMlidportlog TTY_F 5. %15
B A—LT KL R ZiTportust@ “KEEDERA N7 . “a—H )V RKAALY”  K—bnm
TFEA—NDRMN T 7 A& LTERESNET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 2001:db8::5

. VU TR — F20SYSLOGH! 71 Z ONIZRE E ffﬁﬂ%%iféf%””@)‘ vE—=U RS
% FEIZSYSLOGH— 3 _%héﬂéiﬂlé&“mbiﬁ‘ IHIZ, A—bhr T EEHMIC
A—VEET DR EEZITVET,

TROBRETIE, 180k H L IR — a7 A ADT0%IZEE L= 8412, Mailt
—/3(2001:db8::5) Z#% 1 L TR — bk 1 7 Zuserl@example.co.jp & user2@example.co.jp
WCEELET,
userl@example.cojplliEET B A —/iL, 77 b%& “Server Status” . A—/b
%{E# % smartcs@example.cojpd L £,
user2@example.co.jplZiE([FT 5 A —/Lik, 7= 2 F% “Data-Center Server” .
A —)LIE(EF#H & smartcs@example.cojpd L £,
A= b ZIEIA = VORI L TEE LET,

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 2001:db8::5

set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp

add logd tty 2 mail 2 user2@example.co.jp 2001:db8::5

set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject "Data-Center Server"

set logd tty 2 mail 2 sender smartcs@example.co.jp

. VU TR — F3DSYSLOGH /12 ONIZRE E ffﬁxu‘%%’f%”“@% =V ER
% EIZSYSLOGH —NIZ = {E éﬂéi?km?ﬁbiﬁ‘ IHIT, A— e 7 EEHIC
FTPXET 2R EXITVET,
TROBRETIE, 1807 S L IFR— ha 741 XDT70%I25 Liz&1c, FTPH
—/3(2001:db8::6) Dloguser LIZFTPA{E L £ 9,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1 2001:db8::6 password

[password A 77]
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7. 2V 7 VR — F4OSYSLOGH /1 2 ONIZERE L, BB SR 0 A v v —I A sh
LEIZSYSLOGH — NIZEEEND X OICRELET, S HIT, A— e ZEHIC
FTPAE T o ELTVET,

TREORETIE, 18077 E L IIA— a4 A XDT70%25E L7=5E12, FIPY
—/3(2001:db8::6) Dloguserl & loguser2(Z FTPE(E L £ 7,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 2001:db8::6 password

[password A JJ]

add logd tty 4 ftp 2 loguser2 2001:db8::6 password

[password A JJ]

8. YU T /NAR— FsL6MONFSEZONIZERE L, BHMEHIROA v =V SN D E
WINFSH—NIRAFEESND XD ICRELET,
set logd tty 5 nfs on
set logd tty 6 nfs on

9. KIEDDNS 7 747 MERELZRTEL 7,
A HifiRERT HERD DNS $—/3& LT 2001:db8:12 # 5% & L £7,
a—5 v KA A& LT example.cojp ZiRE L ET,
set dns 1 2001:db8::12

set dns localdomain example.co.jp

10. K% (& D Telnet — LR — M —_"~DT7 7 B XHREHELET,
2001:dba/64 DRy R T =7 D DI, AIEED Telnet ¥ — 3B LR — FH—n
W7 7B AT LET,

TR O E TIET R TOR Y NI =TI DEDT 7B ARFRAIINTHET DT,
1T U DIZ delete =~ > RCTEHEDHIBRZFEITLET,

delete allowhost allentry

create allowhost 2001:dba::/64 service telnetd

create allowhost 2001:dba::/64 service portd telrw
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SETIH, ALEEOEH LR FIZOVWTHHALTVET,
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5-2

ZEFRBMORT

51.1 n—Foz7HEHR/IVI I+

AILE D N— BT = TS

AL (OF F5

VAT ALY T hU =T OFREFRTRT DHITIE.

show version

gV REFETLET, Ravwlr FNE, VATAY 7 MU =TONR—T g 0B,
VAT AEERFN. SV TAE SR EEERLET,

(c) NS-22504# show version
System

Boot Status

System Up Time

Local MAC Address
Number of MAC Address
Mode |

Serial No.

BootROM

Main Board GPU

Main Memory

Boot System

Boot Config

Main System

Backup System
(c) NS—2250#

. System Software Ver 1.0 (Build 2015-XX-XX)
. Reboot (05:80:00)

: 2015/07/03 11:15:20

© 00:80:15:XX:XX:XX

D2

: NS-2250-48 (48 port)

o XXXXXXXX

D Ver X.X. X

© eb00v2 (533. 333328MHz)
: 1025216 KBytes

> main (Ver 1.0)

. external startupl
:Ver 1.0

“Ver 1.0




58 EHEERSF

5.1.2 REFRBRO—ERT

AREFOFZREOMETER, v/ EOEEFHREY —FE L THRRT HIT1E. show support =
~ REFATLET,
show support @~ > R3S )3 2 4 E G A TRICEEH L ET,

show support &R

. . . NFS information
Version information

SYSTEM information
temperature information

AUTH Access_Group information
AUTH information
ACCT information

Host information . .
Portd information

slot information
CPU information
Memory information

Portd session information
Ttymanage information

. . TTY information
Process information . .
. . . TTY stats information
Bonding information . .
. . Logd information
Ether port information . .
L. . . Logd stats information
Ether port statistics information

IP6 information
IP host information

Console information
Console stats information
Service information
HTTP/HTTPS information
Allowhost information

IP route information
IP6 route information
ipfilter information o .
. . . . Startup config information
ip6filter information . . .
. . . Running configuration
ipsec information

IP/IP6 statistics information
DNS information
ARP/NDP/TCP/UDP information

User information

system information
network information
i2c information
system profile

. . . ttymanage lo
Login User information v & 8

SNMP information
LLDP information
SNTP information
Syslog information

command log
webapi log
console log
boot log

system log

Ko<y NI, BERFICRRENEA v E—U0REHERL EFOREO R V2 F R LET
DT, KRR EHE I E SN T D CONSOLE A— bk ETHEITTH LD, Xy hT—
7 &% L7z Telnet/SSH 7 74 7 > b b FATTHI1EH N L TWET,

723, show support =~ > R TR RSN DK R 7 ORFRITEITARK 500 7CF, T
Dnu JEFRTH5EE1L. show support detail =~ REZEITL T EE W,

Zoawy FOHDNEL, BtV R — FRFICHENT 2 5O THAICE L TEBEATE
EH A,
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TEEIE show support =~ > KDFEITHITI,

(c)NS-2250# show supportd
===== gtart of show support =====
Fri Jul 03 19:32:04 JST 2015

===== Version information =====

System : System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX: XX
Number of MAC Address : 2

Model : NS-2250-48 (48 port)
Serial No. o OXXXXXXXX

BootROM D Ver X.X. X

Main Board GPU © eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

Boot System :main (Ver 1.0)

Boot Config . external startupl

Main System Ver 1.0

Backup System “Ver 1.0

Timezone is “Tokyo”

===== Host information =====
Hostname © NS-2250
TcpKeepAlive : 180

[Paddress (eth1) : 192.168.1.1/24
[Paddress (eth2) : -

hostname
NS-2250

. AR

===== end of show support ====
(c) NS-2250#
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show support =~ RO FEITHH % supportlog 7 7 A WZRIET D Z & b TE T,
RETE LY AR—MERIT1OTT,

(c)NS-2250# show support file writed
write support log..

complete.
(c) NS-2250%

BFERRY A R T a~y FCHRERETX £,

(c)NS-2250# show support file infod

<{show support log file>

name date size

support. log 2015/08/19 14:57:28 183502

(c) NS-2250#

47 L7z support.log 7 7 A /WX Fred a2~ KT FTP/TFTP % — Nk CT&E 97,

(c)NS-2250# ftp support <FTPH—/\@Q IP 7 KL X>J
HLLIF
(c)NS-2250# tftp put support <TFTP H—/\@ IP 7 KL XD

FTP 7 74 7> b5 support.log 7 7 A V& BISGT 2 5E1E Tt O BIEEITOET,

$ ftp 192.168.1. 100

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verup<d

331 Password required for verup
Password: d
230-

Welcome to NS-2250.
”/verupfiles” > version-up files

”/support” . support files
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230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd supportd

250 CWD command successful

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 232, 70)

150 Opening BINARY mode data connection for file |ist
-rw-rw-rw—- 10 root 214866 Aug 20 13:29 support. log
226 Transfer complete

ftp> bind

200 Type set to I

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> get support. logd

local: support. log remote: support. log

227 Entering Passive Mode (192.168.1.100, 219, 240).

150 Opening BINARY mode data connection for support. log (214866 bytes)
B R

226 Transfer complete

214866 bytes received in 0.0156 secs (1.3e+04 Kbytes/sec)

ftp> quitd

221 Goodbye.

$

support.Jog 7 7 A VOHIRIZ Pt a2~y R&2FTT 50, b LITEELHES L T
éb\c

(c)NS-2250# show support file deleted

delete support. log [y/n] ?_yd
(c) NS-2250#
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5.2 aAVI40NDERE

521 RA—F+rF7 9T IT74ILD—ERT

AAREIL 8 HOAZ—bT v T T 7 ANVUSB AEVIZ 4 77 AV, AEBENEIC 477
AWEFALTHNET,

ASEEIC USB AE U BMEASHTVDHEAIE, USBAEY DT T4/ DAL — KT
TIrANREB T T ¢ 7 LTHBAENET,

USB A £ U BFASHTWRWES, AEENMOT 74V EDAZ— T v T 77 AV
AR ET,

REBAEJ(RAM)
FRL—3ay ]

T ’{ Sv=oarvoqy ]

AEERNE

[ 'E’ startup 1 77A4JL }

- 'E’ startup 2 771 -}- _____

[ -E’ startup 3 77 1)L -}- _____

E-- 'P startup 4 7ML -}- _____
@ ~( E®

USBAE!Y
gE20 ( ) BBV I(TF.
RB—rT VT default startupaT R T
I7ANEE e e 17V T pEzE
S— —E» startup 2 77 1)L _}_, ----4:
i— - -Eb startup 3 771 )L -}-'-----g
8 -EV startup 4 774)L -}—'————J

51 R8—+7vTITF7AN
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AB— T v T 774 ND—EFKRIL, show configinfo 2~ FEFEITLET,

(c)NS-2250# show config infod
boot startup : external startupl

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c) NS-22504
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522 RA— k7T I774ILOFEDORTE

ARIEE N BN CFEAANTEA L — 8T v 77 7 A VO AEFR T 511, show config
startup =~ RZETL £,

(c)NS-2250# show config startup<
=== show external startupl ===

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2250

set ipaddr ethl 192.168.0.1

#

# User configuration

create user somebody group normal uid 100
create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

#

# Network service configuration
create al lowhost all service all

(c) NS-22504

BELIEAZY— T v 777 A NEFRT DLW : USB AE U O startupd 7 7 A /L)
L. TEED X 91T show config startup 2=~ NIZA 7 v a v EHRE L TEITLET,

(c)NS-2250# show config startup 4 externald
=== show external startup4 ===

# System configuration (external #4)
#

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2250

set ipaddr ethl 192.168.0. 1

. B
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5.2.3 BHRICHKARLRAI—FT7 YT I7M1ILOER

EENRFICHEAIAENDAX — R T v 77 7 A WE USB A E U EARIEENEHLOM FIZH D |
TG ERIWT IS startupl 7 7 A VBT 7 AV DAL — T v T 77 AL LT
ESINTWET,

ABEEICUSB AU BHASNTVEEEIT, BT USBAEY DT 74V FDAX— |k
T LT ANNELIAENET, USB AF U NBEAINTWARNEES, AREENTOT
TAINVEDAR— T T T 7 A IBHIAENET,

TIANNDARAE = NT v 777 A NVEELT HIZIE, default startup =~ > REEITL
F9, BIzIX. USB AE VDT 74NV NDAK— T v 77 74 /V%& startup3 7 7 A /b
WCEET55A1F., Tied X 912 default startup =~ RiZA 7 v a V&2 ELTETL
£75

(c)NS—-2250# default startup 3 externald
(c) NS-2250%#

FIFNVNDAR— KT v 7774 ME, show configinfo =~ FTHRTE £,
FITHINVEDAE =T v 77 7 A ML default #iZ [+) DNEREHET,

(c)NS-2250# show config infod
boot startup : external startupil

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c) NS-22504
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524 RA—F+F7 VT IT7ALDaE—

AR — KT v T 77 A )NE At —F B2, copy startup =~ REZEITLET, Hl 2L,
USB A€ U @ startupl 7 7 A /L% USB A€ U @ startup2 7 7 A M2 2 B —F 55451,
TRED X ST copy startup 2~ KIZA 7T v a v EHELTETLET,

(c)NS-22501 copy startup 1 external to startup 2 externald

Do you really want to copy external startupl to external startup2 [y/n] ? yd
(c) NS-2250¢

525 RA— k7T I2741LDHREDH )T

AL =T v T 77 ANOFHE 7 VT T H(TIGHMRFIZREI)IZIE, clear startup =~
YREFEITLET, BlZIX, USB A€V LIEENTOD startup2 7 7 A VOHRHE 7 VT
THEEIL. FTRD L 5 clear startup 2~ RIZA 7L a VEAHEELTEITLET,

(c)NS-22501t clear startup 24

Do you really want to clear external & internal startup? [y/n] ? yd_
(c) NS-2250t

TRCOALZ— LT v T T 7ANET ) TTH5EAF Fiemalld 7 v a v &fE L THET
LET,

(c)NS—-22501t clear startup alld

Do you really want to clear external & internal startupl-startupd4 [y/n] ? y<d
(c) NS-2250t




526 o= a 74 0DRE
AIEE L RENF S ARAATEA L — N T v 77 7 A VTSN TV DR IEa~ > R,
PEENEE) L% CRHEFEENF T LR TEa~ Y Fe, REEONEHATY LigT v
= Tar7 4 7 LTEELTVET,

AREBEBDT =T arT7 4 7 &FAT HIZIL, show config running 2~ > FEFAT L E
B
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EIE LR

(c)NS-2250# show config running<

echo “SYSTEM configuration...”

#

set timezone Tokyo

#

echo “IP configuration...”

#

set hostname NS-2250

set ipaddr ethl 192.168.1.1/24

#

echo “IP6 configuration...”

#

create ip6

set ip6addr ethl 2001:db8::2/64

#

echo “User configuration...”

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

#

echo “IP ROUTE configuration...”

#

create ip route 0.0.0.0/0 gateway 192.168.1.254
#

#

echo “IP6 ROUTE configuration...”

#

create ip6route ::/0 gateway 2001:db8::ffff
#

#

echo “Network service configuration...”

#

enable sshd

create allowhost all service telnetd
create allowhost all service portd telrw all
#
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5-14

AEEED FITP Y —RE2MH LT, A — T v P77 A NEIRETHIERTEET,
(NS-2240 DR EXELIET DAL 18 E NS-2240 226 OREBITRHOITE S &5
HLTLLEZEW, )

FTPH— L DARZ— T w77 7 A )VOEREIF AEEOIP T R A2%1192.168.1.100] ,
FTP 7 947 FOIP T FL- A% 1192.168.1.1) & L THMALET,

(1) SR E

AREEE D FTP R EEXITVET,

enable ftp =2~ RCFTP r—%ZiLEH L, FTP 7 747 " b AREED FTP H—
W27 78 ATE 5 K 91T create allowhost 2~ R&FEITLET,

FTP CTHRIT 5 setup =—FIZ/XAT— REHRELET,

SSH 7u ba s ZFALTWD SFTP 7 94 7 > FaEHT 5854815, 14.6.4 SSH H—
INDERTE] & [4.6.5 RBIEY—NOT7IERHR #SM L, AEEDO SSH +— %5k
ELTLZEN,

(c)NS-2250# enable ftpd<

(c)NS—-2250# create al lowhost all service ftpdd
(c)NS-2250# set user setup passwordd

Changing password for user setup

New password:<

Retype new password:d

passwd: all authentication tokens updated successfully.
(c) NS-2250%#

() FTIP 7 47 > FTERE L, AEEDRZ = T v 77 7 AV ERIGT 256

USB A€ U @ startupl 7 7 A VA BIGT 5 FIAICHOW T LET,

FTP 7 A4 7 R Cftp a~> REFEITL T, setup =2—HF T A LET,

$ ftp 192.168.1. 100«

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP Service.

Name (192.168.1.100:setup) : setup<

331 Please specify the password.
Password:<

230 Login successful.
ftp>
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FTP TAREEIZv /A LIeh, lsa~vr REFITLTAEZ—NT v P77 A V&R L
9, REENHOAX — T v 77 7 A /Vidinternalfiles 7 4 L 27 S V{2, USB A€V
DAZ— R T v 7757 AL externalfiles T4 L7 FU D FITEE SN TWET,

cd 2~ R T externalfiles ICBEI L, HE. s 3~ RTCREZ— T v 77 7 A L EHER
LET, ioT 4 L7 PURT7 7 A VOEEIIITORNTLIZ S,

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

[ rwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
[ rwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfiles<
250 Directory successful ly changed.

ftp> Is<
227 Entering Passive Mode (192.168.1.100, 43, 110)
150 Here comes the directory listing

~rW-rw-r-- 10 198 720 Oct 08 12:52  startupl
~rW-rw-r-- 10 198 534 Oct 06 10:33 startup2
—rW-rw-r—— 10 198 534 Oct 06 10:34 startup3
—rW-rw-r—— 10 198 534 Oct 06 10:34 startup4
—rW-rw-r—— 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK.

ftp>

USB #* U @ startupl 7 7 1 /L% CSl-startupl &9 7 7 A L4 TH&S L., FTP 2 #
TLET,

ftp> get startupl GS1-startupld

local: startupl remote: CS1-startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quite
221 Goodbye.
$
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(B)FTP 7 I AT v FCTHfE L, REBEICAX = NT v T 7 7 A NValnkT 58545

FTP V7 9A 7 N EDAREZ— T w7757 A)% USB A€V @ startupl 7 7 A /VIZHERE
T B PN OWNTHBA L E T,
FTP 7 747> hTftp 2~ REFITL T, setup 2—HTrZ7 A LET,

$ ftp 192.168.1. 100
Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP service.

Name (192.168.1.100:setup) : setup<
331 Please specify the password.
Password:<

230 Login successful.

ftp>

FTP TAREEICn /A L LIeh, Is A~ REFITLTAZ— T v I T 7 A V&R L
ET. AREEBNEOAY — T v 77 7 A VT internalfiles 7 1 L7 b VI, USB 2 Y
DAL — KT v 777 A /VL externalfiles 7 4 L7 MU DO FITRE SN THET,

cd =¥ FTexternalfiles 7 4 L7 FUICBEI L, HE, Isa3~ FCRAH— T v 77
7 ANVERERR L E T,

oT 4 L7 FURT 7 A VOBYEIIATHDRNTIZE W,

ftp>_Isd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

[ rwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
[ rwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfiles<
250 Directory successful ly changed.

ftp> ls<
227 Entering Passive Mode (192.168.1.100,43,110)
150 Here comes the directory listing

—rW-rw-r—— 10 198 720 Oct 08 12:52 startupl
~rW-rw-r-- 10 198 534 Oct 06 10:33 startup2
~rW-rw-r-- 10 198 534 Oct 06 10:34 startup3
~rW-rw-r-- 10 198 534 Oct 06 10:34 startup4
—rW-rw-r—— 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK.

ftp>
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FTP 7 A4 7 bOAX— T v 777 A N%&, USB AE U D startupl 7 7 A /VIZHADE
L. FTP /T LE7,

ftp> put CS1-startupl startupl<

local: CS1-startupl remote: startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.
$

FTP T USB A€V @ startupl 7 7 A /VIZHEE LT H, startupl 7 7 A LORETT =
YT ar 7 4 JIIKM S E A,

o=y ar 7 4 7 startupl 7 7 A VDR E R KBS E LA T, AR A FES) L
TLEEN,

(c)NS—-2250# reboot startup 1<
Do you really want to reboot with main system and startupl [y/n] y<_
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528 RA—+rT7 VT I7AINDEEFTPISAT L)

(1)

RIEEDFTP 7V 94TV FEEHA LT, AX— T v T 77 A NEIETHZENTEFE
kR

(NS-2240 OFREZELET HBEIL T8 E NS-2240 76 OREBITHEOTE S 25
BLTLEEY, )

FIP 7 947 ML DAL= T v 777 A NV OEEIE, AEED IP 7 LA %
[192.168.1.100) . FTP % — D IP 7 FL 2% [192.168.1.1] & L CaHiL £,

RIEED AR — T v 77 74 )V%& FTP Y — NRAET DA

AIEED USB AE Y O startupl 7 7 A /L%, CSl-startupl &\ 5 7 7 A L4 T FTP
— NIRRT D FIRIC O T L E T,

(c)NS-22501 ftp setup external 192.168.1.14
220 FTP Server ready.

Name (192.168.1.1:user1): userld

331 Password required for userl
Password:

230 User user1 logged in.

ftp> put startupl CS1-startupld

local : startupl remote: GS1-startupl

227 Entering Passive Mode (192.168.1.1,170, 246).

150 Opening BINARY mode data connection for CS1-startupi
ftp> quitd

221 Goodbye.

(c) NS-2250¢




5%

EIE LR

(2)

FIP V= R"DRZ— T 77 7 A Ve REEIEFT D5EE

FTP Y — NI & TW5 CSl-startupl 7 7 A /L ZA%EE D USB A E U @ startupl

7 7 A MARTFET B FIEICSWCEHA L E T,

Bk LT A A — T v 77 7 A VO RBIIAILE O FEE S L BT,

(c)NS-22501 ftp setup external 192.168.1.14

Connected to 192.168.1.1 (192.168.1.1)
220 FTP Server ready.

Name (192.168.1.1:user1): userld.

331 Password required for userl
Password:

230 User user1 logged in.

Remote system type is UNIX.

Using binary mode to transfer files

ftp> get CS1-startupl startupl<

local : startupl remote: GS1-startupl

ftp>

227 Entering Passive Mode (192.168.1.1, 216, 249).
150 Opening BINARY mode data connection for CS—startupl (1476 bytes)
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529 RA— 7T I 74 INDEETFTP V54T F)

(1)

(2)

AIEBED AL — T v 77 7 A% TFTP — NIRFE LY . TFTP — " CTEH L T
WDHAZ—=RNT v T 77 A NVEAREBEICIEETHZ N TEET,

(NS-2240 DR E Mt T DA [Tk E  NS-2240 725 O EBITRFOIEE M 25
LTS ZEN, )

TFTPIZE A AX— T v 77 7 A VOEBEFNET AEBEDOIPT KL 2%41192.168.1.100] .
TFTP +— "D IP 7 FL 2% [192.168.1.1) S{REL#HALET,

AILED RS — 7 v 7T 7 7 A )V TFTP ¥ — R AFT D56
ARIEBEBDAL— T v 77 7 A% TFTP B — R FET DI FRt DBEEZ TV E T,
startupl 7 7 A /L% TFTP H— NIZERAFET 2 FINEIZOWTHB L £,

(c)NS-2250# tftp put setup startup 1 external 192.168.1.1
(c) NS-2250#

TRTP = NRTEHEH L CWDAZ— T v 77 7 A Ve REE |(TEIET D56

TFTP % — X CTHEFL L TV 5 startupl 7 7 A /L 2 AREEIRAFET S5 FIEICOWTHA L £
7,

R LI AX— T v 77 7 A VDKM IIAREE O FRE ) LETT,

(c)NS-22501 tftp get setup startup 1 external 192.168.1.14
(c) NS-22501
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5.3

avy—IILadnRA

ARKEHEBD a2 — )L A vE—1F, CONSOLE R— Mok L EEEHRRICE RSN
T4, £, ERENTZaV Y= A vE—U, ﬂ//~»u7&bf$£%ﬁﬁ%%
a3,

AEEIEFLTHWDETOay Y — a2 R /RT HIZIE, show log console =~
REFEITLET, 7V a VELTEITT S L 1IMByte 4 %Téﬂiﬁ‘o

(c)NS-2250# show log consoled
Sep 23 15:24:05 port_logd: <TTY32> started
1MByte # &R~

(c) NS-22504

ForRT BT HERET 58 E 1. show log console =~ o RIZITZfEE L CTEITLET,

(c)NS—-2250# show log console 204
Sep 23 15:24:05 port_logd: <TTY32> started
20 TR ERT

(c) NS-22504

RSN TWHeToaryy —nrnu 7 xZHiErd 5120%, show log console detail 2~ >
REFATLET,

(c)NS-2250# show log console detail<
Sep 23 15:24:05 port_logd: <TTY32> started
2TOOTERT

(c) NS-22504

ay =)L A v t—% CONSOLE R— NI L7 3@ B R IR LS B | [AlR

WZRy hU—27 £ Telnet/SSH 7 747 v MagRIZay Y — LAy E—VERREED

1Z1%. Telnet/SSH 7 A4 7> S5 console 2> REFEITLET,

o~ RETRRIZ, I Enb a2 Y —N A vt— 0 Telnet/SSH 7 74 7 > b OHEIH
\_i'%méi’biﬁ‘o

A=A vE—VORREEIET S E X console off Iv 2 REFEITLET,

(0) NS-2250# consoled AVY—ILAytE—ORE
(0)NS-2250# console offd ary—LAvtE—TkERT
(0) NS—2250#

aryy—nrnu 7L, SYSLOG —NCEELTRIFTHZ L b TE& 7, SYSLOG ¥ —
NOFREEE, T4.7.3 SYSLOG YV 5472 FDERE] 2L TIES W,
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5.4 SNMP [Z& 2 AREEDEE

AREEE 1L SNMP Versionl/Version2c/Version3 #H7A— k L TWE T, SNMP H— 3732
592 MIB OERZAREENZET 5L, TOERITISCTe—Y a B O MIB fE%
SNMP H— N2k L £,

o, AEGEIZSNMP |7 v ZEEHEEZ TR L TV DO T, 1] b 2O JFIK TALERE 75 FF
ELEh L7z v  ARZEE T L T DS B 2R 23 & D o LTZIREIC . SNMP | 7 7% SNMP
P NICEF L CRRELZ M ST S Z ENAHETT, b T v 71X Version1/Version2/Version3
FERONWTNNCEET L0 EZHRETHZENTEET,

ERMREE || ERMRMES

SNMPH —/\
LTJ = EXE) | Ns-2250
SNMP rS5vF
SNMP MIB7 7+ 2R [ Serial DSR Trap
HEBIEHR Coldstart Trap
[ VFO#EHER T Ot
ZDfth

5-2 SNMP #gE

AL O SNMP#EEZFIH 512X, FRtO FIETARIEEE & SNMPH— 2R ELET,

O AEEOSNMP =—Vx o MEREZRELET,
ARIEED SNMP =— = > MEREIT 2.4 SBEREEEEE) 22 LT EEN,
AdEED SNMP =— 2 = MEREOHEIX [4.7.2 SNWP T—2 x> FOERE) 22

HRLTLZE,

@ AEEBZEHRTIEZOOHERAIEEDOIP 7 RL A/ 2=T 4 —/7 7 & AHE)
%Z SNMP H— Z%E L7,

® MEIZEL T, SNMP H— N CAREBEO MIB 77 A Va4 R — b LET,
AAEE D MIB 7 7 A VL, Bgdbd— 22— (http://www.seiko-sol.co.jp/) 7>5
Aoyra—RLTLEEN,
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5.5

SRARTLYIT DI TDOER

AEBDOL AT LY T N7 27 ORERICOWTEHA L £,

ABEED VAT LY T b7 = TIIARBRNEICREE L TOET,

WERHCHAT A2 AT LY 7 Y =T (main) &, AT ALY 7 7 = 7 (main) 25F|H T
ERWGAIERT VAT LAY 7 vy =T (backup)® 2 DDV AT LY 7 N =T wHE

WL TWET,

CD2ODODVAT LAY T MU TIZFEF T HEZLZ LN TEET,

(main)

[ "/Zv"/—x‘/?l“?:'?j

(backup)

[ ’/Zv_-ix‘/7l~'717}

K 53 YRTLYIT I T7ODER

5.5.1 8T BLRATLY I b9z T7OPNYEZ

(1)

BEINTHVAT LY 7 by T H2Y Y2 5 H{ElX . reboot 2~ R THRET 5 H1EE ROM
T X TIRET D HED 2EERH Y £,

reboot A~ RIZXDEENICAT LAY 7 =T O8] ) B2
HEEFICHEAIAT S AT LAY 7 MU =T % reboot 2~ RTHRETHZ ENTEET,
FEEIFIC S AT 5 Y 7 b7 = 7 (backup) Z it A AT AIL, TRt a~r REFITLE
7,

(c)NS-2250# reboot backup<
Do you really want to reboot with backup system and startupl [y/n] ? y<
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(2)

ROM E=XIZXAEBMV AT LAY 7 =T DY Y X

HEEOBEIR ON Bty L < (X shutdown 22~ REITRICHAIAD T AT LAY 7 b =T %
ROM E=# CTHRET DL ENTEET,

VAT ALY T b7 (main) Ml S 2 OFHIZ L VB TE R WAL, ROM =4 T,
boot-b =~ REZEITL T, AT ALY 7 Fv =7 (backup) THEEIL T 720,

ROM £=XIC L DB AT LY 7 b0 =7 OYIYFEZFIEZ LU FIZHA L £,

OA%EE > CONSOLE R— MIEBEEHG R 28 L7,

QOARLEEDOEZ ON |2 LT, EEEFHTARIC “Hit Enter key to stop autoboot:” 73
Frahieb, $<SIZYZ—rF—2M L, ROM =% MON>7'r 7 &%
rEHET,

Hit Enter key to stop autoboot:
MON>

@boot A~ RiZ-b A7 arvaHEELT, VAT ALY 7 hU =7 (backup) %
ALEh L ET,

MON> boot —b<
ROM Boot

ROM £ =% OffliL T8 D ROME=%H] 2L T 7EEV,
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(3)

VAT ALY T T =T OHER
VAT ALY 7 by =T (backup) BEENTH L, TR L Hic7 a7 IRELLEFT (TR
Y7 RORNZ %] MFEARINET),

NS-2250 login: root<
Password:<
* (c) NS-2250%

BELIEZVATAY 7 b7 CRHRENILTZZ & 2R T 5729012, show version 2~ K
HEFATLT, BELTEVAT LAY 7 by =T ENX—Ua V2R LET,

* (c)NS-2250# show versiond

System

. System Software Ver 1.0 (Build 2015-XX-XX)

Boot Status
System Up Time
Local MAC Address

© Reboot (05:80:00)
: 2015/07/03 11:15:20
© 00:80:15:XX:XX: XX

Number of MAC Address : 2

Mode | © NS-2250-48 (48 port)
Serial No. o XXXXXXXX

BootROM o Ver X.X. X

Main Board CPU
Main Memory

Boot System

: eb00v2 (533. 333328MHz)
: 1025216 KBytes
. backup (Ver 1.0)

Boot Config . external startupl
Main System > Ver 1.0.1
Backup System Ver 1.0

*(c)NS-22504#
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55.2 PRATFLYI Dz FDIE—

5.56.3

AREEEDO VAT LY 7 b =7 1E, main & backup Bl Tt —45Z 08T ET,
VAT ALY 7 by 2T (main)F Y AT LY 7 b7 (backup)lil 2 ¥ —95121%. T
X 912 copy system =~ REEITLET,

(c)NS—-2250# copy system main to backup

Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes. .. done

copy successful

(c) NS-22501

VRATLYVI T DIEIR

=, YAT LY 7 bU =T (main) PENTEE TERVREICHK-TH, AT LY
Zhy =T Oa bt —EEEAFIHTIUE. VAT ALY 7 F7 =T (backup)Z AT LY T R
T 7 (mainila ¥ — LT, VAT ALY 7 b7 (main) % @045 2 & NARETT,
VAT ALY T by =T (backup)Z AT A Y 7 b2 T (mainlil 2 B —4 551, A
T 257 h v =7 (backup) TEBE) L7-#% T, FEED X 912 copy system =~ REZFITL
7,

MON> boot -b<
ROM Boot

NS-2250 login: rootd

Password: J_

* (c)NS-2250# copy system backup to maind

Do you copy backup system to main system [y/n] ? yd

Please wait a few minutes. .. done
copy successful
* (c) NS-2250#

ROM E=% OFEMIL (14D ROME=% ] 2B L T/,
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5.5 4 ERTDF7ANIZKBN—23 0Ty TINn—23 0890

N=Da T T INR—=a FOFEICHOWT PRI L £,

TROETHNL., AEFEOIP 7 L 2% [192.168.1.100] . FTP/TFTP #+— D IP 7 I
L A% 1192.168.1.101] & L CaBALTWET,

N=Da Ty TIN=VarZy g, KEBICEETDES T 7 A VBRI D20 T
TELFIEIZF C T,

(1) #2537 7 A NVDOAF
N=Ta T v TINRN—=2a X oS 7 740 [(fl)system.2250.v101] % AF L
TLIEE,
207 7 A NOANFHFEF IRGERBEIE S L 38R — MO E TRREGE<EIN,

Q) XR=a Ty /NR=2g o F T o7 )T
LT 7 A NEEET DA, (EEEEE 7 ) T LET,

(c)NS-2250# verup cleanupd

clean up successful
(c) NS-2250#

(3) #5737 7 A IV DLk
TROWTNINDFIETES T 7 A NV EAEBICEELET,
c AREEE O tftp 2~ RE2HHT 5 5k
 AREEE O ftp 2~ v REMHT 5 5k
*FTP/ISFTP 7/ A4 7 v b &FEHAT L HiE

BAEE D titp o~ > FEAEHT 5 ik

TFTP $—/NZ345 7 7 A V% system &) ARTTIRIEL 97,
Tia~<y FE2E(TL, TFTP +—-3(192.168.1.10D)7 b %S 7 7 A LV Z A L £7,

(c)NS-2250# tftp get verup system 192.168.1.101
(c) NS-2250#
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WALEED ftp 2~ REEHT 5 ik

FTP Y — 257 7 A /L% system & WO ZETCTIRFEL ET,

ALEN S TRLa~ s F2FETL, FTP 4 —/3(192.168.1.10D)0 b 7250 7 7 A L2 BfF L
£

AMEEIIINT system EWVNVD T 7 A NATEG T 7 A NVERGFLTLIEEN,

FTP A ENRM L7561, BE, FIP X ELFEITL TIZI N,

2T 7 AMIBT AL T V= REFLTEI N,

(6)NS-2250# ftp verup 192.168.1.1014
Connected to 192.168.1.101 (192.168.1.101).
220 FTP Server ready.

Name (192.168.1.101:user1): userld

331 Password required for userl

Password:

230 User userl logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> get system. 2250.v101 systemd

local : system remote: system.2250.v101
227 Entering Passive Mode (192.168.1.101,218,103).
150 Opening BINARY mode data connection for system.v101 (3866548 bytes)

e
B S
e
HHHEH

226 Transfer complete

3866548 bytes received in 0.333 secs (11607.59 Kbytes/sec)
ftp> quit

221 Goodbye.

#

BFTP/SFTP 7 54 7 > M &7 % )ik

enable ftpd =~ & EIT L AEE O FTP H— %2 H LE T, &IZ . create allowhost
avy REFEITLT, 79472 Mmkn 6O FTP/ISFTP B3 LET,

N—=V a7 v 7 a—P(veruplZ/NA T — R&E#RELET,

SSH 7u ba s ZFALTWD SFTP 7 94 7 > FaEHT 5854815, 14.6.4 SSH H—
INDERE] & 1465 BEY—NOTIERFIR 22, REED SSH Y— %%
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TLTLIEEN,

(c)NS-2250# enable ftpd«
(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd«

(c)NS-2250# set user verup password<
Changing password for user verup
New password: <

Retype new password: &
Password for verup changed
(c) NS-22501

FTP/SFTP 7/ A4 7 v "B ARIEEIZES T 7 A NV EEELE T,

ARIEE TN T system & VD T 7 A NVATES T 7 A NVERFLTIIEI N,
FTP/SFTP EENKRI L7561, BE, FTP/SFTP #E2FEITL T EI N,
T 7 AMIT ATV E— FEEL T X,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verup<
Password: d

Welcome to NS-2250.
“/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> put system. 2250.v101 system<

local: system. 2250.v101 remote: system

227 Entering Passive Mode (192,168, 1,100, 179, 8)

150 Opening BINARY mode data connection for system.2250. v101
HHHHHHHHHHHHHH

ftp> quitd

221 Goodbye.

$
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@) "=V a v T vT/R_"—=Tg A DET
verup execute 2~V R&FITL T, N—=Va T v 7INR—=Ta XU 2T0WET,

(c)NS—-2250# verup executed

Do you update main-system version [y/n] ? yd

:I_-::r_
=]
LT

(5) FHiEZHEh

verup execute AY Y FIX ERE LI=ZER 7 7 M LB UNENEHRLET,
verup execute AT Y FEETLFRIZ, IS5—AvytE—URRTRINE5,
BEEDI77AILEREEIZEIEL T, verup execute AT Y KEETLTK
2E0Y,

verupexecute AX Y REN—=D 3 07y TIN—23 U8 URITEDBREE
2[F, 2L OHHZET D EADHYFET, AEENEHTSHETIX, BRZ
OFF [2L7=Y. RESET RA v FZEHEILGLTLEEW, YATALYT +Dx
THALEENLLELLGEYETS,

VATAY T N =T HEEELET,

(c)NS-2250# reboot<
Do you really want to reboot with main system and startupl [y/n] ? yd

6) N—=Ta Ty T /R—=a rFT U RERORER
ARIEENHESE) L= 5, show version 2~ RZFEITL T, VAT LY T U =27 D/—
VarEERELTIEIN,
Flo, AREEOHENEFICEEL TV Z 2B L T EIN,

(c)NS-2250> show versiond

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)

System Up Time : 2015/07/03 11:15:20

Local MAC Address © 00:80:15:XX:XX:XX

Number of MAC Address : 2

Mode | © NS-2250-48 (48 port)
Serial No. o OXXXXXXXX

D B8
Boot Config . external startupl
Main System - Ver 1.0.1
Backup System - Ver 1.0
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(1) VAT LAY T R =2T7 Dat’—

MBEIE LT, VAT ALY 7 by =7 (backup) b v A7 A Y 7 h ¥ =7 (main) & [7] C/3—
I NCHDLETLEIY, VAT LAY 7 FY =T (main)z v A7 ALY 7 b =7 (backup)

\Za B —3 B5A0T copy system 2~ REETLET,

(c)NS-2250# copy system main to backupd
Do you copy main system to backup system [y/n] ? yd

Please wait a few minutes. .. done

copy successful
(c) NS—-2250%
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VAT AT N T2 T (TN A=) AN Z D FIBIZOWT FRRICHBA L E7,
TROETHNL, AKLEFED IP 7 FL 2% [192.168.1.100] . FTP +— 1D IP 7 RL- &
%z 1192.168.1.101) & LCitBHL T\,

(1) YRTFAITET2T (TN A—=D)DAF
TA A= [(HINS-2250.sys.v101] ZAFL T ZE0,
TNA A=V DATFHIFEZIRGAREE S L 38 4EV R — FEOETEBMAEE<EE,

(2) HWIATALA—=DZ YT
TN A=V HEERET BHINC, WV AT AL A=V 7 VT LET,

(c)NS-2250# clear system-imaged

Do you really clear NS-2250. sys system-image [y/n] ? yd_
clear successful

(c) NS-22501

(3) TNA A=V DORIEE ~DIRE
TEROWTHNNDFETTIINA A= AREE TR LT,
c AREEE O tftp 2~ K& 2 ik
C AREEE O ftp 2~ FEfHT 5 5k
<FTP 7 4 7 v b &5 5k
WAEE O titp 2~ > REHHT 5 Hik

TFTP H— 27 LA A —2 % NS-2250.sys & W I LRTTHELET,
TiEa~vy FE2ET L, TFTP +—3192.168.1.10)0 5 7 v A A—J S L ET,

(c)NS-2250# tftp get verup system—image 192.168.1.101d
(c) NS-2250#
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WALEED ftp 2~ REEHT 5 ik

FTP #— 27 )b A A —P % NS-2250.sys &\ 9 A BT TIRAEL £9,

AEENS Tiia~y FE2ETL, FTP $—,3192.168.1.10) 6 7 b A A—T ZHfGF L
£7,

ARLEE (I T NS-2250.5y8s E VD) T 7 A NATINA A=V EEFLTIIEEN,

FTP #ENRM L5 1E. BE, FTP XEEZETLTIEI N,
TNAA=VRFLT ATV E—REFELTEEN,

(c)NS-2250# ftp verup 192.168.1.101<

Name (192.168.1.101:root) : XXXXXXd

Password: XXXXXXd

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Switching to Binary mode

ftp> get NS-2250. sys. v1i01 NS-2250. sysd

local: NS-2250. sys remote: NS-2250. sys. v101

227 Entering Passive Mode (192.168.1.101, 89, 41)
150 Opening BINARY mode data connection for NS-2250.sys (11337695 bytes)
S : BRE

ftp> exitd

221 Goodbye.

(c) NS-22501

WEFTP 7 74 7 v b+ 5051k

enable ftpd =1~ & EIT L AEE O FTP H— %2 H M LE T, &IZ . create allowhost
av L REEITLTC, 779472 MERNPLO FTP 27 LET,

N—=V g T v 7 a—P(veruplZ/NA T — R&E#RELET,

SSH v ba v ZFHLTWA SFTP 7 94 7 v b aBHAT 28461%. [4.6.4 SSH H—
INDERFE] & 14.6.5 HEH—/I\OT7IERGR 22M L, KEEO SSH — %%
ELTLIEEN,

(c)NS-2250# enable ftpd<
(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd<
(c)NS-2250# set user verup password<

Changing password for user verup
New password: <

Retype new password: 4

Password for verup changed

(c) NS-2250%#
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FTP 7 A7~ MO ARIEEIZ T NA A=V HHRIE L £T,

ALEE 1TV T NS-2250.8y8s E VD T 7 A NATINA A=V EEFLTIIEEN,
FTP X EICRI L 7235A1E, BE, FITL T RSN,
TNAA=VRFLT ATV E— REFELTLEEN,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verup<d

331 Password required for verup
Password: d

230~

Welcome to NS-2250.
”/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> put NS-2250. sys. v101 NS-2250. sysd

local: NS-2250. sys. v101 remote: NS-2250. sys

227 Entering Passive Mode (192,168, 1,100,179, 8).
150 Opening BINARY mode data connection for NS-2250. sys
S

ftp> quitd

221 Goodbye.

$

(4) HRELETNAA A=V DONN— 3 ViR

BE LT TINA A= DONR—T g U RER L E T,

(c)NS-2250# show system—imaged
System Image Name : NS-2250. sys

Product © NS-2250
Version - 1.0.1

Date : 2015-XX-XX
Status : available

(c) NS-22504
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B) TVATLYTRNTTDOUART

BRE LT TINA A=V BV AT LAY 7 b7 27 (main) il A 7 LET,

(c)NS-2250# restore system—image to main<

Do you restore NS-2250. sys to main-system [y/n] ? yd_
Please wait a few minutes... done

restore successful

(c) NS-22501

(6) FiEH

VAT ALY T N T AEEELET,

(c)NS-22501# reboot
Do you really want to reboot with main system and startupl [y/n] ? yd_

(1) RN=TarTuvT /"= a F7 U REROMER

EENBICS AT AT NI 2T ONR—T g VAR LET,

(c)NS-2250# show versiond

System . System Software Ver 1.0.1 (Build 2015-XX-XX)
Boot Status © Reboot (05:80:00)
System Up Time : 2015/07/14 10:53:49
Local MAC Address : 08:00:83:ff:4c:b8
Number of MAC Address : 2
Mode : NS-2250-48 (48 port)
Serial No. : 20150415

: HBE
Boot Config . external startupil
Main System - Ver 1.0.1
Backup System : Ver 1.0

(c) NS-22504#

(8) VAT ALY T FYU =7 O3 — (Main—Backup)

VEIJE LT VAT LY 7 by =T (backup) b ¥ A7 LY 7 b v = 7 (main) & [7] L/3—
I NCHDLETLEEY, VAT ALY 7 FY =T (main)z > A7 LY 7 b =7 (backup)
\Za B —F 541E copy system 2~ RZFEITLE T,

(c)NS-2250# copy system main to backup<
Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes... done

copy successful
(c) NS-22501
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5-36

VATAEI T N 2T(INA A=)y 7T v 7T 5FNEIZOWT FERICH AL E T,
TEROETHNL, AEED IP 7 L 2% [192.168.1.100] . FTP +— "D IP 7 FL &
% 1192.168.1.101] & L CEHHA L TWET,

(1) VAT AT NT 2T (TNNA A=) DR I T T

RO T v TTHVATHY T vy =T ZERLET,
main b L <% backup DWTHNNDL AT LY 7 b= TBIR LAY 77 v 7 LET,

s VRTAY T RO T (main) DS

(c)NS-2250# backup system-image maind
Do you really create NS-2250. sys system-image [y/n] ? yd_
Please wait a few minutes... done.

backup successful
(c) NS—-2250%

s AT LY T bz T (backup) DIBE

(c)NS-2250# backup system-image backup<
Do you really create NS-2250. sys system—image [y/n] ? yd_
Please wait a few minutes... done.

backup successful
(c) NS-2250#

2 BT D 70 A A=V OER

kT D T NA A=V DONR—=V g VAR LET,

(c)NS-2250# show system—imaged
System Image Name : NS-2250. sys

Product © NS-2250
Version - 1.0.1

Date : 2015-XX-XX
Status > available

(c) NS-22504#

(3) TNAA—=LDNRy I T T
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TROWTNNDHETTINA A=V — N ZHEELET,
c REE D tftp 2~ REFEHT 2 5k
c AREEE O ftp 2~ v REMHT 5 5k
“FTP 7 54 7 v P&+ 5 H1E

WAIEE D titp 2~ > FEEHT 5 ik

TETP $— N2 7 LA A—T % NS-2250.8ys EWIHILET TNy 77 v F LET,
T~y RE2FETL., TFTP H—3(192.168.1.100)~7 LA XA — & #5535 LU £,

(c)NS-2250# tftp put verup system—image 192.168.1. 101
(c) NS—-2250%#

WALEED ftp 2~ > REEHT 5 ik

FTP Y— 27 LA A — 3 (NS-2250.sys) & NS-2250.5ys.v101 £ WO ARTTNy 7T w7
LET,

AREEEND Fila~vy FEFEITL, FIP —-3(192.168.1.100)~ 7 /LA A — TV &k L E
7

FTP X EN R L725A 1R, FE, FTP EELZFEITLTIEIN,

TNA A —=VERFT AL TV E— REFLTIEIN,

(c)NS-2250# ftp verup 192.168.1.101<

Name (10.1.1.1:root): XXXXXXd

Password: XXXXXXd

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Switching to Binary mode

ftp> put NS-2250. sys NS-2250. sys. vi01d

local: NS-2250. sys. v101 remote: NS-2250. sys. v101
227 Entering Passive Mode (10,1.1.1,89,41)
150 Ok to send data.

S : BRE

ftp> exitd

221 Goodbye.

(c) NS-22501

WEFTP 7 74 7 v b+ 5051k

enable ftpd =1~ > R4 E(T L ALEE O FTP H— &2 A2 LE 7, &I, create allowhost
a<w REFITLT, 279472 Mk b0 FTP 823 T L9,

N—=V g T v 7 a—P(veruplZ/NA T — RE#HELET,

SSH 7u ba s ZFALTWD SFTP 7 94 7 > M aEHT 5854815, 14.6.4 SSH H—
INDERFE ] & 14.6.5 £HEH—/I\OT7IERGHR 22M L, KEEO SSH — %%
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TLTLIEEN,

(c)NS-2250# enable ftpd«
(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd«

(c)NS-2250# set user verup password<
Changing password for user verup
New password: <

Retype new password: &
Password for verup changed
(c) NS-22501

FTP 7 7 A4 7> N CAREBOINA A=V EEIGLET,

TR 7 A A — P (NS-2250.sys) &2 NS-2250.5ys.v101 &9 7 7 A VL TRy I T w7
LTWET,

FTP #FICRM LG A3, BE, FATL T E &,
TNAA—=VEITANAFTIVET— FEEL T EE,

$ ftp 192.168.1.100<

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verupd

331 Password required for verup
Password: d

Welcome to NS-2250.
”/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> get NS-2250. sys NS-2250. sys. vi01d

local: NS-2250. sys. v101 remote: NS-2250. sys

227 Entering Passive Mode (192,168, 1,100,179, 8).
150 Opening BINARY mode data connection for NS-2250. sys
S

ftp> quitd

221 Goodbye.

$
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5.6

FHICLER— OV ORELRGFIE
W= hn 7 %77 A WRAF L, FTP X TFTP Tk 3 5 FNAICHOW TR L £,

(1) FEhC X DR — b 7 ORAF

R—ba 7R ET 220, Tt X 912 logsave 2~ REHALET, U T AKR—
FEfRE L Clogsave 2~ RZFATTH L HE LT U T LR — FOKR— ha 7 Hltty
%5 _YYMMDDHHMM.log] &9 7 7 A L& TIRIFSNE T,

(c)NS-2250# logsave tty 14
(c) NS—-2250%

BREINTZR— bl 77 A LDO—%&IL, loginfo 2~ RCHRTDHIILENTEET,

(c)NS-2250# loginfod

Total (1K-blocks) Used Available Use%
308983 2064 286447 1%
Size SaveTime Name

82 Jul 9 21:09 tty01_1507092109. log

(c) NS-22504

(2) B— F a7 Diidk

FTP = NZAR— a7 25T 213 FTia~v >y FeEITLET,

(c)NS-2250# ftp log 192.168.1.1004
Connected to 192.168.1.100(192.168.1.100).

220 FTP Server ready.
Name (192.168.1.100:user1): userl

331 Password required for userl

Password:
230 User ne logged in.

ftp> put tty01-1507092109. [ogd
local: tty01_1507092109 remote: tty01_1507092109

227 Entering Passive Mode (192.168.1.100, 147, 214).

150 Opening BINARY mode data connection for tty01_1507092109
226 Transfer complete

82 bytes sent in 0.000324 secs (253.09 Kbytes/sec)

ftp> quitd

221 Goodbye.
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TFTP H— NCAR— b a7 2 fff 4 51T Fida~ > FeFET LET,

(c)NS-2250# tftp put log tty01-1507092109. log 192.168. 1. 1004
(c) NS-22504

FTP 7 747 v b b AR— b V20T 255X TilOFEEELFEITLET,

FTP 7 947 b AR— baZ 2T0G7 5802, FTP 7 54 72 b AREER|IZ v VT
Ba—HFlog) TTZ/EATEXL L HICHRELET,

SSH v b ZFHLTWA SFTP 7 94 7 v b aEHT 2854615, [4.6.4 SSH H—
INDERTE) & [4.6.5 BEY—/IOT7IERFHR 2L, AEEO SSH — %5
EL TSN,

(c)NS-2250# enable ftpd

(c)NS-2250# create allowhost all service ftpdd
(c)NS-2250# set user log password

Changing password for user log.

New password: d_

Retype new password: J
Password for log changed
(c) NS-2250#

FTP 7 747 > b b AEEICr ZIfG2—Ylog Tr 7/ A > L, REFELEFR—Fr 73
bHZLEMRLET, (MOT L7 FURT 7 A VOBEEIIATORNTLZI VY, )

$ ftp 192.168.1.1004

Connected to 192.168.1.100

220 (Welcome to FTP service.)

530 Please login with USER and PASS.
Name (192.168.1.100:1og): logd

331 Please specify the password.

Password: J_
230 Login successful.

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 222, 247)

150 Here comes the directory listing.

drwxr-xr—x 3 200 0 1024 Oct 16 12:02 logfiles
226 Directory send OK.
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ftp> cd logfilesd
250 Directory successful ly changed.

ftp> Isd
227 Entering Passive Mode (192.168.1.100, 222, 247)
150 Here comes the directory listing

—-rw-rw-rw— 1 200 200 118902 Oct 11 05:41 tty01_1507092109. log
—rw-rw-rw— 1 200 200 3072016 Oct 12 01:21 tty01_1507091021. log
—-rw-rw-rw- 1 200 200 102420 Oct 11 05:47 tty02_1507091447. log
—-rw-rw-rw- 1 200 200 3072016 Oct 11 01:22 tty03_1507091022. log
226 Directory send OK.

ftp>

RAFELIER— b7 77 ANV E FTP 7 747 » FTHEASLET,

ftp> get tty01-1507092109. logd

local: tty01_1507092109. log remote: tty01_1507092109. log

227 Entering Passive Mode (192.168.1.100, 200, 242)

150 Opening ASCII mode data connection for tty01_1507092109. log (28 bytes).
#

226 File send OK

28 bytes received in 0.0013 seconds (22 Kbytes/s)

ftp> quitd

R—bv 777 A0 ftp @ delete =2~ R THIBR T 97,
KRR — b a ZI3HIBR L T IZE 0,

ftp> delete tty01-1507092109. |ogd
250 Delete operation successful.
ftp>

$
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=111

RE = TIHHARICR T Ak

AIEE O T % LIFHEAEFCE T, clear startup 2~ > REFEITLET,
BEDAA— T v 7 ANDIHENYL LY al A7 v a VEHRELTETD AL —
N7 w777 A M(USBAEY EAREEBNBOAZ — T v 7 1~47 7 A V) &L T D
TENRTEET,

(c)NS-2250# clear startup alld

FE owrite AU FIEETLHEVWTLCESWL, witte Av Y FEETTHE. BED
SUZUTAVIATNTIHINEDARA— T TI7AINIZLEEESINT
LEWET,

£ 77 v A4 Vb H{ET 554 1E, shutdown logclear =i~ REFEITL TLEEW,
MON>~7' 1 > 7 " PRFERENT OAREBOERZ OFF IZ L £,

(c)NS-2250# shutdown logcleard

Do you really want to shutdown and clear log files [y/n] ? yd

MON>
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S TIILLEOBE

ABEED N T T E, AEBON—F =T RE, Xy NU—J@EOER T T, v
)7wL%®§ﬁF77wﬁk&ﬂD T%hi?
AEEEIM D BT TIURRE LIS, TOERD DI NFBG AL, AREEZS
EEL“CXT%L“C<71§P

Fio, WA — L= 0 THIFER) 12, REE O FAQ oH A # /e K38k 4T
WETOT, LLFO URL b2 L T 72 &0,

http://www.seiko-sol.co.jp/
Hett b L <UEIREMRBE WS DET 54813, RESORE, =7 —FfRR ErRRT

% show support =~ > KD EFTHE R & 264F L“C < 7ZEW,
FEANT 15.1.2 B BREFHRO EEIR] 2 TBRITZEN,
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6.2

6.2.1

AKEBEON—FKOz7ICEAET BT T

TIHALEEDO N— R T = 7T 5 b7 7 A ORATIEZ DN THBI LET,

- >
— —

BRAA S VMEE DAL

TROMEREZ L THARBEEDERNDALZ2ZWPOWER 7 o 70 LRV)EATT, Al
BOMEEEZ ONET, HONCAREEDERE OFF IC LT, BRIy —7 21373 L,
EEZEIHL T a0,

C BT =TT B SLTWET N

cEBIRAA v FIL, ONIZ2 > TWETH 2 (NS-2250-16/32/48/16D/32D/48D)
cayky MCERMBG SN TWETN?
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6.2.2 STATUS S v IAR{TF = FRE L TLHIHEDAL

AILEDOEREZ ON 12T 5 &, POWER 7 0 7708 T LiEdEh 2 Bsa L £,

IEFICARSEE S EE) L 72 A 13, 2To STATUS 7 0 7 EAT LET,

AILEDOEREZ ONIZL T, STATUS 7 7R AUT Lo E EOREFENTZ D | AL
TWLHERIETRESZM LU THLL T ZE0,

STATUS 5 > 7%

1

2

3

4

KRG/ R TT

N= R =7 OFPHUERTET LE LT,

WIRE ONIZ LI BRI, —BZoREIZR D £7,

BEIRE ONIZL72% T, 2O EORENHSIGA T, REBRBOMEESZ XL
NET, BEHEANETT,

O

HO2ZW7 A b (POC) Z#FITLCWET (KISORPR]) .
ZORENFE L GEIE. AEBEOMEEEZ ONET, BENLETT,

O

O

ROME=FZ2F(TLTWET (K3 .
ZORENFE S HAE, AEBEOMEEEZ ONE T, BEALETT,

O

> AT Af#Ef (1st Boot) T,
ORI AR, AEBEOMELEX bET, BEBLETT,

VAT AR TY,
ZOREDSKES HEIE, AKEBEOHEEEZ ONES, BHASKETT,

AT K (USB 22 6B AE & G id B ) T,
ZOREDSKES HE T, AKBEOMEEEZ DNES, BEASBETT,

© |l e | @

|l e | e | @

HOZWr7 A b (POC) & FATHIC= 7 — & MmN LE LT,
AIEEOWELELEZ LIVES, EERMNETT,

ROME=F ZFRITHIC= T — %M LE Lz, EEBNIETT,
[Enter] ¥ —%#4 L =7 —RX vt —UNRRINET,

IHIZ, MON>T v 7 FCerr 2~ REFETTHE, sFli=I—A vt
—UMBRINDBIERHY T, EROTT—RA v E—UEEHLT, &
PRI LT 2 &0,

VAT AEEEIF (Ist boot) IZ= T —ZMH L E L7, EEHALETT,
[Enter]F—%#H3 L, =7 —RX vb—URFRINET,

EHIT, MON> Ty F R Terr A~y REETT DL, MR T — A vt
—VUBRRRENDZERDHY ET, ERRO=T— A vE—VEFELT, &
HEZEE LT EEW,

O

O

O

VAT AEEIET

O

O

USB AEVIZT 7B AH (write 2~ RFATHR L)
COREXFE S H AT, AERBEOKELEX DN ES, BHEPALETT,

X1 :STATUS S TmESIE. TO:HMT) . T@: "1, TO: "Rkl ZRLET,
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6.3

6.3.1

BIEICEET S LT TILDRAN
WIEICHET S T 7L, FROFETHO T LN TEET,

A= Na TIRFEEINTND T T — R v — U DR

AREBOREBFEH HVIZBETICZ T — A vE—UBRREINDE, TOT—A >
t—Vikary— e IRk EINET, T TABRRBELELEEIL, 2y Y —L
B SIRFENTVWAEIET — Ay — VAR TH L THLTHZ LN TEET,
© BRIE DORETR

AEENBER LI EBVICEELRWEEIT, RELHRTH I ETHATE DA
N E9,

c REEE O T T OARREIT K D — TV EEGE/ {5 R RE DO HERR

T NBRIELL BRI TNDNE D, HD5WIIWEZREENRFEAEL T D0
E D MOIEARN 2 MEGBPT A E T,

- awr RIZ X B lEIREDOMER
ARIEEDOWBEIRED 2 VITMAHER R T 22N TEET,

NNy a—F 4 VIRt D a~ ROFEMIL, WEUBEEZZMo Ta< o K
)77 X 2B LTLEEN,

avy—)LaygnrER

AREEBEBNERT I A v E—(a =1 Ay E—)E, CONSOLE R— hzH1&n 5
LRIFFIZ, vy Y — e JIilbRFINET, BERRELEZEAZ, 2y —nrar%
SR T I —OFBEEZHEEL T EI,

REBOaA L =NV A=V % Y TAHA LIHGR LI WEGEAIT, A%EE O CONSOLE
A MCEEERRAR (¥ —I Ay 7 R Loy a2 ) 28 L T Ea0,
Telnet 7 74 7> FafiHLTxy FU—7 EOMRNPLAEREICT 7 (0 LTVDHHE
X, su a~v 2 RCEEEHL—WIZBIT L7214, console =~ RZFETLT, 23V —
WA yE—=U% Telnet 7 747 2 MIHFRINDH L OICLTLESNY,

2B, suavwy FCEBEEHL—FIZ/R-72%I2, showlog 2~ R&2FETTHE, 2
VA JEBRRRTHIENTEET,

ATOarY—Aral 2R iETHES
(c)NS-2250# show log consoled

BHO 20Ty Y —rn 2 FERT 588
(c)NS-2250# show log console 204
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6.3.2 BREDHEE

EAEE LTz &30 ICBIE L2V AT, AR ORE % T
AEBEBOBREL, Fv=v7ar 74 7 2FRTHILICE

BLTES,
BCEET,

echo “SYSTEM configuration...”
#

set timezone Tokyo

#

#

echo “IP configuration...”

#

set hostname NS-2250

set ipaddr eth1l 192.168.1.1/24

#

echo “IP6 configuration...”

#

create ipb6

set ipbaddr ethl 2001:db8::2/64
#

echo “User configuration...”

#

create user setup group setup uid 198

create user verup group verup uid 199

create user log group log uid 200

create user somebody group normal uid 100
create user portO2usr group portusr uid 501 encrypt
$18g6Zk1eRm$60Tw3/CeqfvL jVLn jndMh/

set user portQ2usr port 1,2,3,4,5,6,7,8,9,10
#

echo “IP ROUTE configuration...”

#

create ip route default gateway 192.168.1.254
#

#

echo “IP6 ROUTE configuration...”

#

create ip6route ::/0 gateway 2001:db8::ffff

#

(c) NS-22504
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6.3.3 *v FUO—VBEDERK LS TILORL

(1) LINK/ACT T > 7 DOHez8
TREBBICUTO@ AL TH, AEEOHHIZH S LAN R— k® LINK/ACT 7
VTIMBAT LW AIR, REEOKEEZE X SNET,

« LAN 7 —7 L%, AREE D LAN R— MIIELL # SN TWET N2

« LAN 77— 7 uid, AREEE O LAN AR— F DX APEEE (NTRAAL v F 7R L) 12
ELLBERESNTOETN?

CLAN 7 —T VBRI L Th, LINK 7 AT 0 £ T

(2) ping/ping6 =~ R&fEH L7-fk:R
AREEE DY — V)5 pinglping6 2~ 2 REFIT L AR ENS 7 T4 7 2 Mkl ping
MBS 5 Z L 2R LT IEIN,

(c)NS-2250# ping 192.168.1.100 <

PING 192.168.1.254 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp_seq=0 ttl=64 time=0.497 ms
64 bytes from 192.168.1.100: icmp_seg=1 ttl1=64 time=0.352 ms
64 bytes from 192.168.1.100: icmp_seq=2 ttl=64 time=0. 345 ms

—— 192.168.1.100 ping statistics ——

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.345/0.398/0.497/0.070 ms, pipe 2

(c) NS-22501

(c)NS-2250# ping6 2001:db8::22 J

PING 2001:db8::22 (2001:db8::22): 56 data bytes

64 bytes from 2001:db8::22: seq=0 ttl=64 time=0.177 ms
64 bytes from 2001:db8::22: seq=1 ttl=64 time=0.150 ms
64 bytes from 2001:db8::22: seq=2 tt1=64 time=0.148 ms

—— 2001:db8::22 ping statistics —-

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.148/0.158/0. 177 ms

(c) NS-22501
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(3) show =~ NI L DHER
ping/ping6 =~ N CEHBAME CERWGAIE, LTOHEBEZHZE L T Z3V,

« AEEE O LAN AR — R O ENXMZEE (NTRAL v TFRE) ORELAHELTND
T EEMRELTLIESN,
KRz, AREEE L MEEDOA— I m— 9 V(2B ORENR—HLTWD
T EEMRELTLIESN,

(c)NS-2250# show ether <
Eth Link Nego Speed Duplex MDI

eth1 UP enable  1000Mb/s full md i
eth2 DOWN enable —-— - _—
(c) NS—-2250%#
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c RIEED AN R — FDOEZEHI T AR T — DU X efER LT, BREIRETA

WZ EBRERL T XN,

(c)NS-2250# show stats ether d

<{Receive Statistics>

{Transmit Statistics>

Frames Bytes Frames Bytes
ethl 687962 45761090 332 23382
eth2 1 60 0 0
(c)NS-2250# show stats ether ethl
Statistics ethl
{Receive Statistics> {Transmit Statistics>
Frames 688847 Frames 332
Bytes 45818311 Bytes 23382
Errs 0 Errs 0
Drop 18931 Drop 0
Fifo 0 Fifo 0
Frame 0 Colls 0
Compressed 0 Compressed 0
Multicast 688535 Carrier 0

(c) NS-22504#

CAREBEBOIPT RLALRXY FRAZBRELWNWT L 2R LTSN,

(c)NS-2250# show ipd

Hostname © NS-2250

TcpKeepAlive
[Paddress (etht)

(c) NS-22504

: 180
0 192.168.1.1/24
[Paddress (eth2) :

(c)NS-2250# show ip6<
[Paddress (eth1) : 2001:db8::2/64
[Paddress (eth2) : -
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(c) NS-22504#

I ITAT Y MNRRBRI DRy NT—7 T RLRIZER SN TV DA TX, show ip
route/show ipbroute I~ REFEITL, 7 T4 T2 MRERANDAX T 4 v 7 RENIE
LSERESNTNAZ LEMER LTI EEN,

(c)NS-2250# show ip route

destination netmask gateway met iface status
192.168.1.0 255.255.255.0 — 0 etht -
0.0.0.0 0.0.0.0 192.168. 1. 1 0 etht -

(c) NS-22504

(c)NS-2250# show ip6route

destination gateway met iface status
2001:db8::/64 -— 0 eth1 -
::/0 2001:db8: : ffff 0 ethl inact

(c) NS-22504

(4) BHEY— DT 7 & AH| RO
Telnet X° FTP 27 7 A 7 2 I 7 b ASGEIZ Hefe T & W B3 AL E O A — DIk iE
T AR MRS LTS,

(c)NS-2250# show service d

<telnetd>

status : enable
port 023
<{sshd>

status : enable
port D22
auth : public

host_key : device_depend

<{ftpd>
status : enable

(c)NS-2250# show al lowhost

Service Address/Mask Access tty List
portd/telrw all all
telnetd all -
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(c) NS-22504#

(5) FTP & v v a » O Yllr
ftp/ftpd/sftpd D& > 2 a URMENL TERWESIL, Tiioa~y FE2ETL T, Amfilrvic
U2 &b TEET,

(c)NS-2250# disconnect ftp 4
(c)NS-2250# disconnect ftpd<

(c)NS—-2250# disconnect sftpdd
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6.3.4 LUTIIBEDER S TILORL

(1)

(2)

TN —T N DORERR

TREHZHERLTH Y 7 AVEENTE 20 EE IR,

REEOHIELEZ ONET,

TN =TT, REEOS Y TAR— MIE LR ENTOETN?
U TN =T L, BRI GERRICE LSS NLTWE T ?

VU TN =T ILOFERITIE LS i STV ET M ?

s VU TN =TI DER o % 7 X (NS-354 DB9-RJ45 Z5H#h 2k 7 4 /NS-490
DB9-RJ45 Z5ffia 7 & (77 v R) [ Z[#iE > TWERF AN ?

U TNR= PR a7 2 OREIT, Bt TREFIEE] 2R LTS,
WerE AR — DAR— DI L TV DB R R b TR < 7230y,

show 2~ NI L 5 HER

show < FZFETL, YU TAR— bR — F = ZHEI—EZADRELHERL

TLEEW,

VU TNAR—FORENELNWZ 2R LTI,

(c)NS-2250# show tty 3
tty : 3 “Tokyo-Switch-3”

baud : 19200
bitchar : 8
parity . none
stop o
flow . none

detect_dsr : off
(c) NS-22501
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C AR P NOREBER - FESHELNI L 2R L T ZE0,

(c)NS-2250# show portd«
auth status : none
connect status : direct
base port number
telnet rw : 8101 ro : 8201
ssh rw . 8301 ro : 8401
timeout status
idle_timeout : off
ro_timeout : off
menu status @ auto

tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro

1 - 8101 - 8301 - - -
2 - 8102 - 8302 - - -
3 - 8103 - 8303 - - -
4 - 8104 - 8304 - - -
5 - 8105 - 8305 - - -
6 - 8106 - 8306 - - -
1 - 8107 - 8307 - - -
8 - 8108 - 8308 - - -
9 - 8109 - 8309 - - -
10 - 8110 - 8310 - - -

(c) NS-22504

s R— b VRIS A R L TV A SEAIE. BELEAR—ba—FICHEOL Y T
VIR — P INEGEINTWD Z 2R LT 7ZE0,

(c)NS-2250# show user J

User-Name Category (Uid) Public—-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

port02usr portusr (501) 1-10, 13

(c) NS-22504
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B Lm0 ) 7L — S ORI FRIRI 2 W LR TE A0 ETER LT 2 &,
Yoy a VOPHUERERE N> TWDGE, J—< AT — RTERELD T TR
— h~E, JEE—Y TERT D LIXTE AL

(c)NS-2250# show portd session<

telnet rw: 3 ro: 0
ssh rw : 0 ro: 0

available session ( telnet only : 95 / ssh only : 95)

tty . Label Session-Limit
Type Login-User Local Remote
tty 1 : DB-server RW: 2 / RO: 3
rw 1 portOlusr tel:23 192.168. 30. 145: 4731
rw 2 portO2usr tel:23 192.168. 30. 146: 3495
tty 2 : L3SW No.08 RW: 2 / RO: 3
rw 1 portO3usr tel:4740 2001:dba::2.4740

(c) NS-22504

YL a I EBEPEWIEESIT disconnect 2~ > R TCAEZR© v 2 g & IS YIRTT
HZEHARETT,

(c)NS-2250# disconnect portd tty 1 rw 14
(c) NS-2250#

CEEE LT WS Y TR — ML HEa—Y D'y L g U ES TR N E I A iERR
LTLEEW, By va ryOYMBRENENT /> TWBHEA, YR —V CTEREHD
VUTAR— L, S E— RCEFETAILIITEXERA,

(c)NS-2250# show ttymanage session

tty Login-User Remote
1 extOlusr 172.31.100. 67:37726
2 ext02usr 172.21.100. 69:50961
3 ext03usr 2002::200c:417b. 36876

(c) NS-22504
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Ty alrNESOTWERE, B/ A a—FDT N A AFFEHER LTI IEEN,

(0) NS-2250# show user login

User—-Name Dev Login-Time Idle Remote-Host
extOlusr 0 Mar 25 11:24:13 00:00 172.31.100. 67
ext02usr 1 Mar 25 20:09:38 00:34 172.21.100. 69
ext03usr 2 Mar 25 21:05:10 00:20 2002::200c:417b
(0) NS—-22504

T g 22 & PNEWIEA 1T disconnect = 2 KT device BB AT T H 2 & T HLE
—HFD¥ v a EBRBIFIZEINTT 5 Z &b A EE T,

(c)NS-2250# disconnect device 04
(c) NS-22501

« SSH - — HEREZFIT L CTWA AL, SSH B — ROEFE RN E LW 2 & 2R
TLTZEWY,

(c)NS-2250# show service d

<telnetd>
status . enable
port 023
<{sshd>
status . enable
port 222
auth  public

host_key : device_depend

{ftpd>
status : disable

(c) NS-22504#
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AR Y= OT 7B AFIRTEZEOL Y TAR—= FRFAINTND Z L AR L
TLIZENY,

(c)NS-2250# show al lowhost

Service Address/Mask Access tty List
portd/sshrw all all

portd/telrw all all

telnetd all -

(c) NS-22504

VU TNAR—=NDOEZEI L HRZT—H T X ERHER LT, BERREThRNE
CEMERLTLIEE,

(c)NS-2250# show stats tty 3
tty 3

TX Octets © 1152

RX Octets : 2432

Error Parity : 0

Error Framing : 0

Error Overrun : 0

Break Count : 0
Status : DSR:on CTS:on DTR:on RTS:on CD:on

(c) NS-22504

(3) hangup a2~ RIZ L kR
show 2~ FIC K 2fERBAFML TH, U 7/VAR— MO L7z Bstixt Glan & BfE ©
XRWGEAIR, YU TAR— I EY®y N5 hangup =2~ RZFETL T, BENEHA
FTLOMEI PR L T TEEN,

(c)NS-2250# hangup tty 1 J
(c) NS-2250#
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6.3.5 RADIUS F2EEH#EE/RADIUS 7H ™ ¥ MERED 5 T IL DXL

(1)

A4E(E O RADIUS FERFHERE/RADIUS 7 1 w7 o MREREDNIE L S EE L 722V IGEIE, BUTF O
I aEhE L T ZEWN,

RADIUS FBEEY—/3/RADIUS 7 41 7 > b — DR
RADIUS RE—/ NRADIUS 7 A v v b —_"NEE L TWBEZ &, BLU, RADIUS
FREEY— X/RADIUS 7 A 7 o b — "IN ELLSREINTNAZ EE2HER LT EEN,

« AL 75 RADIUS #8FFY— /3 /RADIUS 74 7 > b H— RIC Ping lZB & £ 972

« RADIUS §BREY—/3/RADIUS 7 # 7 > b % —,37C RADIUS H— 71 75 LR
EEL TWET /2

« RADIUS ZREFH— RDFREEAR— . RADIUS 7 H U v Y — DT H 7 hR— |k
IIAREBEBORELH > THETHN?

* RADIUS FBREH—/3/RADIUS 7 H w7 > hY— "L REEDO T — 7 Ly hF—3—E
LCTWEFTN?

« RADIUS FREEY — NIZ 22— X E L B INTWHETN?
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(2)  show =~ RIZ X % RADIUS FRFEHEEE/RADIUS 77 F1 7 > MKRE DHERR
TFED show 2~ REFEIT L, 3T v v B e, AEE D RADIUS 38R 74 7
YRMRADIUS 7 H TV NI TAT V NORE, T 7 BATNVL—TEENIE LW & 2R
LTL &,

- FBFES A E RADIUSRRREY 74 7 FERTEDHERR
(show auth/show auth radius/show auth access_group =~ > K)

(c)NS-2250# show auth <
<auth information>

Mode : radius
su_cmd username : root

(c)NS-2250# show auth radius <
<auth radius information>
Retry © 3

Default User : portusr

{radius server 1>

IP address 0 192.168.1.1
Port number 0 1812
Password . stored
Timeout © 5

NAS_ID : SmartCS

Attribute of portusr : —-—
Attribute of normal : —
Attribute of root D
Require_msg_auth . off

{radius server 2>

IP address 0 192.168.1.2
Port number : 1812
Password . stored
Timeout © 5

NAS_ID : SmartCS

Attribute of portusr : —
Attribute of normal : —
Attribute of root Do
Require_msg_auth © off
(c) NS-2250%
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(c)NS-2250# show auth access—group ¢

Protocol : Radius
Attribute : Filter-ID

<{root>
attr : admin_grp

<normal>
attr : normal_grp

<{portusr>
attr . port_grp
port : 1-32
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T R EFERERDIS TH T NI T4 T FREDHETR (show acct/show acct

radius =<2 R)

(c)NS-2250# show acct J
<acct information>
Mode : radius

(c)NS-2250# show acct radius d

<acct radius information>

Retry 03
Auth_deny_stop : remote
Session_id © 1335319398
{radius server 1>
IP address : 192.168.1.1
Port number : 1813
Password . stored
Timeout © 3
NAS_ID : SmartGS
{radius server 2>
IP address : 192.168.1.2
Port number : 1813
Password . stored
Timeout 03
NAS_ID : SmartGS

* RADIUS BBFEZ 7 A 7 > b OfiHE#H O M8 (show stats auth radius)

(c)NS-2250# show stats auth radius <
<auth radius statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8 0
2 192.168.1.2 3 0 0 0

*RADIUS 7 H v b7 FAT v FO#HEEROMEZ (show stats acct radius)

(c)NS-2250# show stats acct radius <
acct radius statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0
2 192.168.1.2 3 0 0 0 3
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(3)

trace 2= N2 X A HER

RADIUSFRREZ 74 7> MRADIUST WD v b7 A4 7T 2 FORENIE LWGEE L, trace
o<y RESEITL T, AR#EE L RADIUS FREEY —/ N/RADIUS 74 v > b — 3f D
IMMUS?HFZW%FV—XLT<ﬁé% %D trace A~ NORERZMETL T,
RADIUS #FEY— 32 RADIUS 74 7 > b — "I EAREFIZGERLT N Ea— kR
ELSRATWLZ AR LTI ZINY,

trace =~ RiZL~UL 1B/ L0 2GEMD/ L~ 3GEMI+Hex &2 ) D 3 BERE A R
—hLTEBVET, HUIZHDOE TR L —RA L ULEREL TLIZEW,

728, trace =< KgAK 1000 X7 v hETHRL—ATEET, T 74/ ME 50 37
v T, B®BP TR —RE2KTT 554613 Ctrl-C TIEIEL TS ESW,

bl ()

(c)NS-2250# trace ethl radius level 1 «

15:13:44. 783325 1P 172.31.2.106. 22171 > 172. 31. 1. 244. 1812 RADIUS, Access—Request
(1), id: Oxdf length: 88

15:13:44. 785371 1P 172.31.1.244.1812 > 172.31.2.106. 22171: RADIUS, Access-Accept
(2), id: Oxdf length: 52

15:13:44.786946 [P 172.31.2.106.17574 >  172.31.1.244.1813:  RADIUS,
Accounting-Request (4), id: Oxba length: 88

15:13:44.794988 [P 172.31.1.244.1813 >  172.31.2.106.17574:  RADIUS,
Accounting-Response (5), id: Oxba length: 20

15:13:51.858646 [P 172.31.2.106.22241 >  172.31.1.244.1813:  RADIUS,
Accounting-Request (4), id: 0x67 length: 100

15:13:51.861080 IP  172.31.1.244.1813 >  172.31.2.106.22241: RADIUS,
Accounting-Response (5), id: 0x67 length: 20
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© LoUL 2 (RERD

(c)NS-2250# trace ethl radius level 2 «
15:14:47.565937 IP (tos Ox0, ttl 64, id 39839, offset 0, flags [DF], proto UDP (17), length 116)
172.31.2.106. 23544 > 172.31.1.244.1812: RADIUS, length: 88
Access—-Request (1), id: 0x69, Authenticator: ff6fee6f6f80c2a3aaldf520c4545¢0b
Message—Authenticator Attribute (80), length: 18, Value: .....E....F. & .
User-Name Attribute (1), length: 6, Value: root
User—-Password Attribute (2), length: 18, Value:
NAS-1P-Address Attribute (4), length: 6, Value: 172.31.2.106
NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Session-Id Attribute (44), length: 11, Value: 423354498
15:14:47.567978 1P (tos 0x0, ttl 64, id 60987, offset 0, flags [nhone], proto UDP (17), length 80)
172.31.1.244.1812 > 172.31.2.106. 23544: RADIUS, length: 52
Access-Accept (2), id: 0x69, Authenticator: 88b25159eafbeeaabcd9be60f0f16ea7
Message—Authenticator Attribute (80), length: 18, Value: b..f.."..%P0..N.
Filter-1d Attribute (11), length: 14, Value: NS-2260_ROOT
15:14:47.569348 IP (tos Ox0, ttl 64, id 39840, offset 0, flags [DF], proto UDP (17), length 116)
172.31.2.106. 24439 > 172.31.1.244.1813: RADIUS, length: 88
Accounting-Request (4), id: Oxbd, Authenticator: 92c5b41750d6b509ffc7a0e1fc8f0782
User-Name Attribute (1), length: 6, Value: root
User—-Password Attribute (2), length: 18, Value:
NAS-1P-Address Attribute (4), length: 6, Value: 172.31.2.106
NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Status-Type Attribute (40), length: 6, Value: Start
Acct-Session-Id Attribute (44), length: 11, Value: 423354498
NAS-Port Attribute (56), length: 6, Value: 10000
Acct-Authentic Attribute (45), length: 6, Value: RADIUS
15:14:47.571601 IP (tos 0x0, ttl 64, id 60989, offset 0, flags [none], proto UDP (17), length 48)
172.31.1.244.1813 > 172.31.2.106. 24439: RADIUS, length: 20
Accounting—Response (5), id: Oxbd, Authenticator: 8c63661163e798f56a0f14b8810574c4
15:14:54. 268034 IP (tos Ox0, ttl 64, id 40268, offset 0, flags [DF], proto UDP (17), length 128)
172.31.2.106. 16653 > 172.31.1.244.1813: RADIUS, length: 100
Accounting-Request (4), id: Oxb6, Authenticator: fb886a9a571117cab7e¢68234b63eb068
User-Name Attribute (1), length: 6, Value: root
User—-Password Attribute (2), length: 18, Value:
NAS-1P-Address Attribute (4), length: 6, Value: 172.31.2.106
NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Status-Type Attribute (40), length: 6, Value: Stop

6-23



Acct-Session-1d Attribute (44), length: 11, Value: 423354498
NAS-Port Attribute (5), length: 6, Value: 10000
Acct-Authentic Attribute (45), length: 6, Value: RADIUS
Acct-Terminate—Cause Attribute (49), length: 6, Value: User Request
Acct-Session-Time Attribute (46), length: 6, Value: 07 secs
15:14:54.270458 IP (tos 0x0, ttl 64, id 1180, offset 0, flags [none], proto UDP (17), length 48)

172.31.1.244.1813 > 172.31.2.106. 16653: RADIUS, length: 20
Accounting-Response (5), id: Oxb6, Authenticator: aa25c04ccdd9cc0871feeebcfch76475
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6.3.6 TACACS+HEED b5 TIL D3t
AHEE D TACACSHERE P IE L EMELZ2WG A X L FOUID 450 2% L T 7230y,

(1) TACACS+H— DR
TACACS+H— "B EE L TW1D 2 &, BEO, TACACS+H— "N IELLFEESNTND
T EERMERELTLIESN,
« AAEE )35 TACACS+H— N2 Ping (X & £4002
« TACACS+H—/ 3T TACACS+H— "7 0 7' F AMEEI L TWHET 7?2
» TACACS+H— 3D AN — N F =13 TCP (49) TH 2 ?
* TACACS+H— R EAREFED T —7 Ly bF—IT—H L TWETN?
« TACACS+H— N —HIFXIE L B SNTOET N ?

(2)  show =i< > RiZ X % TACACSHERE DT
TED show 2~ v REFEIT U GREAGR/ T v R E  AERE O TACACS+HDO R E .
T IO EAITN—TRENEL NI L 2R LTI,

- TACACS+aZ3RIE/ 7K FR D % E MRS

(show auth/show auth tacacs/show auth access_group =~ K)

(c)NS-2250# show auth <
<auth information>

Mode . tacacs
su_cmd username © root

(c)NS-2250# show auth tacacs <
<auth tacacs+ information>
Default User : none

Service Name : smartcs

<{tacacs+ server 1>

IP address 0 192.168.1.1
Port number o 49
Password . stored
Timeout )

<{tacacs+ server 2>

IP address 0 192.168.1.2
Port number o 49

Password . stored
Timeout )
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(c)NS-2250# show auth access_group J
Protocol : Tacacs+
Attribute : UserSpecific (Attribute Value Pair)

<{root>
attr_val : grp=admin_grp

<normal>
attr_val : grp=normal_grp

<{portusr>
attr_val : grp=port_grp
port @ 1-32

« TACACS+7T I 7 v b DR EMEZR (show acct/show acct tacacs I~ K)

(c)NS-2250# show acct
<acct information>
Mode : tacacs

(c)NS-2250# show acct tacacs <
<acct tacacs+ information>
Auth_deny_stop © remote
Task-id o 31

{tacacs+ server 1>

[P address 0 192.168.1.1
Port number : 49
Password . stored
Timeout © 5

{tacacs+ server 2>

[P address 0 192.168.1.2
Port number : 49

Password . stored
Timeout i 5
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« TACACS+iZFE/ AR DM EHE H O feiB(show stats auth tacacs)

(c)NS-2250# show stats auth tacacs <
<authentication tacacs+ statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8
2 192.168.1.2 3 0 0

* TACACS+7 71 7 > N OFEHEHROHEZE (show stats acct tacacs)

(c)NS-2250# show stats acct tacacs <
<{acct tacacs+ statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0
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(3)

trace 2~ FIZ X DR

TACACS+DRRENIE LWIEEIL, trace 2~ FEFEITL T, ALEE L TACACS+HI—
D TACACS+7'm h=ib% b L—A L, TACACS+H—"NInbDISEDN D D 2 L Z e
LTL7ZaEn,

7B, trace AV FidfH AR 1000 /X7y REThL—ATEET, 774/ ME 50 7
v b TE, BPTHRL—=2&R&TT 25513 Ctrl-C TEIELTIZE0,

(c)NS-2250# trace ethl tacacsd

Apr 19 14:00:02 port_telnetd: LOGIN BY somebody FROM 10.5.30. 145

14:00:02. 913056 IP 10.5. 31.186. 1477 > 10.5.31. 178. tacacs: S
1949630245:1949630245(0) win 5840 <mss 1460, sackOK, timestamp 215552175
0, nop, wscale 2>

14:00:03. 034334 IP 10. 5. 31.178. tacacs > 10.5.31.186.1477: S
1621187922:1621187922(0) ack 1949630246 win 5792 <mss 1460, sackOK, timestamp
537047041 215552175, nop, wscale 2>

14:00:03. 035030 [P 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 1 win 1460
<nop, nop, timestamp 215552176 537047041>

14:00:02. 937741 1P 10.5. 31.186. 1477 > 10. 5. 31. 178. tacacs: P 1:13(12) ack 1 win 1460
<nop, nop, timestamp 215552187 537047041>

14:00:02. 938023 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 13 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938169 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: P 13:69(56) ack 1 win
1460 <nop, nop, timestamp 215552187 537047069>

14:00:02. 938436 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 69 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938716 IP 10.5.31.178. tacacs > 10.5.31.186.1477: P 1:18(17) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 938827 1P 10.5.31.186.1477 > 10.5.31.178. tacacs: . ack 18 win 1460
<nop, nop, timestamp 215552187 537047069>

14:00:02. 938901 IP 10.5.31.178. tacacs > 10.5.31.186.1477: F 18:18(0) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 972637 1P 10.5.31.186.1477 > 10.5.31.178. tacacs: . ack 19 win 1460
<nop, nop, timestamp 215552191 537047069>

14:00:03. 037855 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: F 69:69(0) ack 19 win
1460 <nop, nop, timestamp 215552197 537047069>

14:00:03. 038097 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 70 win 1448
<nop, nop, timestamp 537047094 215552197>




6E FITILYa—TFTa2Y

6.3.7 IPsec #4EED + 5 TIL DAL

(1)

(2)

(3)

(4)

AAEE D TPsec MRAEIZ L DIBEE L SEMELRWEGAIE, LT O8I0 731) 2% L T<
‘k..él/\o

AREEE DR E /T A—F &3 m2EE O VPN Lb— & OF% E R
BFEREVDLEL WO E I DEHER L T EE 0,
o SFAEEE O VPN L—Z 3EE L CWET 2
- RAEBE DS RO VPN L—Z |2 Ping IR X 3002
- xFAZEE D VPN LV— & L OFRIEHEAHEIT B L TWhET 72
» SHAEEE O VPN b— & L OFFER EH B IZIE LW T ?

show 2~ FNIZ L AHER
TEED show 2~ REFEFT L, [Psec DIRAEAMER L TL &V,

# show ipsec status detail

# show ipsec spd

# show ipsec sad

trace 2~ RIZ X AR
TEOD trace 2~ REFET L, AKEE L VPN L—Z B0 ISAKMP 72 h =L & ESP 7
o hanlzEhl—ZALT, VPN L—EZNSDIERHIFELMR LTI IETEN,

# trace ethl ipsec level 2

loglevel @< RIZ X Ak
TRED loglevel i~ > R&ZFE(T L, ARIEE L VPN L— XD ISAKMP 7’1 2 /VED#E
FERNEEZH LTSN,

# loglevel ipsec 2
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6.3.8 tty TR—HEED b T TILDOXAL

AEEED tty v 2 — VHRICE2BENELEHELZ2WEAIE, [6.83.4 ¥ U 7 LVEED
Bt 7 7 OxL) 1ZINA T, LFOBI0 5 2 EmL T 7EE0,

(1) tty v X —UHREZ AT T 2 720 DIRR = — Y (extusr) BREKSNTVD Z L 2R L T
TZE0,

(c)NS-2250# show user
User—-Name Category (Uid) Public—Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

extOlusr extusr (401) 1-32
portusr portusr (500) 1-32
port02usr portusr (501) 1-10, 13
(c) NS-22504

(2)  HEEL—PIT tty ~F— VHREDHERM S SN TnsrZ Lt E, BHOY Y TR — k-~
DT 7B AMERDPBEINTWASZ L 2R L T IEEN,

(c)NS-2250# show user extOlusr J
User-Name ‘extOlusr
Category (Uid) extusr (401)
Permission
normal ‘on
showal | off
root on
ttymanage -on
portusr -on
verup off
Port-Access-List:1-16
Publ ic—Key © (c)NS-2250%
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6.4 TN ~>TIL

ZOMD T TN R IS D FEICON TR LET,

6.4.1 ZEEEEI—HYD/IRT— RFZENTIHGEOXTL

EEEHL—FONRY — REBENTGAEIL, REEDO Y 7 VAR — MOE BTG R & P
LTC.ROM =4 LET, KITHELTWRNWRA =T v T 77 A4 NVEFRMPAA
T, VAT LAY 7 h =T 2B LEE ML L 9,
BEEHL—FONRRAT = REF 20T 52 LIXTEETA, AX— T v T 774
NOETENILT 5 Z L TR — FEg#L L £1,

ML DO FINEIL TRE SR L T E S0,

O AEEEOFEIRZ ON (2 LT, “Hit Enter key to stop autoboot...” NFERI N5,
VA2 — X —%2 T L, MON>7ro 7 haFrSEET,

Hit Enter key to stop autoboot:
MON>

@ boot 2= FDfileno A7 a v EHREL T, REEZHRFELTWARVE L X, &
FRENRAT—ROHEPL TCWAERA— T v T 77 A NVEHGHHIALET, TiLd
Flx BRI EN S USB A £ U O startupd 7 7 A )V Z i A A TOET,

MON> boot fileno=4 J
Welcome to NS-2250 Console Server

Starting Bootlog daemon: bootlogd.
: BEFA Y E—URRREINFET

NS-2250 login:

@ ALE@EIZa A L CEBFHIHAIATNDAL = NT v 77 A NVEFRR L, 7
7 AN A— 2 N URE L ET,

(c)NS-2250# show config startup 1 external 4

@ EEFICFHRAIAENDAZ— T v 77 7 A0 (B : USB AE Y O startupl 7 7
AN) UL L £,

(c)NS-2250# clear startup 1 external 4
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® ALEE 2 FHEELET,

(c)NS-2250# reboot 4
Do you really want to reboot with main system and startupl [y/n] ? y 4
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1157 A
1 —+HHEIR

8% A TiE, 2 —FOHERIZOW TR L TWET,

A-1



A1 1—HIER—E

AIEEIZBEINTWVWAEE =PI, TR L TWA 7L —IC% L T TROERBTE STy

7,
< —HY > EEHEMER LTz normal 7 /L —7 O —HF T4, <iR— ha—WF>i, &
EE B DIERL Lt portusr 7/ —7 D2 —HTY, <P —V >, EEEHEDER LT

extusr 7 /L —7 D —FTH, TOMO 2 —V %, ARIEEO TG HATRNS &bEaﬁ>Li&b;*§%z§%L7fb\
Ha—HTd, HERtEX2 ) T4 R hbhbE T, a—F2BIEIERL T EE N,
2.3 ®xa)T1#8E

2 —YIEROFEIT 1 Z#ZRLTIEEN,

B, —VOMMRIIEETLZ LIFTEERA,
YR
) X R— kH—/\ | tty v R— 2TH
A—HE | TIN—T| %@ | KRT—F| KEB~D | REB~®D | CONSOLE | ADT IR | HEDET [showa< o N
) ) Telnet/SSH | FTP/SFTP |/R—th 5| (BEXRE | (BB | £RTAI8EIC
BE | BRE/EE| OJAY nJA4y |oRdqA = = I3
DT7IER) | DT ER)

root*! root O @) X X @) X X X
:l;fi;ifﬁ root O O O x o x x x
somebody*? | normal X X O X O X X X
;X;ﬁxlgﬁ normal X X O X O X X X
izZ;JE:l“"f extusr O O O O x Q0 o7 O
setup setup X X X O X X X X
verup verup X X X O X X X X
log log X X X O X X X X
portusr®™! | portusr X X X X X ek X X
;f:ﬁ P portusr X X X X X O X X
%1 —H root BL W portusr ITHIRTE E¥A, /-, LT EETDHZ LT TEERE A,
%2 somebody, <= —¥> HLIE=Z—YOIF, su vy FEETTH L CHBEES—VICHITT S

ZENTEET,
¥3  portusr (X, WN— b —PRIEEREN OFF OHAIC, AREELSNEEICHIAT 2 2—3 T,

FIHBE IR =Y E2 > TR— F = NZT 7 A TEHZ LI TEEEA,
%4 OR—bha—PORT Y TIVR—MIT 7B AT DT, VY TIR— b ~DT I B AEEZRTETHLHERDH D 7,
%5  RADIUS/TACACS+7¢ & DALY — N ICEHEHER Z b D2 — V2T UL, Telnet/SSHZ 74 7 bR

Y= R — IO OAREFEICERE L L CEER /A T 52 L HAMFETY,
Mo~ RU 77 L AD create auth access_group root < RX° set auth radius server root =<2 K, BIU,

[k C 7 FY Ea— k& RADIUS GRAE/ 7 H U v M — 3GRER]] 2R TIIEEN,



#6  GEEL—YDIL, SSH TORALEE~T A T2 ENRTEET,

T PEIRT—ION tty v Rx— UHRE R AT T AL, VU T AR — bDT I AR EERET HALERDH Y FT,
VERFRENFICOWTIE [4.7.7 22 Y —)L7 7 & ZAEHE (Ansible & O#HE) OFFE] 2B LT &,

X8 LR — WD CAREBOREL R/ EEITOICIE, RECTEHEMR A 5T 2LENDHY £,

9 JEBR=—YOIL. verup HEBRZ {595 Z & T, SFIP TOHRAEB~0 /(o FTHZ N TEET,

X10 JEE—I>IL, portusr HERAEAT 5T 52 & T, SSH CORLALEFE~n A T HZENTEET,
portusr HERRZ {5 L7z extusr C select E— K (SSH 22) DRI ARFT L7220 | RIKT 7 B RAZRDHFITER LTI,

X1 s —YDI, showall HERRAZAT 552 & T, 77XCOD show 2+ FRETAMRRICAR D £,






747 B
SSH O Z4 72 kY2 FDEAFG

f18% B Tl ARLEEEICT 7 v AT AHNREMNRSSHZ A4 70 Y7 SO RABICOWTHL
BHLTWE9,
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BASSHY 5472 YT FEREEAR

Yo U T o HEEE L L TV D AREERE L, Telnet H— NI 2T, SSHv2 (Secure Shell
Version 2) % — Z## L TWE T @ENRBH 5L ST\ 5 SSH 7' b /11X, Telnet
7a bV R BERREEETIZENTEETOT, EXxa 74 2ZBELTNDHR
v N =7 CELFIHENTWET,

ARETIE, REFEO SSH — SHEEEZFIHTB Ficd SSH 7 54 7 Y 7 NOERK
HEIZDOWTEBA L E T,

- UTF-8 TeraTerm Pro with TTSSH2
UTF-8 TeraTerm Pro with TTSSH2 (LA F [TeraTerm]| & FEONE9) 1%, TeraTerm
ProjectiIZ X WEIEBSD 74 B AD F TSN TWNWDH 7Y —Y 7 b7 =T TY,
LTI TEROR—LXN—=T2 TS ITE N,
http:// osdn. jo/projects/ttssh2/

» Poderosa
Poderosa % Poderosa 72 ¥ =7 NI LY | Apache 71 &2 AD F CTHAF 41T
H57V—=Y 7 0T TY,
FHLLETROF ==V TR EN,
http:// osdn. jp/projects/sfnet_poderosa/
Flo, AREEO SSH — N3 2 FIEOFRFE SR A AR — N L TWET,

« XA U — R(Basic)id:
« N BHEE(Public) 3R EE

%ﬂ%ﬂ@munﬂzﬁﬁfﬁﬁbj—éf_&)o) SSHZ A7 /7 }‘@Tﬁ 'A_L:Z ”E%\ V7 Uz
[CIRIETHRIT L E

B-2



18 B SSHO 547> bV 7T bDOERSB

B.2 /\R ) — K (Basic)iRil D&k F IEHI

ZZ7T i ZIK 0) SSH ﬁ__/\@pu nEﬁJ‘ﬁ)/\x U — f‘(BaSlC);:Au DET Eéh(b\éfﬂ
HBDSSH 7 747 MY 7 bOBSHFIAGNZOWTHBI L £,

SSH /947 v "7 FbEFTDHENC, (4.8 HRESBH 2L T, FitoOALE
B SSH V— "RENZETLTWNWAZ L EZHRLTLIEE N,

-
—

« SSHY— NOFFERED [basic] ITRESNTNWLZ L

s AR— b2 —VFRFEOEED Thasic] IIHRESNTWNDHI L
cHBOT Y TR — MR L T, SSHZ 74 7 > RBSSHEE i Z#7Fr ST D 2 &
« RIEEDOSSHY— T LT, SSHZ 4 7 > MSSSHEH Al S Cnp Z &
R AB L UOUSA T — RS TWA D L

B RGO Y TAR— M LT, T ®8RAZHFAIINTND I E

-
—

T TRORELABELET,

NS : 192.168.0.1/24
— b2 —V 4 . port

« XA — R : port

BT U T VAR — B ¢ ttylo

* TCPAR— hEH 8310 (PR &)

- SSHIEfRE— K ¢ RAU— NERE
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B.2.1 TeraTerm D&M FIE(/ VR 7 — FEREL)
TeraTerm Z#AL#E) L F 3, TeraTerm % iLEI T2 L O ANTEHE A FRINE T,
c TARA B WCAREEDIPT RLAEZ AT LET,
o [P —E 2] [ISSHAEN L £,
« TTCPAR— b | IZHGDSSHAR— F DTCPAR— FEEEZ AT LET,
« ISSH/R—7 3 > ) [HSSH2Z RN L 7,

TTSSH: HLO

@TCPIP  7RA (T 192.168.0.1
ME 2 b UID)

-

F—ER OTelnet TCPrti— 1-#(P): 8310
©SSH  SSHyi—3/ 3 L (¥):|S3H:

O @it |

Z0 kLS UNS

@] e

X B-1 TeraTerm /SR 77— REBEE(HT L LMESR)

[OKJ ZiEiR$ 5 & MR OBRIZIZ TRO & O Rl B mE AR ShET,
el 21 2RI 5 & KRBT ZOBEIRTSNEEA,

R = known hosts U2 MZT L FUERN TS
"192.168.0. 1" A B TS A HIEE R
$IELTEEH = DA ELTOSMEEINER A
[CEELTFE(

AR R% known hosts U2 HDIBID 3B % 25T
(3. wroaeldoESIIRNET AL

ST =AM host key (D7 =200 e
25:a2:40:96:78:55:25:88:8b:86:c7 1e:6b 196

—_—

B-2 TeraTerm /AR D —FRBIE(EFX2) T4 E8)



18 B SSHOSA4 7> bV 7 FOERB

SSH #ZFEDOMWHENFEREINETO T, FidDHEHZHEL T EE,
s Ta2—V4 ) TR b=V LEASLET,
[RRATVL—X] [ZhR— b=V DORZAT—RFE AN LET,
[T —0 T2 N Z2@IRUET,
LEZANT), #ERE LS TOK] 38R L CRICERF T,

SS5H 2=

Logaing in ko 192, 163.0.1
SeLNLAETE

1~ﬁ~%@lhwt |
AT =7 (B3| w] |

(®) F =T ME{ER (L)

(IR3AD3A key R{ER Private key file: |

rhosts %{FFH (55H1) 1—HiLT —H =T 5 |

Hosk private key File: |

B-3 TeraTerm /SR — FER nIE(SSH At II.[E)

TeraTerm & ARIEE DR T SSHv2 OBIENRHN. LET, AEBEBCTHR— Fu 72 RETHH
Ex LTI, AEEOR— M — AN A= —HEAFRINET, &n— b7 E2R17EF
LAWVWRETHNZ. ZTDOEE U TILR— MCORBN TR SR S E 7,

B-192 16801 - Tera Term VT

FrLE REE BEE IRO0-L0r e Erin LD

Homt @ "SmartCs”
Label : "Tokvo-Switchl”

1 : digplay Port Log
2 : digplay Port Leg (LAST)

o . ztart tty connectlon

1 ! cloge telnet/zsh zes=ion
b ! zhow all commands

ty- 1 s

® B-4 TeraTerm /XX 7 — FEREILH(AZEBEDR— b —/\A =2 —EH)

B-5



B-6

B.2.2 Poderosa M#E#kFIE(/ YR T — FEREL)
Poderosa ZLE# L, [7 7 A/ — (B Telnet/SSH i) R L £,

&k Poderosa

LG ot Cirl+Shift+N
iR Telnet/SSHIBFR MY Alt+N
IifcvewiniBin (G,

HEADL - M FERRK ).
DL — by FEFRTF IS

FET G Citr+Shift+0

® B-5 Poderosa /\Z 7 — FEBEE(H3R Telnet/SSH ##%)



18 B SSHOSA4 7> bV 7 FOERB

FHEGEE AT RENETOT, FTeoEAEZ A LET,
[RA N ICAREBOIPT RLAEZ AN LET,
[Z'a h=b) I ZSSH2Z @R L £ 9,
[R— b 1T GSSHAR— hDTCPAR— 5 E2 AN LET,
(T M WA= ha2—FZE AN LET,
[EREEHE) 1T AT— RE®IRLE T,

RELTD TOK) Z#ERL TR~EAE T,

HREE

A2k H) 192.168.0.1
ZObLEr  [3SH2

A— (T 8310
SEH/ATA-A

FHI A port
SREE AR LD JEA—
PAZL=ZE) |k

P )

e

04N FgRIliL) fal v
05 DiFFEE

TLO-F48E w8 v
O—HLT I Ly v
IS MEL S (R fmm =l

B-6 Poderosa /\R 7 — REREE(FTiRER)

MBS FRED A v B —VHEAFRRSNET, [TV 28R L TR~ERET,

Poderosa

9P zzh hoztkey fingerprint cl:38eb:bT:f3b1:a1:43:8d:1 2594 4:ecc?:43
L]
\'\‘J SSHT ) D R L zsh_known_hosts[ZZFRENTOETR A S5k

I FE ) YT 1

X B-7 Poderosa /SR — REBIE(EFa ) 71 Z8)

B-7
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Poderosa & AFEE DR T SSHv2 OEENMEN. LE T, REETHR— o V2 RIFET LK
Ex LTI, AEEOR— M — N A= —HEAFRINET, &— bl E2R7EF
LAWVWRETHIUZ. TDOEE U TILR— MCORBN - SR S E 7,

&% 192 168.0.1 - Poderosa
FrAlEr  REE  ANIE WD D FEOMh | TS0 | AJLFH
N RS B, - IVO-F(H uti-8 1 @ 0] eere

|'d 1192.168.0.1|

Host : "Smartcci3™

Lakel : "Tokyo-Switchl"™

1 display Port Log

2 display Port Log [(LAST)
3 : start tty connection

4 close telnet/ssh session
5 show all conmands

B-8 Poderosa /XX 7 — FERFE(AEEBEDHR— bH—/\A =2 —EMH)



18 B SSHO 547> bV 7T bDOERSB

B.3 B (Public)z®aE M HE#t F A

ZZ T i ﬁ @ SSH 'H-"_‘/\@mu niEjiﬁb‘{&Bﬁ%(Puth)mu uﬂzf Eéﬂ(b\é%é®
SSH 7 747 > kY7 bOHERHEFNAFIZ SOV THIA L £,

SSH 7947 b7 bkt 5E1IC., 4.8 REZEH 2B L T, TioAdE
EODOSSH YV — R"RENRTTLTWNWDZ EA2MHERLTLEEN,

-smﬁ»ﬂ\@munﬁﬁﬁ [public| IZRRESNTNDZ &

— b2 —VFEHED [basic) ITHESINTNDHZ L
-ﬁ%®/)7w$~b;ﬂbf\%MRWUC/%Swﬁﬁ%ﬁﬂéhfwé:k
c AREEEOSSHY— T LT, SSHY 74 7 > MRSSHEEE A FF Al ST Z &
BT ABLONNAT - RRBREEINLTNWDH L
B — RO ) TAR—= M LT, 77 AEFTESATNDE L

ZZTHEHTROBREAEELET,

NS : 192.168.0.1 / 24
s AR— b —H4 : port
CBEGEET U T LAR— B 1 ttyl0

« TCP iR — h &5 : 8310 (FIHIEE)
- SSHfEE— K D APASERR

NBREEFRGEIZ R AT — REEE L 720 . SSH 7 T4 7 > MAUlTCABISMEE 2 ERL L, A
BN AR A BT 5 FIAN LB T,
ARIEEN YR — M T 5 AL TRt N TT,
- ANBASETEE . OpenSSHZ +—~ » b
B8 0 RSAF R (B K2, 048bit) / DSAF R, (FrAK1,024bit) / ECDSAR: -4
(128/256/521bit)

B-9



B.3.1 TeraTerm @ FFRija% & (A BAHERERE)
AL |2 SSH #5#c 3 D i, TeraTerm TABIS/MBZRHEER L £,
TeraTerm & L T, [FE] — [SSH Key DA %8I L F9,

Tera Term — [disconnected] VT
21 IHEY REE BN 10ROl ’?{lﬁl‘”’?(‘lﬂﬂ A LY

iR (...

Pl P00

A HEL.
#—ah—FIE.
LT A —ED.
Zo&up.

S5H - FaiiH.
S5H B P A
o= b A —T 0
S5H Key DA R
TCRAIP..

e I

FiD{tMERTE id)

sREFTF S0
sREMER AR

iRt L.

B-9 TeraTerm ABAHEFREE(SSH Key D4 R)

B-10



18 B SSHOSA4 7> bV 7 FOERB

FEAERRT DEEARTRENTZH, RSA H L< X DSA O S{b R A BN L, 4k
EHTLES, #ERERINTERIZ, mATL—XORENTEDH LI ET DT,
WRATL—A AN LET,

e X2 TL—R WEBEAZE LT H7-DDNRA T — R TF,
ARIEED/NAT — R LIRS Y £ A, SSHERDOERIZ
MBI ETOTENRNE LT EEN,

key 8473
(I RSAT (%) RSA (I DSA

EEE

kew AT [—FL ks
PATL—ZADEEEE: oo

X B-10 TeraTerm ABASEEREE(key DERR)

NHREEE T 7 A VTRIFLET,

Save public key as:

IBTFIBHAC: | 74 15 J 02 E

" J35 2F FD (A
! eSS D)
BiR{#Eot7r4 )l | % Data (D
_ L DVD-Ri BS54 (ED
= =
F LA DVD B3 D
) 1S (1

T FE1Ab

By
& e — .

B-11 TeraTerm ABASEFREH(AMBEDRFEME)



B-12

WICWBEREE 7 7 A VITHREFE L E9,

Save private key as:

IRFIBBAC | 31 PR v O P E
T L35 AF FD ()
I 5SS G
BiR{Eof 774l | [ Data (D)
e L DVD-RW B34 (B
@ L DVD B34S (F
) v (]
71 Bt
T T8

X B-12 TeraTerm ARSI ZBORIFE@E)

BEORAFNFE T L7 b Key OERREHE 1T v /L THETIZS 0,

INBHSE E RS 7 7 A TRIF LT D, AR Z AR EICRE L 9, RIF LT2 AR
ETXAPNTT 4 X TRWTL ZEW, FRlldRE 5 RIC RSA %8R L 728581/ &

NI ABRSEED BT,

| id_rsa.pub - X:EQ_E_% -

F7ILF) #EEE) SH(0) F|RNV) ~ILT(H) |
ssh-rsa AMAABINzaCwciEaaab lwhAA [EA Bs+0GFz2 57 ql0Ap /eFu gt cOklb -

F/v0eeuMEPRyGat iR | UFJ (MBS ZFRESSYAPOU T 7sBUL runch8snllipie01t 1GoJG
Tzohs Ve M f+0 T ndvEMBeX+ek it Dzubd habhcgWelbkal T Mawmvdk Yot XCvEP

ADRAUBBRhJKAFS = templloooo:

B B-13 TeraTerm BASERI(AENOIE—)



18 B SSHO 547> bV 7T bDOERSB

AEEE a7 4 2 LT, setuser sshkey =2~ RTabt'— L7=AB#EEZ &KL T,
H

ERIZEATEZANLRNZ LITEE L TLLEEN,

(c)NS-2250# set user port sshkey public ssh-rsa

AAAAB3NzaClyc2EaaaBlwAAATIEAt8s+CGFz2sq7900Ap/eFu8gtcOkDbF/y0eeuM

RPRyQgtWRJjjUFJrMQ8ZFR33Y4POQrT7sBUtrunch8swQipie01t1GoJGTzobs7Vg

INJ£+01m9v8M6eX+gKJIX5tDzub3/hg5hcgVeUAkgDIN3wvk7YotXCyEPADRAUVE5

hJKJF8= temp@xxxxxd

(c)NS-2250# writed




B.3.2 TeraTerm M H#t F IR (2> BASEERAE)
INBHSE 2 ARIEE 2B Gk L2 5, TeraTerm 7> O AREE O KR — N — TR 21TV ET,
TeraTerm Z&EIT 5 & HHEOANBERAFRRINET,

[ARA B ICAREBOIPT FLAZ AN LET,
[h— B A [ISSHA BN L £,

[TCPAR— k|

IR — FOTCPAR— FEEE AN LET,

[SSH/N— 3 ) 1ESSH2IZ72 o TN AH Z L ZffEB L £ 7,
L&z AT, BIRLTZ 6 TOK) @R L CRICHER £ 9,

TTSS5H: | S

Rk T [192.168.0.1

® TCR/P

.|.

Al e

el O Telnet TCPA— ~#1P):
® SS5H SSHy i —27 3 (V)

O it
e L

Cle s Ak

B-14 TeraTerm ABASEEREE(HT L LVERT)

431
SSH

—

L

UNS




18 B SSHO 547> bV 7T bDOERSB

SSH #AFEENF RSN ETOT, FTiEAZHRELET,
(22— IR — b= HEASLET,
[(NAT7 =X \THERRFFICE R L7z "A 7 L—X & A LET,
RSA/DSA keyZAtifHl] ZIBIRL ., WEHO T 7 ANV EZBELET,
EREABRESNTDS TOK) 2@ L, #Ekiabith L £,

S5H 2=

Lngging inko 192.1653.0.1
nl!.:l ."':II‘E-E.EE?

32—t —a(h): | port
HAT L= () [ o |

O P =2 TH 2 FRER L

(*)R5AJD5A key F{ER [F‘rivate ke File: C:¥d_rsa

rhosts w{ER {

K B-15 TeraTerm ABASEEREE(SSH 32El)

FOREIZ RN T % & | TeraTerm & AZEE DM T SSHv2 O[5 3N L E 7, AEEE THR—
ra 72 fF5THREE L TN AREEOR— h— A =2 —\H A ERINET,

A=t a 2R ELRORETHIUS, TOEET Y TILR— MTORBNIZ B Sk
RS NET,

B-192 16801 - Tera Term VT
Fr1LEY EREEY ETEE b0 rIgeFrI0A  AJLTHHD

Hozt @ "SwartCsS”
Label @ "Tokyo-Switchl”

1 : display Port Los
2t digplay Port Log (LAST)
3 ! start tty connection
i 1 cloge telnet/zsh =emzion
b ghow all commands

tw- 1 T

E B-16 TeraTerm ARMRI(ALEBOR— bH—/\A =21 —FEM@)

B-15



B-16

B.3.3 Poderosa M E A% E (2 BABEEEL)
AAEE | SSH #5657 2 AilZ. Poderosa TABRSE/ MBS 1ER L £9,
Poderosa Z#gEi L C, [V—/] — [SSH #{Ek Y 4+ ¥V — ] Z@IRL £,

& Poderoza

A Tt —) Rie3 m I 1-._._:-_;
PEg i lmq | PedsrossfsubISORTE.
R i 5575

FEETERODI A - IR R
LINAF =L ITREL

A s 00
SERR 2R L AT T (D0

K B-17 Poderosa 2AFAB2EREE(SSH 82D HATE X)



18 B SSHOSA4 7> bV 7 FOERB

SSH $EDAERK Y 4 ' — FEEAFRSNETOT, FrldHHAZHRELE T,

s TAIY XN ORISR T, DSAEZIIRSAZ EIN L T,
By MK : 2k 5 R U Tl (RSAIE2048, DSAIE1024) 238N L F 3,
cRNAT =X RERERESET DDA — T,

ARIEED/RAT — R ETEFRH Y A, SSHEREDERIZ
VN2 D FTOTENZNEIICTLTLEEN,

FRRERELZS TR~ Z&RLET,

SSHEFERRDI T —F

SSH2OETETRREATERELE T, PV Lol
Fl L= E AL TR,

T LA Fsh
o &R 2048
HAZL—ZP i
WA ok

B-18 Poderosa A FAB2ERRE(SSH B1ERL Y « ' — F 1)

BEOIERAIRED £, SLEREZERT D0~ T A% A v — VHiE N T 2 287 L
£7, ON=PEETBH LIZSEEAYYEDY £97,

SSHEERRDI < — F

PR O PR T A L R
T, BLEE G LT sE0

E B-19 Poderosa /AFASEEREE(SSH BIER ™Y « F— F 2)

B-17



B-18

BN ERSNDETHLET,

.EEHEFE.EE'?-I'*JF‘—F

SLENDERR SN E L, SOE RS NRET
Tl AR P e 3 EA T o, LA o=

E B-20 Poderosa /AFASEREE(SSH B1ER ™Y « F— K 3)

MERS5E T LE L72) OBEATED TR~ 23R ET

.EEHEFE.EE'?-I'*JF‘—F

FRITET LELE.

B-21 Poderosa 2\ Bi#2EREE(SSH B#1ERLDET)



18 B SSHO 547> bV 7T bDOERSB

B ENT B2 7 7 A VITRIF L E T, RN THERZ A2 T TR 23R,
W Z 7 7 A VIR L E T, #OARNIER TTAEmAFICEHN LETOTHN D X
INTRAFL TS ZZE NN,

SSHEERRDI < — F

FRATET LE LT, RERED -l A N, &
E—barA MEEO TS,

| W ERETE D TIETEE.

| SECSHRERNTLRAEE a5 O TIRTES

| OpenSSHER T LRS- BHIE O TIRTE

B-22 Poderosa ABSRII(FFZRDRTE)

WG RAFT DT 2RI L T 7 A MITRFLE T,

HEBOFE

(RFFBBAC | ) I -5 J o P E
r J435 AF FD (A
! e SYS G
RiE(ELI7 ), | Data ()
. ), DVD-RW B35 (ED
ir L DVD BS54 (R
sxatyy @O ETD
W FEadh
‘ 7 T8
(S|

B-23 Poderosa AR (MZ R DIRFIGEFTDIETE)

B-19



FIREICABISELRT L E9, [OpenSSH EXTAREEEZ A% 1T THRIFE] ZBINL T
FIRRITIRE L T 72 &0,

SSHEFERRDI T —F

FRITET LELE, REERED - A L, &
T kA MEEO TS

[ LR R TIETE .

| SECSHRERAT L RIEEBaTE D TIRTR

OpensSHRET, T o BiEESa E D T{RTE

K B-24 Poderosa ABASEZEII(ARBORE)

N ERFT DB 2 BIRL T7 7 A VITRAF LT,

mEBN{ETFE{OpenSSHI4+—¥= k)

IRFIBEAC | Q7 TPk v O > E
- J35 12F FD (&
! “w5YS (0
Rifi{Eok 77 )l | | Data )
- L DVD-Ri BS54 (ED
ir ADVD B34 (D
Ao | [@DVD KT @
7 FELh
‘ 7 k18
S|

B-25 Poderosa 2AFASERIH(ARBDRFIEFTDIETE)

B-20



18 B SSHO 547> bV 7T bDOERSB

INRGE L ERE 7 7 A VICIRIE LT D, AR EZ AREEIIRER L £, RF LA
BTHRARNTT 4 ZTHNTEZ S, FRldE 5b =T RSA 28R L7258 12 &
NI ABRSEEDBEI T,

Trwon ) THR. TEA

TFOILF) $BEE) =SH(0) FRV) ~ILT(H)

ssh-r=a AAAAESMNzaC] v EALLAR TASACEAva+HKIA M1 ISLYGDIGHSYYAYE

+rY | iUaDwd BMJEDL [CPEwA I ARUHBK+J AN G 64K ATTWK+HIBHYRY Om

+A3 70k DAF3882FeBO05SGMTNacCh=TYarMe 108 g4 GWUETPODC)Sexanz0ny 1 ohegHi £ i 2F
+hD=4EVY4WY o1 eBvzBR0mrOuzbFwst 88 1 g0TTRYZ2 jwePalSzmYME | owCmy /Eze

+1 TFpS9Y 2WRad4FGi ESPHFef nY rBTH=RK=Wdhd3xt E i ROBkR=Zpb0F zMmMzd rP i osBi
Of wnYE BLGDEE rokbigHE MaST 3Y2ew==

X B-26 Poderosa ABASRII(ARRED I E—)

AREEEIZe 74 LT, setuser sshkey 2~ N CTabt — L7=/AME#E L ET,
BWHIZEATIIAD FHADOTHEREL T ZEW,

(c)NS-2250# set user port sshkey public ssh-rsa

AAAAB3NzaClyc2EAAAABIAAAQEAVO+K3ArMIISLYGDIGHSYVAVt+nY jmMUaDw4BM

JEDLICP6w/9AhUHBK+JINXG/Ns5tj694KiAT1Wk+UBHYRYOm+A870kUfOAF38AGgF

eBO05GMTNgcC5¢c1VoXM6ID8g4 OWUE7POOCISgxwzDnY1lo5gHjfi2RITIgjutahDln

RI+5Ds4EVY4WYgie8vzBXO0mrOuzbFwsf88IgQTfRV2jwgPaOSzmYNEiowCmy/Eze

+1TFpS9VxJ2WRa44FGiESPNFefnVrBl1Hs5KsWdhd3xtEiRD6kRsZpbO0FzNmMgdr P

10sBivcegTM172UjedggDfwnYVE6UGOg5r5hVbXgHtMgSf3V2ew==4

(c)NS-2250# writed

B-21



B.3.4 Poderosa M &5 F B (2 BASEERET)
INPRSE R ASERE IZ Bk L72 6. Poderosa 726 A E DR — I — ICEHE ATV E T,
Poderosa BT % &, FEEREEAF RINET,

[ARA B ICAKREEDIPT RLAEZ AN LET,

[ b2 (FSSH2Z &N L £ 9,

[FR— b ] ITHRSSHAR— F DTCPAR— FESE AT LET,
(THhoy b R —ha2—FHEATILET,

[FRRE VL] 1 TABHEEZ BRI L £ 77,

[NAT =X ITEHERRRFICAE L7e XA 7 =X 2 A LET,
g~ 7 A ] IERR LT- #7774 VAR L £,

LLEZAT) BIRL725 TOK] Z#R L TRICHER E T,

HREE

e 19216801
JObabE  |SSH2

£ D 8310
SEHMZA-A

T A port
ZELAELD NG

HAZ =R |****
T LD |G:¥n3224ﬂaccess.prv

chosbigl))

oM mAgRIiL L v
040 MiFTFSEE

TLO-T400E -8 v
O—H)L.T - Ly v
P MAELS (D lmm |

B-27 Poderosa /> Bi## SR AL (IR EHT)

B-22



18 B SSHO 547> bV 7T bDOERSB

FRREIC RN T % & Poderosa & A¥EE DM T SSHv2 O(E 3L L F 97, ARLEE THR—
ha 7R FET AR EEZ L COIUE AREEOR— N — A = —BEAERSNET,
R—=bra T E2RFELRVRETHIE., TOFEFETY TR — MO RSG5
SR I N E T,

2192 168.0.1 - Poderosa

iR REE DDAIG WlI el FRatd | DSHALEY | agLTHE

N - AR NG - Tua-FuH - n® O eene

|4 119216801

Host : MEmartcst

Lakel @ "Tokyo-Switchl™

1 display Port Log

2 display Port Log (LALZT)
3 ! SCart tty connection

4 cloge telnet/33h sess3ion
o show all commands

B-28 Poderosa ARBRIE(REEDR— b —/3A = 1 —EH)

B-23






1747 C
ZrRJE2—RFE
RADIUS n/bln.[z:/77.’7 '7/ IL#_/ \n-gz%-'ﬁ/

$82CTIE. 7 FU B =— & RADIUSGERGE/ 7 4 v & b — SREFNZHOWTHBA L TV E T,

C-1



CA

C-2

RADIUS FEREHRE/RADIUS 7 h o > higgE

ALEEIZ RADIUS BB REDOBRELXIT O &, REEIZR A U LIERROAREED VY TLAR— b
~T T AU, AK2EE O RADIUS #85E7 7 A 7 > MIFRE & 17z RADIUS FFAEH — 1 ~F
?E%*(Access Request /X7~ M ZEFE L T2—HF DR uﬁ%ﬁb\i?‘

RADIUS FRGEY— ST —F ORIENARIIT 5 & . RADIUS FIEV — X FRGERI D/ 7w b
(Access Accept /7 v N EAIEEIIEF LE T, AREEITZE LERGERE Sy v MZEENT
W57 MY Ea— MEBRIZESWTEEL £7°,

RADIUS FEFEY — T —HF OFEFEIC RN T 5 &, RADIUS #EREY— NFR8REES O/ » b
(Access Reject /347 v N & ARIEEIZEE L ET,

AEEEIZ RADIUS 7 Uy MEREOREZITH &, 2—VFours4ooa /77 NOT H Y
v ME#HAZ RADIUS 7 7 v~ Mf~/\ IEELTT ATy MERERFLET,

RADIUS #iFEH— N THIEFICKIIT5 &, AEED RADIUS 7 Hh U o7 547> M
RADIUS 7 1w > hH—i27 > ks START N7 v hEEELET,
Z—PRREEOFAEZK T(2 7T ) L=V, RADIUS BEEV— N CTREEICERT 5 &
AREBEBORADIUS T 7 87 747 MIRADIUS T w7 v Y — 27 17 > bk STOP
Ny NEEELET,



18 C 7 hJUEx1— k& RADIUS/RREET H ™0 kY —/ EEH

C.z2

RADIUS nu..\uE-U-_/\ls 11:?67 ~ U |:\‘:L_ ~

AL D RADIUSFRGEZ 74 7~ R RADIUSRGEY— NZEET D7 P Ba— b & FRIZ
LiTO

& C-1 RADIUS BBEIH—/NIZEETHF7 RUEa—+

F7rJEaA—+4E &5 [EIOF: " B

%y b4k HMAC-MD5 F = v 7 % A5G, /347

Message-Authenticator | 80 | STRING o h DK B L E T

RAEE ST D 2 —F 4 TT,

User-Name 1 STRING ARIEE 1T I K 64 305 % TO User-Name ZBFFEC& £
j_‘O
ST O RAT— T, RAT—F
User-Password 2 STRING L2 52— P DRAD = KT, AT = R

gL ELB Ty Va2 ENTVET,

AILED IP 7 FVATY, 7R Ea—baxfEL

NASTP-Address 4| TPVAADDR | vy o7y b omc I S hE T

AEEDIPV6 T RLUATY, — D7 KL AN IPv6
DA NAS-IP-Address Tl 72 < NAS-IPv6-Address
NAS-IPv6-Address 95 | IPV6ADDR | #%fE L ¥ 7,

ThIEa2—hERELEZZ T4 T bORRBNAEH
SNET,

BEBOHRARNLTT, ThIBa—ZEEFLEY
TAT v hOBRINAERENET,

set auth radius server nas_id 2~ R&fH &
NAS-Id (ZAEBEDOSLTFHIREM SN THEEINE T,

NAS-Id 32 | STRING

Yty arE#NTS ID T, BENTI=—I A
FHEREEE SRS E2ENET, By ar ID I
T RAEREBIZA 7 VA N LEEMEB I E
T, PRREER Ny P CEH SN Y v a v ID I,
7 517> s START/STOP /8% v MZ b [E U B oMl
binEd,

Acct-Session-Id 44 | STRING

C-3



C.3

C-4

REEMNLET 5 RADIUS

an.\nIE-'j-_/ \0)7 k U t a—hk

74:«{:1: ﬁ‘kﬁ%ﬁ_é RADIUS muniE"j_"_/\@7 ]\ ) B2 — %Ti‘%a:ﬂi\‘ L/\ij—o
TRINOT M) Ea— FEZELTESGE.

LEITZOT P Ea— b EHELET,

i C 2 $£ ﬁ\LEET%) RADIUS nlL.\nIE-‘j-_/\o)T l\ U t ad— l‘

7hrJEaL—F4E &5

[EIOF:

" B

Message-Authenticator

80

STRING

Ny R HMAC-MD5 7= v 7 % A T9, X7
v OSBRI DIVE T,

ZENT Y MIRT U Ea— MBREERTND
ZOMEMNFEM L —H LWy y I\%EE{%L
E9,

ZERT Y MEAT MY Ba— bREER TN
&, set auth radius server require_msg_auth :l'\’/
ROBREN on DFAIIT 7 v N EREHE L off D
23Ty I\@ﬁfi’?ﬂ_ﬁmtiﬁ—o

Filter-Id

11

STRING

Z—PIRET DT 4 NH—5&TT, 2—F OB R
— h2—PNRT I AARER I TAR— M E2EELE
1;_‘0

B —

UTOGEIC 2 —F e B LET,

A ¥ & |2 set auth radius server normal

filter_id_head NS-2260_NORMAL M E I 4L TE

D, “NS-2260_ NORMAL” MO E 2 Filter-1d % A%

ENZIE LIS A.

ARIEEIZ create auth access_group normal radius

fllter id normal_grp 235¢E &4 CE Y | “normal_grp”
BE ST Filter-1d 2 AREE DI =ZE LA,

W E S B o —

PTG ICEEE - LR LET,

AIEEI|Z set auth radius server root filter_id_head

NS-2260_ROOT & E S THEY | “NS-2260_RO0T”

N HIAE D Filter-1d 2 AREEENZ(F L2854,

A % & 12 create auth access_group root radius
filter_id admin_grp 2% /& STk Y . ”admin_grp”
LERE &7z Filter-1d % AREENZE LIZHA,

Hr— I\J_‘Hj

IV — ha—H e LET,

A 4k % L: set auth radius server portusr
filter_id_head NS-2260_PORT & E 4L THEY .|
“NS-2260_PORT” 2% 5 Filter-1d ZARZEE 3%
& L7z%6, “NS-2260_PORT1-16,24” & FE STV
DHEICIE, FOR— =2 —FF U TR — bk 1~
1624 IC7 7 BATH LN TEET,

AR HE (B |2 create auth access_group portusr port
1-16,24 radius filter_id port_grp Wi E I 1L TH
Y. port_grp” &R E X7z Filter-1d & AMEENZ(E
L6 TDR— hx—WF LV 7R — b 1~16,24
T 7 BATHZENRTEET,

Filter-Id 23 &8k S L TV 7 WA O Filter-Id DO fE A
set auth radius server  {normal|root | portusr}
filter id head = ~ » F | B L ', create auth




18 C 7 hJUEx1— k& RADIUS/RREET H ™0 kY —/ EEH

access_group tnormal | root | portusr } radius
filter_ida~ > RTHELZWTNOIXTFHEH—EHL
RWEA 1T, set auth radius def userz~ 2 RO E
TEIZNE > CREGEMLER DN TV E T,

RADIUS GEGEY — D2 — T E D Filter-Id 7 b U B o — AR E SN, ThEThO—H|Z
#%249° 5 set auth radius server {normal | root | portusr } filter id_head =~ K% L < I create
auth access_group 2~ RAHREINTWEIEEIT, FTROZ—FTr s A LET,

77 A CREOESEIRIL, O EEH 2 —F (root), @k~ — (normal), @K — h=—H(portusr)
T,

X4 VL7 ME— ROFPHITIE, REe 7 A 2 TET 7 2 2RO D 5 LEREOEH WO Tr S
AL, R= =D T7 7 BRZIODOT VAN LIGEDH A TCEET, ELZ K
T—Rou s A UL, ZO2—FOEST 7 AERDOOOD > bh - & HELEDOE NS D
T4 LET

* C-3 #HE#Fiter-ld 7 P Ea— FEBEBICERINSI—Y

- Filter-1d O ENE XAV FE—F L7 hE—FR
- set auth radius server {normal | root | KIKT 7 & A R—=FrT7 7 EA

portusr (filter_id_head =~ FOFEEL L

<% create auth access_group 2~ KD

X EPA
EEEHa—Y P o — X(7 7 ARW]) | HEEEHE—Y
— g —H — g —H X(T7 7| ART]) | —fa—Y
A—h—H X(7 7B AART]) | A—ha—H R— h—
RS — Y —Y EEEHa—Y X(7 7 ARW]) | HEEEHE—Y
HEEEHL—/R— ha—H HEEHo—Y A—ha—% HEEHo—Y
L — PR — f—H — i —F R— ha—H — = —
FEEHa—Y/ - fa—P/R— ha—W HEEHo—Y A—ha—% HEEHo—Y

C-5




C4

C-6

RADIUS 7hD Y b —NIZEETSHT7 FIEa2—F

AIEEDRADIUS 7 U b7 747 FBRADIUS T U v R —NZEET DT P Ea—

]\%{_}‘Fi‘% L/j—\‘[_/iﬁ—o

START IZO3>WT W57 hU Ea—MIT AU START /N7 > MIMH I ET,
STOP iZOMBDNWTWDT FY Ea—MIT A Yk STOP X7y MIEHILET,

& C4 RADIUS7HhO Y bH—NIZEETEH7F)E2—F

7ZrJEa2—F+2 BE BN START | STOP A =
User-Name 1 STRING O O | &Lz =T 52— 47TT,
AMEE 1T K 64 LT O User-Name ZFBFECTE £,
NAS-IP-Address 4 IPADDR O O AEEDOIP 7 RLATY, 7Y Ea—baEFELE
7747 FOBANCHER S NET,
NAS-Id 32 STRING O O AREEDRA ML TT, TRV Ea— b 2XE LY T
AT hOFBNERESNET,
set auth radius server nas_id =~ R&ffH &
NAS-1d (\ZAEE O ST FHNDBEAN S CTE(E ShE T,
NAS-Port 5 INTEGER O O ARIEED tty F 5T,
AA L7 FE— RDOR— ha—H : tty F5(1~48)
‘L7 FE—FOKR—F=2—H%:0
a Y =N O— I — Y 1 10000
telnet/ssh & —f%/F5He=— : 20000+ 2EE PN pty F 5
PEIR— 1 20000+ FEE N pty &K 5
Acct-Status-Type 40 | ENUM O O | THyr b 7o TT,
7 H 7 ks START /3% » MZiE 1(START), 7H 7~
K STOP /3% v MiZiE 2(STOP) 3 S E 9,
1 : START
2 : STOP
Acct-Session-Id 44 | STRING @ O | 7horrotyiaryID T, 778 AEREICA
Y7 U AL b LTl =— 7 72 1055 D& =) 23ME A
SNET,
Acct-Authentic 45 | ENUM O O | 2—F D& uE@ji AT,
1: RADIUS i
2: LOCAL 33
Acct-Session-Time | 46 | INTEGER X O | 2—I»RY—t 2 %%} 72K (sec) TY,
Acct-Terminate- 49 | ENUM X O | By va  UlEEBTY,

Cause

1: User-Request
Z— b DY ERIC K B EIEr
15: Service-Unavailable
J*‘ﬁ‘?ﬁ%*‘f% P — R EAREENPRETE 20
Yl (1 3R uﬂi%g& TTY R— DT 7 ?Xﬁﬁﬁﬁ‘
RN E TR L)




18 C 7 FYJEa1— k& RADIUS/EREET A0 > b H—/ EEHI

C5 RADIUS FB5H/ 7 Ao > b Y —/RID & E I

Z Z Tl Livingston 52 ® RADIUS H— O EF| 2 #tH L £ 97,

RADIUS*)Lwﬂ‘ CEOoTRHRET7ANLRT b Ba— RELRY FTOT 27T, ZFHDRADIUS
BEAHT BT =N~ =2 TV MR L T &,

C.51 2547 2 FDEF

RADIUS Gt/ 7 # 7 > M — N2 RADIUS B/ 7 A 7 v v —RE2FHT 227 74 7 v hOKREE
B 2Bk L £ T

Livingston ;2 RADIUS fB5/7 7 v b — T, KEBED IP 7 RV ALK A M7 b NT
=27 Ly ¥ —(fil:test123) % clients 7 7 A /M B EK L £ T,

V=7 Ly bR —3AYE L RADIUSGRGH 7 D o Y —A"THRIC b DE2BERLET,

RADIUS G/ 7 47 > b — 30 clients 7 7 A /L DR EH]

#client Name Key
SmartGS test123

RADIUSZEN 7 17 ¥ — "Declients 7 7 A WVICARIEE DR A 44 2848k LT-5413 . RADIUS
FREET 1w b — 3D hosts 7 7 A VIIARIEEDIP 7 KL AZBELET,

RADIUS 23/ 7 7 7 b % — 3D hosts 7 7 1 /LD EH

‘192.168.1.100 SmartCS

C5.2 A—H D&%

RADIUS Ao “’j“‘/*‘ﬂi wﬁ%?‘kﬁbij—
Livingston 52 RADIUS #8iEH —/ 3 ClE, —VF# % users 7 7 A /I BGFE L £97,
ﬁlit%‘( it nLET 'é( %) RADIUS :L'—‘H_Zl @Hﬁj(jc%ﬁ X 64 Y%T‘é—

K= b2 —HF D7 % RADIUS @BFEV — /NG T 258 1E, FTiReD X HI1Z, 2—FH L AT —
R L £,

users 7 7 A JVEREH 1

#7R— k21— (User01) DERE
User01 Password = “pass1111”

#R— b1 —4 (User02) ME&E
User02 Password = “pass2222”

#7R— b 31— (User03) MERE
User03 Password = “pass3333”

C-7



C-8

BRI D — B A2 TR LT 5 RADIUS fBGE— % {f 9 54, RADIUS 38GEY— /3D users
T 7 AMEAREBER YR —FLTWARWNWT P Ea— FREEINTWDEI 0B £,
FDXH RS TYH, AEET Filter-ID 7 F Y Ea— FOLEZFE L ET DT, FIRIEEZR < R
FERTZET,

BIZIE, TR L 2T P Ea— MR EINTWEE LTHLERFETEET,

ey

users 7 7 A VIR TEH 2

#R— b 21— (User01) DERTE

User01 Password = “pass1111”
Service-Type = Framed-User,
Framed-protocol = PPP,
Framed-1P-Address = 255. 255. 255. 254,
Idle-Timeout = 3600

#R— b 21— (User02) ME%E

User02 Password = “pass2222”
Service-Type = Cal Iback-Framed-User
Framed-protocol = PPP,
Framed-I1P-Address = 255. 255. 255. 254,
Idle-Timeout = 1800

#R— k21— (User03) ME%E
User03 Password = “pass3333”
Service-Type = Login-User,

[(wE]

set auth radius def_user none =~ > RRRE SN TWIEHE, EFLOFKETIEZ2—FDOT7 27X
IESREhTLENET,

A—bha2—H L LTT 7 BRAZHFAT 584512, set auth radius def_user portusr Z%E L T 72
YN

== Na—H L LTCT 7 A& HEAE1E. set auth radius def_user normal % & E L T <
7ZEW,

BEEH —W o — /R — b2 —F R EOa—F IV —T%2@8H LI-WGEIE, RX—T 0
Filter-Id 7 V) B a— &R LR EFEZ SR L TREL T IZI 0,



18 C 7 hJUEx1— k& RADIUS/RREET H ™0 kY —/ EEH

A= ba—=PRF TR, o —PAEEE R —5 b RADIUS AL T 25613, ROV
POAY Y RT2—F TN =T %R % 120 O = — PRI 2 RELEICBE L ET

- filter_id_head ZfEH T 5546

set auth radius server normal filter_id_head NS—2250_NORMAL [ = —)
set auth radius server root filter_id_head NS-2250_ROOT [MEEE o —)
set auth radius server portusr filter_id_head NS-2250_PORT [FR— F=—H]

s T I RATN—Y TR AT D5
create auth access_group normal radius filter_id normal_grp [ = —]
create auth access_group root radius filter_id admin_grp [ @ o — )

create auth access_group portusr port 1-16 radius filter_id port_grp [HA— r=z—]
RADIUS FBREY—NZiE, UFO LS Filter-ID 7 P B a2— FE2REL T E W,

users 7 7 A VR ER 3 (filter_id_head Z T 54

#t —fR1—YDRE
somebody Password = “abc
Filter-1d = “NS-2250_NORMAL” ,

t EEEEI—YODRTE
root Password = “def”
Filter-1d = “NS-2250_R0OOT”

# R— b1 —YDERE R—FZEHEELLEMEE. 2TOYY FILER—KIT7 Y 2XTEE)
port01 Password = “port01”
Filter-1d = *“NS-2250_PORT”

t IR—b2—HDEHRE (FUOERATESEV) TILR— ZHIR : 1-16, 24)
port02 Password = “port02”
Filter-1d = “NS-2250_PORT1-16, 24” ,

t R— b2 —FDHRTE (FHERATEBLDY 7ILIR— FZHIR : 20-24)
port03 Password = “port03”
Filter-1d = “NS-2250_PORT20-24"

users 7 7 AIVREM 3 (T 7 BRI —Y L FHEREEZ T 585E)

#—MR1—YDEE
somebody Password = “abc
Filter-Id = “normal_grp” ,

“ ”

t REEEIL—YDETE
root Password = “def”
Filter-1d = “admin_grp”

# R—bF2—HDHRE (DU TIR—FDTY XML create auth access_group THEE)
portZZ Password = “portZZ”
Filter-1d = “port_grp”
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C.6

C-10

RADIUS 7h9 Y b —n\D7HhHHr basy

RADIUS 7 17 ¥ b — NI SNDE T By v v 7 OflZFE# L E 7,

Livingston ;2® RADIUS 77 7 o b — T detail 7 7 A VT H o b7 ELET,
TAY v a T OHIE RADIUS 7H 7 v M —RIZ Ko TRV 4, TH U b 7O
WZOWTIE, ZTHHDORADIUS 7 H U v b —_"O~v=a2 T W ESH LT ES0,

Tue Sep 23 13:51:12 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168.1.100
NAS—Port = 32

User-Name = “portuser1”
Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 13:51:58 2008
Acct-Status-Type = Stop
NAS-1P-Address = 192.168.1.100
Acct-Terminate—-Cause = User-Request
Acct-Session-Time = 46

NAS—Port = 32

User-Name = “portuserl”
Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 14:20:00 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168.1.100
NAS—Port = 16

User-Name = “portuser?2”
Acct-Session-Id = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 14:30:58 2008
Acct-Status-Type = Stop
NAS-1P-Address = 192.168.1.100
Acct-Terminate—-Cause = User-Request
Acct-Session-Time = 658

NAS—Port = 16

User-Name = “portuser?2”
Acct-Session-Id = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 15:01:11 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168.1.100
NAS—Port = 10000

User—-Name = “somebody”
Acct-Session-Id = “25002251”
Acct-Authentic = LOCAL




18 C 7 hJUEx1— k& RADIUS/RREET H ™0 kY —/ EEH

Tue Sep 23 15:02:13 2008
Acct-Status-Type = Start
NAS-I1P-Address = 192.168.1. 100
NAS-Port = 10000

User—-Name = “root”
Acct-Session-Id = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:15 2008
Acct-Status-Type = Stop
NAS-I1P-Address = 192.168.1. 100
Acct-Terminate-Cause = User—Request
Acct-Session-Time = 122

NAS-Port = 10000

User—-Name = “root”

Acct-Session-Id = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:14 2008
Acct-Status-Type = Stop
NAS-I1P-Address = 192.168.1. 100
Acct-Terminate-Cause = User—Request
Acct-Session-Time = 183

NAS-Port = 10000

User-Name = “somebody”
Acct-Session-Id = “25002251”
Acct-Authentic = LOCAL
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ALEECTUTOEEEZITHY & ROM =% BT L £,
AKBEE % shutdown =2~ R TV v v hEF T LIEEE
AUEE % #E) L C [Hit Enter key to stop autoboot:] 23F R &7z & &I,
V=B U Z == T LG
KREBEBDO AT LAY 7 "y 2T Ml bNOFHTHE Y v LGS
ROM E=Z 121745 L. MON>7 27 FRFRENET,

ROM =4 TIILUTO#EEZATH ZENTEET,

a2k ¥ae/En A
error TS5 — Ayt —URERRLET,
VAT AT R =T ML OEBETY Y LEGA Aav R
BEFEITTDHEX T LEHEANERREINET,
(#) shutdown =~ R TV v v M T U SET-HE
MON> error
BOOT FACTOR : SHUTDOWN [80/02]
boot EEA T a v BRREL VAT LAY 7 by =T B LET,
[-m|-b]
[-1]-e] ‘m: VAT LY 7 M7 =7 (main) TRE) L ET
[fileno=]

b VAT ALY T b =T (backup) TEEI L £

i BENHOAL — T v 7T 7 A )V EGRANNTEE L E 3,
et USBAEVDAX— T v 777 A )VEHHrAA TRENIL ET,
fileno=: fEEINIZHE T DAL — T v 77 7 A V&Gl A TEE)
LET, ETELHEFIT1~4 T,

(f51)
MON> boot —b

BB, A7 a LT boot v REFITLIEEAIL. LLF T2

BLET,
« VAT AV T MY =73 main TEEIL £,

- USB AEUBHASNTWIUTUSB AEVDAX— T v
T AN, FHAINTWARTIIEAREENTOA 2 — 7 v
77 AN GRIAIRE T,

© VAT ARED default startup 2 RTHREIN TWAHEE
DAZ— LT v T 7 A )NEGIHIABFET,




fTIR E
NS-2240 0 5 DR EBITHDEE R

18R E TiZ. NS-2240 5 OB EBITREOEE SUZOWTHHA L TWET,
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E.1

E-2

NS-2240 Mo DREBITRDIER

NS-2240 OFFEIT NS-2250 TR T £,
NS-2240 OFRE % NS-2250 IZBATT 5 &, HEIIZ NS-2250 @ CLI 7 4 —~ v MIEH#
SN I FET,

(f1)

set ipaddr 10.1.1.1 — get ipaddr ethl 10.1.1.1
set logd output cf — get logd output flash

NS-2250 1% NS-2240 75 Tt 2HHH OHAFEAZZEFE L THB Y £,
NS-2240 OFHE % NS-2250 I[ZBATT2561%, LBEISU T, TROBRTEEEFT L TL
7ZEUN,

- DSR 5 5B EMAEDT 7 + /L ME

DSR 5 5B REDT 7 4 )V MEZEF L E LT,

NS-2240 NS-2250
DSR MHEEED T 7 /b Ml on off
DSR F 7 v FEHDOT 7 v M on off

NS-2240 LRI LEETHHINDGEIL, Tt a~ 2 KT NS-2250 OREEEF LT
<TZEW,

(c)NS-2250# set tty 1-48 detect—dsr ond
(c)NS-2250# set snmp tty 1-48 dsrtrap ond
(c) NS-2250#

B A DS = DT T F L ME

BA LS = DT 74V MEEZEELE LT,
NS-2250 [X5% € 7 7 A /LT set timezone Tokyo Z & ET 5 Z & TJST s L TV E T,

NS-2240 NS-2250

BALS—2DF 74V ME JST UTC

FTP X° TFTP T NS-2240 OB E % it AL E 1T, A LY — 2 OFEN UTC 12720 &
T DT, NS-2250 DX A LY —2BEBLTIEEN,

(c)NS—-2250# set timezone Tokyo<
(c) NS-2250%#
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F1 =&Y 2br0xz754t2R

SysVinit/SysVinit—tools/bootlogd/busybox/e2fsprogs/ethtool/
freeradius/iptables/kernel/libgcc/linux/logrotate/pam_tacplus/
procps/proftpd/strongswan/u-boot/udev/vzctl/Linux—-PAM

D1V A

GNU GENERAL PUBLIC LICENCE
Version2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation' s software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give
the recipients all the rights that you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they know their rights

We protect your rights with two steps: (1) copyright the software, and (2) offer you this |icense which
gives you legal permission to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems introduced
by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone' s free use or not licensed at all
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The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The “Program”,
below, refers to any such program or work, and a “work based on the Program” means either the Program
or any derivative work under copyright law: that is to say, a work containing the Program or a portion
of it, either verbatimor with modifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term “modification”.) Each licensee is addressed
as “you”.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of having
been made by running the Program). Whether that is true depends on what the Program does

1. You may copy and distribute verbatim copies of the Program' s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

e a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change

e D) You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be |icensed as a whole at no charge to
all third parties under the terms of this License

e ¢) If the modified program normal ly reads commands interactively when run, you must cause it
when started running for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work based
on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative

F-3



or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
fol lowing:

e a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

e b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

e ) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it

For an executable work, complete source code means all the source code for all modules it contains

plus any associated interface definition files, plus the scripts used to control compilation and
installation of the executable. However, as a special exception, the source code distributed need
not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless
that component itself accompanies the executable

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void
and wi || automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as
such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Program (or any work based on the Program), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Program or works
based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject
to these terms and conditions. You may not impose any further restrictions on the recipients’ exercise
of the rights granted herein. You are not responsible for enforcing compliance by third parties
to this License

1. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
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10.

(not limited to patent issues), conditions are imposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent license would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

[T any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply and the section as a whole is intended to apply
in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar inspirit to the present version, but may differ
in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Program specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions
for this. Our decisionwill be guided by the two goals of preserving the free status of all derivatives
of our free software and of promoting the sharing and reuse of software generally

NO WARRANTY

11.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INAGCCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change all versions of a program——to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other work
released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for them if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it
in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you received. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no warranty for this free
software. For both users’ and authors’ sake, the GPL requires that modified versions be marked as changed, so
that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users’ freedom
to change the software. The systematic pattern of such abuse occurs in the area of products for individuals to use,
which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to prohibit
the practice for those products. If such problems arise substantially in other domains, we stand ready to extend
this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the special
danger that patents applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non—free.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS
0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright—like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as

you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission,
other than the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a
work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or
secondarily liable for infringement under applicable copyright law, except executing it on a computer or modifying a
private copy. Propagation includes copying, distribution (with or without modification), making available to the public,
and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere
interaction with a user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for the work (except to the extent that warranties are provided), that licensees may convey the work under
this License, and how to view a copy of this License. If the interface presents a list of user commands or options,
such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object
code” means any non—source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among
developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major Component, and (b)
serves only to enable use of the work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”, in this context, means a major
essential component (kernel, window system, and so on) of the specific operating system (if any) on which the
executable work runs, or a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install,
and (for an executable work) run the object code and to modify the work, including scripts to control those activities.
However, it does not include the work's System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not part of the work. For example,
Corresponding Source includes interface definition files associated with source files for the work, and the source
code for shared libraries and dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of
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the Corresponding Source.
The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given
its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having them
make modifications exclusively for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not control copyright. Those thus
making or running the covered works for you must do so exclusively on your behalf, under your direction and control,
on terms that prohibit them from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is
not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti—Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or
restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to
the extent such circumvention is effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a means of enforcing, against the
work's users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices
stating that this License and any non—permissive terms added in accord with section 7 apply to the code; keep
intact all notices of the absence of any warranty; and give all recipients a copy of this License along with the

Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty
protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of
source code under the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions
added under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
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copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the
work, and all its parts, regardless of how they are packaged. This License gives no permission to license the work
in any other way, but it does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do
so.

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright are
not used to limit the access or legal rights of the compilation’s users beyond what the individual works permit.
Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non—Source Forms.

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine—readable Corresponding Source under the terms of this License,
in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software
interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at no
charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and noncommercially, and only if you received the object code
with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer
equivalent access to the Corresponding Source in the same way through the same place at no further charge. You
need not require recipients to copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different server (operated by you or a third
party) that supports equivalent copying facilities, provided you maintain clear directions next to the object code
saying where to find the Corresponding Source. Regardless of what server hosts the Corresponding Source, you
remain obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer—to—peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under subsection
6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a
System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is
normally used for personal, family, or household purposes, or (2) anything designed or sold for incorporation into a
dwelling. In determining whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, “normally used” refers to a typical or common use
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of that class of product, regardless of the status of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non—consumer uses, unless such uses represent the
only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from a modified
version of its Corresponding Source. The information must suffice to ensure that the continued functioning of the
modified object code is in no case prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the
conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install modified object code on the
User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product
in which it has been modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and protocols for communication
across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a
format that is publicly documented (and with an implementation available to the public in source code form), and
must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or
more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as though
they were included in this License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those permissions, but the entire Program
remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases
when you modify the work.) You may place additional permissions on material, added by you to a covered work, for

which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized
by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the
Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such
material be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
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f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these
contractual assumptions directly impose on those licensors and authors.

All other non—permissive additional terms are considered “further restrictions” within the meaning of section 10.
If the Program as you received it, or any part of it, contains a notice stating that it is governed by this License along
with a term that is a further restriction, you may remove that term. If a license document contains a further
restriction but permits relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non—permissive, may be stated in the form of a separately written license, or
stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License (including
any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b)
permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received notice of violation of this
License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your receipt of
the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you do
not qualify to receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary
propagation of a covered work occurring solely as a consequence of using peer—to—peer transmission to receive a
copy likewise does not require acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to
run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance by
third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one,
or subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party’s predecessor in interest had or could give under the previous paragraph, plus a right to possession
of the Corresponding Source of the work from the predecessor in interest, if the predecessor has it or can get it
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with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross—claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed by making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which
the Program is based. The work thus licensed is called the contributor’'s “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of making,
using, or selling its contributor version, but do not include claims that would be infringed only as a consequence of
further modification of the contributor version. For purposes of this definition, “control” includes the right to grant
patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non—exclusive, worldwide, royalty—free patent license under the contributor’'s
essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the
contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue for
patent infringement). To “grant” such a patent license to a party means to make such an agreement or
commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is
not available for anyone to copy, free of charge and under the terms of this License, through a publicly available
network server or other readily accessible means, then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular work, or (3) arrange,
in a manner consistent with the requirements of this License, to extend the patent license to downstream recipients.
“Knowingly relying” means you have actual knowledge that, but for the patent license, your conveying the covered
work in a country, or your recipient’s use of the covered work in a country, would infringe one or more identifiable
patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise
of, or is conditioned on the non—exercise of one or more of the rights that are specifically granted under this License.
You may not convey a covered work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by you
(or copies made from those copies), or (b) primarily for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to 28
March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others’ Freedom.
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If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty
for further conveying from those to whom you convey the Program, the only way you could satisfy both those terms
and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with
a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and to
convey the resulting work. The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13, concerning interaction through a
network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version
of the GNU General Public License “or any later version” applies to it, you have the option of following the terms
and conditions either of that numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License, you may choose any version
ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy's public statement of acceptance of a version permanently authorizes you to choose that version
for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are
imposed on any author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE,
BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
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If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil
liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for a fee.
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eglibc/u—-boot NDSA X

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA  02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public
License, version 2, hence the version number 2.1.]

Preamble

The | icenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users

This license, the Lesser General Public License, applies to some specially designated software
packages——typically libraries—of the Free Software Foundation and other authors who decide to use
it. You can use it too, but we suggest you first think careful ly about whether this |icense or the
ordinary General Public License is the better strategy to use in any particular case, based on the
explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get it if you want it; that you
can change the software and use pieces of it in new free programs; and that you are informed that you
can do these things

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights
or to ask you to surrender these rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get the
source code. If you |ink other code with the |ibrary, you must provide complete object files to the
recipients, so that they can relink them with the library after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

We protect your rights with a two—step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library.
Also, if the library is modified by someone else and passed on, the recipients should know that what
they have is not the original version, so that the original author's reputation will not be affected
by problems that might be introduced by others

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of a free program by obtaining a restrictive
license from a patent holder. Therefore, we insist that any patent license obtained for a version of
the library must be consistent with the full freedom of use specified in this license

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
This license, the GNU Lesser General Public License, applies to certain designated |ibraries, and is
quite different from the ordinary General Public License. We use this license for certain libraries
in order to permit linking those libraries into non-free programs

When a program is |linked with a |ibrary, whether statically or using a shared library, the combination
of the two is legally speaking a combined work, a derivative of the original library. The ordinary

F-16



General Public License therefore permits such linking only if the entire combination fits its criteria
of freedom. The Lesser General Public License permits more lax criteria for linking other code with
the library.

We call this license the “Lesser” General Public License because it does Less to protect the user’s
freedom than the ordinary General Public License. It also provides other free software developers Less
of an advantage over competing non—-free programs. These disadvantages are the reason we use the ordinary
General Public License for many libraries. However, the Lesser |icense provides advantages in certain
special circumstances

For example, on rare occasions, there may be a special need to encourage the widest possible use of
a certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent case is that a free library does the same job as widely
used non-free libraries. In this case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License

In other cases, permission to use a particular |ibrary in non-free programs enables a greater number
of people to use a large body of free software. For example, permission to use the GNU C Library in
non-free programs enables many more people to use the whole GNU operating system, as well as its variant,
the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure
that the user of a program that is |inked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library

The precise terms and conditions for copying, distribution andmodification follow. Pay close attention
to the difference between a “work based on the |ibrary” and a “work that uses the library”. The former
contains code derived from the |ibrary, whereas the latter must be combined with the library in order
to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice
placed by the copyright holder or other authorized party saying it may be distributed under the
terms of this Lesser General Public License (also called “this License”). Each |icensee is addressed
as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software |ibrary or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without |imitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is coveredonly if its contents constitute a work based on the Library (independent
of the use of the Library in a tool for writing it). Whether that is true depends on what the Library
does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
with the Library

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
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on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

% a) The modified work must itself be a software |ibrary

* b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change

* ¢) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License

% d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. To do this, you must alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

[f distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, inisolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables.
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When a “work that uses the Library” uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined by
[aw.

[T such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file isunrestricted, regardless of whether it is legally a derivative work. (Executables containing
this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself

As an exception to the Sections above, you may also combine or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

* a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with
the complete machine-readable “work that uses the Library”, as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents
of definitions files inthe Library will not necessarily be able to recompile the application
to use the modified definitions.)

* b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the library already present on the user’ s computer
system, rather than copying library functions into the executable, and (2) will operate
properly with a modified version of the library, if the user installs one, as long as the
modified version is interface—compatible with the version that the work was made with

* ¢) Accompany the work with a written offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost
of performing this distribution.

* d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

% e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception

the materials to be distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies the executable

[t may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normal |y accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you distribute

You may place library facilities that are a work based on the Library side-by-side inasingle |ibrary
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:
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10.

11.

12.

13.

* a) Accompany the combined |ibrary with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

* b) Give prominent notice with the combined library of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, |ink with, or
distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatical ly receives a | icense from the original |icensor to copy, distribute, |ink with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients’ exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances.

[t is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License

If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the |imitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
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Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the
free status of all derivatives of our free software and of promoting the sharing and reuse of software
general ly.

NO WARRANTY

15.  BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE
LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION

16.  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INGCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES
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GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc

59 Temple Place — Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

[This is the first released version of the |ibrary GPL. It is numbered 2 because it goes with version
2 of the ordinary GPL. ]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users

This license, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other |ibraries whose authors decide to use it. You can use it for
your libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the library, or if you modify it

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get
the source code. If you link a program with the library, you must provide complete object files to
the recipients so that they can relink them with the library, after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

Our method of protecting your rights has two steps: (1) copyright the library, and (2) offer you this
|icense which gives you legal permission to copy, distribute and/or modify the library.

Also, for each distributor's protection, we want to make certain that everyone understands that there
is no warranty for this free library. [If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original version, so that any problems
introduced by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that companies distributing free software will individually obtain patent |icenses, thus in effect
transforming the program into proprietary software. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.

F-22



Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
which was designed for utility programs. This license, the GNULibrary General Public License, applies
to certain designated libraries. This license is quite different from the ordinary one; be sure to
read it in full, and don’t assume that anything in it is the same as in the ordinary |icense

The reason we have a separate public license for some |ibraries is that they blur the distinction we
usual ly make between modifying or adding to a program and simply using it. Linking a program with
a library, without changing the library, is in some sense simply using the |ibrary, and is analogous
to running a utility programor application program. However, in a textual and legal sense, the |inked
executable is a combined work, a derivative of the original library, and the ordinary General Public
License treats it as such.

Because of this blurred distinction, using the ordinary General Public License for l|ibraries did not
effectively promote software sharing, because most developers did not use the libraries. We concluded
that weaker conditions might promote sharing better.

However, unrestricted |inking of non-free programs would deprive the users of those programs of all
benefit from the free status of the libraries themselves. This Library General Public License is
intended to permit developers of non—free programs to use free libraries, while preserving your freedom
as a user of such programs to change the free libraries that are incorporated in them. (We have not
seen how to achieve this as regards changes in header files, but we have achieved it as regards changes
in the actual functions of the Library.) The hope is that this will lead to faster development of
free libraries

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a “work based on the library” and a “work that uses the library”
The former contains code derived from the library, while the latter only works together with the library.

Note that it is possible for a library to be covered by the ordinary General Public License rather
than by this special one

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software | ibrary which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Library General
Public License (also called “this License”). Each licensee is addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software |ibrary or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without |imitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is coveredonly if its contents constitute a work based on the Library (independent
of the use of the Library ina tool for writing it). Whether that is true depends on what the Library
does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
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with the Library

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License

d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
wel|-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. Todo this, youmust alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange.

[T distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
a work, in isolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is
a derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms
for distribution of such executables

When a “work that uses the Library” uses material from a header file that is part of the Library
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined
by law.

[f such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative work. (Executables
containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself

6. As an exception to the Sections above, you may also compile or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library
including whatever changes were used in the work (which must be distributed under Sections
1 and 2 above) ; and, if the work is an executable |inked with the Library, with the complete
machine-readable “work that uses the Library”, as object code and/or source code, so that
the user can modify the Library and then relink to produce a modified executable containing
themodified Library. (It is understood that the user who changes the contents of definitions
files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

b) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of
performing this distribution.

c) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

d) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.
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For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable

[t may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normal |y accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you distribute

7. Youmay place library facilities that are a work based on the Library side-by-side inasingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

b) Give prominent notice with the combined library of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

9. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient
automatical ly receives a | icense from the original |icensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients’ exercise of the rights granted herein
You are not responsible for enforcing compliance by third parties to this License

11. 1f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License
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12.

13.

14.

NO

15.

16.

If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the Library General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation.

If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

WARRANTY

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD
THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES
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u-boot/xinetd NS5 Atz X

Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the fol lowing disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE 1S PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE GOPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

libpcap/ftp/strace/telnet—server/tcpdump/u—boot NS4t X

Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution

3. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS’' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL

EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVIGES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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The MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sel | copies of the Software, and to permit persons to whom the Software is furnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software

THE SOFTWARE IS PROVIDED “AS I1S”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR GOPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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Redistribution and use in source and binary forms of |ibcap, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain any existing copyright notice, and this entire permission
notice in its entirety, including the disclaimer of warranties.

2. Redistributions in binary form must reproduce all prior and current copyright notices, this list
of conditions, and the following disclaimer in the documentation and/or other materials provided
with the distribution

3. The name of any author may not be used to endorse or promote products derived from this software
without their specific prior written permission

ALTERNATIVELY, this product may be distributed under the terms of the GNU General Public License, in
which case the provisions of the GNU GPL are required INSTEAD OF the above restrictions. (This clause
is necessary due to a potential conflict between the GNU GPL and the restrictions contained inaBSD-style
copyright.)

THIS SOFTWARE IS PROVIDED ""AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR(S) BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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-——— Part 1: CMU/UCD copyright notice: (BSD |ike) ——
Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of Galifornia not be used in advertising or
publicity pertaining to distribution of the software without specific written permission

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS
OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENGE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
THIS SOFTWARE.

——— Part 2: Networks Associates Technology, Inc copyright notice (BSD) ————

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS'" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY; WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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———— Part 3: Cambridge Broadband Ltd. copyright notice (BSD) ———-

Portions of this code are copyright (¢) 2001-2003, Cambridge Broadband Ltd.
All rights reserved

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from
this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER "“AS IS AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES: LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

———— Part 4: Sun Microsystems, Inc. copyright notice (BSD) ———-

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " AS IS’ AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISGLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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——— Part 5: Sparta, Inc copyright notice (BSD) ———

Copyright (c) 2003-2004, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " “AS IS’" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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1)
Copyright (c) 1995 Tatu Ylonen <ylo@cs. hut. fi>, Espoo, Finland
All rights reserved

As far as 1 am concerned, the code I have written for this software
can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be
called by a name other than “ssh” or “Secure Shell”.

* ¥ X ¥ X ¥ ¥ %

[Tatu continues]

However, I am not implying to give any licenses to any patents or
copyrights held by third parties, and the software includes parts that
are not under my direct control. As far as I know, all included
source code is used in accordance with the relevant |icense agreements
and can be used freely for any purpose (the GNU |icense being the most
restrictive); see below for details

*

* % % ¥ ¥

[However, none of that term is relevant at this point in time. All of these restrictively licenced
software components which he talks about have been removed from OpenSSH, i.e.

- RSA is no longer included, found in the OpenSSL |ibrary

- IDEA is no longer included, its use is deprecated

- DES is now external, in the OpenSSL library

- GMP is no longer used, and instead we call BN code from OpenSSL
- Zlib is now external, in a library

- The make-ssh—-known-hosts script is no longer included

- TSS has been removed

- MD5 is now external, in the OpenSSL library

- RC4 support has been replaced with ARC4 support from OpenSSL

- Blowfish is now external, in the OpenSSL |ibrary

[The licence continues]

Note that any information and cryptographic algorithms used in this software are publicly available
on the Internet and at any major bookstore, scientific library, and patent office worldwide. More
information can be found e.g. at "http://www.cs. hut. fi/crypto”.

The legal status of this program is some combination of all these permissions and restrictions. Use
only at your own responsibility. You will be responsible for any legal consequences yourself; I am
not making any claims whether possessing or using this is legal or not in your country, and I am not
taking any responsibility on your behalf
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NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

2)
The 32-bit CGRC compensation attack detector in deattack.c was contributed by CORE SDI S.A. under
a BSD-style license.
* Cryptographic attack detector for ssh — source code
*
* Copyright (¢) 1998 CORE SDI S.A., Buenos Aires, Argentina
*
* All rights reserved. Redistribution and use in source and binary
* forms, with or without modification, are permitted provided that
* this copyright notice is retained.
*
* THIS SOFTWARE IS PROVIDED ““AS IS'' AND ANY EXPRESS OR IMPLIED
* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS
* SOFTWARE.
*
* Ariel Futoransky <futo@core-sdi.com>
* <http://www. core-sdi. com>
3)

ssh-keygen was contributed by David Mazieres under a BSD-style |icense
Copyright 1995, 1996 by David Mazieres <dm@lcs. mit. edu>
Modification and redistribution in source and binary forms is

permitted provided that due credit is given to the author and the
OpenBSD project by leaving this copyright notice intact.

* X X ¥ %
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4)
The Ri jndael implementation by Vincent Ri jmen, Antoon Bosselaers and Paulo Barreto is in the public
domain and distributed with the following license:

* @version 3.0 (December 2000)

*

* Optimised ANSI C code for the Rijndael cipher (now AES)

*

* @author Vincent Rijmen <vincent. ri jmen@esat. kuleuven. ac. be>

* @author Antoon Bosselaers <antoon. bosselaers@esat. kuleuven. ac. be>
* @author Paulo Barreto <paulo. barreto@terra. com. br>

*

* This code is hereby placed in the public domain

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHORS "' AS IS’ AND ANY EXPRESS
* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIREGT, INGIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
* OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

* LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
* NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
* SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

5)
One component of the ssh source code is under a 3-clause BSD |icense, held by the University of
California, since we pulled these parts from original Berkeley code

* Copyright (c) 1983, 1990, 1992, 1993, 1995
The Regents of the University of California. All rights reserved

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3.Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

* K X X X X X X X X ¥ X ¥ ¥

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.
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6)
Remaining components of the software are provided under a standard 2-term BSD |icence with the
fol lowing names as copyright holders:

Markus Friedl
Theo de Raadt
Niels Provos
Dug Song

Aaron Campbel |
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Al lansson
Nils Nordman
Simon Wilkinson

7)
Portable OpenSSH additionally includes code from the following copyright
holders, also under the 2-term BSD |icense:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs

Juha Yrj

Michael Stone
Networks Associates Technology, Inc
Solar Designer
Todd G. Miller
Wayne Schroeder
William Jones
Darren Tucker

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF

*
*
*
*
*
*
*
*
*
* THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS’ AND ANY EXPRESS OR
*
*
*
*
*
*
*
*
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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8) Portable OpenSSH contains the following additional |icenses:

F-38

a) mdbcrypt.c, mdbcrypt. h

“THE BEER-WARE LICENSE” (Revision 42):

<phk@login. dknet. dk> wrote this file. As long as you retain this
notice you can do whatever you want with this stuff. If we meet
some day, and you think this stuff is worth it, you can buy me a
beer in return. Poul-Henning Kamp

* ¥ ¥ ¥ %

b) snprintf replacement

* Gopyright Patrick Powell 1995

* This code is based on code written by Patrick Powell

* (papowel |@astart. com) It may be used for any purpose as long as this
* notice remains intact on all source code distributions

¢) Compatibility code (openbsd-compat)

Apart from the previously mentioned |icenses, various pieces of code
in the openbsd-compat/ subdirectory are licensed as follows:

Some code is licensed under a 3—term BSD |icense, to the following
copyright holders:

Todd C. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* [MPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

*x OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
*x LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE

¥ XK XK X X X X X X X ¥ X ¥ ¥



Some code is licensed under an 1SC-style license, to the following copyright holders:

Internet Software Consortium.
Todd C. Miller

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND TODD C. MILLER DISCLAIMS ALL

WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES

OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE
FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

* oK K X X X X X X X ¥

Some code is licensed under a MIT-style license to the following
copyright holders:

Free Software Foundation, Inc

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without |imitation the rights to use, copy, modify, merge, publish
distribute, distribute with modifications, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS 1S”, WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS IN THE SOFTWARE

Except as contained in this notice, the name(s) of the above copyright
holders shall not be used in advertising or otherwise to promote the
sale, use or other dealings in this Software without prior written
authorization.

KK K K KK KKK KKK KKK KKK KX XK
KK K X KK KKK KKK KKK KKK KX XK
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LICENSE ISSUES

The OpenSSL toolkit stays under a double |icense, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.

See below for the actual license texts

OpenSSL License

/%
* Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in
* the documentation and/or other materials provided with the

* distribution.

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* “This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

* 4. The names “"OpenSSL Toolkit” and “OpenSSL Project” must not be used to
* endorse or promote products derived from this software without
* prior written permission. For written permission, please contact

* openss|-core@openss|.org

* 5. Products derived from this software may not be called “OpenSSL”

* nor may “OpenSSL” appear in their names without prior written
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* permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following
* acknow | edgment :

* “This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit (http://www.openssl.org/)”

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ""AS IS'" AND ANY
* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

*x SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

*x LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
* OF THE POSSIBILITY OF SUCH DAMAGE

* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim

* Hudson (tjh@cryptsoft. com).

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft. com)

*

All rights reserved.

*

This package is an SSL implementation written

*

by Eric Young (eay@cryptsoft. com).

*

The implementation was written so as to conform with Netscapes SSL.

*

This library is free for commercial and non—-commercial use as long as

*

the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,
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* |hash, DES, etc., code; not just the SSL code. The SSL documentation

* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (tjh@cryptsoft.com).

* Copyright remains Eric Young's, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution

* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1.

* 2.

Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.
Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution
All advertising materials mentioning features or use of this software
must display the fol lowing acknowledgement:

“This product includes cryptographic software written by

Eric Young (eay@cryptsoft.com)”

The word 'cryptographic’ can be left out if the rouines from the library
being used are not cryptographic related :-).

If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ""AS IS’ AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* [MPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
*x LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.
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*
* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution |icence

* [including the GNU Public Licence.]

*/
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This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc.
Scriptics Corporation, ActiveState Gorporation and other parties. The following terms apply to all
files

associated with the software unless explicitly disclaimed in individual files

The authors hereby grant permission to use, copy, modify, distribute, and license this software and
its documentation for any purpose, provided that existing copyright notices are retained in all copies
and that this notice is included verbatim inany distributions. Nowritten agreement, |icense, or royalty
fee is required for any of the authorized uses

Modifications to this software may be copyrighted by their authors and need not fol low the licensing
terms described here, provided that the new terms are clearly indicated on the first page of each file
where they apply

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR
ANY

DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. THIS
SOFTWARE IS PROVIDED ON AN “AS 1S” BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

GOVERNMENT USE: If you are acquiring this software on behalf of the U.S. government, the Government
shal |l have only “Restricted Rights” in the software and related documentation as defined in the Federal
Acquisition Regulations (FARs) in Clause 52.227.19 (¢) (2). If youare acquiring the software on behalf
of the Department of Defense, the software shall be classified as “Commercial Computer Software” and
the Government shall have only “Restricted Rights” as defined in Clause 252.227-7013 (¢) (1) of DFARs.
Notwithstanding the foregoing, the authors grant the U.S. Government and others acting in its behalf
permission to use and distribute the software in accordance with the terms specified in this |icense

telx DI1EVR

Copyright 1992-1999 Kar| Lehenbauer and Mark Diekhans.
Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear in all copies. Karl

Lehenbauer and Mark Diekhans make no representations about the suitability of this software for any
purpose. It is provided “as is” without express or implied warranty.

tcp_wrappers DAt X

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by other
copyrights.

Thismaterial wasoriginally written and compiled by Wietse Venema at Eindhoven University of Technology,
The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies

This software is provided “as is” and without any expressed or implied warranties, including, without
limitation, the implied warranties of merchantibility and fitness for any particular purpose
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The eCos license version 2.0

This file is part of eCos, the Embedded Configurable Operating System.
Copyright (C) 1998, 1999, 2000, 2001, 2002 Red Hat, Inc

eCos is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 or (at
your option) any later version

eCos is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General
Public License for more details

You should have received a copy of the GNU General Public License along with eCos; if not,
write to the Free Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301
USA.

As a special exception, if other files instantiate templates or use macros or inline functions
from this file, or you compile this file and |ink it with other works to produce a work based
on this file, this file does not by itself cause the resulting work to be covered by the GNU
General Public License. However the source code for this file must still be made available
in accordance with section (3) of the GNU General Public License.

This exception does not invalidate any other reasons why a work based on this file might be
covered by the GNU General Public License

Alternative licenses for eCos may be arranged by contacting Red Hat, Inc. at
http://sources. redhat. com/ecos/ecos-1|icense/

#HH#ECOSGPLCOPYR 1 GHTEND##tt4

References
1. http://www. gnu. org/licenses/license-list. html

This source code has been made available to you by IBM on an AS-IS basis. Anyone
receiving this source is licensed under IBM copyrights to use it in any way he or she deems
fit, including copying it, modifying it, compiling it, and redistributing it either with or
without modifications. No license under IBM patents or patent applications is to be implied
by the copyright license

Any user of this software should understand that IBM cannot provide technical support for this

software and will not be responsible for any consequences resulting from the use of this
software.

Any person who transfers this source code or any derivative work must include the IBM copyright
notice, this paragraph, and the preceding two paragraphs in the transferred software

COPYRIGHT I B M CORPORATION 1995
LICENSED MATERIAL - PROGRAM PROPERTY OF T B M
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This software is provided 'as—is’, without any express or implied warranty. In no event will the authors
be held liable for any damages arising from the use of this software

Permission is granted to anyone to use this software for any purpose, including commercial applications
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software

3. This notice may not be removed or altered from any source distribution
php D51t A

The PHP License

version 3.01
http://www. php. net/license/3_01. txt
lighttod D51 R
The BSD 3-Clause License

https://opensource. org/ | icenses/BSD-3-Clause

lidod DZA1 A

The license below applies to most, but not all content in this project.
Files with different licensing and authorship terms are marked as such
That information must be considered when ensuring |icensing compliance

ISC License
Copyright (c) 2008-2017, Vincent Bernat <vincent@bernat. im>

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.
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