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(1) R=trELZ b X=a—%FHLLHERY 7€ 2

77 A LT WERRGEIEN DS ) T ILR— FIZEHIN TV AL RWEETYH,
HANTT ) 7R — b DT ROV RIEIROEBH ZER L TBHE, K— b1 7 b X
Za—TYUT7NR- I ESLEBLONCOHERTEE T, ZOR—bELZ b X=a—D
53V 7R — bESZER TS RESEAGRICTY 72 A TEET, £, LK
HEEBLZERLTORWESTS, Telnet/SSHt v a V2 F L £ £, HINDOEHRNT S5
MERLT (U TZAR-MEEBBHILT) 727X 3T5ZLHARETT,

BB, R—bEL 7 I X=a—1Zd, 77A L2 —F 1SN U 7LR— D
MODANFREINE T, ZOL—F—IZFAIIN TRV Y 7ILR— FDIERITKR— L
P IXZa—RFRREINEVTADT, X2V T4 —HTHEOLTIHHNZZTET,
(2) 77477 x—EY > —DfEE
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2 B HERE

214

2.15

Telnet/SSH 7 54 7> b e REEDORIC 7 7 A 7V — VBN ET AR TX AL Z bE—FK
PRHET25E6. ALV 7 bV E—FBMERT 2L TOTCP RK— 2774 77— L THAT
ZRBENRDHDEFT, L7 FE— REFMAHTIUZ, Telnet/SSH DOFEHER — + (TCP:23/22) % &F
A3 27500 TC, BHNREERIC T 7 RT3 Z e AAREE D 5,
BB, LLZ ME— RFTIE, BEHRIRERADT7 72 e REBADT 1 %, [F U Telnet
H#—N— (TCP:23) /SSH #— N— (TCP:22) Z{HHLTEBD F7,

L7 FPE—RTRE, 7272 RAZERL 22—V -k —F —DEEICIE. AEE~ADRD
T4 eHIILES, 7R EER LY —DKR— b2 —HF—DHEITIE. BRTRE
BWAT T ELRLHWLAE-TP L7 PR =2 — 2R RLED,

I—HP—@JFRRENTR— P EL T M A a7 72ALEVWS Y 7LKR— b &R A R
(/) —<ILE—F/FE=X—F—F) ZERTZZ2ICELD, SUTIAVR—-DP IT 7 ELATEZ T,

BRI BRI BRI R
[ vwrnt—t1 | [ surns—r2 | [ surns—tas |
% X X!
RWAH—k Q ¥ me—rp‘-, RWR—k OQ
i O ROR—H + OROR—+ O ROK—+

{ TT'\B—Hzl/’]iv‘:;._— ------ i ----- ;

v
ALE
ay4>
‘ ARE
Telnet(23)K—H< SSH(22)—H= Telnet(23)K—kI=

R—ba—YTOsIY K—-pa—4¥TOII1> —fRa—HTO51>
K 2-5 FEEOJT 12 CERWMREBADT IV ADIRD 717
Fieokse, L7 VE—RTR 7278 RT22—F K TEMERELFELEIDT, K-}
L7 MEREEZFIHT 2 5E81E R — b 22— —FREHRREZ ON ICT 20BN H D 3,

K= b —N—A D (both E— F)

both E— FIZXA L 27 P E—FBLIKFEL I FE— FOMKG ZRIFICHHATEERE— FTT,
BR— M —EZAANDT 72 2S5, BHEFICOWTIE 12.1.2 K— b I — =Dk (XA
L7 bFE—=FR)I, 213 R =M —N—ADEH (L7 FE—F)] 2BRLTLIEXW,

R—bFELIFXZa—

A=t 7 P X=a2—-3tL 7 bE— FERFIZR— b2 Y —TAREEICT 7 L A UK
ICFRRENDB A =2 —T7,

R—brELZ M= a— 237 72 RADPHFREINTVWE Y 7ILR—FDIVERE, R—
L2 b X =2 —FREED T ) 7L R— L DFIFRAB R RENE T,
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2 HRRE

AR =2 —%HATHL, BERNREEOFARIZEREL DD, & D BTSSR

T ATEET,

cARK—FEL T b X=2—DFERH

# telnet NS-2260 4

Console Server Authentication.
login: userl ¢

Password: 4

Host : "SmartCS-1"
login from 192.168.1.1
user (userl) Access TTY List

tty : Label RW RO
1 : Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo-6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 : Switch-Tokyo-7F-00001 1 0
6 : Switch-Tokyo-7F-00002 1 0
(%)
Enter tty number to access serial port
<ttyno> : connect to serial port RW session (1 - 48 )
<ttyno>r : connect to serial port RO session ( 1lr - 48r )
1 : show tty list

I<ttyno>-<ttyno> : show a part of tty list

d : show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message

e ;oexit

tty> 3 4

A=tV P X =2 —1TFK 25 IEHHT 2 EWMPERINE T,

®2-5 R—bELIMXZa—DHAER

HA1ER RTHNE

tty BRAIRER S ) 7 VR — P BEDPRREINE T,
Label BAR— MIRELE S UVERAERSNE T,
RW BAED ) ==V E— FOEHIEMIERINE T,

By o BEERPOR— 2 —F—HERINT T,
Full : &Kty aryETHERINTVWBIRETT,
ERTs2l3TcEEHA,

N/A @ ZOR— MIERT 23503 H D £EA

RO BFHEDE=_XZ—F— FOEGRBERPIFREINE T,
NEIERW LRIETT, EELESHBLTLIEX WY,

29



AR—bhELZ b A oa—THETE2a~v Y FER2-6 ITREEHL E T,

£2-6 R—brELI b XZa—aT VK
avv kR E: AH5
<ttyno> TBELEZSY 7 AR— M —<LE— FTHERL  tty>1
£9, tty> 24
<ttyno>r BELESY) 7AR=MIE=ZR—F—FTHEHRL ty>1r
9, tty> 24r
1 e gE7R S V 7V R— b O—BEHERRLET,  tty>1
UhLFDTL)
I<ttyno>-<ttyno>  HFHIEE X N2>V 7R — FNT, #EHATRER S ty> 12-24
V7AR—=rDO—EE2HIRRLET, tty> 116-32
<ttyno>D #iFHFEE tty> 1-12
224 R— D225 24 BIGET 255G tty> 120-
-2 R—bD 125 12 FBIEET RHE
3- K=t 3LREEIEET 255
d SUTZNAE— MEHRLTWE 22— —HEROEM  tty>d
(telnet/ssh DIEEITLIP 7 KL A/KR— pEFE/21—
‘}j’:"_%) %?%ZT_\‘ L i j_o
FRBIFERO FIRHEH L TVWET,
d<ttyno>-<ttyno> >V 7LR— MIEEHL L TV 22 —F —THEROFM  ty>d2-24
(telnet/ssh DIEEITLIP 7 KL A/R— b HFE/21— tty>d16-32
P—%) HEHEAEE TR RLET, BRERITda  wy>d-12
~Y REeFULTY, tty>d20-
<ttyno> D HiFH$EE
224 R—bD 205 24 ZIFET 255
12 R—bD 125 2 ERET R5E
3-R— b3 LEEIRET 255
h/?/<TAB> AR—bEL 7 M X =2 —TANARERI~Y FIZD tty>h
WT, "NV EHILETS, tty> ?
?R<TAB>Z AN L THHA—DONEZRRLET, tty> <TAB>
e AR—tELZ P A=Z2—%2 T L, TelnetySSHE v tty>e

> a »\/%mlﬂfﬁbij—o

«d a<r FOERM



tty> dg
tty 1 Switch-1 RW:2 / RO:3
rw 1 telnet:4731 10.1.1.1:23 userA

rw 2  telnet:3495 10.1.1.2:23 userB

tty 2 : Switch-2 RW:2 / RO:3
rw 1 telnet:4740 10.1.1.3:23 userC

ro 1 telnet:3851 10.1.1.4:23 userD

tty>

(L7 bE=-FERFO T 72 251E)

Telnet 7 54 7> bbb, REBOSUTAE—F 112 —<ILE— FTERTIHAEIEZ. &
%ﬁ@%maﬁwﬂ—mauam77%xb\ﬁwbkvﬁblewfl%“ﬁbi?

# telnet NS-2260 4

Console Server Authentication.
login: userl y

Password: 4

Host : "SmartCS-1"
login from 192.168.1.1
user (userl) Access TTY List

tty : Label RW RO
1 : Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo-6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 : Switch-Tokyo-7F-00001 1 0
(Al%)
Enter tty number to access serial port
<ttyno> : connect to serial port RW session ( 1 - 48 )
<ttyno>r : connect to serial port RO session ( 1lr - 48r )
1 : show tty list
l<ttyno>-<ttyno> : show a part of tty list
d : show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e 1 exit
tty> 1 4

Telnet 7 54 7 ¥ b6, REEDS Y 7R — T 1ITE=ZX—F— FTERT 25513, F—
PV P R=Za2a—T1rZ2ERLTT77EALET,

# telnet NS-22604

Console Server Authentication.

login: userl 4y

Password: 4
—bFELZ M X2 —DERREINET

tty> 1r 4

SSHZ 5472 b, REEDS Y TZARE—F 112/ —<LE— FTERT3HET. A
BE®D SSH #—N\— (TCP:22) X7 7 AL, K=+t L 7 FX=a2—T1%#ERLFT,
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2.1.6

# ssh portuser@1@NS-2260 4
Console Server Authentication.
portuser01@192.168.1.1°s password: ¢

TR bPELZ P X2 —RREINET
tty> 1 4

SSHZ 547 b, REBOI Y TZILE—F 1ICEZX—F— FTERTIEEE. L
DESICE—FPELLZ MR =Za2a—TIr ZERLT727ELRALET,

# ssh portuser®1@NS-2260 4
Console Server Authentication.
portuser01@192.168.1.1’s password: ¢

PAR= PRV P A2 —MBRRENET
tty> 1r 4

R—bH—N—XZa—

R—FHF—N—RX=a—1F, Telnet/SSHZ 74 7> b ET Y T7IAR— bAT 7 A LRI
BREINBATY R A= 2 —T7,

A= PP ==X =2 —TlF, K= raZOEBRIESCEANRIERAND T 7 A, BEHR
FEERAD Break (55 DEER CORERITO Z e N TEE T,

R b =N o2 —ADYBXFa— K (kv >a v HAXFa—RNE2HonCHRET
52T, BERNSHEEBICT 72 A LB TOR— M —N— X202 — 2 RRXEZ 2T
XET,

Fio. R=bMP—N=RX =2 —%RRETIT, B EHNSERCT 27X T52dTE
T3, A=t —N=RX =2 —DFREMLET2HEE, 442 K= b —N—X=2-0D
T BEBRLTLIEE N,

R b —N— R o2 —TEECE2a~v  FER2TIHEHLE T,
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K27 R—bHY—N—AXZa—DaAIVEK

BS AXZa— @ EA

0 return Port Select Menu A=—PEL 7 M X=a2—IZEDET,
AR = a2—3tL 7 bE— FERROARK
ENFET, XA L7 bE— FERFFIERRE
NEL A

1 display Port Log PV TNR=FDR= BT R2EE)S
FRLET,

2 display Port Log (LAST) VT NR—FDBRFDAR— bR T ERRL
s

3 start tty connection SYTNANR=IDEy > a YE@EE— NI
1Dz, BRI ICER L £ 5,

4 close Telnet/SSH session Telnet/SSH Dt v > a R TLET,

5 show all commands BTOaAvY FERRLET,

6 display & erase Port Log SYTNAR=PDR=tRTRRRLT
HIFRL %3,

7 erase Port Log YT KR=FDR=ruaZRHIBRL 3,

8 send Port Log SYTNR=IDR=- bR T2 TORESN
TW5 X —)L7 KL RAFTP H— N —~GRHil]
WEELE Y,

9 show Port Log configuration Y TIIR—= b DER—= T OREERPH
AR, SRS — N Y DRREE L R
RLET,

10 send break to tty ) 7 NKR— MZ Break 5 ZEEFELE T,

B FH—AN—R—a—a< Y FOEML. Ta~>FUT77L Y2 2BBLTLEXN,

R P —N—RX =2 —NOaAT Y FREITITIHEIR. A =2 —LZRRSNLTWIHFEA

HLET,

# telnet NS-2260 8101 4

= RW1 ————mmmmmmmmmm e
Host : "SmartCS-Nol"
Label : "Switch-Tokyo-6F-00001"

1 : display Port Log
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: display Port Log (LAST)

: start tty connection REBDR— P —N—IT77ERTB L,
: close telnet/ssh session R— b —N—RX a2 —NRRENET,

: show all commands

(O, "N UV V)

tty-l:rw>1 4

Sep 8 11:16:15 ether: port 1 LINK DOWN. BN SRRAR O 1 7% RoR
Sep 8 11:16:15 ether: port 2 LINK DOWN.

tty-l:rw>3 4

Welcome to XXXXX BRI T 7 A TEE T,
XXXXX login:

A=t —N—RX=ma—DETOavy F—ErFRXE 3551, 15: show all commands| %
HEIRLZ 9,

tty-1l:rw> 5 4

e 1
Host : "SmartCS-Nol"
Label : "Switch-Tokyo-6F-00001"

: display Port Log

: display Port Log (LAST)
: start tty connection

: close telnet/ssh session
: show all commands

: display & erase Port Log
: erase Port Log

: send Port Log

: show Port Log configuration
10 : send break to tty
tty-1l:rw>

OoONOUVTHA WN =

R b —N—X =2 —FHFLRIEZ5E5E 17 723 [TAB) ZANLET,

tty-lirw> ?

L R
Host : "SmartCS-Nol"
Label : "Switch-Tokyo-6F-00001"

: display Port Log

: display Port Log (LAST)
: start tty connection

: close telnet/ssh session
: show all commands

: display & erase Port Log
: erase Port Log

: send Port Log

: show Port Log configuration
10 : send break to tty
tty-1l:rw>

OoONOUVTHA WN =

BN RIEIRIC T 72 A LR THOR— M —NR— X =02 —~"RZZ D TEET,

R b N—R =2 —DYBELFa—F (ky¥a yhliXFa—F) 2 LT"Cul-A"R %
HoOPUDERRLTEE, BEHENREIRCT 72 A LB TH " Cul-A"2 AN L TER- M —
N= X2 —WZRBIEDPTEET,
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2.1.7

# telnet NS-2260 8101 4

e . T e
Host : "SmartCS-Nol"
Label : "Switch-Tokyo-6F-00001"

1 : display Port Log

2 : display Port Log (LAST)
3 : start tty connection

4 : close telnet/ssh session
5 : show all commands

tty-l:rw>3 4

Press "CTRL-A" to return this MENU.
Welcome to XXXXX

XXXXX login: #*#¥*%*

Password: **¥*¥**

#

"CTRL-A"% AT

i R
Host : "SmartCS-Nol"

Label : "Switch-Tokyo-6F-00001"

1 : display Port Log

2 : display Port Log (LAST)
3 : start tty connection

4 : close telnet/ssh session
5 : show all commands

t

SSH k5> ART L > MEHHEEE (sshxpt)

SSH k7 Y AR7 L ¥ MMEHHEHE (sshxpt) 13, AEED SV 7R — MZE| D HTHA7% TCP
R—1+ES% SSHZ 74 7> M THEEL T, BEHRNRES & ZEN2EEL T 5EETT,
XALZ b E—FRELZ bE—FEFHALZEELEERD, Rt —N—X=a—%F
T 5 R EEHNGESR e OBE ML E T,

EHBEIEOERE Y —L lAnsible)] ¥ ST 238512, fithD Ansible £ 2 — LB AR E®
BAHLUTEWEX R 3 Z LS AJRET S,

ARREE ZHEH U CERANSEROBREZIT O HE1E. &V 7R — Mo S B S
e & OETITFNEEZITS / —~<vE— FE#HAL £,

SSH F 7 Y AR7 L v MEGHKEE (sshxpt) ZHMET 51213 TELOHEIC set portd tty session 2
<Y ORI sshxpt A 7> a va<wy FEEELET, HEELLY Y 7LR—- MZBWT,
AHERE T $ 23 2-8 ICFL#ED TCP R— MBS £ 3,

(C) NS-2260# set portd tty 1-32 session both both sshxpty
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2 B HERE

2.1.8

SSH +Z Y AR7T L v MEKHKEE (sshxpt) THEHE T 25513, K28 DKR— I+ ESZH-TY
JEALET,

F2-8 SSH FS Y ART LY MEGKETHERT3HR— MBS

k] MERR R—rBSOMHRAE F &
J—=JL  RW(Read/Write)  SSH(9301~9348) SV FAR— MRS
E—F X1 XTSRS © DR CIT LB E

MAJBERRE— FTF,
12D Y 7 NLR— MIHEK ]
tyrarETERTEE T,

1 K= IFESOHPHIEEDS Y 7LHR—- MUT L > TRRED X3,

F72. SSH + 7V ART L > MEHHEHE (sshxpt) B H L 72 RN RESRAD 7 7 ZFRFIC,
BITa—FEREETR2EIORETAI N TEL T, EETL2HT7a— FIX 1%E% L) TCRY
TCR+LFJ TLF) OH 2 53EIRL £5, TIHHARFOREIZ, EER L) PRESNTVET,
ARIEEDS ) 7K=L ITHER S NTERNRERAD 7 7 AR ICdfTa— F & LTCR
BEETBIE. Pt a~x Yy FEETLE T,

(cINS-2260# set portd tty 1 connted send_nl cry

R—ba1—9—53

R— b2 —F—f8EE, BERURERIC T 7R T2 —F—on 74 VEBHEETT S e
T, Telnet/SSHZ 74 7 ¥ " HAREEDR— b —N—1Z7 7 LR T BRI, 2—F—%
ERAT— FDANEERLT, 2V 7IR— MEH L EBERNRESRADREY 72 2 %
B L %3,
F72. K— b= —DFFFEIZIE RADIUS FEREY — N —%° TACACS+H —N—%2FHT 2 &
L TEET,
FEAE 12.3.2 RADIUS FRREM$AE/RADIUS 74w > M&RE 1. [2.3.4 TACACS+iRE | 2SR L
TLEEW,



BRI R BRI R IR BRI R AR
[ svrng—t | [ surntr | | suzndk—tn |
Telnet 6v SSH 6 SSH é AR
RWAR—D O Telnet ~ RWHK—+4 RWAR— 4

T ROFR—+

——— [ =
Telnety 547>k TelnetyS4T7 Uk SSHYSAT7 bk

E 2-6 7.ﬁ_ I‘J-_ DIL.\I:IIE

ZIK ODIi’iJ‘HjﬁH‘J‘@‘T\ b lwhﬁswwunﬁCi OFF /C\‘j_o 71_:"‘ k lwﬁswwunﬁi)) OFF @i Li\
nry A4 vEERTEZIay T MIFRRINET A

— P2 —Y—FFZONICT B, ETOTYTALR—MIRNLT, a2l 4 rE2ERTZS
oYy IBRERREINET,

—beL 2 MEE (RL 2 bE-F) ZAHT 2GEIIABEEZ G LTI E W,

« R— b2 —H¥F—F85E ON. R— b¥—N—X =2 — OFF DIFE

# telnet NS-2260 8101 4
Console Server Authentication. o
login: userl y ALEE DR — b 2 — -G

oo e Yo e e e e

Password: Tl hk d

Welcome to XXXXX
XXXXX login: RS SOl N

« R— b2 —¥ —F8FE ON, K— ]"]j_‘—‘/\‘—)(——.l‘—‘ONODiE‘A

# telnet NS-2260 8102
Console Server Authentication.

login: uulg ALEEE DR — b 12— —FHEE
Password: #*¥#kiiik

i R

Host : "SmartCS-Nol"

Label : "Switch-Tokyo-6F-00001"
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1 : display Port Log

2 : display Port Log (LAST)
3 : start tty connection

4 : close telnet/ssh session
5 : show all commands

tty-2:rw>3 4
Welcome to XXXXX
XXXXX login: FRENSE Y SRIOM A= NV

BB, R—ra—F 3Lz MAT 2583, R— P2 —¥F—2&RL T, FRLIA—t21—
-7 7 AZFHAIT 2V 7NAR— b ERELTBLLERDD $5, LYK (K-
b2 —H —F8EEA OFF DA 1E. 2 TOZ VYV T7AR— PN LTT7 7R ATEI N TEZE
T, R—b2—H—FREZ ONIZT 2 &, Bl I1—F -7 7L RAZFA]T LY T
R—bPERELRVED, SV 7AE-PMIE 7 7R TEZE A

BRI RS BRI R

1 1
A A P s User Access Port
1 1
NS-2260 . . .7 suzuki | 1,2,3
K2 &) S Say tanaka | 1,5,6
I I ~ o
I I ~ sato 7
[ r- J
1
===\
Telnet/SSHYS A7k

27 R—braA—H—DIUTIR—- T IEZFIR

219 FOMOR— Y —/N—iEE

He kYN R OMEES Y — | LTWET,
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+£29 FOMDAR—bH—/N—KEE

¥ R

55

Break {5 5 LFH

AT — F OSSN

AT 3 — F DXEILHE

SUTFZILER—+D
IRV T

Telnet/SSH 2 54 7Y b oZAELNVT 7L —2F % 57
& —= Break over SSH %#. Break 5 LTV 7K — b
Pefor L 7= Bt RIS ER 1T B ZE L £ 9,
TR OFE X OFF T3,

Telnet 7 94 7V b oZELBITa— REEHBLET, X
fTa— FoZEEUZ, T£H#i72 1) ICR+LF % CR IZA
'CR+LF % LF IZZ# OF 68 RL £73,
THHFFEDFEIX TCR+LF % CRICZH T,

SSH b Y ART L > MMERFERE (sshxpt) Z i L THEAANS
PRARICHEERE S B, BITa—F 2R ET 22N TEE T,
ARLEE 2 REH U Tfiittd Ansible £ 2 — LR EIEX B BRI
REDPREL 2D T,

T DF%E X OFF T3,

VTR — MCER SN EERIHRITE S X5 c, EiEH
REDINIVERETAIEDNTEET, FNVIHKETES
NFERK 32 SLFTT,

TR ORETIZETDOST Y 7R — M T IUIRE X
NTVWEHA,

RAR— I A <



¥ e

@ B

TA RN —(TA
FVEEHIRER) 12 & 2 B
bl

tyrarvig~w— (H
frezfie i) I X 2 BE)
vl

BIEEGREDE v > 3
> Bt

FRE XN, 7 A4 FVIKEE (Telnet/SSH AR D & A 17— &
PRI TOWRWIREE) 2832 &, BEIICE Yy > 2 v EUIH
LXE9d,

APEREIX FECOIRRECTENMEL £ 3,

kLT PR a7 7R AL TIREE

cE— M =N R =227 7R LR
cSUTAR—FD ) —<ILE—F RW) L7 7t R LIRARE
74 PR A~ —DiREHRFIX 1~60 57 T3,

77 # L & OFF T,

v ¥ a YOUIMIZBRBEITbIRE T,

(f511)

74 RVEA =%, SV TAR=bANDT I RAZKT
L. R=bFHF—N—X=a—%FR

l

74 BARA < —fElE%, K=t — =X =2 —%KT L,
L7 PR a2 —%FR

!

A RLERA v —FEE, EL 7 P X=Za—FKTL, &y
> a R

Telnet/SSH 5K 52 ) 7L KR— F DE=X —F— F (RO) IZ#%
WLz, BEINREIRBE LS, 20y > a iR
HIRC I3 2 BEET 3,

Ty yarRA~v—DEHFNT 1~1440 7T,

57 %)L M OFF T3,

R b —N—HEEED /) —<LE— F (tw) & tty ¥ 3 — JHEHE
DEyarOPterRET N TEET, HHbiEEEH
MNZFT 22T, WINDDEEED v > a Y DBUICHIES %
AR E DMBDOFEEEZ ] U 7= B N RSN DRI T X %
Ao

TIHGHHRFOFREIZ ON T,

22  R—btOU¥RE

2.2.1

R— O HEEDBE

- Fa BRIV 7R - MR IN TV AERNRIEMA S ZE LT — &%, EE
AEBD FLASH X £ 1) —° RAM EIZRES 2HEE T3, BRXTRIEESIC Telnet/SSH 27 7 4 7
VEPEHRINTORWEA TS, BHRNRESEIEET2ur e, REEDOR—- e 2 L
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2.2.2

TRIFT 2 ZENTEET,

IR — o2k, Telnet/SSH 7 54 7> b oA EBZ N LU CEMRNRIERIC T 7&
AT BRICRRTEE T,
F 7 N DT IETHEBAID 3 2 2 AATHET T,

* NFS #—N—~7 7 £ )L HEREE

* FTP 4 —N—~7 » £ VHERERE

* Mail — N—AX —)LF — X THBERF
« SYSLOG H#— N—AX v+t — JEEE
« #4855 FTP/SFTP 7 7 & R1Z & 2 Bifg
« 48 FTP/TFTP H— N —ADEE

BRI RESR

I B8R I B8R ik | 1
v \4
SYSLOG/NFS‘U‘—/ \ FTP‘U‘—/ \ Mall*j’—/\ FTP/ISFTPYSA4T7 bk

TFTP/FTPH—3

X 2-8 HR— FOT KR

AFEREIZLL RO BHEBE TR N TV E T,
— b v JIRTERKRE
« RA KRR THERE
a2 AR TREEE
-f b | 7R HRAE
— b 1 7 IE(SR%EE (SYSLOG/NFS/FTP/ X — L)
%% EDFEMZ LU RICRBA L £ 3

R— bOJREFHEE

— 1 JRTERERE I, ﬁﬂ%ﬁ%#ﬁﬁ?ém7%$ EEICIEE LT\ 3 FLASH X £V —
X RAM IZR1F 3 BH8ET

AEBICRFTELZR— I Z7OREIZ. CHAHOMEICIYEDLY £T, AEBICHRETE
ZR— I BEERDODRAERS Y 7LR— MIKETE 2R — Fa "FEOFEHFIZFE 2-10
EHBELTLEEIV, B— a2 ETA388E,. SUTAR— P IZEELER—+D
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2 HRRE

2.2.3

FEROAHH, AEECRETS 28— b 0V EROBAEBRR X 5 1CH L TRE
LTS,

#F2-10 RETETI3R—-rOJDEE

R—+OJREFES EEEBICHREFTETD ) TILR— MBI
R—rOJBEDRKIE RETIZR—r0OY
BEDORTEEH
ALEENERD NS-2260-16 48MByte 100KByte~8MByte
FLASH X &Y —{R1FFf  NS-2260-32 96MByte (Default:3MByte)

NS-2260-48 144MByte

ARZEENFERD NS-2260-16 8MByte 100KByte~2MByte
RAM TR17IR NS-2260-32 16MByte (Default:500KByte)
NS-2260-48 24MByte

WELTAR— a7 ORFREEZBR 2R — a2/ 2ZELLEEE. HuEhRrs EHEXX
nEI,

T/, FHICR— b %2 NI FLASH X €V —IZfR 7FE L. FTP/SFIP 72 54 7> b &2fHAL T
R—truaZZ2BE LD, FTP/TFTP ¥ —AN—ICFETEETA L TEE T, 7. 156
FENC X BRI ORFELEEFIE) 2SR TLEX W,

21 LRE > THEE

H—brarZox 4 022y FHERET. B— a2 LM 2563, RALRE VS
FEBEDS ON DS, B E—FTREZINZXA LRX Y THRICHE-> T, B— o ZIcELD
JIEENnE 3,

Bt Ridn D o0 A L T STV A HEIR. RES N XA LA Y TR TR
DL E N E T, AEEICT AN S NREORRA’ . &4 52X THIRORZID
BETHH Lo ZPAREICHD S AR WESR, BENREE 2o Lywa 22t sh
TR DRI E K 5
7B, AEREZAMICT 2. HHISN XA LRAR Y TDTF—RBRFIRFTESK—tn
TEENVIETIED £T
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2.2.5

R2-11 RALREY SHEEeDREE

XA LRAR > THEE REME
R A DNAR Y THEREDENE ON/OFF Default: OFF
2 A LRAR Y TR 3 #~65535 # Default: 60

RAKLAR Y TOERNIE<HEH H H KR TIMEZONE £>T7%,

<Mon Aug 10

ether:
ether:
ether:
ether:
ether:
ether:
ether:
ether:

port
port
port
port
port
port
port
port

<Mon Aug 10

ether:
ether:
ether:
ether:

port
port
port
port

17:42:38 IST 2026> <R A LAXVT

1 LINK DOWN.

2 LINK DOWN.

1 LINK UP 106M FULL.

2 LINK UP 106M FULL.

3 LINK DOWN. B R AR O 7
4 LINK DOWN.

3 LINK UP 100M FULL.

4 LINK UP 106M FULL.

17:43:38 IST 2026> < XA LARYS
1 LINK DOWN.
2 LINK DOWN.
1 LINK UP 106M FULL.
2 LINK UP 100M FULL.

Ve 0=

OJ4 X5 > THee

R—rorouar4 A&y THERER.

027 b ORZZE AR — b a 2K 2 HEE T,

SUTNR=PMNIT7 VAL —F—DRrIT L b

AHEEIZS YV P AE— MEICRETE, 74V MIOFF T, B2 4 Y RE Y THEEE2 G

T2, Rk 5u 4 VAR TR R—ba ISR E T,

BBAMENT0 T4 VAR TOT—RBIZIRFTE SR — Fr 7EFENPRRD %5,

<Mon Aug 10 13:00:26 JST 2026 login RWl:userA 10.1.1.1>
<Mon Aug 10 13:05:30 JST 2026 logout RWl:userA 10.1.1.1>

R— bOTRTRHEEE

R— b a7, REL TV SR - PRI ER— PN =2 —TEKRT HERETT,
AR— b ==X =2—0 [:display Port Log] % [2:display Port Log(LAST) | %R F 4L,
AREBICRESINT2R= IR 2RRTEIENTEET, ARBIIRKEDOR I DRES N
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2 HRRE

THEDH, BHon 722l LE0EEE. B2 7 7 4 LD#b D 56/ 5000 XF2HERT 5
I2:display Port Log(LAST)] %3#RL TL 7Z2& W,

A=t P —N=RX =2 —TRREINZ2B 7D I R=VEZINE LRV EIE, K= b o 7R
AElZ more FEREZ V1 7% 1 R—Y FORRL £ F, - more <Press SPACE for another page,
q’ to quit> —] EFRRINTWVWBEE TIE, AR—AF—TRR—IEFR, VX —F—TX
TR R, q A~V FTmore BEAEZ KR T X H LI N TEE T,

# telnet NS-2260 8101 4

o= [l cocoomccoommmoommesommes
Host : "SmartCS-Nol"
Label : "Switch-Tokyo-6F-00001"

1 : display Port Log

2 : display Port Log (LAST)
3 : start tty connection

4 : close telnet/ssh session

5 : show all commands

tty-l:rw> 1 4

ROM BOOT...

Boot Status : Normal Reboot BRSSO R 7
System Up Time : Wed Sep 6 13:11:30

Serial No. : 99900080

-- more <Press SPACE for another page, ’'q’ to quit> --

AR=btPBRIRX=2—THRRINZFE—bar2HlRT 2551, 16 display & erase Port Log |
H L <& 7 :erase Port Log) ZERL F I,

COHEERIToThH, EBICAKENTBIRESI N R— ba 7D HIREN DI TIEH D %
Hho TOD#EMEIE T1: display Port Log) TBEZR RSN v V2 ERRICT 2720 TY,

tty-Lirw> 5 g <R—FRIZHBRT 22~ FE2ERT 572012 5 23R

—= RW1l —=mmmmmmmm e
Host : "SmartCS-Nol"
Label : "Switch-Tokyo-6F-00001"

: display Port Log

: display Port Log (LAST)

: start tty connection

: close telnet/ssh session

: show all commands

: display & erase Port Log —R—burZRRLTHIRL T
: erase Port Log <~ R—tuarZZHIBRLET

: send Port Log

: show Port Log configuration

10 : send break to tty

tty-lirw> 7 4 —R— a7 2HIBRT 2581 7 %R
tty-1l:rw>

OoONOOUVTE WN =
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22.6 R—bkOJREHEE (SYSLOG/NFS/FTP/X—]L)

R— b o ZEEEEEIR, AREB KL TV R— o 2B SN B ERY — N —ICEE
TAHWEETT, K— b r 2% SYSLOG ¥ — N—% NFS #—N—IZREFELZ D, K- M IZiE
EEINIZFTP Y —N—X =)L 7 FLRIZEETEIENTEET, 02DV 7ILKR—}
WEBDREERY —N—%HHT 2 22 b TEETH, Mail ¥ — N— ¥ FTP ¥ — N—X[FFRFIZ
FHTZ 3 TEERA,

x2-12 R—bOTDEEE

R—rOJ%EE B £

SYSLOG #—"—  ARIEEICEF N2 SYSLOG H—N—I1ZKR— a7 E2%EL £7,
2 ) 7R — MMBIZ SYSLOG 3X£1E DF# (ON/OFF) Z 8% T X %
T
AEEE IR TE S SYSLOG H—AN—13Hx K2 B TT,
BN O T — 22 25T 5 . AEBICREI N
SYSLOG %= N—=AB 7% V) 7ILEA LITEEL T,

NFES # — " — AREEBEIEGR NI NFS —N—IZR— b 72 HREFELE T,
> U 7L R— MMEIZ NFS SREDHEEE (ON/OFF) 2 &3 TE £,
AIEBEICEFRTE S NFS —N— IR K2 BT,
BRI O T — X B2E T 5 &, REEICHRE SN NFS
HF—N—AT T2V TNLEA LRELE T,

FTP # — N — VTR — MBS N FTP Y —AN—D 2 —H—iZK—tr
BEELET, B—bu 23R 2-13 OEESRMEHZ Lz 21255
FanEd, 02DT VU 7ILK— MIEFRTE S FTP ¥ — N —
(FTP 2 —H% =) 3K 2 HTF, (F#ER— MEe2) EF THBEICE

mCTEEI,

X—)L7 KL A Y TFILR— MBI Maill Y —N—D X — L7 R L RIZKR—
FaZ%2EELET, R— ba 23K 2-13 DREEREEHELLEL
XA EINTE T,

QoD TIKR— MIBEFRTE S Mail —N— (X—L7 FL
2V KR2METT, (BEHR— M) [ CHEICERTEX T,
SMTP-Auth IZXH5 L7z Mail —N—I12d X — L2 R ETEE T,

AR— bt B 27% Mail/FTP % — N—IZEE T 2 5&MFIEER 2- 130 B TF, HELEEREE
i3 2. R—bu 7 A EHEEIEEINAERECR- b 72 HEMICEE L E T, K-
b B 7 OREFRMIGEEREE R— b e ZHHAROW G ZHEE LGEIE. R— a7 %E G
BEIZ. WM OZ&MG R L2RHICE— e 22 8E LR ERICEEL X T,
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2.2.7

£2-13 KR—bOJTDZEERG

R—bOJOXERE REEH im &

EAS bR 0-65535(47) BOE LA ERR S L 1IcR— br 7 2R EL
T3, AEMFEC 0 ZBIRL 5E1%. (6
MBROREIZERN & 2 D FIHRIC K >Tr s
ZEEL £ 3, Default 1% 60 97 T3,

A— b a ZOF R 10-80(%) ZELEZaZBPR—- a2V BERORE L
RIGELZOR-—bu 72X ELET,
Default 1 80% T3,

7. K= F¥ ==X =2—7T I8send Port Log| Z#ERL., R—bar/Z2FH#EET L L
HTEET,

5B, FTP/ X — )V TREL 0 ZHY — A= @D LD o758 TS, RELLr 7 ORI
TbhE¥A.

syslog filter ¥&HE

AZEE D syslog filter BEHEIZ & D | syslog(RFC3164) 7 + —~< v b D TAG LD LFHIT 7 4 v
RV TFHILT, avy—rarZkiavy kaZoEEHEETS e TEET,
syslog(RFC3164) D7 + —< v MILLFD@ED T,

<PRI>TIMESTAMP HOSTNAME TAG: CONTENT

LUROFITIX. somebody/0: show stats syslog filter 257 4 LX) ¥ 7 OMNE LD £5,

<158> Apr 24 09:39:21 NS-2260 somebody/0: show stats syslog filtery

AHEREZ R T 2813, syslog W —N—DREBPDHETT,
syslog filter BEEETHIFHTZ 2 7 4 V& —SHREIEIZR 2-14 D BT,
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& 2-14 syslog filter BEED T 1 L X — M4 L EIE

EHB Bkl
7 4L syslog Ay —Aulk 7 4 NR=RE T B,
2 —R5
commandlog avwy PRz 7 4 VR=NRET 5,
74 any 2ToOur2—He LET GHFirL)
2 —
ESLE
contains(Z85—3) TAG DU D X FANIEE X TR E ENBIHGEIC
—HLET,

ayvy—iuy, avwy Rarsiiz, BAk32HED
filter &% B ERRET T,
contains THEE A BERR X FHNIERK 64 XF T,

— I drop 0 7%z ikE LRV,
BIfE

debug/info/notice/warning —E L7=1 7Dt 7 1 BHE LIMEICEE LT
Jerr/crit/alert/emerg EET 5,

23 EFaUTo—KEEe

231

ALELEIZ, X2V 74 —Hiee LT, 22— —EH GREKAE & B — N —D 7 7 & X i
IREEREZFEH L TV E T,

/o WEFW - A— by - Zn 72/ FT 2 EEBE. 774 VS X7 ALV THE
FLENTVET, XEV—H— FIRETL2HEDDHOETHS(LINE T, BSLIIALE
B2 HBIICAT S 72, BRERRETT,

11— —E1H/EREERE

AEEEIT 2 — P — DBER/HIFRZ E OEHB X ORRIEE T O MRERBER L TV E T,
THHAEROLI - —ik, £2-15D 7NV -T2 2 —% — ID TAEBICERINTVET,
#2-15 02 —H — 1D I, AEBNTID BEELEINTED, Z—FITERI NIRRT
D PFESNRTVET,
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+2-15 TIHHAERICEERINTWS1—H—

A—H¥— a—%— JI—F 59 &
% 1D

s =

root 0 root HEEER
2 —H—

somebody 100 normal — g2 —

setup 198 setup ty b7

2 —H—

verup 199 verup N—=Tav
7y a—

root |3 TIGHIRIRFIC B ER X LTV B A%
ErEHEET 2L - —T3, &
BORELRKERAYTFFrRavy ¥
FITT 5B TEET, CONSOLE

R—bronvr AL 35 ZEARETT
3, Telnet/SSH 7 5 4 7 > + 70 B E#
nr 4 TEEHA, Telnet/SSH 7 Z A
Ty Ehourl4 T RGEER. — K

I—H =k —F—-Trr1f L%k
BiZsu a~vy NCEBEEHLI—Y—IC
BATL T &V, R —H —I3HIFRT
XFEHA

somebody 13 THHFRHZEF ATV
51—+ —T7,

Bl e R 3 2 ping a~v >y K%
FEITTEIENTEET,

—L =Y —FEBOREZITO Z i
TEXEA

o b7y S —IAREBEBDRE
(R&Z— W7 v 777 4) % FIP/SFTP
7547 MNTCEZETD e XY
51—Y—T7,
THHRRICER SN TVE T,
Telnet/SSH 27 Z 4 7 > 5 CONSOLE
K=ol Vi TEZEA,

N=Tay7y Ta—F—IREED>
ATEY T NI 2T DNR=T a7 v
TIN— a & % FTP/SFTP 7 5
A7V FTATD e BT 2 2—9—
T3,

THHERICEFINTVE T,
Telnet/SSH 2 5 4 7 > b % CONSOLE
R=tronrrA VIETEEEA,
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1—-%—- a1—-%-— JI-TF H5 8| fie &
% ID
log 200 log RA—tvnr K- bR L—F -3 FR—-1trur%
S — FTP/SFTP 7 54 7~ F THUS § 5 L &
B — WS 22— —T7,
THHFRICEREINTOE T,
Telnet/SSH 2 5 A4 7 > k% CONSOLE
A=t omrI7A4 ETEERA,
portusr 500 portusr AR—b2—  portusr {ZHR— b 2 —H —FFEDH OFF D
P — & EITARIEE NI AN 3 2 Rk 7z

2—¥-T7,
THHERICEFI N TVE T,
Telnet/SSH 2 5 £ 7 > k% CONSOLE
K=t onIlA VI TEERA, F
7ow Ra—F—13HIBRTEFEA,

HHARPEX 20 74 =RV =1, BHEFE PO - - 27— REEHRT
5ZENTELXT,

+x2-16 EREHLHEBRTTFZIA—H—
aA—H—% aA—H%— JI— 59 ## 5 Z
ID 7
<2 — 100~ normal  —f%z1— REEOEHENERTE 2 &
P> 190 HP— I—HF—TF, THEMFICERZ

NTVRWZ & LAHE somebody & [F]
RT3,
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A-¥—-% 1-Y¥- JiI— 7 8§
ID 7

s =

<JEER 2 — 401~ extusr PERR L —
P> 410 >

<KR—F+a2— 501~ portusr  R—FI1—
P—> 599 H—

REWC LD HERZMNET 22 eHT
X321 —H%—T7F, HREMEGLT
WRWIEE TS normal 7L — 7D
2 —H— L FAEOMERDH D F 3205,
SSH ¥ HTTP/HTTPS(REST API %
AE) LA CEIARRANERET 2 Z e 3T
XFEHA

Y ER]REZeMEFR X, £ T D show 2+
¥ RHFEATAIRE IR — M L — W —.
R— b2 —H— root L —H—,
verup L—H —_ tty ¥ X2 —I TT,
T2 tty ¥ — DHERE DR 572
CORERITD 2 & TSRS
ANDT TR ANAREL IR D T, &
BWRHBENRICOWTIX 478 a2
Y — L7 7t ZHEHE (Ansible ¥ O jH
) DFE) % [47.10a>Y =17
7 & ZFEHE (REST API ¥ DjHE) D
WE] BBRLTLEZIWN,

AEEDOEHEDEIRTE SR — b
I—Y—TF, K— b2V
230N O & %12, Telnet/SSH 7 7 A
7Y IPBR= I —=R=IIT I E
AT BL—Y—TF, K—br1—

P —T Telnet/SSH 7 54 7> =

CONSOLE K— b HARZEEAR
AVFTHILITTEERA,

- —HEROFMNIE. TR A ¥R 22 TS0,

RADIUS % TACACS+72 ¥ OMNERFRAE Y — N — I EHMER % o2 —F — 2 E 74U, Tel-
net/SSH 754 7> bayy —iLR— o REBICEHE LTEEe A 352D

AHETT

i~ F VU 7 7 L ¥ 2O create auth access_group root 2% > K= set auth radius server root
filter_id_head 2~ > F, I} C 7 F VL a— b ¥ RADIUS 38/ 7 H ¥7 & b — N —E il

ZZIRLTLEE W,

2-30



2.3.2

RADIUS E2:FHEE/RADIUS 7 ho > M #RE

AZEEIX, RADIUS FRAEY — N—T2—H—%il3E3 %2 RADIUS#RE 2 54 7> b, v 4 >
a7 rREDTHY Y MEHRE RADIUS 7 H 7 ¥ b —N—I12%(ET % RADIUS 7%
TN IA T M EEBRLTVWET,

RADIUS #ZFEH— N—/RADIUS 7 A7 ¥ b H—N—Z2—F—%2H{ T2 T, 2—H¥—1IF
W7 7 ABREE—TLEH TN TEE T,

RADIUSEREEH—/\ — -
RADIUST hry s kg | =D RHLEE BExtgis
TRk —N\THEX

REBADOOTAY_
PREIARRER/ Th oo T4V %15 |J[:]_—|

AR/ ThooT4V T NE
Telnet/SSHYZA 7+

T

X 2-9 RADIUS 585t —/N\—/RADIUS 7 hU Y b —N—TD2—H—ER

AEEED RADIUS #8iE 2 94 7~ R RADIUS 7 H Y ¥ s 754 7 > Mi&, LUROKHER
A—FLTWVWE T, RADIUS H —N—HIDFKERT V) ¥ 2 — F DM, 4.6.3 RADIUS 78
FFEERE/RADIUS 74w ¥ MEREDERE ] BE U I8 C 7 MV ¥ = — + ¥ RADIUS #%3E/ 7 4
Ty = N=GER B TLIEE N,

*RADIUS #BftZ 24 7 > b
< 2-17 RADIUS 35E0 51 7 > Mgt

¥ 8E B -

RADIUS oY DE“H-“/\“O)H—‘jiﬁﬁﬁ 2 ﬁ

RADIUS #iEAR— k 1812 ¥ 1645 2 53#R (57 + 1 b 1812)

7 7 & 2R RADIUS #EEY — N—2 HIE(E &N 3 Filter-1d 7 b+

VE2—FDRECED, R—tr2—F =77 %
ATELZVT7NAR—F2HIRTEET,

Ry POWE AL ZA5-%% v I D Message-Authenticator 7 V)
Pa—t2F vl 330850 ETEET,

*RADIUS 7 ATV > b7 547k
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#}2-18 RADIUS 7HU Y +ISA 7> MaE

¥ BE B

RADIUS 77~ b —N—DRK 28

RADIUS 7 AV > FR—k 1813 ¥ 1646 22 5FEHR (F7 +4 + 1813)

7 H v MEHR B — b AFFHBIER © TR T v > MER

(START/STOP) =3i%EL £73,

AZEE D RADIUS #R3F 27 94 7 P2 RADIUS 7Y Y b 2547 > MIMN L TEHfEL T
WES, Bt 7 A VOMAEMBELED, BRI ERHTZ I TEET,

AHEREZFIHT 22, av Y —Ahs0nu s 4 =, Telnet/SSH 7 5 4 7 > b h & EAH I S Akds
A7 7R A LURERIZ, 22— —% RADIUS Bl % — N —TiiAE 32 Z & B TE 3, RADIUS
PREY — N—TFFCE 22— —1d, -V —/HEEH1 -V —/R— b2 —F—-—D3 &
FTY, sua~y FEFEIT LMoot WS 22— —H TRt ENn T T Gt —¥ —%3
REIC K DEHARET T ),

B, AEEED FTP/SFTP Y — N—%F[f3 % 2 —3 —% RADIUS FPiE Y — N—TFEET 5 Z
LI TEE A, £/ SSHY —N—D2—H —FREEX A T2 NRICRE L HE D, AREE
HLAEAEEDS ) 7ILKR— b AD SSH 7 27t A THIHT % 2 —+% —% RADIUS FZiE ¥ —
N—THHTE I TEERA, REBENTHICLZ—F —H e AV - FE2ERLTIHAL
72X,

< 2-19 RADIUS SREEOWRE B 21— - 7oA

a—H—
— % LEE R AR— b ‘v b N— g (=74
a—¥— H aI—%— a-—H¥-— Tv7 >7v7 a—
(normal a1— (extusr (portusr L —H— T—H— HF—
group) H— group) group) (setup (verup (log
(root) group) group) group)
aryy— O O
g
Telnet O O O

RR— DAt <
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a—H—
—fii KEE R A=t vk N—Yaz ury
a—¥— H I—%— a—-H¥-— Tv7 ¥7v7 A
(normal 1— (extusr (portusr I—HY— I—HF— P
group) H— group) group) (setup (verup (log
(root) group) group) group)
SSH(Basic) O O — O
SSH(Public) — — - -
FTP — — —
SFTP — — -

O RADIUS F8REY — N —TaREZITA 5,
O - ik —%—Tr 4 ¥ LK, sua~ ¥ FETFIZ RADIUS F8:EH —
N—THAEZITA LT,

— RADIUS FREREY R— P LTEBD FHA, AEEDOT—HAFEIET AL S0,
RADIUS 7z & DAREEAEY — N — ICEHMER Z & 02— — 2 /E 37U, Telnet/SSH 27 5
A7 bRayY =L R—-broAREBICEHEL LTEER A VT2 HARETT, i
Mlda~> RY 7 7L ¥ RAD create auth access_group root 2= > K= set auth radius server root
filter_id_head 1< > F, BLU, AREED [F#C 7 bVt a— b & RADIUS &AL/ 7 7 ¥
YA AN=FOER ZBRRL TS,

BB, M-V —EEEH LY —/R— b 2—¥—% RADIUS Fit 3 2 5513, 2—%—
DRl % X5F 57212, RADIUS #8aEY — N — DL —H% —ERIC Filter-Id 7 F Y B a— &
BT AEN DD £9, Filter-Id 7 U B a— FRWEER Filter-Id 7 b U ¥ 2 — FDSERE
ENTVWTH, ZOREMBETCZ—Y -7 — FEHBAITERWEEIX. set auth radius def_user
a< Y ROREMIZHE > TERAIMHE T Tbh 5,

RADIUS F8:F/7 7 ¥ b —N—DRERT PV ¥ 2 — FDFEHIE. 14.6.3 RADIUS FZREH%
HE/RADIUS 717 > MEREDRE BX O I8 C 7 MY ¥ a— & RADIUS &t/ 7 H v >~
P —N—FER] EBIRLTL X0,

H (1) 2—5—F35EDlER
RADIUS B83E7 94 7~ F DREZARZEBEICKE L TWBGE, 21—V -850 ERIIALEE
D1 — HLiRiF— RADIUS SRRl DIEERETB I b T3,

RADIUS #FEZ 74 7 ¥ M DREDPABEBICREINTOVRWESIZ, [ERYEBH, ARIEEN
%B@D"‘f]ﬂ/nunﬁo)&féﬂﬂzbij—
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SRALRALG

OK

KEBRD
O—A)LEBEE

RADIUSERE

e E)

K2-10 2—H%—5R5EDIEZE (RADIUS)

(2) RADIUS S3iEV S 1 7> FDENE

AEEED RADIUS FBREY 74 72 FOBERITO &, -V —pAREEIcen /4 v L, B
AR RIEIIC T 72 A LTIIC, AR2EED RADIUS 27 5 4 7 >~ M id RADIUS F8iEH — N —A
RAFE SRR v M RREE L 2 —Y =BTV E T,

RADIUS F23EH — N — 0 HERAEFFAI 87 v R SREXI N E1E. AMEANDT 74 VK- |
P —N—ADT7 7 ZADAEEE T2 D FT,

P RADIUSEREEH—/ 1 3 RADIUSEREEH—/\1
RN 0 R e N

TOERHA TUERER

RADIUSEREERL LN RADIUSEREER BX

X 2-11 RADIUS 25— N—D 5 DIEENH 3158

RADIUS FBFLZ 74 7t DV s ZABBD T 7 + L MiE 3, X4 277 MEEOT 7 4L
MESHTT, ZAL7T MREBIOY M7 A BIBUILEET 2 Z A TEEXT,

RADIUS 7H 9 Y b 2547 bR RADIUS 7H 7 ¥ b3 —N—ITEETSE7H 7> b START
Ry P BEUET AT b STOP 47 v b 3 EOBEEUEZITWE T,
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e RADIUSERZES —/\1
[ HEE ] [ (F51=7Y)

\»
Retry = 1
mEs | ——
Retry = 2
mhams | —

Retry =3
Timeout REEER
e | ——

2-12 RADIUS 25— N—D 5 DBBEH B VEES

2 B D RADIUS GRaEY — N—Z i 3 2 3EDNALEE I TDON TV 2 5E1E. A2EE D RADIUS
AL 7 4 7 > M & RADIUS GRREY — N — 1 AIFES 1 D RADIUS FEEEY — N —) ICERREEER
EFELF T, RADIUS fRiEY — N — 1 DIEEDR R WIEEICIE. RADIUS F8EY — N — 2G5!
%5 2 O RADIUS GRAEH — N —) IZFRREZE KR ZIAE L £ 3. RADIUS GRAEY — N — 1 DIRFEIC
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#2-30 SYSLOG 754 7> aE

SYSLOG #gE

G

Jubhan

SYSLOG 7 7> V7 4 —

avryrurzzzl
T A=

A—=—bar 77297 14—

RFC3164 12 H#EHL

7 72U 7 4 —I1% Local0~Local7 ¥ RK— b LTWVWE T,

7 7 # L Mi& Locall TF,

7 72U 7 4 —I1% Local0~Local7 ¥ RK— b LTWVWE T,

T 7 4N MEa 7% syslog F—N—IZEE L ER A

7 72U 7 4 —Ii& Local0~Local7 ¥ RK— b LTWVWE T,

7 7 # L Mi& Local0 TS,

B (6) Telnet/SSH H—/\—i&hE

Telnet/SSH ¥ — N—1X, Telnet X SSH 7 74 7> PDERERZT 5HY —"—T3F, VE—}
F9 P T =TI MOEREBDORA YT F AT BN TEET,
AREEED Telnet/SSH ¥ —N—IZ7 72 ATE B3Rty ¥ a VEIZ Telnet/SSH Z#HHE TS5

v ayTT,
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2 HRRE

(7) Telnet 751 7> MiEE

Telnet 2~ > FZEHL T, %y bV —2 LD Telnet $—N—IT7 7t 23 2HEEET T,

(8) FTP/SFTP H—/\—14gE

FTP #—N—1%, REBEBDI AT LY T T 2T 77 ANRRR— b T v T 7 740, K-}
nr%, Xy b=V EDFIP 75472 v oiERET 220D Y —N—T7,

¥ 7z FTP [FAIfRIC SFTP %2 ffi - 7055t 7 7 £ MEE D AIRET T,

ARIEED FTP/SFTP H—N—1C7 72 A TE 2|kt y v a v Bld 1ty a>»TT,

(9) FTP/TFTP 254 7 > M&sE

AR—=E T T T 7 ANRKR— b0 T 7 A )L% FTP/TFTP ¥ —N—IZ3EE L 7= D, FTP/TFTP
P N—PBERR— I T T T 7 ANRIAT LY 7 T 27 7 7 A VEEIS T 2HRET T,

(10) N—=a> Ty T IN—=o3 08 U kEE

ALEE X, FTP/TFTP 254 7> b B LLIZ FTP/SFTP 4y —AN—% o TS AT LY 7 bV x
T ANBAREBIZENTEILICED, SRATFAY I P T 27DAN—Iay Ty FRN—
ParvARUVETIIENTEET,

REBDAN—T a7y TIN—Ta Xy OFEE 1538 EHLESF) 22U TIEX N,

(11) DSR 55 8RR LtkeE

DSR 1§55 ® ON — OFF/OFF — ON DE® 2 I3 2HKRE T3, AKBEZ R T 2 Z & TEA
FREIBOEELZBEIRH L, SV T7AT— IO EZHRE T2 e A TE T, Ha%
B2 DIREEZH K= LTWRWES, %3 % DSRESHNELRD, NEZY X2
THBENNDHD ET DT, DSRIEEEBMHMEAEZ OFF ICL T 23 W0,

(12) B#ERHEE

H—. REBEBNTICEENRELEGETDH, VrvF Ry 7 XA —I2Xkh IhbDEER
ERL. HEIZY 77— b T AHERET T,

(13) BEt Y —#sE

I > — CTHRENAROIRE 2 71l 5 2 HERET 5

(14) 21 LY — e

KRIEEDTET 284 LY -V ZRET HEAETT,

(15) Ry T4 > JHEE

220D LAN B— F 2D | B—+ & LTEHEX BB HAETT,
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2 HRRE

EZERICHEHAT AR 27774 7R—1F, FER—1+ 2077y TR—-FHUET,
Ny 779 TR=IDPOZEL Ty MIEENT CEEINET,

RYTF 4 Y IBEEERAINCT 22, bondl L WHREAR— F B TE, ZORER— MZER—
F D ethlfeth2 BFIE L £ T, IREER— b2 RAX—A4 v R—T 24 R, FIBTAYHE— %
AL —TA VR =T 24 AL E T,

R T a4 Y IREEDERNRIG A IP 7 F L RIEFER— + D ethl/eth?2 TiE7 < bondl IZFRE L

e

Master I/F W
LANIEE

<
h1 h2
et et
Slave I/F (Active) (Backup)
LAN1 LAN2

<
N N
eth1 eth2
(Backup) (Active)
LAN1 LAN2

B 2-24 K271 2T

R T4 Y 7HEEEDO MR Z R 2-31 ITREE L £9

< 2-31

KT 1 T HEEDLE

RoT 1 M

@t B

LRI

BTk

74—k kLT > Z (Active-Backup) /5%
29D LAN KR— FDIEHICY 277y L TWTH, HHT
BDET7 T4 TEK—bD 1 E-FDATT,

R T 4 v ZHERERCENR I3 FE R eth] 2EINX N E T,

TR 2 hiXZF K- LTVET,
< Y7 RREERHNC & 5 BB

s a<w Yy NIk AFEYE
PO RLIZEHHFTITWERA,
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RoT 4 T

@ B

YR DN

VY77 TR

777 4 7R— MIERHC GARP ZiAH L £ 5,
R F 4 v ZHEREDRE(E1Z ethl ® MAC 7 FL AAMERH &

F3, LANI R— DU 7 X VR, LAN2 R— MIEHX

N5 GARP DY —RX7 FL X% ethl D MAC 7 FL A TY,

Ny 779 TFR-LDY Y77y IR, HHRRELIRE
725 FTOMERETI,

1~60 ) TERIEHFIRET T,

77 4L MZ OFF(IF# &7 L) TF,

B (16) IPv6 B{Ei8EE

AREEE D IPv6 BIEFERED AT OWTHIAL £ 3,

IPsec #REZ R < TXTOMEHREZ IPv6 THRIFHRIRET 3,

IPV6EIED A >V TF > Ra< ¥ FE LT, pingb. traceroute6 7% & DFIHTE £3,
BaA<y FOMHAGEZ 68 FooAva—T4 027 2BRLTIEIN,

B (17) tty ¥x— e

AREBEBDS) 7IAR— MTERINTOIERNREESEDa Y Y — LR — MO L TREL -

XFHNEREE L. BERNGEEROREL F LB RIE 21T O BHET T,
tty ¥ 3 — UHEREDMARIZ. K232 ESHL T X0,

+=2-32 tty Y R—IHEED TR

8

PEEFRNE

extusr Zb— 7 DL —HF—%EHR L., tty v —IMERZ(T5F
22 CHHAREE o b 3, tty v x— RIS XN T
WRWEGEE, normal 27 L— 7D —H — ¥ [FREDHERR TEIE
L9,

ttysend FO A~ ¥ REFITTI2HBE. 21—V =27 7L RA]
RERS U 7V R— MERETIHELRDD 5,

2 —F— DRARERREL 10 TF, (2—%— ID:401~410)

enable ttymanage 2% > F T, tty v —IHKBER 5 Z & TH|
HAlREE 72D £77,

RAR— I A <
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=B SR
EHoa kan SSH. HTTP/HTTPS(REST API #4HE) T D AR AIRET T,

telnet/console 2> 5 DIEHIITE FH A,

a<wr R extusr Z)b— 7D —HF—Tr A U, ttysend FDaA~< > R
ZFEITT S 2 L CRAMANRIEIRICLFINEERZET 2 e T
EER

F/ttylog a~ Y REFS 22T, R— buZoRRHIBRET
STENTEET,

BEHD RS ERA DR 1 DD Y 7R — MR LT ttysend FD a~ > FIXFAKREC 1
DDAFATT LIV TEET,

R FH—N—HRED  BECH— b —N—HRED ) —< LE— R (tw) £ v ¥ 2 VA

tva et E3 256, tty v A —IWETEERTEERA, tty v F—
IHBEIC K o TRRY D> U 7R — F LBETOHER. / —
CALE—FR (w) by a VAERTEERA,
7272 L. set portd service exclusive 2 > K CHEfM 2 HERNICER
THRIENTEET,
F, R— b+ —AN—EFEODE =X —F—F o)ty a ik
PO RI 72D 5,

REXFIOu7RKR sua~vy FTEEEH I - — 12T, show log ttymanage
sendtty 3~ REZFEITT LI LT, tty v —IHEETERF L
XFHOu TR ity T IXRRT B IENTEET,

B (18) Ansible & DEH#
A EHEEOEHE Y —L TAnsible) 2##EL T, REEBB XUAREED SV 7 LR — M
INTVRERN R 2 IRET 2 Z L SAIRET S, Ansible ¥3#E#ET 222 T, LIRD 22D
FEREDSFIFHPTREE 72 D £ 37,

CLI 2~ > F#gE
ALEE D CLI 2~ >~ K% Ansible I TEITT 2HEET T,
ALEE DR ELHREIRAUSE % Ansible B THBFEIT T 3BICHHL 7,
ayy =7 7t AERE
ARIEBED D) 7IVKR— MR Z TV 2B RS 120 LT Ansible B Ta~ > R
BFEITT BEEET T, AEREIZ. RO tty ~ 32 —IMEER AT 5 Z L TEMEL £ 9,
ARERE R BV L BRICHERFRE 2~ > FX° Ansible Y 2 — LORNEICOWTIE, AE
@ [4.7.7 CLI 2~ > FEEHE (Ansible ¥ DHiE) DOFE |, [4.7.8 2> Y — L7 7 AHKHE (Ansible
¥ OHEHE) DFRES . kD Ta<> FU 771 2], TAnsible KA A K] 251 TL
72 &\,
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2 B HERE

B (19) REST API ##E
RESTAPIDOV 7T X P2 LT, REBBIUOEREED SV 7 LR— MIEHIN TV
A RGBS R R E T 2 Z L DYA[HRE T, REST APIRSREZR AT 2 Z 2 T, LUFD 2 oD%
REDFIFHAIREE 72 D £5

CLI 21~ > FHpE
HELZBERLFRIUS, 2>y —n 7 oHS e iR ¥ % REST API THEIT3 2B H
LET,
arvy =7 7t 2KEE
AREED ) 7IVR— MTEH SN TV SRR LT RESTAPI Ta~ Y R
FIT T HHEEET T, AR, Bty ~ 3 —DRRER T2 e TEIfEL £ 9,

AKERE R BN BT ER R T2~ >~ K URL Oz oWTid, AED 4.7.9 CLI
o FEEE (REST API ¥ O3EH#E) ORE . 14710 2> Y — L7 7+ XHEHEE (REST API ¥
HHE) DFRE) . FKD Ta~<> FU 7> L), RESTAPLEHA A K 2B L TP

W,

H (20) LLDP #%8E
LLDP % {HH LU CAZEE OEHE EIANICBE B ICEE L2 D BHEEE D © OIFRE INE
TAHEET T,
£ 2-33 LLDP gD tiF

15H Bl

HEEE L enable lldp 2~ > R CHRER B L 5
HGxMb3 % & ethl, eth2 TLLDP %% v b
EEZELET,
KRR 30 B T9,
AR E 2K Y L THR/ENZHRE L
£,

E{E,%% w b+ (TLV) Chassis ID ethl ® MAC 7 RLADEHINE T,

Port ID ethl 22 53EE T 25E1E lTethly, eth2 225
HETBHET Teth2) 72D F5,

Time To Live 120 T3,

Port Description ethl 22 53X T 25513 Tethly, eth2 225
EET2HEE Teth2y D ET,

System Name set hostname 2~ RTRE LA R ML
AR 3

AR — T A <
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15H

SEI‘:

B3

System Description

SNMP @ [sysDescr| EUEE D £F,
FEfflE SNMP-MIB FtHED 12.1.1
system(l) ZL—7" | ZBRLTRX W,

Management Address

AV R =T 24 RAZHESINTWVS IPv4,
IPv6 7 RL A1 O FOfHIhE T, A
VR —7 24 ADBFEEIX bondl, ethl,

eth2 DIEY 72 h £5,

7. 7 RLARREDHEIIRIEE L 12
D¥ET,

THHRER

MR 2o0FHRERZY K- LTVWET,

CEERT Y MER
« (3,87 v MEHR (summary/detail)

BRFRI~ Y FOEEMIZOVWTIE,. JD Ta<=> FY 771002 2BHLUTLFTEWN,
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3E
BREDRN

3ET, EBEFGEREILIGE £y b7y TFIEGEOBREICE T 2MEEZFHAL TVE T,
TEEZ IR0 ZENTR T BHAL TS0,
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3 E REDIA

3.1 i HEER =Lk
3.1.1 XEY—H—FODHEA

AEBOBEREZ ANBHNC, REBICFAMEINTVEXEY - — REAREEDOXEY —FH—
FRBEY MZHEALTLZE W,

AEYA—F AFELENTDHET FIEIRRE
(5~ LE) WLAD

3-1 XEU—H—FDIEA (SmartCS)

SmartCS IFEBEANTICS AT LY 7 b7 2 7E2EMALTEDETDT, XEY —Hh— KA
ENTVARL THAHTE LI, EEMEIICEEEI N THICITZ 2 L 51T, Wih, XE
V=D — FEHEALTIAALZX W,

BB, REV—H— FE2FHALTICAREELZED L2GE. EDHAAARLLRIEIITEE
NEBICTI D BED D £5,

AEBEOE L FHEICOWTE, Flfto EEFIEE ) 2SR LTLEIWN,

XEY —H— FRALEEBEH T, RBEEBDIMIFEH LRV TL X
N\EE W, PCHREDMOIEBICHHA LGS, AEECERICTRTERIR
ZREHMBEORRL 72D £5,

312 XEU—H—FOEDOAL

5lEH#HR< L

32 XEU—HA—RDEDAL (SmartCS)
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313 HEEESHEIEROES

B EAT 212, FANCAREEOKEELZHE T 2LENDH D 3, AREEDOEREDHE X,
HEEEHEHAD HITVWETOT, AEEEOEFE AND AN, EEEHIRAZ R L T2 W,
LEBEEHIHAR T, AZEE D CONSOLE H— MIEH#T 2 /7Ly, A%EED LANL K— FMZR v
N =N UTHERT 2 HERDD 5,

LWEEHRA Z CONSOLE R— MIHE#HIT 25513 AEBO 7 — DX v £ —IHEEE
HEARICEREINT T, 2y Y= 2N L TERT 283 FTREINTET A

B (1) CONSOLE R— M CIES T 2158
ARZEE D CONSOLE AR — T+ (RJ-45 8pin a7 &) rEEEBEHEIHAD COM K — b (D-sub 9pin
ax 7 &) ZftED NS-354 DB9-RJ4S ZHaa 7 XN LTA =%y bor—T0 (I73
Y—5UTP 7 —7b, AL —1) ZoTERL T EEW,

78 3 2 DOCOMAKR— k<
BYHT3

ARy =T
NS354 DBY-RUASZEHD 1% &

3-3 AEBrREETEIFERD COM K— MES

ALEE D CONSOLE E— +DOHE (TIRHHFAIRE) 2R 3-1 1KLL ET,
EEEHIERDOS U 7ILR— + DFREEARLEED CONSOLE K— MIEDLETL ZE W,
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# 3-1 CONSOLE R— FDHRE (TiHHAIREE)

== {IHA(E
{RIREE 9600bps
T—&EK 8w b
RYF 4 — ZL

A by Ty b 1y bk

7 v — il XON/XOFF

B 2 Xy bT—=UICERTZHE
WEEMMAZ & v b7 — 21K L. AEED LANI K— 2/ LT, Telnet 7 74 7> b
DPORKEICO A Y LET,

KEEHEHIRRK
D NS-2260
= |KEDED)
) LANT
192.168.0.2 | 192.168.0.1
TelnetZ7a k)L

X 3-4 ARECREEBRIRRORY b7 —TEK

ABEEBO TIHHFEROREIZ. v bV —27 LOBEMREDL L ABEEBDORENTE S LI I2,
RK32DRIA—R—DBHOENPEDREZINTVET, v bV —2%2N L TAEBORER
THOHEE, BEEMHEROR Yy VY- OREELAREEINET S22y b7 =27 LR
BhETLEX W,

T HAIREE IPv6 JBSHEREI IR T T,



3.14

£32 IBHERORY FT—JDREME

== {IHA(E

KA 44 NS-2260

IP7 FL X LANI: 192.168.0.1/24
LAN2: 72 L

HEtFA IP 7 F LR ALL

BEReE I — e X Telnet

LAN ;R— b LANI: Auto Negotiation

LAN2: Auto Negotiation

AZEEDEE) L7215, BEEHNROD Telnet 7 54 7~ PO AREBEICERL, EEEE—F
WICBITLTH S console I~ FEEITLTLEEN, Z0avy REEITTI 2, KEED
VY =Xyt —UREEMIERD Telnet 7 54 7> M hEnx 3,

FCEy

AEEE I ACER T — 70 LI DCERYy — 7V EEG L CEBRRE L F T,

ACER 7 —71d LI DCEIRT — 728 L. REBORIHICH 2 EBIFRAA v F0 I
H 24 LIAABEZ ONICLCEERZEFH L3 (TOJ A3 OFF T3),

TR AC BIFRE T ALOHITT, ACI00V LUV CHH T 2856 DC BIRE 7 /WIHIMD 3%
BFIEE ) 2SI T30,



3.1.5

BIRR A v FOFFDKE

AC1r oLy b+

ACT00VER7 — L

3-5 AFEEDEIRON

REBIXBREZAT 52 GARP 287 v F B X Unsolicited NA %7 v P ZBEHL %3,
IP7 FUADPRES NIz LAN R— MZA —F %y b —TABHASH TV RETALE R
EE)§4UE GARP 3% v + B X O Unsolicited NA 237 v R SHEINISER S E T, av Y —
NH = N—DFERLCRHRFI, v PV =TIV — =D ARP 7 —7LEB XU NDP 7 —
TADHEBCEHRF SN E TOTHENTT,

GARP >4 v 3B X Uf Unsolicited NA 237 v FMIBEIR ON DUSMITEE A 4 I v Tk ENn
%9,

« LAN K— k O LinkUp F§

<IP 7 F L AZEH K

HeRR

AREEDBEHFZ ONICT D T — MR ED £3, REEDATHNICH % 4 DD STATUS 7 > 7
T — FBEFICEITL TV I BHEERL TN,

I —FETHE STATUS 7 Y IR L. 77— MIEFITK TS5 & 450D STATUS 7~
FFETHITLET,



x33 T rOETREL S TORT

STATUS 5> 7F% 1 ACT

_ 7' — F DHEITIREE
ST %1 TR

Pﬂ
)
%)
N

N—RY 7Y T
HO.#ZW 7 X b (POC) FATH
ROM & =& —FEfTH
VAT ADE— K

> 27 LiEEh

® 6 O O o o
O O O e O e
®e 6 6 O O o
O O O O O e
®¢ O O O O O

AT LT (AEY —H— K ORER
FEAIA B

O
O
O
O
O

SATFALY 7 bz TEESET

%1 :STATUS 7 > 7/ACT 7 > 7oid5id, 1O #ELT1, '@ : &Ll 2 RLET,

STATUS 7 > 7 1~4 DRIRF /ST L1220 L =ik, REE DI
CEZOLNFT, 6 I IS a—T4 27 o THRULLTL
IS

HRZ ONICT 2, HEEZW T A M DREITINLRICSAT LY 7 v 2 7HEEHLET,
VAT LY 7 b2 7 EET S e, BEEHGRIGERI R vyE—Y ¥ Fr >y 7 b INS-2260
login: | ARRENET, BEIX v —IHICTT— X v —IPBRRINTVRWVWI L ZHE
BLTLIEE N,

INIT: version x.xx booting
Welcome to NS-2260 Console Server
Starting Bootlog daemon: bootlogd.

System : System Software Ver 2.0 (Build 2026-02-14)
Boot Status : Power on

Local MAC Address I OXX:IXXIXX:IXX:IXX:!XX

Number of MAC Address : 2

Model : NS-2260-32 (32 port)

Serial No. I XXXXXXXX

BootROM : Ver x.x

Main Board CPU : A15 (1500MHz)

Main Memory : 1010028 KBytes

=1
NS-2260 login:
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3 E REDIA

316 fF1E

=a
= H

® BENFTERRA v FEBIELRWVTLEXN,
BEORMICZ Y £3,

cAEEICO A Y L TEBEML - —IIBITLES, v A4 rur 7y boiflid, 13.2
ty b7y TOFIE ESRLTLIEIW,

cwrite AV Y REFATLC, V=0 7aVv I 4 P2 RAR— 7 v 777 A VMIFELE T,

- shutdown 2= FZETLET,

(cINS-2260> suy
Password: ¢

(cINS-2260# writey
Do you really want to write internal & external startupl [y/n] ? yy4

write external startupl
.................... writing

write internal startupl
.................... writing
(C)NS-2260#

(cINS-2260# shutdowny
Do you really want to shutdown [y/n] ? y4

MON>

CVATAY 7 N2 T7AEILRT S, REBORIEHICH B STATUS2 7 ¥ THELT L. ¥R
FAAYY—NMIZROM E=X—D7Fu > 7 TMON> | BERINET,
CVATAY IR T7MEIEL TV Z e BER L. HEOEFRE OFF IZLTL 2

W,
AEBIIAARIEICH 2 EBEZA vFO O] HIE2HLAATEER OFFIZL %3,

32 Yy NTPYTFIE
REBDLY F 7y TFRIEEK3-6 ITRLET, BEELXHRET 2 a~r FOFMZL. Flito Ma

<YRU 7L YR] BSHELTLEEN,

CONSOLE K— r F =34y bV —27 FOEMIRRD S, REEICEFREINT-2—F—F L%
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AV —REEELTRIA Y LET,
REERATS Fedic, HEEEHL—F -1k F5,

WEATY FRETLT, AEBORERITVET, Z I THEINLBRIT. EEBOEEIC
KMXNETH, RET7ANV(AR— Ty T 774 M) ICBEEZTATNTVERA, BRE
OFF 12§ % L IREIN-IFHRITEDLNE T,

BELEEBREREI 7 ANV AREZ—T7 v T 774 ICEEZAAET,

REZRFTAUE, BIHZ OFF ICL THEEANFIZRDON T, ROEBRHICRE L BED KR
BREnEg,

Ag4o9 3%
|

CONSOLE RN— F£7i3x > FU—7 LOEH
SRS ARIEEITEGR SN —F—4 LR
AT —=REREL TR A LET,

EEeIm e 4 EEATH IO, REFHaA - -2 F

aup
=+ R

\ 4

WEA~ Y FEFITLT, AREOREZITV
BEQYURDET) F7, I CREINIFRIL. EEOBEIC
M ENETN, RET7ANMARE— T v
Ty AMIZIEEZRAENLTHEYA, BRE

OFF (27 % LRE S NI R DN ET,

BEITTAIL N 0
(REA—FT7YTIT74IL)IZ WELIEEREREY 7 ANVRE— T v T 7
BREETEETAD 7AINCEEABET,

R 2 R AUE, i AZ OFF ICL THARN
BIIRPNT . WOBBRHIRAF LIZRIED K

@ WS E T

H36 tvbrb7yIFIE
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3.2.1 aJ4>/mJgro bk

CONSOLE K — MZ#EH L EBEHERER TRy VTV —2 ED 754 7 v MR H AR
BlcaZ4vmZ 7y N 3ERHAL I,

B (1) OJ41 > ageha—H—
TIGHfRICASEEICR 7 VTE 32 —H =12k, — 21— — lsomebody) & ZEEEHL—
P— Troot) DEERINTVET, BB, ML—F—DRRAT— FIERFEINTVERA,

R34 IBHERICO/r>TE31—45—

ad—4— JI—-T78 9E e &
%
root root HEEEHL— THHARAICERIN TVET, (V$X
P — v — RIZRERE)
HEORERCA YT FYADAT Y KH
FITTEZFT,

Ka—F—ZHRTZEHEA,

somebody  normal — L —— THPFRICEREINTOET, ($R
7 — FIERFE)
B2 il 3 % ping a~v > Ry %
TT55IeBTEXT,

B (2) CONSOLE R— hC#f LI REETRHARNSOT 1 0T 3158
AEEEZEDT 2 L EEEHHAIC S0 Y 7 b Nogin: | FRREINFTOT, AEBEICEFRX
NTVE— L —YF —F B REEH LY -2 —H L RV —-FZ A/ LTI (¥
LE3 (DGR O— 2 —3 — lsomebody) 3B X PEEEH L - — lroot) 1287V —
FIFEREINTVWERA),

« —fft2—4— lsomebody| TrZ' A > F 255

NS-2260 login: somebody,
Password:
(c)NS-2260>

CEEBEEMa —Y— lrooty TR A VT 355

NS-2260 login: rooty
Password: 4
(cINS-2260#
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Tuy 7T rORBOXFERT A Y A—F—DENTELD, ~fR2—F—DHER >, KiE
BHa—V—D5ER # OX5EDDET,

NRAY = FPRREINTVWARERVWLI—F—TRrITf T3, alf VOIEETRAY— RO
EERDOLNET, RRATV—FEHREITIETRIA VIFETLERA,

NS-2260 login: somebody,

Password: ¢

Changing password for user somebody.

New password: g

Retype new password: ¢

Password changed successfully for somebody.
(c)NS-2260>

NRAT — ROEBERREICKBLUT-GEDOEER, 1462 22— —RAV—FORE] &5
LT XN,

B 3) Ry brI—=0LDUZA4T7 Y MR SOT1 VT BRIBE
2w M= LD I47 Y MRy oARKE (THGHFAERO IP 7 F LR 1192.168.0.11) &
Telnet ##t 5% &, 77t lNogin: | BDERSINFTOT, AHEBEICEREINTVWDE
I—HF—DL—HF—-ZEr RAV—-FEANLTRIL Y LET,
FEEEHL - —13ry PV =2 LD Telnet 7 74 72 " HEER A Y TEEH A,
I—H—TurA Lk, HEEEHI-F-IIBITLTIIEEN,

$ telnet 192.168.0.1y
login: somebodyy
Password: g
(®)NS-2260>

7y 7 N OO X FIIEF AR — FDEWZ XD, CONSOLE R— b DIEEEEREAR D S 1
TAYUESEE Te)). XYy b —7 LD Telnet 754 7> b bual A v LEEE 1(0))
DEIITEDLY ET,

2 NT—=27 LD Telnet 7 547> bponr4 Y LBEa07vy 7 OFBE, EHROE
W20 BIEICZENTWEHENEDFITohF T,

NRAT — FRREIN TRV —F —TOD Telnet @ 7' 4 VIFEGINET, 7L, ALE
ICRRAY — FEREFEAD—RL—F =21 ADWVWRWEEIZERD, 74 Y OIEETARAT —
FOFEZRDONET,

$ telnet 192.168.0.1,

login: somebodyy

Password: |

Changing password for user somebody.
New password: J



Retype new password: ¢
password changed successfully for somebody
(®)NS-2260>

NRAT — ROFBERRE IR LU T-HGEDOEEZ, 1462 12— —RAV—FORE] &5
HBLTLLEZ W,

B 4 RIA—F—HSEEETRBI—HY—IBITIIES
— R —F - HEEEM L —F BT T B3I, sua~x Yy FRETL, HEEML—Y—
DRAYV—=FEANLET (LHHARFOEBEEH L — — (oot IRV — RIFREINT
WEEA),

(c)NS-2260> suy
Password: |
(c)NS-2260#

IMEEH —HF —Z ATV — FRREINTORVIESIE, su a2~y FOEETRAY—FD
REERDOLNE T, RAV—FERETHECEEEH LI —F—ITEIBITLER A

(cINS-2260> suy

Password: |

Changing password for user root.

New password: 4

Retype new password: (g

Password changed successfully for root.
(c)NS-2260#

NRAY — RDOSEMFERREIWCKMLUTZHEOEEX, 1462 Z2—HF—RRAY—-FORE] =5
BLTLEXW,

B (5 OJ77bDAE&E
277y b3 A1, logout Av Y FEEexit v Y FEFEITLES, $/, sua v Y KT
BATLURBEEH L —F -5~ —¥ IR 25585, logout 27> K723 exit 27 >
FEEITLED,
CONSOLE KR— FDiR» 607 7Y b 352, 7rY 7 b INS-2260 login: | BRREINT
074 URBIBEDET, 2y bV =2 LD Telnet 7 947> b oHu s 77 b330, 75
A7V RO IRy I MR £7,

CONSOLE R— bDImRP» > 77+ LGS

(c)NS-2260> logouty (exit 2~ K [EEE)
NS-2260 login:
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v bV —27 FDTelnet 7 54 7> vxonu 7w b LGE

(®)NS-2260> logouty (F72F, exita~v Y B)
$ (FurF &, 72947 MERICE->TRERED )

H (6) Zofth
2 —F —DEM/HIFRP SR T — FOEHEIZ, BEEHIL -V —DAITH ZENTEEXT,
2 —H — DBNN/HIFRIX create user/delete user 2~ > FEHEHAL T3, AV — FOZEHEIX set
user password A< RZ2HL 3, fa~>y FOFEMIE. la~> FUV 7> 2] 28R L
TLEEW,

322 CLIOFERAE
ARZEE D CLI DR AEZ LI RITR L E T,
B (1) A2 RS UimsEtdse
CLIOa~Y RI A4 UimEBIEEZ R 3-5 i L 35,

K35 OV RSAVIREEEDRES—

R&Ex— ) I =

[Backspace] H—=YVILVDERID 1 XFEHEELE T,
[Ctrl]+[H]

[Delete] H—=Y VDGO XFEHEEL T,
[Ctrl]+[D]

[«<] (FERHED) H—=VV%E I NFEBHLF T,

[Ctrl]+[B]

[—] (FHRHED) A=Y N% | XFHIBHLET,

[Ctrl]+[F]

[Ctrl]+[A] H—=VLEATY RIAL DOREIHEHL T,
[Ctrl]+[E] H—=YNEAIY RIA4 VORBIBEEL %75,
[Ctrl]+[U] ETOXFEHELE T,

[Ctrl]+[K] H—= I NVLEDOXFHNEEE L ET,

/GOSN 724
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R&Ex— g {E
[Ctrl]+[R] ETOXFEHRRLET,
[Ctrl]+[W] H—YVIVERDOXFZHIRL 3,

B (2) EXbUKEE
CLIOEt R b UHSHE%R 3K 3-6 IZFCE L 3,

#£36 EXFUKBEDREY—

RE+— B fF

[T](EZRED HEBXNTVWARIOa~wY REFRLET,
[Ctrl]+[P]

[{1CRZKHED) ImEhTwagoa~xy FE2ERLET,
[Ctrl]+[N]

B (3) BXANIL THEe/fd5eise
CLI DAL THERE/FSESRE & 3R 3-7 ICid#l L £ 3

R 3-7 BN TR/ REEDIRSE ¥ —

REF— B

[Tab] ANAJgelsa~y FoEfliz R L3 (i L)
(] AJIAlRE R a~ > FOBMERRLES (BHdH D)
[Cerl]+[T] ANAJRER A~y FOBMEZRRLET (B2 L)

B (4) Ov> &G
AN L= DL FH S a=wy FRF—7 — FOBM 1 DITEF 258, THAED T
PAEBT DI ENTEXT,
FlziX, a>vy—iurZ%FKRT 5 show log console 2> R, Tshlogcon] ¥ EMET 2 &
NTEEXT,
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323

(cINS-2260# show log consoley

Oct 6 12:37:12 port_logd: <TTY1> started
Oct 6 12:37:12 port_logd: <TTY2> started
Oct 6 12:37:14 port_logd: <TTY3> started
Oct 6 12:37:14 port_logd: <TTY4> started
Oct 6 12:37:14 port_logd: <TTY5> started

(c)NS-2260# sh log cony

Oct 6 12:37:12 port_logd: <TTY1> started

Oct 6 12:37:12 port_logd: <TTY2> started

Oct 6 12:37:14 port_logd: <TTY3> started

Oct 6 12:37:14 port_logd: <TTY4> started

Oct 6 12:37:14 port_logd: <TTY5> started

BEIVTVFEORLAA

AREETIE, TPOTFAM 7 7 ANVEFETERLFHEA~Y FEZa P —&R—2 GEE
XY FEEOTRLIAAR) L. AEEOREERITS 2L HAR T?o$%ﬁ%ﬂﬁ?5utkim
A2 Y FOANIRAZE/PRICHZ 2 Z e TE, AEEOFREMEEDNRINATAE T,

AHEREZ AT 25813, REaI~ Y FHEZH LJ&UHU k terminal editing disable 2 > K %5

ITUT, ITHREZIINCRE L TLZE W, JiLIAADSE T L7z 5, terminal editing enable 2=

YIREETLUT, TREZEMIREL TLLEE WV, TREVSEMICRESN TV SHIE, 2

RYFITAVETH=YNF— DRI FOHAPITAEEADT, HERELTILI W,

create ip host term®1 192.168.0.101 WMLUAa~ > FEE
create ip host term02 192.168.0.102

(c)NS-2260# show ip hosty
Hostname IPaddress Port

(c)NS-2260# terminal editing disabley

(L a= Y FEDIRLIAR)

(c)NS-2260# create ip host term®@1 192.168.0.101
(c)NS-2260# create ip host term0@9 192.168.0.109

(cINS-2260# terminal editing enabley
(c)NS-2260# show ip hosty

Hostname IPaddress Port
term@1 192.168.0.101 =
term®2 192.168.0.102 -

RE 7 7 4 V% FIPISFTP T7 7 4 VK% T 5 /7 HEd AT Y K- P LTOE T,
REMI (5 % EE L R RBILTEE W,
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3.24

CONSOLE E— F DR ICEREa~ Y FEOTR LAARITIHEIX. X—

EE . ~ ) .
A SFAY T IDEET A LA % 1{THD | DEBIGREL T X0,

Telnet 7 54 7 > bR E%FHT 25513, teraterm FDEET 4 L A B3

WRETZZ7 SV r—>aryzRHT2 e ERTT, 20 &5 3KEE
(i AZ SRR L TR\ Telnet 7 74 7> P TREIY Y FHOWLIAZZITS
BEE. 1ITRRRBICARBD Yo 7 N e o~ a2 AR
LTL7EZW,

NS-2240, NS-2250 DFREZBATT 2G5 EFEEALDH D 3, FEHE Tt
(i AL AN % E NS-2240, NS-2250 725 DR ERATRIDFE A 22 L TL &0,

REDFHAHIAH LRTF

AR—b 79T 77 ANEFXEY)—H— FLEBRNIICKE4 774D ET,
AREBEBPDEFHT R XWCRR—I T T I 7 ANVONNENS =7 ar7 4 7 LTHAA
Fh, REEOHREL LTHONLET,

XEY =D —FPHBAZINTWEEEE. XEBEV—D—FDTI74VIDREX— T v T 75
AN = 7ary7 4 7 LTiAAENE T,

AEY = — EPHAZINTORVWEEIE, AEEBNTIRFEINTVWET 7 4L DR X —
NPT T AT =T ar T 4 T LTitAAENE T,

7 72 AR (ACT 7 ¥ FRUTH) ZERE, XEY —h— FIEHREITIRET S,

AR—=NT7 v 7 7 ANVERETZHEBE, EEAN - XEYV—D—RFOVWInd 7 7L
AT ALRULTIES(LEINTWE T, BELIEAEENBEFNNICITS 720, REFAFETT,

THHERDT 7 4V bDRAR— 7 v 77 7 4 Wi, startupl 7 7 A L TF,

EERHCHARAEND AR — T v 77 7 4 LIiE, default startup 2~ REETLTEET S
ZEMWTEET,
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PIERA £ ) (RAM)
e a—

FEMEE

startupl 7 7-7JL
startup2 7 77l

|l S |
startupd3 7 77l
startupd 7771
AEU—N—F
EEHA 287 H13

startup2 7 771
N |
startup3 7 77
- - 7"~ 7
startupd 7 771
|

37 REDRE

ABEBOAY T4 FRBET DI, =207 ay 74 JCRENRMEINET,
Sy=y7ay7 42 ZIENEAEY — (RAM) LTEHIATED, AEBEBLZ2HEHNT L 2
HLEREZEEZINTLEVET, BT write I~V FEFETLTS = Faryra 7%
AR=F T 0T 7 7 A NMFELTLEE W,

B (1) BEORERTF (BREOREFELAZIEELAHWVEE)
write XY K24 T2 a VBLTEITLET, A7 a Y 2HREETIC wiite 2~ ¥ FE2ELT
Toe., BERICHAAENIAX— T v T 77 A0, XEY —J— F e EENEOR S
WREENE T,

(c)NS-2260# write

Do you really want to write internal & external startupl [y/n] ? y
write external startupl

.................... writing

write internal startupl

.................... writing

(C)NS-2260#

B (2) XEV—H—FdDstartup2 7 7T ILICREEZRET 358
write 2% > K D,8F X — & —|Z [startup 2 external | ZIEE L THEITL T,

(cINS-2260# write startup 2 externaly

Do you really want to write external startup2 [y/n] ? y
.................... writing

(C)NS-2260#
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W (3) EERIOD startup2 7 7 1 ILICREEZ RET ZBE
write 3> RD8F X — & —1T Tstartup 2 internal | Z$6E L TERITLE T,

(c)NS-2260# write startup 2 internaly

Do you really want to write internal startup2 [y/n] ? yy
................ writing

(c)NS-2260#

325 HiEH

AREEE 2 HEENT 51218, reboot 2w FZEITLET,

B Q) BFE0BEH @FIcH T aveERELAEVES)
reboot AV Y FEA TS a VELTHITIT S, BEEHLTVWERREX—- T v ST 7401/
AT Y 7 b =7 (main/backup) THEEIL 5,

(c)NS-2260# rebooty
Do you really want to reboot with main system and startupl [y/n] yy4

B (2) XEV—HA—FDstartup2 7 7 T ILDREEZFZHAATHEHNT 35S
reboot 2% ¥ KD T X —&—{T Tstartup 2 external ] Z$EE L TFEITLE T,

(c)NS-2260# reboot startup 2 externaly
Do you really want to reboot with main system and external startup2 [y/n] y4

B (3) REWNZOD startup2 7 7 1 LDOREZFAHAA THIEET I5E
reboot 2% ¥ RD T X — & —|Z Istartup 2 internal | Z45E L TEITLE T, EENEROD startup2
7 7 A NMTRFESN TV ERENRETAEEZ HEEL 5,

(c)NS-2260# reboot startup 2 internaly
Do you really want to reboot with main system and internal startup2 [y/n] y4
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BIERE

4FTIE, REBOKEDOHREIZOVWTHIBLTWET,
VEERIRD DRI T BH AL ZE W,
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4.1

2y b —UDKRE

4.1.1

KEREDRIA MNP T RLADEE

TIGHEREOAIEE DR Z F 4413 TNS-2260) T3,

RRAMBEEE T SI121E. sethostname 27 FEETLET,

ARRAMGIHEETE 2 XFE, FADIPFL" (T E—N=), "N 7)) BXU". "(Fv
M PERTEET, 72720, XFHNDORADLT L REDXFIEFHF TRV £
bo Elzy By PORIRIZIEANA 7Y, Ky b, 7YX —N—IfEATEEHA, TATIHOD
BRRSCFRIE 64 SLFTT,

(c)NS-2260# set hostname SmartCSy
(c)SmartCS#

IP7 RLARE Ay b RTDFEIE setipaddr 2~ ¥ R TITVWE T,
THHMREOREEDIP 7 FL A 2y b RZX 271 1192.168.0.1/24] T,

(c)SmartCS# set ipaddr ethl 192.168.0.100/24,
(c)SmartCS#

IPv6 7 FL A 3y bR AT DFE setipbaddr 2 v > K TITWVWE T,
create ip6 I~ > N T IPv6 {SHEAEZ B RNC L 72 F2IT setipbaddr 2~ > FTHREL £,
TIGHRRE IPv6e BEMEEIXESI 2> TED, 7 RLABHREINTVERA,

(c)SmartCS# create ip6y

(c)SmartCS#

(c)SmartCS# set ip6addr ethl 2001:db8::1/64y
(c)SmartCS#

2950 LAN E— FZ2FIHF 35513, LANL £ LAN2 Ol FICE L2 72y FOIP 7 FL
ABERT B 2OOLAN R— F2RKED 1 R— b2 LTEHEXREZ RS T 4 V IHEREDO W
Tz ZHHL X0,

HM2ODLAN K— b2 B2 77X N THHAT 256

(c)SmartCS# set ipaddr ethl 192.168.0.100/24,
(c)SmartCS# set ipaddr eth2 192.168.1.100/244
(c)SmartCS#

HM2ODLAN R—F2RLCEZX Y FTHET 35S (R 71 v 7168
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(c)SmartCS# enable bondingy X FARDERFEIE%L SR
(c)SmartCS# set ipaddr bondl 192.168.0.100/24,

(c)SmartCS#

RY T 4 ¥ HEREZ NI T 5121 disable bonding 2<% > R ZEITL 3,

R T 4 Y ITREREZ BT L7258, ethl ITRESINTVWAIP 7 KL A

Y oethl URE 2L —T 4 27
ENTWBIP 7 FLRARHEINE T,

FXAEDY bondl IR X 1, eth2 IZE%

R T4 ¥ ZHEER N L725E, bondl IKERESNTWAIP 7 FL ALV —T 4 Y TRE

23 ethl ICHER SN E T,

ALEBEDARRX MG P 7 LR EDIHEHRIE, showip 2~ FTHEERTEZ %9,

W7 ¢ THRRED RN DY S

(c)SmartCS# show ipy

Hostname : SmartCS
TcpKeepAlive : 180
IPaddress(ethl) : 192.168.0.100/24
IPaddress(eth2) : 192.168.1.100/24
(c)SmartCS#

WRY T 1V TRRED AR OGS

(c)SmartCS# show ipy

Hostname : SmartCS
TcpKeepAlive : 180
IPaddress(ethl) : -
IPaddress(eth2) : -

IPaddress(bondl) : 192.168.0.100/24
(c)SmartCS#

AEEED IPv6 7 F L 2D EHRIZ. showip6 2~ FTHERTE 3,

WA T ¢ ¥ THRRED RN D5 S

(c)SmartCS# show ip6y
IPaddress(ethl) : 2001:db8::2/64
IPaddress(eth2) : 2001:db9::2/64
(c)SmartCS#

WRY T 1 Y TRRED AR DS E
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(c)SmartCS# show ip6y
IPaddress(ethl) : ---
IPaddress(eth2) : ---
IPaddress(bondl) : 2001:db8::2/64
(c)SmartCS#

AEEBEDIPVE 7 FL A, IPV6 7 FL XA (V> r7a—hL7 FLRAET) OIFEHRS 2 2D LAN
A—bD MTU OFEE, V> 7 IKE&IX, show ipinterface 2~ > N THEGERTEX £,

W7 1 TRRED N DY

(c)SmartCS# show ipinterfacey
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8

static ::1/128
ethl up 1500 static 2001:db8::2/64

link fe80::a00:83ff: feff:dede/64
eth2 up 1500 static 192.168.0.1/24

link fe80::a00:83ff: feff:dedf/64
(c)SmartCS#

W7« IREEN RN DS G

(c)SmartCS# show ipinterfacey
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8
static ::1/128
ethl up 1500 - -
eth2 up 1500 - -—-
bondl up 1500 static 2001:db8::2/64

link fe80::a00:83ff: feff:dede/64
(c)SmartCS#

RO T 4 Y HEEEQINEII TRl Da~ Yy FTHETE £7,

(c)SmartCS# show bondingy
<bonding information>
Status : enable
Mode : active-backup

<master bondl information>

Status :up
Up Delay Time(sec) : off
Last change time : Fri Apr 25 13:04:51 JST 2016
<slave information>
interface active status failure_count
ethl & up 0
eth2 up 0
(c)SmartCS#
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7774 7R =PI TRRDAY RTUDOEIZ2ENTEE T,

(c)SmartCS# switch bonding eth2y
Fri Apr 25 13:30:21 bonding: bondl Switch succeeded (eth2 selected).
(c)SmartCS#

412 RXRBAT4vIIN—T1 VT DERE

ART 4w 7 )N— MERET BI2IE. createiproute IV Y FZETLE T,

(c)NS-2260# create ip route default gateway 192.168.0.254
(C)NS-2260#

TELDOFNE LANI(IP:192.168.0.100) 12 172.16.1.0/24 OAERIAL— F. LAN2(192.168.1.100) iZF
ZFNV ML= EEELTVWET,

(c)NS-2260# create ip route 172.16.1.0/24 gateway 192.168.0.254/
(c)NS-2260# create ip route default gateway 192.168.1.254y
(c)NS-2260#

2ODLAN KR— F2HEZ 27X P THHAL, Zh20® LAN K— MR USEED L — b
BERT BGEELV— MZA MY v 7 (HF D 0~100) ZERLE T,

HUEHRFD X + U » 713 O(High) TS, fHA/NS WX MY v IR NE T,

R C5EAEDNL— P DPEBEEINTOVEHE, LANKR—= B 27X T2, I5RHD
LAN R— MZERINTWBL— F2HHLET,

(c)NS-2260# create ip route default gateway 192.168.0.254,
(c)NS-2260# create ip route default gateway 192.168.1.254 metric 1004
(c)NS-2260#

IPv6 DRART 4 v 7 )L— b REET 5I121&. create ipbroute 2> REFITLE T,
T OHZ LANI(IP:2001:db8::2) 12 2001:dba::/64 DERIL — +. LAN2(2001:db9::2) I25 7 *
L= EERELTOVET,

(c)NS-2260# create ip6route 2001:dba::/64 gateway 2001:db8::ffff
(cINS-2260# create ip6broute default gateway 2001:db9::ffffy
(c)NS-2260#
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X Y ZOEERFEZIPVE LEBEIZa~Y RN T metric A 7 a Y 2IBELE T,

(c)NS-2260# create ip6route default gateway 2001:db8::ffff 4
(cINS-2260# create ip6broute default gateway 2001:db9::ffff metric 1004
(c)NS-2260#

N—TF 4 7T =T LDIERIE. showiproute 2% FTHERTEET,
BT 4 v ERED R DGE

(c)NS-2260# show ip routey

destination netmask gateway met iface status
192.168.0.0 255.255.255.0  --- 0 ethl -
192.168.1.0 255.255.255.0  --- 0 eth2 -
0.0.0.0 0.0.0.0 192.168.0.254 0 ethl -
0.0.0.0 0.0.0.0 192.168.1.254 100 eth2 -

(c)NS-2260#

WRY T 4 v TEENE DS

(cINS-2260# show ip routey

destination netmask gateway met iface status
192.168.0.0 255.255.255.0 --- 0 bondl -
0.0.0.0 0.0.0.0 192.168.0.254 0 bondl -

(c)NS-2260#

IPv6 DV—F 4 ¥ 77— 7 L DfE#HIE. show ipbroute 2+ > FTHERTZ %73,
WK T 4 ¥ THEEN R D5 &

(c)NS-2260# show ip6routey

destination gateway met iface status
2001:db8::/64 -—= 0 ethl -
2001:db9::/64 - 0 eth2 -

/0 2001:db8:: ffff 0 ethl inact

/0 2001:db9: : ffff 100 eth2 inact
(c)NS-2260#

W27 4 TRRED R DS E

(c)NS-2260# show ip6routey

destination gateway met iface status
2001:db8::/64 - ® bondl -
/0 2001:db8:: ffff 0 bondl inact

(ONS-2260#
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413 DNSOUSAT7>2LDERE

DNS 754 7> MR ET 5121, setdns 2~ K, setdns localdomain 2~ FZETL £7,

(cINS-2260# set dns 1 192.168.0.21y
(c)NS-2260# set dns localdomain example.co.jpy
(c)NS-2260#

DNS 2754 7 > bDEHIZ. showdns I~ FCHERTAIZI A TEE T,

(cINS-2260# show dnsy
Local Domain:example.co.jp

No. DNS Server

1 192.168.0.21
2 -
(c)NS-2260#

IPv6 DEETDNS 754 7 M2 RETAHEDEETT,

(cINS-2260# set dns 1 2001:db8::12,
(c)NS-2260# set dns localdomain example.co.jpy
(c)NS-2260#

(c)NS-2260# show dnsy
Local Domain:example.co.jp

No. DNS Server

1 2001:db8::12

2 -
(c)NS-2260#

DNS 794 7Y bDEEEITD &, DNS +— N—DIRFEIC X o TIES
T+ —VAPMER T2 enHD T3, R— b o a0 HEIciThbh

ZERBETCIE, &Y — N— (Mail/FTP/Syslog) D% Hi% DNS ¥ — N —TfiE

REXEFIC, IP7 FLRAZIBEL TCHRESINS Z e 2RV LET,
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42 CONSOLE R— FD&E
TIGHRIRED AL E D CONSOLE R — M, £ 4-1 DEIHRESINTVET,

=K 4-1 TiHEHTERO CONSOLE 7R— FDREE

IH B #IHRfE
(=St 9600bps
TR 8bit

XY T4 — L

A by 7Y b 1y b

7 v — il XON/XOFF

CONSOLE ;K— F D

(c)NS-2260# set
(c)NS-2260# set
(c)NS-2260# set
(c)NS-2260# set
(c)NS-2260# set
(c)NS-2260#

FEREHE T B121E, setconsole A~ FEETLET,

console baud 1152004
console bitchar 74
console parity eveny
console stop 24
console flow noney

AEEED CONSOLE R— b OREEREET 2 &, HBEEEHADOS Y 7L KR— bOREL F—
Bk sz, Fur T [(ONS-22604 | DIEL K RRINBLRZGERDD £F, HE
BHEHERDS Y 7ILKR— b DFREEAREBD CONSOLE K — b DFREICEDHE TH S [Enter]
F—HANL, T IPRELLFREINSG Z L 2R L TLEE W,

CONSOLE R— b O1EF#I%. show console 2~ R THERTE 3,

(c)NS-2260# show consoley

Baud :
BitChar :
Parity

Stop

Flow

Syslog
(C)NS-2260#

115200
7

: even
: 2

: none
: on

43 S UTIR—FDERE
TIGHAREOAREEDO R TOI Y 7 ILR— NI, 42 DEIFRESINTVET,
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£ 42 THEHEROS) 7ILE— FOREE

H B YIEA(E
{RIXHE 9600bps
TR E 8bit
RV T 4 — %L
A+ry T b 1y b
7 1 — il ]l NONE
DSR(DR) {55 M H¥RE OFF

) 7R —

(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#

(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#

U T E—FOEHIZ, showtty a~ > FCHRTEE T,

FD

set
set
set
set
set
set

set
set
set
set
set
set

BERLTET I, settty 37 Y REFETLET,

tty
tty
tty
tty
tty
tty

tty
tty
tty
tty
tty
tty

1-16 baud 9600,

1-16 bitchar 84y

1-16 parity noney
1-16 stop 14

1-16 flow noney

1-16 detect_dsr offy

32 baud 1152004
32 bitchar 74

32 parity eveny
32 stop 24

32 flow xony

32 detect_dsr ony

(c)NS-2260# show tty 1y
tty @ 1
baud : 9600
bitchar : 8
parity ! none
stop 1
flow : none
detect_dsr : off

(c)NS-2260#

(c)NS-2260# show tty

1 9600 8

none 1 none off
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4.4

2 9600 8 none 1 none off
3 9600 8 none 1 none off
4 9600 8 none 1 none off
5 9600 8 none 1 none off
6 9600 8 none 1 none off
7 9600 8 none 1 none off
8 9600 8 none 1 none off
Al

(c)NS-2260#

R— b —N—DRE

44.1

EHRE—FORE (ELY FE—R/A1L Y FE—EK/both E—K)

A= —N—DERHET— FiZ,. THHARFTIEXA L7 P E— FIIRESNTVET, K—
PV 7 PR =2— 2o TRANREEZ —TUEHE L 72WEEIE. set portd connect select =
YUY FPERELET,

(c)NS-2260# set portd connect selecty
(c)NS-2260#

A= b —NR—DXA VL7 bE— FEFHT 255X, set portd connect direct 2% > K2 &EE
L9, LHHAROREIZA L7 FE—-RFTTDT, Ficoa~vy FidtLr 7 bE—FH
LEA L ME— FICERE- FEEETIHECFETLET,

(c)NS-2260# set portd connect directy
(c)NS-2260#

(/2 ]
AR— F ¥ — =00 both € — FEFIHT 25513 set portd connect both 2~ > RZFEL 3,
Tia<wy FTXALZ FE—F, L2 bE— FilifOHEHE— F2HHTES X511k
S
set portd connect 2% ¥ FZFRE, &FE— FZ2HH T 2 72 DI ER B E REIEERRIZFE U
T3,

(c)NS-2260# set portd connect bothy
(c)NS-2260#

L7 bE-NEHHT 25613 K— b2 —F—aGaEZ ON I LT, K— b2 —HF—%xf
BIADERHDET, ¥/, BLZ P E—FTRIVTAR—FDIRY V7 F— FH—
N=RXR =2 —DYBELFa— K (ty ya Yl Fa—F) 2XELA0ERNTT, 2L 2
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44.2

ME— REZFIHT 235E81&, set portd auth basic 2~ > K, set portd tty label 2~ > K75 A2
set portd tty cmdchar 2% > RZFREL THHAL TL X0,

(cINS-2260# set portd auth basicy

(c)NS-2260# set portd tty 1 cmdchar 01y

(c)NS-2260# set portd tty 1 label Osaka-L3SW-1y
(cINS-2260# create user port®lusr group portusr passwordg
New password: J

Retype new password: 4

(c)NS-2260# set user port@lusr port 1-324

(c)NS-2260#

R—bH—N—AZa2—DRT

A= b —N—=X= 2 —DFIRFEL set portd menu 2% > R TITVWE T,

K= b= N—=X =2 —DFRZOWTE, HEHGI/F ST EICIERTRD 3 D DFGEHAIHE
THH, ZOIERER-TI R RETR— P 2RETI20LEIDOREMKFLE T, K
4-3 32 DHEBRERLIZDBDTY,

£43 K—rFOJORECR— b —N—AZa2—DFKTR

EE2EDA—FO TIYR—FDKR—F R=pHP—N—XZa2—8F

7 as (set portd menu)
RIFRE REFRE
(set logd output) (set logd tty log)
Auto on off
(default)
flash/ram(default) on(default) O (Fmr) O &FExR) X (FELTR)
off X GEFR) O FR) X (FEFRR)
off off X GERmr) O Fnw) X (JEFRTR)

F£43DeBhH, AEBO TIHHAIRED AR — b —— X = 2 —DFRIFTEIT B (auto)
WHRESNTVWET, T TTY B— FOKR— o 23 MRET 3HRE (on) I8HE > TWET DT,
TIHBHEREOREEZFH L TWEIEEIE. R— P —AN—X =2 =D HBICFRRENE T,

A= b a7 RFOERICBEBRR S K= b —N=X =2 =2 FRR B 2 5EE. set portd menu
on ZAELF T,
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(c)NS-2260# set portd menu ony
(cINS-2260#

K=t MREOERICEBR R— b —N—RX =2 =2 FRR LBV L IITT 21T, set
portd menuoff 27> FEREL £3,

(c)NS-2260# set portd menu offy
(c)NS-2260#

— b= N—=X =2 —DFRZ HEHHI X E 5121, set portd menu auto & EITL £ 3,

(c)NS-2260# set portd menu autoy
(CONS-2260#

443 K—bY—N—0D21—H—-FREE (K—b1—Y—5850)

Telnet 7 54 7~ b OARBEEBDR— b —N—1Z7 7L A LEBRICEET 2 K- b2 —¥—
AL, TSR CIx TR L ) KRESINTVWE T, R— b2 —¥—FFit% FEEH D |
WCAHET 51213, setportd auth 2~ REFEITLE T,
—bl—%—ﬂﬁ%FmﬁébJL RET DL, AEEOELTDOSY 7LKR—FTR— 22—
—PSGESREDBIE L £ 5,

(c)NS-2260# set portd auth basicy
(C)NS-2260#

SSHZ 547> AT 35513, T4.64 SSHHY—N—DFREI] 2SR LTLEX W,

444 AKR—bH—N—O7ItREIR (EH7ORDLEESGEE—F)

TIHHAR DR — b —N—0D7 7L AHIR $HHi 7 v b 2L e #EE— F) 1243 Telnet/SSH
D/ —=<LE—F RW) DAEDBFAIENTVET,

Telnet/SSH D/ —< L E— R E=X—F— K (RO) DM EFIHTE 2 L5 ITHR— b ¥ ——
D7 7 AGIRELET 2HE I N a~vy REFITLET,
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44.5

4.4.6

(c)NS-2260# set portd tty 1-32 session telnet bothy
(c)NS-2260# set portd tty 1-32 session ssh bothy

B LI,
(c)NS-2260# set portd tty 1-32 session both bothy
(c)NS-2260#

%72, SSH F 7 2 ART L > MMEHHEEE (sshxpt) BSE RN & 72 o TV 2 IREED S L § 21213,
<Y FO®|RIT sshxpt + 7> a Y 2fEER T, BUERE SN TV SR 71 b 2L L&kt —
R %457 LT set portd tty session 2> FEFEITLET,

(O)NS-2260# set portd tty 1-32 session both bothy

R— b —N—0EHE Y a3 VER

12ODTYF7NAR=PIXH LT/ =< VE—RPRAKI0EYy a3y, E=X—F— FHPHRKS
v aryETERTEET,

722U, tty v A —IRRBEIC Ko THEEF DTV 7 LR — M LT, /7 —~<ILE— KT
THILIETEEEA.

Biinlgeint vy & a YRR I GAIE FRloa~v Y REEITLET,

(cINS-2260# set portd tty 1-32 limit rw 10 ro 54
(c)NS-2260#

R=bH—N— (FA4L I FE—F) ORER— FESOEE

BV TR —FTEHELTWS Telnet)SSH D/ —< LE— R E=X—FE— RDHF—EL R
A— FESIE, set portd telrw/telro/sshrw/sshro 2> R TEE T2 Z ¥ BN TEEF, Telnet/SSH
D) —INVLE—REEZR—F—FOP -V RAKR—-  ESEELET 2551, 1025~65000 D
HHTHHAL TOWRWR— FESEZREL T X0,

(c)NS-2260# set portd telrw 10001y
(cINS-2260# set portd telro 11001y
(c)NS-2260# set portd sshrw 12001y
(c)NS-2260# set portd sshro 13001,
(c)NS-2260#

A= b —N—DZFER— F&FEHIE. showportd 2~ FTHERTZ 3,
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4.4.7

44.8

(c)NS-2260# show portd,
exclusive : on
auth status : basic
connect status : direct
base port number
telnet rw : 8101 ro : 8201
ssh rw : 8301 ro : 8401 xpt : 9301
timeout status
idle_timeout : off

ro_timeout : off
menu status 1 auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro sshxpt idle ro
1 L3SW-1 8101 8201 8301 8461 9301 60 120
2 L3SW-2 8102 8202 8302 8462 9302 60 120
3 Serverl 8103 8203 8303 8463 9303 60 120
4 - 8104 8204 8304 8404 9304 60 120
5 - 8105 8205 8305 8405 9305 60 120
6 - 8106 8206 8306 8406 9306 60 120
:
31 - 8131 8231 8331 8431 9331 60 120

= 8132 8232 8332 8432 9332 60 120
(c)NS-2260#

SSH b5 Y ZART L > MEGHEEE (sshxpt) DZER— FESOESE

BV T7NAR—PFTEELTWS SSH b5 2 AT L > MMEHHEAE (sshxpt) DY —E ZK—
13, setportd sshxpt I~v Y FTCEET LI N TEET, V- RAKR- I FES5Z2ELEET S
BEIE. 1025~65000 OHEPFATHH L TOARWR— FESEZHRE LTIV,

(c)NS-2260# set portd sshxpt 20001,

R— k21— —0iEnm

A= b2 —F—%BIT 212X, createuser 2 v ¥ REFEITLE T,

K= b 2—F =7 7L REFATES NV TAR- s 2RETIHEDBHH FT DT, create
user %Y FDport A 7> a>, L Iksetuserport A< Y REFETLTT 72 REFFAT
5V TIR=MERELTLEEW,

PURoflE, K== —portOlusr Z/EK L. >V 7R —b1~8 & 17 DFt 9 R—MiZ7
7 AEFAT 2 GEERLTVET,

(c)NS-2260# create user portOlusr group portusr port 1-8,17 passwordy
New password: g

Retype new password: ¢

(c)NS-2260#

DA<y FTHRROBRENTE LT,
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(cINS-2260# create user port@lusr group portusr password
New password: 4

Retype new password: 4

(c)NS-2260# set user port®lusr port 1-8,174

(c)NS-2260#

A—bra—HF—D—EREMIX. showuser 2~ FTHERTE £,

(c)NS-2260# show usery

User-Name Category(Uid) Public-Key Port-Access-List
root root(0)

setup setup(198)

verup verup(199)

log log(200)

somebody normal (100)

portusr portusr(500) 1-32

port®lusr portusr(501) 1-8,17

(c)NS-2260#

449 JUTFILKR—FDSNILEKE

U TR = MCER I NGNGBRI TE 2 X 51c. YU 7R — MdEEA R
CDSRVERETHIENTEET, FTNLVCHETE B3 XFINIFA 32 XFTT,
FRHEETE AL FFFADTR T " (T Z=nN=) """ (N, 7). """ (Fvy b)), "@"
(Z7ybre—=2) BXU"" (AR—2) BFEHTEZ T,

ZR=ABEBUXTHOEEE, BRIV I —FT—2 a Y CHAREXTHITIRELE T,

(c)NS-2260# set portd tty 1 label DB-servery
(c)NS-2260# set portd tty 2 label "L3SW No.08"y
(C)NS-2260#

SV TFNR=PMIRELZTUE, K=+ —=N—DtLZ bE—-F (K=t L 7 MERE
X° show port 2% > K| show portd session 2 <> KRR ETRRINE T,

(c)NS-2260# show portd sessiony

telnet rw : 3 ro: 0

ssh w 0 ro: 0

available session ( telnet only : 93 / ssh only : 93 )

tty : Label Session-Limit
Type Login-User Local Remote

tty 1 : DB-server RW: 2 / RO: 3
rw 1 port®lusr tel:23 192.168.30.145: 4731
rw 2 portQ2usr tel:23 192.168.30.146: 3495

tty 2 : L3SW No.08 RW: 2 / RO: 3
rw 1 port®3usr tel:4740 2001:dba::2.4740

(C)NS-2260#
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4.4.10

44.11

R— b —N—0Dt v a2 BEEHEEEDRE

ARIEBIZT A FARA<— (T4 FAVERER) Ik 2ty > a O EHBYINEEEL, £y a
VR A< — CEBEGRR) IS X 2 BEYINHSEE R BEH L TV E T,
AEEBER BT T AW Tt a~y REEITLE T,

74 RV & A < — (idle_timeout) ZFE LG EE, LU 7 P X2 —R— b —nN—RX=a—
TR, B, YU TZAR— D —<LE—F RW) EHICBWT, RESI NG T A
R VIREE (Telnet/SSH ¥R 5 AT 7 — X DTRALTOWRWIREE) 2T 22, 20y a v
ZEREINCUIMILE T, 74 R R A v —DOREHHIZ 1~60 57, 77 + L M&E OFF T,

t v a rOUIMIIEERIThbvE 3,

(1)

7A RV RA <=, SV TAR- PNDT 7 EREZET L, A=t —N—X=a—%
R

\J

7A PR A <=, R—t P —N"N—X=a—ZRTL, L7 P X=Z2—%2KR

3

TA PNVEA =k, L7 P XZ2—2KT L, Ly arzik

t v a XA <— (ro_timeout) ZHE L7zHEIE. Telnet/SSH UK 6>V 7 ILKR—FDE
=X —%F— K (RO) IZHH LISE LR FER T 2 8. 20Xy ¥ a Y2l L %
T By ¥ ary R4 v—DREHPIL 1~1440 77, 77 4V b OFF T3,

(c)NS-2260# set portd idle_timeout on 304
(c)NS-2260# set portd ro_timeout on 180
(c)NS-2260# set portd tty 1-32_timeout on
(Cc)NS-2260#

FOMDE— M —/N—REDRTE

B (1) Break S5 QMNIBHEDEE

AREEET Telnet/SSH 7 54 72 v 22 56%{EL 7 NVT 7L —2 &% ¥ 5 7 X —=° Break over SSH
%, Break (55 & LTV 7LR— MR LA SSRICZE IR 2 2 b8 TE %3, L
BT OAFEHE X OFF T3, #RED brk_char none DFHIEX. X—IF L HNVT I L—72
¥ ¥ 7 27 X —=%° Break over SSH #3%{E L 72D, K— b X =2 —25"10:send break to tty" % {7
LTd, 2V 7LKR—MZBreak EEIXEEINEEA,

AREEREZ 2V 7R — b 1~16 & 32 ITRET 512, Faddavy F2FTLET,

(c)NS-2260# set portd tty 1-16 brk_char brky
(cINS-2260# set portd tty 32 brk_char brky
(c)NS-2260#
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B Q) HTIA—-FOEE
AEZEE T telnet 7 74 7Y bR ELLBITa— FEEBRL TV ZAR-MEEFTEZ
EDTEET, dUTa— FOEHUE, T2¥2 L), /CR+LF % CRICZH ), TCR+LF % LF IZ%
1 OF»HFIRL £3, TIHHAEROZEE. CR+LF % CRICEH: ] ARESINTVE T,
IT2— K (CR+LF) % LFIZE# T 3121k, Fidoa~vy FEFEITLET,

(c)NS-2260# set portd tty 1-16 nl 1fy
(c)NS-2260#

B 3) R—rH—N—AZa—0OPEXFI—K (Ey>ar dfXFEI—R) 0EE
BE RIS 7 72 R LT TR — b —N— X =2 — 2 FIRT 5121,
R b N—RXR =2 —DYBFLFa—F (kv > a YHHIXFa—F) ZRELE T,
BRTE2UEYFa—FiEER440BYTT, THAHDODX—IF LY 7 MTkoTiE
a— RIZEDYTONTOVWRYRLFNKR 44 L BRDGED8HD £3,

K44 FTI-FOYIBXF

a—Fk YEXF a—F UEBXF
00 [Ctrl-@] 10 [Ctr]-P]
01 [Ctrl-A] 11 [Ctrl-Q]
02 [Ctrl-B] 12 [Ctrl-R]
03 [Ctrl-C] 13 [Ctrl-S]
04 [Ctrl-D] 14 [Ctrl-T]
05 [Ctrl-E] 15 [Ctrl-U]
06 [Ctrl-F] 16 [Ctrl-V]
07 [Ctrl-G] 17 [Ctrl-W]
08 [Ctrl-H] 18 [Ctrl-X]
09 [Ctrl-T] 19 [Ctrl-Y]
0a [Ctrl-T] la [Ctrl-Z]
0b [Ctrl-K] 1b [Ctrl-[]
0c [Ctrl-L] lc [Ctrl-/]
0d [Ctrl-M] 1d [Ctrl-]]
0 [Ctr]-N] le [Ctrl-A]
of [Ctrl-0] If [Ctrl-_]

A= bF ==X =2 —DYFXFa— NI, setportd tty cmdchar 2~ > FTRHETEX LT,
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A— PP —N— X =2 — DY XF a— FIZ 0x01(Ctrl+A) ZFKET 3121F, Feidpa~vwr B %
FITLET,

(cINS-2260# set portd tty 1-16 cmdchar 01,
(c)NS-2260# set portd tty 32 cmdchar 01y
(c)NS-2260#

R— b —N—DFREHEMRIE. show portd tty 2~ > N CHEZRTEE T,

(c)NS-2260# show portd ttyy

tty label rw ro sess mode xpt to brk nl cmd sdnl
1 L3SW-1 2 3 both both ssh off brk cr 01 -
2 L3SwW-2 2 3 both both ssh off - «cr 01 -
()

45 R—FOJTDERTE
451 R—btOJ¥EEDEITEELE

B (1) R—rOJBEEDRET
TR DR — b a 7R, P ORETEEL TVET,
- K— b a2 R7FE%E | RAM(RAM/FLASH/OFF 233 4R A] HE
YU TNR=FDOR=TIBIHRE &PV TNKR—TF ON
c VY TAR=-POR- B IRIFER | S00KByte(RAM FER DT 7 #+ /L M i)

A—rBZOREFEHIZRAM H LI FLASH Z#IR L, >V 7 VR — MMgEiZu 72 REFET 5
REMPMTHONT WD &, REEDKR— o ZHEELHERNCEEL X3, K-t oo T
BERE,. Pidoa~<y F2ERTLRELRTTT,

(c)NS-2260# set logd output ramy
(c)NS-2260# set logd tty 1-32 log on size 5004
(c)NS-2260#

TRIFSED RAM O EI3EEFHRH T2 L R— b 2BEEIhE T,

FLASH OBEIFEELZHEE L TdR— e I3 HEIN T, RAM KHARKEDOKR— a2
PRETEZENTEZT,

R— b 2BRBIOEESEIZ. 222 R—boBElEE © 1452 R—tru2%5E
DOHRE] ZZRLTLIIEZ W,
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(cINS-2260# set logd output flashy
(c)NS-2260#

B (2) R—rOJKEED=EL
H— b o ZHERER (F1ET 2 AR, EE LK T OFFICT 241k ¥V 7 VK — MR OFF 12T
BHED2EONDHD EF, B, RA— o /HEE%Z OFF IZ3 % ¥, set portd menu on {2 L 7%
WERD, K=t P —N—X =2 —3EXhFE A, FEMIE (442 K—PHP—N—X=a—
DR ZZRLUTLIIEE W,

R— b ZHEREE EE SR TOFF ICT A I Tidoa~y FEEITLES, Ka~r RESET
FT22, PUTILR— MEIR— b ZHEEEN ON ICREZINTWVWTH, 2THOTY 7LKR—
N DFRED OFF 1) b Bb h £3,

(cINS-2260# set logd output offy
(c)NS-2260#

A—baIREEZ >V 7LR— MBEIZ OFF I3 51213, setlogdttylog 2% FZETL X T,

(c)NS-2260# set logd tty 1-32 log offy
(c)NS-2260#

R— o ZHERER LB LA T OFF I LIREED S ON ICZEHT 3 2., &
Y7ILKR—=bZTEDR—taTERENRETONIYIDEDLD, =7
av 74 JIREBEINET,

452 KR—POJBEDORE

R— b BEEZEET 512X, setlogdttylog 3~v > RZETLET,
AREBIFFTELZR— PR 7BRORAMERI ) 7 AE- T XEFETELZR— oA
BoOREHF, TIHHAROREMZ. 122 K-t 2#iE 2B LTIEIW,
SVTZNAR=F 1~8 DR— a7 EEZ IMByte, ¥V 7LKR—F3RDODR—- I I/EEE
2MByte ICZHE T 51213, PicDa~v Y F2FETLET,
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(c)NS-2260# set logd tty 1-8 log on size 10004
(c)NS-2260# set logd tty 32 log on size 20004
(c)NS-2260#

453 BRALRRAVTDHRE

K=+t DR LRARY THERER ONIZT 2121E. setlogd tstamp 2~ FEFETLE T, X
A LAR Y TR 35 65535 ROHE TRETE XY, BB, TIHHARKDO X4 L2 &
¥ THEREIX OFF, XA LARY T ONICLIZGEDRA LAR Y TRIRD T 7 4L M 60 7
T,

XA DAR Y TERE 300 ICEE T 2121%, Ficoa~xy REFEITLET,

(c)NS-2260# set logd tstamp on interval 3004
(c)NS-2260#

454 OJAVRARXVTDRE

R—trrZour 4 2%y THAEE%Z ONIZT 51213, setlogd tty Istamp 2% >~ R ZFEITL %
To OTA VAR THEEZ ONIZT 22, YU TLR—PNIT7 A LEZ—F—DRr I A
veulZ79 bORZNAR— e KM ENE S,

TiHHmiRE O T 74 2 & > FH&REIX OFF T,
SUTNR=P1DORTA VAR T2HIMMTT 2120F. FadDa~vy F2FETLE T,

(c)NS-2260# set logd tty 1 lstamp ony
(c)NS-2260#

0z 4 ARy TOLEWNILL R TS,

<Wed Jun 24 13:00:26 JST 2026 login RWl:userA 10.1.1.1>
<Wed Jun 24 13:05:30 JST 2026 logout RWl:userA 10.1.1.1>

tty ¥ 2 —IHRETAKED S Y 7V R—bca /4 v Lia—F -0, vrf a7y b
DIFZNIAR— b a7 IZHHE L E A,
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4.5.5

A= LZEEDRE

ERARNZAR— ba 7% X —)LiE EF 512id. add logd tty mail 2~ > K, set logd tty sendlog =
2V RREFLES. SV TAE—F 1 OFE— Frr%E, Mail #—— (192.168.1.1) 128 — k
587 C mgr@example.co.jp . 60 77ERED L <IEAR— b1 753 80%I2E L 7B EIT X — VA
T2, Ftoa~wy REETLET,

(c)NS-2260# add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.14
(c)NS-2260# set logd tty 1 mail 1 port 5874

(cINS-2260# set logd tty 1 sendlog mail ratio 804

(c)NS-2260# set logd tty 1 sendlog mail interval 604y
(C)NS-2260#

EEINDZ A —NLOTIHHHERORE X, U FOEBH T,

BT =7 b Iportlog TTY_HS

CEEEARA LT FL R [ portuser@ " AREED KRR FL""B—HIIL KX A "
cR—bay BT 7 A VER

- SMTP-Auth #%8E : OFF

EETERX—=NDY 7Y =2 b% [Data-Center L3SW |, iE[FH X —/L'7 K L 2% ['smartcs @example.co.jp
K= bB7ZX—VOREMN L TEET 21213, PiLoa~vy FEETLET,

(c)NS-2260# add logd tty 1 mail 1 subject "Data-Center L3SW"4
(cINS-2260# set logd tty 1 mail 1 sender smartcs@example.co.jpy
(c)NS-2260# set logd tty 1 mail 1 type bodyy

(C)NS-2260#

R— bR T 7 4 MK T 2308 % B 272 - 72355 (set logd tty mail type attachment 3%7E
K R— F e ZI3EEES & >V TR — FES B EHRDA © 72TNS-2260TTY01_20260807152011.1og |
BREDT 7 ANKHTHIIENET,

%72, SMTP-Auth HEEDS AT 7L Mail H— N —IC X —LEZEEFET 2 HE1E. Ricda~<w Y KT
2—Y—Z (LLROFITIE mailuser) ¥ AV — FEFREL F T,

(cINS-2260# set logd tty 1 mail 1 auth mailuser passwordy

SMTP-Auth password
Retype SMTP-Auth password (g
(Cc)NS-2260#
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4.5.6

4.5.7

R— b a JERENEEIAT DN B RE T, Mail 3 — N— D45 % DNS
PN TR BT, EEIP 7 FLAREE L CREShS %
HEFRN L E 95,

FTP XEDFHRE

FEHIMNICR— b a 2% FTP3E(E 3 %121, add logd tty ftp 2= > K, set logd tty sendlog 2% >
RFEEFLET, SV T7AKE—F5SOFE— kurE, FTP%—,3— (192.168.1.1)  loguser2 .
60 73RS L <IEAR— b a 2723 80%ITE L7 EIC FTP A5 T 512k, Tt a~wy F &%
TLET,

(cINS-2260# add logd tty 5 ftp 1 loguser2 192.168.1.1 passwordy
FTP password 4

Retype FTP password g

(cINS-2260# set logd tty 5 sendlog ftp ratio 804

(c)NS-2260# set logd tty 5 sendlog ftp interval 604

(c)NS-2260#

A=t & FBESNLZFTP Y —N—D2—F—DE—LT 4 L7 MVIZ, BEHEI VT
NR— bES, BEERMA o7 TNS-2260TTY02_20260807175530.log| 2¥ D7 7 £ LT
REFEENET,

R— b ZIEPHEATON S REETIE,. FTP ¥ — N\ — D47 % DNS
F— - TRREETIC, EEIP 7 FLRARRELTRESNS L &
Tﬁf@ﬂf: Lij_o

SYSLOG XEDHRTE

R— b+ r 2% SYSLOG i#{EF 5121 set logd tty syslog 3~ FEETL T,

SYSLOG #£{§% ON I L 72> ) 7 VR — b THHRMEEEI O X v —UHMhEhs e, ¥
¢IZ SYSLOG H—N—1ZEEENZE T,

SUYTNAR=F 1~16 £V 7 LEK— | 32 DKE—bra % SYSLOG H—N—ITEET 2 5E
WBETREEDa~Y FEFEITLET,

(c)NS-2260# set logd tty 1-16 syslog ony

(c)NS-2260# set logd tty 32 syslog ony

(c)NS-2260# set syslog host 1 10.1.1.1 portlog_facility local® syslog_facility locall 4
(c)NS-2260# enable syslogy

(c)NS-2260#

A=+ BT D Syslog #53£ 7 + —< v MITiEDa~vY FTEEL X T,
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AEEEDRZ PGRRA LARX Y TEBMLEZD, <TTY BE>E<TIRNNESIZEEHTZ Y
PTEET, BEONRITA—R—%HAEDLETonICTRILHTEE T,

(cINS-2260# set logd tty 1 syslog format hostname ony
(c)NS-2260# set logd tty 1 syslog format tstamp ony
(c)NS-2260# set logd tty 1 syslog format label ony
(C)NS-2260#

Syslog ¥ — N —{l| D KR

(77 4V h&E)
Jun 10 10:45:40 port_logd: <TTYQ1> ether(3) :UP

(hostname on FRERE)
Jun 10 10:45:40 NS-2260 port_logd: <TTYO1> ether(3) :UP

(tstamp on FREMRE)
Jun 10 10:45:40 Dec 10 10:45:35 port_logd: <TTYO1> ether(3) :UP

(label on FXERE)
Jun 10 10:45:40 port_logd: <Tokyo-Switch-1> ether(3) :UP

SYSLOG DFLE L show syslog/show syslog detail 3~ > R THEGRETE £ 3,

(c)NS-2260> show syslog
Syslog Status:enable
Syslog Format:legacy

No. Syslog Host Portlog Syslog Commandlog
1 192.0.2.1 local3 locals local7
2 2001:db8::e934:96b3:8875:5d10 local® locall  -----

(c)NS-2260# show syslog detail
Syslog Status: enable
Syslog Format: legacy

Server: 1
Host: 172.16.1.1
Portlog_facility: local®
Syslog_facility: locall
Commandlog_facility: local?
Server: 2
Host:  —-———-
Portlog_facility: local®
Syslog_facility: locall

Commandlog_facility: -----
(C)NS-2260#
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SYSLOG #— N—0D#&iEIX, 473 SYSLOG 7 547> FOFE) #BHLTL XV,

AR— b R TERENHBITON A EREIETIE. SYSLOG $— N—D&Hi%
I AL AN DNS — N— TR XE I, EFEIP 7 FLRAZIEEL TRESINS Z
ha i ARl D= I

4.58  syslog filter #EEDRTE

ayy—iuz, axy RaZ% SYSLOG #— N—IZEET 5 BIC, create syslog filter 2 >
RERETHHICLD, EZETH2u/72H#lIT5 R TEET,

a ¥y —nnu 7 C failure" i H L7ZBICE XY 7 4 % warning ICEE U TGEET 280EM T "lo-
gin"Z M U722 RV 7 4 % notice WA L GEET 2REZITI I, Fegpa~<y R
ZEITLET,

(c)NS-2260# create syslog filter syslog line 1 warning contains "failure"y
(c)NS-2260# create syslog filter syslog line 2 notice contains "login"y
(C)NS-2260#

a< Y Fa 7 Cdelete" 2 M L7 RY 7 4 % warning ICEH U TGEE T 2R EKX A, "set"
R LUBICE XY T 4 % notice 12, EFEDOWTIUC DY LERWEEIIEE T 2REE
fi51id MFoa~vy REETLET,

(c)NS-2260# create syslog filter commandlog line 1 warning contains "delete"y
(c)NS-2260# create syslog filter commandlog line 2 notice contains "set"y
(c)NS-2260# create syslog filter commandlog line 3 drop anyy

(C)NS-2260#
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syslog filter DFE L show syslog filter 2% > K THEGRRTEE 5,

(c)NS-2260# show syslog filter

<syslog filter syslog table>
num action matchtype pattern
1 warning contains "failure"
2 notice contains "login"

<syslog filter commandlog table>
num action matchtype pattern

1 warning contains "delete"

2 notice contains '"set"

3 drop any
(Cc)NS-2260#

syslog filter DFEFTEHRIL show stats syslog filter 2= > F CHERTZ £ 35

(c)NS-2260> show stats syslog filter
<syslog filter syslog stats>
counts action matchtype pattern
2 warning contains "failure"
10 notice contains "login"

No filter matched : 200
<syslog filter commandlog stats>
counts action matchtype pattern
10 warning contains ‘"delete"
100 notice contains "set"
2000 drop any

No filter matched : 0
(c)NS-2260>

filter F=AFIZOWTIE, RIFZHIFRT 5 L aHE#RD 5 bHIFRE N E T,

459 R—btOJoHIEI— FEIR

R— a2 IE&EN 50— FEHFRL T SYSLOG 3 —RN—IZEET2I N TEET, &
U7 R=1 1 DR=-baicEEnsfdl#la— FZHIFRL GEHET 2581E. Tidoa~w
YREFEITLET,

77 4L M off TY,

(cINS-2260# set logd tty 1 syslog strip_ctl_char ony
(c)NS-2260#

o~ FY 77 LY AD setlogd tty syslog A< FESIRL TL 20,
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4.5.10 NFS ZEEDHRTE

AR— b 2% NFS H— =R fET % 11d setlogd tty nfs 2~ > REFEITLE T,
BRI O T — R EZET2 2, K— bR X T CIINFS —N— IR FENE T,
SUYTIAER—=FI~16 V7 AKR—}F 32 DK— kv % NES H—N—IZRET 25513,
Tidoa~wy FEFITLET,

NES #—N— il fEENznidn—5—>a v 332 L ARETT, FilOREIIEH 1 H
DO 7740 —FT—2a >y LET,

(cINS-2260# set logd tty 1-16 nfs ony

(c)NS-2260# set logd tty 32 nfs ony

(c)NS-2260# set nfs server 1 10.1.1.1 path /mnt/nfslogy
(c)NS-2260# set nfs rotate on 0 0 1 * *

(c)NS-2260# enable nfsy

(c)NS-2260#

NFS O E L show nfs 2~ R THERTEE T,

(c)NS-2260# show nfsy
<NFS information>

Status : enable
Rotate : on
Minute N\
Hour : 0

Day 1
Month A

Day of the week

<NFS server 1>

IP address :10.1.1.1
Path : /mnt/nfslog
Protocol : udp
Mount status : mount

(---)

<NFS server 2>

(C)NS-2260#

4511 KR—bFOJEREDORESR

R—+r 7 OREERIE. showlogd 2~ > NTHEETEET,

(c)NS-2260# show logdy

Log stored in : FLASH
Total Log Size : 144000 KB (Free 0 KB / Total 144000 KB)
Timestamp : off, Interval Time : 60 sec

(cINS-2260# show logd tty 14
tty : 1
Log : on, size : 1000 KB
Syslog output :on
Strip ctl_char : off
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Timestamp : off
Hostname : off
Label : on
NFS output : on
loginstamp : off
Trigger : Interval : 60 min
Ratio : 80 %
SendLog : mail
FTP server(1l) T -
Auth account H
FTP server(2) HEE
Auth account HIE
SMTP server(1) :192.168.1.1
Auth account D -
Mail addr : userl@example.co. jp
From addr : portuser@NS-2260 (default)
Subject : "portlog tty_1" (default)
Type : attachment
SMTP server(2) :192.168.1.1
Auth account : user2
Mail addr : user2@example.co. jp
From addr : portuser@NS-2260 (default)
Subject : "portlog tty_1" (default)
Type : attachment

(c)NS-2260#

46 tTXxallrF14—0DHEE
46.1 II—Y—DFFRCHIR

AEBEBTIEHMNCODE TS —ZBMLD, HIRT2Z e TEET,
ARBEE N —H — (userl) & R— + 2 —H% — (portl) B EFKT 51213, createuser v K%
EITLUET, createuser I Y FOFMIE Ta~r FU 771 v ) 2BBELTLEIW,

(cINS-2260# create user userl group normal passwordg
New password: J
Retype new password: 4

(c)NS-2260# create user portl group portusr port 1-16 passwordy
New password: g
Retype new password: ¢

(c)NS-2260#

ARIEB DL — % — (userl) & K— b2 —4 — (portl) ZHIBRT 3 121E. deleteuser A v > F %
EITLET,

(cINS-2260# delete user userly
(cINS-2260# delete user portly
(c)NS-2260#

REFEICEFREINTWE 2—YF ——FE X, showuser A~ N THERT A Z 2B TEE T,
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(cINS-2260# show usery

User-Name Category(Uid) Public-Key Port-Access-List
root root(0)

setup setup(198)

verup verup(199)

log log(200)

somebody normal (100)

portusr portusr(500) 1-32

port®lusr portusr(501) 1-32

(c)NS-2260#

2 —H —IEH BERE/ 2 — Y — ID/ 2V — 7% OFEINE. 1231 2—¥—EHERIEE 25
LTI,

462 IA—HY—NXAT—FKODOHTE

THHHERFICER SN TV 2 —F =TIV TN AR — FHARES N TV ERA, T—HF—
IRAT— FEFET I12WE. FiD X 51T set user password I Y FEFEITLE T,
N2V —F2ZEBET 256, Atavy FE2#HL T,

(cINS-2260# set user root password
New password: J
Retype new password:

(c)NS-2260# set user somebody passwordy
New password: g

Retype new password: ¢

(cINS-2260# set user log passwordy

New password: 4

Retype new password: 4

(c)NS-2260# set user verup passwordy
New password: g

Retype new password: ¢

(c)NS-2260#

WEEH2L —F—Z, 2TCDL—-HF—DRRAY— FEZLHITRZZI LN TEET,

NRAT — RIZIE R DEGRHD D 3,
SNFMUETHBZ
CPUNE  BRE - BF - BB 4EE0 S B, 3EEU RS Y

LSRN I WA Y — R % AJ13 % & Bad password: ThA %
BRyE—IUNRIREN, SRV - FREERESNEEA
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(cINS-2260# set user somebody passwordy

Changing password for user somebody.

New password: J

Bad password: too short

Password for somebody is unchanged

Error:Cannot set password of normal user somebody.(160)
(cINS-2260# set user somebody passwordy

Changing password for user somebody.

New password: g

Bad password: not enough character types

Password for somebody is unchanged

Error:Cannot set password of normal user somebody.(160)

(c)NS-2260#

W REFEADNRT— REMOREICHAT 358

REEAD>SAY — FiE, show config 2~ FOHITT Ny & 2 B TEI I N CFF e L
THERTEET, ZDXFHI% set user encrypt 2% > K5 create user 2% > F D encrypt %7
A—R—IHET DL, AUNSRAY— FEMOEEICKRETEET,

encrypt 287 X — X —ZHEET X 3 XFHNE 1~128 XFTT, REENAERT 2 FFNE 102
NFWREDET, B—IFAY 7 FORREEBATITIDIEL TRRSNE I3 H 2720,
show config 2~ > RO NH HEEEZ D 1 2 HEE. XFHBBF TR TWRVWZ %
ML TR,

NS-2240 + NS-2250 A2VERL L 72 30 XFOXFHSIFEETE X T, [AMETHREL TV
U — FEAREEICZOEIRTTEHECMAL TS W,

B NXT—RHPFEShTOVAEVWI—Y—TAOJ1 > LIRS

THEBHFERDO X DI RRA T — FAREZINTORWIRE (TIHHEHEEDO R T — F=F7 %1
FRAT—FOEEDIREE) TuZ A U LESE LEGEOIMER. EHARICk-oTERD

e

£4-5 NRAT—FHARESATOWVARVWI——TOJ1 > LIZBEDENE

E5A WROIA—H— EhE
avy—ji — R —— NRAT— ROFREEZRDET
EEEMH — Y —
Telnet — g2 —— o4 vERELZLET
GHril-3HEaDANRRAT — R
DREERDET)

/GOSN 724
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EHA WHROL—H— EhiE
FTP ty b7y S a—H— a4 EERLET

N=Tar7yFa—F—
— bt 7R —¥%—

SSH/SFTP FTARTDL—HF— A4 EERLET

s&mem RAY — RRREIN TRV —F—TDOr I ( 2iEkroHELTVET,
SV TIR— MTERT 2 R— b2 —F—1%, AEEOMGITT,

B (1) J>Y—-ILhSEGELEBE
NRAT — RPFESNTORWVIRET -V —F L 3EEEH L - - LTl T
22, 04 VOEETRAV - FORELRDONE T, RRAV—-FEHRETHETRIA
VIFTET LER Ao
AV —Ano0uI Ay ZEDHDIFEGINELA (telnet & fip TIFELG I ET),
suavy RCHEBEH LY BT T 258 bRKTT,

RAT — FDFXEIWZKIT % & Password changed successfully for <1 —H—&>. 23F/R S,
ZDFEF0TA UPHITEINE T,

BB L 7235513 Password change failed for <1 —4'—#%>. ¥ Please login again. 737/~
Sh, A4 VFRHELERD T, sua~ >y FODEEZ Please run su again. 737K X 41,
—r—F—DFFribFI,

B (2) Telnet CTiEHRLIZIES
N2 — ERREIN TRV —F —Tourr/f VIdELRINET,
722U, REBIZRSRAT = FEREFAD— L —F =2 1 ADWVRWIEEIERD, vrf
DIERTRAT — FOREERDOLNE T,

RAT — RDFREIEIIT % & password changed successfully for <1 —H —Z>»HFRR X 41,
FOFEFERTA UPFITINE T,

BN L 72355 1% password change failed for <1 —H'—%&> ¥ Please reconnect. 7331 X
N, ERsvahEs, BERI A Y LELTLEE W,

B (3) FTP CEHR LGS
ty Py S — NP a Ty TSP — - R—bu RGP DB T — %
%ﬁéhim&mﬁm\n&%/%ﬁTLiToAxv REREL THLOERLTLEE N,
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074 YOIERTRELE SR Y— FlE, av >y FrZiZidiRshst
Ao RERERLIC Y v, REDHH KHE SYSLOG & 3>V — L
n ISR E T,

TP OHER B, (ERA PR FBHELT W,

4.6.3 RADIUS ZR:FH%BE/RADIUS 7 h > MMEREDSRTE

RADIUS fBifE ¥ — N—T a2 —H —ZFAEL7zD, RADIUS 7 AV ¥ b —N=Z7 v tH
7%{%@?5 LGi—FﬁE@CJV/ }‘ %%'fﬁ?bi‘g—o

B (1) RADIUSERSEV S17 > FDERE

#BAF770% RADIUS I2Z % LT, RADIUS F83FH— 3— 112 172.31.1.1, RADIUS F8FR—
121645, > —27 L v b F— (abedefl) Z BT 2 G AU TOa~y REEITLET, Fidh E
TlX RADIUS nunﬁé NEZLI—HF - EIARNTCKR—-b2—PF -2 LTUREINET,
- - EEEH LY - IAREEBONEEREE (v — A LEERE) TITbh k3,
RADIUS FBFF AR — h@I%ﬁfﬁ@ REIX 1812 T,

(c)NS-2260# set auth mode radiusy

(c)NS-2260# set auth radius server 1 addr 172.31.1.1y4
(cINS-2260# set auth radius server 1 port 16454
(c)NS-2260# set auth radius server 1 key passwordy

[—2Z Ly bF— (abcdef) AN]
(c)NS-2260#

— 2 — Y —PEEEH 2 — 9 — % RADIUS il — N — CalaF X ¥ 2 8551%, %ibo 1(4)
I—HF =N =T DA >V 7ILR=- D7 7L RFIROFE (filter_id_head) ] & [(5) 21—
PN —TOHANE VT AR— DT 7 RFIBORE (7 7R N— > 7HEEE) | %
SIALTL W,

B (2) RADIUS 7HOU YV FISAT7 Y FDERE
7H v MR %E RADIUS ICZEHE LT, RADIUS 7 A7 > b ¥ —,— 112 172.31.1.1. RADIUS

THT Y FR— I 1646, > —2 L v b F— (abedef) ZEFT IIGEWILULTDa~ > FE2HET
L%3, RADIUS 7 v~ F R— b D LIGHAE DRREZ 1813 T,

(c)NS-2260# set acct mode radiusy
(c)NS-2260# set acct radius server 1 addr 172.31.1.1y4
(cINS-2260# set acct radius server 1 port 16464
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(cINS-2260# set acct radius server 1 key passwordy

[—27 Ly bF— (abcdef) AN]
(c)NS-2260#

B (3) RADIUSERE/7HADUY RERNTY FDU RSA/2A LTV MEDER

RADIUS nunE/77‘]‘7/ MERT Y DY ]‘74@?{& nunE/?ﬁr?/ ]‘Fl:\%?)\"b“y FDXA
L7 MEEZRET 25U TOa~v Y FEEITLET,
THHERFTIEY I A BED 3 A, X4 477 MEESHTHRESNATVET,

(c)NS-2260# set auth radius retry 54

(cINS-2260# set auth radius server 1 timeout 104
(cINS-2260# set acct radius retry 54

(c)NS-2260# set acct radius server 1 timeout 104
(cINS-2260#

B @) 1—5—=JIL—T0BNEVTILR—EFD7 I XFIROERE (filter_id_head)

RADIUS FFRE T2 —H == T DAl >V 7R — + D7 7 AHIRZ1T 5 551X, set
auth server {normal | root | portusr } filter_id_head 2~ > KT, FRFEFRFIC RADIUS FRFEH— N —
M HIESNTL % Filter-1d DL FH 2@l & LTHWT, 2—F =27 — 70 217
HEIRHELET, T2 DL—F =N —FICHETEZWINTIE 1 2T OTY,

LURDRRE®IT - 7. RADIUS il — N— 1SRNz —F —D Filter-Id 7 PV B 2 —
MEWKE D, ROXSICEHMEL £,

(c)NS-2260# set auth radius server 1 root filter_id_head NS-2260_ROOT,
(c)NS-2260# set auth radius server 1 normal filter_id_head NS-2260_NORMAL 4
(c)NS-2260# set auth radius server 1 portusr filter_id_head NS-2260_PORT
(C)NS-2260#

* Filter-Id 7 b U ¥ 2 — MEAS NS-2260_ROOT 7> A E 2 X FH|TH o 1=5E12E,. FD2—
P—EEEHI - -2 LTIRVE T,

* Filter-Id 7 b U ¥ 2 — MMEDS NS-2260_NORMAL 7> 515%F 2 XXFH|TH - 123551213, ZD
Y= —F -2 LTHRVET,

* Filter-Id 7 b U ¥ 2 — MDY NS-2260_PORT %> H45 % 2 XFHITH - 155121k, 2D a—
P—R— b2 —F - LTHRWET, F72. "NS-2260_PORT1-10"D X 52, NS-2260_PORT
DRIZAR— P BB LR TLFANIFOTWEGE, LRI TVWER— bAD T 7 AHED
WEXNF T,
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ERADIUSH—/\ERTE

a1—H4 ' IL—T % (Filter-1d5& 7E)
somebody Normal RADIUSH—/%
root Admin
suzuki Port1-10 D %
tanaka Port11-20 - | =
yamada Port21-32
NS-2260-1 NS-2260-2
KELED) S AR ) i s
M Filter Id_headZ% & M Filter Id_head:%E
a—HER | SL—T4& aA—YEH | FIL—TE
—fg1—4 Normal —fga— Normal
HiEL—Y Admin Y5 —Y Admin
R—b2—4 | Port R—ba—4% | Port

K41 2—H—=JI—T0HR ) TILKR— DT Ut XFIR (filter_id_head)

RADIUS FBRED N LT 22— — 7L — THRFE XN R WIGEOEEX [(6) 21— —2—
TR ETERNL—F—DT7 VL AFEDOIE | 2SR LTI,

024 YRFOESEIEEZ, OEEER L —Y — (root), @—fi% 2 —¥ — (normal), @K— b1 —
#— (portusr) TFo XA L7 bE— FDFAHIIZ. KEn A4 > TI7 72 AEROQD S5 5
BEEOENHDOTRIA Y L, K= b —N—ADT7 7L RIOD T 7t AR D 2HED
ARZALTEET, L7 b E—RFOBRZ A VIFIZIE, ZO2—F —DF>O7 7+ 2HRO
@D by o bBEEDEV DTS Y LET,

#+ 4-6 Filter-Id DFREARBL O >3 21— —

* RADIUS #—/\—® Filter-Id 38 #ALJFE—F LI hE—-
ERE r

+ set auth radius server {normal |
root | portusr }filter_id_head J<

Y FOREARR
EN N R—r7 27X
KEEHL -V — REEHA— X REEHA—
e Ve
= — —ar—v- X = -
R— b a—F— X A—ba1—H— K-tz—
S -

AR — It &
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« RADIUS % —/\—® Filter-Id5%8 AL FE—FR LY hE—
EABE K

* set auth radius server {normal |
root | portusr Milter_id_head IV
Y RFOBREAR

VNV Ny R—b7 7R

BB L — A — /L — — WEEHL—- X REEHT—
¥ ¥

BEEML - b2 REEE2- K- ba-y— REEEL-
¥ ¥

MR b 2 I F— R ba—F— -

BRI i) BEEEa- R baodo EEEEa-
— b2 - i

X7 7R AR

AFEREIX. NS-2260 DB D WGP L —F —EH% RADIUS — =721 Tl S ¥ 72
WIGEICEMTT . BlZIE, NS-2260 DR DKL, K= b2 —HF—HIIT7 VLA TESE >
U7 AR — P HEETE ZHE (userl 13V 7R —F 1~1012, user2 IV 7 LK — b 20
~30X7 7 RA[ ) ICHBL I,

ALEE | IAEB N O 1 — H LEREF— RADIUS FEF D% T 2 — 9 —383F
PITVWET,

—ft L —4'—% RADIUS AL T 2 G E I AKEMNICERI N TV S
2—HF—2HIRT 22, L <IE. RADIUS #— N— T8 L7282 7 —
REBERZRZAT—FEHRELTLEIVL, a1 —HF—D 2V —F
PERINTORWEGESIZ, SRAT— RIZY R—YF—2 AN EITTE
HEBANOR —HAFBAETHRIIL R A U AJREE 2 D T DT IHEEL
&,

HEEEHI —F—Tonr 4 >Psua~y FETRDFRIETYT, RADIUS
Y= N—ZEFR LT RRT — R B R — FrEEEH L - —

WERELTL IV, 72720, EBEEMH L —H — (root) F— 2 —¥—2
BEDHBRSTAZ I TEEE A

Flida~> KU 7 7 L ¥ 2O set auth radius server { portusr | root | normal }
filter_id_head 2= > F, BLU, AHED Iy C 7 VY Ea— & RADIUS G8iL/7 A v >~
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MR EBRLT A,

B (5) A—H—JI—TORANEVTILE— DT I IFROBE (7 ERXTIL—E Tk

7 7RI — Yy ZHEEEE. BIRO filter_id_head ZHIZ, KD 2 HOMEERTRIL L TWE T,

CEEEHL Y — /- — /R — - - ICER OB TR ERTEE T,
TORRIN— Y THEEETIE. 2 —F =N —F I L TRET 34 O T2 7 7k
ATN—=T UL ET,

*RADIUS H—N—flCZ 2 =Y =R T 27 7RI N—TDAEERL, 7I7LRT
N—TDEFRL R— b 2—F—D7 7t AMEDFRE % % NS-2260 HICRET 2212k b,
772 AT B NS2200 TR ICRBBZIVTNAR-L DT 7 AEREZETEE T,

7 7R AT N—¥ v IHERERHH T %1213, create auth access_group 2 v ¥ N THEBEEH L —% —/
R /K= 2 —F DT I LRIV — TR AREEICHE L. 2 —H —F8iEZ RADIUS
WEELET,

(c)NS-2260# create auth access_group root radius filter_id admin_grpy

(c)NS-2260# create auth access_group normal radius filter_id normal_grp,
(c)NS-2260# create auth access_group portusr port 1-10 radius filter_id port_grp 4
(c)NS-2260#

IR O#FEZTTo 72K, RADIUS REFH — N —12&R I Nz —F —D Filter-Id 7 PV ¥ 2 —
MEIZED, XDOXSICEMEL 25,

* Filter-Id 7 + VU ¥ 2 — M2 admin_grp TH - 723551201, £ —F — 2B EH 2 — —
ELTHRVE T,

- Filter-Id 7 b U ¥ 2 — MEZD normal_grp TH o> 7285 EWE, 201 —H =% —fffz—¥ -t
LTRWET,

* Filter-Id 7 bV & = — MEDS port_grp TH - 7=5E12E. FD 22— —% port_grp 7 7 & A
IN—TWRBLTVWER— b2 —F— LTRWET, K7, portgp 77 LRI NL—TIZ
BLTW2a2—H—d, axY FTIEESINTWVWEZ Y 7L R= 1 1-10 DT 7 £ AMEDFH
EEINFET,

(filter_id_head D&, a~ ¥ FTHEE L7 XFH L Filter-Id 7 b Y ¥ 2 — MEDFLIHANF
TN L TE D £330, 772X — r FERETIISER2—HTHR 2T T
Bhxd,)
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ERADIUSH—/\ERTE

a1—H% FrJE2—FEE

somebody Filter-Id = normal_grp RADIUSH—/3

root Filter-Id = admin_grp

suzuki Filter-Id = port_grp E %

tanaka Filter-Id = port_grp -1 =

yamada Filter-Id = port_grp

NS-2250 W7 BRI L—EVTRE
e e a—HERI TIL—T% TOERE
o EEEEL Y | amin gp | BECEFLA

—fga—4 normal_grp
R—ba—4 port_grp D T7ILiR—k1~10

B4-2 2A—H—JI—TOHBNEVTILR—- DT ICRER (T IERTIL—T)

723, RADIUS REED I LT d 2 —H — 27— FRFE X N WIS OEIEL [(6) 2—F—
IN—TPRFETCERNLI—F —D7 7 AFEORE] 2BRBLTLEFE WV,

0274 YEEOELIEEZ, OBEBEH 2 —Y — (root), @2 —¥ — (normal), @R— F 21—
H— (portusr) TT, XA L7 FE— FOHHIIE, AR T4 > TET 72 AMEODD S 5
BEEOEVWDBDOTEI A YL, K= b —=NR=ADT7 7L RIBODT 7L AN D 555D
ALY TEET, L7 bE—FOBRI A VRRICE, 2O2—F —DFDO 7 7 & ZHERO
@QRD5bb o dBEEOEVDOTRI A Y LET,

K47 FUORRAITIN—TORERABT AT >T51—H—
* RADIUS Y —/\—® Filter-Id 58 H#A1 LY +FE—F LI hE—
ERE R
* create auth access_group IV >~
rD
HEAR
KIK7 72 2 R—=r727ER
EEEH — Y — WEEMH I — X EEH—
H— B —
—fL—Y— it —H— X —fL—H—
A—br2—HF— X A—bra2—¥— KR—-baz-—
qji__
KEEHIL Y — /R —F— HEEML— X WEEM I —
H— B —
EEEMLI—Y—/R—b—¥—  EEEHIL-— A—ba—¥— KEEH2—
- B —
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* RADIUS #—/\— Filter-Id 5 ALY FE—F tLIME—
ERE [
* create auth access_group IV >
rFD
RERE

EN Ny S R=+727E2R
—ff = —/ A — b2 —fE2—F— K- b2—F— Y
REEHL - —/— ka1 —¥—/ KEEML— K- ba—¥— KEEHL-
R N #— -

X7 7% ZAH]

AHEEEIX. NS-2260 DEHDNZ L, 2O, HBOR— b 2—F—D7 72 AN —TFEEHHRL
72 WA, NS-2260 IZAR— b2 —HF—MNT7 7L ATELZS U 7IAR— FBERBGE (f
ZIE, userl A7 7L ATE ST 7LR— M&, NS-2260-1 Tl& 1-10, NS-2260-2 Tl 15-20
Y KAREERITD LEFTT,

BEL LT, 2BDNS-2260 TV 7 NAE— bADT 7L ZMEREZ S 2 DODKR— b2 —%—
DT IRRATN— T2 RS 2REH R L T,

B NS-2260-1 DEE

CBEEHI—Y—D7 72 AV —7  admin_grp
L= —D7 7RV —7  normal_grp
K= b2 —HF—DT7 LRI N—T  port_grpl

- port_grpl DTV 7ILKR—=+ DT 7 LA 1 1-10
K= bL—HF—DT7 I LRI N—T  port_grp2
-port_grp2 DY 7ILKR—+D7 7 A 31,32

(c)NS-2260-1# create auth access_group root radius filter_id admin_grpy

(c)NS-2260-1# create auth access_group normal radius filter_id normal_grp,
(c)NS-2260-1# create auth access_group portusr port 1-10 radius filter_id port_grpl 4
(c)NS-2260-1# create auth access_group portusr port 31,32 radius filter_id port_grp2 4
(c)NS-2260-1#

B NS-2260-2 DFFE

CEBEEEO -V —-D7 7RI L—7" ! admin_grp
kL= —D7 7R )V—7  normal_grp
cAKR—= b 2—HF—DT7 LRI N—T : port_grpl

- port_grpl DTV 7ILR—= D7 7L AHE 1 15-20
K= b2 —HF—DT7 LRI N—T  port_grp2
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cport_grp2 DY 7 ILKR—+DT 7 LA 1 1-5

(c)NS-2260-2# create auth access_group root radius filter_id admin_grpy

(c)NS-2260-2# create auth access_group normal radius filter_id normal_grpy
(c)NS-2260-2# create auth access_group portusr port 15-20 radius filter_id port_grpl 4
(c)NS-2260-2# create auth access_group portusr port 1-5 radius filter_id port_grp2 4
(CINS-2260-2#

ARLEE I IAZEEB R D 1 — B ILEBHE— RADIUS #ZEFDJEZE T2 —Y — 3
PITVET,

—ff 21— —% RADIUS FZAE§ 2 G A AREBNICEFR I N TV S %
2—F—ZFHIFRT 22, L IE RADIUS — N—ZEHFHFHL 7282 Y —
REBRZZNRATV—FEFREL T LIV, —fKL—HF —DRT—F
DEGFFREINTORWGEEIE, SRAT— R X—VF—% ANBZT TR
EEANOBR —DVRIAETHRII L 74 U a[REr 2D T DO TIHEEL
72 Z W,

HEEEFHL—F—Ton A v sua~vy FEFRDFRETY, RADIUS
P N—ITEFR L 7SR — R B 2827 — R EEEH 2L — —
WERELTLIEE W, 2L, EEEH I —Y — (roo) IF—fft1—¥ -2t
B DHBRTZ2 23 TEER A,

o~ F Y 7 7 L > 2D create auth access_group 2 <> K, BLK, AED 1k C
7 FVEa—1 & RADIUS &RE/7 7 ¥ b ¥ —N—3EHl) 2ZMLTIIZE W,

B (6) I——JI—THRETETLVWI-—Y—DT7 I XHEDHKE

RADIUS GEREDSEHI LT & 22— — 7 — THIRFE T 7202 —H — (RADIUS GEREY — N — 72

5 Filter-Id 7 bV ¥ 2 — MEME SN T I RD - 235550, Filter-Id 7 MV B 2 — MAZS create

auth aceess group 2% > F 35 X U set auth radius server {normal | root | portusr } filter_id_head 2~
YIFTHRELZWITNOXFHNE b —HLRWIEE) O7 7t XA, set auth radius def_user

XY FOREICEIDRED $5,

AKa<wy FTE, =¥ —D7 7t RAFj#EE LT none. normal, portusr ZF5ERIAET S

cnormal : KME7 Vb 22— — LTS
s portusr . R—+ 77 RA—F - LTHS (BTOZY 7AKR— MI7 7k AR
‘none . 7 7B AREERT S

¥/, LURD 3= FTnormal & portusr ZRIRFICHEE T 5 Z BT, YFEL—H —I3AK
77 RABLOR— 77 L ADMTHATRET S,
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(cINS-2260# set auth radius def user normal portusry
(c)NS-2260#

B, [FRHEED A RE R A S D1 normal & portusr DATH D |

none IDNRT X — X — L FRHCEET A Z 8 IETEEE Ao

F 7o, EEIEERE normal DFRIZ portusr ZIEE L7 S ICEME D 5,

X BT, portusr & LTD T 7t RIE, portd A3 direct E— K £721% both E— RICREINTE
D. direct E— FTHERHRINIGER D AR TT,

portd 2% select E— NIZEE SN TV BHEE, AK7 7+ R (normal) & R— + 72+ (portusr)
DHRHBTER WD, KET 7228 LTI T,

ZDaAvY RPFESINTOVARWEEIX, portusr & [FURENHH I E T,

A—HF— N —TPFETCERNLI—F —D7 7 ARERT 2123, U FDa~<y FEEST
L%,

(c)NS-2260# set auth radius def_user noney
(c)NS-2260#

(7) NAS-Id 7 U Ea2—MEDEE

RADIUS FBiFH — N —R 7 H T Y b —R—I1T 7 54 7 FANS-2260 TH 3 Z L Bikpl X8
N—R—DIZ, NAS-IdD7 F P a— FOEEFRET 2L Foa~wy FEEITLES, &
DA<y FRAREZINTORWES, NAS-Id ICIEAEBEOARIMHRES EMINE T,

(c)NS-2260# set auth radius server 1 nas_id SmartCSy
(c)NS-2260# set acct radius server 1 nas_id SmartCSy
(cINS-2260#

(8) su AV Y REITEDRE1I——2DEE
—fa—F -T2 LB u A~y FE2ETT 3 L EEEMHL - TR N TE

F9, ZDsua~vy FEETLRLEIZ RADIUS SR ffbi b 2 —% —%id root T,
BT 22— —HEEETZHEFIUTOa~y FEEITLET,

(cINS-2260# set auth su_cmd username csadminy
(c)NS-2260#
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B (9) 21—H—-FBARBEFD T AU > b STOP N7y FDEHFEDRE

2 —H =GR D 7 H 7 > b STOP %% v b D& /775X set acct radius auth_deny_stop 3
Y RTHRELET, PO LI off ZRET 5 & WALICKKLTH 7 A v > b STOP /%
v FOERIZITVWERA, THHARFOREIZ remote(RADIUS FRALRKEFICOAT H o >~
k STOP %7 v F ZEHT %) T,

(cINS-2260# set acct radius auth_deny_stop offy
(c)NS-2260#

B (10) Message-Authenticator 7 k1) £ 21— F D¥JBIRTE

Z{Z,%347 v D Message-Authenticator 7 h Y B2 — b2 F = v 7§ 35H1%
set auth radius server { 1|2 } require_msg_auth { on | off }ZF&E L T R\,

FRREMNE 2% BT Message-Authenticator 7 b U B 2 — FOIEEN TV 2204513 258513,
UFroa<y FE2RELET,

(cINS-2260# set auth radius server 1 require_msg_auth ony
(c)NS-2260#

4.6.4 TACACS+HEEDRTE

TACACS+H —N—T2—F — %R/ EKZE L=, 7Ho a2 FET3 I3 Ndoa~
VEREEITLED,

B (1) TACACS+#REDRTE

2—H G 7 H 7~ b TACACS+HICZH LT, TACACS+H—N—DIP 7 KL 212 172.31.1.1,
=21y bF—IZ abcdef ZRETAHEEFUTOa~Y R2ETLET, FiEEETIX
TACACS+iBiE X N2 L —PF =l I RTR— b 2—HP -2 LU ET, K-V -
BEEHEL - —I1IAEEDONEREREE (7 — A VEEE) TITbilE 3,

AZEE Tl TACACS+H — AN—fllD KR — b &HEE % TCP49) EZEIZ L TWE T,

(c)NS-2260# set auth mode tacacsy
(c)NS-2260# set auth tacacs server 1 addr 172.31.1.1y4
(cINS-2260# set auth tacacs server 1 key passwordy

[—2Z L v bF— (abcdef) AS]
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(c)NS-2260# set acct mode tacacsy
(cINS-2260# set acct tacacs server 1 addr 172.31.1.14
(cINS-2260# set acct tacacs server 1 key passwordy

[—2Z Ly bF— (abcdef) AJI]
(c)NS-2260#

L —REBEEM 1 —H — % TACACS+H — N\— TR X351, BhD I(3) 7
Y RIN—E Y ITHERRIC L 32— — L —TOFHEAE >V 7 AR— DT 7k AFIRDOE
E EBRLTIEIW,

B 2) #1L7Y MEDEE
TACACS+DRBEL/EEBI 7 D DX A L7V MERZRET 258U T a~ >y F2FET
L%,
ZA LT FOTHHAHEIZ S B TEREZINTVWET,

(c)NS-2260# set auth tacacs server 1 timeout 104
(cINS-2260# set acct tacacs server 1 timeout 104
(c)NS-2260#

B Q) 2—H—JL—TFOFREIVTIR- DTV IFROFBE (FI7ERXTIL—-EVD)

7 7B RA TN —E Y ZHEEEIX. create auth access_group < ¥ R CHEERH L —9 —/—ft2—
F—/R— F2—F— 2T 27DD7 NV a— b 2HDORT ZAREB ISR L THEHL £
T K= b2 —HF Q@7 7L RAEFATEIVTARE-FDV RS —HECHELE T,
ZO7 MY a—OHHET (ZDOFITIE grp) & E (Z DRITIE grp=admin_grp 72 &) DR 7132
EEEEMEEICRDZ 2P TEET, TACACS+Y —N—DL—H—EFKICD, ZDavr
FTRELZT7 PV Ea— b EHORTZREL TSN,
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BTACACS+H—/ %

1% FRIE2—hEEORT
somebody grp = normal_grp TACACS+H—/3\
root grp = admin_grp
suzuki grp = port_grpl D %
tanaka grp = port_grp2 = =
NS-2260-1 NS-2260-2
ErEk &)

W7 VERTI—EVTEE W7 IERTIWN—EVTEE

1—H1ER| TrJEaA—rE | PYTLKR—b 1—YFER FrRUEa—kE | SYTLE—LDT
EORT DT IERE EORT I RE
EBEEE1—H grp = admin_grp | EREFRA HEBEEEIL—Y grp = admin_grp | EREARTA
—fga—+ grp = normal_grp —fga—4 grp = normal_grp
R—ka—4 grp = port_grpl 1~10 R—ba—4 grp = port_grpl 15~20
grp = port_grp2 11~20 grp = port_grp2 20~30

K43 I—H—JIL—TOHBHEVTILR—rDT7 U1 XFIRDEE (TACACS+)

ARILEITLLT DREZAT o 72 TACACS+H — N—IZER I —D7 P YL a— b
ED. XD ESCa—F—HHIRRESNE T,

(c)NS-2260# create auth access_group root tacacs attr grp val admin_grpy

(c)NS-2260# create auth access_group normal tacacs attr grp val normal_grp,

(c)NS-2260# create auth access_group portusr port 1-10 tacacs attr grp val port_grpl 4
(c)NS-2260# create auth access_group portusr port 11-20 tacacs attr grp val port_grp2 4
(CINS-2260#

cgrp 7 b U ¥ 2 — MHED admin_grp TH - 725 H1CI1E,. 2D —F — %3
LTV E T,

cgrp 7 MU B 2 — MEDY normal_grp TH o 72 5HE
g s

~grp 7 b U B 2 — MED port_grpl & L < 1& port_grp2 TH - 7235E12IE. £ DL —H —% port
77 RAITN—=TBLTVWAER— b 2—HF = LTIRVET, F/. port 77 LRI —
FRBL TV I—F—ZRFavy FTIHEESNTVWE Y 7AKR— bAD 7 7 L AMEZ &
ELET,

TACACS+DFBFE/ AR LT 2 —F — N — THRE X Wi
BN —THRRFETER NI - —D 7 7 AFEDERE 25

EEHL—Y—2

Wit 20— —%—fka—+F -t LT

HoEfE: T(4) 22—
L TLEEW,

I =PI N—TDPHRESN TV ERHEEOR T4 YIROELIAIEZ, OEEEH -V —
(root), @—f L —4 — (normal), @K— ]*Jl—ﬁ‘— (portusr) T¥, XA L2 M E— FDOEFAIZ
F. AMRa 74 U TIR7 7 AMEROQD 5 bEEEDEWSDTR T [ VL, K— b ——
ANDT 7R RFODT 7 AR D ZGEDARTAL VTEET, L7 FE—FOur S v
FCIZ, Z2D2—F—DFO7 7L ZMROOBOD 55 - L b ELEEDOFH VD THI A ¥
LET,
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K48 BEHOTI/ERITIN—THRESNTVBRHBRICOTIVTHI—H—

create auth access_group AV K AL IFE—F LY ME—
P AT S ST R
KEEHL —— KEEHa— X KEEH —

B — B —
—fa—H— —L— Y — X —fL— Y —
A— b —H%— X A—r2—F— KR—-IPa-—

P

LEEEML - —/— 2 —F — LEEM 2 — X LEEEM L —

B — -
HEEEHL Y —/R—b2—H— EEEHI-— R—ba—%— EEEHI—

- H—
—L—Y =/ R b — —f =Y — R—ba—H— —fga—¥—
KEEHA - —/ a2 —¥—/  HEEEH2-— K- ra-¥- EKEEH2-
R b= — P— B —

X7 7 AAH]

7 7R RATN—E Y IHREIX. REBDOABPZWGE, H#EOKRK—- 2 —F—DT7 LR
N—TEERLIZWIGE, BBEBICR— P 2—F N7 7L RATELZTY) 7L R—IDBERD
BE (BlZIE, userl 7 7B ATE 2 7K — M, NS-2260-1 Tld 1-10. NS-2260-2 T

X 15-20 72 ) (R T % 2 EFTT,

B 4) 2I—5—JIIN—THFETETAEVI—HF—DT7 I IFEDRE

TACACS+RA/AEBD I LTS L —F = TN — TFPRETE RN —H — (TACACS+H —
N=Po2—HF—FHIZHNTE27 PV L a— bPESLNT IR oGER, 72—
k ¥ {EHD X7 7S create auth aceess group 2% > K THEE L 72WTNDXFHN L b —H L2\
&) D7 7 AFIEIE, setauth tacacs def user 2 FOREIWC I DIRE D £ 5,

RKa<wy FTE, 2—¥—D7 27t ZA}5EE LT none, normal, portusr ZFEERHET T
normal [IAR(K 7 7€ X2 —% — portusr (&R — b7 7R —H—¥ LTV, none ZFHE L

PGB T 7 e ARERLET,

*normal | KIK7 722 —H—2 LTS
s portusr : R—+ 77 RA—F - LTHS (BTOZY 7AKR— MI7 7k AA[HE
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‘none . 77t ABELRTS

F/z. LIRDa~ > K257 %2 H T normal & portusr % [FARFICIEE S 5 Z L I TE, Y1 —
F—BARAET 7 EABLIR— 7 7L ZADWITHATRET T,

(c)NS-2260# set auth tacacs def user normal portusry
(c)NS-2260#

7B, [FARHEEDAEER A S HE X normal & portusr DATH D |

none (ZMD 8T X — X — L [AFHCHEE ST 5 Z L I3 TE X H Ao

¥ 7=, EEIEERIE normal DFRIC portusr ZIEE LGB EICHEM b 5,

X 512, portusr £ LTD T 7+ A&, portd 23 direct E— K F721% both E— FIZRESINTEH
D, direct E— FTHEHRINHBEROAHTS,

portd A3 select & — FICEE SN TV AHEF AMET 7€ X (normal) & R— b7 7+ R (portusr)
DHFIATER WD, KET 7R LTHRDbIE T,

DAYy FHRRESNTVRWEEZ, portusr & [A UREDEH SN E T,

=P =T N —TPRETELR VLI —D7 7 AZHEET 2123, UTFDa~vy F2HET
L,

(c)NS-2260# set auth tacacs def_user noney
(cINS-2260#

B (5 sudv > REFTROFREI-—Y—RDEE

—L—F—Tu L VL RICsu a~v Y FEETTZ e EEEH LY IR N TE
£9, 2D sua~vy FEFETLEEIC TACACS+3REFIcfEibil 3 2 —HF —4 1 root T,
BT 22— —HEEETZHEFIUTOa~xy FEEITLET,

(c)NS-2260# set auth su_cmd username csadminy
(c)NS-2260#

B (6) 1—H—SREAEEREED 7 Ao k STOP N v FDERFEDHRTE

I — P —FERERMEED 7 H7 > b STOP »%%7 » b DiEH /IEIX set acct_tacacs auth_deny_stop 3
TV FRTHRELET, FDEI W off ZRRET S &, AR LTH 7 A7 >+ STOP ¢

7y FOEHIZITVWERA, THHERRFORZE T remote(TACACS+ERRERMIFICD AT 7 >
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4.6.5

4.6.6

k STOP %7 v b2k $ %) TT,

(c)NS-2260# set acct tacacs auth_deny_stop offy
(C)ONS-2260#

TELNET Y —/N\—DH{E

TELNET % —N— DR —  EEZLEF T AT N a~vy REFEITLED,
FAETE 5 TELNET 3 — N— DR — F&ES1E 1025~65000, 77 + L MX 23 T,

(c)NS-2260# set telnetd port 2023y
(c)NS-2260#

SSH H—/\—DH{RE

SSH 2 54 7Y MipbAKERLKR— M — =127 72T 512iF, AEEIZ SSH Y — =D
REDRETT,

ALEED SSH H— N —1d, Z—F—ID £ 827 — F2HHT 2827 — F (Basic) 283 & .
BHSE % (3 2 NBH#E (Public) FRRED 2@ D ZHR— P LTWET, X2V 74 —%:%ﬁ@“
B35E0E. INBABE (Public) FRAE R FEIR L TL & W,

THHEIRED SSH D FRAEE T TN BHE (Public) F8RE T3,

SSH #r— N—DH/EFITHIHEE. 443 K=+ H—N—Da2—F—F3F & T465 &
Y —N—D7 7t 2R dSWLTLEX W,

B (1) SSH ®/XX7T— K (Basic) SRE%1T51HS

m Q)

(c)NS-2260# set sshd auth basicy
(c)NS-2260# enable sshdy
(c)NS-2260#

SSH 0) B‘Fﬁﬁ_ (Puhll(:) wunE%,_ 5%A

(c)NS-2260# set sshd auth publicy

(c)NS-2260# set user userl sshkey public ecdsa-sha2-nistp256
AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAAIbmlzdHAYNTYAAABBBI 1tUwO1QLHfZEYM1F72v1NrkUGb29aQZ1q34YgJ928gYKBp4F9
PY21JhBkGFvtmCEfWD4ei/01gkoWT®o8YZuY= testy

(c)NS-2260# enable sshdy

(C)NS-2260#
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SSH 7 4 7> FmAKRTER L -NFE#HPIEEL T3, DNBEIZ 11TD
i AZE AN AT, FEFHNIKEICINE S K5I DRLTHRBELTVETOD
T, EBRICANTTT 3 & 238U T2 AN WTL 280,

SSH 7 74 7~ PR TR 24K 2 57K, 8B SSHZ 747> by 7 +OfEH
BBl TS,

B (3) SSHOR—+BE2ZLTEITBIHE
SSH ¥ —N—DKR—- b REELHETIIEFiLa~y REEITLET,

RETE S SSH H—N—DKR— F&HFE1E 1025~65000, 77 # L M 22 T,

(c)NS-2260# set sshd port 2022y
(c)NS-2260#

SSH ¥ — N—DIRAEIX. show service I~ N CHERRTEE 3,

(c)NS-2260# show servicey

<telnetd>

status : enable

port 1 23
<sshd>

status : disable

port : 22

auth : public
host_key : device_depend
<ftpd>

status : enable

(c)NS-2260#

4.6.7 WebH—N—0DH/TE

REST API #%REZ FIH 3 2 121%, AZEEIC Web B — N—DFEDMET T,
AIEE D Web H— N—{F HTTP & HTTPS #HHE— F L TVWET,
TR S & MR > TVET,

H (1) HTTP ZE8WICT 355
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(cINS-2260# enable httpy
(cINS-2260#

B (2) HTTPS Z2BMICT 358

(c)NS-2260# enable httpsy
(cINS-2260#

B (3) HTTP/HTTPS O — +EE2EET 35S

REST API #§BED ¥ — ¥ AR — b &FS1Z, set http/https port I~ > FTEEFTZ I N TEE
T, ETES Web H—nN—DKR— FHFEIZ 1025~65000 T, 7 7 # /L b ik HTTP(10080).
HTTPS(10443) T3,

(c)NS-2260# set http port 20080
(c)NS-2260# set https port 204434
(C)NS-2260#

468 BEY—N—0D7 27t XFIR (allowhost)
AREEBIIR 4RI —N—D7 7 RAZHIBT2 e TEET, AEBTHELTNS
PF—N—TLIZ, BRETFTE 947V MERDAY VY= 7 FLARBET S Z LT,
STV INHERP DT VR EHIRT A N TEET,

x49 TIELAFRHMNRETE S —N— THHARORE

7 Ut ZHIRH TiHEERO  TIFHERHCERZFFTIL TV
BETETZH—N— TPOERFER By bET—UFKLZR
Telnet H— N — Gl ALL

SSH #— 3 — B -

FTP #— N\ — ESHy -

AR— b ¥ — "= (Telnet / —<LE—  FFA] ALL

F)

RR— P~ <
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7 Ut RHRH

WETEZY—/N—

THHERO  TEHERICERZFFTL TV
TOERKIR BRYET—OFTFLZR

HK— b ¥ —N— (Telnet E=&X —FE— S -
F)

R—FH+——(SSH / —<LE—F) HEH -

F— b H—N— (SSHE=X—E—F) {if -

REBDOTIHBHFAREOR X — 7 v 77 7 A MK, Fitoa~xy RRREEINTVET,
(T35 O allowhost X E)

create allowhost all service telnetd
create allowhost all service portd telrw all

ALEE D Telnet b —N—IZ7 72 ZATES S v b7 —2712 192.168.1.0/24 ¥ 2001:db8::/64 %
FEEDOSVTZAR—F (1-8 ¥ 17) I Telnet D/ —<LE— FEHEHA]TE2 2y hU—2 ¢ L
T 192.168.1.0/24 ¥ 2001:db8::/64 ZBHNT 2121k, Ridd X 5 1< create allowhost 2 > K& E

fTLES,

(c)NS-2260# create
(c)NS-2260# create
(c)NS-2260# create
(c)NS-2260# create
(c)NS-2260#

allowhost 192.168.1.0/24 service telnetdy
allowhost 192.168.1.0/24 service portd telrw 1-8,174
allowhost 2001:db8::/64 service telnetdy
allowhost 2001:db8::/64 service portd telrw 1-8,174

B —N—FFA] LT3 7 7+ ZX—EIlZ, show allowhost 2~ N THERRT= 7,

(cINS-2260# show allowhosty

Service Address/Mask Access tty List
portd/telrw 192.168.1.0/24 1-8,17
portd/telrw 2001:db8::/64 1-8,17
telnetd 192.168.1.0/24 -

telnetd 2001:db8::/64 -

(c)NS-2260#
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4.6.9

create allowhost 2~ > Fid. EDITH5IEFZICFHHX N E T, HlAIEX T
LD 2ITHEREINTWVWBIGEEE. 21THIFFMI X T A, RERITIZ
delete allowhost 2% > FTHIERL TL &\,

create allowhost all service telnetd
create allowhost 192.168.1.0/24 service telnetd

Firewall(ipfilter/ip6filter) D& E

ZfEA4 ¥ X —7 = 4 AT Firewall(ipfilter/ip6filter) Zi%ET 5 Z Ik D, IP 7 KL 271 b
aVfERl, K= ESRETT7 7 AFIREITS 2e N TEET,

TEEDFNE LANT R — T Firewall f2E 21TV, EFTTIP 7 F L A2 172.16.0.0/24 25 D
ICMP/telnet/snmp D A% FEH X B 2 ET T,

(c)NS-2260# create ipfilter input line 1 accept ethl any 172.16.0.0/24 icmpg
(c)NS-2260# create ipfilter input line 2 accept ethl any 172.16.0.0/24 tcp 23y
(c)NS-2260# create ipfilter input line 3 accept ethl any 172.16.0.0/24 udp 161y
(c)NS-2260# create ipfilter input line 4 drop ethl any any anyy

(c)NS-2260# enable ipfiltery

(C)NS-2260#

[ERRIC ip6filter ZFEE T BHEE FLD L DI D £3, HEEILIP 7 F L ZAH32001:db8::/64 2>
% @ ICMPv6/telnet/snmp D A 7% i X H B ETT o

7B, Tkl X5 ITRERD DDAET 71 ZFFA] LEFATIE drop & 3% X 5 7235513, Neighbor
Discovery TffifH{ 3% ICMPv6 ® & £ 7 135 (Neighbor solicitation). 136 (Neighbor advertisement)
DFFAREZ LT EIRL TS W,

(c)NS-2260# create ip6filter input line 1

(c)NS-2260# create ip6filter input line 2 accept ethl any 2001:db8::/64 tcp 234
(c)NS-2260# create ip6filter input line 3 accept ethl any 2001:db8::/64 udp 161,
(c)NS-2260# create ip6filter input line 4 accept any any any icmp 1354
(c)NS-2260# create ip6filter input line 5 accept any any any icmp 1364
(c)NS-2260# create ip6filter input line 6 drop ethl any any any

(c)NS-2260# enable ip6filtery

(c)NS-2260#

accept ethl any 2001:db8::/64 icmpy

RECIE IPsec RXERFT VPN RS 2580 7 4 VX —3&REFITT,

IPsec ZFIH T 2GETEENLTZRDNT v P T 4 VR —BEENPDEL 2D FT,

%] 213 IPsec ;@E1C & % VPN ##i 247\, SSH/SFTP 12 & h AEEIC T 7k 2§ 2 DTHIUI.
IPsec {2 ® IKE(UDP 500). NAT bk < N—%)L (UDP 4500) ¥ SSH/SFTP(TCP 22) Z#Fr[ 3 3%
TROTZ AN —REZFERLE T,
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(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#

Firewall(ipfilter) ®

create
create
create
create
create
enable

ipfilter
ipfilter
ipfilter
ipfilter
ipfilter
ipfiltery

input
input
input
input
input

(cINS-2260# show ipfilter inputy
status : enable

<ipfilter preset input table>

num target
1 ACCEPT
2 ACCEPT

num target

line 1 accept
line 2 accept
line 3 accept
line 4 accept
line 5

in destination source

&3 0.0.0.0/0 0.0.0.0/0
lo 127.0.0.1 127.0.0.1

<ipfilter configurable input table>

in destination source

1 ACCEPT ethl 0.0.0.0/0 0.0.0.0/0
2 ACCEPT ethl 0.0.0.0/0 0.0.0.0/0
3 ACCEPT ethl 0.0.0.0/0 0.0.0.0/0
4 ACCEPT ethl 0.0.0.0/0 0.0.0.0/0
5 DROP ethl 0.0.0.0/0 0.0.0.0/0

(c)NS-2260#

Firewall(ip6filter) D%

ethl any any espy

ethl any any udp 5004
ethl any any udp 45004
ethl any any tcp 224
drop ethl any any anyy

REF NGO a~v Yy FTHERT 2HMNTEXT,

prot
all REL,EST
all

prot

esp

udp 500
udp 4500
tcp 22
all

WD a~y NCHERT2ENTEE T,

(c)NS-2260# show ip6filter input

status : enable

<ip6filter preset input table>
destination

num target in

prot
1 ACCEPT

1:/0

all REL,EST

2 ACCEPT lo

all

28dl

<ip6filter configurable input table>
destination

num target in

prot

[

icmpv6

[N

tcp 23

w

udp 161

ACCEPT ethl ::/0
ACCEPT ethl ::/0

ACCEPT ethl ::/0

4 DROP ethl ::/0

all
ACCEPT
icmpvée 135
ACCEPT
icmpvée 136
ACCEPT *
icmpv6e 135
8 ACCEPT *
icmpvée 136

@]

[=)]

~

(c)NS-2260#

1:/0
1:/0
1:/0
1:/0
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Firewall(ipfilter) D#iFHEHRIZ FitDa~ > N CHRT2ENTEX XY,

(c)NS-2260# show stats ipfilter inputy
<ipfilter preset input statistic>

pkts target in destination source prot
O ACCEPT * 0.0.0.0/0 0.0.0.0/0 all REL,EST
0 ACCEPT lo 127.0.0.1 127.0.0.1 all

<ipfilter configurable input statistic>

pkts target in destination source prot
0O ACCEPT ethl 0.0.0.0/0 0.0.0.0/0 esp
O ACCEPT ethl 0.0.0.0/0 0.0.0.0/0 udp 500
O ACCEPT ethl 0.0.0.0/0 0.0.0.0/0 udp 4500
O ACCEPT ethl 0.0.0.0/0 0.0.0.0/0 tcp 22
® DROP ethl 0.0.0.0/0 0.0.0.0/0 all

(C)NS-2260#

Firewall(ip6filter) DFiEHERIE FicDa~ > FCHR T2 ENTEF T,

(c)NS-2260# show stats ip6filter input
<ip6filter preset input statistic>

pkts target in destination source
prot
0 ACCEPT * ::/0 ::/0
all REL,EST
0O ACCEPT lo ggll HE
all

<ip6filter configurable input statistic>

pkts target in destination source
prot
0O ACCEPT ethl ::/0 2001:db8::/64
icmpv6
O ACCEPT ethl ::/0 2001:db8::/64
tcp 23
0 ACCEPT ethl ::/0 2001:db8::/64
udp 161
® DROP ethl ::/0 ::/0
all
® ACCEPT * ::/0 ::/0
icmpv6 135
0 ACCEPT * ::/0 ::/0
icmpv6 136
® ACCEPT * ::/0 11 /0
icmpv6 135
® ACCEPT * ::/0 11 /0
icmpv6e 136

(cINS-2260#

4.6.10 IPsec DHTE

IPsec Z{#i-> T VPN ZME L 7 — XEEEZESLT 2 I Tida~ Y FEEITLE T,
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<UT—MibE> ) R E— K <t>H—fls>
BEXESH S 30.1.1.1 20.1.1.1 l::::l
e

B = Internet VPN »

IL—%5
ERNR 10.1.1.0/24 L====J
mE  [v-u ) NNS-2260-1 NS-TOKYO k 1.1.0/
A=k

4-4 TPsec IC&k 3 VPN {85

TREOHNIEE 7 LTV X 4 (AES128), #BAE7 /L3 X4 (SHAL), DH ZLv—72
(1024bit) TIPsec IC &k 3 F Y 2B L AR Y X —KETHESTAHTT,

tXaVT7 44— —bU A ID & U TAREREICIE NS-2260-1, Xf[AZE#ED ID 12 NS-TOKYO
ZIEE LT, IKE CTHOWA2 HAEREERL T,

IPsec b > L DRIC NAT Z5E 535 % 35513 set ipsec conn leftid %P set ipsec conn rightid % 7% E
LTLEZ W,

(c)NS-2260# create ipsec secret psk NS-2260-1 NS-TOKYO passwordy

Pre-Shared-Key password CHERHE#RZ ATD
Retype Pre-Shared-Key password CERTHEE#Z AT

(c)NS-2260# set ipsec conn 1 auto addy

(c)NS-2260# set ipsec conn 1 leftid NS-2260-1y4
(c)NS-2260# set ipsec conn 1 rightid NS-TOKYOy
(c)NS-2260# set ipsec conn 1 left 30.1.1.1y
(c)NS-2260# set ipsec conn 1 right 20.1.1.1y4
(c)NS-2260# set ipsec conn 1 leftsubnet 30.1.1.0/24y
(cINS-2260# set ipsec conn 1 rightsubnet 10.1.1.0/244
(c)NS-2260# set ipsec conn 1 keyexchange ikevly
(cINS-2260# set ipsec conn 1 ike aecl28-shal-modpl1024,
(cINS-2260# set ipsec conn 1 esp aecl28-shal-modpl024
(c)NS-2260# enable ipsec conn 1y

(c)NS-2260#

1
1
1
1
1
1
1
1

FHT2A2y hU—212& > T, setipinterface mtu 2~ > KT MTU % @Y 2 HIZERE LT
XV, Rl LAN1 ® MTU % 1280byte IZFE L TWE T,

(cINS-2260# set ipinterface ethl mtu 12804
(cINS-2260#

IPsec DIEHARFEIZ Nt a~ Y N CHERT 2 HNTE T,

(c)NS-2260# show ipsec statusy

Security Associations (1 up, O connecting):
conn_01[37]: ESTABLISHED 118 minutes ago, 30.1.1.1[NS-2260-1]...20.1.1.1[NS-TOKYO]
conn_01133: INSTALLED, TUNNEL, reqid 2, ESP in UDP SPIs: cc2ac764_i cf835d47_o
conn_01133: 30.1.1.0/24 === 10.1.1.1/24

(C)NS-2260#

4-52



4 B B

47 ERTEORE
471 SNTPIUSA 7> DERE

SNTP 7 94 7> b RBET 512iE. Nit® & 51T set sntp server 2 > K, set sntp polltime 2
<Y REFITLUET, SNTP H—— (172.16.1.1) IR =V ¥ 7 X 4 < — 900 A TAZEE DK
FRERIEIXE 2581, Tidoa~y REEITLET,

SNTP #—N—3RK2BETEHRTEE T,

(c)NS-2260# set sntp server 172.16.1.1y
(c)NS-2260# set sntp polltime 900y
(c)NS-2260# enable sntpy

(C)NS-2260#

SNTP 77 5 4 7 > + DIKAEIL. show sntp, show sntp detail 2<% > FTHERET A2 Z N TEE T,

(c)NS-2260# show sntpy
<sntp information>

status : disable

poll interval : 600

primary : ntp.example.com
secondary : 10.255.255.123

last access -
last access server: ---
last access time : ---
(CONS-2260#

(c)NS-2260# show sntp detaily
<sntp information>

status : enable

poll interval : 300

primary ! ntp.example.com
secondary : 10.255.255.123
last access : OK

last access server: secondary
last access time : 2026/01/19 11:48:49

<primary server>

server address : ntp.example.com
last access time : 2026/01/19 11:48:49
access result : NG (ntp server no response)

<secondary server>

server address : 10.255.255.123
last access time : 2026/01/19 11:48:49
access result : OK

(c)NS-2260#

4-53



4 B B

472 SNMPI—> 1Y bhDERE

SNMP = —Y = ¥ FZRET 2121F. SNMP H— N—% SNMP + T v 7HEDOFRIEZIT o =14,
SNMP =—> = ¥ F2EMZLET,

B (1) SNMPH—N—¥¢d3a=71—DRE
SNMP Versionl/Version2c Z i3 255, SNMP #— N—Z3%E T 5121E. set community 2
~Y FEFEITLET,
172.16.1.1 @ SNMP % — "= 83 I 2 =7 4 — public T, #tAAA (RO) D7 7t X %FFA]
TAIREZITOWE, FeDa~v Y FE2FETLET,

(c)NS-2260# set community 1 name public view ro manager 172.16.1.1y
(c)NS-2260# set community 2 name public view ro manager 172.16.1.2y
(C)NS-2260#

Fita<r FEFRELT (O SNMP =—2 = v FOFEIE 2175 2. SNMP H—N—0 50D
Versionl/Version2c DWW D Get BERIZHIEEFEL F5,

B (2) SNMP 1—H'—DHRE
SNMP Version3 Z {3 25E. SNMP L—H—4 72 =7 M ZFET 5121, set snmpuser 2
~Y FEFITLET,
B =57 20 md5 2T 2 SmartCS ¥\ 5 2 —F —Z2&ET 5121E. Fidoa<wy FERTL
£35,

(c)NS-2260# set snmpuser 1 name SmartCS auth md5 password
authentication password

Retype authentication password

(c)NS-2260#

Fila<~y REFRELT I6)SNMP = — = > FOFEM) 2175 . SNMP H— =050
Version3 @ Get ZRIZIEEL F9,

B (3) SNMP k5 v 7DREFLDHRE
SNMP + Z v FOEEHZRET 512, set trap manager A% ¥ RZFETLE T,
SNMP + 7 v 7DiEEFIC172.16.1.1, v T v 7D I 2. =7 1 —IZ public ZFE (Versionl/Version2
DEE) 50 SNMP L —H% —1Z 1 ZF&E (Version3 DIFE) T 5121F, Fadoa~vy Kz
FITLET,

(c)NS-2260# set trap 1 manager 172.16.1.1 name publicy
(c)NS-2260# set trap 2 manager 172.16.1.2 name public version v2y
(c)NS-2260# set trap 3 manager 176.16.1.3 version v3 snmpuser 1
(Cc)NS-2260#
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SNMP Versionl/Version2/Version3 JTED b 7 v FIHIG L TE D, REBIEETEZ VT v 7
DN—=T a YEREIBETE £ 3, Version3 Z15E L7255 . snmpuser DHS (1~4) BIEE
LTLEE W, N=Y a YERZHE LR WIGEEX SNMP Versionl JTERD + 7 v IR EEH
I

B (4) SNMP OERIBEROHKE
SNMP OEHIEH GREG, Hi&E) ZFE T 121, set snmp location 2% > K, set snmp
contact A7 FEETLE T, XBHATIZ"Server Room in TOKYO", EAZSE 12" Administrator
03-1234-7777T" %2 FGET 512, TiLoaxy FE2ETLET,

(c)NS-2260# set snmp location "Server Room in TOKYO"
(c)NS-2260# set snmp contact "Administrator 03-1234-7777"
(c)NS-2260#

B (5) snmpEnginelD DF&E

SNMPv3 ;E(E THTFIIE A X415 snmpEnginelD % &% E$ %121, set snmp engineid 2 < >
REFITLET, HELLGE, v 32— v — @ X5 snmpEnginelD O 7 + —< v M
DR X512 £75,

180000107041 +FXEMED ASCII 375
RELEZBWE L 73551 ethl D MAC 7 RLAPREZ N, 74—~ v FEMFO X5 1#ib
7,

8000010703 + ethl ® MAC 7 KL &
snmpEnginelD {Z"SmartCS001" Z#5E 3§ 51213, PicDa~v >y FEFTLET,

(c)NS-2260# set snmp engineid "SmartCSO01" 4
(c)NS-2260#

B (6) SNMPI—> x> OB
SNMP =— = ¥ M ZE T 5121, enable snmp 27 FEETLF T,

(c)NS-2260# enable snmpy
(cINS-2260#

B (7) BERTB Sy TDEE
TIGHMRED SNMP =.— Y = &V bDEHRT 2 5 v FAE. R4-10 DEPIFREINTVE T,
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+F4-10 TIHHERICERTIZ Sy

A REE
Coldstart Trap ON
Authentication Failure Trap ON
Link Trap ON
Power Trap ON
Bonding Active Switch Trap ON
Serial DSR Trap OFF

BT Sy SELEHETAIE. PO IE Iy FIMELza~ Yy F2FEFTLET,

(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#
(c)NS-2260#

set
set
set
set
set
set
set

snmp
snmp
snmp
snmp
snmp
snmp
snmp

coldstarttrap offy
authentrap ony
linktrap ony
powertrap ong

bondingactswtrap ony

tty 11 dsrtrap ony
tty 12 dsrtrap ony

(cINS-2260# enable snmpy

(c)NS-2260#

SNMP =—3 = >~ b DIRFEIX, show snmp 2~ > FCHEGRTE 3,

(c)NS-2260# show snmp

status
location
contact
engineid
linktrap
powertrap

authentrap
coldstarttrap
bondingactswtrap
dsrtrap(ttyl-8)
dsrtrap(tty9-16)
dsrtrap(ttyl7-24)
dsrtrap(tty25-32)
dsrtrap(tty33-40)
dsrtrap(tty41-48)

--- trap configurations (1 entry) ---

<trap 3>
manager address
community
version
snmpuser

: enable

: Server Room in TOYKO

: Administrator 03-1234-7777
: 8000010704536d6172744353303031

: on
: on
: on
: on
: on
: off off off off
: off off off off
: off off off off
: off off off off
: off off off off
: off off off off

1 176.16.1.3

; v3
3

off
off
off
off
off
off

--- community configurations (1 entry) ---

<community 1>
community

: public

4-56

off
off
off
off
off
off

off
off
off
off
off
off



4 B B

4.7.3

manager address : 10.5.28.12
--- snmpuser configurations (1 entry) ---
<snmpuser 1>

name : SmartCS

auth protocol : md5

priv protocol HEE
<snmpuser 2>

name T -

auth protocol HE

priv protocol HE
<snmpuser 3>

name I

auth protocol HE

priv protocol I
<snmpuser 4>

name To-

auth protocol I

priv protocol HE

(c)NS-2260#

SYSLOG 7517 > FDERE

SYSLOG 7 94 7 ¥ b %FET 5121, setsysloghost 2~ REFEITLE T,

SYSLOG #—-3— (172.16.1.1) 12, AEEDKR— b+t r%7 7>V F 4 —locald, SYSLOG %
77T 4 —locall, av¥ Fur% 77>V 7 4 —locall & LT SYSLOG ZHriET 255
X, Fidoa~y FEETFLET,

SYSLOG #—N—IZEFE N2 a~< Y Fr DR show log command TRRENEZAAE L
“HET,

(c)NS-2260# set syslog host 1 172.16.1.1 portlog_facility local® syslog_facility locall
commandlog_facility local7 4

(c)NS-2260# enable syslogy

(C)NS-2260#

SYSLOG 7 7 4 7 > t ®I&H#HIX. show syslog, show syslog detail 2~ > R THERTZ 5,

(c)NS-2260# show syslog
Syslog Status:enable
Syslog Format:rfc3164

No. Syslog Host Portlog Syslog Commandlog

1 172.16.1.1 local® locall local?
(C)NS-2260#

(c)NS-2260# show syslog detail
Syslog Status: enable
Syslog Format: rfc3164

Server: 1
Host: 172.16.1.1
Portlog_facility: local®
Syslog_facility: locall

Commandlog_facility: local?
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Server: 2
Host:  —-———-
Portlog_facility: local®
Syslog_facility: locall

Commandlog_facility: -----
(c)NS-2260#

474 SYSLOG XvytE—SDT7#+—< v L&E

SYSLOG #—=N—=ICHNT 2R v =S D7 +—~<v b EZEHET 5121 set syslog format 2~
YEFERFTLET,
PERD 7 +—~< v b (REMH:legacy) 1
<PRI> TIMESTAMP HOSTNAME TAG: CONTENT
(<PRI>& TIMESTAMP IZZEHMBA > TWVET)

RFC3164 IZRE L2356, LRk b %5
<PRI>TIMESTAMP HOSTNAME TAG: CONTENT

HHTARXR v =YD 73—y M2 fc3164 ICRET A EEIE. Fitoa~wy R2FETLED,

(cINS-2260# set syslog format rfc3164,
(c)NS-2260#

475 BEtEVY—ORE

K

REL Y —CTHEEBNORELTIIETE T,
BELZONKEEZHET 2 HNTREL Y —ICHIEMEERET 25513, set temperature
adjust 2 < > FICZBAE T 2 MIEHEZIEEL £9,

MEME 0~20 OFIM THETE, THMAFHEIZ 0 TY,

LU ol AHIEMEIC-10 °CEEE T 2B E OB T,

(c)NS-2260# set temperature adjust 104
(c)NS-2260#

BEY Y — DIRERRIFMEOFEZ. show environment 2~ > R CHERTZ %3,

(c)NS-2260# show environment,

<Environment status>
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Power information

Power unit : AC

Power 1 : ON

Power 2 : OFF
Temperature information

Current temp : 39 deg C

Sensor : 39 deg C

Adjust : 0

(c)NS-2260#

47.6 BRALYV—2DHRTE

RA LY —VEFET 5123 set timezone 2~ ¥ FEFEITLF T,

show timezone list 2<% > FT—ERREINDE XA LV -V HEIEELET,

RA LY =Y DT 7 4V MEE UTC T,

ALEENIFRE 7 7 A VI set timezone Tokyo ZFET 5 Z & TX A LY — ¥ % Tokyo I L TW

e

(c)NS-2260# show timezoney
Timezone is "Tokyo"

(c)NS-2260# show timezone list Hy
1 Al
Hongkong
Honolulu
. Al
(c)NS-2260# set timezone Hongkongy
(cINS-2260# writey
Do you really want to write internal & external startupl [y/n] ? yy4

write external startupl
.................... writing
write internal startupl
.................... writing
(cINS-2260# rebooty

EEHSREEZHAADETIE, T 74V EDEXA LY —2TH% UTC
THRRENFEREINF T,

RA LY —VERE LTRE, BFEREZEEI L TS0,

EZ X o TR LZLHROBENHEIC R 2550 H D £9, BICHHA
T 356, IRGERBEED U I3 TR X0,
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477 CLI O< > FHBEEE (Ansible ¥ DEHE) DERE

CLI a~> FEBERFIAT 21K, AMK7 72 AAJREL — i 2 —F — 2 /ER L. SSH TOARIK
77 2AEREMELL T,

B (1) CLIOVY > RFigex*R179 31— —DHRTE
2 —Y—ZVE T 21201%. createuser 2 <Y RZEFTLET
I—HPF—%% user0l, »SA YV — F% ansible LHKET25EE. Facha~>y FEETLE D,

(c)NS-2260# create user user0l group normal passwordy
New password: ansibley
Retype new password: ansibley

B (2) SSH#EHKDERE
SSH H— N—0DEE% T 3121%. enablesshd 2< > K, setsshd 2> FE2FETLE T,
SSH #— N —ZHRE L R 7 — FEEIE (basic) 2175 KO RET 2HE, Fidoavy FE3H
TLET,

(cINS-2260# enable sshdy
(c)NS-2260# set sshd auth basicy

[Firewall(ipfilter) $§8E | DREESR [FEY —N—D 7 7 AR (allowhost) ] DEFEE LTV
556, BHAZA M PCH OO SSHERZFFAIT 2 XD ICREL TN,

AHEBE T B VW72 BUCHRERRE I~ > R Ansible £ 2 — L OOV T, Hl
WMo Ta<xry Ry 771022, TAnsible @A A F1 Z2SBLTL X0,

478 VYV —=IL7 Ut X¥&HEE (Ansible ¥ DEIE) DT

tty ¥ % — IHRREZ M T 2 BRIE. LR —Y —Z{FR L T SSH TORIKT 7 22 HMLL
Tt ty 2= A7 =7 FEAMLLET,

B (1) tty I*— ez RT3 21— —DHRTE
I—F—FERT 5I12IE, createuser 2~ REEITLE T,
I —H —H:user02/2V A 7 — Ruansible & WO LR —HF —2/EK T 2 12id. Ficoa~vy Pz
FEITLET,
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(0)NS-2260# create user user02 group extusr passwordy
New password: ansibley
Retype new password: ansibley

7 7R AA[REIR S Y T OVR— b RERET HI21E, setuserport IV Y FEETL X T,
user02 LWV L —HF =BT U FZNLE—F 1-10 X7 7 A TEX B3 E5RET ZICE. Fadoaw
VEREEITLET,

(O)NS-2260# set user user02 port 1-104

tty ¥4 — I HRREDOMERR 2 1 55 % 1T1&. set user permission 2<% ¥ R ZEITL 3,

(0)NS-2260# set user user02 permission ttymanage ony

B (2) SSH #EDBERML
SSH H— N—DFREZ T 5121, enable sshd 2~ F, setsshd a~> FEETLE I,
SSH #— N—ZHIL L SR 7 — FEEFE (basic) 2175 L ORET 258, Fibdaxy Fe3H
TLES,

(c)NS-2260# enable sshdy
(c)NS-2260# set sshd auth basicy

[Firewall(ipfilter) $$8E | DFEES [FHEY —N—D 7 7+ ZHBR (allowhost) ] DFFEZ LTV
256, BHEAX N PC LD SSHEREZFT T2 XIICHRELTLIEE W,

B Q) ttyIx—JFAT2 U bOEML
tty A —IF 7Y 27 b EEMET 512, enable ttymanage 2~ Y FEFEITLE T,

(cINS-2260# enable ttymanagey

tty A —I 4 7Y =7 b DIRREIX, show ttymanage 2~ > FCHFRETE F 3,
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(c)NS-2260# show ttymanagey
<ttymanage information>
status : enable

AHERE R B VW2 L BRI HERRE I~ > B Ansible 2 2 — L OFHIc oW TR, Hl
WMo Ta<ry FY 771 >R, TAnsible AFA K 2SR LTIV,

479 CLI O3> R#&EE (REST API £ DEE) DRE

CLI 2~ > FHBEZ R 3 2 B, R — 3 — %2 E L C HTTP/HTTPS TOARIK Y 7 & 2 %
BIMELL £,

B (1) CLIOYY FiEEZRITI3 21— —DRE
I—P—ZERT 5I12IE, createuser A< REEITLET
I —HF—%4: user03/7S A7 — R restapi & W I IR —HF —ZAFR T 2121d. Fadoa~v >y Pz
FEITLET,

(cINS-2260# create user user03 group extusr password
New password: restapig
Retype new password: restapiy

WEZAEP R ZRGZIT 556, BHEMREZNE T2 0ENHD 7,
EHEMERZ (T 53 5121%, set user permission 2~ REFEITLE T,

(®)NS-2260# set user user®3 permission root ony

B (2) Web H—N—0DEMIL
Web — N—%2HFR{L T 5121E. enable http/https 2~ > REFEITL F T,
HTTP TRtz E3L S 256, Fidoa~<w>y FEFITLET,

(cINS-2260# enable httpy
(cINS-2260#

HTTPS TO#E#K 2 BT 2156, Fitoa~y FEFEITLET,
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(c)NS-2260# enable httpsy
(c)NS-2260#

lFirewall(ipfilter) #¥AE] DFRXEZ L TV 255, BHA X + PC 25O HTTP/HTTPS ##5t % 71
AfT 2 KD WHRELTLREI W,

AR BV W BICHERFFEa~ > R URL OF IO WTIE. ko Ma<> F

V771, TRESTAPLERG A4 K] 2L TL XV,

4710 >V =7t X¥EE (REST API £ DE#E) DRTE

tty ~ 43— IWRREZ FIH 3 2%, Rk — — %2 /ER L T HTTP/HTTPS TOARKY 7 & 2 %
AL tty v 2=V 7V 27 bEAEMELET,

B (1) tty TRX—HEEZRITI 21— —DRTE
2 —H—2ER T 5121, createuser 2% Y F2ETLFE T,
I —H —%user04/78 RV — Rirestapi £ WO RRL—Y —Z2{EK T 5121, Patoa~vy FEHE
TLET,

(cINS-2260# create user user®4 group extusr password
New password: restapig
Retype new password: restapiyg

7 7R AA[REIR ) TOVR— M ZERET 1TIE. setuser port 2% Y REETLE T,
user04 £ WS L—HF =23V FIR—=F 11017 7 LR TESL XH5RET 512d. Faoa~
YEERFTLET,

(c)NS-2260# set user user®4 port 1-104

tty ¥ — JHEREDMERR % 53 % 1T1&. set user permission 2<% > R ERITL E T,

(cINS-2260# set user user04 permission ttymanage ong

B (2) Web H—N—DFEMIL
Web H— =% F#{LF 2121, enable http/https I~ > REFITLE T,
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HTTP TO#EHiE BT 258, FacDa~v Yy FEETLET,

(c)NS-2260# enable httpy
(c)NS-2260#

HTTPS CTOEM BT 258, FicDa~v>y FEFEITLET,

(c)NS-2260# enable httpsy
(c)NS-2260#

[Firewall(ipfilter) #&HE1 DFXE%L LTV 255, BHAZ b PC 225 @O HTTP/HTTPS ##i % &F
A2 KXW ELTLZE W,

B Q) ttyIx—JFTT U bOEML
tty ¥ A —I AT Y =27 bEEMET SITIE. enable ttymanage 3% Y REETLE T,

(c)NS-2260# enable ttymanagey

tty ¥ A —IF4 7Y =7 b DIRREIX, show ttymanage 2~ > F CHERTE £9,

(cINS-2260# show ttymanage
<ttymanage information>
status : enable

AHBE R BHEVOE L BICRERBEI~ Y R URI Oz W TR, B Ta<> ®
V771 >R]), IRESTAPIERA A K] 2SR L TLEX W,

4711  H5RA—H—ADIERRTE

LR —H —12id, 2 TOD show 2% ¥ FHAFETATRER — L —F — K— FZ—H—_ root
2—HF— verup T—HF —., tty ¥ F— IHFEDMHERZ (5T 2 Z L A[EET T,

PR —H —1X SSH TOAT VL AT EZENTEELT,

SSH #r— N—Z2F7t$ 512ld. enablesshd a2~ FEFEITLE T,
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(cINS-2260# enable sshdy

FHERZNET 212F,. TLOFIETIRL - — 2R L THr 5, HRZNEGL X7,

B (1) tty IR—JHEEERITT 31— —DRE
2—YP—Z BT 3121, createuser A~ Y REFETLE T,
22— —Huser01/>S A7 — Fuser0l & W S BRI —F— 2 ET 211, Fadwa~vy FE%E
TLES,

(O)NS-2260# create user user0l group extusr passwordy
New password: userQ1y
Retype new password: user01ly

tty ¥ — JHEBEDMER % 53 %121&. set user permission 2<% > REFEITL 3,

(0)NS-2260# set user user®l permission ttymanage ony

B (2) 2TDshow AV FZRITTTBHERZMHETBBE. TROIAVV RFZRITLET,

(®)NS-2260# set user user01 permission normal on showall on

B (3) R—raA—HY—DER%Z{FET3HBE. TaRIAY Y RFERITLET,

(O)NS-2260# set user user®l permission portusr on

7 7R AA[REIR ) TIOVR— M REET H1TIE, setuser port 2 Y REFEITLE T,
user0l ¥\ Z—HF =AY 7L KR—F 1-10 X7 7L RATES XHRET BI2E. Fidoaw
YREFETLETS,

(0)NS-2260# set user user®1 port 1-104
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B ) N=2arr7y7I771IOEREERZNE5IB5E. FTELDOIAV Y FZRITLET,

(O)NS-2260# set user user01 permission verup on

B (5) BEEEERZMAE5TZHEG. FTROAVVFZRITLET,

(O)NS-2260# set user user®l permission root on

48 RTEEHEH
481 EHASDRE

ARIEEZFEH LT, Telnet 7 74 7 ¥ b2 HESNGEIRIC T 72 2T 2 AR LREEICOW
THAL 7,

e R— PP —N—FRE : £A L2 bFE— F (default)

- BRI RERAS AN DR TIE ¢ Telnet / —<JLE— K (default)

« R— b= —F8EE : %2 L (default)

- R— b e FREFE  RAM(default)

< R— b 1 JHEEHEEE | OFF(default)
CSUTAE—F LYY TAE— b 1~8 DEEEE (19200bps)

sy ya yHKICFa— R o (Cul-A)

[ X1

BRMREE BRI

Telnety 547k A L1 A
192.168.2.1 NS-2260 | T 5

[EE: ]

192.168.1.100

login:

login:

192.168.1.254

I 5 —%
[ © 192.168.2.254

X 4-5 BEAXRH{TE
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LEMNRGE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254
set tty 1-8 baud 19200

set portd tty 1-8 cmdchar 1

[RRTE DR
1. AEEEDOLRENT SmartCS. LANI D IP 7 FL A ¥ 2y b= A 2712 192.168.1.100/24, 77 #
L b b— T 192.168.1.254 ZFRELE 5,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. Y FIE— b 1~8 DIEEHEE R 19200bps ISR EL £7,

set tty 1-8 baud 19200

3.UF7IIR—b1~8Dtyra i Fa— FE Cul-AICRELFET,

set portd tty 1-8 cmdchar 1

(f# 2 ]
AEBIETH TIHBHAEROBRENAZ— N7 v T 7 7 A MIRIFSHTVE T,
THHERE O EICIE, KR FFIT NS-2260, LAN1 D IP 7 F L AT 192.168.0.1/24 235%5E X
NTVET, AEED Telnet ¥ —N—B L LKR— b P —"—0D Telnet / —</LE— FiZ, &T
DAY FT—I P77 ELATED LK EINTVWET,

i

(L35 IR DRZE)

(c)NS-2260# show config running

set timezone Tokyo

set hostname NS-2260

set ipaddr ethl 192.168.0.1/24

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

create allowhost all service telnetd
create allowhost all service portd telrw all
(c)NS-2260#
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482 BEY—EXDERTE

AEEEPRBALT, Telnet 7 74 7> b SEHNREIRICT 7 AT 3 RARNRREL, K
HEPEMT 27200 —E X (SNMP =—2 = > b/SNTP 254 7 > +/SYSLOG 27 < 4
7 ¥ MFTP == 7 7 & ZHlfR) DFFEICOWTHHAL £73,

K= M —N—E . A L2 bE—F (default)
- B RERIS A DR T TE ¢ Telnet / —< L E— K (default)
« R— 2= —FGE : 72 U (default)
«R— b e ZRFE  RAM(default)
« K— b 1 ZHE%EHEEE | OFF(default)
- BFERE SNMPTL—Y x> b
SNTP 7 247 >~ b
SYSLOG 7747~ b
FTP #—~—0 7 7 & 2R

[ A X

SNMP NTP/SYSLOG
H—/\ H—/\
192.168.1.253 192.168.1.252

; HBLE

192.168.1.254

—%
[T 192.168.2.254

BEIR Rt Rk BEIR T Rk
Telnet/FTPOSA 7k A T A T

192.168.2.1

Ns-2260_ [ T
192{168.1.100

login:

login:

4-6 BEY—-EIADRE
[EANEE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set trap 1 manager 192.168.1.253 name public

set community 1 name public view ro manager 192.168.1.253
enable snmp

set syslog host 1 192.168.1.252 portlog_facility local® syslog_facility locall
enable syslog

set sntp server 192.168.1.252

set sntp polltime 1200

enable sntp

create allowhost 192.168.2.0/24 service ftpd
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[BRFE DR
1. AEEBEDOLHINC SmartCS, LANI O IP 7 FL A %y <A 2712 192.168.1.100/24, T 7 +
L b L— M2 192.168.1.254 ZREL F 5,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. ARLEBDSNMP T —Y = > FERERELET,

AZEED SNMP T— = > NI, #iEE5TE LTI Server Room in Tokyo |, ##&512 [ Administrator
03-1234-5678) Z&EL 3,

AREEBD SNMP L—Y 2 ¥ MI7 72 RATE S SNMP #——% IP 7 KL Z 192.168.1.253,
23 a2=5 4 — public, 7727t A#E% Read Only IZFREL £7,

AIEED HEEFET S SNMP FF v FiE, 23 2=7 4 —% public £ LT, SNMP #— "—
(192.168.1.253) IZIEE L ¥ 3,

SNMP =— = ¥ b DFEEEM L 724 T, enablesnmp 2<v> K TSNMP =—Y = ¥ b %2F
ML,

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set community 1 name public view ro manager 192.168.1.253
set trap 1 manager 192.168.1.253 name public

enable snmp

3. AREEED SYSLOG 754 7~ M ERELET,

R—=bar77>07 4 —IFlocald. AREEHHITIFT S SYSLOG D7 7>V 7 4 —% locall T,
SYSLOG H—/3— (192.168.1.253) IZEE L %5

SYSLOG 7 94 7 >~ s DFEZRFEM L 721 T, enable syslog 2> KT SYSLOG 27 74 7~
FEEIZLE T,

set syslog host 1 192.168.1.252 portlog_facility local® syslog_facility locall
enable syslog

4, REBED SNTP 754 7 > MERERREL £ 3,
NTP #— 83— (192.168.1.252) 12, 1200 IR Z R X 2 £ 5,
SNTP 27 54 7 > b DRRE % Ejiti L 7245 T. enable sntp 2> KT SNTP BHEZ BN L £3,

set sntp server 192.168.1.252
set sntp polltime 1200
enable sntp

5. KEEED FTP 4 —N—Z2GHMLTT7 7 RHIRZRELF T,
192.1682.024 D3 v bV =B DA, KREED FTP y— =17 7 RAEFHFATLE T,
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enable ftpd
create allowhost 192.168.2.0/24 service ftpd

483 R—bOJDEERTE

AR— 1+ 7% SYSLOG & L THHNTRRER. ¥V 7IR— b T LIHEESIN FTP —3—
BEXURX—NLT7 FLRICEETIHRE. R—ba XA LREX Y FTRAUT ZEEICONT
FEAL 3,

— PP —N—FE : XA L2 FE— K (default)

« BRI RIS AN DRSS 1E | Telnet / — < JLE— K (default)
— b —4—3F5E : 72 L (default)

< K— b a ZRER . RAM(default)

— b o ZH5EHEEE © ON(SYSLOG/NFS/FTP/ X — L)
c XA LAZR Y THERE T ON
(R

Mail FTP/SYSLOG/NFS
Eadgus | | wadges | 0 ) F—n
192.168.1.251 192.168.1.252

Telnet/FTPOSA 7k A

192.168.2.1 152260 JI DJI

: 192;168.1.100
192.168.1.254 \\‘~\\__,/

[ & & ] L—4
: : : [T 192.168.2.254

login:

4-7 R—+bOT DELRRTE

BANERAE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set syslog host 1 192.168.1.252 portlog_facility local® syslog_facility locall
enable syslog

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate on ® ® 1 * *

enable nfs

set logd tstamp on interval 60

set logd tty 1 syslog on
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set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

set logd tty 2

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp

syslog on

add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject "Data-Center Server"

set logd tty 2 mail 2 sender smartcs@example.co.jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 192.168.1.252 password
1

[password AJJ
set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguserl 192.168.1.252 password

[password A 1]
add logd tty 4 ftp 2 loguser2 192.168.1.252 password

[password AJJ]
set logd tty 5 nfs on
set logd tty 6 nfs on

[RRE DR
1. ARZEBEBOLHNC SmartCS. LANI O IP 7 FL A 2y P X212 192.168.1.100/24. 57 +
LR L— B2 192.168.1.254 R EL £ 3,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. REEBED SYSLOG 7 94 7V " ERELE T,

R=bar77>07 4 =3 locald, AEEHHITIFT 2 SYSLOG D7 7>V 7 4 —% locall T,
SYSLOG #— 3— (192.168.1.252) iIZEEL 7,

SYSLOG Di%iE % Efifi L 72T, enable syslog 2~ > KT SYSLOG 7 54 7>~ FEHML
Ec I

set syslog host 1 192.168.1.252 portlog_facility local® syslog_facility locall
enable syslog

3.AREBEBDNFS 7947 bERELET,
NFS #—3—1% 192.168.1.252, NFS #—"—®D< 7 > b Zi3/mnt/nfslog, NFS ¥ — N —[Zf#
F3au2%2@BH 1HOKOcn—FT—>a >y LET,

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate on § 0 1 * *
enable nfs
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4. ZBAL DRAR Y THEEER ONIZ L, R— bR R A LAR Y T % 60 DR TZIEIL £9,

set logd tstamp on interval 60

5. >V 7LER—F 1 D SYSLOG H/1% ON ICEE L. BEHNEBEROX v -2 Xh
212 SYSLOG = N—IZEEEND LS ICHELE T, BT A=t a7 ZERINC R —
NIEET IREZITVET,

TREDETIX, 180 fEfED L L &K — b a7 ¥ A4 XD 70%I123E L 7235812, Mail +r—o3—
(192.168.1.251) Z#EH L TKR— + 7 7% mgr@example.co.jp IZHEFL 3,
BEEINDIX—INDY T2 FREEEX LT RLA, K— a7 OREEHEE. THH
HORENKMENE T, X—LDHY 7Y =2 Mid portlog TTY_HS. EEEX—LT F
L R portusr@ " AREED R A M"."B—HIL R XL V" K= bR ZIEX—IVOEMNT 7 4
e L TEEEINET,

set logd tty 1 syslog on
set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

6. >V 7R —1 2D SYSLOG Hi 1% ONIZRRE L, Bt Riao X v t— Uit h
%I SYSLOG H—N—IZAEEND LOICHREL £T, 61T, A— baZZE e —
NIKE T AREZITVE T,

PREOBETIE, 180 kRS L < I3R— a7 4 XD 70%I253#E L 725812, Mail %—o8—
(192.168.1.251) Z#EH L TH— b B 7% userl @example.co.jp & user2@example.co.jp IZiE(E L
9,

user] @example.co.jp IZEFET 2 X — L&, H 72 =2 b %"Server Status", X —LEEH %
smartcs @example.co.jp £ L E 3,

user2 @example.co.jp ICEFT 5 X —i, ¥ 7Y =2 b % "Data-Center Server", X —/Lik{F#H
% smartcs @example.cojp ¥ L ¥ 3,

A= PFBZEX—VORIHEN L TIEEL T,

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp

add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject "Data-Center Server"

set logd tty 2 mail 2 sender smartcs@example.co.jp

7.V 7NKR—1 3D SYSLOG i 1% ON ICREE L. BEHMREROX v —I X h
B SYSLOG B —N—IZEFEIND2 LR ELE T, X612, R— buarZEMNIC FTP
EETIREZITVET,

TEHOFRETIE, 180 DRES L IER— a4 XD 70%I123E L7=85E12, FTP 3 —N—
(192.168.1.252) ® loguserl 1< FTP #E L £7,
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4.84

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70
add logd tty 3 ftp 1 loguserl 192.168.1.252 password
[password A 7]

8. U 7K —1b 4®DSYSLOG H /1% ON IZEE L., BEfRRGHEIROX vt —I &R
B SYSLOG B —N—ITEFEIND LI ELE T, X612, K= bu 2 ZEMRNIC FTP
EETIREZITVET,

FRREDOFETIE., 180 DHkED L IEKR— a4 XD 70%I12%E L7552, FTP 3 —oN—
(192.168.1.252) @ loguserl ¥ loguser2 I FTP#EL 3,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguserl 192.168.1.252 password
[password A J1]

add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password A 7]

9. 2U7ILK—F58 6DNFS % ONICHKEL, HHNREIROX v —IDBHITEINBEIC

NFS —N—IZREINDZ LD ICREL T T,

set logd tty 5 nfs on
set logd tty 6 nfs on

R—FOJRELCFRERENDEE

A= bR 7 ORFRE REFAREEE T 2HECOVTHHAL £3,
s R— MY —N—FE . XA L2 bE— F (default)

« BRI RIS AN DR 515 ¢ Telnet / — < JLE— K (default)

c R— b2 —% —F85E © %2 L (default)

« R— b a ZRES  FLASHOR— MEICRKRFER 2 ZH)

- R— b v JEiEFERE | OFF(default)

[HE AKX ]
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BRI R B R AR

Telnet7 5472k
192.168.2.1

192.168.1.100

192.168.1.254

IH.F.II 5
5 5 : T 192.168.2.254

X 4-8 R—bOJFRELELRETEDEE

[(AZEE DRRE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set logd output flash

set logd tty 1-4 log on size 500
set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000

[FRE DR
1. ARZEBEOLHINC SmartCS. LANI OIP 7 FL A ¥ 2y P X212 192.168.1.100/24. 57 #
LR L— B2 192.168.1.254 ZREL £ 3,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. B— b o ZDORFESE%E RAM 76 FLASH I2ZH L %7,

set logd output flash

3. VU7 NKR—= MEDOR— b S ORARIERELY FiLD X ICHEL T,
) 7K — b 1~4 DER— b ZORFEAERE © 500Kbyte

VY TNR=T 5~8DR— b+t uFDR{FARE | IMByte
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U TNAR=F O~12 DKR— Fr ZORFARE © 1.5MByte
Y7 ILR—1 13~16 DR— B ZDRIFAEE | 2MByte
) 7R —= b 17~20 DKR— b a ZORIFAE | 2.5MByte
U TIER=F 21~24 DE— b r ZOHREFRR  3MByte
U TNR= b 25~28 DR— b u ZORIFEE | 4MByte
YT NAR= b 29~32 DR— b a ZORIFAERE | SMByte

NNIAN

set logd tty 1-4 log on size 500

set logd tty 5-8 log on size 1000

set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000

48.5 KR—brOJREFEEEDFELEER— F—N—XZ2—DRFTOIMILE

R= b Z7REEEDFEILE R— I =N X =2 —DFRZMIET 2R ECONVTHAL
s

cAR—= I —N—FE X4 L7 bE—F (default)

- BT R IS BR A D /i1 ¢ Telnet / — < /LE— K (default)
R—bFHP—N—X=2— ! OFF

. ﬂ‘ b2 ——FFFE 72 L (default)
— e REE kL
— b\ ZHABERE | OFF(default)

EEARHE | | EEAREE
Tehet9 5472k ?? 4 0

192.168.2.1 =
NS-2260 |0 ¢

login: ; E
AEAAA:]“‘* ; : 192.168.1.100

login:

i — 192.168.1.254

[ i ] P ov—s
[ 7 192.168.2.254

B4-9 R—FOJREFEEDEFELELR— M —N—XZ2a—DRTOHME
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LEMNRGE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254
set portd menu off

set logd output off

[RRFE DR
1. AREBEODOLHINC SmartCS, LANI O IP 7 FL A2 %y <A 2712 192.168.1.100/24, T 7 #
L b L— M2 192.168.1.254 ZREL 75,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R—F P —N—R 2 —DFEREIMLE T,

set portd menu off

3. F— bt a7 HRE%E OFF IZL %95

set logd output off

4.8.6 HR—bI1—4—5REE

A= P2V —EEX ONICL T, K= b2 —H -7 7 ELRATES> VU 7LKR—- FERE
FTBEZLIZED, SUTAR—PDEF 2V T4 —REDIREICOVTHIPL XY,
K= P —N—FE XA L7 bE— K (default)
- SR OI RIEIIAN DOEEE A TE ¢ Telnet / —<JLE— F (default)
K= b2—V 3B : HDY
(174 AR THEHE ON)
< RK— b e ZRFE  RAM(default)
< R— b v ZHARKRE | OFF(default)

LB
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B R iR BRI R
A A

Telnet9 5472k

L} — | q
192.168.2.1 P T T T User | Access Port
EE [ user01 | 1-12
login: : : user02 | 13-24
P | login { 192.168.1.100".. | user03 | 25,27,29,31
192.168.1.254

—%
[ T 192.168.2.254

®4-10 K—b1—H—R5E

[AZLE DRRIE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

create user user01 group portusr password

[password A 1]

create user user02 group portusr password

[password A 1]

create user user®3 group portusr password
[password A J1]

set user user0l port 1-12

set user user®2 port 13-24

set user user®3 port 25,27,29,31

set logd tty 1-32 lstamp on

[RRE DR
1. ARZEBEBOLHNC SmartCS. LANI O IP 7 FL A 2y P X212 192.168.1.10024, 57 +
LR L— B2 192.168.1.254 R EL £ 3,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R—tra—¥—flitZ ONIZL X7,

set portd auth basic

3. R— b2 — Y —FRAECHH S %R — b 2—H — (userO1 ~user03) Z/ER L £ 3,
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create user user0l group portusr password

[password A J7]

create user user02 group portusr password
[password AJ7]

create user user®3 group portusr password
[password A 1]

4. R— P 2—HF -7 7L ATELZYTNAVR—-FZHRELFT,

user01 1E Y 7R — b+ D 1-12, user02 &>V 7K — D 13-24, user03 13>V 7ILK— b
D 25272931 127 7 ATELMREZHREL T,

set user user0l port 1-12
set user user02 port 13-24
set user user®3 port 25,27,29,31

5.V 7NAR=P1I~RADKRK— r2—F—Durrf /a7y bER—-ta LN T 50
TAVRAR Y TEE/MILET,

set logd tty 1-32 lstamp on

create user 2V Y RTport A 7> a Y EEET S &, 2—F—DIER L >V 7R — MlR2S
1o0a<y RTITAET,

4.8.7 SSH /XX — K (Basic) £33
REBERHLT, SSHZ 547 k225827 — K (Basic)

T BEARMRREICOWTHAL T,
WEPNX Telnet 7 74 7> FHWRICLTWET,

AORL TR RIEERIC T 7 2 X

R PP —N—FE : X1 L7 bE—F (default)

- B RS ER A\ DHHE /515 ¢ Telnet/SSH / — < LE— K
* SSH 4 — N—FZGE : S AT — ¥ (Basic) #8al

cAR— b2V -G B

< R— b a ZR7ER © RAM(default)

- R— b v ZEiEFKRE | OFF(default)

- REEFED SSH #— N — I HEY

[ A X
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B R R BRI RER
A Al—l

Ns-2260 [(EEimee o |
‘g i 192.168.1.100

Telnet/SSHOZA Tk
192.168.2.1

login:

192.168.1.254

I N N —%
[T 192.168.2.254

INR)—R(Basic)sBEE

4-11 SSH /NX'J— K (Basic) $85E

BEMNRGE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth basic
create allowhost all service portd sshrw all

set portd auth basic
create user user0l group portusr password

[password A 1]
create user user02 group portusr password

[password A 1]

create user user®3 group portusr password
[password A J1]

set user user0l port 1-32
set user user®2 port 1-32
set user user®3 port 1-32

enable sshd

create allowhost all service sshd
set user somebody password
[password AJ7]

[RRE DA
1. REZEE DA SmartCS, LAN1 D IP 7 FLR¥ 3wy bR 712 192.168.1.10024, T 7 #*
L b b— b2 192.168.1.254 #FREL 5,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSH OFRFEA K% XA 7 — K (Basic) fRaLICRE L. £2TDT Y 7K —=1+D SSH / —< L
E—FIZ, B TDOXY I —IF7 FL AWML T 7R ATELXISCRELE T,
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set sshd auth basic
create allowhost all service portd sshrw all

3. R—bha—HF A% ONICL X7,

set portd auth basic

4, R— b2 —¥—FBAECHEH T2 R— b 2—H%— (user01, user02) B/ER L £3,

create user user0l group portusr password
[password AJ7]
create user user02 group portusr password
[password A17]
create user user03 group portusr password

[password A 1]

5. R—b2—HF—NT7 7 ELATEZZYTILR— I ERELET,
userOl~user03 1%, SUTZNAR—F [~3RICT7ELRATES LI IHERZHRELE T,

set user user0l port 1-32
set user user02 port 1-32
set user user03 port 1-32

6.SSHZ 547> o REBBICO LV TES XD, AEBED SSH ' —N—DREZLT
WET, REED SSHY —N—%2FRMIL, 2TDXy T =27 RLADSAREED SSH
P—N—IZT7 7 LATELIIICHELE T, MR, AEBEICERINLTVWIRT [ V21—
PF—DNRRAYV = RERELTLIEEWN,

enable sshd
create allowhost all service sshd
set user somebody password

[password A 1]

(2]

ARLEB D THHREROREIT. AEBOD Telnet H—N— L B— M —N—1ZLTDF vy P T —
IMBET7ERATELIIICHKEEINTVET, tF a2V T4 —%ED372DIC, Telnet 77
L2 RHIBT 35510, FRoa<wy FEEITLTLEIW,

delete allowhost all service telnetd
delete allowhost all service portd telrw all
disable telnetd
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4.8.8  SSH 2\FA# (Public) 583

AREEEEEH LT, SSHZ 74 7> 5 5058 (Public) FRAE TR FEEIIC T 72 R T 5
HAMGZEIZOWTHHAL £,
FEWNI Telnet 754 7> FHRMRICLTVET,

s R— b —N—FKE . ¥4 L2 bE— K (default)

- RN RIS IR AN DFERE 1K ¢ Telnet/SSH / —< LE— R
* SSH #— N —F8FE : Z\BASE (Public) F9RE

cAR—br 22— —FGE 1 HD

«R— b e ZRFE  RAM(default)

- R— b o ZEEEKARE | OFF(default)

< ARBEE D SSH H— N — I HE

[
EENRsE || EEdssn
Telnet/SSHZS A7k ”‘? A ?
192.168.2.1 - :
NS-2260 |45 D =
oo | { 192.168.1.100
H ogin: E E
i 192.168.1.254
I =%
[ 7 192.168.2.254
N BRSR(Public)i23
4-12 SSH :F# (Public) 53:E
GBI E]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth public
create allowhost all service portd sshrw all

set portd auth basic

create user user®l group portusr password
[password A /7]

create user user®2 group portusr password
[password A 1]

create user user®3 group portusr password
[password AJ7]

set user user0l port 1-32

set user user®2 port 1-32
set user user03 port 1-32

4-81



4 B B

set user user0®l1 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvS5IC
AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYA
AABBBI1tUwO1QLHfZEYM1F72v1NrkUGb29aQZ1g34Yg]928gY
KBp4F9PY21JhBkGFvtmCEfWD4ei/01qkoWT®08YZuY= test

set user user02 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATIEAvVS5IC
AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATIbmlzdHAyNTYA
AABBBI1tUwOlQLHfZEYM1F72v1NrkUGb29aQZ1g34Ygl928gY
KBp4F9PY21JhBKGFvtmCEfWD4ei/o01gkoWT®08YZuY= test

set user user0®3 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVS5IcC
AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYA
AABBBI1tUwOlQLHfZEYM1F72v1NrkUGhb29aQZ1g34Ygl928gY
KBp4F9PY21JhBKGFvtmCEfWD4ei/01gkoWT®08YZuY= test

set user somebody sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVS5IcC
AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYA
AABBBI1tUwOlQLHfZEYM1F72v1NrkUGh29aQZ1q34Ygl928gY
KBp4F9PY21JhBKGFvtmCEfWD4ei/01gkoWT®08YZuY= test

enable sshd

create allowhost all service sshd
set user somebody password
[password A J1]

INBHEEE 1 fTOXXFHN TS, RITHNIMEICINE 2 £S5 2 hiR L TE
HLTOWEITDT, FBICANT 2 L 2372 AN NTL X0,

[FRTE DR
1. ARZEE DOHIZ SmartCS, LAN1 O IP 7 FL R Y % v <A 212 192.168.1.10024, 77 *
LR L— U2 192.168.1.254 #FHEL F7,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSH DFEET % NBi#E (Public) FRAFICRKEL. 2 TDY VY 7 NR—1+D SSH / —<ILE—
FICETDORY P T —F 7 RLANSLT7 7R ATESIIICERELET,

set sshd auth public
create allowhost all service portd sshrw all

3. R—ba—¥—38GE%Z ONIZL E7,

set portd auth basic

4, K=+ 12—V —FRAECHH T 2 K — F = —% — (user01~user03) ZIERR L 3,
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create user user0l group portusr password

[password A J1]
create user user02 group portusr password

[password AJ7]
create user user03 group portusr password

[password A 1]

5. R—bF2—HF—MN7 7 RATEBZYTAR—-FEHRELET,
userOl~user03 1%, S U 7L R—bF 1~RIWCT77ELRATES X ICHERZHRELE T,

set user user®l port 1-32
set user user02 port 1-32
set user user03 port 1-32

6. R— b2 —HF—BIZSSHZ 54 7> N TER L= NH#EZEHR L E5,

set user user0®l sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATIEAvVS5Ic

AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAYNTYA
AABBBI1tUwOlQLHfZEYM1F72v1NrkUGb29aQZ1q34YgJ928gY
KBp4F9PY21JhBKGFvtmCEfWD4ei/01gkoWT®08YZuY= test

set user user02 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVS5IC

AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATIbmlzdHAyNTYA
AABBBI1tUwO1QLHfZEYM1F72v1NrkUGb29aQZ1g34Yg]928gY
KBp4F9PY21JhBKGFvtmCEfWD4ei/01gkoWT®08YZuY= test

set user user0®3 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVS5Ic

AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAATbmlzdHAyNTYA
AABBBI1tUwOlQLHfZEYM1F72v1NrkUGh29aQZ1q34Ygl928gY
KBp4F9PY21JhBKGFvtmCEfWD4ei/01qgkoWT®08YZuY= test

INBHEE 1 fTOXFH TS, EITHNIMEICINE 2 XS5 hiRL T
WL TWETDOT, EBRICAT T2 L EI3 T2 AN TL X0,

7.SSHZ 547V " oAREBEBIIO A O TE S EH1C, REED SSH —N—DREEIT
WET, REED SSH Y —N—ZHIMI L, REED SSHY —N—I1Z2TDOHXy bT—=2 7
RLADPSLT7 7ERATELLHIIHRELE T, mRIC, AEBICERINATWEIRT S v a2—
P—DNRRAY = REFRELTLIEEW,

4-83



4 B B

4.8.9

enable sshd

create allowhost all service sshd
set user somebody password
[password A17]

8. AIEE D L —H — (somebody) 12 SSH 7 7 4 7 > b TIER L 7= "B B8k L E 3

set user somebody sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAvS5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCIOGth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKpOgnSZjOUdqglIrHXbPrKwd
pacj7okZt1TxWHxPb2xmC81lu®= abcdef@test

[ 2]

AIEE D TIHB TR OFHEIZ. AEB D Telnet r—N— 2 B— FF—N—IZR2TDXY NV —72
TR 7 7EATEBRLIORCHREZINTVET, X2V T4 —%2ED 372012, Telnet
7 72 ARHIRT 2EEICE. FEEOA- Y REFEITLTLIEE W,

delete allowhost all service telnetd
delete allowhost all service portd telrw all
disable telnetd

SSHZ 547> FHARTRB#EEERT 253, 8B SSHZ A4 7> Y 7 bOfEH
Bl 2L TLE XN,

R—bEL Y MEEE (R— b —N—DtEL Y FE—R) DERE

B—T+EL 2 MERE (K= —N—DELZ FE—F)DFREWXOVWTHHL X7,
A= PN kL7 FE—F

- BRI RIS BR AN DI S5 © Telnet / —<JLE— F (default)

AR —b2—F—FFF DD

R— b e ZRFE  RAM(default)
< R— b 1 FHEEHEEE . OFF(default)

[ A X
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BERMEHES EHx R

Telnet7 547k A L3 AL
192.168.2.1 NS=2260 : T T

login: \:' e T
f i i 192.168.1.100

login:

192.168.1.254

I R —%
[T 192.168.2.254

4-13 R—b+EL Y FEE (R—FH—N—DEL I FE—F)
LENNEE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd connect select
set portd auth basic
create user user0l group portusr port 1-32 password

[password A 1]
create user user®l group portusr port 1-32 password

[password A 1]

set portd tty 1-32 cmdchar 01

set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2

[RRTE DR
1. ARZEBEBOLHINC SmartCS. LANI O IP 7 FL A 2y P X212 192.168.1.10024. 57 +
LR L— B2 192.168.1.254 R EL £ 3,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. RKR—bELT MERERZENILE T, K=+ —N—0DHEHE— F % select TEFEL T,

set portd connect select

3. R— b2 —¥—5RE%Z ONIZL X9,
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set portd auth basic

4, R— b2 —F—FBAECHEH T2 K — b2 —% — (user01 ¥ user02) Z/EK L £3,
— P2 —F—ZR@E TV TAR=F 1~3207 7 L AMERFEL T,

create user user01 group portusr port 1-32 password

[password A 1]
create user user02 group portusr port 1-32 password

[password A 1]

5.V T7NUR=F I~3RICK= P —N—R =2 —DYEXFa— K (kyaryhlisFa—
F) & LT 0x01[Ctrl-A] Z&# L £,

set portd tty 1-32 cmdchar 01

6. B2V TILER—MIITRLEBEFLE T,

set portd tty
set portd tty
set portd tty
set portd tty
set portd tty
set portd tty

label Tokyo-L3SW-1
label Tokyo-L3SW-2
label Tokyo-L3SW-3
label Tokyo-L3SW-4
label Tokyo-SV-1
label Tokyo-SV-2

VT WN =

4.8.10 RADIUS ¥EEDRTE (EHARTE)

RIEEDS Y 7IVKR— MIT 7R T 5K — 1 —%—% RADIUS ¥ — N—/RADIUS 7
ATV b= N—T—tEHT 2HANLREEICOWTHAL £35

— M= N—FE | £A L7 FE—F (default)
ﬁbﬁﬂ%&%%&«@%ﬁwﬁ(ﬁ Telnet / —~</LE— K (default)
— b2 —FE B
— b o ZR1EE | RAM(default)
— b\ ZH5EMARE | OFF(default)
. E,DEE/’M‘J v h7a kail : RADIUS
— b2 —%¥—D&A RADIUS #BiF L £ 3,
°—%1 —F— L AEEEE 2 — Y — 30— HILEEED)

(R A
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RADIUS RADIUS
BER T R AR BEMRT RS H—/\1 H—\2
Telnet/SSHAS APk Ay /? — 192.168.1.252  192.168.1.253
192.168.2.1 T i T

LELE

192.168.1.254

NS-2260

login:

login:

{ 192.168.1.100

192.168.2.254

X 4-14 RADIUS 2:F#EE/RADIUS 7 H 0 > M ¥RE (BEAER)

DEMRAE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password

[password A J1]
set user somebody password

[password A 1]

set portd auth basic
set auth mode radius

set auth radius server
set auth radius server
[¥—=ZLy +*—AN]

set auth radius server
set auth radius server

[¥—2Ly bF—ATI]

set acct mode radius
set acct radius server
set acct radius server
[—2ZLv b&F—AN]
set acct radius server
set acct radius server

[—27Lvy FF—AN]

[RE DR )

addr 192.168
key password

addr 192.168
key password

addr 192.168
key password

addr 192.168
key password

.1.252

.1.253

.1.252

.1.253

1. AZEEDARENIZ SmartCS. LAN1 D IP 7 FL A2 % v b X712 192.168.1.100/24. 77 *
LR L— M2 192.168.1.254 #FZE L £3,

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254
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2 QHQ:L ﬂ- (‘izﬁzpaf@l*‘“ﬂ‘—ﬂiﬂ j]}bfn:h\nmbij‘
—f% 21— — D somebody ¥ ZEEEI 2L —H — D root IRV — FEHRELFT,

set user somebody password
[password A 1]

set user root password
[password AJ7]

3. R—ba—F SRR AL E T,

set portd auth basic

< FRAFA R Y RADIUS BiE2 94 7~ FDOREEB I RWVWET,
RADIUS #— 38— 112 192.168.1.252. RADIUS #— 83— 212 192.168.1.253 # &8 L F5,
uou—.E'-JI“" k &ii7 LMD 1812 %%*Uﬁﬁ Li?—o

set auth mode radius
set auth radius server 1 addr 192.168.1.252
set auth radius server 2 addr 192.168.1.253

5. RADIUSFRAEZ 24 7 ¥ b FHT 2> —2 Ly b HF—%2 8RR L E T,
RADIUS FEFH — N—IZBFR L2 — 7Ly FF—RHREL T,

set auth radius server 1 key password
[>—Z Ly hx—AN]
set auth radius server 2 key password

[>—Z2 Ly hx—AN]

cTHU Y FHRERADIUS 7AY Y R 2547 Y FORERITVET,

RADIUS #— 8— 112 192.168.1.252, RADIUS #— 3— 212 192.168.1.253 2 &8 L £ 7,
THYY FE=PMNIFTT7ANL IO 1813 BEAAL 9,

set acct mode radius
set acct radius server 1 addr 192.168.1.252
set acct radius server 2 addr 192.168.1.253

7.RADIUS 7AhU VY b2 94 7V "DRHT B> —7 Ly bF—2ERLE T,
RADIUS 7 H Y ¥ b Y —N—I1ZER L2 — 2Ly P F—RRELTLEE N,

set acct radius server 1 key password
[—2ZLv b&x—AN]
set acct radius server 2 key password

[¥—2Ly bF—AJI]
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[RADIUS ¥ — N—{|DFRE]

RADIUS ¥ —N—DIL—HY —FEI 7 A NVMIIHKET D7 PV P a— Mz L 3,
AREEE DRI T E 2 RADIUS 2 —HF —ZORAXFEIL 64 XFTT,

# R— b2 —H%— (user®l)
user0®1 Password = "user01",

# K— b2 —H%— (user®?2)
user®2 Password = "user02",

B, KEEBIZELEZ7 MV a— D55 User-Name & Filter-Id DA Z R L £3, L7
BoT. UFDEI R 7 )L a— b THERTRZIZIENTEET,

# R— b2 —¥ — (user01)

user®1 Password = "user®1",
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600

# K—F L —¥— (user02)

user®2 Password = "user02",
Service-Type = Login,
Login-Service = Telnet,

7R a— ORI T8 C 7PV Ea2— 2 RADIUSEZGE 7AW ¥ b —N—FE
) ZBELTL X0,

I—P =T N—T %A X 3 create auth access_group 2 < > KB X OF set auth radius server
{root | normal | portusr } filter_id_head 2~ > K ZARIEEIZEE L TWARWEEI, set auth radius
def_user 27 ¥ K OBEMEICHE > T2 —H — OFFFFLENTTHILE T, set auth radius def_user
a< Y RPREZINTORWEGEE, RADIUS FREEY —N—TFit I N2 —H—DH b, 21—
%—7»—7%%if3&ml—ﬁ—@£—b:—#—tbf&m\éT®VU7w$—bk
77X ATELMBREMSLE T, setauth radius def user none ¥ FXE XN TV B HEIE, %Y
I—H—D7 7 RFEEINE T,

—f L — ¥ — /2 E E H 2 — % — % RADIUS mﬁﬁ—/\—fwﬁ?éi B, K= ba—¥—
X7 72 RAZFAIT 5> TILKR— b BRETIHEE. KR—ILIFED 4811  RADIUS
FUREREAE/RADIUS 7 1 7 ¥ MMEREDRE (mﬁilaxi I:filter_id_head)] ¥ [4.8.12 RADIUS &
FIEHEARE/RADIUS 7 4 7 & MMERED % SHRRE 2: 772 RN —V v 7HERE) ) B LT
IV,
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4.8.11 RADIUS ¥8ED&E ([GFAERIE 1: filter_id_head)
AEEBIZT 72T 5 2—Y —%, RADIUS #8iEH¥ — N—/RADIUS 7 h 7 >~ b % —NN—T—JC
BT AHREICOVWTHHAL T,
Z OHITIE RADIUS FREEY — N —T 2= =32 ITWV, BEE —N—D5EEFEINTL 3
Filter-Id 7 NV B 2 — MEIZ X o TEZY 2 —Y - EEEH L — —/— 2 —F —/R— b 21—
F—DWTNLTHEIDPERETIREICOVTEHLET, R— b2 —F -7 7ELXT
X2 7ILR— FDEETE BGE WIZIE userl 132V 7R — b 1~1012, user2 1>V
7R — b 20~30127 7L R R ) ITRREERITD L EFTT, AL DR—- b2 —F—D>
U 7LKR— b D7 7t AMElE RADIUS FREEH — S —flC Filter-Id 7 b Y ¥ 2 — MEYX L THE
LET,
— M= N—FE  FA L7 FE—F (default)
AR RIS DL T1E  Telnet / —<LE— K (default)
cAR— b2 —YF—FREE C HD
AR— b a Z1R17SE . RAM(default)
— b o J5EHEAE ¢ OFF(default)
cEREL/ 7 A > 7 a k3 D RADIUS
s I RTDIL— ¥ — % RADIUS nhnﬁbij—o
R 7}b7j€_ F@T?"L’.’X’f’@bi RADIUS uqu‘H“—/\‘—VC %Li‘?o
A= N —TPFETCER NI — X7 7 X 2ERLE T,
(HERX]
RADIUS RADIUS
BER Xt AR BER Xt MR H—N1 H—\2
Telnet/SSHYS A7k Ar—1 A —1 192.168.1.252 192.168.1.253
192.168.2.1 T i T H EJ
— Ns-2260 VB EiEa =] == L ==
. - { 192.168.1.100

192.168.1.254

i i ] L—%
[ § 1921682254

X 4-15 RADIUS 3:E#RE/RADIUS 7 Hh U > M ¥EEE (filter_id_head)

DEMRAE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
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create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode radius

set auth radius retry 5

set auth radius server 1 addr 192.168.1.252
set auth radius server 1 port 1645

set auth radius server 1 timeout 10

set auth radius server 1 key password

[—ZLvy bF—AN]

set auth radius server 1 portusr filter_id_head NS-2260_PORT
set auth radius server 1 normal filter_id_head NS-2260_NORMAL
set auth radius server 1 root filter_id_head NS-2260_ROOT

set auth radius server 2 addr 192.168.1.253

set auth radius server 2 port 1645

set auth radius server 2 timeout 10

set auth radius server 2 key password

[—ZVLvy bF—AN]

auth
auth
auth
auth

set
set
set
set

set
set

acct
acct

set
set
set
set

acct
acct
acct
acct

radius server
radius server
radius server

radius def_user

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[¥—2Ly bF—ATI]

portusr filter_id_head NS-2260_PORT
normal filter_id_head NS-2260_NORMAL
root filter_id_head NS-2260_ROOT
none

addr 192.168.1.252
port 1646

timeout 10

key password

set acct radius server 2 addr 192.168.1.253
set acct radius server 2 port 1646

set acct radius server 2 timeout 10

set acct radius server 2 key password

[>—Z2 Ly bx—AN]

[RXAE D fF]
1. ARZEBEBOLHINC SmartCS. LANI O IP 7 FL A 2y P X212 192.168.1.100/24. 57 +
LR L— B2 192.168.1.254 R EL £ 3,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R— b2 —V—FEE2ENMILET,

set portd auth basic

.

FREEA Y RADIUS #8fE2 24 7> P OREEITVE T,
RADIUS #— N— 112 192.168.1.252. RADIUS #—,3— 2 1C 192.168.1.253 &8 L £7,
SRAER— FICIT 1645 BRBRELET,
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set auth mode radius

set auth radius server 1 addr 192.168.1.252
set auth radius server 2 addr 192.168.1.253
set auth radius server 1 port 1645

set auth radius server 2 port 1645

4. RADIUSFFEZ 94 7 P CHHT A —2 Ly b F—%2FRLE S,
RADIUS ulunﬁﬁ_“/\‘_‘buﬁﬁ Lf:‘ 7 v }\ f\"‘%ﬁlﬁbf < fCéL\o

set auth radius server 1 key password
[>—Z2 Ly bx—AN]
set auth radius server 2 key password

[—27Lvy bF—AN]

5.RADIUS #BfEZ 94 7> bD VY }‘74E§ﬁ$&4i\7‘7 ]‘{ % %Li?o
Vb AEEESE, 24577 MEZ 10 ICRELET,

set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

6. —ft2—P—REEEH L -V — 2B 2D 02—¥ -l T EER L £ 5, RADIUS
FRAEY — N =2 HEFE AL Filter-ID 7 MV B 2 — b OSEIHASF 45 NS-2260_NORMAL 7%
S5F— M — —, NS-2260_ROOT 7 H IFZEEEH 2 — % — 2 3735 % & 51T set auth radius
normal/set auth radius root 2> FZFRELFT .

normal filter_id_head NS-2260_NORMAL
root filter_id_head NS-2260_ROOT
normal filter_id_head NS-2260_NORMAL
root filter_id_head NS-2260_ROOT

set auth radius server
set auth radius server
set auth radius server
set auth radius server

NN ==

R— b2 —F =20 T 572002 —F =Gl 72 &8 L 5, RADIUS @By —N\—H»5
BRI Z A3 Filter-ID 7 b U B 2 — b QSEHTFHHT NS-2260_PORT 72 513K — b 2 —F—
LR35 X 512 set auth radius server portusr 2% > REZFEL E T,

set auth radius server 1 portusr filter_id_head NS-2260_PORT
set auth radius server 2 portusr filter_id_head NS-2260_PORT

TR REBHATLEIY TIILR—F (1-1624) R — b2 —F —IZHKET 25 E1E. RADIUS
FBFEY — N —{Hl D Filter-ID 7 b VY ¥ 2 — MHEIZ"NS-2260_PORT1-16,24" ¥ % F L ¥ ¥, NS-
2260_PORT D X 5 IZHEZ DL L WG G, REBIZ TR TOIV TAR—-MIT 7L RATE
LMERRZ 5L £3,

8. L—H— N — TP ETCERNL—F—DT7 VL RAFEERHELET,
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I—F— 20— FHEFET X WS (Filter-ID 7 + VU E 22— A3 RADIUS FFiFH — N —720 538
HENWGER, Filter-ID 7 b Y ¥ a— MEXEREBE CIRMTERWVWT +—< v FDEFHE) I,
FDOA—YF—D7 7 EAPELEENS X 512, setauth radius def user 2~ FZ2EITLE T,

set auth radius def_user none

9. 7h Y P HRERADIUS 7TV 2547V FOREEITVET,
RADIUS H#—/,3— 112 192.168.1.252, RADIUS H#— 3— 212 192.168.1.253 # & L £9,
717‘7/]‘%""}0&&1 1646%% %Lij—o

set acct mode radius

set acct radius server 1 addr 192.168.1.252
set acct radius server 2 addr 192.168.1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10. RADIUS 7h9 Y b 947 bCHRIHT 2o —2 Ly b X —2ERLET,
RADIUS 7H U Y b —N—ZEFRE LT —7 Ly P F—RRELTLEI N,

set acct radius server 1 key password
[—ZVLvy bF—AT]
set acct radius server 2 key password

[¥—2Ly bF—ATI]

(2 ]

AEEBIZALEE N O T — HILERFE— RADIUS FZAEDIEE T2 — ¥ — i 2TV x 7,

—f L —4 —% RADIUS #FE 3 2 5 &3, AEEMNIERIN TV S 2 —F —%2HIFRT 2

#\%L<@ RADIUS #— N— IR L /2R — R B 3 27— FEFRELTL X
— L —F— DAYV — PRI NTOVERWESIEZ. SATV—-RIZ)Z—rF—% AN

5KHT$ EBEDOO — DRI CTHRIIL e 74 U AREL R D F T DT IHEREL W,

EEEMHI - —ToORr I VP su a~v Y FETRDHEMETT, RADIUS % — N— 128§ L

7oA — R B 227 — RERHEEEH I - —ICRELTLEXW, 72720, ZHEEH

Z—H— (root) lF— L —F - BIRDHIRTZ2Z X TEFH A,

[RADIUS ¥ — N—{|DE&E]

RADIUS i —N—D 2 —HF—EE T 7 A VIKET 27 PV a— M ZREEE L T3,
AREEEDIZIFTE 2 RADIUS 22— —HZ OB AXFEEIL 64 XFTT,

# R— b2 —HY— DB

portuser®1 Password = "portuser0®1",
Filter-Id = "NS-2260_PORT1-16",

# TTUTAKR—D (1-16) 7 7 & AT[HE

portuser®2 Password = "portuser02",
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Filter-Id = "NS-2260_PORT5-9,20,24",
# TUTNAR—1 (5-9,20,24) 7 7k AHHE

portuser®3 Password = "portuser®3",

# 1 Zoa, REEOBEN set auth radius def_user none THH, HD,
# I—Y—FHIPRETERVDT, ZOI—HF-—D7 7L RFEEINET,
# —f L —F — DB

somebody Password
Filter-Id

= "network",
= "NS-2260_NORMAL",
abc®1 Password = "abcdef",

Filter-Id = "NS-2260_NORMAL",

# ZEEEHI — Y — DXk

root Password = "admin",
Filter-Id = "NS-2260_ROOT",

B, AEBIIZELZT7 PV E2— D55, Username R Filter-Id DAF R L3, L7
BoT, UFOEI 7 I P a— b TR TAIZELTEET,

# K— b2 —F —DEGHR

portuser0@1 Password = "portuser®1l",
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = "NS-2260_PORT1-16"
# TTUT7IE—-D (1-16) &7 7t AL

portuser®2 Password = "portuser02",
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = "NS-2260_PORT5-9,20,24"
Filter-Id = "access.include.filter-A"
# TTUTILER—D (5-9,20,24) 17 7 & AAHE

portuser03 Password = "portuser®3",

Idle-Timeout = 600
# 108G, REBDOHKED set auth radius def_user none THH. D,
# I—F—FHIPRFETERVDT, ZOI—F—D7 7L RAFEEINE T,

# —fa—F—DFR

somebody Password = "network",
Service-Type = Login,
Login-Service = Telnet,
Filter-Id = "NS-2260_NORMAL"

abc0®1 Password = "abcdef",
Service-Type = Login,
Login-Service = Telnet,
Filter-Id = "NS-2260_NORMAL"

# HEEHL -V — DR

root Password = "admin",

Filter-Id = "NS-2260_ROOT",
Idle-Timeout = 600

7MYV a— FOEHMIE EEC 7 FVUEBa2— b2 RADIUSZR3F/ 7 H w7 > P — N—FRE
il ZBIRLTLEX W,
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48.12 RADIUS #BEDRE (GHRE2: 772X JIL—E>V i

AEEEICT 72 AT B2 —H —% RADIUS F83F%— N—/RADIUS 7 h ¥V ¥ k% —N—T—JT
BT ZEICOVWTHAL £,

Z OPIITIE RADIUS FREY — N —T 2= =2 TV, SR — =22 53% 50T < 3 Filter-
d7 P Ea—MEZEoT, ZHL—F-DFETZ7 7RI N—7 BLU, EEEH
I—H—/— L =Y —/R—= b2 =T DV THEPRET IRECOVTRH L E T,
R— P 2—F—PB7 7R TEZY 7ILK— b SmartCS HIZR 2 23556 B 21, userl 23
772 RATESL) 7LR—ME, SmartCS1 TIX 1~10, SmartCS2 Tl& 15~20 72 ¥) ITARFHK
EZITD EEAITT, COHETER— I 2—F—D7 7RIV —TF D) 7ILKR—}
DT 7 AMEIAEBEICHEL T,

= P = N=FE XA L bE— F (default)
- BRI A DI 1 ¢ Telnet / —<JLE— K (default)
— b2 —Y—FRFE B
< R— b e ZRFE  RAM(default)
“— b o ZHARRRE | OFF(default)
<A/ 7 v h7r bk a  RADIUS
T RTOI—%—% RADIUS FBiF L £ 5,
R P2 —HF—D7 7RIV =TT DIV TILR— DT 7t AMEIAEEBITHKE L
£7,

A=Y= —TPRETER VL -7 7 A RESLE T,

[ RIX]
BEENRME | | BEdRmE et Prir
Telnet/SSHASA Tk A — A — 192.168.1.252  192.168.1.253

192.168.2.1 : T : T

g Ns-2260 | D =

jogin: H

E‘ i § 192.168.1.100
H ogin: . .

HELE

192.168.1.254

[ & ] IL—4
[T 1921682254

4-16 RADIUS 3:EH#EE/RADIUS 7AW > MERE (7 ORI INL—E VYD)

DEMNRGE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
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create ip route default gateway 192.168.1.254

set

set
set

set
set
set
set

portd auth basic

auth
auth

auth
auth
auth
auth

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[—ZLvy bF—AN]

set
set
set
set

auth
auth
auth
auth

radius server
radius server
radius server
radius server

[—ZVLy bF—AN]

Create
Create
Ccreate
Create

set

set
set

set
set
set
set

auth

acct
acct

acct
acct
acct
acct

NDNDNDN

auth access_group
auth access_group normal radius filter_id normal_grp
auth access_group
auth access_group

addr 192.168.1.252
port 1645

timeout 10

key password

addr 192.168.1.253
port 1645

timeout 10

key password

root radius filter_id admin_grp

portusr port 1-16,24 radius filter_id grpl
portusr port 20-32 radius filter_id grp2

radius def_user none

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[—ZVLvy bF—AN]

set
set
set
set

acct
acct
acct
acct

radius server
radius server
radius server
radius server

[¥—2VLy b¥—AM]

[RE D ]

1. AEEEDOLRTC SmartCS. LANI D IP 7 FL A 2w P A 712 192.168.1.100/24. 77 *

NDNDNDN

addr 192.168.1.252
port 1646

timeout 10

key password

addr 192.168.1.253
port 1646

timeout 10

key password

LR L— U2 192.168.1.254 #FHEL F7,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R—ta—H—fiEe G L£3,

set portd auth basic

FREF & RADIUS

RAF 7 547 Y FOFERITVET,
RADIUS #—3— 112 192.168.1.252. RADIUS H#— N— 212 192.168.1.253 2 B4 L £ 7

FRAEAR— MITIX 1645 BEREL F T,
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set auth mode radius

set auth radius server 1 addr 192.168.1.252
set auth radius server 2 addr 192.168.1.253
set auth radius server 1 port 1645

set auth radius server 2 port 1645

4. RADIUSFFEZ 94 7 P CHHT A —2 Ly b F—%2FRLE S,
RADIUS ulunﬁﬁ_“/\‘_‘buﬁﬁ Lf:‘ 7 v }\ f\"‘%ﬁlﬁbf < fCéL\o

set auth radius server 1 key password
[>—Z2 Ly bx—AN]
set auth radius server 2 key password

[—27Lvy bF—AN]

5.RADIUS #BfEZ 94 7> bD VY }‘74E§ﬁ$&4i\7‘7 ]‘{ % %Li?o
Vb AEEESE, 24577 MEZ 10 ICRELET,

set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

6. — 1 —Y —/EEEH L - — 2T 572DDT7 VRN —TRER L E T, create auth
access_group 2% > KT, RADIUS FiEH — N —2 @A X 15 Filter-ID 7 b U ¥ 2 — MEDH
normal_grp 72 51— 2 —H —, admin_grp 72 HIFEEEM L —F —LHHIT 2 L ORELET

o

create auth access_group normal radius filter_id normal_grp
create auth access_group root radius filter_id admin_grp

7. R— b L—F 2T 272DD7 7RIV -T2 HHRLET,

create auth access_group % ¥ FT, RADIUS FRAEH — N—2 @K XL 5 Filter-ID 7 + U
Y 2— MED grpl BOWREAR—F2—F—=LiHIL. >V 7LR=1 (1-1624) \NDT 7L A%
AT 2 K ICRELE T, FAkIC, 7278RA V=T arp2 2513, &) 7R — b (20-32)
NDT 7R RAZFHAT 2 EIIHEL X,

create auth access_group portusr port 1-16,24 radius filter_id grpl
create auth access_group portusr port 20-32 radius filter_id grp2

TR ITN—TPRETER NI —Y — ORI EREL T,

7 IR ATN—THRFETE R WS (Filter-ID 7 bV ¥ 2 — F 23 RADIUS S8iE Y — N— 5
BHTX NRWIGER, Filter-ID 7 F U ¥ 2 — F OXFEH| & SmartCS ICEGR N7 78 X 70—
THR—HLRWGE) CZD2—HF—D7 7 AREBRENS X 512, set auth radius def_user
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2wy FEETLET.

set auth radius def_user none

9. 7Y FHRERADIUS 7H TV R 2547V FORERITVET,
RADIUS H#— 3— 112 192.168.1.252. RADIUS #— 8— 22 192.168.1.253 2B L %3, 7
HT Y P R—FIIE 1646 BEREL X,

set acct mode radius

set acct radius server 1 addr 192.168.1.252
set acct radius server 2 addr 192.168.1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

I0RADIUS 79> v 294 7 P CHRIAT 2 —2 Ly hF—2EBRLE T,
RADIUS 7D ¥ b —N—I1ZEHR L —T Ly b F—RRELTLEE N,

set acct radius server 1 key password
[—2ZLvy bF—AT]
set acct radius server 2 key password

[—27Lvy bF—AN]

(#f 2 ]

ALEE I IAEEBE AN O 1 — HILERFHE— RADIUS F8iE DJEE T2 — % — B 2TV £ 3,

—fft 22—+ —% RADIUS #8353k 3 25513, AREEMNIERIN TV S —RL—V—Z2HIFRT %

#\%L<u RADIUS #—N—ZEF L /=AY — R B 3 %27 — FEFRELTL X
L —F — DAY — FAFRINTORWEGEEIR, SRV —FIZV X —rF—% AN

%tﬁf$ EEOT —DVFEEETHRII L a4 U RREL M D ET DT IHEREL Z X W,

HEEHI—Y—Tor I U su a~y FETRED R TS, RADIUS % — N — 128§ L

oAV — R B2V — FREEREE I - —ICREL T EXW, 2L, LEEMH

I —H— (root) F— ML —F - BRDHIFRT 2T TEER A,

[RADIUS #— N —{H| D& 7E]
RADIUS il —N—D L — P —EF T 7 A VMIHKET D7 PV 2 — MilZEHEHL £ 7,
AREEENFBAFTE 2 RADIUS 22— —HZORAXFEIZ 64 XFTT,

# R— b1 —H—DEHK

portuser®1 Password = "portuser@l",
Filter-Id = "grpl",

# TTUTAR—F (1-16,24) 7 7 L AATHE

portuser0®2 Password = "portuser02",
Filter-Id = "grp2",

# TSUT7R—b (20-32) &7 27+ AATHE

portuser®3 Password = "portuser®3",
# T ZOWA. AEBORED set auth radius def_user none THH., 2D, # Z—H—FEHIFFETERVD
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T, ZOI—H—D7 7L RAIERENET,

# —fa—F — DB R

somebody Password = "network",
Filter-Id = "normal_grp",

abcO®1 Password = "abcdef"
Filter-Id = "normal_grp",

# HEEHL—F - DOBFF

root Password = "root",
Filter-Id = "admin_grp",

managerl Password = "managerl",
Filter-Id = "admin_grp",

suzuki Password = "suzuki",
Filter-Id = "admin_grp",

ZRUVE 2— O (M8 C 7 FVUbEa— b RADIUS 2REF 7AW ¥ b —N—E
Bl 2L TLEX W,

4.8.13 TACACS+HBEDETE (BARE)

REBDOS YT ILR— M7 7R FTEZR— 22— —% TACACS+H¥ —N—T—nEHT 3
HARMRREICOWTHHAL 7,

e R— PP —N—FRE  £A L2 bE— F (default)

« EERN RAE BN\ DR 7 1E - Telnet / — < JLE— K (default)
cAR— b2 -0 DD

< R— b a ZRTES © RAM(default)

« R— b 1 JHEEHEEE | OFF(default)

CESEE/ 7 AT b7 a kal  TACACS+

« K= b2 —F =D& TACACS+ililE L £ 3%

(L —— P EEE L —F — 31— LERED)

[ RKIX ]
TACACS+ TACACS+
BRI Rk BRI H—\1 H—/\2
Telnet/SSHYSAF7 Uk A — A — 192.168.1.252 192.168.1.253

login: 0 —
: § 192.168.1.100

login:

192.168.1.254

i i ] IL—%5
[ 7 1921682254

4-17 TACACS+H48E (BEAIER)
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[(AEEE DRRE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password

[password A 1]

set user somebody password
[password A J1]

set portd auth basic

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 key password
[¥—Z Ly bF—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 key password

[¥—2Ly bF—AJI]

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 key password
[—ZLvy bF—ATI]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 key password

[—27Lvy FF—AN]

[RXAE DR
1. AEEBEODOLHNC SmartCS, LANI O IP 7 FL A2 %y <A1 192.168.1.100/24. T 7 #
L b L— FIZ 192.168.1.254 ZFREL 5,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. ~fr—Y - EEEHL -V 13— h L TIHRFEL £ 3,
— 2z —F—0 somebody CEEEM I —Y —D root IZNAYV— K %gﬁi L%,

set user somebody password

[password A 1]

set user root password

[password A 1]

3.R—ba—F SRR AL T,

set portd auth basic

4. TACACS+ DR/ ERERELE T,
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LUF X TACACS H— 83— 112 192.168.1.252, TACACS+H— 3N— 212 192.168.1.253 Z &5} 3
AEEOHITT,
=71 v P F—1F TACACS+H — N—IZEF L= F —ZFHEL TL X W,

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 key password
[>—Z Ly bx—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 key password

[—27Lvy bF—AN]

5. TACACS+D 7 h 7 ¥ M eRELET,

PUR1Z TACACS+H— 83— 112 192.168.1.252, TACACS+H — 3N— 212 192.168.1.253 % Bk 3§
2558 0HITT,

Y=L v FF—IE TACACS+H — N—IZBR L= F— 2R ELTL X0,

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 key password
[—ZVLvy bF—ATI]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 key password

[—27Lvy FF—AN]

[TACACS+H — N —HlDFH5E]

PUR & Free TACACS+# — N —DFEH] (2 —H —ERT 7 A WITRET 27 b Y E 2— M)
ZREMLET,

ARZEE X, TACACS+D 2 — ¥ —FRAED ALY L 721&1Z, service=smartcs ¥W 57 Y P a— b
% TACACS+H¥ — N—IZKE L TKRBZITVWE T UTFOREIX, TACACS+H — N —flTiZ
service 7 FV B a2—h2F 2o 78I, ID EXRAV—FEXXEHR LTV, 7782 %FF
A5 2RETT . ZDRERNT TACACS+H — =l —HF —fHjlZHRELTHE D FLBADT,
AIEE DT 7 + L+ DFRIE (set auth tacacs def_user portuser) 12 & D, FBFE L7z 2 —H — 13K —
Fa—¥—r LTHEbIET,

ARIEB DG T Z 5 TACACS+2L — ¥ —ZDOHmAKLFRIZ 64 XFTT,

accounting file = /var/log/tac_plus.acct

# K— bk —%— (user01)
user = user@1

default service = permit
login = cleartext "user®1"

# R— b2 —H%— (user®2)
user = user@2

default service = permit
login = cleartext "user02"
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4.8.14

service 7 PV B o — MBEICEBIGRETA7 P B a— F 2HDORT7ZFRETIUL, L indk
BZHHALTWTS, VD202 —F—ERTEHIT LI LD TEET,

AEEBITRT 7 MY B 2a— b (ZOHITIX grp=port) 1EH 55 U OARIEBE ICEHRE SN TV S HE
BHDET, BREIN TRV P L a— beAREBENZELLGA. XELE7 M) a—
MIEHENE T,

# K— bk —%— (user01)

user = user@1

login = cleartext "user01"
service = smartcs grp = port
service = PPP grp = abc

TACACS+H—N—flITIIEBDO7 PV L2 — b ZEBEIRTZ L HAJEETT,

7272 L. Free TACACS+H — =k, HHOFR—7 M)V L2 — M EERT ZEIETEERADT
THELZEIV, #HO7 V) Ea— bERTHEE. TRoflo L5 I07 M) Ea—
I (grp/attrl/attr2 5§) 2280 L CTHH L TLZE W,

# K—F L —¥— (user02)
login = cleartext "user02"
service = smartcs grp = port attrl = def attr2 = xyz

22— — N — T EHBA X E B create auth access_group I~ > FEARBEBICE L TWR W
A%, set auth tacacs def_user 2~ > F DREMEIHE > T2 — Y — OFFEENMTHONE T, set
auth tacacs def_user 2 v ¥ FORE I N TORVWEEIX, TACACS+H — N—TiliE X iz 21—
P—DHE, 22— —IIN—TERETER VNI —%R—- 2 —F -2 LTV, £2TD
SUTNR—=MIT7 7R TEIMRZNEL T, ZDRED normal DFFEITIEL—F -7
N—TPREETER VWL —Y =% — 21— — 2 LTV, none DHEFEICIEFZY L —F —D 7
I RAEHEELET,

——Y —EEEH 2L — Y — % TACACS+H —N—TRAL T2 HER. R—r2—¥ -7
7R RERAT BV TR - M ERET HEE, RR—TLED 14814 TACACS+HAE
DIFE] BRLUTLIIZZ W,

TACACS+HBEDERTE RRE : 7V RTIL—E VT #HE)
AREEBICT 72 AT 5 2—H—% TACACS+H — N—T—BH T 2FKEICOVWTHHALE T,

Z DFITIE TACACS+H — N —T 2 —F =37 21T\, TACACS+H —N=2 566N TL 57
PV E 2= FEEHDORTIZE ST, ZY 22—V —DETS7 7RIV —7 (EEEH L —
P/ — /R =+ 22—V ) BLUIR-—T+2—F—DI V7 ILEK— bADT T AM%
PETBREICOWTHEHL 7,

R— b2 —HF—B7 7L ZATELZY 7ILKR— D SmartCS IR 2356 (B 213, userl 73
7R ATESTY 7KR— MiE, SmartCS1 TlX 1~10, SmartCS2 Tl 15~20 72 ¥) 1AK%
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EEATO LEATY, COHETER- P 2—HF—DT7 7 LRIV —TF DT Y 7KR—}
D7 7L AMEIARZBIIBEL KT

s R— b —N—FKE X4 L2 bE— K (default)

- BT RERIS AN D G TTE © Telnet / —< L& — K (default)

cR— b2 -5 1 HD

< R— b e ZRFE  RAM(default)

- H— b O PESEHEEE | OFF(default)

< BBFE/ 7 1w > k7| b ajl D TACACS+

s FTRTDOL—Y —% TACACS+EBFEL £3,

K= P2 HF DT IR ITN =TT D) TIAR= DT 7 AMEIAREBEICTE L
£7,

A== PN THPRETER VLT —Z T 7 RAERESE LT,

(HERX]
TACACS+ TACACS+
BRI RIS BRI R ER H—/\1 H—/\2
Telnet/SSHASAF - A S 102.168.1.252  192.168.1.253
192.168.2.1 T T q EJ
[(Ba 3 L | = L = =

7£;T“‘] NS-2260 ‘;ﬁ\;f‘

login:

: 192.168.1.100

192.168.1.254

I L—4
[ 7 1921682254

4-18 TACACS+#8E (772 RTIL—EVD)

DEMRRAE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode tacacs

set auth su_cmd username admin

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 timeout 10

set auth tacacs server 1 key password
[—ZLvy FF—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 timeout 10

set auth tacacs server 2 key password

[¥—2Ly bF—AJI]

set acct mode tacacs
set acct tacacs server 1 addr 192.168.1.252

4-103



4 B B

set acct tacacs server 1 timeout 10

set acct tacacs server 1 key password
[>—Z Ly hx—ATN]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 timeout 10

set acct tacacs server 2 key password

[—ZVLvy bF—AN]

create auth access_group root tacacs attr grp val admin_grp

create auth access_group normal tacacs attr grp val normal_grp

create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2
set auth tacacs def_user none

[RAE DGR
1. AEEEDOLRNC SmartCS. LANI D IP 7 FL A 2w P X712 192.168.1.100/24. ¥ 7 *
L R L— U2 192.168.1.254 #FHEL F7,

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R—ta—H-fFiEe G L ET,

set portd auth basic

3. TACACS+DRGE/ KB EZFE L £5,

LUR1Z TACACS+H—3— 112 192.168.1.252, TACACS+H— N— 212 192.168.1.253 Z %5k 3
BEEOHITT, XA L7 MI1I0MICREL T3,

=271 v b F—IE TACACS+H — N—IZHERR Lo F —FHEL TL X,
WEEMHIL - —I12ERB T % su 2~ ¥ FFEITRHIZ. root T2 < admin T TACACS+H— N —
WEBEEL £3,

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 timeout 10

set auth tacacs server 1 key password
[—2 Ly FF—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 timeout 10

set auth tacacs server 2 key password
[—ZLy FF—AN]

set auth su_cmd username admin
4. TACACS+D 7 H v ¥ b ERELFT, TACACS+HP— 38— 112 192.168.1.252. TACACS+H—

N—=212192.168.1253 ZE5k LET, XA L7V MI 10 MICHREL T,
=271 v FF—IT TACACS+H — N—IZEFR L2 F — 2R EL TL X,
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set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 timeout 10

set acct tacacs server 1 key password
[—ZLvy bF—AN]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 timeout 10

set acct tacacs server 2 key password

[>—Z2 Ly bx—AN]

5. =2 —Y —/HEEEHL -V -2 T 270D 7 7RI N—-T2ERLET,

create auth access_group 2<% > KT, TACACS+H —N—=D 5@ HENET7 PV B2 - (2D
ik grp) DAEA normal_grp 72 53— 2 — ¥ —. admin_grp 72 S IXEEEH 2 — ¥ — L35
TEAEIRELET, atr ITIEET A7 MU P a—F 25K val IHEET 2EOR 7 ITEEEE
HEMEEIWCRDZ Z N TEET,

create auth access_group normal tacacs attr grp val normal_grp
create auth access_group root tacacs attr grp val admin_grp

6. R—= b2 —F—%BANT22DD7 7RIV —TEEHRLET,

create auth access_group 2<% > KT, TACACS+H —N—=D 0 HENET7 PV 2 -1 (2D
BTl grp) DAEDS grpl 72 HIEAR— b 2—=F—=LFHIL. >V 7AKR=} (1-1624) "D 7 7 &
AT EHEIICHELE T, FARIC, gp2 BHiE, 2V 7LKR=1b (20-32) ND T 7+ R
AT 2 XD WHRELE T, atr IKHEET 27 MY B 2— bOAHITR S K val IHRE S 5 fH
DT BEEEHEIMERIIRD 2 Z B TEET,

create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2

7. 7RI N — TR ETCE RN —F — DAL R EL 7,

T RRIN—THRETERVGE (ZOFREHTE grp 7 MV B 2 — M@ SR WG
BXe. grp 7 MU ¥ 2 — b DOfEDI create auth access_group 2 ¥ ¥ R TRELZEE —H LRV
B) KEDLI—HF—D7 7 RAEHELET,

set auth tacacs def_user none

[#f /2 ]
AREEBEIIAEEANO T — LRI~ TACACS+iBal DNEFK T2 —H —FBiE 2TV E 5,
— 21— —% TACACS+ibil 3 25513, AREEMNIIERIN TV S — 21— —ZHIFRS
%7, TACACS+H — N—IZEFR L7z RAV—F e BRZ 27— FERELTLEXY, K
I—PF—DRAYV — FPERINTOVWRWERIE, SRRV EX—VF—%2 ANBZEITT
AEEOO —HVFHTHIIL O 74 UBAJREL 2D ETDTIERL W,
EEEHI - —TOr A UPsua~vy FEITROFEIRETT, TACACS+H— N—1ZEERL
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JoRAY— R B2 R27 — FEEBRBEMHIL P ICHELTLEI W, 2L, ZEEH
I—H— (root) Z— L —F - B DHIRT 22T TEEHA,

[TACACS+H — N —HlDF5E]
TACACS+H—N—DIL—HF —FEF{KT7 7 A MHET A7 P a— MilzLHLET,
ALEE PRI T X 5 TACACS+ L —H —H DI AN FERIZL 64 LFTT,

accounting file = /var/log/tac_plus.acct

# e —F — DB

user = somebody

login = cleartext "network"

service = smartcs grp = normal_grp

user = abc01
login = cleartext "abcdef"
service = smartcs grp = normal_grp

# KEEMI -V — DR

user = admin

login = cleartext "network"

service = smartcs grp = admin_grp

user = managerl
login = cleartext "managerl"
service = smartcs grp = admin_grp

# R— b2 —F—DEHF

user = portuser0l

login = cleartext "portuser®l"

service = smartcs grp = grpl

# TYUTNR—Db (1-16,24) IZ7 7L AT]HE

user = portuser02

login = cleartext "portuser®2"

service = smartcs grp = grp2

# TV T7KR—b (20-32) 7 7 & RH[HE
user = portuser03

login = cleartext "portuser®3"

default service = permit

# T ZO%E. AEEOIED set auth tacacs def_user none THH, 5D,
# VP —HHPRETERVDT, ZOI—F—D7 7L RBETEINET,

O ODL—HF =120 UL TEHBOMER Bl 21X, BEEHL—P -2 K-t 2 —0DHIR) %
HETHZELDBTEET, L BHEOFE—7 NI Ea— b 22747 MIRT N TE
72\ Free D TACACS+H —N—%2FHEXNTWEHEE, 21—V -2 —THIZ7 M) B a—
FEEGFL TWRELSRBERDD 75,

accounting file = /var/log/tac_plus.acct

user = portuserQ1
login = cleartext "portuser01"

service = smartcs admin = admin_grp port = grpl
# TTUTZIER—} (1-16,24) II7 7 RATHE

user = portuser02

login = cleartext "portuser®2"

service = smartcs admin = admin_grp port = grp2

# TSUZNAER—D (1-16,24) 17 7t RAA[HE
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ZOEE, BEOREIUTe R T,

create auth access_group root tacacs attr admin val admin_grp

create auth access_group portusr port 1-16,24 tacacs attr port val grpl
create auth access_group portusr port 20-32 tacacs attr port val grp2
set auth tacacs def_user none

4.8.15 LAN EH#EK 2 2D LANR— F2ER3tEF XY FTHA)

2DODLAN R— 2R 2127 XY b THHT % LAN TEBBOFREICOWTEHHAL £ 3,

s AR— b —N—FKE . X4 L2 bE— K (default)

- LIRS IR A DI 171 ¢ Telnet / — < /LE— K (default)

« R— b 2= —FGE : 72 L (default)

< R— b e ZRFE  RAM(default)

« R— b 1 ZHAPERE | OFF(default)

U TZNAER=F Y TIR= b 1~48 DIGEHEE (9600bps)

[HERRI]
ERARME | | EANRRE
Telnet7 547k o =
192.168.3.1 NS-2260

login: |gU (@3 8
eth eth2| 192.168.2.100

- 192.168.1.100 P
. _—
192.168.1.254 TLmkD"W“ 192.168.2.254

| —% J—%5
| |

419 LAN TR 2 2D LAN R— b E2RBLH 23T XY FTHH)
BRI E]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

set ipaddr eth2 192.168.2.100/24

create ip route default gateway 192.168.1.254

create ip route default gateway 192.168.2.254 metric 100

(R E D iR ]
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1. AEEBEDOHZFIC SmartCS, LANLI DIP 7 FL A % v b~ 22712 192.168.1.100/24, LAN2
DIP7 FL A2 Ay P AT 192.168.2.100/24 % E L £3,

ZFNFNLANL & LAN2 D7 7 4/ h)L— b ZEFK L. LAN2 fllD metric % 100 IZ3%E LT
Ny 227N —MILET,

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

set ipaddr eth2 192.168.2.100/24

create ip route default gateway 192.168.1.254

create ip route default gateway 192.168.2.254 metric 100

4.8.16 LAN TUR#ER (K> 71 > e

R T 4 Y 7HEREIZ X 5 LAN TIEBROBREICOWTHHL 3,

— M= N—FE | XA L7 FE— F (default)
- B RERIS AN DI TIE © Telnet / —<LE— K (default)
. ﬂ‘ b 2 —%—3BEF © 72 L (default)
— b e ZfR7F5E | RAM(default)
— b\ ZHABERE | OFF(default)
SUTNAER=F U TAE— b 1~48 DIEHEE (9600bps)

(R
BERXT R AR BER T R R
Telnet754 72
© :';;;ZJF NS-2260 | 192. 1681 10(TF
. 0. |£m f}j il =]
eth1 eth2
login: = LlnkDOW?OT{;];-k K—I)
Switch ‘ ’ Switch
| 192.168.1.254]
] L—% \
|
B 4-20 LAN LR (R> T« >V J1#EE)
BINEE]

enable bonding

set hostname SmartCS

set ipaddr bondl 192.168.1.100/24

create ip route default gateway 192.168.1.254
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[BE D)
LR T4 Y VBRI LE T

enable bonding

2. AREEE DR SmartCS. bondl DIP 7 FLRAE v F< AT 192.168.1.10024, 57 *
JU R L— FIZ 192.168.1.254 ZHEL 7,

set hostname SmartCS
set ipaddr bondl 192.168.1.100/24
create ip route default gateway 192.168.1.254

4.8.17 IPsec DRFE

IPsec H%EEIC & % VPN HSEDOREICOWTHHAL 9,

K= b —N—FE LI FE-F

- BEERN SRES IR AN DI /15 SSH / — < JLE— K (default)
cAR—b2—F—FE B

< K— b a Z{FEFH | RAM(default)

< R— b v ZHARERE | OFF(default)

U TAE—F DY TIAR— b 1~48 DIEEEE (9600bps)

- IPsec ¥t © L AR Y X —, WESFX (AES128/SHA1/modp1024)

[ X1

<UE—-Mis> ) RS E— R <t H-PhE>
BN 30.1.1.1 20.1.1.1

Has
(D)) v s = Internet VPN @
IL—4

BERNR
BE (Y-l NS-2260-1 NS-TOKYOk 10.1.1.0/24
R—h

D0

4-21 IPsec IC& B VPN t8F%

BEVIE

set hostname SmartCS
set ipaddr ethl 30.1.1.1/24
create ip route default gateway 30.1.1.2

set sshd auth basic
create allowhost all service portd sshrw all
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set portd connect select
set portd auth basic

create user user0l group portusr password
[password A 7]
create user user02 group portusr password
[password A 7]
create user user03 group portusr password

[password A 1]

set user user0l port 1-48
set user user02 port 1-48
set user user03 port 1-48

enable sshd
create allowhost all service sshd
set user somebody password

[password A 7]

create ipsec secret psk NS-2260-1 NS-TOKYO password

Pre-Shared-Key password CERIFERZ AID
Retype Pre-Shared-Key password CERIERZ AID

set ipsec conn 1 auto add
set ipsec conn 1 leftid NS-2260-1
set ipsec conn 1 rightid NS-TOKYO
set ipsec conn 1 left 30.1.1.1
set ipsec conn 1 right 20.1.1.1
set ipsec conn 1 leftsubnet 30.1.1.0/24
set ipsec conn 1 rightsubnet 10.1.1.0/24
set ipsec conn 1 keyexchange ikevl
set ipsec conn 1 ike aecl28-shal-modp1024
set ipsec conn 1 esp aecl28-shal-modpl024
enable ipsec conn 1

set ipinterface ethl mtu 1280

create ipfilter input line
create ipfilter input line
create ipfilter input line
create ipfilter input line
create ipfilter input line
create ipfilter input line
enable ipfilter

accept ethl any any esp
accept ethl any any udp 500
accept ethl any any udp 4500
accept ethl any any tcp 22
accept ethl any any icmp any
drop ethl any any any

VT WN =

[RXAE DR
1. AR%EBDOZANC SmartCS, LANI O IP 7 FL A ¥ v bR 2Z1230.1.1.124, F7 4L}
N—MZ30.1.12 ZFEL ET,

set hostname SmartCS
set ipaddr ethl 30.1.1.1/24
create ip route default gateway 30.1.1.2

2. SSH DFRFEH K %E AW — K (Basic) fRaLICRRE L. B2 TDZ VU 7ILKR—+DSSH / —~< )L
E—FRIZ, BTORXY NI -7 RLABL 77X TEBLLSICHTELET,

set sshd auth basic
create allowhost all service portd sshrw all
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3. R— bV MEREAIICLET,
R— b —N—DEHE— F%& select TEHL T,

set portd connect select

4. R—ba—¥ L2 ONICL 7,

set portd auth basic

5. R— b2 —HP —FBRECHHT 2 R— F 22— — (user01. user02) Z/EAR L L3,

create user user0l group portusr password
[password A 1]
create user user02 group portusr password
[password AJ7]
create user user®3 group portusr password
[password A /7]

6. R—bhL—HF—MN7 7t RATELZVTIAR—-bEFRELZT,
userOl~user03 1%, U 7N K—F 1~48IZ7 7 LA TEDL XD IHEREZHREL T,

set user user®l port 1-48
set user user02 port 1-48
set user user0®3 port 1-48

7.SSHZ 54 7Y " oAREFICIR AV TE B XHI1C, REED SSH +—N—DFEETT
WET, AEED SSHY —N—2FMIL, E2TDLRy T —27 L A0 5AREED SSH
F—N—ZT7 VLR TEBZISIHELET, RZIc, AEBICERINATWEIERS [ V21—
PF—DNRRAY—RERELTLIEEW,

enable sshd
create allowhost all service sshd
set user somebody password

[password A 1]

[ 2]

ARIEBEO THHFROREIX. REED Telnet b —NN— 2 R—F+ P —N—IZE2TDFX Y b T —
TMBET7 7R RATERZIIITKEEINTVET, X2V T4 —%EDDB7=DIC, Telnet 77
Y X2 HIBET 35 EICE. Fadoa~xy F2ETLTLE XV,

delete allowhost all service telnetd
delete allowhost all service portd telrw all
disable telnetd
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8. IP DR ELITVE T,

IKE THW2Hii G/ 2 ERLET,

X274 —F—1tv x4 ID & LU TAREREICIE NS-2260-1, MAZEED ID 12 NS-TOKYO
EEELE T,

create ipsec secret psk NS-2260-1 NS-TOKYO password

Pre-Shared-Key password CHETHEE#ERE ATD
Retype Pre-Shared-Key password CHEETHE#ERE ATD

9. IPsec ML DR EREL T35
IPsec #HMEREZZIIMIT ALV AR X — LTEEXE., BEEH MAZEEBEDOIP 7 FL X

Ry bV -7 EREERLE T, IKE 78 b 2UIZIKEv] TEER L, BEESRPFHED 713 )
A 1% DH 7'V — 7% aec128-shal-modp1024 Z i § 2 EEZITVE T,

set ipsec conn 1 auto add

set ipsec conn 1 left 30.1.1.1

set ipsec conn 1 right 20.1.1.1

set ipsec conn 1 leftsubnet 30.1.1.0/24
set ipsec conn 1 rightsubnet 10.1.1.0/24
set ipsec conn 1 keyexchange ikevl

set ipsec conn 1 ike aec128-shal-modpl024
set ipsec conn 1 esp aecl28-shal-modpl024
enable ipsec conn 1

MEAT 2%y b7 =212 & 5 Tid, setipinterface mtu I~ > KT MTU %22 EICFRE L
TLEZ W,

TEEDHE LANT @ MTU % 1280byte ICEE L TWE T,

set ipinterface ethl mtu 1280

« AEUZIE U T Firewall(ipfilter) DFE X TWE T,
IPsec ZAH T 2 EIEEN LDy b T 4 VX —RKEPDELZD T,

] 21X IPsec @212 & 3 VPN #5217\, SSH/SFTP I X h AMEEIZ7 Z7& 2§ 3D THIIUI.
IPsec J@{E® IKE(UDP 500). NAT b+ 5 3—#)L (UDP 4500) ¥ SSH/SFTP(TCP 22). ICMP % #F
A T2 D7 4 VR —BREEERLET,

accept ethl any any esp
accept ethl any any udp 500
accept ethl any any udp 4500
accept ethl any any tcp 22
accept ethl any any icmp any
drop ethl any any any

create ipfilter input line
create ipfilter input line
create ipfilter input line
create ipfilter input line
create ipfilter input line
create ipfilter input line
enable ipfilter

OOV WN =
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4.8.18  Firewall(ipfilter) DXE

REBDZEA VX —T 2 4 RIHH T 3 Firewall DFRTICOWTHBAL £5,

s R— PP —N—FE XA L2 bE— F (default)

- SO RN DA TR ¢ Telnet / —<LE— F (default)

« R— b= —F85E : %2 L (default)

< R— b a ZRER © RAM(default)

- R— b v ZEiEFKRE | OFF(default)

s Y FILR—1 U 7R — b 1~8 DIEZEHEE (19200bps)
kv ya yHEXFEa— K D 1(Cul-A)

- Firewall(ipfilter) #§BE @ B R X L 7 4 V& — % X5k

[ X1

ERMRES ERM RS

Ar— A —

Telnet7 547+ :
192.168.2.1 NS=2260 T

| F ‘l O =)
login: —

192.168.1.100

login:

192.168.1.254

[+ i ] n—%
[ § 192.168.2.254

4-22 TFirewall BE

CEMNRGE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254
set tty 1-8 baud 19200

set portd tty 1-8 cmdchar 1

create ipfilter input line 1 accept ethl any 192.168.2.0/24 icmp

create ipfilter input line 2 accept ethl any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept ethl any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop ethl any any any

enable ipfilter

[FRTE DR
1. AREEBEOLHINC SmartCS, LANI OIP 7 FL A ¥ 2y <A 2712 192.168.1.100/24, 57 +
LR L— M2 192.168.1.254 #FHE L F7,
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set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. U TR — b 1~8 DIEEHEEZ 19200bps ICHEL 3,

set tty 1-8 baud 19200

3.3UTINR—F 1~8Dtyya A XFa— % Cul-A ICERELET,

set portd tty 1-8 cmdchar 1

* LAN1 5K — M Z Firewall %2 21T\, 192.168.2.0/24 > & @ ICMP/telnet/snmp ¥ telnet / — <

LE—FRDER—F7 27X (TCP8108-8108) DA% HE BB AREXITVWET,

create ipfilter input line 1 accept ethl any 192.168.2.0/24 icmp

create ipfilter input line 2 accept ethl any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept ethl any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop ethl any any any

enable ipfilter

4.8.19 IPv6 DFRE

ARILEZ IPv6 BT ZHH W72 K HEDREC DWW THIIL £9,

K= M —N—FE | &AL 2 bE— F (default)
- B RSSO TIE ¢ Telnet / —<JLE— K (default)
« R— b2 —Y—F8EE © 72 L (default)
cR— b e ZEFES  RAM(default)
- R— b 1 ZEEEHEE - ON(SYSLOG/NFS/FTP/ X — 1)
c BFERE DNS 27747 b
Telnet B — N—D 7 7 & ZHl[R
A= b P —=N=D7 7+ R

LB
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Telnet/FTPOS AT+

2001:dba::2

login:

login:

BER A RER B R R

NS-2260 ‘eh =Y

2001:db8::2

my

Mail  FTP/SYSLOG/NFS
H—/\ H—/\
2001:db8::5 2001:db8::6

2001:db8:fff \J

2001:dba::ffff

DNS
H—n

pesssnnfannnnpanalal

2001:db8::12

BINRCE)

4-23 IPv6 DHRE

set hostname SmartCS
set ip6addr ethl 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

set syslog host 1 2001:db8::6 portlog_facility local® syslog_facility locall

enable syslog

set nfs server
set nfs rotate
enable nfs

set
set
add

logd
logd
logd

tty 1
tty 1
tty 1

set
set
add
set
set
set

logd
logd
logd
logd
logd
logd

tty 2
tty 2
tty 2
tty 2
tty 2
tty 2

add
set
set
set

logd
logd
logd
logd

tty
tty
tty
tty

set logd tty 3
set logd tty 3
add logd tty 3
[password A7]]

set logd tty 4
set logd tty 4
add logd tty 4
[password A 7]
add logd tty 4
[password A 1]

set logd tty 5
set logd tty 6

set dns 1 2001:

1 addr 2001:db8::6 path /mnt/nfslog
on0®0 0 1**

syslog on
sendlog mail interval 180 ratio 70
mail 1 mgr@example.co.jp 2001:db8::5

syslog on
sendlog mail interval 180 ratio 70
mail 1

mail 1 type body
mail 1 subject "Server Status"
mail 1 sender smartcs@example.co.jp
mail 2 user2@example.co.jp 2001:db8::
mail 2 type body
mail 2 subject "Data-Center Server"

2

mail sender smartcs@example.co.jp
syslog on

sendlog ftp interval 180 ratio 70
ftp 1 loguserl 2001:db8::6 password

syslog on
sendlog ftp interval 180 ratio 70
ftp 1 loguserl 2001:db8::6 password

ftp 2 loguser2 2001:db8::6 password
nfs on

nfs on
db8::12

set dns localdomain example.co.jp

delete allowhost allentry
create allowhost 2001:dba::/64 service telnetd
create allowhost 2001:dba::/64 service portd telrw
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4 B B

[BRFE DR
1. REEDOLHNZ SmartCS. LAN1L D IPv6 7 FL A ¥ v b~ A 2712 2001:db8::2/64. T 7 +
JL b JL— U2 2001:db8:: A ZEHEL 9,

set hostname SmartCS
set ip6addr ethl 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

2.SYSLOG 7 94 7Y b ERELE T,

R=1tBT77 707 4 —dlocal0, AREEDM 1T % SYSLOG D7 72V 7 4 —% locall T,
SYSLOG #—3— (2001:db8::6) IZ3EE L £,

SYSLOG D% % FHEi L 72 T. enable syslog 2~ > FTSYSLOG 7 54 7>~ M EEML
£79,

set syslog host 1 2001:db8::6 portlog_facility local® syslog_facility locall
enable syslog

3.ARBEDNFS 7547 M ERELET,
NFS H— 3—1% 2001:db8::6, NFS H#— N—D <7 > b S A3 /mnt/nfslog, NFS ¥ — N—IZ{R1F
T5us%BA1IHORONICR—T—>a Y LET,

set nfs server 1 addr 2001:db8::6 path /mnt/nfslog
set nfs rotate § 0 1 * *
enable nfs

4, V) 7ILE—=bF 1D SYSLOG Hi 1% ON IZERE L. BERNFEERO X vt —IH1&h
I SYSLOG Y —N—IZXEESN B KO WCRHRELF T, SHIT. RA— a7 ZERRICX —
WEET HREZITVE T,

TREDRETIX, 180 kA D L { &K — b a7 % A4 XD 70%I123E L 7235812, Mail +—o3—
(2001:db8::5) Z#EH L TR — b+ 2 7' % mgr@example.co.jp IZIXF L £ 3,
BEEINIA—INDOYTI I FPREEEA—NLT FL A, R— raZoOREHEX. TiHH
FRFORENKMEINE T, X—LDHY 7Y =2 MIX portlog TTY_THEH., EEEA—LT R
L 2121 portusr@ " AEB DR R F " "B —HIL R AL " R— b+ ZR@EA— LD 7 7 4
N LTEEEhET,

set logd tty 1 syslog on
set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co.jp 2001:db8::5

5. 7NR—=1b 2D SYSLOG /1% ON ICHRE L. BEHRNREERDO X v —I 21 &h
BEIZSYSLOG = N—IZEFEEND LHICHELE T, 61T, K= baZZ2ERIITX —
NEETAHEERITVET,

TREDFEETIE, 180 FRIFED L IER— 7% A4 XD 70%I123%E L725E12, Mail 3 —N—
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(2001:db8::5) Z#EH L THR— b B 7% userl @example.co.jp & user2@example.co.jp 123518 L
9,

userl @example.co.jp IZEFT 2 X —Lid, 7 =2 b %"Server Status", X — LEEHE %
smartcs @example.co.jp £ LEF,

user2@example.co.jp {ZEEFT 2 X —ME, B 7Y =7 b %"Data-Center Server'. X —/LiE(EH
% smartcs @example.cojp ¥ L 3,

R— P BZEX— VDAL TEELET,

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 2001:db8::5
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp
add logd tty 2 mail 2 user2@example.co.jp 2001:db8::5
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject "Data-Center Server"
set logd tty 2 mail 2 sender smartcs@example.co.jp

6. U T7ILAR—1F3DSYSLOG H1% ON IZERTE L. BEHMEEEOX v —U B Eh
BEIZ SYSLOG H—N—ITEEIND LHICRELE T, X5, K— b+ r %2 EHIC FTP
EETIREERITVET,

THORETIX. 180 7HRED LIEXR—1r a2 A4 XD T0%I1E L 723581, FTP — N —
(2001:db8::6) ? loguserl IZ FTP A{E L %3,

set logd tty 3 syslog on
set logd tty 3 sendlog ftp interval 180 ratio 70
add logd tty 3 ftp 1 loguserl 2001:db8::6 password

[password A 1]

7. >V 7KR—1b 4D SYSLOG Hi /1% ON ICEE L. BRI O X v 2 — I Eh
B SYSLOG B —N—ITEFEEIND L WKEHELF T, X612, R— b2 EMNIC FTP
HEETIHEEZITVET,

FREDOFETIE, 180 DHkED L IEKR— a4 XD 70%I123%E L7552, FTP 3 —oN—
(2001:db8::6) @ loguserl & loguser2 IZ FTP XL 9,

set logd tty 4 syslog on
set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguserl 2001:db8::6 password

[password A J7]
add logd tty 4 ftp 2 loguser2 2001:db8::6 password

[password A 1]

8. YUTZIILEK—F5L6DNFS % ONIZKEL., BEANEESRDOX v - I N5 EIC
NFS 4 — N— IR FENDZ IO CERELE T,

set logd tty 5 nfs on
set logd tty 6 nfs on

4-117



4 B B

9. REEDDNS 7747 MERERRELE T,
ZRifEI S 2B DNS 3 — "— & LT 2001:db8::12 ZHEL £3,

0—7)L KX A4 & LT example.cojp ZiXEL £T,

set dns 1 2001:db8::12
set dns localdomain example.co.jp

10. REED Telnet 4 —N— L R— b —N—AD7 7t AHIBEZREL FT,

2001:dba::/64 DAy N T =27 M ED A, AEED Telnet h—N—B X PR — b —nN—i127 7
L RAZHALE T,

THHEREORETIEIITXRTORY NI =TI 0507 7 ARF XN TVWETDT, LD
IZ delete 2~ N CTREDHIREZZITLE T,

delete allowhost allentry
create allowhost 2001:dba::/64 service telnetd

create allowhost 2001:dba::/64 service portd telrw
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51 ZEEBHRORT
511 N—FOxz7BE®R/YV 7 bV T7BEROKRT

REEBDN—F T2 TR AT AY 7 by 27 DIERERRT 2121E. show version 2%

VEERFETLET, Aa~v U FE. YATAV I MY 2 T7OAN—Y g ROEEHEE, X7 A
EEIRR, SV 7 ABBREERRLET,

(c)NS-2260> show versio

System : System Software Ver 2.0 (Build 2026-xx-xX)
Boot Status : Reboot

System Up Time : 2026/03/18 08:28:34
Local MAC Address : 00:80:XxX:XX:XX
Number of MAC Address : 2

Model : NS-2260-48 (48 port)
Serial No. I XXXXXXXXX

BootROM : Ver 1.0

Main Board CPU : A15 (1500MHz)

Main Memory : 1010028 KBytes

Boot System : main (Ver 2.0)

Boot Config : external startupl
Main System : Ver 2.0

Backup System : Ver 2.0

(c)NS-2260>

512 HEBRO—ERT

ARIEE O ECHTAER. 77k OEBFREY —1E L TER/RT 512X, show support I >
F2FEITLET,
show support 2= > R23H{ )3 2 B E W Z K 5-1 1L L £ 55



% 5-1 show support A > KA N T 3 EBEBER

show support 153k

Version information
SYSTEM information
temperature information
Host information

slot information

CPU information

Memory information
Process information
Bonding information

Ether port information
Ether port statistics information
IP6 information

IP host information

IP route information

IP6 route information
ipfilter information

ip6filter information

ipsec information

IP/IP6 statistics information
DNS information
ARP/NDP/TCP/UDP information
User information

Login User information
SNMP information

LLDP information

SNTP information

Syslog information

NFS information

AUTH Access_Group information
AUTH information

ACCT information

Portd information

Portd session information
Ttymanage information
Logd information

Logd stats information
Console information
Console stats information
Service information
HTTP/HTTPS information
Allowhost information
Startup config information
Running configuration
system information
network information

pci information

system profile

proc information

ipcs information

process memory information
ttymanage log

command log

webapi log

console log

boot log

system log

AKawy Rid, BFFRICRRINZX v 2=V RHEHEREEDODKEDOR V7 ERRLETDT,
IE L AZEH I E STV S CONSOLE R—+ ETHEITF2 LD, v b7 —2 &AL
7= Telnet/SSH 27 54 7 ¥ b 6 FATF BIE 5L TWE T,

723, show support 2% ¥ FTHEREINZEZE 7 DRRTEIIHEK 500 /7T, IXTOHH
TR FIRT DA, show support detail 2= > FEFEITLTLZ W,

ZDaxy FOHANAE, B R— MRHICHEAT 2 DD THARCEL TIIBEBEZTEIEA,



LI show support 2+ > K DEITHITI,

(c)NS-2260# show supporty
===== start of show support =====
Thu Mar 05 09:59:36 JST 2026

===== Version information =====

System : System Software Ver 2.0 (Build 2026-xx-xx)
Boot Status : Power on

System Up Time : 2026/03/05 09:56:33
Local MAC Address I XX:IXXIXXIXX:!XX!XX
Number of MAC Address : 2

Model : NS-2260-32 (32 port)
Serial No. I XXXXXXXXXX

BootROM : Ver x.x

Main Board CPU : A15 (1500MHz)

Main Memory : 1010028 KBytes

Boot System : main (Ver 2.0)

Boot Config : external startupl
Main System : Ver 2.0

Backup System : Ver 2.0

===== SYSTEM information =

show timezone
Timezone is "Tokyo"

1s /etc/localtime
lrwxrwxrwx 1 root root 25 Mar 5 09:56 /etc/localtime -> /usr/share/zoneinfo/Tokyo

show environment
<Environment status>

Power information

Power unit : AC

Power 1 : ON

Power 2 : OFF
Temperature information

Current temp : 39 deg C

Sensor : 39 deg C

Adjust H)

: Hg

===== end of show support ====
(C)NS-2260#

show support 2% > K DIFEITHER% supportlog 7 7 A MIFFET D2 TEFE T,
RETZ 2V R—MERIZ1DOTT,

(cINS-2260# show support file writey
write support log...

complete.

(c)NS-2260#

FEHRY A 3 Faoa~vy FCHEERTX (T,

(c)NS-2260# show support file infoy

<show support log file>
name date size

support.log 2026/03/3 14:57:28 183502

(c)NS-2260#
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{R1F L 7z support.log 7 7 A WE RELD 2= > N T FTP/TFTP # — N —ICHGE T E X7,

(c)NS-2260# ftp support <FTP #— N—®D IP 7 F L Z>y

H LI
(c)NS-2260# tftp put support <TFTP #—N—D IP 7 FL Z>y

FTP 7 54 7>~ b5 supportlog 7 7 A V2 HIS T 2 551X PRl DRIEZITVE T,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup): verupy

331 Password required for verup

Password: 4

230-
Welcome to NS-2260.
"/verupfiles" : version-up files
"/support" : support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> cd supporty

250 CWD command successful

ftp> 1sy

227 Entering Passive Mode (192.168.1.100,232,70).

150 Opening BINARY mode data connection for file list

-IrW-TW-I'W- 10 root 214866 Aug 20 13:29 support.log
226 Transfer complete

ftp> biny

200 Type set to I

ftp> hashy

Hash mark printing on (1024 bytes/hash mark).

ftp> get support.logy

local: support.log remote: support.log

227 Entering Passive Mode (192.168.1.100,219,240).

150 Opening BINARY mode data connection for support.log (214866 bytes)
HEHHHARBHHHBBHHHBRHHH BB AR BB B R AR BHR BB B HRA R R H AR BB H AR AR SH
226 Transfer complete

214866 bytes received in 0.0156 secs (1.3e+04 Kbytes/sec)

ftp> quity

221 Goodbye.

$

support.log 7 7 A VOHIBRIE Rl a~ > FZ2FEITT 20, d LFEBEBZHEH L TS W,

(c)NS-2260# show support file deletey
delete support.log [y/n] ? y4
(c)NS-2260#
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52 AV I7400DER
ZAE— Ty T I 7AILO—EBRTR

5.21

AREBIZSEDRAEX - T v T T 7 AN (AFEY—H—FRIZ4 7 740, REENIKIZL4T 74

W EFIELTVWET,

REBICXEY) —D— FBPHBAZIRTVWEEEEZ. AFEV—H—FRDF 7L EDAR—+T v

T ANDEEIaY T 4 e LTiARAENE T,

XEY =H—FBHEAZINTORWEES, REENBOT 7+ NV EDRX—T7 v T 7741
BtAIABE T,

L

FIERA T ) (RAM)

writel~ > F

@eav7E>

EFAD
AR—FTw
774

5
i

'{ T T ]

M

EEMER
{'; startupl 7 77 JL ]
{-; startup? 7 71 )l ]
{-; startup3 7 77 L ]
{-; startupd 7 71 )L ]
Sl — )k
{- startupl 771 ]
{-; startup? 7 7 JL ]
{-; startupd 7 71 JL ]

K51 XR2—+T7vTT7A0L

HE

P2 R P e
default startupa </ FT
HEEE

AR—=FT 9T 77 A ND—ERRIE, show configinfo 2~ > FEFEITLE T,

(cINS-2260# show config infoy
boot startup :

external startupl

internal startup files

name

date
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startupl Jul 3 19:28 762 &
startup2 Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 ki
startup?2 Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c)NS-2260#

522 RXREA—=bT7YyTIT77AILOHRBDORT

ALEEDEENRICGTAAATZZRRZ = T v 77 7 A VOEHRZFRT 51213, show config startup
avy FEFEITLED,

(c)NS-2260# show config startupy
=== show external startupl ===

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2260

set ipaddr ethl 192.168.0.1

#

# User configuration

create user somebody group normal uid 100
create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

#

# Network service configuration
create allowhost all service all

(c)NS-2260#

FBELRRRZ =T v T 77 ANEERT 255G Bl 0 XEY —F— RO startupd 7 7 A /L) 1,
TEED & 51T show config startup 2~ > RIZA > a Y RIEEL THEITLE T,

(c)NS-2260# show config startup 4 externaly
=== show external startup4 ===

# System configuration (external #4)
#

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2260
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5.2.3

524

set ipaddr ethl 192.168.0.1
;G

EFRICHRARACRAI— TPy T I 71IILOEE

EEFRFICTAAENDE AR — T v 77 740U, XAEY) =D — R AREBRNTOWHICH D,
THHEAERIZ VTN D startupl 7 7 A AT 7 AL EDRRX = T v 77 748 LTRES
NTVET,

REFIIAE) I —FDBHBAZINTVWEEEE, BITXEBY—FI—FDTF 75+ FDAX—
b7 T T 7 ANDHEAAENE T, XTY —H— FRHAZIRTOWERWGS, REENTD
FIFIVIDAR—=FT v T 7 7 A APHAAENE T,

TIANWVDMDRAR=F 7 9T 77 ANEEET 51213, default startup 2~ > R FETLE T,
FZIE, XREV—I—FDTFTI7 NV IEDAXR—T7 v 77 74 )V% startup3 7 7 £ MITEHET
BE1E. FEED & 512 default startup 2% > RIZA 7> a Y E2IEE L TEITLE T,

(c)NS-2260# default startup 3 externaly
(cINS-2260#

TIANIDRAR—=1T v 77740, show configinfo 2+ > FCHERTZ £ 35,
FIAINIFDAR— L7 v 77 7 L M2 default §iiz T BFEREINE T,

(c)NS-2260# show config infoy
boot startup : external startupl

internal startup files
name date size default

startupl Jul 3 19:28 762 &
startup2 Jun 2 09:35 445
startup3 Jan 2 09:35 445
startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 &
startup2 Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c)NS-2260#

AZ—=cT7yFT7AILDOIE—

AR—=b T T 774 N%EaAE—F BITIE, copystartup IX Y REFITLET, FlRIEX XE
Y—J1—FROD startupl 7 7 A V% XEY —H— KD startup2 7 7 A MZAE—=F2551F. T
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5.2.5

5.2.6

FED X DI copy startup A Y RIZA T a VEIBELTEITLE T,

(c)NS-2260# copy startup 1 external to startup 2 externaly
Do you really want to copy external startupl to external startup2 [y/n] ? yy
(C)NS-2260#

AR—cT7YTT7INDOREDI )T

AR—=b2T v T T 7 ANOFER ) 755 (LIHHERHCERE ) 121, clear startup 2 ¥ > F %
FITLET, IR, XEV—H— FEEBENIED startup2 7 7 A VDHEZE 2V 75 255
¥, FELD K ST clear startup I ¥ RICA > a YR ELTEITLE T,

(c)NS-2260# clear startup 2/
Do you really want to clear external & internal startup2 [y/n] ? y4
(c)NS-2260#

TRTCDAR— T 9T T 7 ANV 7T RERETaLDal A 7> a VEEELTETL
x93,

(c)NS-2260# clear startup ally
Do you really want to clear external & internal startupl-startup4 [y/n] ? yg4
(C)NS-2260#

SYZYJAV T4 TDRE

AZEEX, EHRICHRARAATZRAR =7 v 7 7 A MBI N TWEEHREa~< Y R, #
BOEE LB CEBEHMENFET LR Ea~YY P, REBONHEAEY — LIt y=>
Tarv74 7 LTEMLTVWET,

AREEBDT = 7ay 7 4 7%FRT 5121, show config running 2~ > REFATLE T,

(cINS-2260# show config runningy

echo "SYSTEM configuration..."
zet timezone Tokyo

zcho "IP configuration..."

ﬁet hostname NS-2260

;et ipaddr ethl 192.168.1.1/24



echo "IP6 configuration..."

#

create ip6

set ip6addr ethl 2001:db8::2/64

#

echo "User configuration..."

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100

#

#

echo "IP ROUTE configuration..."

#

create ip route 0.0.0.0/0 gateway 192.168.1.254
#

#

echo "IP6 ROUTE configuration..."

#

create ip6route ::/0 gateway 2001:db8::ffff
#

#

echo "Network service configuration..."

#

enable sshd

create allowhost all service telnetd

create allowhost all service portd telrw all
#

527 RXRA—+ FvTIT7AILDEE (FTP —/\—)

REBEBDFIP Y —AN—%2{HHL T, AX—F+7 v T I 7 ANEEETEZIENTEET,
(NS-224O NS-2250 OFEZUIET B5E1E 488 E NS-2240. NS-2250 72 & DR ERITR O
HEEAL ZRLTLIIEEN,)

FTP % —N—IZ KB RRX— 7 v T 7 7 A LDEEEZ, REBDIP 7 FL 2% [192.168.1.1001,
FTP 27 547> FDIP7 FL A% 1192.168.1.1) ¥ LTHAL 7,

B (1) FaERE

AREEFED FTP FREEITVE T,

enable ftp 2~ > R TFTP 4 —N—%EEI L, FTP 7 54 7>~ F S AREEED FTP ¥ — N — 1

7R ATE S X DIZ create allowhost 2~ > REFETLE T,

FTP THIH 3 % setup 2—HF =AYV - FERELE T,

SSH 7u r a L 2FHLTWS SFTP 7 74 7 ¥ M 2T 2581%. 1464  SSH H—N—
DFRE) & 1465 BRI —N—D7 7R 2SR L. REED SSH b —N—Z&E L

TLREEW,

(c)NS-2260# enable ftpdy

(c)NS-2260# create allowhost all service ftpdy
(cINS-2260# set user setup passwordy

Changing password for user setup.

New password: ¢

Retype new password:y

(C)NS-2260#
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B Q) FIP IS4 7Y b TEEL. FREDRZ—F7 v T I 7ML ZBIRT 356
XEVY—Hh—FDstartupl 7 7 A VEEIRT 2 FIACOWTHHAL £ 3,
FIP 7547 FTftp 2~y FZETLT, setup 1—F—Trr 4 LET,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP Service.

Name (192.168.1.100:setup): setupy

331 Please specify the password.

Password: 4

230 Login successful.

ftp>

FTP TAEEIZO A Y Leh, sAv Y FEFITLTRE =7y I 7 7 A VR L £ 7,
REBNILDARZR— 7 v 77 74 Uikinteralfiles 74 L2 P VI, XEV—H—FDRAX—
7w 77 7 4 VX externalfiles 7 4 L7 P U D RIRESINRTVET,

cd 27 FTexternalfiles CBEHI L, HE, sa~Y FTREX— 7 v 7 7 AV EHRLF
T, DT 4 L 27 FURT 7 A LDIEIIITHOROTL XN,

ftp> 1sy

227 Entering Passive Mode (192.168.1.100,83,33)

150 Here comes the directory listing.

Irwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
1rwXrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfilesy
250 Directory successfully changed.

ftp> 1sy
227 Entering Passive Mode (192.168.1.100,43,110)
150 Here comes the directory listing.

-I'W-Irw-r-- 1 198 720 Oct 08 12:52 startupl
-I'W-Irw-Ir-- 10 198 534 Oct 06 10:33 startup?2
-I'W-Irw-Ir-- 10 198 534 Oct 06 10:34 startup3
-IW-rw-r-- 10 198 534 Oct 06 10:34 startup4
-rW-rw-r-- 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK.

ftp>

A EY —H— RO startupl 7 7 A L% CSl-startupl W5 7 7 A VHTHEE L, FTP Z# T L
£,

ftp> get startupl CSl-startuply

local: startupl remote: CSl-startupl

227 Entering Passive Mode (192.168.1.100,191,54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK.

720 bytes received in 0.00026 secs (2.7e+03 Kbytes/sec)

ftp> quity
221 Goodbye.
$



B 3) FTIPUSAT7> TESL. ARBICAEZ— T YT I7 71 EEXRT 3158

FIP 7 947 EDRR = 7 v 777 4% XEY —H— FOD startupl 7 7 4 MZHLET
ZFINECOWTHHL 3,
FTP 7547 Y FTftp a~ Y FEEITL T, setup L—F—TrI 14 LET,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP service.

Name (192.168.1.100:setup): setupy

331 Please specify the password.

Password: 4

230 Login successful.

ftp>

FTP TAEICO /A L7eH, saAav Y FREFTLTRAEX -7y I 7 7 A VEHERLE T,
LEENIHTDRA X — 7 v 7774 VT internalfiles 74 L7 FVIZ, XEY—H—FDAR—

7w 77 7 4 VT externalfiles 7 4 L7 P YD RIREZIRTVE T,

cd 2~ FTexternalfiles 74 L7 P VITBEIL, HE, sa~Y FTRAX— 7 v 774

NZERLET,

fhDF 4 L2 MU T 7 4 LOEETHRNTL N,

ftp> 1sy

227 Entering Passive Mode (192.168.1.100,83,33)

150 Here comes the directory listing.

lrwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
lrwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfilesy
250 Directory successfully changed.

ftp> 1sy
227 Entering Passive Mode (192.168.1.100,43,110)
150 Here comes the directory listing.

-IW-I'W-I'-- 10 198 720 Oct 08 12:52 startupl
~-IW-YW-Ir-- 10 198 534 Oct 06 10:33 startup2
-IW-IW-I-- 10 198 534 Oct 06 10:34 startup3
-I'W-IrwW-Ir-- 10 198 534 Oct 06 10:34 startup4
-IW-IW-I-- 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK.

ftp>

FTP 2 547 Y YDRR—=F 79 774 0%, XEY —H—FOD startupl 7 7 4 MITHGE L,
FTP Z# T L %9,
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ftp> put CSl-startupl startuply

local: CSl-startupl remote: startupl

227 Entering Passive Mode (192.168.1.100,191,54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK.

720 bytes received in 0.00026 secs (2.7e+03 Kbytes/sec)

ftp> quity
221 Goodbye.
$

FTP TXEY —%— FD startupl 7 7 A WZHGE L TH, startupl 7 7 A LDREF T V=27
AV T4 IR ENER A,

Fy=vrary7 4 i sstartupl 7 7 A NVOREE KIS E 25513, AKEZFHRSL TS
72EW,

(cINS-2260# reboot startup 1y
Do you really want to reboot with main system and startupl [y/n] yy4

528 RE—bT7yTITFAINDEXFTPIZ14T )

AEEBDFIP 754 7Y F2HHLT, AX— 79 P77 ANBIHET LI ENTEET,
(NS-2240, NS-2250 DFREZHRIET 2551 48k E NS-2240, NS-2250 7> & DREBA TR D
HEN 2L TLIEIW,)

FTP 7547 Y MIEBREZ— 7 v 7 7 A NOIEEIL. AEEDIP 7 FL 2% 1192.168.1.100.
FIPH—N—DIP 7 FL X% 192.168.1.1] ¥ LTHHAL £3,

B (1) XRRBEORE— Ty TT7710)% FIP Y —N—|RFI 355
AREEED X EY) —F— FD startupl 7 7 £ /L%, CSl-startupl £\5 7 7 £ LT FTP ¥ —"—
WARME ST 2 FIEICOWTHAL 9,

(c)NS-2260# ftp setup external 192.168.1.1y4

220 FTP Server ready.

Name (192.168.1.1:userl): userly

331 Password required for userl

Password:

230 User userl logged in.

ftp> put startupl CSl-startuply

local: startupl remote: CSl-startupl

227 Entering Passive Mode (192.168.1.1,170,246).
150 Opening BINARY mode data connection for CS1l-startupl
ftp> quity

221 Goodbye.

(c)NS-2260#
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B Q) FIPY—N—DOXZ—+ 7y T 771 I eEXEBICREFET 5

5.2.9

FTP H—N—IZRE XN T W5 CSl-startupl 7 7 A L ZARIELED X E Y —J1— F D startupl 7 7
A MZRET 2 FIECOWTHAL £3,

BIELIZAR— N7 v 77 7 A LD NBUSIIAREEE O BB NETT,

(c)NS-2260# ftp setup external 192.168.1.1y
Connected to 192.168.1.1 (192.168.1.1).

220 FTP Server ready.

Name (192.168.1.1:userl): userly

331 Password required for userl

Password:

230 User userl logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> get CSl-startupl startuply

local: startupl remote: CS1l-startupl

227 Entering Passive Mode (192.168.1.1,216,249).
150 Opening BINARY mode data connection for CS-startupl (1476 bytes)
ftp>

ZARA=+Tw T T 71 INDEX (TFTP V517> 1)

AEBDZAR— 7 v 7 74 1% TFTP ¥ — N— R FE L2 D, TFIP —"—TEHL TV
BAR—=VT 0T T 7 ANEAREBICHET DN TEET,

(NS-2240, NS-2250 OFE R #E T 25E1E 8% E NS-2240, NS-2250 2> 5 D% ERI TR D
FEA) ZSRBLTLIEIW,)

TFTPIZ X B2 AR =7 v 77 7 4 VOEBRFIRIX, AEEDIP 7 FL A% 1192.168.1.100]
TFTP #—N—D P 7 FL X% 1192.168.1.1) 2IRELFHAL F7,

H (1) xEEDXZ—rT7YvTT771I)L% TFTP Y—N—ICR1FT 358

KEBEBDAR— b7 v 7T 7 74 V% TFIP = N—IZR1FT 2T Pl OREZITVE T,
startupl 7 7 A /L% TFTP % — N—IZfR1F T 2 FIHTOWTHAL £7,

(c)NS-2260# tftp put setup startup 1 external 192.168.1.1y
(c)NS-2260#

B 2) TFTP H—N—TEBELTWR3RE— 7y T 771 EXREBICEXT 358

TFTP H— N—TEM L T\ 3 startupl 7 7 A V2 AREEIHRET 2 FIEIZOWTHAL X7,
HE LI AR — b7 v 77 7 4 VO RKBUCIEAZEE O FREI NI T T,
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(c)NS-2260# tftp get setup startup 1 external 192.168.1.14
(c)NS-2260#

53 vV -=IJ)LOJoRA
AIEBD LY — LA vt —Dl, CONSOLE H— Mo - EmEmmkic HRans .
T/, BRENEOV YA RXvb—DF, avy—ruZr LTAEBNICEEIRET,

AREEICRFLTWDRTOaYY —a 7 2HRRT 51213, show log console 2 > R %%
TLET, 7> a VL THEITT S L IMByte 7 RRINE T,

(cINS-2260# show log consoley
Sep 23 15:24:05 port_logd: <TTY32> started

:  1MByte &2 F®R
(c)NS-2260#

FRT 2ITEETEE T 535 E1%. show log console I~ > RIITHRIEE L THEITLE T,

(cINS-2260# show log console 204
Sep 23 15:24:05 port_logd: <TTY32> started

20 {17 2R
(c)NS-2260#

REINTVERTOaAYY — a7 ZHFIRT 51213, show log console detail 2% > F &%
TLET,

(c)NS-2260# show log console detaily
Sep 23 15:24:05 port_logd: <TTY32> started

;. BAToORZERR
(c)NS-2260#

aYY =)L X y+t—I% CONSOLE K — McHH L EEEENKRICRR LRSS, FHRIC
2y b7 =2 ED Telnet)SSH 7 54 7 ¥ FiiRIZA Y Y =L X v =Y R RRIE DITIE
Telnet/SSH 7 5 4 7 > b5 console I~ > REFEITLET,

a<y REFHBIC, Hhdhzaryy - Xyt —I2 Telnet/SSH 7 54 7 > b O FizFk

RENFET,
AV RXyb—IYDRREEIET S L Eld consoleoff a~v Y FEEITLE T,
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(®)NS-2260# consoley AV IRy t— IR
(®)NS-2260# console offy avy =X yt—IIERR
(®)NS-2260#

aryy—nruaE, SYSLOG 4 —N—IZEELTHRETZ I TEET, SYSLOG H——
DIBEHEZ. 1473 SYSLOG 754 7> FDFKE] #SRLTLEZE W,

54 SNMPICLBAKEDEE

AZEE 13 SNMP Versionl/Version2¢/Version3 ¥R — F L TWE T, SNMP 3 — N— 2% (E T
% MIB OEREAZELENZET 2 L. ZOERIIGLIN— a YA D MIB fi%k SNMP - —
N—=ITRLE T,

F7z. ALEIESNMP 7 v FREHEREEZFTA L TW2 DT, 150 DJFE K TALEE A FHEH)
L7z D AREEITHHLL TV 2 BN RN XY >~ LRI, SNMP k5 v 7% SNMP #—
NIZEE L THERZHN ST 2 Z 2 PARET T, b+ 7 v 71 Versionl/Version2/Version3 fZ7D
WINDOTEERTA2DEEETEIENTEET,

BERMREES || ERIRMES

SNMPH—/\

-

R

|- NS-2260

SNMP +5v
SNMP MIB7 7R Serial DSR Trap
HEBIER Coldstart Trap
[ VFO#EEHESR TOfh

ZDHh

5-2 SNMP #HE

ALEED SNMP HEREZ FIH T 21213, TalOFIETALE Y SNMP ¥ — N —%
RELE T,
O A%EEDSNMP T—2 x> MERERRELET,
< AREED SNMP T—2 = > MEREIX 124 EHEHEEE 22T XV,
c RZEED SNMP = — = ¥ MEREDOREIX 1472 SNMPZ—Y =Y FORE] 2L
TR,
- AREEEPEMTI-OOEMREEDIP 7 RLR/AI 22T 4 —/7 7 ZHE)
« % SNMP #— N—IZBREL ET,
-® RBEUTELT T, SNMP H— N—ICAREEDMIB 7 7 f LA VK- P LET,
« AEEBD MIB 7 7 A ME, itk — 22— (https://www.seiko-sol.co.jp/) 75> 5
Xy ra—RLTLEENW,
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55 YRATLYILIITDER
AEBDS AT LY 7 V7 27 OIS OWTHAL T,
REBEDS AT LY 7 b7 2 T EAEARICHEE LTV T,
BERICHHAT 2 ATAY 7 Y27 (main) £, AT ALY 7 bY =7 (main) BHHTE 72
WIGBWEAT 2 RAT LY 7 8T 27 (backup) D2 DODT AT LY 7 by =7 BHEHL T
8
CD2DODYRT ALY 727 EFHTUDBEZLZ B TEET,

[ ’/Z?A‘J?H?IT}

(main)

DRTLYINITT
(backup)

®53 SRXTLYT I TTDEK

551 EEFITHIVXTLYIEOT7OUIDEX

HBET AT LY 7 M2 72D Z 2 5EIE, reboot 27 Y R THET % /5152 ROM £
ZX—TIEETIHED 2EEND D £ 7,

H (1) reboot ARV KRICEBEHFHATFLY I NI T7OYIDEZ
HRBFICHEAAD S AT AY 7 Y27 R reboot A< R TIRET AN TEE T,
HRBIFHCS AT LY 7 b Y =7 (backup) ZitAALEEIX., Ficoa~vy FEFEITLET,

(c)NS-2260# reboot backupy
Do you really want to reboot with backup system and startupl [y/n] ? yg

YIDBEZ DI AT LY 7 b 2 7H Ver 1.0 DA, reboot 27 FTIETTEEHA,

B (2) ROM E-R—ICLBEEBCATLY IRV T7OYIDEX
LE DB ON KD L < 13 shutdown 2= ¥ FEITRICHAAL S X T LY 7 MY = 7% ROM
TR —THET DN TEZT,
AT ALY 7 FY 27 (main) A S OEEIC X HEEITERVWEAIX, ROM E= X —T,
boot-b A< REFITLT, YRATALY 7 +vx7 (backup) THE] L TL 7ZX W,

ROM E= X — 12X 3B AT LYV 7 b2 7OY DB ZFIEZLIRICHBL %93,
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- OALEE D CONSOLE #— MEBEEMHM R 2 HER L T,
- OQARZEE OB R ON I LT, EEEHHEAIZ Hit Enter key to stop autoboot:" 23 # /R X 4172
5, TRV R—UF—%HFL, ROME=X—D MON>7 0>y 7 M2 HERIEET,

Hit Enter key to stop autoboot:

MON>

-®boot AV RIZ-b AT avEIFELT, AT LY 7 bV x7 (backup) %

cEEIL XS,

MON> boot -by

INIT: version x.xx booting

ROM E=&X —D#E T3 D ROM E=&—] 2ZBL T,

B 3) >XFLY T U7 DORER
AT LY 7 b 2T (backup) BEENT S L, PO TR Y I IHELLEST (FrY
T FORNT [+ PDERREINET),

NS-2260 login: rooty
Password: 4
*(CINS-2260#

FEELEVATAY 7 27 CEEILZZ L 2HERT 572012, show version 2% > K& 5
TLT, BEILAESAT LY 7 b7 N=Va v eRLETD,

(c)NS-2260> show versio

System :
Boot Status
System Up Time
Local MAC Address
Number of MAC Address :
Model

Serial No.
BootROM

Main Board CPU
Main Memory
Boot System
Boot Config
Main System
Backup System
(c)NS-2260>

System Software Ver 2.0 (Build 2026-xx-XxX)

: Reboot
: 2026/03/18 08:28:34
: 00:80:xx:XX:XX

2

: NS-2260-48 (48 port)
I XXXXXXXXX

: Ver 1.0

: A15 (1500MHz)

: 1010028 KBytes

: main (Ver 2.0)

: external startupl

: Ver 2.0

: Ver 2.0
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5.5.2

5.5.3

5.54

SRATLY T oz TOIE—

AREEDS R T LY 7 b7 2 7%, main & backup Bl Tav—3232 e TEET,
SRATAY 7MY 2T (main) Y AT LY 7 Uz (backup) ICIE—F 312X, FacD £
IZ copy system 2<% > REFEFTLE T,

AY—JEDT AT LY 7 bU = 7H Ver 1.0 DIFEIL. copy system 2 ¥ FEFATTEEHA,
Ver 2.0 IBEIZAN—2a v 7y L THhHEITLTL XV,

(c)NS-2260# copy system main to backupy

Do you copy main system to backup system [y/n] ? y4
Please wait a few minutes...done.

copy successful

(C)NS-2260#

AV —TEDN—T a VIZOWT, Lo Bh THEELEZ N,

SRATLY T U7 DER

TH—, AT ALY 7 Y27 (main) PENLTEFHTELRWIREBIZH->Td, YRXTL6YV 7
P z7oav—HEiERZFHATIUE, SATALY 7 727 (backup) B AT LY T b T
(main) ICAE—L T, AT ALY 7 bV =7 (main) 21BIHT 2 Z & BA[RET T,

AT ALY T MY 27 (backup) B AT ALY 7 MY 27 (main) [ —F 3FEIE. AT A
Y 7 v =7 (backup) THEEE) L7z T, FaLD & 51 copy system 2> REETLE T,

MON> boot -by
INIT: version x.xx booting:

NS-2260 login: rooty

Password: 4

*(c)NS-2260# copy system backup to mainy

Do you copy backup system to main system [y/n] ? yy4
Please wait a few minutes...done.

copy successful

*(c)NS-2260#

AV —FTB3BON—Ya VIZHTAEFEEAX (552 YRATAYIZ bz T7Dabt—) 25K
LTL7EZXW,
ROM E=& — DL T3 DROM E=& — | ZZHL T X\,

N=2a>yT7yTIN=a3 8o
N—=Tar7 o TIN—aryZy yOFBEICOWT REICHHL £9,
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5 5 HEL L fRST

THOETHIZ. AHEBOIP 7 FL A% 192.168.1.100). FTP/TFTP #— "—DIP 7 FL X
Z 1192.168.1.101) ¥ LT#HAHLTWVWE T,

B (1) I AXA=ST771ILDAF
N=2ar7y T IN=a X HDA A=Y 7 7 4L T(H)NS-2260.5ys.200] % AF LT
7Z&E W,
ARX=I 7 7 A NDAFHFHEZ, RGERIED U I R— b EBOFTBHGE X0,

B Q) 1 X=CT7 71 ILDEGE
TEHOWTNDRDFTETA A=V 7 7 A VEBAREBICHEL FT,
- REBD tp 2~ FERMFHT 5 HE
- KEEB fip 2~ > FEMHT 25
- FTP/SFTP 7 54 7 > s 2T % ik

WAEED thp a~ > NE@HT 3 51k

TFTP ¥ — N —124 X —I 7 7 A4 )L % NS-2260.sys £\ 5 LRITTHRIFL T,
Tita~ >y R&EFEITL, TFTP H— 13— (192.168.1.101) )24 X —Y 7 » A L ZHUSF L 3,

(cINS-2260# tftp get verup system-image 192.168.1.101y
(c)NS-2260#

BWAEED fip 2~ > FE2HHT 2 5%

AEEENS FNita~y F2ETL. FTP 34— 3— (192.168.1.101) 254 X — 7 7 4 LB HUS
L9,

AEEBIZITRF NS-2260.5ys EW0VD 7 7 A LZTA A= T 7 A NEBFEFELTLEI W,

FTP A ERM L7581, BE. FIPEEZFITL T EE W,

ARXR=I T 7 A NERTANAL FV —F— FEEFLTLIEZWN,

(c)NS-2260# ftp verup 192.168.1.1014

Connected to 192.168.1.101 (192.168.1.101).

220 FTP Server ready.

Name (192.168.1.101:userl): userly

331 Password required for userl

Password:

230 User userl logged in.

ftp> hashy

Hash mark printing on (1024 bytes/hash mark).

ftp> binaryy

200 Type set to I

ftp> get NS-2260.sys.200 NS-2260.sys

local: NS-2260.sys remote: NS-2260.sys.200

227 Entering Passive Mode (192.168.1.101,218,103).
150 Opening BINARY mode data connection for NS-2260.sys (3866548 bytes)

226 Transfer complete
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3866548 bytes received in 0.333 secs (11607.59 Kbytes/sec)
ftp> quit

221 Goodbye.

#

B FTP/SFTP 7 5 4 7 >~ b B § 2 Ak

enable fipd 2~ > FZFATL, AREED FTP H—N—%2HFIT L E T, RiT. create allowhost
av Y REFEITLT, 7747 Y MiiKD» 5D FTP/SFTP ##i 2 #Fnl L £ 3
N=Par7yTa—H— (verup) ISRV — FEHRELET,

SSH 7m b a L ZHHALTWE SFIP 754 7> M T 2551k, 146.6 SSH ¥ — N—
DIFE) & 1468 BRI —N—D7 7 LXMHR)] 2SR L. REED SSH I —N—ZFEL
TLREEW,

(c)NS-2260# enable ftpdy

(cINS-2260# create allowhost 192.168.1.0/24 service ftpdy
(cINS-2260# set user verup passwordy

Changing password for user verup.

New password: 4

Retype new password: 4

Password for verup changed

(c)NS-2260#

FTP/SFTP 7 54 7 ¥ b S AREBIZA A=V 7 7 A NV EIREL T,

AREEIIZT NS-2260.5ys LWV D 7 7 A LETA R =T 7 7 A LEFEFELTLEE W,
FTP/SFTP A ED KM L 75 E0E. FIE. FTP/SFTP X EZFEITL T2 & W,
AR=I T 7 ANBBTAALFV—F—FEFLTLIZEWN,

$ ftp 192.168.1.1004
Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready
Name (192.168.1.100:verup): verupy
Password: 4
Welcome to NS-2260.
"/verupfiles" : version-up files
"/support" : support files
230 User verup logged in
ftp> hashy
Hash mark printing on (1024 bytes/hash mark).
ftp> binaryy
200 Type set to I
ftp> cd verupfilesy
250 CWD command successful
ftp> put NS-2260.sys.200 NS-2260.sys
local: NS-2260.sys.200 remote: NS-2260.sys
227 Entering Passive Mode (192,168,1,100,179,8).
150 Opening BINARY mode data connection for NS-2260.sys
H#ARHHBH AR AR AR AR AR
ftp> quity
221 Goodbye.
$
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B ) N—Ta>TyTIN— a8 U RORS
show system-image 2% > FC, A LA X =P 7 7 A ADSEYNFELE & AT 2 2 HERD

9,

(c)NS-2260# show system-image
System Image Name : NS-2260.sys

Product : NS-2260
Version : 2.0

Date : 2026-03-17
Status : available

(c)NS-2260#

W3 % Version BBIEL WS DI o TWADERL £9,

B () N—=2avTyT/IN—=a>yE o DERT
restore system-image A Y RZFETL T, XN=Yary7 v FIN=Ia Y XUV 2ITVWET,
VAT TEIRAT LA RX=IT 7 4D Ver 1.0 DEEIZ, restore system-image 2% > K%
FITTEERA. Ver2 0D AT LA X =Y 7 7 A VEFALTIIEEW,

(c)NS-2260# restore system-image to main
Do you restore NS-2260.sys to main-system [y/n] ? vy4

VRARTZFBYRTFLARA—T T 7 AADA—Y 2 VIZOWT, iDL
B THELEI W,

H (5) BicH
SRATAY 7 M7 EHERLET,

(c)NS-2260# rebooty
Do you really want to reboot with main system and startupl [y/n] ? yy4

B (6) N\—>2a>7yTIN—=—2a T EROESR
AREEENEE) U725, show version A~ FEEITLT, YRATALAY 7 727 DNR—TJa v
FHEERL TR 2 &0,
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T/ AREEBOHKEDSIEFICEELTWS Z L Z2HEREL TSV,

(c)NS-2260> show versio

System : System Software Ver 2.0 (Build 2026-xx-xX)
Boot Status : Reboot

System Up Time : 2026/03/18 08:28:34
Local MAC Address : 00:80:xx:xx:xX
Number of MAC Address : 2

Model : NS-2260-48 (48 port)
Serial No. I XXXXXXXXX

BootROM : Ver 1.0

Main Board CPU : A15 (1500MHz)

Main Memory : 1010028 KBytes

Boot System : main (Ver 2.0)

Boot Config : external startupl
Main System : Ver 2.0

Backup System : Ver 1.0

(c)NS-2260>

B (7) >RTFLY Iz T7OIE—

RBEWZIHL T, AT ALY 7 MU 27 (backup) b A7 LY 7 bV =7 (main) L[H L NN—Y =2
JZHDLETLEZIWV, AT LY 7MY =7 (main) 2 AT LY 7 MY =7 (backup) 123
Y —3 23581 copy system 2~ Y FEFEITLET,

(cINS-2260# copy system main to backupy

Do you copy main system to backup system [y/n] ? y4
Please wait a few minutes...done.

copy successful

(Cc)NS-2260#

XA VH Ny 77y THOWTND Ver 20 L RITL T E W, FH
DA% Ver 2.0 LEIZT 2EABHERL €A, Ver LODT AT LY 7 b
7 = 71d. reboot 2% FOYIDEZ S, copy system 2w FDar —
JG. B L, restore system-image I ¥ RTCYA N7 T BT RAT LA X—
P77 AN LTHEHTEERA,

B (8) Ver1.0 CEEFHL =155 DENE
Ver 2.0 I, BEBRE SEn 72 BB LU THRIFL T, Ver LOXZDERERZ 20
726, Ver 2.0 LI CREA L7-AZEEZ Ver 1.0 TEE T2 &, HERHMRE v 723wt
KrecEEE L 35
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5 5 HEL L fRST

reboot 2% K« copy 2 K «restore 2% Rl Ver 1.0 TOEENZIER L 325, shutdown
I~ Y FEEITLIEICROM E=X —0 boot 2% > R Ver 1.0 D% EEFEE L7356
HIRA A v 7D OFF/ON TEH L 5535 TE XE A,

ZDIRBEICH o 7235803, B 7D T Ver20 LI AN—Y a v 7 v L TLEE W, BELX
NEFHEBER 0 72 &80T, TOREBICERTX T,

Ver 2.0 UETHHALZXEY —Hh— Rid, Ver 1.0 DEER Y aviy
TlRIAEETEIHA,

555 SRTFLYIRDTTONYIT YT

SRATAY W02 TENY Ty T BFEICOWT REIZEHAL 5,
T DETHNZ, AEBEDOIP 7 FL X% 1192.168.1.100). FTP ¥ —N—D IP 7 FL X %
1192.168.1.1011 ¥ LT L TWEJ,

B (1) SXAFLYIT I TDONYITVS

NI Ty TFEIATLY 7+ =27 ZERLET,
main b L < 1& backup DWT DD AT LY 7 bV 2 TERLANY 77 v FTLET,

CSRFAY 7 Y27 (main) DHE

(c)NS-2260# backup system-image mainy

Do you really create NS-2260.sys system-image [y/n] ? yg
Please wait a few minutes... done.

backup successful

(c)NS-2260#

VAT ALY 7 b =7 (backup) DHA

(c)NS-2260# backup system-image backupy

Do you really create NS-2260.sys system-image [y/n] ? yy
Please wait a few minutes... done.

backup successful

(c)NS-2260#
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B (2) EXTIMAXA—JDOmHER
show system-image 3<% ¥ FC, AT 24 X =T D=V a V2R L 3,

(c)NS-2260# show system-image
System Image Name : NS-2260.sys

Product : NS-2260
Version : 1.0

Date : 2026-03-17
Status : available

(c)NS-2260#

B 3) IX—SONyoT7vS
T OWTNDLDHFETA XA —I B — N—CHEELE T,

- ABED tfp 2~ > FRMHT 55k
- KEEBOD fip 2~ > FEMHAT 25
“FTP 754 7> F2HHT 2 /7%

WAEED tftp 2~ > F2HT 275

TFTP % — N— {24 X — % NS-2260.sys L WH LHT TNy 77 v T L E T,
Tita~y R&EFEITL. TFTP ¥ — 3 — (192.168.1.100) N4 X — P ZHE L F3,

(cINS-2260# tftp put verup system-image 192.168.1.101y
(c)NS-2260#

WAEED fip 2~ > FEHHT 351k

FTP % — N —124 X — (NS-2260.sys) % NS-2260.sys.v100 L WIZRT TNy 77 v FLE T,
AEENS Fita~y R2FEFTL, FTP % — 3— (192.168.1.100) A X — I ZHE L £5,
FTP X ERM L7581 . BE, FIPEFEEZFATLTLZE W,
AR=JRFBFALF VY —F— FREEFEL TV,

(cINS-2260# ftp verup 192.168.1.101y

Name (10.1.1.1:root): XXXXXXy

Password: XXXXXX,

ftp> hashy

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryy

200 Switching to Binary mode.

ftp> put NS-2260.sys NS-2260.sys.v100y
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local: NS-2260.sys remote: NS-2260.sys.v100
227 Entering Passive Mode (10,1.1.1,89,41)
150 Ok to send data.

HERHAHBRHH B D B

ftp> exity

221 Goodbye.

(c)NS-2260#

BFTP 7547 N 2T 25E

enable ftpd 2~ > REFEFTL, AREED FTP —N—%2 G LT, RIT. create allowhost
A<V REFETLT, 77472 MiiKkH» 5D FTP #fi 2 FFnl L £ 3

N—=Pary7 vy Fa—H%— (verup) ATV — FERELET,

SSH 7u b a A ZFHLTW2 SFTP 7 74 7 ¥ b 2T 2551%. 746.6 SSH #—N—
DFEI & 1468 BEI—N—07 7 LRHR] 2SI L, REED SSH Y —N—2FE L
TR,

(c)NS-2260# enable ftpdy

(c)NS-2260# create allowhost 192.168.1.0/24 service ftpdy
(cINS-2260# set user verup passwordy

Changing password for user verup.

New password: g

Retype new password: ¢

Password for verup changed

(C)NS-2260#

FIP 7 94 7Y P TAREEDA X -V RIS L E T,

TREIEA X — (NS-2260.sys) & NS-2260.5ys.v100 £\ 5 7 7 A LZ TN 77 v TLTOVET,
FTP X FICRI L 72581%, BHE, EITL T EE W,
ARXR=JFRBTANALFY—F—FREFBLTLEXN,

$ ftp 192.168.1.1004
Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready
Name (192.168.1.100:verup): verupy
331 Password required for verup
Password: 4
Welcome to NS-2260.
"/verupfiles" : version-up files
" /support" : support files
230 User verup logged in
Remote system type is UNIX.
Using binary mode to transfer files.
ftp> hashy
Hash mark printing on (1024 bytes/hash mark) .
ftp> binaryy
200 Type set to I
ftp> cd verupfilesy
250 CWD command successful
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ftp> get NS-2260.sys NS-2260.sys.v100y

local: NS-2260.sys.v100

227 Entering Passive Mode (192,168,1,100,179,8).

150 Opening BINARY mode data connection for NS-2260.sys
#ARHHBH AR AR AR AR A

ftp> quity

221 Goodbye.

$

56 FENICLZR—rOJTDORE. 5. HIRFIE
A—bra 2l %77 A NIREL. FTP X TFTP THX T A3 FIE, BEUORELE 7 7 4 L% Hl
3 2FIEIZOWTHAL 5,

B (1) FEICLBZR—bOJTDORE
R—bta 2R EFET 212, FiED &S logsave a~v Y REFHALE S, U7 LE—+%
FEELTlogsave A~ Y FEETT 2L, f8ELLSY 7AR—FOKR—t a7 Ty FS
_YYMMDDHHMM.log] &\ 5 7 7 A VA TIREFEINE T,

(cINS-2260# logsave tty 14
(c)NS-2260#

T, AERETIE RFEER L UT'raw TBIN" % 7213 gzip B 2 3#IRT 2 2 e N TE X T,
RIFERIX logsave 2~ FDRTIX—X—THREL T,

7 7 4V M gzip BT,

SUTZNE—F 1 Our B ERETHE

(c)NS-2260# logsave tty 1y
(c)NS-2260#

U TZNAR— N1 o ZEIEFEHECRES 255

(c)NS-2260# logsave type raw tty 1y
(Cc)NS-2260#
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REENLRA—-1Iu 77 7 A VD—EIZ, loginfo 2~ R THERTHIENTEET,

(c)NS-2260# loginfo

Total (1K-blocks) Used Available Use%
308983 2064 286447 1%
No Size SaveTime Filename

1 254003 Sep 4 21:57 tty01_2609042157.1log

B (2) R—+rOJokmx

FTP —N—IZKR— 7 2R 73 512 E Fada~ >y REEITLE T,

(cINS-2260# ftp log 192.168.1.1004

Connected to 192.168.1.100(192.168.1.100).

220 FTP Server ready.

Name (192.168.1.100:userl): userl

331 Password required for userl

Password:

230 User ne logged in.

ftp> put tty01_2507092109.logy

local: tty®1_2507092109 remote: tty®1_2507092109
227 Entering Passive Mode (192.168.1.100,147,214).
150 Opening BINARY mode data connection for tty01_2507092109
226 Transfer complete

82 bytes sent in 0.000324 secs (253.09 Kbytes/sec)
ftp> quity

221 Goodbye.

TFTP % — N— TR = R 2R EFET B IE Fda~ Y FEEITLET,

(c)NS-2260# tftp put log tty01_2507092109.log 192.168.1.1004
(c)NS-2260#

FTP 7 547 Y b oR— b a2 ST 258X N OIEERFATLE T,

FTP 7 54 7> v oR— ba 72 33 2R, FTP 7 54 7 >~ b o AREE IC 0 Z7EfG 21—
P —(log) TYZ7EATELLICHELET,

SSH7ma b aLZHHLTWS SFIP 754 7>~ F 2FHT 28551k, 1464 SSH ¥ —N—
DFEL & 1465 BEY—N—0D7 72K S, AEED SSH ¥ —N—ZFE
LT,

(c)NS-2260# enable ftpy

(c)NS-2260# create allowhost all service ftpdy
(cINS-2260# set user log passwordy

Changing password for user log.
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New password: 4

Retype new password: 4
Password for log changed
(C)NS-2260#

FIP 754 7> b oAEBEICR JEIS2—F — (log) TR Z A VL, RIFLIR— b0 7ddh
ZZeRMERLET, DOF 4L 27 MU T 7 A VOBERZITHROTLEEWN,)

$ ftp 192.168.1.1004

Connected to 192.168.1.100

220 (Welcome to FTP service.)

530 Please login with USER and PASS.
Name (192.168.1.100:10g): logy

331 Please specify the password.
Password: 4

230 Login successful.

ftp> 1sy

227 Entering Passive Mode (192.168.1.100,222,247)

150 Here comes the directory listing.

drwxr-xr-x 3 200 0 1024 Oct 16 12:02 logfiles
226 Directory send OK.

ftp> cd logfilesy
250 Directory successfully changed.

ftp> 1lsy
227 Entering Passive Mode (192.168.1.100,222,247)
150 Here comes the directory listing.

-rw-rw-rw- 1 200 200 118902 Oct 11 05:41 tty®1_2507092109.1log
-I'W-IW-I'W- 1 200 200 3072016 Oct 12 01:21 tty01_2507091021.log
-rw-rw-rw- 1 200 200 102420 Oct 11 05:47 tty02_2507091447.log
-rw-rw-rw- 1 200 200 3072016 Oct 11 01:22 tty03_2507091022.1log
226 Directory send OK.

ftp>

BRELER—Ya 77 ANLBFIP 7547 FTRELE T,

ftp> get tty01_2507092109.logg

local: tty01_2507092109.log remote: tty01_2507092109.log

227 Entering Passive Mode (192.168.1.100,200,242)

150 Opening ASCII mode data connection for tty®1_2507092109.log (28 bytes).
#

226 File send OK.

28 bytes received in 0.0013 seconds (22 Kbytes/s)
ftp> quity

R—br2r 7740 fip D delete 2~ > RTHIFRTE 3,
RERAR—= B ZIFHIBRL T ZE W,
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ftp> delete tty01_2507092109.logy
250 Delete operation successful.
ftp>

$

B Q) RELE77IILOHIR
R=taZ2fRMELT 7 7 A VEHIBRT 51213, FaLdD & 512 logdelete 2~ > FZEHAL 79,
SVTNAR= IR T T 7 A NESEIEE L TEINCHIBRS 22 all ZHFELTRETD 7 7 A
NEHIRL £75,
2B, logsave A< Y RTIRIELTZ2 7 7 A VD ADHIFRX ., BN DR — b v 7 BRI HIBR
ENBZDLITTIEHD FHA,

RIFENTzAR—=—ba 7 7 4 LD—&lX, loginfo A~ RTHERT 2N TEET,

(c)NS-2260# loginfoy

Total (1K-blocks) Used Available Use%
308983 2064 286447 1%
No Size SaveTime Filename

1 254003 Sep 4 21:57 tty01_2609042157.1log

Nol du 2’7 » A L&l 2354

(cINS-2260# logdelete 14
Do you really want to delete list No.l logsave file [y/n] ? y
(c)NS-2260#

SUTZPALE—N1OETORY 7 7> 4 LEHIRT 284

(cINS-2260# logdelete tty 14
Do you really want to delete all logsave files of TTY®1l [y/n] ? y
(c)NS-2260#

REIRTWERTOr Y7 » A LV EHIERT 2854

(c)NS-2260# logdelete ally
Do you really want to delete all logsave files [y/n] ? y
(c)NS-2260#
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57 REZIGHERICRIAE
AREEEDORE " TIHHARFICRE 3123, clearstartup 2~ > REFETLE T,
FEDARXR = 7 v 77 ANDAEEGLZD, al F 7> a Y 2EELTETORX—
7T T 7 AN (RAEY)—H— REREBNHDAX— b7 v T 1~4 774 0) 2T 3
TEeNTEZT,

(c)NS-2260# clear startup ally

write 2% > RIZFETLRWTL XV, write a~v Y FEFETT 5., B
EDFZ = 7aAry T4 TMWT I ANV EDRAER— T v 77740k
EXXNTLEVET,

“fa 27 7 A Vb HIIES 25513, shutdown logelear 2= > REFATLTL 72 &V, MON>
Tuy T RRRENTORKEDEIRZ OFF IZL X5,

(c)NS-2260# shutdown logcleary
Do you really want to shutdown and clear log files [y/n] ? y4

MON>

WEL R F D THEAL, HEZ THHFERFOREICRE TG, shutdown factoryreset
<Y REFITLTLREW,

AEBENBDORAR =7 v 77 7 AV - K= s a7 - 027 7 A VHEEK - SYSLOG #
BEHELE T, XV == FPEEINTVEIEEIE. XEV—-DI—FDRX—-}+T v
77 7 ANVEBD L 5,

(c)NS-2260# shutdown factoryresety
Do you really want to shutdown and perform factory reset [y/n] ? y4
Shutdown factory reset..... done

MON>

shutdown factoryreset 3% > 2 ETT 2L, AX— 7 v T 774 1%
GO TAREBANTOT —EBITNTHESINE T, PIHLL -ANEIE
TLCTEFEA, ZBELZHEMHTIHEIE. 60Ty M7y 7%
fToTLIZE W,
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6FETIE. KREBD NI TN 2a—T 4 V7 ZOVWTHHALTVWET,
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6E STV a—TF 4

6.1

;ST IR DEIE

AEED F 7 TME, AEEON—-F Y 2 78E, 2y V=V BEOER NI T, U7
IVEBEDERE N 2 Tyl b iy ok 3,

AEBIMAMSLD N7 TADRFREELEAIZ. TOMERD 2 VK ZIEEL, AZEZSHL
THRALL TL Z&E W,

Fio, Bt R —aR—=T D THEAER 1T, AREED FAQ REAMNEHL E MBI T\ g
TOT, UFDOURL SR L TL ZXW,

https://www.seiko-sol.co.jp/

S L IIRGAHEIEAR WG DR T 2581, EPHET. =7 Bl %2#&~T % show
support 2% ¥ FOEITHR DX LTS W,
RS 1512 BEFRO LR 2 TSRS,

62 FEBON—FITTICEETZIFSTIL

6.2.1

6.2.2

TRAEEDN—FY = 7IHET 2 + 7 7 A DMLGECOWTHAL £3,

BENASBVIZE DXL

TROERZ L THAREBOEFEDL A S22 (POWER 7 ¥ I ELT LW 5E1E. AEED
HMEYZEZHNFET, HPLNICKREEDEIRE OFFICL T, BFEF—71 2133 L. BHZ2HK
FELTLEEWN,

BRSO, B hTwEITn?
cBIFZAAL v FiE. ONICRoTWETH?
cavey MZEFERMEEXNTOETH,?

STATUS SV THEITE = IESHM L TLWA B S DML

AEEDEJRZ ONIZT 2 2. POWER 7 > 7k LEE Z2B4A L 3,

ERICAREENLH LU25GEE. 2T STATUS 5 > 7 a L3,

$&%® EIRZ ONIZLTd, STATUS 7 ¥ 7RSI L7z F FORELF N2 D . AL T»
BEER6-1 ZSBLUTHLL T X0,



6E STV a—TF 4

+R6-1 STATUS S > 7DRTEMUAZE

STATUS 5> 7 %1 ACT
5> REXFN S E

1 2 3 4 %1

e o o O N—=RT =7 OIS TET LE LT,

BFE ONICL-BERIE. —BZ ORIk £3,
BIFEZ ONIZLEBT. 20X FORENRIEES
i AREBOWR L EZONET, BHABETT,

o O O O H#ZM7 A (POC) 2FETLTVWEST (W10
FEﬁ)o
ZDREDHE L GEE, REEBOWELEZ ONFE
T, BEINETT,

O [ O O ROM =X —%2FEITLTWVWET (K 3R,

Z DR GEE. REBOWIELEZ N FE
T, BEINETT,

O O [ ] O SRAFADE— RHTT,

DR GEE. REBOWELEZ N FE
T, BEINETT,

[ O o O AT LEEFTS,

Z DR GEE. REBOWELEZ N FE
T, BEINETT,

[ O o o AT LEEIR (X EY —F— R BEERFAIAA
Y T3,
ZDREDHL A, REBOWIELEZ SN F
T, BEHEINETT,

© O O O HCOZK7T A+ (POC) 7RI I — 2B L
L7
AEFBOWELEZZbNE T, BHEINETT,

O O O O ROM =& —%2ETHIczs—2BRELE L B
FAPIET T,

[Enter] ¥ —%#3 2. MON>7 1> 7P FBFRRE N
9,

XBIZ, MON>7a Yy FrTerr a~y FEETTS
LIS — Xy —IRRREINBZ DD
¥9, PO X vb—I R T, BHZK
FALTL 20,

RR— T A <
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6E STV a—TF 4

STATUS S> 7 % 1 ACT
5> REFNS L

1 2 3 4 %1

O O o O O AT ARBFICZ —FHRELE L, BEANE
T3,
[Enter] ¥ —%#3 ¥, MON>7 a7 FBERIN
%9,
X512, MON>7a >y FTer a~vw >y REFETT S
LRI - XAy —IRRREINBZ DD
¥4, DTS —Xvtb—I AL T, BEZK
FHLTL7Z&W,

O O O O O AT AEREISET

O O O O e XEY —FH— FIZT7 7k ZAH (write 2% > REfTHA
)

COREDPR HEIZ. ARBEBOHRFELE EZ 5N E
T BHPLETT,

¥ 1:STATUS T > 7/ACT 7 > 7D 5, TO: LT, T@: k). TO: i) =L ET,

BEICEEYT S 7L
BECET2 70 TROAFETUDRITEZINTEE T,

cayV A IREINTVWE LI —X v — Y DHER
AREEDORFRED 2 WMNIBEEHICT T — X v —INRRENB L,
FOLI—RAvt—vFary—ra IR EINET,

FEIIONADBRELLEERIE. YV AR EIRTVWALS— X vtk —U%
WRTAZETHULTZZENTEET,

- BUE DR

ABEEPER L BOICEELRWEEIE, SUEXTEREST 2 2 THULTE 285805 D £73,
c ARBEBED T 2 TOIRFEIC X B 7 — TV EEIRIE D RERR
T—INABELLEREINTWE NI, H2VWEYHENZEENFEL TVWEINEY S0
AR MERIITAE T,

cav Y Rz ZEERREDERR

ARIEEDBFIRED 2 VITHMETEREER T 22 TEE T,

NIV a—T 4 YORERT B a~v >y ROFENE, KELEEE 235 Mo la~v> Fy 7y
LYAR] BBRLTLIIEE N,



6.3.1

6.3.2

mDAYEY W By X0)Y: 1

AEEBNPFRRTIAvE—Y Ay Y —IRXvt—)id, CONSOLE £E— Mz hiEhs L[FE
FRic, avyy—rnZicbEfEaIng s, BEXIRELEEAE, aryy—an %8R LT
I —DHEEEHERL T I,

REBEBDAY Y =Xy E=I% ) TARA LR LT WIHEE, AZEED CONSOLE K —
MZEEEHNR (XR—IFLY 7 b2EBR LAY avRE) 2EH LT X W, Telnet
PIAT7VIEREHL TRy VY= EDIRRPOAREEIZRS AL Y L TWVWAESIE, sua~
VR CHEEEH L - — 18T L&, console <Y REEITLT, avV—nAyvt—I%
Telnet 7 74 7> MZHERIND LIITLTLEE W,

BB, suavy NTREBHI—F—I1TRo 7RI, showlog a~v > FZ2FETTH L, aryY—
N7 eBHERTDLIEDNTEXT,

ETOayy—Anur 2FIRT 2848

(c)NS-2260# show log consoley

BHDO20fT0ay Yy —ua 2R RT 5355

(cINS-2260# show log console 204

EQI:E@EEM.\
REENERLZ B ICEHIELRWIEEIX. A% RERMIRL TLE &N,
REBEBDOKTEIZ, 7= /73/747%§TT5 inb%wféi?

(c)NS-2260# show config running 4

echo "SYSTEM configuration..."
#

set timezone Tokyo

#

#

echo "IP configuration..."

#

set hostname NS-2260

set ipaddr ethl 192.168.1.1/24
#

echo "IP6 configuration..."

#

create ip6

set ip6addr ethl 2001:db8::2/64
#

echo "User configuration..."

#

set user root encrypt

EC. JbyX8MNgMgfWtSc2SZbj/HmzBJ41yscRICLb5GCPm4ycphlB3BqZQ1knABR
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YW5hjQZOcEk1£601FDvgYuuP2bmNj1Mq9ix.qy6.

create user setup group setup uid 198

create user verup group verup uid 199

create user log group log uid 200 encrypt

xiUz0ggWrki .PIsmlqO0aB6Mr6HYVrCSMFvybBgKiQuDMtBugmDaVHq8EwNenkKV
LmvmGMoK jnlIrglFz4953d5c/£3zH9PBW8dehZE.

create user somebody group normal uid 100 encrypt
SWUIbkdWRAQASFNLGSsPTUHGUP706R1sVxeksw/cEOyKgd3EoiGf/al39tCrRr
8uX3Cmc9ZpUohL9cbSP6IMyibLNAu7yh5ktYIDv1

create user extusr group extusr uid 401 encrypt
n8Z/gtL1KAPXAu9gBLxrZ2.ha®4LT5qZXTZYIYPPriwWp£GjnInFXffcRixLDHAL
DOLgOIfFfQghcphZCIR.XvHeOLypztfdul196rP.

set user extusr permission normal on showall on

set user extusr permission root on

#

echo "IP ROUTE configuration..."

#

create ip route default gateway 192.168.1.254

#

#

echo "IP6 ROUTE configuration..."

#

create ip6route ::/0 gateway 2001:db8::ffff

#

(c)NS-2260#

633 v kI7—0@EOES NS TILOXL

B (1) LINK/ACT 5> 7D
TREABIUUTD Q) 2R L TH, AEEDOHEMICH S LAN R— + @ LINK/ACT 7 > 7
MR LRVWESIX, AEBORFEEZOLNET,

*LAN 7 —7Lid, REED LAN R— MZIELLEREINTWETH?

*LAN 7 — 79U, AEED LAN RK— L O FZEE (NTRRAL v FRE) I
cIELLERERTVWETN?

“LAN 7 — 7% ZH# LT, LINK 7> FR3HETDEETTH?

B (2) ping/ping6 OV > K& {FEMH L 7-FE:R
AREEBED YY) =)V 5 ping/pingd A~ Y REFEITL, AEEPS 7 T4 7 > MRl ping 23
BoET 5 Z e BMER L TLIZE W,

(cINS-2260# ping 192.168.1.100 4

PING 192.168.1.254 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp_seq=0 ttl=64 time=0.497 ms
64 bytes from 192.168.1.100: icmp_seq=1 ttl=64 time=0.352 ms
64 bytes from 192.168.1.100: icmp_seq=2 ttl=64 time=0.345 ms

---192.168.1.100 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.345/0.398/0.497/0.070 ms, pipe 2
(c)NS-2260#
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(c)NS-2260# ping6 2001:db8::22 4

PING 2001:db8::22 (2001:db8::22): 56 data bytes

64 bytes from 2001:db8::22: seq=0 ttl=64 time=0.177 ms
64 bytes from 2001:db8::22: seq=1 ttl=64 time=0.150 ms
64 bytes from 2001:db8::22: seq=2 ttl=64 time=0.148 ms

--- 2001:db8::22 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.148/0.158/0.177 ms

(C)NS-2260#

B (3) show OY > FIC&K BHER
ping/ping6 2% > F THUBMEEE TR WHEEI. UTOHHEZHEEL TS W,

c REEED LAN R— b OFREDIFZEE (NTRRA v FRYE) ORELARLTWE Y
PHERL T FE W,
Fric, ARE L MAEEO A — b — 3 v (BB OREL B LTWE L
PHEEEL TL 2 &0,

(c)NS-2260# show ether 4

Eth Link Nego Speed Duplex MDI
ethl UP enable 1000Mb/s full mdi
eth2 DOWN enable -—- -—- -—-

(c)NS-2260#

CAREED LAN R— FDOEREAI TV EARPLI—H U U REMHEL T, BEELRIRETRVWE
Z%Eﬁgng(<f:éh\o

(c)NS-2260# show stats ether y

<Receive Statistics> <Transmit Statistics>

Frames Bytes Frames Bytes
ethl 687962 45761090 332 23382
eth2 1 60 0 0

(c)NS-2260# show stats ether ethl 4
Statistics ethl

<Receive Statistics> <Transmit Statistics>

Frames 688847 Frames 332
Bytes 45818311 Bytes 23382
Errs 0 Errs 0
Drop 18931 Drop

Fifo 0 Fifo 0
Frame 0 Colls 0
Compressed 0 Compressed 0
Multicast 688535 Carrier 0

(c)NS-2260#
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CAREBEBDIP 7 FLRE R Y FRZMBIELWI L 2FERLTL X0,

(c)NS-2260# show ipy

Hostname : NS-2260
TcpKeepAlive : 180
IPaddress(ethl) : 192.168.1.1/24
IPaddress(eth2) : -

(c)NS-2260#

(cINS-2260# show ip6y
IPaddress(ethl) : 2001:db8::2/64
IPaddress(eth2) : -

(c)NS-2260#

I IAT Y VAR EIR S Xy bV =27 R L RZEHE N TV S5EE show ip route/show
ipéroute A~ REFITL, 774 7Y MGiRANDRART 4 v ZREBEPIELSBRESINL TV
%2R L TLREW,

(c)NS-2260# show ip route

destination netmask gateway met iface status
192.168.1.0 255.255.255.0 oo 0 ethl -
0.0.0.0 0.0.0.0 192.168.1.1 0 ethl -

(c)NS-2260#

(c)NS-2260# show ip6route
destination gateway met iface status

2001:db8::/64 - 0 ethl -
2001:db8:: ffff 0 ethl inact

::/0
(c)NS-2260#

B (4) trace AT FIZ&K BHER
ping %° show 2% > N THEDHK DIADLWHEIR, trace A< ¥ N TAEENEZET 587 v
FEPL—ALTLIEEI W, any #f6ET 2., 70 b alZREETICPL—ATEE T,
filler ST X=X —%IFETHL. PL—RFTEIMREHRVALI LN TEET,

(cINS-2260# trace ethl anyy

trace 27 > Rl L~ 1(BEE)/ L UL 2GED/ L~V 3EEMT+Hex 2> 7)) @D 3 Bkl % 3R — b
LTWET, iK 100087y hETRL—RTE, F741LME508% v b TF, BFTEH
L— 2B T T 3551 Cul-C TEIELTLZE W,
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trace 2% > Fid, EEFRLERL ETHBEZIUT L2 WGEICERT 2 S
DTY, BHEMAFIIFATLRNTLE SN,

B (5 BBY—N—0D7 0t RXEIRORESR
Telnet ° FTP 7 54 7~ F 2 b AREBICERH T LR WESIE. AEBOREY — A N—DIREEY
7 7 AR EHEZREL TL X0,

(cINS-2260# show service g

<telnetd>

status : enable

port ;23
<sshd>

status : enable

port : 22

auth : public
host_key : device_depend
<ftpd>

status : enable

(cINS-2260# show allowhost 4

Service Address/Mask Access tty List
portd/telrw all all
telnetd all -

(c)NS-2260#

B (6) FTP v 3> Oy
ftp/ftpd/sftpd D v > a ¥ DT ERWIGEX, Facda~ > REFITL T, @bl ims
5ZHTEXET,

(c)NS-2260# disconnect ftp 4
(c)NS-2260# disconnect ftpdy
(cINS-2260# disconnect sftpdy

634 SUTILEEDESENSTILOTL

B (1) 2U7ILTr—TILOESR
TREHZHELTH U 7VEENTELRVWESIE, AREOHEEEZ SN E T,

YT —TNE, BREBEDS V) FAR— PIELLERINTVWETH?
TN —=TE, BERENRERICE L ERINTVWETH?
CSUTAT =T NOFREFMIIE LRI TWE T H?
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6E STV a—TF 4

T UTNT —TIINDER T % 7 & (NS-354 DB9-RJ45 i % 27 X /NS-491
*DB9-RI45 ZHaa 2 7 X (70 R) ZfE > TOWERAD ?

U TR — FREMR a7 Zofbiid, Hiffto EREFIEE) 2SR LTS,
B — AR—=IITHEIR L T 2 AR & TR 12 & W,

B (2) show OAY Y FICKBHER
show 2~ FZETL, &
&V,

U7 NUAR— bRR— b —N— B —E ZDREZMER L TL

Y TIIER—FDOREDPIELNWI E RIERLTLEE W,

(c)NS-2260# show tty 3 4
tty : 3 "Tokyo-Switch-3"

baud : 19200
bitchar : 8
parity ! none
stop 1
flow ! none

detect_dsr : off
(c)NS-2260#

s AR— P —N—DREE R — FESBIELWI L ZHEREL TS W,

(c)NS-2260# show portd,
exclusive : on
auth status : none
connect status : direct
base port number
telnet rw : 8101 ro : 8201
ssh rw : 8301 ro : 8401 xpt : 9301
timeout status
idle_timeout : off

ro_timeout : off
menu status : auto
tty Label Listen Port TimeOut

telrw telro sshrw sshro sshxpt idle ro

1- 8101 - 8301 - 9301 - -

2 - 8102 - 8302 - 9302 - -

3 - 8103 - 8303 - 9303 - -

4 - 8104 - 8304 - 9304 - -

5 - 8105 - 8305 - 9305 - -

6 - 8106 - 8306 - 9306 - -

7 - 8107 - 8307 - 9307 - -

8 - 8108 - 8308 - 9308 - -

9 - 8109 - 8309 - 9309 - -

- 8110 - 8310 - 9310 - -

s AR— b 2P —FFEEREZ R L WA 551, HHELARK— b2 —F 1A Y 7L
R— I DEFEINTVWB I RERLTLEI N,
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(c)NS-2260# show user 4

User-Name Category(Uid) Public-Key Port-Access-List
root root ()

setup setup(198)

verup verup(199)

log log(200)

somebody normal (100)

portusr portusr(500) 1-32

port®2usr portusr(501) 1-10,13

(c)NS-2260#

LW U 7 LR — N OFFRIA R HERR LR T E 20 R HERR L T 22X,
tva yOPHUEREDNBENCR > TWBIGEE, J —<ILE— FTEHRFEADT Y 7ILKR— b
AN, BRI —TER T2 223 TEFHA,

(c)NS-2260# show portd sessiony

telnet rw : 3 ro : 0

ssh W : O ro: 0

available session ( telnet only : 95 / ssh only : 95 )

tty : Label Session-Limit
Type Login-User Local Remote

tty 1 : DB-server RW: 2 / RO: 3
rw 1 port®lusr tel:23 192.168.30.145: 4731
rw 2 port®2usr tel:23 192.168.30.146: 3495

tty 2 : L3SW No.08 RW: 2 / RO: 3
rw 1 port®3usr tel:4740 2001:dba::2.4740

(C)NS-2260#

t v a xRV A disconnect 2w Y RTCAER v > g Rkl 3 2
LHARET T,

(c)NS-2260# disconnect portd tty 1 rw 1y
(c)NS-2260#

CEER LW Y TR — ML B DRy a v o TWRWHAY S 1R
TREEV, kv a OB ENENCR > TWBIEE, TR —F —TEREADIY
FHAE—IANEZE, /—<ILE— R TERTIZLIITEEEA,

(c)NS-2260# show ttymanage session

tty Login-User Remote
1 extOlusr 172.31.100.67:37726
2 extO2usr 172.21.100.69:50961
3 extQ3usr 2002::200c:417b.36876

(C)NS-2260#



6E STV a—TF 4

oy arhEo TWaEIHE, B4 Va2 —F —DFNAL ZABREZHERL TLEE W,

(®)NS-2260# show user login

User-Name Dev Login-Time Idle Remote-Host
extQ@lusr 0 Mar 25 11:24:13 00:00 172.31.100.67
ext02usr 1 Mar 25 20:09:38 00:34 172.21.100.69
ext0®3usr 2 Mar 25 21:05:10 00:20 2002::200c:417b

(0)NS-2260#

Y v Ta VIZEEELEWIG AT disconnect I > KT device HEESEZIEET 2 Z & T, IR —
P—Dt vy a @btk 2 22 bAEETT,

(c)NS-2260# disconnect device 0y
(c)NS-2260#

* SSH Hr—N—#ERE2FH L TV 235513, SSH I —N—DFRGE T XA EL W & Z2HEFE L T
7ZEW,

(c)NS-2260# show service g

<telnetd>

status : enable

port 1 23
<sshd>

status : enable

port : 22

auth : public
host_key : device_depend
<ftpd>

status : disable

(c)NS-2260#

s AR= b= N—D 7 7R RFRTEY DSV 7R — FHFFAI N T VWD T e 28 LT <
AR AN

(cINS-2260# show allowhost 4

Service Address/Mask Access tty List
portd/sshrw all all
portd/telrw all all

telnetd all -

(c)NS-2260#
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VU TIR—PDEZEHITVERL I — I T VR EHERL T, BERIRETRVWE &2
RMLTLEE W,

(cINS-2260# show stats tty 3 4

tty : 3
TX Octets : 1152
RX Octets 1 2432
Error Parity : 0

Error Framing : 0

Error Overrun : 0

Break Count H\)

Status : DSR:on CTS:on DTR:on RTS:on CD:off
(C)NS-2260#

B (3) hangup O > RIC & ZHERR
show 27> RIZ X ZMEREEML TH. >V 7ILR— MH LB SSER p g T
WIEEE. U7 R=—1 %2Vt y bF B hangup 2~ Y REETLT, BENMEHT EZLE S
PR LTS W,

(cINS-2260# hangup tty 1 4
(c)NS-2260#

6.3.5 RADIUS 5R:FH%BE/RADIUS 7 Hh > MMEBED kS5 T IL DXL

ALEE D RADIUS 2RFFHERE/RADIUS 74w o MEREDIE L K EME L 2 WEEI1Z. LFoYlb
DI EFEMLTLEEW,

B (1) RADIUS 85 —/\—/RADIUS 7 Ho > b —/N—DFER
RADIUS #ZiE#— N—/RADIUS 7 A7 > b ¥ —N—EEFH LT3 Z &, XL, RADIUS i
A — N—/RADIUS 7H 7 > b —AN—DBELLREZIN TV I L ZHERLTLE X,

- AEEE 2 5 RADIUS #27EH — N—/RADIUS 7 4 7 >~ b % —N—{Z Ping 13X £ H?

- RADIUS §8GEH — N—/RADIUS 7 4 7 > b #— 3—"T RADIUS % — =70 7' J L DSH]
LTWVWEITH?

* RADIUS #85EH — N—DF8FER— b, RADIUS 7 AV Y b —N—DT7 H T ¥ b R— MIA
EEORELHoTWVWETH?

* RADIUS #83F% — "N—/RADIUS 7 vV ¥ b —N—r REED -7 L v b F—1T—HKL
TWEITH?

- RADIUS GRREH — N =12 —HF —I1ZIEL S BRRENTVETH ?
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TEED show a~ > RZ2FEFTL.

FRADIUS 7 H v ~

NI4T b

G/ T H T
DFE. 77 BRI N —

NN

7ZEW,

.

REFH Y RADIUS #BiiE 2 94 7> b %

TE DR

W (2) show O<Y > FIZ&k % RADIUS :35EHERE/RADIUS 710 > FMEREDHESR
AZEHE D RADIUS

TERENEL W

(show auth/show auth radius/show auth access_group 2% > F)

(cINS-2260# show auth
<auth information>

Mode : radius
su_cmd username : root

(c)NS-2260# show auth radius ¢
<auth radius information>
Retry 3

Default User : portusr

<radius server 1>

IP address 192.168.1.1
Port number : 1812
Password : stored
Timeout ;3

NAS_ID : SmartCS
Attribute of portusr : ---
Attribute of normal : ---
Attribute of root HEEE
Require_msg_auth : off
<radius server 2>

IP address 192.168.1.2
Port number : 1812
Password : stored
Timeout ;3

NAS_ID : SmartCS
Attribute of portusr : ---
Attribute of normal : ---
Attribute of root e
Require_msg_auth : off

(c)NS-2260# show auth access_group ¢

Protocol : Radius
Attribute : Filter-ID
<root>

attr : admin_grp
<normal>

attr : normal_grp
<portusr>

attr : port_grp

port : 1-32

cTAHT Y MPHRERADIUS 7H Y Y b2 547 M
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sradius 2 F)

(cINS-2260# show acct ¢
<acct information>
Mode radius

(c)NS-2260# show acct radius ¢
<acct radius information>
Retry 3

Auth_deny_stop : remote
Session_id : 1335319398
<radius server 1>

IP address 192.168.1.1
Port number : 1813
Password : stored
Timeout 3

NAS_ID : SmartCS
<radius server 2>

IP address 192.168.1.2
Port number : 1813
Password : stored
Timeout : 3

NAS_ID : SmartCS

- RADIUS #iEZ 7 4 7 > + DHfeHEHR DMERE (show stats auth radius)

(c)NS-2260# show stats auth radius 4
<auth radius statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1 192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3

*RADIUS 7V > v 27 54 7~ b OFEHERDOHESS (show stats acct radius)

(c)NS-2260# show stats acct radius 4
<acct radius statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1 192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3

B (3) trace AV FICKBHER
RADIUS #8fE2 4 7> FRADIUS 7 h 7 > v 7 54 7 ¥ b DFENIE L WA, trace <
¥ REFEITLT, A%E Y RADIUS F85F ¥ — N—/RADIUS 7 % 7 > b % — " —[ D RADIUS
FaFal% L —ALTLEE, ZO trace 27> FOFERZEN LT, RADIUS FZaFH—
N—=%RADIUS 7AWV ¥ b= N=n oL REEIEERLT PV a2 —FPIELLE->TWS Z
LEMERL T XN,
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v

7\\

trace 2% ¥ RIZ LUV 1EEED)/ L~ 2GE)/ L~V 3EEM+Hex X2 7)) @ 3 BxfE% R — b
LTEYET, HHZHDET I L —RALNAEIBELTLEZEW,
2B, trace A< FIZRA 1000 %% v hETRL—RTEZY, 74 MIS087 v +T
T BPTPL—RZKT T 25E13 Cul-C TIFIELTLZE W0,

L1 ()

(c)NS-2260# trace ethl
15:13:44.783325 IP 172.

15:13:44.785371 IP 172.
15:13:44.786946 IP 172.
15:13:44.794988 IP 172.
15:13:51.858646 IP 172.

15:13:51.861080 IP 172.

LUV 2 (GED

(c)NS-2260# trace ethl

radius level 1

31.2.106.22171 > 172.31.1.244.1812:
31.1.244.1812 > 172.31.2.106.22171:
31.2.106.17574 > 172.31.1.244.1813:
31.1.244.1813 > 172.31.2.106.17574:
31.2.106.22241 > 172.31.1.244.1813:

31.1.244.1813 > 172.31.2.106.22241:

radius level 2

RADIUS,
RADIUS,
RADIUS,
RADIUS,
RADIUS,

RADIUS,

Access-Request (1), id: Oxdf length:
Access-Accept (2), id: Oxdf length:

Accounting-Request (4), id: Oxba len
Accounting-Response (5), id: Oxba le
Accounting-Request (4), id: 0x67 len

Accounting-Response (5), id: 0x67 le

15:14:47.565937 IP (tos 0x0, ttl 64, id 39839, offset O, flags [DF], proto UDP (17), length 116)
172.31.2.106.23544 > 172.31.1.244.1812: RADIUS, length: 88
Access-Request (1), id: 0x69, Authenticator: ff6fee6f6f80c2a3aa7df520c4545cO0b

Message-Authenticator Attribute (80), length: 18, Value:

User-Name Attribute (1), length: 6, Value: root
User-Password Attribute (2), length: 18, Value:
NAS-IP-Address Attribute (4), length: 6, Value: 172.31.2.106

NAS-Identifier Attribute (32), length: 9, Value: NS-2260

..... Booo

Acct-Session-Id Attribute (44), length: 11, Value: 423354498
15:14:47.567978 IP (tos 0x0, ttl 64, id 60987, offset O, flags [none], proto UDP (17), length 860)
172.31.1.244.1812 > 172.31.2.106.23544: RADIUS, length: 52
Access-Accept (2), id: 0x69, Authenticator: 88b25159eafbeeaabcd9be60f0fl6ea7
Message-Authenticator Attribute (80), length: 18, Value: b..f..A..%PO..N.
Filter-Id Attribute (11), length: 14, Value: NS-2260_ROOT
15:14:47.569348 IP (tos 0x0, ttl 64, id 39840, offset O, flags [DF], proto UDP (17), length 116)
172.31.2.106.24439 > 172.31.1.244.1813: RADIUS, length: 88
Accounting-Request (4), id: Oxbd, Authenticator: 92c5b41750d6b509ffc7afelfc8f0782
User-Name Attribute (1), length: 6, Value: root
User-Password Attribute (2), length: 18, Value:
NAS-IP-Address Attribute (4), length: 6, Value: 172.31.2.106

NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Status-Type Attribute (40), length: 6, Value: Start

Acct-Session-Id Attribute (44), length: 11, Value: 423354498
NAS-Port Attribute (5), length: 6, Value: 10000
Acct-Authentic Attribute (45), length: 6, Value: RADIUS
15:14:47.571601 IP (tos 0x0, ttl 64, id 60989, offset O, flags [none], proto UDP (17), length 48)
172.31.1.244.1813 > 172.31.2.106.24439: RADIUS, length: 20
Accounting-Response (5), id: 0xbd, Authenticator: 8c63661163e798£56a0f14b8810574c4
15:14:54.268034 IP (tos 0x0, ttl 64, id 40268, offset O, flags [DF], proto UDP (17), length 128)
172.31.2.106.16653 > 172.31.1.244.1813: RADIUS, length: 100
Accounting-Request (4), id: 0xb6, Authenticator: fb886a9a571117cab7e68234b63eb068
User-Name Attribute (1), length: 6, Value: root
User-Password Attribute (2), length: 18, Value:

NAS-IP-Address Attribute (4), length: 6, Value:
NAS-Identifier Attribute (32), length: 9, Value: NS-2260

Acct-Status-Type Attribute (40), length: 6, Value: Stop
Acct-Session-Id Attribute (44), length: 11, Value: 423354498
NAS-Port Attribute (5), length: 6, Value: 10000
Acct-Authentic Attribute (45), length: 6, Value: RADIUS
Acct-Terminate-Cause Attribute (49), length: 6, Value: User Request
Acct-Session-Time Attribute (46), length: 6, Value: 07 secs
15:14:54.270458 IP (tos 0x0, ttl 64, id 1180, offset 0, flags [none], proto UDP (17), length 48)
172.31.1.244.1813 > 172.31.2.106.16653: RADIUS, length: 20
Accounting-Response (5), id: 0xb6, Authenticator: aa25c®4ccdd9cc0871feeebcfc576475

172.31.2.106

.F.&.



6.3.6 TACACS+HBED k5 7L DXL

AEEE D TACACSHEEEDNIE L K FIEL R WIEAIE. UTFOU Y 332 EML T ZE W,

B (1) TACACS+H—/N\—DHER
TACACS+H — =B L TWVW2E Z 2, BX, TACACS+H —N—DELLFEINTVS
Ze %Eﬁwubf < 72 E W0,

- AREEB D 5 TACACS+H — N—IZ Ping lXE X 35 ?

* TACACS+% — N—T TACACS+¥— =70 77 AEE L TWE T ?
* TACACS+¥ —N—DK— F FF1Z TCP49) TIH?

* TACACS+H —N— AEEDS -7 Ly bF—F—HLTVWEIN?

* TACACS+H —N— 22— =X E LS BEREINTOETH,?

B (2) show <Y FIZ&k D TACACS+HBEDFESR
TELD show a~ > REFEITL. Bil/&E/ 7 o> bR, RKEED TACACS+DIKE. 7
7'EX7}D 7?&%75’1'5 LWz %Eﬁmub"c < 7‘;%14\

- TACACS+i83 / HREB DX EHERR
(show auth/show auth tacacs/show auth access_group 2 <> F)

(c)NS-2260# show auth
<auth information>

Mode :  tacacs
su_cmd username : root

(cINS-2260# show auth tacacs ¢
<auth tacacs+ information>
Default User : none

Service Name : smartcs

<tacacs+ server 1>

IP address : 192.168.1.1
Port number : 49
Password : stored
Timeout 5

<tacacs+ server 2>

IP address : 192.168.1.2
Port number ;49
Password : stored
Timeout 5

(c)NS-2260# show auth access_group 4
Protocol : Tacacs+
Attribute : UserSpecific (Attribute Value Pair)
<root>
attr_val : grp=admin_grp

<normal>
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attr_val : grp=normal_grp

<portusr>
attr_val : grp=port_grp
port : 1-32

* TACACS+7 1w > b DFENESR (show acct/show acct tacacs < > F)

(c)NS-2260# show acct ¢
<acct information>
Mode :  tacacs

(c)NS-2260# show acct tacacs ¢
<acct tacacs+ information>

Auth_deny_stop : remote
Task-id ;31

<tacacs+ server 1>

IP address : 192.168.1.1
Port number 1 49
Password : stored
Timeout S

<tacacs+ server 2>

IP address : 192.168.1.2
Port number ;49
Password : stored
Timeout : 5

+ TACACS+&85IE/ KGR DO FAFHEEDMERE (show stats auth tacacs)

(c)NS-2260# show stats auth tacacs ¢
<authentication tacacs+ statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1 192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3

* TACACS+7 1w > b DIFFHEMDOHESE (show stats acct tacacs)

(c)NS-2260# show stats acct tacacs ¢
<acct tacacs+ statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1 192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3
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B (3) trace AV FICKBHER

TACACS+DREDIE LWIFEIX, trace a7 FEFEITL T, KB L TACACS+H— N—[D
TACACS+7 1 Fai% b L— AL, TACACS+H —N—noDINENDH 5 Z L BHEERL T
IS

2B, trace A RIZRA 1000 %7 v hETAL—RTEZY, 774 MIS087 v T
T BPTPL—RZRTT25E1F Cul-C TIFIELTLZE W,

(c)NS-2260# trace ethl tacacsy

Apr 19 14:00:02 port_telnetd: LOGIN BY somebody FROM 10.5.30.145

14:00:02.913056 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: S 1949630245:1949630245(0) win 5840 <mss 1460
,sackOK, timestamp 215552175 ®,nop,wscale 2>

14:00:03.034334 IP 10.5.31.178.tacacs > 10.5.31.186.1477: S 1621187922:1621187922(0) ack 1949630246 win
5792 <mss 1460,sackOK, timestamp 537047041 215552175,nop,wscale 2>

14:00:03.035030 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 1 win 1460 <nop,nop,timestamp 215552176
537047041>

14:00:02.937741 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: P 1:13(12) ack 1 win 1460 <nop,nop,timestamp
215552187 537047041>

14:00:02.938023 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 13 win 1448 <nop,nop,timestamp 53704706

9 215552187>

14:00:02.938169 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: P 13:69(56) ack 1 win 1460 <nop,nop,timestamp
215552187 537047069>

14:00:02.938436 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 69 win 1448 <nop,nop,timestamp 53704706

9 215552187>

14:00:02.938716 IP 10.5.31.178.tacacs > 10.5.31.186.1477: P 1:18(17) ack 69 win 1448 <nop,nop,timestamp
537047069 215552187>

14:00:02.938827 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 18 win 1460 <nop,nop,timestamp 21555218
7 537047069>

14:00:02.938901 IP 10.5.31.178.tacacs > 10.5.31.186.1477: F 18:18(0) ack 69 win 1448 <nop,nop,timestamp
537047069 215552187>

14:00:02.972637 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 19 win 1460 <nop,nop,timestamp 21555219
1 537047069>

14:00:03.037855 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: F 69:69(0) ack 19 win 1460 <nop,nop,timestamp
215552197 537047069>

14:00:03.038097 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 70 win 1448 <nop,nop,timestamp 53704709

4 215552197>

6.3.7  IPsec H&BED kS T ILDXFAL

AREEE D IPsec BEAEIC X 2TBIEDIE L K BHEL 2 WIGEE. LIROYIh i3 Z2FEiEL TL 72X W,

B (1) XEEBDRENSTA—R—XWMEEBED VPN IL—2—DFRERED
BERENPIEL VDRI P RIEREL T EE W,

c XPAZEED VPN L— X — 1 3EH L TWETHh?

- KREEE D SHFE D VPN L—&Z —(Z Ping I3E X 55 ?

- KFEEED VPN L— X — & OFERHRARIE—H L TOETH?
cfAZEED VPN L— & — r OKFREHEEIZIELWTT 2 ?

B (2) show AT RIZ&K BHERR
TECD show 2~ REFEITL., IPsec DIREERFEFZE L TL 72X W,
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# show ipsec status detail
# show ipsec spd
# show ipsec sad

B (3) trace AV FIC K DFE:R
TEED trace 2~ > F2FEITL. AMEE YL VPN L—&Z—[{D I[SAKMP 7u F a/,L¥ ESP 71
FarzZbl—ALT, VPNIL—ZX—MSDINEND 2HLMHERL TL IV,

# trace ethl ipsec level 2

B (4) loglevel AT > RIC &k ZHERR
REED loglevel 2~ > REEITL, AE L VPN L— X —[E D ISAKMP 71 + 2 )LEDE(E
NEERHHLTLZE W,

# loglevel ipsec 2

63.8 tty YR—THEEED kT T ILOXTAL

ARILED tty < 31— IHEAEIC X 2BEDEL SEELRWEEIE. 16.3.4 >V 7ILi(E ok
ZINDII) T T, UROYID 33 &2 FEML TLIEE W,

(D) tty w3 —HREEZ FIFH 3 2 72 DILIR L — ¥ — (extusr) DR INT VWS Z 2 ZHiEZR L TH
EEW,

(c)NS-2260# show user 4

User-Name Category(Uid) Public-Key Port-Access-List
root root (0)

setup setup(198)

verup verup(199)

log log(200)

somebody normal (100)

ext®lusr extusr(401) 1-32

portusr portusr(500) 1-32

port®2usr portusr(501) 1-10,13

(c)NS-2260#

Q) R =Y =T tty ¥ 2 —IHRBEOMHER BT EEhTwb Z e e, HHD> Y 7R — b
D7 7 AMERDBEREINT VWS T ZHEL TN,
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(cINS-2260# show user extO@lusr ¢

User-Name :extO@lusr
Category (Uid) rextusr(401)
Permission
normal :on
showall :off
root :on
ttymanage :on
portusr roff
verup :off
Port-Access-List:1-48
Public-Key :

(c)NS-2260#

6.4 ZFOMDO ST
ZOMD + Z TN BT B HIECOWTHAL 5,

64.1 KEBBI—H—0D/INXT—RESNIIHESOML

KEEHL - -0 27 — 205813, AEED CONSOLE K — MIEHRAR = Hhi
LT, ROM E=Z—%2EFHLFT, RCHFELTVWRVWAX =T v T 7 7 A VEGHAAA
T, YATLAY 7 7 BRI LERERIHEL 3,

EEEHLI - —D R — REFEWHH LT 2 I3 TEERA, ARXR—FT v T 77401
DETEIHLT 2 2Ty — REFHMLL £ 5,

VIO FIREX R 2SR L TL 2 &0,

- REEEDFEIFR%Z ON (2 LT, "Hit Enter key to stop autoboot..." R /R XNz 5, V&R —2F—
ZTRL, MON>7n Y7 b ERRIEET,

Hit Enter key to stop autoboot:
MON>

*@boot av Y FDfileno 7> a VEIHEL T, REEZHFFELTWARWVWD LLIE, EHE S
AT —ROHALTWBEIREX— 7 v T 7 7 AV EimAAAET, Faeofld. EHEikEcS
BEXNZXEY —F— FOD startup4 7 7 { L EFHAAATOE T,

MON> boot fileno=4 4
Welcome to NS-2260 Console Server
Starting Bootlog daemon: bootlogd.

c EEX v - PRRINET
NS-2260 login:

6-21



6E STV a—TF 4

@ AEEICO A VLU TEIFHICHEARAENIRAZR =Ty T 7 A NEFR L, 77 4L
ITR—ZAMLEELE T,

(cINS-2260# show config startup 1 external y

- @ EERFICHAAENDZAZ =T v T 7740 (fl  XEY —H— KD startupl 7 7 4 L)
ZHIEMEL £

(c)NS-2260# clear startup 1 external ¢

-OAKBETHEHLET,

(c)NS-2260# reboot 4
Do you really want to reboot with main system and startupl [y/n] ? y 4

clear startup 2% ¥ FIFRA X — s 7 v 77 7 4 V% TIHGHAIREBICE L ¥
T, R—baregEo JI3EEINE A, HEZREREE IR
%358, shutdown factoryreset 2% > R 2517 L TAREBNFT DO 7 — X
ZINTHEHEL TSV, #1577 3%0E %2 THHRARFICR 3 /7]
ZBILTLEZE W,
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T EA
d—H—1&fR

ik A Tid, 2—F —DHERIZOWTHAL TV E T,
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5% A 22— — R

Al I1—Y—iER—%

RIEBICERINTVWEE LT —I2E, IR L TW3 I L— 128 LT R ORI 5 &
nTnET,

< —F—>1F, BEEHEHIMER L7 normal ZV—TDL—F—TF, <R—b1—H%—
>k, BEEEEDER L portust 7V — T DL —H =TT, <Lk —¥—>1k, EEEH
BEDER L7z extust 7V —F DL—HF—TF, ZOMDL—H —1&, REED TIHHFHFICH
LEOUDEZFEINTVE - —TF, ABCtFa VT4 —RIV—-IZHHLET, 2—¥—
ZEM/EIFR L TL7ZE W0,

2 —HP—FHMOFEMIL, 23 X2V 74— ZSRLTL XN,
BB, 22—V —DOMRIZZETLZIIITEEEA,

A-2



5% A 22— — R

KA1 d1—H—1ERE—E

. )L —
1—H—%, 3 gl: MERR
HE 82 AREEE  A%E  CONSOLE H— b tty < £TD
D v—F O D A—F H— 3= show =
BE O Telnet/SSH FTP/SFTP 2° & N— H&RED S
RE/ = ns4  ours  AD7 FEAT B RITA]
A M > 4> i (EFEDR ARICT S
(EHED RS
£ S D7
D7y + 2)
+ 2)
root % 1 root O O X X O X X X
<HEEH root O O O X O X X X
=Y —>
%5
somebody normal X X O X O X X X
¥ 2
<—f2— normal X X O X O X X X
P—>%2
<frERa— extusr Ox% Ox38 Ox%6 Ox%9 X Ox10 Ox7 Ox 11
P> 2 8
setup setup X X X O X X X X
verup verup X X X O X X X X
log log X X X O X X X X
portusr 3 1 portusr X X X X X Ox% 3 X X
<R—F portusr X X X X X Ox 4 X X
Z—H—>

¥ 12— — root BLU portusr IFHIFRTEER A, £/, AHIOEET LI LIETEEEA,

% 2 somebody, <—ftL—V—>, <RI -V —>F, su av Y FEFETT S TEEEEHL—F—1TBTT
BZENTEET,

% 3 portusr 1X, K— b 2— —FBREREEEDY OFF DA T, REBINHINCHH T 22—+ —T7,
FRAZEEARL =Y =2 o THR= =N 77 LRTEILIETEELA,

KA<R=bPL2—=PF >V TLR=-DMIT7I7ERTRIE, YV TNAR= bADT 7 AMEERET % 0B
HHET,

% 5 RADIUS/TACACS+7% ¥ OARERFEY — N — IS EHE MR 2 b D2 — ¥ — 2 E 34U, Telnet/SSH 7 7 A
TYRRAVY = AVR- O AREEICERE LTEHER A VT2 2 A[RETT,

FliZa~>Y KU 7 7 L Y AD create auth access_group root 2% > K= set auth radius server root 2% > K, B X
O, M8 C 7PV a— b RADIUS 85/ 7 A7 ¥ b3 —N—3Efl) BB LTLZZ0,

% 6 <fiiEL—¥ —>1%. SSH COAREFEAT A T2 N TEET,

T <R =V —>23 tty v 37— IHERERFEITT 2ICE, SV TAKR—= bADT J L AR EZFRET % BB
HHET,

WERBRENBICOVWTIX 1478 a >y —L7 7+ ZK4HE (Ansible ¥ OEHE) OFEE ) 2B L TL 2 X0,
¥ 8 <HHRAL—F —>TAREBORELEER Y 2175101, RETEHEERZ N5 T 20ERHD 2T,

¥ 9 <HRRIL—H —>1d. verup MR Z(f5 55 Z & T, SFIP TOAKRKEEND L VFTBIEHMNTEET,

¥ 10 <fEIR L —% —>1%. portusr t#ERZ(53 25 Z 2T, SSH TOAR— M —N—AT7 7 LRXFTEIEHNTE
£7,

portusr HERR % - 5- L 7z extusr T select E— K (SSH 22) OFIFIIAAI 272D, RK7 72 2122 FHITHER L TL
7ZEW,

¥ 11 <JEBRL—¥ —>1%, showall HERZ[5E 32 Z 2T, TRTD show 2~ RARITAMREIC D 5,

A-3



T &% B
SSHY 514 7> Y7 bDOERG

5k B Tld, AKEICT 78X T 3KNLSSHZ 747~ Y 7 FOERABIOWTEHAL
TWVWEJ,

B-1



fH2BSSHZ 54 7> bV 7 + O]

B.1 SSHYZA47> bV 7 MEEREEAR
XV T4 —HEERRIL L TV A AREEEZ, Telnet ¥— N— 2/ Z T, SSHv2 (Secure Shell
Version 2) = N—ZHEH L TV E T, BENAEDIESLINTNWS SSH 7'a k2L, Telnet
TR PaANEDSERRBEERTI ZENTEETDT, EF2 VT4 —2FELTVDI Ry
P =T ELFHTRTOET,

RETIE, REBD SSH - — N—EEZFHAT 2 D SSHZ 54 7> vV 7 FOFERAE
WICOWTEHHL 75,

* Teraterm

TeraTerm Project I2& D BSD 74 £ Y AD R THAAENTWE 7Y =Y 7 b U 27T,
HLLETRDER—LR=U% TS0,

https://teratermproject.github.io/

F. AWED SSH Y — AN—ZF 2 HHEOAET R Z Y R— P LTVE T,

« AT — R (Basic) ARl
« INBH#E (Public) 783

FNZENORA TR TERTAEDODSSHIZ 54 7 MY 7 VoEREFIEEZ, VI N2 7H
WKCHIETHEALE D,

B.2 /XX — K (Basic) SREEDELFIER

Z 2T, REED SSH — N—DFRFEHF DI SR T — F (Basic) soil CRREINT WS
DSSHZ 547> Y7 bOEGFIEFICOWTHAL EI,

SSHZ 547> Y7 bbb T 20012, 4.8 FREFH 22 LT, FiLoAEED SSH
P N—FREMNFET L TWVB I ZMELTLEE N,

* SSH 4 — N—DFBFLRRED basic] IREINTWB Z

cFHRDT Y TR —MIRLT, SSHZ 54 7> M SSHERZFHF IR TWS Z
« AREEED SSH Y —N—I1Zxf LT, SSHZ 54 7>~ bASSH it iFajXhTnb 2 ¥
R —ABLORRY - BRI TWS I

R —DRRDOT Y TLR— I LT, 7R BHFAIRTWSE L

CTRTFREDEEZEEL 9,

- AEEE © 192.168.0.1/24

c K=t —H—%  port

* NRAYT—F . port

CHERRES U T UR— T oyl

« TCP R— F &5 © 8301 (WIHHRRE)



fH2BSSHZ 54 7> bV 7 + O]

B.2.1

*SSHEEE—F . 2T — Fi8:

TeraTerm DIFEHFIE (/NZXT—

I EREIE)

TeraTerm % fCE) L £3, TeraTerm ZE) T 3 L #HieD ANEHOPERRINE T,
cTRAB] CAREBOIP7? FLAZANLET,

<Y —V¥ 2] 1 SSH 2R L 3,
« I'TCP K — b | IZHHRD SSH K-+ D TCP K— b HEEEZANL E T,

- [SSH N—Y a > 13 SSH2 Z#INL £9,

Tera Term: FLWEE

O TCR/IP A R: |192.‘I|58.EI.1 -
- R A ]{e)
$-F% O Telnet TCPi-#(P): 8301
O ssH SSH/(-J3(M): ssHz -~
L IP/(-23aY(N): AUTO ~
O wF B COM3: Intel(R) Active Management Tec!
Fovtl | ALTH)
B-1 TeraTerm /\X7— FE3:E (Fh L LER)

[OKJ %33R 2 &, #IEEROBICIE RO & 5 RERERA TR ENE T,
WiAT) Z3EIRT 5 &, KELIEX Z OEEIZFRREINEE A,

B-3



fH2BSSHZ 54 7> bV 7 + O]

T

known hostsUZRCH—/("192.168.1.11" DIV FIE B Y EA. ESERIRARN
#, BELESELTVAH-/(DAYEL TV SAIEEEEYETOT, +HESLTE
Slv!

known hostsUZAMDZOFAMERIMLTRTT 3L, RENSIOESEEEEY
7.

H—/(BIORA MRS
ZEINyYITLIVZL: OMDs @ SHASE
SHA256:5sK045kPLNAxkRAZNRNpiZEP Dmlell X 1HSPPZKxnWx O

+--- [ECDSH 521]---+
S, E

ookt . o .
HL 44
I
0Zot o B 2 o

o

00,0 o

o

o

+o.
+---- [SHAZEE]

B A MEknown hosts A RSEINE 3(A)

ERH(D)

% |

B-2 TeraTerm /NXT—REREE(E¥all) 71—

B-4

B

EOMAEARREINET DT, FLDHEZIFEL TS W,

(2 —P—Z | ITR— 22— —-HZEANTLET,
(RZATL—X ] WR—P2—HF—DRRATV—F2ANLET,
(LA AT —R&HS ] BERLET,

YULEZE AN, HEEELE5 TOK) ZBEIRNL TRICEAE T,



fH2BSSHZ 54 7> bV 7 + O]

SSHEER — X

044 rdh: 192.168.0.1

ZAHNHETS.
I (M) port -
ITZIL-Z(P): 0000 -

8 /(A7-FEATULEEEET M)
O I-JIvEZET 3(0)
SESE
O FLAVIAT-FEEIL
() RSA/DSA/ECDSA/ED255 1085 {ES

Ep
[=]

W

5
(5]
(%]
W
it
T

O F-hi-F 253971 TZEEI D
() Pageant®{E3

B-3 TeraTerm /\ X7 — K25 (SSH 525iF)

TeraTerm & ARZEE DT SSHV2 DBENTHEL L E T, ALEBETR—- M2 REFETIHER
A=+ N=RXR =2 —DRFFEZEMILTOVIUL, REBEBOR— b —N—X = a2 —H
HPRRINET,

Rt 7B RELEVEERR— P —N—X =2 —DFRREVENTHNE, ZDFF
) 7R — MZORPNI-ERN RS IR I E T,



fH2BSSHZ 54 7> bV 7 + O]

B.3

. display Port Log
> display Port Log (LAST)
. start tty connection
: close telnet/ssh session
. show all commands
ty 1:rw> |}

K B-4 TeraTerm /NX7J— RE%EE (AEEDR— b —N—XZ 2 —EH)

\FA#& (Public) EREED 1EHFIEH
ZZTlE. AEED SSH F— N — DS AABSE (Public) R THHEX N TV B HED
SSHZ 547> Y 7 FOEHFIEFICOWCHBEL T,

SSHZ 947 Y7 bbbk 2002, (4.8 FERH 2SR LT, FLoALEED SSH
P N—FENTT LTWVD I 2R LTSI,

* SSH ¥ — N\ — DFRFERED [public) ICFREXNTWVWBE I

cFHRDT Y TAR— MR LT, SSHZ 54 7> B SSH 27 s Ttwsd
« REEED SSHY—N—1ZXH LT, SSHZ 74 7> bHSSHEMEFIIEINTWE Z
LY —ABLORRY - BRI TWE I

BRI —RDI Y TAAR— MR LT, T7RRBHFAIATWSE I,
ZZTE N ORREEREL £5,

c AREEE : 192.168.0.1/24
R—bta2—%F—% ' port

RSV TR — R ottyl

- TCP R— + &S : 8301 (#WIHARLE)

- SSH#EEE—F /N7 R

INPABERREEI R A Y — FEBAE L B, SSH 7 5 4 7 > MUCABI#AER 2 ER L. AEE
BTN B Z B 5% T 2 FIESHET T,

RIEENYR— b T I3NHBICONTIE, 2.1 R— b —NN—#&EE] 2SS L TLZ X0,
B.3.1 TeraTerm D EHIEE (2BAFEFERE)

AREEE I SSH #2605 2 Hi1C, TeraTerm TABHE/AMER ZER L 3,

TeraTerm % #28) LT, [E%E — [SSH #AR Z#ERL £,

B-6



fH2BSSHZ 54 7> bV 7 + O]

W Tera Term - [FREFEFIVT

IR |EE) FE(S) IVO-I0) D4VEIW)  ALTH)
EE(T...
T4 EI(W)...
pEVIG]
F-M—F(K)...
HYFati—FE)...
FoFu(P)...
SSH...
SSHEERL(A)...
SSHERX(0)...
SSHEZAL(N)...

-V TEHAHL)...

B-5 TeraTerm FA#EEEEE (SSH Key DERY)

BERERT 2EENERINTZS, BELANEBIR L, ER 2 TNLET, #XERIN
721818 RRAT L —XDREDPTEBLIIICHDETDT, SRAT7L—XZBANLET,

cRATVL—X I MEBREEELT A72DDRAY— T,
c REEBED ST — R LIZBEGRD D A, SSH EH DRI
BN ETOTENRZ VI SIIZLTL XL,

B-7



12 BSSHZ 54 7> FV 7 F O

TTSSH: 84/ w
EDES ) s
ORsA1  ORSA  (ODSA F kg (B): —-f‘ﬁ"-'
© ECDSA-256 () ECDSA-384 256 BL3(0
O E‘CDSA-EE" D ED25519 "\.IL-:nfl:Hl:l

gEEmLILE

Z0/270-Z: 9000
[T -A0EE: 0000

JAVHO):  test

8 berypt KDFRERL(K) STUUEEIN): 16

| AEE0REED) | LEBDREP)

K B-6 TeraTerm 2FABEEREE (key DIERK)

NHEE T > A VITRIFELE T,

W LEENREs: %
& v A W PC s O-FILFAAT(C) » G O-Alk F127 (CDEE P
=2E - FLWTANS- =~ Q

77U £3 B o
neel
> W FAThT OneDriveTemp
> @ Rk Perflogs
> R 5Ty Program Files
25 Program Files (x86)
— ProgramData
temp
Windows
FATRT »
i TR T .
L Fovo- » ADBAT7604078 1 KB
F7A BN [id_ecdsa =
T74 VDT SSH2 DSA keylid_ecdsa.pub) v
~ TAI-DFET RES) Frutll

B-7 TeraTerm 2\FA#EEREE (LR ORFER)

RICHEGE " 7 7 4 VITIRIFEL £ T,

B-8



12 BSSHZ 54 7> FV 7 F O

W nERnREe =
& » v A & » 157 - Seiko Holdings Corporation » FFaivb » w &) FEIA MDBE -]
ZE - FLWIA NS~ =iv )
> il TRIMT =l e P
> & FEaxvk afterSentDocuments @
| >y R ¥y Office DARF L FYTL-+ @
. sakura-tag-v2.4.2-build4203-a3e63915b-.. ([
s rrat Faom ©
i FA7hT *
4 guyo-f +
& Rk g
R 97y #
FPANAN: |id_ecdsa .
Jr4 L OEE(T): S5H2 ECDSA key(id_ecdsa) -

~ FAlH-0FET [(®me | seveL
X B-8 TeraTerm \FABEEREE MR D (RZEIH)

HOREDHET L7z 5 Key OARMEHEIEZF v AT TLZE W,

R WEIRE 7 7 A VIRFE LS, REAREZARBICERL X, RIFLERHEEZ T
FRPLT 4 ZTHNWTLEE WV, TREESIHIC RSA 2R L 725581 /ER S 7B
#HDHITT,

) CAUsers\R3016\Downloadsid_ecdss,
MM WEE TRO BTG
ODF-HAl oo« me®s

530bit 2426048 - a8 X
© UFIW AT

LT

1 [YAAABBBEABOGZTP2hTTt j5GDTa8Jvnpt3HgkBT+IFF/Svu2fnKsKr i 58YsTUOLO48h357ezujrnQyahiSRAA6n/EVIsuQ= test

i, (L) =

267 1 F Utk WA 25%

B-9 TeraTerm \B#EEREE (RO IE—)



fH2BSSHZ 54 7> bV 7 + O]

ARIEEIZT 74 2 LT, setusersshkey 2 ¥ RTab— LB EZERL T,
BHICBATE AN N BIHERE LTI W,

(c)NS-2260# set user port sshkey public ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATbmlzdHA

yNTYAAABBBI1tUwOlQLHfZEYM1F72
vINrkUGb29aQZ1q34Yg19289gYKBp4F9PY21JhBkGFvtmCEfWD4ei/01gkoWT®08YZuY= test,

(c)NS-2260# writey

B.3.1  TeraTerm DEHK:FIE (L FAHEEZEE)
INBAFEE AZEEICESR L 725, TeraTerm 22 HAZEED K — b — = 1ZHEREITVWE T,
TeraTerm % 2815 % &, RO ANEENP R RS NE T,
cTRZA ) KAEEDOIP 7 RLAEASLET,

T —P 2] X SSH Z3FINL £3,
< ITCP R— b ] IZHHRKR—F+DTCP R— + HFEEZ AN LF T,
FSSHA—/E/J X SSH2 12 o TWA Z L BHER L £9,

bz AN, BIRLZS TOK) ZERL TRICHEAE T,

Tera Term: FLINEE by
O TCP/IP HAND: |EEEA v
@A) _
$-¥% O Telnet TCPIR—H#(P): 8301
0 55H SSH/G-S3 (M) ssHz o
Iz
@il IPIT-Sa(N): | AUTO

COM3: Intel(R) Active Management Tecl

o4l AJLT(H)

X B-10 TeraTerm Z\BASEERE (3 L LMESRD)

O UTPIHE

SSH FRRLHEHEIN R RENE TDOT, TicDHEEZHREL T,
T2 —Y -] CR— PP —-HEANLZET,
cIRZAT7 VL= ICHERRCER L2 SR 7 L =X AT L E T,
- TRSA/DSA/ECDSA/ED25519 #% 5 | Z3EIR L. MERD 7 > A VARIREL ET,

EFRERES NS TOK) ZEIRL, HEiiemL £9,



fH2BSSHZ 54 7> bV 7 + O]

SSHEEEE - X

054 >4: 192.168.0.1

ZEANBETT.
- E(N): port -
KATL-Z(B): 0000 -

JAD-FEATY LICE R a(M)
O I-¥ry Mgz 3(0)
S
O A 2IR7-FEE3L
O RSA/DSA/ECDSA/ED255 198 # {55
BB C:¥lUsers¥R3016¥0nelrive - Seike Holdings Corp |:|

O F-h-F 297971 TEREES (D

() Pageant®{E3

OK E&EHD

B-11 TeraTerm 2\BI##ER5E (SSH 523E)

FRREICHINT % ¥, TeraTerm ¥ ARZEE DM T SSHV2 OEEMHEL L £, AEETR— o
TERBET IRERPR— P —N—X =2 —DFRFEEEHCL TR, AEEDR— T
P N— X =2 —HEPFERINET,

AP 72 ELEVRERE— P —N— X =2 —DOERKEDENTHNE, Z0EE
U TR — M ORI BRSNS RESR IR AN E T,

- “NS-2260"

: display Port Log

. display Port Log (LAST)

© start tty connection

. close telnet/ssh session

: show all commands
tty-1:rw> |

X B-12 TeraTerm 2RSSR (REB DR — b —/N\—XZ 2 —EMH)

B-11



“ 7 8 C
PRJUEa2—FMERADIUSEREE " 7Ho Y Y —
IN—EREH

gﬁjc T, 7FVE2— b & RADIUS AL/ 7 H D ¥ b —N=EEFNZDOWTHHAL TV

C-1



18 C 7 U ¥ 2— b & RADIUS #83F,/ 7 H v ¥ b ¥ — N —3REH|

C.1  RADIUS 3:E#4EE/RADIUS 7 hW > aE

AZEEIZ RADIUS FRAHEREOREZ1T SO & AKEICO 74 ¥ LR AREED SV 7L R —
M7 72 A L7HREIC, AREEE D RADIUS FREE2 7 4 7 > MEEE X 17z RADIUS FRREH —
IN—=AFRAEEK (Access Request X7 v M) ZiEEL T2 -V —DRBFEEITVWE T,

RADIUS F8EH — N—T 2 —H —DFRFEA I T % &, RADIUS Z8aEY — N — 1 XFRFERI) D %
7w b (Access Accept 287 v b)) ZARKEIEF L E T, AEBEIIZE L LRIERY) 7 v b
CEENTVWE 7 MY B a— MERICHESOWTENMEL T,

RADIUS FEiEY — N—T 2 — ¥ —DFRIEIC R $ % &, RADIUS GRAEY — N —13FERHES D %
7w b (Access Reject 287w b)) BAREEICEELE T,

ZK EEICRADIUS 77 ¥ MEREDREZRITO &, 2—F—Du /4 a7 bO7H Y
> ME#H%Z RADIUS 747 > Mf—z\—c:ii%l,fﬁb vy MERERIELE T,

RADIUS F8REY — N—TFREC T % &, AREED RADIUS 7H V> 27 54 7~ MIRA-

DIUS 7AW Y b —N—1Z7H V¥ F START %% v P ZEEL X T,

:L—*f —BALEEOHHZHRT (m 277w b) L7zb, RADIUS FEREY — N —TFEERC RIS %
. REEDRADIUS 7A VY b2 547 Y MERADIUS 7 A Y b —N—1Z7H T > b

STOP/{’/?“Y FEEEFELET,

C2 RADIUSEREEU —N—ICREETST7RUEa2—F
2&%%@ RADIUS m.nE7 7472 b 7 RADIUS uuuiv&h)\_cuﬁ{mj—é 7 hV Pa— k %,;E
C-11IRLE Y,

= C-1 RADIUS B —N—ICEETR 7 RFUEa—F

FrUEa—+% &5 fEoH " =

Message- 80 STRING 27y M 2RO HMAC-MDS5 5 = v 7 4 A

Authenticator TF, Ty FORTAMIRICEDNE T,

User-Name 1 STRING AL ERT B - —HTT,
RIEBIIFRZAK 64 XFF TOD User-Name % 72
SETE T,

User-Password 2 STRING AR R B —Y —DRAY — R T,
NRAY — REMER BTNy 2Xh
TVWET,

NAS-IP-Address 4 IPVAADDR AHEBEDIP7 FLATF, 7Y EPa—}
BREELEZSA 7 FOEMNCERXR
9,

RAR— I <



15 C 7 Y ¥ 2— k¥ RADIUS

nqu/?j]‘? VR —N—F

sOE B

7rUEa—H4 &S

fEnE

" B

NAS-IPv6-Address 95

NAS-Id 32

Acct-Session-Id 44

IPV6ADDR

STRING

STRING

AREEEDIPV6 7 RFLATY, ¥—"—D7
R L 223 IPv6 DA NAS-IP-Address Tl
72 { NAS-IPv6-Address % %515 L £5,
7RI a— b EREELEZIFIATVID
G R g

AREEDFRRAMHTT, 7 MU Ea— 12X
BLEZI4 7 ORI NE T,
set auth radius server nas_id I~ > R &ff>
¥ NAS-Id IR D SCFHI DN & ATk
BENET,

tyarE#lT5IDTY, BEEANTL
== HEREE - RSB E T,
kv aryIDR7 7 RAEREBIZA VIV

AV b LEPER SN E T, IR
Fy NIy a v IDIE. TH
7 >~ b+ START/STOP 8% v MMZHEILHES
BELNE T,

C3 FEEHIWIEY S RADIUS

I:IIL.\DIE.U- /\ D7 I‘UL’_:L_I‘

AREEBE DT B RADIUS fBEFEY —N—D7 Y P 2a— b 2R C2 IR L E T,
RC2LHMD7 IV a— 2ZELEGA. AEBIIZO7 N Ea— MEEHAL T,

+C-2 FEEHUIEY S RADIUS

r.ul..\uIE-U- N—DF7 rJEa—F



18 C 7 U ¥ 2— b & RADIUS #83F,/ 7 H v ¥ b ¥ — N —3REH|

7rUEa—H4 &S fEoE n B

Message- 80 STRING 7y b2AD HMAC-MDS 5 = v 7% 4T

Authenticator T 27y POEXAMIRICHEONE T,
ZERTY MICR7Z M) Ea— 28 ENT
WG, TOMEMEIREMELE =B LR WEE
WWEry PEHELE T,
ZERTY MZR7Z M) Ea— 2 EENT
WA WS, set auth radius server
require_msg_auth < > K DFEH on DHA
3Ty PEBEEL, off DHEITIET Y

ML E L % 5,
Filter-1d 11 STRING I—YP—ZRET DT ANE—HTT, L—

P —OfERR R — b 2 —H =237 7 ZAn[HE
BRIV TIUR—MEREELET,
HEDFEMIK, RDOHD [Filter-1d 12 & %
I—H—FRIOHE] ZSRLTLZIW,

M Filter-1d (C & 31— —RERIDHIE

—fg1—4—

UTroBE—fa—YF - AL LET,

ARZEEE I set auth radius server normal filter_id_head NS-2260_NORMAL 238 E XN THH, "NS-
2260_NORMAL" %* 544 ¥ % Filter-1d % AREBHZIE L1 HE.

AREEB I create auth access_group normal radius filter_id normal_grp 23iXE XL THH . "nor-
mal_grp" ¥ %7€ X417z Filter-1d % ARZEEDZE L1255,

REEE1—Y—

UTFoGaIcEEEE I - - AR LET,

ARHEBIT set auth radius server root filter_id_head NS-2260_ROOT A3#%E X TH D, "NS-2260_ROOT"
D o0 % % Filter-1d 2 AZEE2Z(E L7256,

ARZEE T create auth access_group root radius filter_id admin_grp 23FXE XL TE D . "admin_grp"

& BE E Tz Filter-1d 2 AREEB DA L 756,

R—bra—H%—

MUROBZBEICKR—- P 2—F - AR LET,

AEETE 1T set auth radius server portusr filter_id_head NS-2260_PORT i E XN TE D, "NS-
2260_PORT" %> 54A % % Filter-1d ZARBEBENRAS L7255, "NS-2260_PORT1-16,24" & fE &
NTVBHEIRIE, ZOR— b 2—F—FZ V7K — b 1~1624 X7 7R FTH I ENTE
e

ARZEE T create auth access_group portusr port 1-16,24 radius filter_id port_grp 235 E SN TH
D. "port_grp" & &E S N7z Filter-1d Z ARKENZ(E L 7HE, ZOR— 2 —F-EF> V7L

c-4



18 C 7 U ¥ 2— b & RADIUS #83F,/ 7 H v ¥ b ¥ — N —3REH|

RK—=F 1~1624 127 7 RT B ENTEET,

Filter-1d 2385 S AL TWIR W E R Filter-1d DfED3

set auth radius server {normal|root|portusr} filter_id_head 2~ > N, 35 X X, create auth access_group
{normal | root | portusr } radius filter_id 2> FTHHELZWVWITNOXFH| & b —H L LWIGE
I%. set auth radius def_user 2% > F OFRKBEEINE > TR TONE T,

RADIUS FRFEY — =D L —H —THEBD Filter-1d 7 bV € 2 — FHRE SN, ZHL2NDL—
Y —I1Z5%% 3 % set auth radius server {normal | root | portusr } filter_id_head 2~ > F& L < I&
create auth access_group 2% ¥ FDBFRESIN TV EIHHIF, RCI3IDL—HF—TrIf >V LET,
074 YIREOBSLIEIZ, OEBEHE 2 —Y — (root), @— %2 —¥ — (normal), @FR— 21—
H — (portusr) T,

XA L7 FE—ROBAERIE, AMhkr2ZA v TE7 7 AHROQD 5 HBEEDEHND DT
74> L, R= b —N=ADT7 7 LRIBODT7 7L AMND ZIGEDAOT LV TEET,
L7 bE—FOrZ A VRHIZE, 202—F—DFO7 7L AMHROQBD 558 o & b
REOENSBDTRIA Y LET

£ C-3 #EH Filter-Id 7 FJUE 2— FEEBICERINZ - —

* Filter-1d DFRENE AAL4LI ME—FR LI hE—
* set auth radius server {normal | F

root | portusr }filter_id_head < >
FDEEDH L < Id create auth
access_group AV Y FDREAR

KT 7 & 2 R—t+727EX

WEEH 2 — — ALE G2 — X PHEEE D —
H— -

i —H— —fL—H— X —L—Y—

A b 2—— X Ao bz—H—  F—haz—
H—

WEEH L —Y —/—ff 2 — 3 — WEEH 2 — X LEEH L —
H— -

BEEM2—Y—/R— a2 —¥—  KEEEH2-— A—tba—¥— EEEHI—
P — HF—

—M L= — /R b= — —f—H— R—ba—H— —fa—¥—

LEEH L —/—fka—F—/ WEEH - R—ba—H— HEEHL—
R— ha—H— P P

X7 7R AR

C-5
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A

C4 RADIUS7HOY G —N—=|IIXETHT7RJEa2—F
KREEFED RADIUS 7H VY b 7547 M RADIUS 7 AV ¥ b —N—IZEETE7 MV
Pa— h2RCAITRLET,
START iZOMDOWVWTWBE7 Y a— MEI7H Y > b START 87 v NN E T,
STOP IZOMDWTWA7 FUEa2—MNMI7H WY b STOP X7 v MIHMAINE T,

£ C4 RADIUS 7HU Y b —N—ICEETBT7RUEa—F

7hUEa—
[pE

&=

EDHE START STOP K P

User-Name

NAS-IP-

Address

NAS-IPv6-
Address

NAS-Id

NAS-Port

95

32

STRING O

IPV4ADDR O

IPV6ADDR O

STRING O

INTEGER O

O

WA EZIF 32— —%TT,
AREBIIHRK 64 XF D User-Name %
I CTEE T,

AREBOIP 7 FLATS, 7 +V
Pa— b 2REELEZI94 72D
BANAFEHINE T,

AEEED IPV6 7 FLATY, H—
N—D7 KL A IPv6 DIGE
NAS-IP-Address TlE 7z <
NAS-IPv6-Address Z%E L 7,
7RI a— EREEFELEI AT
NANOT VT R =3

REEEBDKRZ VTS, 7MY
Pa— 1t 2EELLIZ 747 MO
AN ERE N E T,

set auth radius server nas_id 2~ > F
25 . NAS-Id IEE D FFD
NS N CGEEINE T,

AEBD tty HE T,

AL P E—FDR=bP2—F—
tty &5 (1~48)

LI P E—FDR—FZ—F—:0
ayy — VO — — .
10000

telnet/ssh D —fi%/FiME L — 3 — .
20000 +ZEEN pty ES

JEIR 2 — — 20000 +2EEN pty &
=

KRR — I ~FiE <



fHC7 U a— ¥ RADIUS 383F/ 7AW o~ FH— N —3F

sOE B

PrhUEa— &ES EDE START STOP K P
&

Acct-Status- 40 ENUM O O 7HAY Y a7 omTE,

Type 7717 >~ b START 27 v MiZliE
I(START), 7% 7> k STOP %% v
MIZiE 2(STOP) &N L E T,

1 : START
2 : STOP
Acct-Session- 44 STRING O O 7AV DYy aIDTY, 7
Id IR RERBIZA 7V ML
i (2=—7 7 10 EREOFKS) 23#
HENhE 7,
Acct-Authentic 45 ENUM O O 1—$—®%ﬁ®ﬁﬁfﬁo
1: RADIUS &8
2: LOCAL 383
Acct-Session- 46 INTEGER X O I —H =2 — R %2 TR
Time (sec) T,
Acct- 49 ENUM X O tva YUIMEEBETT,
Terminate- 1: User-Request
Cause I—H =05 OYIRrERIZ X 5 LT

15: Service-Unavailable

=Y —HERT I - ReARE
%ﬁ%{f%&mkbmw%(%:
REER. TTY R— D7 7t XM
RO WIGEZ )

C.5 RADIUSERE7HD Y b —N—AlDEEH

Csa1

Z ClX Livingston 3R ® RADIUS ¥ — N— D EFIZFHAL £ 3,
RMmBﬁ—A—kiof RET7ANERT VU a—ELZY)ETOT, T, ZHH
D RADIUS ZRAF/ 7 H T Y b —N—D =2 7L ZHER L TL 12 E W,

V31472 FDER
RADIUS 83t/ 7 717 & b % — N—IZ RADIUS Z8ilt/ 7 AV ¥ b ¥ —N—2RH T2 27 747 >
b (REEE) 2B L E T
Livingston 2D RADIUS #8&E/7 A7 ¥ b+ —"—TlE, RKEBEDIP 7 L ALK MRS
Kz —27 L v b F— (fl:test123) % clients 7 7 £ MIZEER L F T,
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Cs5.2

=Ly b XF—3AREEY RADIUS SR/ 7Y ¥ FH—N—THRILL DD EEHRL TT,

RADIUS 2R3/ 7 H 7 ¥ b — =D clients 7 7 £ LD & EH

#client Name Key
SmartCS testl123

RADIUS 85/ 7 19 > b — N—D clients 7 7 £ VICAEEBD KA M Z B EHERL -5
RADIUS #B3lF/7 7 >~ b —"—D hosts 7 7 A MICAIEBEDIP 7 F vx%%ﬁbiv‘

RADIUS 223/ 7 W > F 3 — N—D hosts 7 7 4 LD FER

192.168.1.100 SmartCS

1—H—DER
RADIUS FR3EH — =12 — P — %2 ER L 3,
Livingston 2 ® RADIUS BFEH — N —Tl, 2 —H —IFW% users 7 7 A MITEFRK L 3,
AREEECTHRAET & % RADIUS 2 —H — A DIRALFRIZ 64 LFTT,
R— b=V —DA% RADIUS Bl — N— 28T 2581, P &5, 2—¥—%¢
NRRAY—FEHEFLET,

users 7 7 A VEER 1

#R— b —HY— (User®l) DRE
User01 Password = "passl111"

#R— b 21— — (User02) DKE
User02 Password = "pass2222"

#R— k1 —H— (User®3) Di%E
User03 Password = "pass3333"

Bzt ¥ — A THIH L TWw 3 RADIUS FBRFEH — N—%{# 5 %5, RADIUS FRFEH — N —
Dusers 7 7 A MW AREEL S R—F L TOWEVWT PV 2a— FDBRREZINTWVWEI LD
D¥ET,

ZDE5RGETH, AEEIIFilter-ID 7 PV P 2 — FDAEFHE L £ DT, FFICHIERZ
RAEDPATZE T

FlZIE, FEEDEIRT7 PP a— MR EIN TV LTHIBATEZE T,

users 7 7 A JLERERF| 2
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— F 2 —H%— (User®1) DXE

User01 Password = "passl111"
Service-Type = Framed-User,
Framed-protocol = PPP,
Framed-IP-Address = 255.255.255.254,
Idle-Timeout = 3600

#R— b L —H— (User®2) OHE

User02 Password = "pass2222"
Service-Type = Callback-Framed-User,
Framed-protocol = PPP,
Framed-IP-Address = 255.255.255.254,
Idle-Timeout = 1800

— b 22— — (User03) DFKE
User®3 Password = "pass3333"
Service-Type = Login-User,

(/2]

set auth radius def_user none 2 v ¥ FAEREINTWVWEIHEA, LEEORETEL—F—D 77+
AFEBEINTLEVET,

A=t 2—P -2 LT7 7 RX%ZFFA]T 25513, set auth radius def_user portusr % 7% & LT <
72E W,
%%mﬁl—ﬁ—#ﬂ%bﬁﬁﬁ¥—bJ—%—tEwi—ﬁ—ﬁw—f%%%btm%ém\
RAR—=T D Filter-Id 7 bV B2 — b 2R LEREH 2B L THREL TLLI W,

R— b2 —P - TIEHRL, a2 —V—/EBEH LY —3 RADIUS FiET 2581k, X
@mfﬂ#®:7yFfl—%—&w—7%ﬁ%?ét@@l—#—ﬁ%¥%$%ﬁmﬁﬁb
x93,

- filter_id_head Z {3 2355
set auth radius server normal filter_id_head NS-2260_NORMAL [—fi%2—¥%—]
set auth radius server root filter_id_head NS-2260_ROOT [ZEEE M1 —3 —]
set auth radius server portusr filter_id_head NS-2260_PORT [K— b 2 —%—]

T IRRAITN—E VIR T 258
create auth access_group normal radius filter_id normal_grp [—f%=2—4—]
create auth access_group root radius filter_id admin_grp [ZEEEM 2 —4—]
create auth access_group portusr port 1-16 radius filter_id port_grp [R—ba2—%-]

RADIUS FEEEH— =12, LFRD XS Filter-ID 7 P P a— FE2RELTLEEW,
users 7 7 4 VEREH 3 (filter_id_head Z{FH T 355

# — MR- —DRE
somebody Password = "abc"
Filter-Id = "NS-2260_NORMAL",

# HWEEMI -V —DE
root Password = "def"
Filter-Id = "NS-2260_ROOT",
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# K= F2—Y—DFRE (R—F2HELRVEE, 2TOS Y 7IVR— M7 27t XAlHE)
port®1 Password = "port@1"
Filter-Id = "NS-2260_PORT",

# R—Pr2—F—OFE (F7LRATEZ>Y 7K EHIR : 1-16,24)
port0®2 Password = "port®2"
Filter-Id = "NS-2260_PORT1-16,24",

# K- 2—F—DFE (F27LATEZS Y 7AK—FZHIR : 20-24)
port®3 Password = "port®3"
Filter-Id = "NS-2260_PORT20-24",

users 7 7 A NVEREW 3 (7 7RI N—V 2 IHRER T 355)

# —fk1—F —DHRTE
somebody Password = "abc"
Filter-Id = "normal_grp",

# FEEHL - —OFE
root Password = "def"
Filter-Id = "admin_grp",

# R— P2 —HF—DF&E (VY T7ILE— D727t AMZ create auth access_group TIEE)
portZZ Password = "portZZ"
Filter-Id = "port_grp",

C.6 RADIUS7AHDY b Y—N—DF7ho>rAy
RADIUS 7 A7 ¥ b —N=ZIEHZNE 7V > a7 oflzidd L £3,
Livingston 3R RADIUS 747 > b —"—ld detail 7 7 A VT AV > ba 7 EEHL 3,
THYY bR OHIERADIUS 7H T Y Y —N—12koTRBEDET, 7HU > bualD
FEHIICOWTIE, ZHIHD RADIUS 7AW ¥ b —N—D< =2 7 AESBHLTLE X0,

Tue Sep 23 13:51:12 2024
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 32

User-Name = "portuserl"
Acct-Session-Id = "25008291"
Acct-Authentic = RADIUS

Tue Sep 23 13:51:58 2024
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 46

NAS-Port = 32

User-Name = "portuserl"”
Acct-Session-Id = "25008291"
Acct-Authentic = RADIUS

Tue Sep 23 14:20:00 2024
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 16

User-Name = "portuser2"
Acct-Session-Id = "25001234"
Acct-Authentic = RADIUS

Tue Sep 23 14:30:58 2024

Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
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AE/ T H Y b — N

A

Acct-Terminate-Cause = User-Request
Acct-Session-Time = 658

NAS-Port = 16

User-Name = "portuser2"
Acct-Session-Id = "25001234"
Acct-Authentic = RADIUS

Tue Sep 23 15:01:11 2024
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 10000

User-Name = "somebody"
Acct-Session-Id = "25002251"
Acct-Authentic = LOCAL

Tue Sep 23 15:02:13 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 10000

User-Name = "root"
Acct-Session-Id = "25002654"
Acct-Authentic = LOCAL

Tue Sep 23 15:04:15 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 122

NAS-Port = 10000

User-Name = "root"

Acct-Session-Id = "25002654"
Acct-Authentic = LOCAL

Tue Sep 23 15:04:14 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 183

NAS-Port = 10000

User-Name = "somebody"
Acct-Session-Id = "25002251"
Acct-Authentic = LOCAL
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{15% D ROM E= & —

D.1 ROM €E=4#—
AEETLUROEIEEITS ¥ ROM E=X —IZBITL %3,
« REEEZ shutdown 2~ R T v v b X v v LEGE
- ARZE[E % fH) LT [Hit Enter key to stop autoboot: | BF/RI Nz T, 2V —LAnH Y

R—F - RLEGE
AREBEBDIAT LY 7 N 27 BAS2DEBATRY VLGS

ROM E=&X —ICH¥fTT 2. MON>7u v 7 F R RENET,

ROM E =& —TIXLITNOBIERITS 2 B TEF T,

£D-1 ROM E=-Z#—DIOI>V K

avvk Ke8E/EHEA
error I7—RAvt—I%FRLET,

SRATAY 7 N 27 hOBEHTEY Y LEGE, Aa<w R
PERITTH XY LI-HENPFRRINE T,

() shutdown 2> R T v v bRV v X8G5

MON> error

BOOT FACTOR : SHUTDOWN

boot EENA 7 a v BEELTIRAT LAY 7 b7 REHLE T,

[-m|-b] m: YATAY T MY =7 (main) CREBILET

[-il-e] -b: AT LY 7 b 27 (backup) TREIL £

[fileno=] A EENORR =7 v T A NEHEAAATEEI L FT,
e XEYV—I—FDARAR—=VT7 v T 774 NZHEAAATEEL
ER

fileno=: i E XNZB/BED AKX =+ 7 v 77 7 A VEGAAATIES)
LEd, HEETZ5HFIE1~4 T,

(%)
MON> boot -b

B, A7 ari L Tboot A~y FEFETLEGEZ. IR CHEE)
LE7,

VAT ALY 7 MYz 7E main CEEIL T,

c XEY =A== FPFASINLTOINEAEY) —H—FDRAX -7 v
777 AN BASNTORINVEALEENTORA X -7 v 77 7
AN TR AIABE T,

© VAT LFED default startup 27 ¥ R TIHEINTWVWEHESD R
R—= b7 9T 7 7 ANEGAAAET




7 ERE
NS-2240. NS-2250 15 DHRERITEHOIE S

{38k E TlX, NS-2240, NS-2250 725 DR EBATROFRE I OWTHHAL TV E T,

E-1



f15% E NS-2240, NS-2250 725 DR EBITRO T E mH

E.l  NS-2240 5 ORERITRO IR R
NS-2240 DFE X NS-2260 THIHTE L7,
NS-2240 OFELE % NS-2260 12173 % & HEHIIZ NS-2260 O CLI 7 + —< v MIE#Eh
W NF T,

()

set ipaddr 10.1.1.1 — set ipaddr eth1 10.1.1.1
set logd output cf — set logd output flash

NS-2260 1% NS-2240 225 Pt 2 HEHOHARZZE L TEB D £9,
NS-2240 DF%E % NS-2260 12175 25813, DBEIIIGU T, PR EEREB L TLEE W,
- DSR 55 BHE#MERED 7 7 + L MH

DSR E5EEMEED T 7 L MEEZEEL T L7,
R E-1 DSR ESREKEDT 7 L MEDEW

NS-2240 NS-2260
DSR #HIERED 7 7 + v Ml on off
DSR b7 v FEHDT 7 40 MHE on off

NS-2240 ¥ R URETHH XN 235813, Facda~ > FT NS-2260 DRTEEEHLTL
ISR

(c)NS-2260# set tty 1-48 detect_dsr ony
(c)NS-2260# set snmp tty 1-48 dsrtrap ony
(c)NS-2260#

cRA LY —2DF 7+ MA

RA L —=2DT 74N MEZZEHELF L,
NS-2260 IXF%E 7 7 4 /LI set timezone Tokyo ZiXET 5 Z ¥ TISTHIELTWVWE T,
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f15% E NS-2240, NS-2250 725 DR EBITRO T E mH

KRE2 ALY —2DFVDEL

NS-2240 NS-2260

BA LS —2DF 7+ ME JST UTC

FTP % TFTP T NS-2240 OFRE X FHAALEE X, XA LV =V DOREN UTCIZHE D ETD
T, NS-2260 DX A LY —VBEBLTL X,

(c)NS-2260# set timezone Tokyoy
(cINS-2260#

E.2  NS-2250 5 DR ERITEROER R
NS-2250 D% EIF NS-2260 THIHTZ £3,
NS-2250 DFZE % NS-2260 12479 5 &, HEIAYIC NS-2260 D CLI 7 + — < v MIZEfaZh
YU RS g I

Bxhba<wr R

set ether xxx [ mdi | mdix ]

@ NS-2250

set ether eth] nego enable mdix

set ether eth2 nego disable full-100 mdix
@ NS-2260

set ether eth] nego enable

set ether eth2 nego disable full-100

mdi/mdix DFEICDOWVWT, 2 < config lIEAHIK E T2, FEMICOVTIX
2T Auto HIEE 2D F3,

set sshd strong encryption { on | off }
@ NS-2250

set sshd strong encryption on

@ NS-2260

£

strong encryption DFEITDOWVT NS-2260 T 72 D £ 3,
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F1 H=BYIhrOzT7530EVR
SysVinit/bootlogd/busybox/e2fsprogs/ethtool/
freeradius/iptables/libgcc/linux/logrotate/pam_tacplus/
procps/proftpd/strongswan/u-boot/udev/vzctl/Linux-PAM/iproute2/pciutils
D74V

GNU GENERAL PUBLIC LICENCE
Version2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not

allowed.
Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free software—to
make sure the software is free for all its users. This General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors commit to using it. (Some other Free Software
Foundation software is covered by the GNU Library General Public License instead.) You can apply it to your

programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service
if you wish), that you receive source code or can get it if you want it, that you can change the software or use

pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the

software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients
all the rights that you have. You must make sure that they, too, receive or can get the source code. And you must

show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you

legal permission to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there is no
warranty for this free software. If the software is modified by someone else and passed on, we want its recipients
to know that what they have is not the original, so that any problems introduced by others will not reflect on the

original authors’ reputations.
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Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that redis-
tributors of a free program will individually obtain patent licenses, in effect making the program proprietary. To
prevent this, we have made it clear that any patent must be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright holder
saying it may be distributed under the terms of this General Public License. The "Program", below, refers to
any such program or work, and a "work based on the Program" means either the Program or any derivative work
under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with
modifications and/or translated into another language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not covered by this License; they are outside its
scope. The act of running the Program is not restricted, and the output from the Program is covered only if its
contents constitute a work based on the Program (independent of having been made by running the Program).

Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any medium,
provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and
disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty;

and give any other recipients of the Program a copy of this License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty

protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the
Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of
any change.

b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from
the Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this
License.

¢) If the modified program normally reads commands interactively when run, you must cause it, when started
running for such interactive use in the most ordinary way, to print or display an announcement including an
appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty)
and that users may redistribute the program under these conditions, and telling the user how to view a copy of
this License. (Exception: if the Program itself is interactive but does not normally print such an announcement,
your work based on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived
from the Program, and can be reasonably considered independent and separate works in themselves, then this

License, and its terms, do not apply to those sections when you distribute them as separate works. But when
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you distribute the same sections as part of a whole which is a work based on the Program, the distribution of the
whole must be on the terms of this License, whose permissions for other licensees extend to the entire whole,

and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the

Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based
on the Program) on a volume of a storage or distribution medium does not bring the other work under the scope
of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable
form under the terms of Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable source code, which must be distributed
under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no
more than your cost of physically performing source distribution, a complete machine-readable copy of the
corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily
used for software interchange; or,

¢) Accompany it with the information you received as to the offer to distribute corresponding source code. (This
alternative is allowed only for noncommercial distribution and only if you received the program in object code
or executable form with such an offer, in accord with Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an exe-
cutable work, complete source code means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the executable. However,
as a special exception, the source code distributed need not include anything that is normally distributed (in ei-
ther source or binary form) with the major components (compiler, kernel, and so on) of the operating system on
which the executable runs, unless that component itself accompanies the executable.

If distribution of executable or object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place counts as distribution of the source code,
even though third parties are not compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automat-
ically terminate your rights under this License. However, parties who have received copies, or rights, from you

under this License will not have their licenses terminated so long as such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Program or its derivative works. These actions are prohibited by law if
you do not accept this License. Therefore, by modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Program or works based on it.
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6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these terms and
conditions. You may not impose any further restrictions on the recipients’ exercise of the rights granted herein.

You are not responsible for enforcing compliance by third parties to this License.

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Program at all. For example, if a patent license
would not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from

distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of
the section is intended to apply and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free soft-
ware distribution system, which is implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance on consistent application
of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any
other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
8. If the distribution and/or use of the Program is restricted in certain countries either by patents or by copy-
righted interfaces, the original copyright holder who places the Program under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.

9. The Free Software Foundation may publish revised and/or new versions of the General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of
that version or of any later version published by the Free Software Foundation. If the Program does not specify
a version number of this License, you may choose any version ever published by the Free Software Foundation.
10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions are
different, write to the author to ask for permission. For software which is copyrighted by the Free Software
Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our decision will
be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting
the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PRO-
GRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUD-
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ING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF
THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE
COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR
INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAIL-
URE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

rsyslog D7 A4 &> X

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble

The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to
share and change all versions of a program—to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other

work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for them if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of

it in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:

responsibilities to respect the freedom of others.
For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the

recipients the same freedoms that you received. You must make sure that they, too, receive or can get the source

code. And you must show them these terms so they know their rights.
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Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no warranty for this free
software. For both users’ and authors’ sake, the GPL requires that modified versions be marked as changed, so

that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users’ free-
dom to change the software. The systematic pattern of such abuse occurs in the area of products for individuals
to use, which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to
prohibit the practice for those products. If such problems arise substantially in other domains, we stand ready to
extend this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the
special danger that patents applied to a free program could make it effectively proprietary. To prevent this, the
GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.

"This License" refers to version 3 of the GNU General Public License.

"Copyright" also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.

"The Program" refers to any copyrightable work licensed under this License. Each licensee is addressed as

"you". "Licensees" and "recipients" may be individuals or organizations.

To "modify" a work means to copy from or adapt all or part of the work in a fashion requiring copyright per-
mission, other than the making of an exact copy. The resulting work is called a "modified version" of the earlier
work or a work "based on" the earlier work.

A "covered work" means either the unmodified Program or a work based on the Program.

To "propagate" a work means to do anything with it that, without permission, would make you directly or secon-
darily liable for infringement under applicable copyright law, except executing it on a computer or modifying a
private copy. Propagation includes copying, distribution (with or without modification), making available to the
public, and in some countries other activities as well.

To "convey" a work means any kind of propagation that enables other parties to make or receive copies. Mere
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interaction with a user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays "Appropriate Legal Notices" to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is
no warranty for the work (except to the extent that warranties are provided), that licensees may convey the work
under this License, and how to view a copy of this License. If the interface presents a list of user commands or

options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The "source code" for a work means the preferred form of the work for making modifications to it. "Object code"

means any non-source form of a work.

A "Standard Interface" means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among

developers working in that language.

The "System Libraries" of an executable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major Component,
and (b) serves only to enable use of the work with that Major Component, or to implement a Standard Interface
for which an implementation is available to the public in source code form. A "Major Component", in this
context, means a major essential component (kernel, window system, and so on) of the specific operating system
(if any) on which the executable work runs, or a compiler used to produce the work, or an object code interpreter

used to run it.

The "Corresponding Source" for a work in object code form means all the source code needed to generate,
install, and (for an executable work) run the object code and to modify the work, including scripts to control
those activities. However, it does not include the work’s System Libraries, or general-purpose tools or generally
available free programs which are used unmodified in performing those activities but which are not part of the
work. For example, Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the work is specifically
designed to require, such as by intimate data communication or control flow between those subprograms and
other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of

the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.

2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given

its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
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provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having
them make modifications exclusively for you, or provide you with facilities for running those works, provided
that you comply with the terms of this License in conveying all material for which you do not control copyright.
Those thus making or running the covered works for you must do so exclusively on your behalf, under your
direction and control, on terms that prohibit them from making any copies of your copyrighted material outside

their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is

not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfill-
ing obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws

prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures
to the extent such circumvention is effected by exercising rights under this License with respect to the covered
work, and you disclaim any intention to limit operation or modification of the work as a means of enforcing,

against the work’s users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices
stating that this License and any non-permissive terms added in accord with section 7 apply to the code; keep
intact all notices of the absence of any warranty; and give all recipients a copy of this License along with the

Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty

protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form

of source code under the terms of section 4, provided that you also meet all of these conditions:
a) The work must carry prominent notices stating that you modified it, and giving a relevant date.
b) The work must carry prominent notices stating that it is released under this License and any conditions added

under section 7. This requirement modifies the requirement in section 4 to "keep intact all notices".
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¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of
the work, and all its parts, regardless of how they are packaged. This License gives no permission to license the

work in any other way, but it does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them

do so.

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or
on a volume of a storage or distribution medium, is called an "aggregate" if the compilation and its resulting
copyright are not used to limit the access or legal rights of the compilation’s users beyond what the individual
works permit. Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts

of the aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine-readable Corresponding Source under the terms of this License,

in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software

interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at

no charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and noncommercially, and only if you received the object

code with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer equivalent
access to the Corresponding Source in the same way through the same place at no further charge. You need not
require recipients to copy the Corresponding Source along with the object code. If the place to copy the object
code is a network server, the Corresponding Source may be on a different server (operated by you or a third
party) that supports equivalent copying facilities, provided you maintain clear directions next to the object code

saying where to find the Corresponding Source. Regardless of what server hosts the Corresponding Source, you
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remain obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under subsection
6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a

System Library, need not be included in conveying the object code work.

A "User Product" is either (1) a "consumer product”, which means any tangible personal property which is
normally used for personal, family, or household purposes, or (2) anything designed or sold for incorporation
into a dwelling. In determining whether a product is a consumer product, doubtful cases shall be resolved in
favor of coverage. For a particular product received by a particular user, "normally used" refers to a typical or
common use of that class of product, regardless of the status of the particular user or of the way in which the
particular user

actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non-consumer uses, unless such uses represent the
only significant mode of use of the product.

"Installation Information" for a User Product means any methods, procedures, authorization keys, or other infor-
mation required to install and execute modified versions of a covered work in that User Product from a modified
version of its Corresponding Source. The information must suffice to ensure that the continued functioning of

the modified object code is in no case prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and
the conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the Installation Information. But
this requirement does not apply if neither you nor any third party retains the ability to install modified object

code on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide sup-
port service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User
Product in which it has been modified or installed. Access to a network may be denied when the modifica-
tion itself materially and adversely affects the operation of the network or violates the rules and protocols for

communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in
a format that is publicly documented (and with an implementation available to the public in source code form),
and must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

"Additional permissions" are terms that supplement the terms of this License by making exceptions from one

or more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as
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though they were included in this License, to the extent that they are valid under applicable law. If additional
permissions
apply only to part of the Program, that part may be used separately under those permissions, but the entire

Program remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from
that copy, or from any part of it. (Additional permissions may be written to require their own removal in certain
cases when you modify the work.) You may place additional permissions on material, added by you to a covered

work, for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if autho-

rized by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the

Appropriate Legal Notices displayed by works containing it; or

¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material

be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these

contractual assumptions directly impose on those licensors and authors.

All other non-permissive additional terms are considered "further restrictions" within the meaning of section
10. If the Program as you received it, or any part of it, contains a notice stating that it is governed by this
License along with a term that is a further restriction, you may remove that term. If a license document contains
a further restriction but permits relicensing or conveying under this License, you may add to a covered work
material governed by the terms of that license document, provided that the further restriction does not survive

such relicensing or conveying.
If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable

terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or

stated as exceptions; the above requirements apply either way.

8. Termination.
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You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License

(including any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your license,
and (b) permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior

to 60 days after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder
notifies you of the violation by some reasonable means, this is the first time you have received notice of violation
of this License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your

receipt of the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you

do not qualify to receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary propagation
of a covered work occurring solely as a consequence of using peer-to-peer transmission to receive a copy likewise
does not require acceptance. However, nothing other than this License grants you permission to propagate or
modify any covered work. These actions infringe copyright if you do not accept this License. Therefore, by

modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors,
to run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance

by third parties with this License.

An "entity transaction" is a transaction transferring control of an organization, or substantially all assets of one,
or subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party’s predecessor in interest had or could give under the previous paragraph, plus a right to possession
of the Corresponding Source of the work from the predecessor in interest, if the predecessor has it or can get it

with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross-claim or counterclaim in a lawsuit) alleging that
any patent claim is infringed by making, using, selling, offering for sale, or importing the Program or any portion
of it.



HREHE=EY 7 72754k

11. Patents.

A "contributor” is a copyright holder who authorizes use under this License of the Program or a work on which

the Program is based. The work thus licensed is called the contributor’s "contributor version".

A contributor’s "essential patent claims" are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License,
of making, using, or selling its contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of this definition, "control" includes

the right to grant patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor’s es-
sential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the

contents of its contributor version.

In the following three paragraphs, a "patent license" is any express agreement or commitment, however denomi-
nated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue for patent
infringement). To "grant" such a patent license to a party means to make such an agreement or commitment not

to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the
work is not available for anyone to copy, free of charge and under the terms of this License, through a publicly
available network server or other readily accessible means, then you must either (1) cause the Corresponding
Source to be so available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular
work, or (3) arrange, in a manner consistent with the requirements of this License, to extend the patent license to
downstream recipients. "Knowingly relying" means you have actual knowledge that, but for the patent license,
your conveying the covered work in a country, or your recipient’s use of the covered work in a country, would

infringe one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.

A patent license is "discriminatory" if it does not include within the scope of its coverage, prohibits the exercise
of, or is conditioned on the non-exercise of one or more of the rights that are specifically granted under this
License. You may not convey a covered work if you are a party to an arrangement with a third party that is in
the business of distributing software, under which you make payment to the third party based on the extent of
your activity of conveying the work, and under which the third party grants, to any of the parties who would
receive the covered work from you, a discriminatory patent license (a) in connection with copies of the covered
work conveyed by you (or copies made from those copies), or (b) primarily for and in connection with specific
products or compilations that contain the covered work, unless you entered into that arrangement, or that patent

license was granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
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infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as
a consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a
royalty for further conveying from those to whom you convey the Program, the only way you could satisfy both

those terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work
with a work licensed under version 3 of the GNU Affero General Public License into a single combined work,
and to convey the resulting work. The terms of this License will continue to apply to the part which is the covered
work, but the special requirements of the GNU Affero General Public License, section 13, concerning interaction
through a network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to

address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version
of the GNU General Public License "or any later version" applies to it, you have the option of following the
terms and conditions either of that numbered version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of the GNU General Public License, you may

choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy’s public statement of acceptance of a version permanently authorizes you to choose that version

for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are

imposed on any author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE
LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EX-
PRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUAL-
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ITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DE-
FECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM
AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPE-
CIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING REN-
DERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.

If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all
civil liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy

of the Program in return for a fee.

strace/glibc/libmnl/u-boot D 7 £ £ > &

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed. [This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library

Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free software—to
make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software packages—typically
libraries—of the Free Software Foundation and other authors who decide to use it. You can use it too, but we sug-
gest you first think carefully about whether this license or the ordinary General Public License is the better
strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service

if you wish); that you receive source code or can get it if you want it; that you can change the software and use
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pieces of it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to ask you
to surrender these rights. These restrictions translate to certain responsibilities for you if you distribute copies of
the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all
the rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link
other code with the library, you must provide complete object files to the recipients, so that they can relink them
with the library after making changes to the library and recompiling it. And you must show them these terms so
they know their rights.

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this license,
which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also, if
the library is modified by someone else and passed on, the recipients should know that what they have is not the
original version, so that the original author’s reputation will not be affected by problems that might be introduced
by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure that
a company cannot effectively restrict the users of a free program by obtaining a restrictive license from a patent
holder. Therefore, we insist that any patent license obtained for a version of the library must be consistent with
the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different
from the ordinary General Public License. We use this license for certain libraries in order to permit linking

those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared library, the combination of the two
is legally speaking a combined work, a derivative of the original library. The ordinary General Public License
therefore permits such linking only if the entire combination fits its criteria of freedom. The Lesser General
Public License permits more lax criteria for linking other code with the library.

We call this license the "Lesser" General Public License because it does Less to protect the user’s freedom than
the ordinary General Public License. It also provides other free software developers Less of an advantage over
competing non-free programs. These disadvantages are the reason we use the ordinary General Public License
for many libraries. However, the Lesser license provides advantages in certain special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a certain
library, so that it becomes a de-facto standard. To achieve this, non-free programs must be allowed to use the
library. A more frequent case is that a free library does the same job as widely used non-free libraries. In this
case, there is little to gain by limiting the free library to free software only, so we use the Lesser General Public
License.

In other cases, permission to use a particular library in non-free programs enables a greater number of people
to use a large body of free software. For example, permission to use the GNU C Library in non-free programs
enables many more people to use the whole GNU operating system, as well as its variant, the GNU/Linux
operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure that the user
of a program that is linked with the Library has the freedom and the wherewithal to run that program using a
modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the
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difference between a "work based on the library" and a "work that uses the library". The former contains code
derived from the library, whereas the latter must be combined with the library in order to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed by
the copyright holder or other authorized party saying it may be distributed under the terms of this Lesser General
Public License (also called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with
application programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms.
A "work based on the Library" means either the Library or any derivative work under copyright law: that is
to say, a work containing the Library or a portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is included without limitation in the term
"modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, com-
plete source code means all the source code for all modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside
its scope. The act of running a program using the Library is not restricted, and output from such a program is
covered only if its contents constitute a work based on the Library (independent of the use of the Library in a
tool for writing it). Whether that is true depends on what the Library does and what the program that uses the
Library does.

1. You may copy and distribute verbatim copies of the Library’s complete source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty

protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the
Library, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:

* a) The modified work must itself be a software library.

*b) You must cause the files modified to carry prominent notices stating that you changed the files and the date
of any change.

* ¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this
License.

* d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application
program that uses the facility, other than as an argument passed when the facility is invoked, then you must make
a good faith effort to ensure that, in the event an application does not supply such function or table, the facility
still operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined indepen-
dent of the application. Therefore, Subsection 2d requires that any application-supplied function or table used by
this function must be optional: if the application does not supply it, the square root function must still compute
square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived
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from the Library, and can be reasonably considered independent and separate works in themselves, then this
License, and its terms, do not apply to those sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based on the Library, the distribution of the whole
must be on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus
to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the
Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based
on the Library) on a volume of a storage or distribution medium does not bring the other work under the scope
of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given
copy of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the
ordinary GNU General Public License, version 2, instead of to this License. (If a newer version than version 2 of
the ordinary GNU General Public License has appeared, then you can specify that version instead if you wish.)
Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public
License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.
4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you accompany it with the complete
corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2
above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place satisfies the requirement to distribute the source code, even

though third parties are not compelled to copy the source along with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library
by being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a
derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), rather than a "work that uses the library". The executable
is therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code
for the work may be a derivative work of the Library even though the source code is not. Whether this is true is
especially significant if the work can be linked without the Library, or if the work is itself a library. The threshold
for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros
and small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of
whether it is legally a derivative work. (Executables containing this object code plus portions of the Library will
still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the
terms of Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked
directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a "work that uses the Library" with the
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Library to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer’s own use and reverse engineering for
debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library
and its use are covered by this License. You must supply a copy of this License. If the work during execution
displays copyright notices, you must include the copyright notice for the Library among them, as well as a
reference directing the user to the copy of this License. Also, you must do one of these things:

* a) Accompany the work with the complete corresponding machine-readable source code for the Library in-
cluding whatever changes were used in the work (which must be distributed under Sections 1 and 2 above); and,
if the work is an executable linked with the Library, with the complete machine-readable "work that uses the
Library", as object code and/or source code, so that the user can modify the Library and then relink to produce
a modified executable containing the modified Library. (It is understood that the user who changes the contents
of definitions files in the Library will not necessarily be able to recompile the application to use the modified
definitions.)

*b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (1)
uses at run time a copy of the library already present on the user’s computer system, rather than copying library
functions into the executable, and (2) will operate properly with a modified version of the library, if the user
installs one, as long as the modified version is interface-compatible with the version that the work was made
with.

* ¢) Accompany the work with a written offer, valid for at least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more than the cost of performing this distribution.

* d) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access
to copy the above specified materials from the same place.

* e) Verify that the user has already received a copy of these materials or that you have already sent this user a

copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility
programs needed for reproducing the executable from it. However, as a special exception, the materials to be
distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not
normally accompany the operating system. Such a contradiction means you cannot use both them and the Library
together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together
with other library facilities not covered by this License, and distribute such a combined library, provided that the
separate distribution of the work based on the Library and of the other library facilities is otherwise permitted,
and provided that you do these two things:

* a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
other library facilities. This must be distributed under the terms of the Sections above.

* b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library,
and explaining where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void,

and will automatically terminate your rights under this License. However, parties who have received copies, or
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rights, from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Library or its derivative works. These actions are prohibited by law if
you do not accept this License. Therefore, by modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically
receives a license from the original licensor to copy, distribute, link with or modify the Library subject to these
terms and conditions. You may not impose any further restrictions on the recipients’ exercise of the rights granted
herein. You are not responsible for enforcing compliance by third parties with this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Library at all. For example, if a patent license
would not permit royalty-free redistribution of the Library by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of
the section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system which is implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance on consistent application
of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any
other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.

12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copy-
righted interfaces, the original copyright holder who places the Library under this License may add an explicit
geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.

13. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of
that version or of any later version published by the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by the
Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our

decision will be guided by the two goals of preserving the free status of all derivatives of our free software and
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of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LI-
BRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAIL-
URE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

glibc D7 4t &

This file contains the copying permission notices for various files in theGNU C Library distribution that have
copyright owners other than the FreeSoftware Foundation. These notices all require that a copy of the noticebe
included in the accompanying documentation and be distributed withbinary distributions of the code, so be sure

to include this file alongwith any binary distributions derived from the GNU C Library.

All code incorporated from 4.4 BSD is distributed under the followinglicense:Copyright (C) 1991 Regents of the
University of California.All rights reserved.Redistribution and use in source and binary forms, with or without-

modification, are permitted provided that the following conditionsare met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. [This condition was removed.]

4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software

without specific prior written permission.
THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
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ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

The DNS resolver code, taken from BIND 4.9.5, is copyrighted by UCBerkeley, by Digital Equipment Corpora-
tion and by Internet SoftwareConsortium. The DEC portions are under the following license:

Portions Copyright (C) 1993 by Digital Equipment Corporation.

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies, and
that the name of Digital Equipment Corporation not be used in
advertising or publicity pertaining to distribution of the document or

software without specific, written prior permission.

THE SOFTWARE IS PROVIDED “AS IS” AND DIGITAL EQUIPMENT CORP.

DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
DIGITAL EQUIPMENT CORPORATION BE LIABLE FOR ANY SPECIAL, DIRECT,

INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING
FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION

WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

The ISC portions are under the following license:

Portions Copyright (c) 1996-1999 by Internet Software Consortium.

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above

copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND INTERNET SOFTWARE CONSORTIUM DISCLAIMS
ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE
CONSORTIUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.
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The Sun RPC support (from rpcsrc-4.0) is covered by the following

license:

Copyright (c) 2010, Oracle America, Inc.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are

met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above

copyright notice, this list of conditions and the following

disclaimer in the documentation and/or other materials

provided with the distribution.

* Neither the name of the "Oracle America, Inc." nor the names of its
contributors may be used to endorse or promote products derived

from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The following CMU license covers some of the support code for Mach,
derived from Mach 3.0:

Mach Operating System
Copyright (C) 1991,1990,1989 Carnegie Mellon University
All Rights Reserved.

Permission to use, copy, modify and distribute this software and itsdocumentation is hereby granted, provided
that both the copyrightnotice and this permission notice appear in all copies of thesoftware, derivative works or
modified versions, and any portionsthereof, and that both notices appear in supporting documentation.
CARNEGIE MELLON ALLOWS FREE USE OF THIS SOFTWARE IN ITS “AS IS”

CONDITION. CARNEGIE MELLON DISCLAIMS ANY LIABILITY OF ANY KIND FOR
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ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE.

Carnegie Mellon requests users of this software to return to

Software Distribution Coordinator
School of Computer Science
Carnegie Mellon University
Pittsburgh PA 15213-3890

or Software.Distribution@CS.CMU.EDU any improvements or
extensions that they make and grant Carnegie Mellon the rights to

redistribute these changes.

The file if_ppp.h is under the following CMU license:

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY CARNEGIE MELLON UNIVERSITY AND
CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE UNIVERSITY OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN

IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The following license covers the files from Intel’s "Highly Optimized

Mathematical Functions for Itanium" collection:

Intel License Agreement
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Copyright (c) 2000, Intel Corporation

All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

* Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* The name of Intel Corporation may not be used to endorse or promote
products derived from this software without specific prior written

permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL INTEL OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The files inet/getnameinfo.c and sysdeps/posix/getaddrinfo.c are copyright
(C) by Craig Metz and are distributed under the following license:

/* The Inner Net License, Version 2.00

The author(s) grant permission for redistribution and use in source and
binary forms, with or without modification, of the software and documentation

provided that the following conditions are met:

0. If you receive a version of the software that is specifically labelled

as not being for redistribution (check the version message and/or README),
you are not permitted to redistribute that version of the software in any

way or form.

1. All terms of the all other applicable copyrights and licenses must be
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followed.

2. Redistributions of source code must retain the authors’ copyright
notice(s), this list of conditions, and the following disclaimer.

3. Redistributions in binary form must reproduce the authors’ copyright
notice(s), this list of conditions, and the following disclaimer in the
documentation and/or other materials provided with the distribution.

4. [The copyright holder has authorized the removal of this clause.]

5. Neither the name(s) of the author(s) nor the names of its contributors
may be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY ITS AUTHORS AND CONTRIBUTORS “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

If these license terms cause you a real problem, contact the author. */

The file sunrpc/des_impl.c is copyright Eric Young:

Copyright (C) 1992 Eric Young

Collected from libdes and modified for SECURE RPC by Martin Kuck 1994
This file is distributed under the terms of the GNU Lesser General

Public License, version 2.1 or later - see the file COPYING.LIB for details.
If you did not receive a copy of the license with this program, please

see <https://www.gnu.org/licenses/> to obtain a copy.

The file inet/rcmd.c is under a UCB copyright and the following:

Copyright (C) 1998 WIDE Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright

notice, this list of conditions and the following disclaimer in the
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documentation and/or other materials provided with the distribution.
3. Neither the name of the project nor the names of its contributors
may be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS “AS IS” AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

SUCH DAMAGE.

The file posix/runtests.c is copyright Tom Lord:

Copyright 1995 by Tom Lord

All Rights Reserved

Permission to use, copy, modify, and distribute this software and its
documentation for any purpose and without fee is hereby granted,

provided that the above copyright notice appear in all copies and that

both that copyright notice and this permission notice appear in

supporting documentation, and that the name of the copyright holder not be
used in advertising or publicity pertaining to distribution of the

software without specific, written prior permission.

Tom Lord DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,

INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL TOM LORD BE LIABLE FOR ANY SPECIAL, INDIRECT OR

CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR

OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

The posix/rxspencer tests are copyright Henry Spencer:
Copyright 1992, 1993, 1994, 1997 Henry Spencer. All rights reserved.

This software is not subject to any license of the American Telephone
and Telegraph Company or of the Regents of the University of California.
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Permission is granted to anyone to use this software for any purpose on
any computer system, and to alter it and redistribute it, subject

to the following restrictions:

1. The author is not responsible for the consequences of use of this

software, no matter how awful, even if they arise from flaws in it.

2. The origin of this software must not be misrepresented, either by
explicit claim or by omission. Since few users ever read sources,

credits must appear in the documentation.

3. Altered versions must be plainly marked as such, and must not be
misrepresented as being the original software. Since few users

ever read sources, credits must appear in the documentation.

4. This notice may not be removed or altered.

The file posix/PCRE.tests is copyright University of Cambridge:

Copyright (c) 1997-2003 University of Cambridge

Permission is granted to anyone to use this software for any purpose on any

computer system, and to redistribute it freely, subject to the following

restrictions:

1. This software is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

2. The origin of this software must not be misrepresented, either by
explicit claim or by omission. In practice, this means that if you use
PCRE in software that you distribute to others, commercially or
otherwise, you must put a sentence like this

Regular expression support is provided by the PCRE library package,
which is open source software, written by Philip Hazel, and copyright
by the University of Cambridge, England.

somewhere reasonably visible in your documentation and in any relevant
files or online help data or similar. A reference to the ftp site for

the source, that is, to
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/

should also be given in the documentation. However, this condition is not
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intended to apply to whole chains of software. If package A includes PCRE,
it must acknowledge it, but if package B is software that includes package
A, the condition is not imposed on package B (unless it uses PCRE

independently).

3. Altered versions must be plainly marked as such, and must not be

misrepresented as being the original software.

4. If PCRE is embedded in any software that is released under the GNU
General Purpose Licence (GPL), or Lesser General Purpose Licence (LGPL),
then the terms of that licence shall supersede any condition above with

which it is incompatible.

Files from Sun fdlibm are copyright Sun Microsystems, Inc.:

Copyright (C) 1993 by Sun Microsystems, Inc. All rights reserved.

Developed at SunPro, a Sun Microsystems, Inc. business.
Permission to use, copy, modify, and distribute this
software is freely granted, provided that this notice

is preserved.

Various long double libm functions are copyright Stephen L. Moshier:

Copyright 2001 by Stephen L. Moshier <moshier @na-net.ornl.gov>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You should have received a copy of the GNU Lesser General Public
License along with this library; if not, see
<https://www.gnu.org/licenses/>. */

gmp DT A EVA

GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
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Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public

License, supplemented by the additional permissions listed below.

0. Additional Definitions.

As used herein, "this License" refers to version 3 of the GNU Lesser
General Public License, and the "GNU GPL" refers to version 3 of the GNU
General Public License.

"The Library" refers to a covered work governed by this License,

other than an Application or a Combined Work as defined below.

An "Application" is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode

of using an interface provided by the Library.

A "Combined Work" is a work produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the "Linked

Version".

The "Minimal Corresponding Source" for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are

based on the Application, and not on the Linked Version.

The "Corresponding Application Code" for a Combined Work means the
object code and/or source code for the Application, including any data
and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions.
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If you modify a copy of the Library, and, in your modifications, a
facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the
facility is invoked), then you may convey a copy of the modified

version:

a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs

whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.

3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from
a header file that is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure

layouts and accessors, or small macros, inline functions and templates

(ten or fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the
Library is used in it and that the Library and its use are

covered by this License.

b) Accompany the object code with a copy of the GNU GPL and this license

document.

4. Combined Works.

You may convey a Combined Work under terms of your choice that,

taken together, effectively do not restrict modification of the

portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of
the following:

a) Give prominent notice with each copy of the Combined Work that
the Library is used in it and that the Library and its use are

covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license

document.
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c¢) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as a reference directing the user to the
copies of the GNU GPL and this license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Code in a form

suitable for, and under terms that permit, the user to

recombine or relink the Application with a modified version of

the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
Corresponding Source.

1) Use a suitable shared library mechanism for linking with the
Library. A suitable mechanism is one that (a) uses at run time
a copy of the Library already present on the user’s computer
system, and (b) will operate properly with a modified version
of the Library that is interface-compatible with the Linked

Version.

e) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the
GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with a modified version of the Linked Version. (If

you use option 4d0, the Installation Information must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL
for conveying Corresponding Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the
Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this
License, and convey such a combined library under terms of your
choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based

on the Library, uncombined with any other library facilities,

conveyed under the terms of this License.
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b) Give prominent notice with the combined library that part of it
is a work based on the Library, and explaining where to find the

accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may

differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the

Library as you received it specifies that a certain numbered version

of the GNU Lesser General Public License "or any later version"

applies to it, you have the option of following the terms and

conditions either of that published version or of any later version
published by the Free Software Foundation. If the Library as you
received it does not specify a version number of the GNU Lesser
General Public License, you may choose any version of the GNU Lesser

General Public License ever published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy’s public statement of acceptance of any version is
permanent authorization for you to choose that version for the

Library.

u-boot D7 £t X

GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc.
59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not

allowed.

[This is the first released version of the library GPL. It is numbered 2 because it goes with version 2 of the

ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,

the GNU General Public Licenses are intended to guarantee your freedom to share and change free software—to
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make sure the software is free for all its users.

This license, the Library General Public License, applies to some specially designated Free Software Foundation

software, and to any other libraries whose authors decide to use it. You can use it for your libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this service
if you wish), that you receive source code or can get it if you want it, that you can change the software or use

pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to
surrender the rights. These restrictions translate to certain responsibilities for you if you distribute copies of the

library, or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients all
the rights that we gave you. You must make sure that they, too, receive or can get the source code. If you link
a program with the library, you must provide complete object files to the recipients so that they can relink them
with the library, after making changes to the library and recompiling it. And you must show them these terms so

they know their rights.

Our method of protecting your rights has two steps: (1) copyright the library, and (2) offer you this license which

gives you legal permission to copy, distribute and/or modify the library.

Also, for each distributor’s protection, we want to make certain that everyone understands that there is no war-
ranty for this free library. If the library is modified by someone else and passed on, we want its recipients to
know that what they have is not the original version, so that any problems introduced by others will not reflect

on the original authors’ reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that com-
panies distributing free software will individually obtain patent licenses, thus in effect transforming the program
into proprietary software. To prevent this, we have made it clear that any patent must be licensed for everyone’s

free use or not licensed at all.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License, which
was designed for utility programs. This license, the GNU Library General Public License, applies to certain
designated libraries. This license is quite different from the ordinary one; be sure to read it in full, and don’t

assume that anything in it is the same as in the ordinary license.

The reason we have a separate public license for some libraries is that they blur the distinction we usually make
between modifying or adding to a program and simply using it. Linking a program with a library, without
changing the library, is in some sense simply using the library, and is analogous to running a utility program
or application program. However, in a textual and legal sense, the linked executable is a combined work, a

derivative of the original library, and the ordinary General Public License treats it as such.

Because of this blurred distinction, using the ordinary General Public License for libraries did not effectively pro-
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mote software sharing, because most developers did not use the libraries. We concluded that weaker conditions

might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of all benefit from
the free status of the libraries themselves. This Library General Public License is intended to permit developers
of non-free programs to use free libraries, while preserving your freedom as a user of such programs to change
the free libraries that are incorporated in them. (We have not seen how to achieve this as regards changes in
header files, but we have achieved it as regards changes in the actual functions of the Library.) The hope is that

this will lead to faster development of free libraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the
difference between a "work based on the library" and a "work that uses the library". The former contains code

derived from the library, while the latter only works together with the library.

Note that it is possible for a library to be covered by the ordinary General Public License rather than by this

special one.

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which contains a notice placed by the copyright holder
or other authorized party saying it may be distributed under the terms of this Library General Public License (also

called "this License"). Each licensee is addressed as "you".

A "library" means a collection of software functions and/or data prepared so as to be conveniently linked with
application programs (which use some of those functions and data) to form executables.

The "Library", below, refers to any such software library or work which has been distributed under these terms.
A "work based on the Library" means either the Library or any derivative work under copyright law: that is
to say, a work containing the Library or a portion of it, either verbatim or with modifications and/or translated
straightforwardly into another language. (Hereinafter, translation is included without limitation in the term
"modification".)

"Source code" for a work means the preferred form of the work for making modifications to it. For a library, com-
plete source code means all the source code for all modules it contains, plus any associated interface definition
files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are outside
its scope. The act of running a program using the Library is not restricted, and output from such a program is
covered only if its contents constitute a work based on the Library (independent of the use of the Library in a
tool for writing it). Whether that is true depends on what the Library does and what the program that uses the
Library does.

1. You may copy and distribute verbatim copies of the Library’s complete source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright
notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty
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protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the
Library, and copy and distribute such modifications or work under the terms of Section 1 above, provided that
you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files and the date of
any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under the terms of this
License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an application
program that uses the facility, other than as an argument passed when the facility is invoked, then you must make
a good faith effort to ensure that, in the event an application does not supply such function or table, the facility
still operates, and performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined indepen-
dent of the application. Therefore, Subsection 2d requires that any application-supplied function or table used by
this function must be optional: if the application does not supply it, the square root function must still compute
square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not derived
from the Library, and can be reasonably considered independent and separate works in themselves, then this
License, and its terms, do not apply to those sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based on the Library, the distribution of the whole
must be on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus
to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you;
rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the
Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work based
on the Library) on a volume of a storage or distribution medium does not bring the other work under the scope
of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a given
copy of the Library. To do this, you must alter all the notices that refer to this License, so that they refer to the
ordinary GNU General Public License, version 2, instead of to this License. (If a newer version than version 2 of
the ordinary GNU General Public License has appeared, then you can specify that version instead if you wish.)
Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General Public
License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you accompany it with the complete
corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2
above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering equivalent
access to copy the source code from the same place satisfies the requirement to distribute the source code, even
though third parties are not compelled to copy the source along with the object code.
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5. A program that contains no derivative of any portion of the Library, but is designed to work with the Library
by being compiled or linked with it, is called a "work that uses the Library". Such a work, in isolation, is not a
derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a "work that uses the Library" with the Library creates an executable that is a derivative of the
Library (because it contains portions of the Library), rather than a "work that uses the library". The executable
is therefore covered by this License. Section 6 states terms for distribution of such executables.

When a "work that uses the Library" uses material from a header file that is part of the Library, the object code
for the work may be a derivative work of the Library even though the source code is not. Whether this is true is
especially significant if the work can be linked without the Library, or if the work is itself a library. The threshold
for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small macros
and small inline functions (ten lines or less in length), then the use of the object file is unrestricted, regardless of
whether it is legally a derivative work. (Executables containing this object code plus portions of the Library will
still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work under the
terms of Section 6. Any executables containing that work also fall under Section 6, whether or not they are linked
directly with the Library itself.

6. As an exception to the Sections above, you may also compile or link a "work that uses the Library" with the
Library to produce a work containing portions of the Library, and distribute that work under terms of your choice,
provided that the terms permit modification of the work for the customer’s own use and reverse engineering for
debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the Library
and its use are covered by this License. You must supply a copy of this License. If the work during execution
displays copyright notices, you must include the copyright notice for the Library among them, as well as a
reference directing the user to the copy of this License. Also, you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library including
whatever changes were used in the work (which must be distributed under Sections 1 and 2 above); and, if the
work is an executable linked with the Library, with the complete machine-readable "work that uses the Library",
as object code and/or source code, so that the user can modify the Library and then relink to produce a modified
executable containing the modified Library. (It is understood that the user who changes the contents of definitions
files in the Library will not necessarily be able to recompile the application to use the modified definitions.)

b) Accompany the work with a written offer, valid for at least three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no more than the cost of performing this distribution.

c) If distribution of the work is made by offering access to copy from a designated place, offer equivalent access
to copy the above specified materials from the same place.

d) Verify that the user has already received a copy of these materials or that you have already sent this user a

copy.

For an executable, the required form of the "work that uses the Library" must include any data and utility
programs needed for reproducing the executable from it. However, as a special exception, the source code
distributed need not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that
component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries that do not

normally accompany the operating system. Such a contradiction means you cannot use both them and the Library
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together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side-by-side in a single library together
with other library facilities not covered by this License, and distribute such a combined library, provided that the
separate distribution of the work based on the Library and of the other library facilities is otherwise permitted,
and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
other library facilities. This must be distributed under the terms of the Sections above.

b) Give prominent notice with the combined library of the fact that part of it is a work based on the Library, and
explaining where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library is void,
and will automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain in full
compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants you
permission to modify or distribute the Library or its derivative works. These actions are prohibited by law if
you do not accept this License. Therefore, by modifying or distributing the Library (or any work based on the
Library), you indicate your acceptance of this License to do so, and all its terms and conditions for copying,
distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically
receives a license from the original licensor to copy, distribute, link with or modify the Library subject to these
terms and conditions. You may not impose any further restrictions on the recipients’ exercise of the rights granted
herein.

You are not responsible for enforcing compliance by third parties to this License.

11. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that
contradict the conditions of this License, they do not excuse you from the conditions of this License. If you
cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent
obligations, then as a consequence you may not distribute the Library at all. For example, if a patent license
would not permit royalty-free redistribution of the Library by all those who receive copies directly or indirectly
through you, then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of
the section is intended to apply, and the section as a whole is intended to apply in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to
contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free
software distribution system which is implemented by public license practices. Many people have made generous
contributions to the wide range of software distributed through that system in reliance on consistent application
of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any

other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License.
12. If the distribution and/or use of the Library is restricted in certain countries either by patents or by copy-
righted interfaces, the original copyright holder who places the Library under this License may add an explicit

geographical distribution limitation excluding those countries, so that distribution is permitted only in or among
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countries not thus excluded. In such case, this License incorporates the limitation as if written in the body of this
License.

13. The Free Software Foundation may publish revised and/or new versions of the Library General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this License
which applies to it and "any later version", you have the option of following the terms and conditions either of
that version or of any later version published by the Free Software Foundation. If the Library does not specify a
license version number, you may choose any version ever published by the Free Software Foundation.

14. If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by the
Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this. Our
decision will be guided by the two goals of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR
THE LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY
"AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LI-
BRARY IS WITH YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL
ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE
THE LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY
GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE
OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAIL-
URE OF THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR
OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

u-boot/xinetd D 7 £ £ > X

Berkeley-based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the

following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following

disclaimer.
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2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the

following disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEG-
LIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

libpcap/ftp/telnet-server/tcpdump/u-boot/portmap O 7 4 & > X

Berkeley-based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS” AND ANY EXPRESS OR IMPLIED WAR-
RANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CON-
SEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOW-
EVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABIL-
ITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

dropbear D7 1 £ > A
Portions of the client-mode work are (c) 2004 Mihnea Stoenescu, under the

same license:

Dropbear contains a number of components from different sources, hence there

are a few licenses and authors involved. All licenses are fairly
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non-restrictive.

The majority of code is written by Matt Johnston, under the license below.

Portions of the client-mode work are (¢) 2004 Mihnea Stoenescu, under the
same license:

Copyright (c) 2002-2020 Matt Johnston
Portions copyright (c) 2004 Mihnea Stoenescu
All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all

copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

LibTomCrypt and LibTomMath are written by Tom St Denis and others, see
libtomerypt/LICENSE and libtommath/LICENSE.

sshpty.c is taken from OpenSSH 3.5p1,

Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland
All rights reserved

"As far as I am concerned, the code I have written for this software
can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be

"o

called by a name other than "ssh" or "Secure Shell".
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loginrec.c

loginrec.h

atomicio.h

atomicio.c

and strlcat() (included in util.c) are from OpenSSH 3.6.1p2, and are licensed
under the 2 point BSD license.

loginrec is written primarily by Andre Lucas, atomicio.c by Theo de Raadt.

strlcat() is (c) Todd C. Miller

Import code in keyimport.c is modified from PuTTY s import.c, licensed as

follows:

PuTTY is copyright 1997-2003 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian
Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry,
Justin Bradford, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so,

subject to the following conditions:

The above copyright notice and this permission notice shall be

included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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curve25519.c:

Modified TweetNaCl version 20140427, a self-contained public-domain C library.
https://tweetnacl.cr.yp.to/
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dropbear/slim3/libxml2 ® 7 4 & > X

The MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of
the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IM-
PLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER
IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNEC-
TION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

libcap DZ A k&R

F-44



HREHE=EY 7 72754k

Redistribution and use in source and binary forms of libcap, with
or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain any existing copyright
notice, and this entire permission notice in its entirety,

including the disclaimer of warranties.

2. Redistributions in binary form must reproduce all prior and current
copyright notices, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided

with the distribution.

3. The name of any author may not be used to endorse or promote
products derived from this software without their specific prior

written permission.

ALTERNATIVELY, this product may be distributed under the terms of the
GNU General Public License (v2.0 - see below), in which case the
provisions of the GNU GPL are required INSTEAD OF the above
restrictions. (This clause is necessary due to a potential conflict

between the GNU GPL and the restrictions contained in a BSD-style
copyright.)

THIS SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR(S) BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

libpcre D7 4 £ >~ &

PCRE LICENCE

PCRE is a library of functions to support regular expressions whose syntax

and semantics are as close as possible to those of the Perl 5 language.

Release 8 of PCRE is distributed under the terms of the "BSD" licence, as
specified below. The documentation for PCRE, supplied in the "doc"
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directory, is distributed under the same terms as the software itself.

The basic library functions are written in C and are freestanding. Also
included in the distribution is a set of C++ wrapper functions, and a
just-in-time compiler that can be used to optimize pattern matching. These

are both optional features that can be omitted when the library is built.

net-snmp/net-snmp-libs D 7 4 £ > &

Copyright (c) 2018 The Meson development team

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all

copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE-
SOFTWARE.

net-snmp/net-snmp-libs D 7 A £ > X

—- Part 1: CMU/UCD copyright notice: (BSD like) —

Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose and without

fee is hereby granted, provided that the above copyright notice appears in all copies and that both that copyright
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notice and this permission notice appear in supporting documentation, and that the name of CMU and The
Regents of the University of California not be used in advertising or publicity pertaining to distribution of the

software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABIL-
ITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE UNIVERSITY OF CALI-
FORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAM-
AGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

—- Part 2: Networks Associates Technology, Inc copyright notice (BSD) —

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the

following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the fol-
lowing disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may be used to

endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY; WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

—- Part 3: Cambridge Broadband Ltd. copyright notice (BSD) —

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the

following conditions are met:
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* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the fol-
lowing disclaimer in the documentation and/or other materials provided with the distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from this

software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS” AND ANY EXPRESS OR IM-
PLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MER-
CHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER BE

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

—- Part 4: Sun Microsystems, Inc. copyright notice (BSD) —

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.

This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun Microsystems,
Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the

following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the fol-
lowing disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to endorse or

promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
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AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

—- Part 5: Sparta, Inc copyright notice (BSD) —

Copyright (c) 2003-2004, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the

following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the fol-
lowing disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote products

derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DIS-
CLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAM-
AGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SER-
VICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUD-
ING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

—- Part 6: Cisco/BUPTNIC copyright notice (BSD) —
Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications.

All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
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notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and
Telecommunications, nor the names of their contributors may
be used to endorse or promote products derived from this software

without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

—- Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) —

Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003
oss @fabasoft.com
Author: Bernhard Penz

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries,
brand or product names may not be used to endorse or promote products

derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
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CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

—- Part 8: Apple Inc. copyright notice (BSD) —

Copyright (c) 2007 Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of Apple Inc. ("Apple") nor the names of its
contributors may be used to endorse or promote products derived

from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

—- Part 9: ScienceLogic, LLC copyright notice (BSD) —

Copyright (c) 2009, ScienceLogic, LLC
All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are
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met:

* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

* Neither the name of ScienceLogic, LLC nor the names of its
contributors may be used to endorse or promote products derived

from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
“AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH

DAMAGE.

openssh/openssh-server D 7 A & > R

1)

* Copyright (¢) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland

* All rights reserved

*k

* As far as I am concerned, the code I have written for this software

* can be used freely for any purpose. Any derived versions of this

* software must be clearly marked as such, and if the derived work is

* incompatible with the protocol description in the RFC file, it must be

* called by a name other than "ssh" or "Secure Shell".

[Tatu continues]
* However, I am not implying to give any licenses to any patents or
* copyrights held by third parties, and the software includes parts that

* are not under my direct control. As far as I know, all included

* source code is used in accordance with the relevant license agreements

* and can be used freely for any purpose (the GNU license being the most
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* restrictive); see below for details.

[However, none of that term is relevant at this point in time. All of these restrictively licenced

software components which he talks about have been removed from OpenSSH, i.e.,

- RSA is no longer included, found in the OpenSSL library

- IDEA is no longer included, its use is deprecated

- DES is now external, in the OpenSSL library

- GMP is no longer used, and instead we call BN code from OpenSSL
- Zlib is now external, in a library

- The make-ssh-known-hosts script is no longer included

- TSS has been removed

- MDS5 is now external, in the OpenSSL library

- RC4 support has been replaced with ARC4 support from OpenSSL

- Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic algorithms used in this software are publicly available on the Inter-
net and at any major bookstore, scientific library, and patent office worldwide. More information can be found

e.g. at "http://www.cs.hut.fi/crypto".

The legal status of this program is some combination of all these permissions and restrictions. Use only at your
own responsibility. You will be responsible for any legal consequences yourself; I am not making any claims
whether possessing or using this is legal or not in your country, and I am not taking any responsibility on your
behalf.

NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS
IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PAR-
TICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PRO-
GRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF
ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GEN-
ERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR IN-
ABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAIL-
URE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR
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OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

2)
The 32-bit CRC compensation attack detector in deattack.c was contributed by CORE SDI S.A. under a BSD-

style license.

* Cryptographic attack detector for ssh - source code
*

* Copyright (¢) 1998 CORE SDI S.A., Buenos Aires, Argentina.

*k

* All rights reserved. Redistribution and use in source and binary

* forms, with or without modification, are permitted provided that

* this copyright notice is retained.

%

* THIS SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESS OR IMPLIED

* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS
* SOFTWARE.

*

* Ariel Futoransky <futo@core-sdi.com>

* <http://www.core-sdi.com>

3)
ssh-keygen was contributed by David Mazieres under a BSD-style license.

* Copyright 1995, 1996 by David Mazieres <dm@Ics.mit.edu>.
*

* Modification and redistribution in source and binary forms is

* permitted provided that due credit is given to the author and the

* OpenBSD project by leaving this copyright notice intact.

4)
The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto is in the public domain

and distributed with the following license:

* @version 3.0 (December 2000)

*k

* Optimised ANSI C code for the Rijndael cipher (now AES)

*

* @author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
* @author Antoon Bosselaers <antoon.bosselaers @esat.kuleuven.ac.be>

* @author Paulo Barreto <paulo.barreto @terra.com.br>
%k

* This code is hereby placed in the public domain.
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*k

* THIS SOFTWARE IS PROVIDED BY THE AUTHORS ”AS IS” AND ANY EXPRESS

* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
* OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

* LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING

* NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

* SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

5)
One component of the ssh source code is under a 3-clause BSD license, held by the University of California,

since we pulled these parts from original Berkeley code.

* Copyright (c) 1983, 1990, 1992, 1993, 1995

* The Regents of the University of California. All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1.Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2 Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3.Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

*k

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

6)
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Remaining components of the software are provided under a standard 2-term BSD licence with the following

names as copyright holders:

Markus Friedl
Theo de Raadt
Niels Provos
Dug Song
Aaron Campbell
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman

Simon Wilkinson

7
Portable OpenSSH additionally includes code from the following copyright

holders, also under the 2-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs
Juha Yrj

Michael Stone
Networks Associates Technology, Inc.
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones

Darren Tucker

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions
* are met:

* 1.Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2 Redistributions in binary form must reproduce the above copyright
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* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

*k

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR “AS IS” AND ANY EXPRESS OR

* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
*IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,

* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

8) Portable OpenSSH contains the following additional licenses:

a) md5crypt.c, mdScrypt.h

* "THE BEER-WARE LICENSE" (Revision 42):

* <phk @login.dknet.dk> wrote this file. As long as you retain this
* notice you can do whatever you want with this stuff. If we meet
* some day, and you think this stuff is worth it, you can buy me a

* beer in return. Poul-Henning Kamp

b) snprintf replacement

* Copyright Patrick Powell 1995
* This code is based on code written by Patrick Powell
* (papowell @astart.com) It may be used for any purpose as long as this

* notice remains intact on all source code distributions

¢) Compatibility code (openbsd-compat)

Apart from the previously mentioned licenses, various pieces of code

in the openbsd-compat/ subdirectory are licensed as follows:

Some code is licensed under a 3-term BSD license, to the following

copyright holders:

Todd C. Miller
Theo de Raadt
Damien Miller
Eric P. Allman
The Regents of the University of California
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* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS “AS IS” AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

Some code is licensed under an ISC-style license, to the following copyright holders:

Internet Software Consortium.
Todd C. Miller

* Permission to use, copy, modify, and distribute this software for any

* purpose with or without fee is hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*k

* THE SOFTWARE IS PROVIDED "AS IS" AND TODD C. MILLER DISCLAIMS ALL

* WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE

* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN

* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some code is licensed under a MIT-style license to the following

copyright holders:

Free Software Foundation, Inc.
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* Permission is hereby granted, free of charge, to any person obtaining a *

* copy of this software and associated documentation files (the *

* "Software"), to deal in the Software without restriction, including *

* without limitation the rights to use, copy, modify, merge, publish, *

* distribute, distribute with modifications, sublicense, and/or sell *

* copies of the Software, and to permit persons to whom the Software is *

* furnished to do so, subject to the following conditions: *

* sk

* The above copyright notice and this permission notice shall be included *

* in all copies or substantial portions of the Software. *

* ck

* THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS *
* OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF *

* MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. *
* IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, *
* DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR *
* OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR *
* THE USE OR OTHER DEALINGS IN THE SOFTWARE. *

* ck

* Except as contained in this notice, the name(s) of the above copyright *

* holders shall not be used in advertising or otherwise to promote the *

* sale, use or other dealings in this Software without prior written *

* authorization. *

OpenSSL/SSLeay D Z A & > X

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay license apply to the toolkit.

See below for the actual license texts.

OpenSSL License

* Copyright (¢) 1998-2019 The OpenSSL Project. All rights reserved.
%

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:
b
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* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

*k

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the

* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)"

*k

* 4, The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to
* endorse or promote products derived from this software without

* prior written permission. For written permission, please contact

* openssl-core @openssl.org.

*k

* 5. Products derived from this software may not be called "OpenSSL"
* nor may "OpenSSL" appear in their names without prior written

* permission of the OpenSSL Project.

*

* 6. Redistributions of any form whatsoever must retain the following
* acknowledgment:

* "This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit (http://www.openssl.org/)"

*k

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

*ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

* This product includes cryptographic software written by Eric Young
* (eay @cryptsoft.com). This product includes software written by Tim

* Hudson (tjh@cryptsoft.com).
*
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*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay @cryptsoft.com)

* All rights reserved.

*

* This package is an SSL implementation written

* by Eric Young (eay @cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.
*

* This library is free for commercial and non-commercial use as long as
* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* Thash, DES, etc., code; not just the SSL code. The SSL documentation
* included with this distribution is covered by the same copyright terms
* except that the holder is Tim Hudson (tjh@cryptsoft.com).

*

* Copyright remains Eric Young’s, and as such any Copyright notices in
* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution
* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. All advertising materials mentioning features or use of this software
* must display the following acknowledgement:

* "This product includes cryptographic software written by

* Eric Young (eay @cryptsoft.com)"

* The word ’cryptographic’ can be left out if the rouines from the library
* being used are not cryptographic related :-).

* 4. If you include any Windows specific code (or a derivative thereof) from
* the apps directory (application code) you must include an acknowledgement:

* "This product includes software written by Tim Hudson (tjh @cryptsoft.com)
%

* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND
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* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*

* The licence and distribution terms for any publically available version or

* derivative of this code cannot be changed. i.e. this code cannot simply be

* copied and put under another distribution licence

* [including the GNU Public Licence.]

*/

teldD7 A4 >R

This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc., Scriptics
Corporation, ActiveState Corporation and other parties. The following terms apply to all files

associated with the software unless explicitly disclaimed in individual files.

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its documen-
tation for any purpose, provided that existing copyright notices are retained in all copies and that this notice is
included verbatim in any distributions. No written agreement, license, or royalty fee is required for any of the
authorized uses.

Modifications to this software may be copyrighted by their authors and need not follow the licensing terms

described here, provided that the new terms are clearly indicated on the first page of each file where they apply.

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT,
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF
THIS SOFTWARE, ITS DOCUMENTATION, OR ANY

DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PAR-
TICULAR PURPOSE, AND NON-INFRINGEMENT. THIS SOFTWARE IS PROVIDED ON AN "AS IS"
BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE MAINTE-
NANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

GOVERNMENT USE: If you are acquiring this software on behalf of the U.S. government, the Government
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shall have only "Restricted Rights" in the software and related documentation as defined in the Federal
Acquisition Regulations (FARs) in Clause 52.227.19 (c) (2). If you are acquiring the software on behalf of the
Department of Defense, the software shall be classified as "Commercial Computer Software" and the Govern-
ment shall have only "Restricted Rights" as defined in Clause 252.227-7013 (c) (1) of DFARs. Notwithstanding
the foregoing, the authors grant the U.S. Government and others acting in its behalf

permission to use and distribute the software in accordance with the terms specified in this license.

tclx D7 4t &

Copyright 1992-1999 Karl Lehenbauer and Mark Diekhans.

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and without
fee is hereby granted, provided that the above copyright notice appear in all copies. Karl Lehenbauer and Mark
Diekhans make no representations about the suitability of this software for any purpose. It is provided "as is"
without express or implied warranty.

tcp_wrappers D 7 A & > X

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by other copy-
rights.

This material was originally written and compiled by Wietse Venema at Eindhoven University of Technology,
The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

Redistribution and use in source and binary forms are permitted provided that this entire copyright notice is

duplicated in all such copies.

This software is provided "as is" and without any expressed or implied warranties, including, without limitation,
the implied warranties of merchantibility and fitness for any particular purpose.

u-boot DZ At X

The eCos license version 2.0

This file is part of eCos, the Embedded Configurable Operating System.
Copyright (C) 1998, 1999, 2000, 2001, 2002 Red Hat, Inc.

eCos is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License

as published by the Free Software Foundation; either version 2 or (at your option) any later version.

eCos is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License for more details.

You should have received a copy of the GNU General Public License along with eCos; if not, write to the Free
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Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA.

As a special exception, if other files instantiate templates or use macros or inline functions from this file, or you
compile this file and link it with other works to produce a work based on this file, this file does not by itself cause
the resulting work to be covered by the GNU General Public License. However the source code for this file must

still be made available in accordance with section (3) of the GNU General Public License.

This exception does not invalidate any other reasons why a work based on this file might be covered by the GNU

General Public License.

Alternative licenses for eCos may be arranged by contacting Red Hat, Inc. at http://sources.redhat.com/ecos/ecos-

license/

#HHECOSGPLCOPYRIGHTEND####

References
1. http://www.gnu.org/licenses/license-list.html

This source code has been made available to you by IBM on an AS-IS basis. Anyone receiving this source
is licensed under IBM copyrights to use it in any way he or she deems fit, including copying it, modifying it,
compiling it, and redistributing it either with or without modifications. No license under IBM patents or patent

applications is to be implied by the copyright license.

Any user of this software should understand that IBM cannot provide technical support for this software and will

not be responsible for any consequences resulting from the use of this software.

Any person who transfers this source code or any derivative work must include the IBM copyright notice, this
paragraph, and the preceding two paragraphs in the transferred software.

COPYRIGHT I B M CORPORATION 1995
LICENSED MATERIAL - PROGRAM PROPERTY OFI B M

Zib D7 At X

This software is provided ’as-is’, without any express or implied warranty. In no event will the authors be held

liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to
alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original

software. If you use this software in a product, an acknowledgment in the product documentation would be

appreciated but is not required.
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2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original

software.

3. This notice may not be removed or altered from any source distribution.

php D7 A LA

The PHP License

version 3.01

http://www.php.net/license/3_01.txt

lighttpd ® 7 4 £ > X

The BSD 3-Clause License

https://opensource.org/licenses/BSD-3-Clause

lldpd D5 £ £ > &

The license below applies to most, but not all content in this project.
Files with different licensing and authorship terms are marked as such.

That information must be considered when ensuring licensing compliance.

ISC License

Copyright (c) 2008-2017, Vincent Bernat <vincent@bernat.im>

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above

copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED "AS IS" AND THE AUTHOR DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

fscryptetl D 7 A £ > X

Apache License
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Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1

through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the

License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or
are under common control with that entity. For the purposes of this definition, "control" means (i) the power,
direct or indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii)
ownership of fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software

source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form,

including but not limited to compiled object code, generated documentation, and conversions to other media

types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License,
as indicated by a copyright notice that is included in or attached to the work (an example is provided in the

Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from)
the Work and for which the editorial revisions, annotations, elaborations, or other modifications represent, as
a whole, an original work of authorship. For the purposes of this License, Derivative Works shall not include
works that remain separable from, or merely link (or bind by name) to the interfaces of, the Work and Derivative
Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modi-
fications or additions to that Work or Derivative Works thereof, that is intentionally submitted to Licensor for
inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to submit on behalf
of the copyright owner. For the purposes of this definition, "submitted" means any form of electronic, verbal,
or written communication sent to the Licensor or its representatives, including but not limited to communication
on electronic mailing lists, source code control systems, and issue tracking systems that are managed by, or on

behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication that
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is conspicuously marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been

received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby
grants to You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work

and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to
You a perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section)
patent license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such Contribution(s)
was submitted. If You institute patent litigation against any entity (including a cross-claim or counterclaim in a
lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall terminate as

of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any
medium, with or without modifications, and in Source or Object form, provided that You meet the following

conditions:

(a) You must give any other recipients of the Work or Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trade-
mark, and attribution notices from the Source form of the Work, excluding those notices that do not pertain to

any part of the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that You
distribute must include a readable copy of the attribution notices contained within such NOTICE file, excluding
those notices that do not pertain to any part of the Derivative Works, in at least one of the following places:
within a NOTICE text file distributed as part of the Derivative Works; within the Source form or documentation,
if provided along with the Derivative Works; or, within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents of the NOTICE file are for informational
purposes only and do not modify the License. You may add Your own attribution notices within Derivative
Works that You distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or different license

terms and conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative

Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise complies with the
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conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted
for inclusion in the Work by You to the Licensor shall be under the terms and conditions of this License, without
any additional terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the

terms of any separate license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or
product names of the Licensor, except as required for reasonable and customary use in describing the origin of
the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the
Work (and each Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES
OR CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties
or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work

and assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract,
or otherwise, unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in
writing, shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental,
or consequential damages of any character arising as a result of this License or out of the use or inability to
use the Work (including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has been advised of

the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof,
You may choose to offer, and charge a fee for, acceptance of support, warranty, indemnity, or other liability
obligations and/or rights consistent with this License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf of any other Contributor, and only if You
agree to indemnify, defend, and hold each Contributor harmless for any liability incurred by, or claims asserted

against, such Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the fields enclosed by
brackets "[]" replaced with your own identifying information. (Don’t include the brackets!) The text should be
enclosed in the appropriate comment syntax for the file format. We also recommend that a file or class name and
description of purpose be included on the same "printed page" as the copyright notice for easier identification

within third-party archives.

Copyright [yyyy] [name of copyright owner]
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Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance

with the License. You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0
Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on

an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.
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