SEIKO ERAAA K

Operation Guide

SmartCS REST API Operation Guide

2R
2026411
U00146042802

-V a> XHkRE



OtMa—VY)a—av kAR 2022

HERRR AL £,
KEDONEIT, WIRKERTHIENHVET,

[SEIKO 1T A a—d—/LF o 7 AR D B ERpEE T,

AEBIOARZICRESIN-Y 7 27 O FiIc k> CRAELZEE
BIOZFoREICETLE HICHL ., YT —UE 2R VETA,






H K

1 = = ol > ] 1
1T N N T A1 N futen 1 A N OO USSP SR SRR OO RRRURUPR 1
1o BRI T ettt ettt et eeee e 2
1.8 SmAartCS D B T oottt ettt ettt ete e 3
Lod B oottt e e e et e e e e nraana 4

2 B B . 6
2.1 OMATE S D) E B oo e et e e e e e e e e e e e —aaaaa—aan 6

2.1.1 REST API #BED A THIE " ZEFHIE oot 6
2.1.2 T D AERR oottt et ettt et et eaereaeeeaeenaeens 8
2.1.3 B2 L T ettt ettt ettt ane 12
D R w U A - - SO S U S U SR U SUUURUSRRURIO 14
2.2.1 REST APL DT T RL oot ae e 14
2.2.2  RESTAPI DA RL T F oo 14

3 B OREST API BEBE. . .. . 15

LS 70  §  Ju i 4 SO O SO SOUOUOUSRR USRS PUSRURRPRURION 15
3.1.1 AR URL ettt et ettt e e et e ae e eae e 15
3.1.2 HITTP AR e ettt et ettt e e et eeee e e eeae e 16
3.1.3 I D A ettt et 17

B2 BB oottt ettt et ettt e e et e e et et aaaen 18
3.2.1 Basie BB a oo 18

I I D & (0 SO USSP SR UUR USRS 19
3.3.1 AT R TR ettt ettt 19
3.3.2 B B T ettt ettt ettt ee s 20

B R B T S ettt ettt et e e eeaaaen 22

4 B AP U= R E AT R 24
A1 SYSTEM ..ottt ettt ettt et et ettt e ettt et ettt eeanes 25

4.1.1  /system/version (GET) ......ccccooioiiioiicieieeeeeeeeeeeeeeeeeeeeeeee e 25

4.1.1.1 B ettt ettt ettt ae e 25



4.1.1.2 IR ettt bttt 25

4.1.1.3 DRTRI R i 26
4.1.1.4 OO OO PP PPUPURUPPPPROt 27
4.1.1.5 BRATH oottt st ae et et e esaenbans 27
4.2 USERS ..ottt bt sttt et e b e eaee s eaee 28
421 JuSErs (GET) ..ot 28
4.2.1.1 B e et ettt te et et e e teeteeteearete s 28
4.2.1.2 IR ettt ettt e e et ettt e et e e beete e tbeetaeeareebaan 28
4.2.1.3 L RTRII R ottt bttt s et 29
4214 OO OO PP PPUPURUPPPPROt 31
4.2.1.5 BRATD oottt re et sbeera b 31
4.2.2 JUSETS (POST) ..eouiiieieiiieieieiiieieteie ettt ettt se s s s seeee 32
4221 BEEE e 32
4.2.2.2 AR ettt et ettt e et e e e ba e e ab e e etee e tbeeennes 32
4.2.2.3 L ZRTRIIZR ettt ettt 36
4.2.2.4 e LU ST P PP 36
4225 FITH oo 37
4.2.3  Jusers/fusername} (GET) ....cccocooiiiririiiiiiiieieiieieeeteeee e 38
4231 BEEE e 38
4.2.3.2 R 2 o USRS UTUPRUPRRPI 38
4.2.3.3 L RTRIIZR ettt ettt 39
4.2.3.4 R LU P PP PTUPPPP 41
4235 I oo e 41
4.2.4 fusers/tusername} (PUT) ......ccoocveuirieriieeiiieiiieeeieieeeieee e 42
4.2.4.1 B ettt b e ettt ae e et e e re et e ereeraenbeas 42
4.2.4.2 )R 2 o OSSR UPTUPRTUPRPI 42
4.2.4.3 L RTRIIZR oottt ettt ettt ettt ens 46
4.2.4.4 U PP PTPP PP TP UURUPPPPPPPPON 46
4245 FFTH oo 47
4.2.5 fusers/tusername} (DELETE).........ccccooeiiiiiiieiiieieieeeereceiee e 48
4.2.5.1 B ettt ettt et te et ere et 48
4.2.5.2 R B i RSO UTOPRUPRRPI 48
4.2.5.3 Lo RTRIIZR ettt ettt ettt ettt ettt ens 49
4.2.5.4 ettt ettt ettt e e e ettt e e e e e e e bbb et e e e e e e e e bbbttt e e e e e e e bt baeeeeeeaean 49
4.2.5.5 BRATI oottt et re b ereern et 49
4.2.6  [users/1ogin (GET) ....c.oovoioiieieieeeeeeeeeeeeeeeee ettt enes 50
4.2.6.1 B ettt ettt ettt ae e 50

4.2.6.2 TR ettt ettt 50



4.2.6.3 L RTIRI R ettt et e et e et e et e et e et e e et e e e saesneeereeneeen 50

B.2.8.4 D ettt 51
4.2.6.5 BRATD oottt re et et e esaenbaas 51
4.3 SERIAL oottt 52
4.3.1 [STIal/ttY (GET) c.oiiiiieieeeeeieeeeee ettt ettt 52
A.3.1.1 BB ettt 52
4.3.1.2 TR ettt 52
4.3.1.3 L RTRU Z ettt 53
B3 104 Dttt 54
4.3.1.5  BRFTH oot 54
4.3.2  [serial/tty/{ittylist) (GET) ..ooioviieioeiiiieeeeeeeee et 55
4.3.2.1 B bbbttt be e 55
4.3.2.2 AR oottt 55
4.3.2.3 LRTRU Z et 56
4324 Dttt nenans 57
4.3.2.5 BRITIIN oottt enens 58
4.3.3  serial/tty/{ittylist) (PUT).....ccooiiioeiieieeeeeeeeeeeeeeeeeeee e 59
4.3.3.1 B ettt a ettt s et ee 59
4.3.3.2 D TR ettt 59
4.3.3.3 DRTRIIZ ottt 62
4.3.3.4 ISttt 62
4.3.3.5 BRITII] oottt ettt esens 63
4.3.4  [serial/hangup/tty/tttylist} (POST) ....cocoviviiiirioiieieeeeceeeeeeeee e 64
4.3.4.1 B ettt ettt ettt ettt ne 64
4.3.4.2 D TR ettt 64
4.3.4.3 LRTRU Z ottt 65
A.83.4.4 D ettt 65
4.3.4.5 BEITIIN oottt enenes 66
4.4 TTYMANAGE .....oooiiieeeeeeeeeeeeeeeeeee et 67
4.4.1  /ttymanage (POST) ..ottt ettt enas 67
4411 BB et 67
4.4.1.2 IR ettt 67
4.4.1.3 L RTRU R ettt 70
B0 4 D ettt ettt enaes 71
4.4.1.5 BEITII oottt bt enas 73
4.5 LOG/HISTORY ...oooovieeeereeeeeeeeeeeeeteeeeeeeeee et s s snen 75

4.5.1  flog/istory/command (GET) .......c.ccocveiiiiiiiieieeeeeeeeeeeeeee e 75



45.1.1 B ettt ettt ettt et e et et e et ereneas 75

4.5.1.2 DI RR oottt 75
4.5.1.3 L RTRII R ettt ettt 76
AB5.014 I D ettt 76
4.5.1.5 BEITIIN oottt enas 77
4.5.2  [log/istory/console (GET) ......ccoooiiiiieiieeieieeeeeeeeeeeeeee et 78
4.5.2.1 BB ettt 78
4.5.2.2 TR ettt 78
4.5.2.3 L RTRII R ottt bttt s et 79
A.5.2.4 I D ettt 79
4.5.2.5 BEITIIN oottt enas 80
4.5.3  [log/istory/ttysend/tty/{ttyno} (GET) .....ccocoovioiiioiieieeeeeeeeeeeeeeeeeee e 81
4.5.3.1 B ettt ettt ettt ettt ne 81
4.5.3.2 IR oottt 81
4.5.3.3 (377 155 SO OO 82
A.5.3.4 D ettt 82
4.5.3.5 BEITIIN oottt bt esenas 83
454  [log/istory/webapi (GET)......ccocoooiiiiiieieieeeeeeeeeeeeeeeeee et 84
45,40 BEEE ettt 84
4.5.4.2 DI RR oottt 84
4.5.4.3 LRI Z ettt 85
AB.44 D ettt 85
4.5.4.5 BRITII] oottt 86
4.6 LOG/SERIAL ....oooovieieeeeeeeeeeeeeeeeeeeee et s s n s snen 87
4.6.1  Nog/serial/tty/Attyno) (GET) ..co.ooviovieeieeieeeeeeeeeeeeeeeeeeeeeee e 87
4.6.1.1 B bbb b ettt se e 87
4.6.1.2 TR ottt 87
4.6.1.3 (50787 150 SO U 88
4.6. 1.4 D ettt 88
4.6.1.5 BRITII] oottt ettt esens 89
4.6.2  /log/serial/files/tty/{ttyno} (GET) ...ccoocooiieoieeieiieeeeeeeeeeeeeeeee e 90
4.6.2.1 BB ettt 90
4.6.2.2 TR ettt 90
4.6.2.3 (30787 150 SOOI 91
4.8.2.4 Dottt 91
4.6.2.5  BEFT oot 92
4.6.3  [log/serial/search/tty/{ttyno} (GET) .......cccccoiierieeeereeeeeeeeeeeeeeeeeeeeeeeeeenn, 93

4.6.3.1 B ettt ettt ettt ae e 93



4.6.3.2 D IAR et 93

4.6.3.3 [ 7 10 SO 94
4.6.3.4 PP UTPPRRTRPRRN 95
4.6.3.5 DR T e e e e ——————— e e e e e r——————aan 96

5 F /ttymanage DRER .. ... 97
B B D R ettt 97
5.2 IBREEIE ..ottt et ettt ans 99
5.3 BT T A D B oo 100
5.3.1 sendchar & recvehar D EIIE ..o e e e 100
5.3.2 recvehar Z R B LTl M B D I E oo 101
5.3.3 SENACN AT D) A R T B T oottt e e e e et e e e e e e e et e e e e e e e eeaeee s 102
5.3.4 error_detect_on_sendchar D ENE ......oveveeeeeeeeeee e 108
5.4 8endehar D xE S 7 T a B oot 110
5.5 IR RIE IR T T D oottt 112

6 B A I—YHEREOT VARG APIY Y- L. 114



1.1

1

= [ZLoIc

AKRFaADKIDNT

ARF2AME SmartCS @ REST API #§REZ D35 G ML DI e F LT jE
FATARERDET, SmartCS D% ERCE AP VY —ADALER, i F 5157 E & fi# L <
WET DT, REST API BREA Y G A I TR TV,

F72. ARF =AM SmartCS @ REST API #ERED & B 7R 2 A hereo
THBYVET, SmartCS DEFHREL, CLI 2= ROZEMICOWTIENE N T EEk
| (2w RI7 7L R AZEEMZZ R AHVET O T, EHOLMEITELTHER TS
VY,
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SmartCS®REST APIHEREOHEELIZ W TEHIAL £ 1, SmartCSIZZE Ttelnet
R SSH THEIZrT A% CLI ZFTL CGRIERIH MBS, £72 SmartCS IZHL T
WOE T B R DA R — 3 BT o CvELTZ, REST AP ##EA 5 FI2 k- T,
KR 2 IR0 TAT RO — A& RE (APT VY — RO M) AT T HF N TEET,

W

*SmartCS DIFIC, BRIENED BTG

*SmartCS OFE

*SmartCS O YT VAR —MIEEL T DRI G250 TTY m 2 15O BuiS/15 5%
*SmartCS [ZHf5E L CW DB G as ~ DA XL —a F4 T

REST API /X HTTP 7'eha/L 2 > TiEfE 217\, SmartCS OiEfit32% APTI VY —
KL T, FAIYREEET — 52 ITAT B 72 AN CGEEL THEA A =L —

TarFIRELET, SmartCS 1%, VAR ARELT HTTP a—REFRESN- AL —
NG CT2T —H a7 T7AT MG LET,
OSLT R YOTIAb H—)(—
(HTTPAV Y R+5—%4)
UZFI'(‘/Z_"
EAY—IL ] (HTTPO—K+57—%4) Smartcs

<7 AR HTTP Ay RE CLI AL —2a DA A= >

HITP A Y > K | BB CLI 431
GET APT U YV — 2D show
POST API UV — Z DVERR . create
PUT APL U YV —ZADEFERHH | set, unset
DELETE APT U ¥ — 2 DX delete
<V AR ARED HTTP 22— K] >
HTTP =2— K FERUS W
200 0K F_L— g ORI
400 U7 = A FDORIESE F R =g DR




1.3 SmartCS MDNIEHFE

SmartCS @ REST API #$REDELE I S\ TR L £9°, REST API #%#E T
IFAT M5 SmartCS MMEET 54 API VY —RICT 7B RAEATV, UZTARNNEID
IS THERERE DL AR A& R LT,

REST API ©OV7=AN3Z 5 LT-FED SmartCS OFEREDMLEA A— 1, LA T DX
K OEONEELRVET,

UOITZ
(HTTPAVYY R+5—4)

. MEAPINY—ZAA~ADT IR
@QF—2DFTvY
(3)CLIEFT
< L ARUR
LAR>2 0 7
(HTTPO—R+57—%) NGDES
400 + T5—Xyt—
- &APIYY—RADIZ—
- CLUETHOIS—
AILER P
ZAPL Y V) —A~D | ITAT UMDY 72 A MIJSUTHAPL U V) —
T A ATV EBALET, FOBIZ, IELWA Y v KNS
EIINTWDD, w7 —VPHERNTH TV 5D
M EbER L ET,
F—HEF v U 72 DT — & 3% APT U Y — ZDHARITH L
TELWLEIDNEF w7 LET,
CLT ™34T VT AT —4%%2H L2, CLI a~> REFEITLE
£
L AR A CLI OEFTHRERITIS LIV AR A EZIRLE T,

V7 T ANZAG #1245 CLI #SRESEIEL CHESREZIRILL 37, ARF 2 AN CIE
CLI OFFM7ZR2EARIZ OV TIHL TS, % API VY —2ADAARIZ DWW TAR L T
BOET, bLANL—2ar B EWDRWIEE 7R EE, CLI Ox7—AyE—U 05 )
S ELHHE, [ RIT77L VA JIZONTHS R TS,
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SmartCS @ REST API #fEiX. /XS—ar 3.0 0oL TRVET, H3—Tg0
@ API VY —AARIZDOWTIELL FORD@EDERDET,

v3.0 http://<IP 7KL A>:<http " — & 5>/api/vl/

~_R—2 URL LD TR AZOWTIL, 14 B APLI VY —RERAV R BT
S,
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2.1 SmartCS M #{E

2.1.1 RESTAPI #8eD A %L - EXhik

REST API #%fEA 8920 SmartCS DR EIZDOWTC, FatllitadkLET,

(1) HTTP / HTTPS #&EDA ML,

SmartCS @ HTTP / HTTPS #aEx A2kl £,

HTTP #rez=H 1Mk 25 6
(0)NS—2250# enable http
(0)NS-22504#

HTTPS #rez A b 32556
(0)NS—2250# enable https
(0)NS-2250#

HTTP/HTTPS O —h & 5a % ET DG
(0)NS—-2250# set http port 20080
(0)NS—-2250# set https port 30443

(0) NS—2250#

RENH IS E I EMER T D6 1L, show service TIRELZ%E
MBAZNME (enable) SFLTWDH, IR—FE SR EEINTODIMERL TRV, F
72, show tcp I~V R TIRELIZY—EAD TCP IR— MR A—7 2 L TCWDNT i

BT EW,
HTTP/HTTPS (2 REST API ¥R~ CT /A TED vy a B, &K
TR 8 By ariaEd,



(2 TTY v~ — DA Mk

/ttymange API VY —R|Z7 7 EAL T, SmartCS (ZHHHE S TUD LR S
IR L TR = ab BT08 A1, TTY ~ 3 —UHREZ AT DB H
DET,

TTY v~ —VREZ AL T 556
(0)NS—-2250# enable ttymanage
(0)NS-22504#




21.2 A —H DR

SmartCS @ REST API #GEICT 7 AT H 402 —F B4 2FNEIZ DV EA
LE9, REST API #REDIEML 5% API VY —R|ZT 7 EATH L0 —F X, JLik>
— ¥ 7N —7 (extusr) ICFTBL TV D2—H LRV ET,

YR — 7N =TI BL WD —WE, SSH oD BT 7B AT HHNTEET,
telnet, console #2H TILT 7 EANTEEH A,



B SmartCS O =—# 7 L—TLFATTELHERRIZ DN T



=PI N—=T

W

normal

root

RERIFZAT O FENTE DY I L—7 T,

portusr

SmartCS D U 7R — MR KT 5 Bk ik on
IZ telnet, ssh /B L TAHNL— g9 V2T HFENT
XHa—W I N—TTT,

extusr

RECLVHEREZET 52 EBHRL 22— T L—7,
HERRZ 5 L TV 22 0nE TH normal 7 —7 2—4F L
[FERDMEIR BV £77, (5 TE HHERIT root 71—
Da—H L Ca~r FETHR (EEEHER) ., tty v%
—VUF TV D avy REITHER (tty ~ 31— UHkE
HEBR) | portusr 7 —7 O —W LE LT 7 & AN A[HE7:
MEFR (AR— h—HHEFR) | verup Z—7 D2— LA
U7 7B RRAIRERRMEIR (N—2 3 7y 7 —HHER)
B ET,

Mnormal

APT U Y — 23R 2 B6REDH T, CLI @ normal = —+#
MEFR THATTX HHERE (show 72 EDWRREFR RKZ 2~ )
W27 7B ATEET,

showall #ERR % fi} 5425 & 4T show =~ > RNFELT A BE
W72 ET,

HMroot

APT U YV — AT 2B O T, CLI OFHEMHERT
FITTE HHEE (create, set, unset,delete 72 EDFXIE
FRav U R) LT 7EATEET,

M ttymanage

APT U Y — A3 DHERED T T, 2 U TR — M
e STV D BRI SRR D25 1 7 OBUSOMEE, 4
Nl —va reRRTLHMREICT 7B A TEET,

setup
verup

log

SmartCS (Z FTP, SFTP(SSH) THEHgt 21T\, 27 4 7 7 7
AN, N=Ua Tyl TrA)N, 0l 77 A NLVEEZE
TEHENTEX D2V NL—TTT,
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1) ¥R —H I N —TF D a—HEAERL

IR — 7 N —F IR T A —V A ER L E T,

(0)NS—2250# create user api group extusr password

New password: XxxxX

Retype new password: XXxxx
(0) NS—2250#

(2) EHHAMIRERETDHE

VERR LT R 2 — 7 —TF D — I EHEMEREZR ELET,

(0)NS—-2250# set user api permission root on
(0)NS—2250#

(3) tty v I —UBEREMEIRA TR EL . 7/ B AR RERAR — MR S A7 Al T 0% &

VER LT hiR 2 — 7 N — T D—|Z | tty ~ 2 —REREMESR AR EL C. 7
IR ARRER AN — N5 (11]:1-4,16) ZFF FTL £,

(0)NS—-2250# set user api permission ttymanage on
(0)NS—-2250# set user api port 1-4, 16
(0)NS—2250#
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213 EXaV T«

REST API #tE& 53854, MBI Tl T30k % Firewall(ipfilter) HfE
R ELTITRALTIESN,

HTTP/HTTPS (Z5# ESN TS TCP R—REBZIEETHH T, 77 B AHIRE1TS
HNTEET,
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221 RESTAPIO7H+RxA4Y

REST API #ig% > C7 7 EAL Tz —H |22 Tid show log webapi =~ KT
T HENTEET,

WD 5O T /A R T A5
(0)NS—2250# show log webapi 5
2022 May 31 15:32:49 [10080] login success: restapi/172.31.8.41:42266
2022 May 31 15:32:49 [10080] logout: restapi/172.31.8.41:42266
2022 May 31 15:32:49 [10080] login success: restapi/172.31.8.41:42268
2022 May 31 15:32:49 [10080] logout: restapi/172.31.8.41:42268
2022 Jun 01 23:49:03 [10080] FAILED LOGIN FROM 172.31.8.41 FOR api,
Authentication failure
(0) NS—2250#

TIRALTza—Y4  IP TRL A BT OR— G B0, SR LIz, B L
TN DN THER T DN TEET,
222 RESTAPIOARL—3>a4y

SmartCS @ REST API gV 7 =AM A A e A&HIIZ CLI TFEATLE S, 2D %,
& API VY —RZT 7 BALIZBRIZFEIT L2~ RIZOW T, show log command =
~ R TCHERTHFED R ET,

Isystem/version APT VY —2Z|Z api =—H%#7% REST API #4#ECT7 7 BALT- 6

(0)NS—2250# show log command 5

2026 Jan 6 18:22:01 somebody/console: show ver

2026 Jan 6 18:22:04 somebody/console: show user login
2026 Jan 7 10:17:25 root/console: show ip

2026 Jan 7 11:16:42 api/webapi: show json version
2026 Jan 7 11:17:08 root/console: show log com 5

(0) NS—-2250#

REST API ¥§REZ A>T, api =—¥3, /system/version API VY —R(ZT7 /AL
B21Z, show json version MNFEATSINTWODERMER TEET,

14



3 E RESTAPI #gt
31 UOUVIREG

3.1.1 R—X URL

SmartCS @ REST API #4#EI(CT 7 & A9 % X—AURL (ZLLFOTRLARERDET,
A=E =¥/ % ~— 2 URL
HTTP http://<IP 7KL A>:<http " — &K 5>/api/vl/
HTTPS https://<IP 7Rl A>:<https ;" —h &K 5>/api/vl/

IP 7RV AL, v4/v6 Ol &R — L TOET,

HTTP OR—FESDFT 74/ ML 10080, HTTPS OR—ME S DT 7 4+/L Ml
10443 270 FET, R—R EBITFIEI. 1025~65000 O CLEHE AR FETT,

SmartCS ® IP 7RV AZEH HTTP/HTTPS OR— &S DE T IFIEICHOWTIE., Bdk
FHE F2X a7 AR SRR TSN,

15




312 HTTP A Y w K

SmartCS @ REST API #£AE1Z, LA R HTTP Ay R &Y R —rLTWET,

AR A

GET fEE L7 APL U Y — A B RIS T 2 K27V E T,
SmartCS @ CLI <> RD, show Za~> ROARL—2 g L72D
3

POST FEE L2 APLITHT 7272 ) ) — A BAERR T D BR ATV ET, F7o,

BEDARL—2a VOFATIZOWTOERZITNET,
SmartCS @ CLI =~ KD, create A~ R EFOA XL — 3¢

20 ET,

PUT FRELTZAPL Y Y —RIZHOWTER/MEET D EREITVET,
SmartCS @ CLI @2~ KD, set/unset I~ R DAL — 3
ERVET,

DELETE FEE L7 APT U Y — R ZHOWTHIRT 5 ER ATV E7,
SmartCS @ CLI =<2 KD, delete 2= R DAL — gL
Y ET,

API VY —AIRE TED A RIZER LD KRR —FD AR ELT- G AT =T —
L0 ET, FEMILI4 E API VY —REAV YR AR BTSN,

16



3.1.3 NS A—4

BAYRIFTV I AR AT A= Z AR E T HHENTEET,

/xR NE
GET 7 =V URL o7V L THT v al iz "TA—H LU TIRET D

FNTEET,
1] -

http://<IP>:<PORT>/api/v1l/users/{username}

{username} #45NGET 7=V CTHRETEHA T T ar
T —=HERNET, FRE TELNREITE API VY —R|Zk-
THERDET,

U7 TARMRT 4

V7T ANRT AL LT, JSON JERD AT v a flia /T2
—ZELUTHRETDEN TEET, ZORE, HTTP ~v& D
a7 %47 (Content-Type) EL T,

application/json

ZRRELTTEENY,

FEARIEI4 T APT VY —REAV R | TLTZSNY,

17




32 i

it .

3.2.1 Basic 2

SmartCS @ REST API ##E13Y) 7 = ARFODOER

ialk& LT Basic @bz AR —hLTVE

9, Authorization ~>#|Z, =—H4 (username) &/XA7—NK (password) D7 %45
EL TSV, SmartCS [ZBERSAL TV DIREE L — kIR L0 ET,
APL VY —AfRZT 7 AR e/ — P HERR DS R0 F9,
APL VY =2 2L TTZEW,

FEMEI2.3 TH 2 —VHEIRE

18



33 LARKRUR

331 AF7—2RXa—F

SmartCS @ REST API #fE1X4 API VY —A~DT v A% VAR AELTUT
DAT—HAT—RZIRLET,

AT —H ER R
a— R
200 0K REST API @V 7 = A RN IEFICUE TE A6 D A

T—HF A= RERDET,

400 Bad Request REST APLI DY 7 A KW HIDET—I25 5T
EEFICETERNPSTEGEDAT —Z Aa— R
RV EY, =T —HAIZOWVWTIE, =T —RIRT
JSON 5 —Z D “message” ZHER L T2 &,
FTT—OFFIZONTIE 3.4 Ll T — ) HES
2N,

19



332 #HET—4%

% API VYV —A~DT 78RS AT —HAa—R L2, JSON JBERDOTF —F &L AR
VALLTTGRLET, JSON IO T —H 3@ T — 24 API VY — A E DL AR A
T =R TERY, AT —ZL “info’ A% — LA T VMU TS T
F9,

<J@7r—4>
info wil) Bk
result BofiE V7 o2 RBNIEFICAFE I N-5E80T

0
TI—=RRAELLEIT 1 U LEOEEZIRL £

message pas]l TT—RA o=V EINET,
V7 A MPIERITE S 256, E3CFH(CY7 ) 3
MENnEJ,
TT— A vtE—H
c WRRERT 7 & AHERRIZEAT 244 APT Y Y — R
WETHRET LT —
(3.4 BT T —] HEZRT I,

*HAPL Y Y —RADNT A —=HR APL U Y —R%&H LT
FITEND CLI =T —

(42 APT U Y —Z] D% RL DT F—%

ZRT S,

Bil: VI AN IER IS N5 6

{ —
"info": {
"result": 0, - 55—
"message": ""
}J :
"systeminfo": {
"Boot":
--Syst{em--: ( L % APLUY—2D
"Version": "3.0d", L AR AT — &
"Build": "2022-05-20",

20



Bl V7 AR IER ISR D T2 6

{
"info": {
"result": 1,
"message": "Error: Invalid request.

21



34 HBAIZ—

% APL VY =2l CRAETHTIT—NEEL, =T7—0BAELTGE O LG EIZ DN
TaBLE T,
Ay— WA & i
Error: Invalid request. (400) | 8& L7 API U VY —R|ZT7 7 ® AT %4 DFHRICAK
HRH L BHAICETRENET,

Error: Invalid request. (404) | 8 L7= API U Y —RIZTFEE LR WUIRL #fRE L 7=
LEILErREINET,

Error: Invalid request. (405) | f8E L7/ APTI U Y —ANYR—FLTWWARINAY v
RERHRE LIS EICEREINET,

Error: Invalid request. (411) U7 oA MNMERICHLER~y XIEH (content—
length) BEHEEN TV RWVWGEIZERINET,

Error: Invalid request. (417) U7 x A MERIZ, RYF—FrDO~y X IEHW
(Expect) MEENTWDGEEICEREINET,

Error: Invalid request. (500) U A N&EZ{E%. SmartCS @ Web — Tz Z
—RAELTGRICER RS NET,

Error: Invalid request. (501) | ¥rih— RAD A Y v REEEINZBEICEREIN
7,

22



Ayk—v A & kAL

Error: Invalid request. (601) U7 A RMEHFONY XFITHLERRNT A —X
(Authorization) 23& N TR WEEAICE R I
ij‘o

Error: Invalid request. (602) Vo722 MEBO~y X THRELZa—FNFEIEL
N, ETIFEELZAPL Y Y —RILT I/ ® AT
HOFRE HER) 52 B THWRWESZR STk
ARENFET, FHEL THD 2 —FHFRS SmartCS O
A—PHRELCMRL TIEIN,

Error: Invalid request. (901) V72 A N&Z(EH%, SmartCS @ Web H—/ Tz F
—DNRELTEGRICERRINET,

INHDOTT—RELEE . & APL VY —2A0OHREAZSE T V7= ZAMEH (URL
RIEEL CWNWALE T T A—4) Ziead L TLIEE W,

23



4 E

APl Y —REAY Y K

SmartCS ¢ REST API B{fEN R4 5D —A—Fat7ab £,
KETIE, % APL UV —ZDHRE B, U7 AR, L AR A, 55— FTH) (2O

Tl E T,
A URL AV v R | B
SYSTEM /system/version GET VAT AMEROBUS
USERS /users GET A—PEHR (—5) O
POST Z— YRR
/users/{username} GET Z—PIERO TG
PUT 2 —PIFROMRE
DELETE —HIER
/users/login GET 07 A RO
SERTAL /serial/tty GET U TR (—E) OBS
/serial/tty/{ttylist} GET U T IE RO
PUT U T IVEROMRE
/serial/hangup/tty/{ttylist} POST 2 U 7LD hangup
TTYMANAGE /ttymanage POST Y 32— VREZ > T U T
A= MIXFHORZEAT YT
k& AT
LOG/HISTORY | /log/history/console GET SmartCS M= Y —/Lu JEH O
%
/log/history/command GET SmartCS @ =< R 78RO G
/log/history/ttysend GET SmartCS @ ttysend & 7 [&HOEI:
/log/history/webapi GET SmartCS @ webapi & 71§ 0 Hf5
LOG/SERIAL | /log/serial/tty/{ttyno} GET SmartCS @ tty & 7o EE
/log/serial/files/tty/{ttyno} | GET SmartCS @ tty & 7RO EE (DL)
/log/serial/search/tty/{ttyno} | GET SmartCS @ tty & 7§ % sz

24




4.1 SYSTEM
4.1.1 /system/version (GET)
4111 W=
VAT MMERERIGLET,

4112 YJOUIRX b

HH NE
7 7% AA[RE/R = —HERR | normal
root

AT g R T A—H

ZOAPL Y Y —RIREARER A T v a s iEbH Y A,

25




4113 LARAKRURA

HH A

TF—<v k JSON (A7 =7 )
T — & 3.3.2 @5 —% ) &R

<LARARUVRT—H>

4 P
systeminfo Boot System Version HEILTWAY AT LAY 7 b7 T N
—Vav
Build EEILTWDH AT LAY T Y =T HE
B H
Unit BB L TWD AT L
Status JEC B 1)
Config Unit EE LTV R¥— 7 v T ORFH
Startup HEEHLTWDAX— T v T OES
ROM Version BootROM /N—7 3 >
SystemUpTime VAT AECENERZ
HW Model ET A
SerialNo U TNEE
MAC Local_Address | £ —% %y 7 KL X
Number A =%y N7 N L ZADEEK
MainBoardCPU_Model A A IR— K CPU
MainBoardCPU_Clock AA v R— K CPU JEH %L
MainMemory AEVRR
System | Main AAVHDY AT LY T M7 =T R—
Tav
Backup NPT v THEHDVAT LAY 7 FYUx
ToN—=T g v

26




4114 IT5—

ZOVY—=A 37— LIS O=T =KL EE A,

4115 174l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/vl/system/version
{
"info": {
"result": o,
"message”: ""
s
"systeminfo": {
"Boot": {
"System": {
"Version": "3.0",
"Build": "2022-05-26",
"Unit": "main"
¥
"Status": "Reboot",
"Config": {
"Unit": "external"”,
"Startup": "startupl”
T
"ROM": {
"Version": "1.1"
}
s
"SystemUpTime": "2022/05/26 15:29:22",
"HW": {
"Model": "NS-2250-16",
"SerialNo": "56000050",
"MAC": {
"Local_Address™: "XX:XX:XX:XX:XX:XX",
"Number": "2"
¥
"MainBoardCPU_Model": "e5@0v2",
"MainBoardCPU_Clock": "533.333328MHz",
"MainMemory": "1025264"
s
"System": {
"Main": "3.0",
"Backup": "2.2"
}
}
}
$

KEATHNTEZL CRediL TWET
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4.2 USERS

421 Jusers (GET)

4211 W=

—PHERO—EEPFLET

4212 YJOUIRFb

HHE Ipa
7 7 AA[RE/R = — P HERR | normal
root

AT g R T RA—H

ZOAPL Y Y —RIREARER A T v a s iEH Y A,

28




4213

LRKRUR

HH

A

T4 —~v b

JSON (A7 2= FHY)

T — & [3.3.2 @5y —4#

M8

Z NN

<LARVRT—H>

*—4

A

users

(B2F1)

hame

2

group

2—HDOFE LTS I —T4

encrypt

Ny Vafb ENTNA T — R

uid

a—HF 7 L—7 1D DIFH

port

Y TNR—FOFAY X b

permission showall

JEE 2 — IR E STV D show 2~ RETHE
[ % &R
on : T show 2~ REITHEIRZHZN

of f: M%)

root

PR — IR E SN TV D EHEMERZ TR
on : A%h

of f: #E%)

ttymanage

IR —PICREEN TS tty v R — UHEREME
(R4 FRoR
on : H%)

of f: #E%)

portusr

P —PICRESINTWDAR— b2 —FHER %
FoR
on : H%)

of f: fHEZ)

verup

WL —PICHREENTWAER— g T v 7
— IR % R
on : HZ)

of f: %)

sshkey |
(EL51) (0]

AV v RaeFoR

PR TR

29




[1]
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4214 IT5—

ZOVY =A@ T — LIS DT — TR FE A,

4215 ZE{74l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/users

{
"info": {
"result": 0,
"message": ""

}s

"users": [
{

"name": "root",
"group": "root",
"encrypt": "",
"uid": o,
"port": "",
"permission”: "",
"sshkey": ""

"name": "somebody",
"group": "normal",
"encrypt": ""
"uid": 10,
"port": "",
"permission":
"sshkey": ""
¥

"name": "api",
"group": "extusr",
"encrypt": "SPS.H.EC3v2alJRKDVqU.a9k10IcAe",
"uid": 401,
"port": "1-16",
"permission": {

"showall": "off",

"root": "on",

"ttymanage": "on",

"portusr": "off",

"verup": "off"

A -

MARELTHNI—HDF BRI ONTHL TOET
XIATHN I L TRLdllL TOET
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4.2.2 Jusers (POST)

4221 WBE

2—PEERLET,

4222 JOUIRXFb

HH A

T U A[REI 2 — W HER | root

AT g RT RA—H

VI T ARNRT 4L LTJSON 74—~y hDF—X %
FT ey NITHERELET,

<UIIRAMKRTADT—2T+—<v k>

2 AU 2—0f | NE
name 5 SR LET
(%) BFE 16 UFET

WSCPRE SRR - CRECTIRET)

Mdefault : ML

group pasil

2P N—THERELET,
(AZ8) W5 E FTRE 7R H
extusr, portusr, setup, verup, log

Mdefault : ML

password pasil

TR
WS

BMdefault :
W55

INAT— REEXTHERELET,
164 XFET
: L7 SPACE

l#%*x+, —. /:=0@_"

AN

: password, encrypt N FREIN TS

BA1E. password WESLSNET,

encrypt pe]l

IRAT—RENyVafiTHRELET,
%SmartCS @ show config running THI I XN AE




*—4 NY 22— F

port SCFH A= ha—W IR —FIZHFAT 5 U TR — |k
or DEFERELET,
HfE WL E A
1 AR— NORERET DG, BiETOREN
AEETY,

CBEOR— M EFET D56, ttylist JERAELN
SCFFNTHEN ATRETT,
Bl :1,2,3,4,10,16 H— K
“1-4, 10, 16”
CRETDMER 7T ORE BUEREINTWDHEE
HIBR L 9,
Mdefault : MEL

uid HfiE ERT 52 —FDa—W ID ZEELET,
W T fE

100~190 : —fi=—

401~410 : fLE=—

501~599 : R— k2 —

198 By Ny S a—
199 T R—=T g Ty S a—
200 cAR— b SR —Y

Bdefault : #EL
CRIEEFFIIAB CEHIY ¥ TEF)

permission | 7Y =7 b R — VO8R4, 5T 2HBRERBELET,

W% E(E
B TD show 2~ REITHEREZRET 25%H
“showall” : “on”
EHEHEREZRET 256
“root” : “on”
tty v R — UHSREHEIR AR ET 25
“ttymanage” : “on”
N— ha—PHEREZRET 255
“portusr” : “on”
N=T a7 v 7a—PHERERET 256
“verup” : “on”
BMdefault

33




“showall” : “off” ,
“root” @ “off” ,

“ttymanage” : “off”
“portusr” : “off” ,

“verup” . “Off”

34




*—4 NY 22— F

sshkey Pl 571) ssh ONHEEEZERE L ET,
W EfE
[ “method>” , “<public-key>” ]

Method 1% 20 L F T
Public—key I% 720 XXFF T
Mdefault : ML

<CLI DEITIEE>

EATNR | V7 =X FPOIERETEITTH CLI a~w 2 F

1 create user <username> group <group> [uid <userid>]
[port <enable port_list>] [{password | encrypt <string>}]
*¢password, encrypt Ol )i Z$5E S 72851 password &R E

2 set user <username> permission { normal on showall{ on| off } | root

| ttymanage | portusr | verup {on | off }}

3 set user <username> sshkey <method> <public-key>

35




4223 LARAKRURA

HH N

T A —<v b JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4| &R
4224 T5—

ZDY )= A IR T — LIS LN FOZT— RN RALET,

Ayt—
(AF—H& 2 a—R)

WA & kL

Error: Invalid json data

(400)

U7X NRT L DORNED JSON 7 +—~ v N T
BlICERENET,

Error: Invalid request body.

U7 I R NRT AT L 3 8T A — B DIRERN

(400) Bao, RSN DR T A —=Z PRE SN TV LG AEIT
FREINFET,
Error: The required | U Z A FRT 4 ITHENT A —ZRNENEESIZFE RS

parameter is missing. ($key)

(400)

nET,

Error: Invalid  argument
value. (§key)
(200)

Error: $key contains non—
usable characters.

(200)

V7 TARRT 4 THESNIZANT A—=203, ELIL
HTERWEERICFRENET,

HAOSNFZHEIE. V72 A FRT 4D JSON T —H ODNEZHER L T ZEW,
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4225 ZE{7Hl

V7T ANRT 4D JSON 7 —4#

$ cat users-post.json
{
"name": "testuser",
"group": "extusr",
"password": "abcdefghijklmn51",
"encrypt": "UuSOuT.h8r6nSBVOxaeR1bRhLf9Zx/",
"uid": 403,
"port": "1-4",
"permission”: {
"showall": "off",
"root": "off",
"ttymanage": "on",
"portusr": "off",
"verup": "off"
¥
"sshkey": [
"ssh-rsa", "AAAAB3NzaClyc2EAAAADAQABA3FO"

]

-

MU ANRT 4D JSON 7 — 243

$ curl -u api:api -X POST
-H "Content-Type: application/json"
http://<IP>:<PORT>/api/vl/users --data @./users-post.json
{
"info": {
"result": o,
"message": ""
}
}
$

KEATHNTEIZL CREdiL TWET

37



4.2.3 /users/{username} (GET)

4231 WBM=E

FEEL =P ERE PR ET,

4232 JOUIAXFb

HH A
T 7 A[REl 2 —WHER | normal
root

AT g RT RA—H

GET 7 =V Ca—V A EBELET,

<GET 7T VICLBNTA—EDIEE>

IRT A —H P
{username} THEHRE RS T ADIERBFAD L=V EZIRETE L ET,
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4233

LRKRUR

HH

A

T4 —~v b

JSON (A7 2= FHY)

[3.3.2 @5y —4#

M8

Z NN

<LARVRT—H>

*—4,

A=

users hame

2

(B2A1)

group

2—HDOFE LTS I —T4

encrypt

Ny Vafb ENTNA T — R

uid

2—H 7 L—7 1D DIEH

port

YT NR— FOFAY A b

permission

showall

JrER L —PICRE STV D show 2+ > REITHE
fR % For
on @ &TD show 2~ REITHEIRZH %D

of f: L)

root

PR — IR E SN QWD EHEMERZ TR
on : A%h

of f: #E%)

ttymanage

R —PICREENTVWD tty v R — UHEREME
(R4 R
on : H%)

of f: #E%)

portusr

P —PICRESINTWDLR— b2 —VHER %
FoR
on : H%)

of f: fHEZ)

verup

PR —PICHREENTWAER— g T v 7
— IR % R
on : HE)

of f: %)

sshkey
(B A1)

EE
o]

AV REFRR

LEY

INBREE FOR

39




[1]

A 2. 1THO VAR AT —H ERICNEE 2D 7,
users BN SN CWA 2 —PIIFELI-a—F L DR L I ET,

40




4234 IT5—

ZDY )= A I AT — LIS LN FOZT—RNRALET,

Ay—¥
(AT —ZZ2a—1N)

A & kAL

Error: Invalid request.

(400)

GET 7=V THE LIza2—V LA IZRY KR — b OILFEFH]H
BEINIBAEICEREINET,
GET 7 =) THRE L2 —VA 2R L TIIEE0,

Error: user {username} does
not exist. (103)

(200)

FE LT — 0N EE LR WA ICFRENET,
CET 7= ) THRELI-a—HTAZHHEL T,

4235 ZE{74l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/users/somebody

{
"info": {
"result": o,
"message": ""
s
"users": [
{
"name": "somebody",
"group": "normal",
"encrypt": "",
"uid": 100,
"port": "",
"permission™: "",
"sshkey": ""
}
1
}
$

XIATHN I L TRLdllL TOET

41




4.2.4 |users/{username} (PUT)

4241 BE

PRELc—P e mELET.

4242 JOITRXFb

HH A
T U A[REI 2 — W HER | root

AT g RT RA—H

GET 7/ =V Ca—V A EEELET,

BEL2—HVolFWE ) 7= A AT 1 & LT JSON

T =~y hOT—F ATVl NUITRELET,

KRELEETDLF—4 LN 2—DXT DIy
(REEEDORIGT — X DIr)
Tha—PIEROWELIT I ENTEET,

<GET 7T VICLBNTA—EDIEE>

NG A—H A
{username} M ERET DIERBEADL—FHERELET,

KYOIRMRTADT—E2IT4+—< v k>

F—4 NY 22— | N
password A INAT— REELTHRELET,
BT RE 64 30FET
WU 5 SPACE
P#%x+, -, /:=0_"
Mdefault : ML
| UieE= : password, encrypt N FERE IINLTWND
BA 1L, password MBS SN ET,
encrypt A IRAT— R&ENy Y afETHEELET,
H¢SmartCS @ show config running TH /IS A1E

42




*—4

P

port

padl
or

HefiE

A= p o= LR —FICFFAT 5 ) TR — b

DEFEHELET.

Wit i

C1 = hOBEIET 28, BAETOIRED
AT,

AR — N EEET HHE. ttylist B &N

SCFHITCHEEN AIBE T,
5] 2 1,2,3,4,10,16 R"— k
“1-4, 10, 16”

CRETLHMEN 7T OBE BUERESN TV S IEZE

HIBR L £9

permission

AV S/

PR —YORE, 5T 2HBREZEEL £,
WEEE
2 TD show 2~ REITHREZRET 255
“showall” @ “on”

BHEHRZBET D25E

»

“root” @ “on

tty v 12— UREREHESR 2 B E T D G
“ttymanage” @ “on”
A— ha—VHEREZRET H5HE

« »

“portusr” @ “on
W= a T v T a—YPHEREHRET HHE
“verup” @ “on”
BMdefault
{
“showall” : “off” ,
“root” : “off”
“ttymanage” : “off”

“portusr” :  “off” ,

“Verup” : “Off”

}

sshkey

(el

ssh DABREEAZRE L E7,

W EH
[ “method>” , “<public-key>” ]
Method % 20 CFE T

43




Public-key I% 720 XF % T

CRET DN 7T OBE BUERESN TV D HEA
HIBRL 9

BMdefault : EL

*name, uid, group THHAEVZ AN T A EL THREL THZ7—I2I3720EH A,
(2—PIEFHRIL GET 7=V DIEZAED 2%, ZRESILEEA)

KT RCOF—/ N 2 —_XT ZHEETLHILEIH Y FH A,
EERNROT —F DR THRELEEZITHI ZENTEET,

44




<CLI ®EFTIEE>
FATIE | V7 2 A FOERTFETTHCLI a~v K
1 set user <username> {password | encrypt <{string>}}
*¢password, encrypt D)7 & F5E SN 725513 password & X E
2 set user <username> port <enable port_list >
NIE
unset user <username> port
3 set user <username> permission { normal on showall{ on| off } | root
| ttymanage | portusr | verup f{on | off }}
4 set user <username> sshkey <method> <public—key>

X

unset user <username> sshkey

45




4243 LARAKRURA

HH NE

TF—<v k JSON (A7 =7 )
T — & 3.3.2 @5 —% ) &R
4244 TS5—

ZDY )= A IR T — LIS LN FOZT—RNRALET,

Ayt—
(AF—H& 2 a—R)

WA & kL

Error: Invalid json data

(400)

U7X NRT L DORNED JSON 7 +—~ v N T
BlICERENET,

Error: Invalid request.

(400)

GET 7 = U THE LIz —HF LRV R — b DOLFHN
BESNIHEEICERRENET,
GET /7 =) THRELI-a—VL 2R L T EEV,

Error: Invalid request body.

UZTARNRT 4IZHAT V3 8T A—HDRENRND

(400) BEe, DA DRT A= E BRIRE SN TV DHEAIC
FREINET,
Error: Invalid argument | Y 7 A "ART 4 TIREINTZARNTA—FZ0, IELL AL

value. (§key)
(200)

Error: $key contains non—

usable characters.

(200)

HTERWEERICFRENET,

Error:
KEDOMTT — X vtE—
(200)

FEELa—FRGE LAV, U2 hET 4
U A RNRT 4 THRESNIZRTA—=4213 IELLAL
HTERWBAICRRSNET,

HAENTZHE1L. GET 72)R) 7 = 2 FARF 4 @ JSON F—Z ONEZ R L TL

72 &N,
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4245 ZE{TH

V7T ANRT 4D JSON 7 —4#

$ cat users-put.json
{
"name": "testuser",
"group": "extusr",
"password": "abcdefghijklmn51",
"encrypt": "UuSOuT.h8r6nSBVOxaeR1bRhLf9Zx/",
"uid": 403,
"port": "1-4,8,10",
"permission”: {
"showall": "off",
"root": "off",
"ttymanage": "on",
"portusr": "off",
"verup": "off"
¥
"sshkey": [
"ssh-rsa", "AAAAB3NzaClyc2EAAAADAQABA3FO"

]

-

MU ANRT 4D JSON 7 — 243
(REEET DT —ZITOHTH2—PIHEROMELITI ENTEET, )

$ curl -u api:api -X PUT -H "Content-Type: application/json"
http://<IP>:<PORT>/api/v1l/users/testuser --data @./users-put.json

{
"info": {
"result": 0,
"message": ""

}

}
$
XIATHN T L TRLdL TOET
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4.2.5 Jusers/{username} (DELETE)

4251 W=

e —FAHIBRLET,

4252 YJYOUOIR}G

HHE Ipa
7 7 AA[REIR 2 —FHERR | root
FT g RNTA—H GET 7=V

<GET 7T VIZKB/INFTA—F2DIEE>

INT A —H AP
{username} IR T DERE A DO 2—F L 2R ELET,

48



4253 LARAKRURA

HH A

T4 —=<v b JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4 | &R

4254 I o5—

ZDY )= A IR T — LIS LN FOZT—RNRALET,

AyE— W & il

(AT —H ZAa—R)

Error: Invalid request. GET 7 = VU THE LIz 2 —F AR R — N DOILFHIN
(400) BESNLHEICFRSNET,

CET 7 =) THRELI-a—TAZHHEL T,

Error: user {username} does | R L= — P NEE LA WRSICERENT T,
not exist. (103) GET 7 =) THRE LI —VPL 2R L T EE,
(200)

4255 ZE{74l

$ curl -u api:api -X DELETE http://<IP>:<PORT>/api/vl/users/testuserl

{

"info": {
"result": o,
"message": ""

3

}

$

KEATHNTEIZL CRediL TWET
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4.2.6 /users/login

4261 WM=E

(GET)

BEa7 A LW b —ERERSELET,

4262 JOUIAXFb

HH A
T 7 A[REl 2 —WHER | normal
root

AT g RT RA—H

ZOAPL Y Y —RIREARER A T a s iEH Y AL

4263 LRKRUR

HH R
T —=< b JSON (7Y =7 )
Hims — & [3.3.2 @5 —% | &M

<LARUVART—H>

x—4 N

user_login User—Name nsA L TWEHa—H4

(1) Device BRI LT DT NS AL F 2T A AF R
Login-Time 77 v LT R
Idle BARIBAERAT - T b ORSIBIRFH]

Remote—Host

B L CWAKRANDIP 7T FL R F7-03 £4H
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4264 IT5—

ZOVY—=A 3T — LIS DOTT — TR FE A,

4265 ZE{T4l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/users/login

{
"info": {
"result": o,
"message": ""
s
"user_login": [
{
"User-Name": "somebody",
"Device": "console",
"Login-Time": "May 27 ©00:05:18",
"Idle": "00:00",
"Remote-Host": ""
¥
{
"User-Name": "api",
"Device": "0",
"Login-Time": "May 26 22:06:18",
"Idle": "@@:20",
"Remote-Host": "172.31.8.41"
}
1
}
$

KETHNTEIZL CREdliL TWET
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4.3 SERIAL

4.3.1 /serialitty (GET)

4311 W=

% TTY OVIT MERO—FZ2 s L £,

4312 YJOUIRFb

HH NE
7 7% AA[RE/R = —HERR | normal
root

AT g R T A—H

ZOAPL Y Y —RIREARER A T v a s iEbH Y A,
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4313 LARAKRURA

HH A

T4 —=<v b JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4 | &R

<LARVRT—H>

— P

ttylist tty U TR — hDOFES

(Fd1)) config baud U TR — N OEREEE
bitchar VITNAR—DOT—H Y b E
parity YT NR— MDY T ¢
stop VIVTNR—=FDA by 7y MR
flow U TILR— D7 il
detect_dsr DSR 15 5 &R bR OB ERL E
label BEARI R D 7 ~ L4

status DSR & 5% DSR DOBIFEDIREE
CTS & 5% CTS OBIEDIREE
DTR 1 5% DTR DHAEDIRRE
RTS 1Z5HE RTS DHAEDIRKE
D 1E 541 CD DBAED IR
stats TX_Octets EEA T v M

RX_Octets ZEA T v MK
Error_Parity ZENRDT 4 —x T —DEEK
Error_Framing ZET7L—I T —DREK
Error_Overrun ZAEF—"—F o DEK
Break_Count ZET L—7 DK
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4314 IT5—

ZOVY—=A 37— LIS O=T =KL EE A,

43.1.5 ZE{7l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/vl/serial/tty

{
"info": {
"result": 0,
"message": ""
s
"ttylist": [
{
"tty": 1,
"config": {
"baud": 115200,
"bitchar": 8,
"parity": "none",
"stop": 1,
"flow": "none",
"detect_dsr": "off",
"label": "NS-2250-48"
s
"status": {
"DSR": "on",
"CTS": "on",
"DTR": "on",
"RTS": "on",
"CD": "on"
s
"stats": {
"TX_Octets": o,
"RX_Octets": o,
"Error_Parity": o,
"Error_Framing": o,
"Error_Overrun": 0,
"Break_Count": ©
}
3
{
"tty": 2,
"config": {
"baud": 9600,
Ak
}
1
}
$

METHNIEIZ L CRedliL TWET
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4.3.2 /serial/tty/{ttylist} (GET)

4321 W=E

FREL TTY OV T VG REBAFLE T,

4322 JOUIRXFb

HH N

7 7 AAREZR 2 — P HEBR | normal
root

FT T a NG A—H GET 7 =1

<GET 7T V)ICLBNTA—EDIEE>

INTRA—H N
{ttylist} TTY FH 5% ttylist B THELE T,

Bl tty F51,2,3,4,10 ZHEET L5E
1-4, 10
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4323 LARAKRURA

HH A

T4 —=<v b JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4 | &R

<LARVRT—H>

— P

ttylist tty U TR — hDOFES

(Fd1)) config baud U TR — N OEREEE
bitchar VITNAR—DOT—H Y b E
parity YT NR— MDY T ¢
stop VIVTNR—=FDA by 7y MR
flow U TILR— D7 il
detect_dsr DSR 15 5 &R bR OB ERL E
label BEARI R D 7 ~ L4

status DSR & 5% DSR DOBIFEDIREE
CTS & 5% CTS OBIEDIREE
DTR 1 5% DTR DHAEDIRRE
RTS 1Z5HE RTS DHAEDIRKE
D 1E 541 CD DBAED IR
stats TX_Octets EEA T v M

RX_Octets ZEA T v MK
Error_Parity ZENRDT 4 —x T —DEEK
Error_Framing ZET7L—I T —DREK
Error_Overrun ZAEF—"—F o DEK
Break_Count ZET L—7 DK
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4324 IT5—

ZDV )= AT AT LIS L FOZT— RN RALET,

Avg—v

(RTF—FAa—R)

A & kAL

Error: Invalid request.

GET 7 = U CHELZTTY U R b (ttylist) IZRYHR— »

(400) D LFHRALERSN DEB IR E SN HEICERRINE
R
GET 7 = U TIRE L 7= ttylist ZAER L T 72 &0y,
Error:  “show  json tty | fRE L7z tty BFEEDHFIELRWEESC, GET 7 = U T

1,16,17 <-— syntax error
[tty number  (n[-n][,n[-
n]]... n=1-16 listmax=16)]"
MEDOMCLI DT T — A v E—
o

(200)

ESNTeRT A—=205 IEL R TERWGEIZERR
SNET,
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4325 ZE{7Hl

$ curl -u api:api -X GET http://<IP>:<PORT>/api/vl/serial/tty/1,16

{
"info": {
"result": o,
"message": ""
s
"ttylist": [
{
"tty": 1,
"config": {
"baud": 9600,
"bitchar": 8,
"parity": "none",
"stop": 1,
"flow": "none",
"detect_dsr": "off",
"label": "NS-2250-48"
s
"status": {
"DSR": "on",
"CTS": "on",
"DTR": "on",
"RTS": "on",
"cb": "on"
s
"stats": {
"TX_Octets": 0o,
"RX_Octets": 0o,
"Error_Parity": o,
"Error_Framing": o,
"Error_Overrun": o,
"Break_Count": ©
}
s
{
"tty": 16,
"config": {
"baud": 115200,
Bl
}
1
}
$

KEATHNTEIZL CRediL TWET
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4.3.3 /serialltty/{ttylist}

4331 #M=E

(PUT)

FRELE TTY O 7 MG HRARELET,

4332 YJOUIRFb

HHE Ipa
7 7 AA[REIR 2 —FHERR | root
FT g RNTA—H GET 7=V

RELESTIY OFEE Y 7 = A MKRT 4 £ LT, JSON 7
=~y NOT—H AT V= MITHEELET,
KEREEHETDHXF—HENY 2—DXT DI
(REEEDORIGT — X D Ir)
TYY T NAEROWE LTI FNTEET,

<GET 7T V)ICLBNTA—ZDIEE>

INTRA—H N
{ttylist} TTY FH 5% ttylist B THRELE T,

Bl tty %5 1,2,3,4, 10 ZHHET 256
1-4, 10

KYOIRMRTADT—E2IT4+—< v k>

*—4 NY 2 — DAl p
baud g1 U TR — FOEREHE ZFRE L ET,
W57 P RER

2400, 4800, 9600, 19200, 38400, 57600, 115200
BMdefault : #EL
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*—4

NY 2 —DHl

P

bitchar

HefiE

VUTNR—ROT—F by NEEEELET,
W5 E FIRE 2R

7,8
Mdefault : HEL

parity

pedl

VUTNR—= R ONRY T 4 BRELET,
W5 E FTREZR M
even, odd, none

BMdefault : #EL

stop

HefE

UTNR—=FDA Ny Ty MREHEELET,
W5 E P RE e fiE

1, 2

Mdefault : MEL

flow

pas

SUTAR— O T —HIEEEELET,
W5 7E T RE 72 M
Xon, rs, none

Mdefault : fEL

detect_dsr

pas

DSR 15 SR B RE DEMER EAFRE L £7,
W5 7E T RE TR fE

on_edge, on_polling, off
Mdefault : fEL

label

padl

BEAH S BRSO 5~ L4 R E L E T,

B E D 1-32 07

WOCERE S SPACE
@ -

Mdefault : #EL

Wi 5

CRETHER 7 OBA . BUERESAL TV A

HIBR L E9
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<CLI OETIEE >

FATIE | V7 2 A FOERTFETTHCLI a~v K

1 set tty <ttylist> baud

2 set tty <ttylist> bitchar

3 set tty <ttylist> parity

4 set tty <ttylist> stop

5 set tty <ttylist> flow

6 set tty <ttylist> detect_dsr

7 set portd tty <ttylist> label <“string”>
L
unset portd tty < ttylist> label
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4333 LARAKRURA

HH A

TF—<v k JSON (A7 =7 )
T — & [3.3.2 i@ — 4 | &R
4334 I5—

ZDY )= A IR T — LIS LN FOZT—RNRALET,

AvE—v
(AT —HAa—F)

A & kL

Error: Invalid json data

(400)

U7X NRT L DORNED JSON 7 +—~ v N T
BlICERENET,

Error: Invalid request.

GET 7 = U THE LIz —HFLAIZRY R — b DOLFHN

(400) BEINAIHEICERREINET,
GET 7 =V THRE L2 — VA EMR L T ES0,
Error:  Invalid argument | V7 = XA hRF 4 THEINTZ AT A =2, ELL ML

value. ($key)
(200)

Error: $key contains non-
usable characters.

(200)

BTERWEAICEREINET,

Error:
KEOM=T — A vtE—T
(200)

GET 7 =V CHE LTz ttylist OMEIEFHI (NS-2250-
16 T, 17T %46E) &, HESINZRTA—FN, EL
SHBETEX WAL REINET,

HAOESNEHEIE. GET 72U V7 =2 FARF 4 D JSON F—ZNEZ R L TLE

éb\o
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4335 ZE{7l

V7T ANRT 4D JSON 7 —4#

$ cat tty-put.json

{
"baud": 9600,
"bitchar": 8,
"parity": "none",
"stop": 1,
"flow": "none",
"detect_dsr": "off",
"label": "SWITCH-1"

}

$

KNI ANRT 4D JSON 7 — 413
(RELESTHTF—ZITOHLTH YU TIERORELITOENTXET, )

$ curl -u api:api -X PUT -H "Content-Type: application/json"
http://<IP>:<PORT>/api/vl/serial/tty/16 --data @./tty-put.json

{

"info": {
"result": o,
"message": ""

}

}

$
KETHNTEIZL CREdiL TWET
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4.3.4 /seriallhangup/tty/{ttylist} (POST)

4341 HE

BELETTY 277y 7 LET,

4342 YOIRFE

HHE Ipa

7 7 AA[REIR 2 —FHERR | root

FT g RNTA—H GET 7=V
POST

MY ARNRT 47 =237 L

<GET 7T V)ICLBNTA—EDIEE>

INT R —H N
{ttylist} TTY HZ 5% ttylist B THREL E7,

Bl tty F 5 1,2,3,4,10 ZEET HHE
1-4, 10
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4343 LRKRUZR

T+ —~v b JSON (A7 2= FHY)

s — % [3.3.2 @5y —#

O

AN

4344 IT5—

ZOVY—A I BT — SN L T O T —3 AL ET,

Error: Invalid request. GET 7=V THE LIZa—V A IZRY KR — b DOILFFH]HR
(400) BEINLGAICRRINET,

GET 7 =V CHE L2 —F 4 2R L T 7ZE0,
Error: GET 7 = U CHRE L7= ttylist OENFFAES (NS-2250-
KEOMTT— X yE— 16 T, 17 Z457E) 72 & HBESNNRTA—ZR, IEL
(200) SRETERWEBICRRINET,
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4345 ZE{7H4

V7T ANRT 4D JSON 7 —4#

http://<IP>:<PORT>/api/vl/serial/hangup/tty/16

{

"info": {
"result": o,
"message”: ""

}

}

$

$ curl -u api:api -X POST -H "Content-Type: application/json" -d ""

XFEATHNIHIZ L TREL TOET
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4.4 TTYMANAGE

4.4.1 /ttymanage (POST)

4411 WME

TTY ~ 3% — U REREZ i > TV T LR — MM SCFHNDOEZE 2 EITUE T,

4412 YOIRFE

HH NE
T 7 AR[RE/ R —HEBR | ttymanage

T a v NTA—H

VI T ARNRT 4L LTJSON 74—~y hDF—X %
A7V=s PUTHRELET,

SYOIRMRTADT—E2IT4+—< v +>

(1) EAXHaE

*—4 i) W
tty BofiE tty FEHEELET,
(WZH) (3CF31) WP 1-48
W%
- ttylist BRUIRYF— K
C SCTRFEE 17 THEMELET,
Mdefault : fEL
cmd_timeout HE sendchar EERDOZ A L7 7 MEZEEL £,
(3CF31) Wi 2 1-30

W55
C SCFHIFRECTHEEL £97,
BMdefault : 10
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*—4 i N
nl CFH] | sendchar ORI H5F H8 72— FEHRE
L%,
W/ :cr, If, crlf
W5 BRELSMIT T —E R0 £,
recvchar B4l sendchar EERICFHEHET 2 LTFHZHEE L
£7,
WSGERE - /&K 16
Mdefault : &L
recvchar_regex i 571 sendchar EFERICFFHZIT 5 XFH (IEHF
) #HELET,
WA - ROK 8
Mdefault : #EL
sendchar vl RETLIXFINERELE T,

LTI OE AT > a o0 THEET
BTN F—T— a3 TH-> THEE
LET,

WG - ROk 1024

BT E 0 1-128 3XUF

WCTFE o SEHUT SPACE

P%*+, -, /=0

WRFER 72 E T 1
_NL__ BATIEE
__CTL_ :hex  fHMHISCF (1 3059 &5
__HEX__thexs fHilffisCT (B50) %15

MEEXA IV T AT ar
-« _WAIT _:sec
- __NOWAIT__

« __NOWAIT_ :sec
MEFEFEEA 7Y g o OFIPHIE 1-1800
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KYUHGIRRTFADT—RITH—T Y >

(2) TS5—ROE

% —% 7

P

error_detect_on_sendchar | L4

sendchar IEFHIZT T —NHBAE LG E . LR
@ sendchar ZEET 200/ LIRWWORRIE & 5
ELET,
WERR
- exec
T —MRAE LTS E T, sendchar %
EELES
+ cancel
T T =L LT SA . sendchar 21413
LEHA
L
« =7 —1

TimeOut

Session limit over

Error Method

Connection closed

error_recvchar_regex el

sendchar ¥fE1% 457 S 72 30551 (IEHIERH)
MEBEENTWEOT T — L5 WTHNEHEE
LET,

WA - Rk 8

Mdefault : fEL

KYUHGIRMRFADT—BITH—T Y >

(3) T/1\vY
*—4 i W
ttyemd_debug SFH | TRy TIEREV AR AT —XIZEG0NE

I MOREMEZIEE L £,

WK : off, on, detail

Bdefault : off

WiiEE BRI T —L R0 £T,
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4413 LARAKRURA

HH A
TF—<v k JSON (A7 =7 A1)
@ — & 13.3.2 @7 —% | &M

<LARARUVRT—H>

— s
request VI XZARNRT 4 THRELLY 72 A N T =4
error B LT —H
data V7 ZAMRT 4 THRE LYY T AVORZES T U AIZONT
(BA1) #f§7 —4 (execute_command)

- XFF

Z{E5 — 4 (response)

- fid 4|

DA G DLEEA TV =7 MEXTESINTHEM LT — 4
debug TRy TF—H

ttyemd_debug 78 on F£721% detail DEFDO L
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4414 I 5—

ZDV )= AT AT LIS L FOZT— RN RALET,

Ayt—
(AT —HAa—R)

N

Error: Invalid json data

(400)

V7 A2 NRT 4 ODNEMN JSON 7 4 —~< > h T
WA ICFERREINET,

Error: The required parameter

is missing. ($key)

VA MRT 4 ICBE ST A — B NN
CERENET,

(400)

Error: The XXX option must be an | U Z X AT 4 IZEAIFB CIRET H /3T A —

array. 2 uEYR— MORMTHE LELGEICE RSN

(400) %9, (sendchar, recvchar, recvchar_regex,
error_recvchar_regex)

Error: The cmd_timeout option must | U Z = ZX FARF 4 @ cmd_timeout 47 3 D

be an integer(range:1-30).

(400)

ROEHPHNFR > TV LGB IR RS NE T,

Error: The nl option must be a string
(erlf, cr, 1f (default: cr)).
(400)

U7 A RRT 4 Dnl A7 a v OREMEIE
STWAEBICFRENET,

Error: XXX :sec option must be an

integer (range:1-1800).

V7 oA NRT 4D sendchar 7 a3 D%
FA X7 ORFRERGEE (__WAIT_:sec,

(400) __NOWAIT__:sec) D3 ito TWALHICE /RS E
R

Error: The configurable lines of | U Z A FART 4 D sendchar &7 3 v DOHEE
sendchar are 1-1024. BORFHEHNA OB SR RINE T,

(400)

Error: The configurable lines of | U Z =& MARTF 4 @ recvchar 47> 3 DK E
recvchar are 1-16. BN OG AR R EINET,

(400)

Error: The configurable lines of | U Z =& NART 4 @ recvchar_regex 7 3

recvchar_regex are 1-8.

(400)

DBREBPHAN DG EITFRINET,
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Aye—¥
(ATF—F 2 a—1])

S

Error: The configurable lines of

error_recvchar_regex are 1-8.

(400)

V7 =X NIRRT 4 D error_recvchar_regex 47
va VOREBDFIHNOLEICERINET,

Error: The error_detect_on_sendchar
option must be a string (cancel,
exec (default: cancel)).

(400)

Y7 X RNRT 4D error_detect_on_sendchar
F 7T a v OREEN YR — M OBFEITER
SNFET,

Error: The ttycmd_debug option must

be a string (off, on, detail

(default: off)).

U7 A RKRT 4D ttyemd_debug 7> 3 D
REENVR— M OGEAICERINET,

(400)

Error: sendchar contains non-usable | V) 7 =& h3RF 4 D sendchar 7 3 » DR IE
characters. EIZY AR — M OXFENE ENTHEAI
(400) FRINET,

Error: VI T ARRT 4D tty A7 a o OREMEHM
XEDOMTT—RA v E— qnpHsL (NS-2250-16 T, 17 Z457E) &, fHE
(200) ENTNT A—=F BN E LB TE WA

FoRESNET,

TSN B VI ZANRT 4D JSON 7 —F DONEE AL TTZS0,
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4415 ZE{7H

V7T ANRT 4D JSON 7 —4#

$ cat switch_version.json
{
"tty": 2,
"nl": "cr",
"cmd_timeout”: 30,
"recvchar": [
"Switch>",
"Switch#",
"Press RETURN to get started."
1
"recvchar_regex": [
"[Uu]sername:",
"[Pp]assword:",
"(M\\r[\\n|!)[a-2A-20-9_().-1*(>|#) "
1B
"sendchar": [
"ONL_",
"ssol",
"ssol",
"terminal length 0",
"show version",
"exit"
1
}
$

MTTY &5 2 ICHERES LTS Switch BLFICR /A1,
“terminal length 07,
“show version”
v REFEITL TR TN L0 FUABIER0ET,
EATHIEEZ L CiidliL CnE T
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$ curl -u api:api -X POST -H "Content-Type: application/json"
http://<IP>:<PORT>/api/v1l/ttymanage --data @./switch_version.json

{

"info": {
"result": 0,
"message": ""

s

"request": {

"tty": 2,

"nl": "cr",

"cmd_timeout": 30,

"sendchar": [

" NL_ ",

"ssol",

"ssol",

"terminal length 0",
"show version",
"exit"

1,

"recvchar": [
"Switch>",
"Switch#",

"Press RETURN to get started.”

1,

"recvchar_regex": [
"[Uu]sername:",
"[Pp]assword:",
“(*I\\r[\\n|!)[a-zA-Z0-9_().-1*(>[#) "

1,

"error_recvchar_regex": [],

"error_detect_on_sendchar": "cancel",

"ttycmd_debug": "off"

s

"data": [

{

"execute_command": "__NL__",
"response": [
"Username:"

]
A

"Press RETURN to get started.”,

}
$

KU AR AT —ZD—E(data)lc DOV TIEN B ZEIE L TOET,
date 5712, EFEOTVTIVIEE DAL —Ta BEHSNET,
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4.5 LOG/HISTORY

4.5.1 /log/history/command

4511 W=

(GET)

SmartCS Da~Ru/E@RE Gl £7,

4512 VYOUIX}+

D

HH NE
T 7 ARE/ R —WHERR | root
FT g RNTA—H GET 7=V

<GET 7T VIZKB/INTA—F2DIEE>

INT A —H R
lines FTonT Havwy RaZomEiRE LET,
W {5 7E &

-+ 1-1000 : FEE L7ATHERLET,
Bl 210 LERE LTSS, B0 1017%
FoRLET,
call  ERETOR 7 ERK81921TRRALET,
CRIEE - T A= EBRRIBEDOEE . RO 50 17
HFRRALET,
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4513 LARAKRURA

74— JSON (A7 2= FHY)
s — % [3.3.2 i@ — 4| &R

<LRRVRT—E>

¥— WA

log SmartCS @~ Ru /5 —# #FEKR
(BZ51)

4514 IT5—

OV =R I T —LISMILL T O=T =3 AL T,

Error: Invalid value(lines). GET 7 = V) THRE L= R THITR Y R — s DX F5

(200)

AERFEE SN DG AICFRINET,
GET 7=V THRE LIZNAEZTHER L T E &,
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4515 ZE{7H4l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/log/history/command

{
"info": {
"result": 0,
"message": ""
¥
"log": [
"2026 Jan 7 18:22:01 somebody/console: show ver",
(W)
"2026 Jan 8 18:29:17 api/webapi: show log command 50"
]
}
$

XA TariL
SEITHNTEEIE L Ttk L QnvET

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/command?lines=100

{
"info": {
"result": o,
"message": "

¥
"log": [
()
]
}

$

KIEHTD 100 {745 FR

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/command?lines=all

{
"info": {
"result": o,
"message": ""

s
"log": [
€41%9)
]
}

$

KeETonrZ (K 819217T) #FER
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4.5.2 /log/history/console (GET)

4521 HE

SmartCS =V — L a/ fEREZEELET,

4522 YOIRFE

HHE Ipa
T 7 AR[RE/ R —WHERR | root
FT g RNTA—H GET 7=V

<GET 7T VIC&BNTA—EDIEE>

INT R —H P
lines ForTHavr Nl oiTEEEE LE7,
W5 E

-+ 1-1000 : FEE L7ATHE R LET,
B - 10 LEEE LT2SHE. BHo 1047%
FRLET,
call RO R 7 EZEK812ITR R LET,
CRIEE  RNT A= BRREEOS A, BHO 5017
ERRALET,
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4523 LARAKRURA

JSON (A7 2= FHY)

O

[3.3.2 i@ — 4| &R

<LRRVRT—E>

*— P
log SmartCS D= Y —ba J5—HK ZFKR
(BLF1))
4524 T o5—

OV =R I T —LISMILL T O=T =3 AL T,

Error: Invalid value(lines). GET 7 = V) THRE L= F TR R — s DX F5

(200)

AERFEE SN DG AICFRINET,
GET 7=V THRE LIZNAEZTHER L T E &,
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4525 ZE{7l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/log/history/console

{
"info": {
"result": 0,
"message": ""
¥
"log": [
"2022 May 27 00:05:18 login: login success: somebody/console",
(W)
"2022 May 27 ©00:15:18 login: logout: somebody/console"
]
}

$

XA TariL
SEITHNTEEIE L Ttk L QnvET

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/console?lines=100

{
"info": {
"result": o,
"message": "

¥
"log": [
()
]
}

$

SIEHTD 100 1% FoR

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/console?lines=all

{
"info": {
"result": o,
"message": ""

s
"log": [
€41%9)
]
}

$

KeETonrZ (K 819217T) #FER
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4.5.3 /log/history/ttysend/tty/{ttyno} (GET)

4531 HBE

TTY ~ % — VRO Fa~ U R TTY ICEH LIe T — 2/ 2 S L £,

4532 YOIRFE

HHE Ipa
T 7 AR[RE/ R —WHERR | root
FT g RNTA—H GET 7=V

<GET 7T VIC&BNTA—EDIEE>

INT A —H P
{ttyno} TY HHE2—2HEELET,
W5 TEEH : 1-48
lines BT Havwr Fa o8 EEELET,

W 5 E i
-+ 1-1000 : FEE L7ATHER LET,
Bl 010 LERE LGS, B0 1017%
FoRLET,
call  ERHTOR VAR 81921TRRALET,
CRIEE - T A= EBRIBEDOEE . RO 50 17
HFRRALET,
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4533 LARAKRURA

HH N

T4 —=<v JSON (A7 2= FHY)

T — & rs.

3.2 w7 —% | M

<LARARUVRT—H>

*— A

log TTY ~R—VHEREDOK T~ R TTY ST —#nr%
(BF1) FoR

4534 IT5—

OV =R I T —LISMILL T O=T =3 AL T,

Aok — N & %L
(AF—H Za—R)
Error: Invalid value(ttyno). GET 7 = U THE L7= TTY FH BRI R — b D75
(400) REBEESNDIHBEICRRINET,

GET 7 = U CTHE LImNE ZHiEB L T 7230,
Error: Invalid value(lines). GET 7 = U THE LI RRITEITR T AR — h D CFF
(200) RENEESNLDHE TR SNE T,

GET 7 = U THIE LTENAEZHER L T TEE W,
Error: GET 7 = VU THE L7 TTY HF 5 OEMNFPHS (NS-
KEZOMTT— A vE—V 2250-16 T, 17 Zf5E) R E FHEINTNRT A—H
(200) B, ELRHTERWGHIZRRINET,
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4535 ZE{7Hl

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/log/history/ttysend/tty/4

{
"info": {
"result": 0,
"message": ""
¥
"log": [
"2022 May 12 19:01:01 restapi: enable<CR>",
(W)
"2022 May 12 19:02:19 restapi: show running-config<CR>
]
}

$

XA TariL
SEITHNTEEIE L Ttk L QnvET

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/vl1l/log/history/ttysend/tty/4?1lines=25

{

"info": {
"result": o,
"message": ""

s

"log": [

(AI%)

]

XIS D 25 1T Fm

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/ttysend/tty/4?1lines=all

"info": {
"result": o,
"message": "

s
"log": [
€41%9)
]
}

$

KeETonrZ (K 819217T) #FER
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4.5.4 [log/history/webapi (GET)

4541 HE

SmartCS @ webapi =7 [F#HaBIGLET,

4542 VJOUOIR}+

HHE Ipa
T 7 AR[RE/ R —WHERR | root
FT g RNTA—H GET 7=V

<GET 7T VIC&BNTA—EDIEE>

INTRA—H N
lines #5735 REST API O 1 7 OF78 58 E LE T,
W {5 & [

-+ 1-1000 : FEE L7ATHE R LET,
B - 10 LEEE LT2SHE. BHo 1047%
FRLET,
call RO R 7 EZEK812ITR R LET,
CRIEE  RNT A= BRREEOS A, BHO 5017
ERRALET,
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4543 LARAKRURA

HH N

T A —<v b JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4| &R

<LARARUVRT—H>

*— o
log SmartCS @ webapi O w1 75 —H ZHFKR
(Fe51)

4544 IT5—

OV =R I T —LISMILL T O=T =3 AL T,

AyE—v
(AT —HZZAa—F)

A &t

Error: Invalid value(lines). GET 7 = U THRE L= Fon IR AR — F D CF5)

(200)

RMENRE SN D HEA TR R EINET,
GET 7 =) TIHRE  LIENEZMHR L T EE,
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4545 ZE{7l

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/log/history/webapi

{
"info": {
"result": 0,
"message": ""

¥
"log": [
(W)
"2022 May 27 11:47:15 [10080] login success: api/172.31.8.41:41188",
"2022 May 27 11:47:16 [10080] logout: api/172.31.8.41:41188"
]
}

$

XA TariL
SEITHNTEEIE L Ttk L QnvET

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/webapi?lines=100

{
"info": {
"result": o,
"message": "

¥
"log": [
()
]
}

$

KIEHTD 100 {745 FR

$ curl -u api:api -X GET
http://<IP>:<PORT>/api/v1l/log/history/webapi?lines=all

{
"info": {
"result": o,
"message": ""

s
"log": [
€41%9)
]
}

$

KeETonrZ (K 819217T) #FER
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4.6 LOG/SERIAL

4.6.1 /log/serial/tty/{ttyno} (GET)

4611 W=

SmartCS @ TTY n/ {F a2 RS L F3,

4612 YOUIXG

HH NE
T 7 AR[GE/ R —FHEBR | ttymanage
F g RG A—H GET 7=V

<GET 7T VIZKB/INTA—F2DIEE>

INT A —H NE
{ttyno} Y ZSE2— 2T LET,
W5 EFPH : 1-48
lines FRTDHawr Fa O ERELET,

W 5 E i
-+ 1-1000 : FEE L7ATHER LET,
Bl 010 LERE LTSS, B0 1017%
FoRLET,
call  ERHTOR VAR 81921TRRALET,
CRIEE - RT A= EBRIBEDOEE . RO 50 17
HFRRALET,
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4613 LARAKRUZA

HH N

T4 —=<v JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4| &R

<LARARUVRT—H>

*— N

log SmartCS 2MEMF L CWAIEE L TTY FB B0 u 7 F# 2 &R
(B 51)

4614 I5—

OV =R I T —LISMILL T O=T =3 AL T,

AyE—v
(AT —HZZAa—F)

A &t

Error: Invalid value(ttyno).

(400)

GET 7 = U TIE L= TTY HEITR R — F DOCFF
RMENRE SN D HEA TR R EINET,
GET 7 =) TIHRE  LIENEZMHR L T EE,

Error: Invalid value(lines).

GET 7 =V THRE L= R IR R — s OLFS

(200) RMEPEEINLIGEILRTRINET,
GET 7 =V THRELIZ-HNEZHER L T 7Z &,
Error: GET 7= U THELE TTY BB OMNEFHA (NS-

KEOMET —A v—v
(200)

2250-16 T, 17 Z5E) 2 &, FBEINTZ/NRT A—X
B, ELLAMBETERWESIZRRREINET,
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46.1.5 ZE{7Hl

$ curl -u api:api -X GET http://<IP>:<PORT>/api/vl/log/serial/tty/2

{

"info": {
"result": o,
"message": ""

s

"log": [

(B )

]

XA TariL
SEITHNTEEE L TRtk L CnvET

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/log/serial/tty/2?1ines=100

"info": {
"result": o,
"message": "

3
"log": [
€4%9)
]
}

$

BT D 100 17 % £KoR

$ curl -u api:api -X GET http://<IP>:<PORT>/api/v1l/log/serial/tty/2?1lines=all

{

"info": {
"result": o,
"message": ""

s

"log": [

(E )

]

MK 81921770 u 77 7 A VKR
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4.6.2 /log/serialffiles/tty/{ttyno} (GET)

4621 WM=E

SmartCS ® TTY v/ 5 —4% &G (Fvru—R) LET,

4622 'JOUIRFb

HHE Ipa
T 7 AR[GE/ R —HEBR | ttymanage
F g RG A—H GET 7=V

<GET 7T VIC&BNTA—EDIEE>

INTRA—H N
{ttyno} TTY ZHxE— 2>\ ELET,

WS EHEDH - 1-48

lines KrTiravr K7 ofraEE L ET,
W 5 E i
-+ 1-1000 : FEE L7ATHER LET,
Bl 010 LERE LGS, B0 1017%

FRLET,
call AREEICEE I TV e 7 22 THRR
LET,
CRIRTE - NT A= PRIBEDSE . D 50 1T
rFRRLET,
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4623 LARAKRURA

HH N

Tr—~v b TX¥ A ST —# (text/plain)

<LARUVRT—H>

OF

SmartCS NERIFL CWARE LT TIY HFEOR VT E#RET XA N T —X T ya—RKLET,

B 7 A V4 {EE (Content-Disposition @ attachment:filename)

- UL, R A R4 ttyNN_yymmddhhmm, log
- NNIETTY &S (Y HBESNAHOBA, 0 3G SHET, TTV2 OHA, _tty02.)
- SAULZIT SPACE 2 - TWAEA . SPACE 1T (7T v F— =) IS nE 9,
- TR BESNTORWNESIE [ A M4 _ttyNN_yymmddhhmm. log] & 720 £,

4624 I o5—

DV =R I T —LISMILL T O=T =3 AL T,

Ay—
(AT —HZRAa—F)

A & il

Error: Invalid value(ttyno).

(400)

GET 7 = U TIE L= TTY BRI R R — F DOCFF
SRMENRE SN DG AR REINET,
GET 7 =) TIHRE LIENEZMHR L T EE,

Error: Invalid value(lines).

GET 7 = THE LR EBic R R — s OLFH

KEOMET—A -V
(200)

(200) LENEESINDIGEICEREINET,
GET 7 =) TIHRE LIENEZMHR L T EE,
Error: GET 7=V CTHE L TIY HEOMMNEFHI (NS-

2250-16 T, 17 #4E) 7oL, HMESNT/RT A—X
N, ELLUETERWESICETRENET,
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46.25 ZE{7H4l

$ curl -u api:api -LOJ -X GET http://<IP>:<PORT>/api/v1l/log/serial/files/tty/2
$ 1s
SWITCH-1_NS-2250_tty@2_2205271913.1log

$

XA Tarigl
KETHNTEE L GefiL CWnET

$ curl -u api:api -LOJ -X GET
http://<IP>:<PORT>/api/v1l/log/serial/files/tty/2?1ines=100

$ 1s

SWITCH-1_NS-2250_ tty@2_ 2205271913.1log

$

KEHD 100750l 77 A Ve H 7 ra— R
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4.6.3 /log/serial/search/tty/{ttyno} (GET)

4631 WBM=E

SmartCS @ TTY n/ {FHa B LET,

4632 YJOUIRFb

HHE Ipa
T 7 AR[GE/ R —HEBR | ttymanage
F g RG A—H GET 7=V

<GET 7T VIC&BNTA—EDIEE>

IRTA—H A
{ttyno} TTY & 5%a—>fELET,
(WZH) WEEHPE : 1-48
string BBEXTINERELET,
(W42H) BCTE 0 1-32

[ BIEE S i o

SPACE ! # %+, -. /=@ _
WL  ARX—REEAT XTI EHRBTHHE.
A= 20T %20 LHEELET,

lines MR CFHNTRG L I o T AT O IATHEEE LET,
W5 EHIPE © 0-64
<0 ZRE LTIeSE . BEBRSUFH 2 S TedT D B8
BRBFERLE L THDENET,
<1 ZFRE LIESE. BRSUFS R 11T OF 317
PRFERERLE LTHD SN ET,
64 ZHEE L7255 aE, 129978720 £,
Wi : lines 8EN R WGE . BB LTHNIE
HAhsnEgA,
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4633 LARAKRURA

HH N

T4 —=<v JSON (A7 2= FHY)

T — & [3.3.2 i@ — 4| &R

<LARARUVRT—H>

F— N

tty 0 JIERERIET D TTY i

label 0 JIERERET D TIY BFICRESNTND T L4

string WRFE T

count 1 JIERIZE F N TV TR R UYL

data a0 SERICEEN TWERBLTIN a2 Een /T — 2 ML ET,

(BEF) MBFEROFRIT 512 FFETE 20 £4, 512 h2 B2 558 1F T —
EhnES,
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4634 IT5—

ZDY )= AT AT LIS LN FOZT— RN RALET,

AryE—v

(RAF—H Aa—R)

A & kAL

Error: Invalid value(ttyno)

(400)

GET 7 =) THRE L= TIY FHHITRY R— h DX
FHIRMEPEE SN DG EICRRENET,

Error: The required parameter is
missing. (string)

(400)

GET 7 =V OMIANRNT A —F Th DRI ES
DIEESNTWER A,

Error: The configuable length of
search string is 1-32

(400)

GET 7 =V OMELFIN O XL FRE NI & 72
STWET,

Error: string contains non—usable
characters

(400)

GET 7 =V OMFBECFINIRY R — b+ O UFFE
NEENTWET,

Error: Invalid value(lines: 0-64).

(400)

GET 7 = U TIE L7 AN I D i 4+
&0 F9,

Error:
KEOMET— X v —
(200)

GET 7 = U TH5E L7= TTY HB DA &1 FH A+ (NS
2250-16 C, 17 Z#8E) 72 &, BEINT/XT A
— N, ELL B TE WA ICEREINE
7,

FRSNIS G GET 72 ) THRIELIENA Z RS L TS,
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46.3.5 ZE{THl

$ curl -u api:api -X GET
"http://<IP>:<PORT>/api/vl/log/serial/search/tty/2?string=version”

{

"info": {
"result": 0,
"message": ""

3

"tty": "2",

"label": "SWITCH",

"string": "version",

"count": "4",

"data": []

}
$

X “verison” HELLFIN BB LT-HGE
NMEITHNIEL CrdiL QVvET

$ curl -u api:api -X GET
"http://<IP>:<PORT>/api/vl/log/serial/search/tty/2?string=version&lines=1"

"info": {
"result": o,
"message": ""
s
"tty": "2",
"label": "SWITCH",
"string": "version",
"count": "4",
"data": [
[
"SWITCH#",
"SWITCH#show version",
"XXX Software Build-Date (4/16) "
1,
[
wpw
"version 1.0",
XX XXX XXX XXX XXXXXX "
1,
[
(E )
]
1
}

$

P

% “verison” A BHLILFHNDOHIE 1 ITA MR LIZGH
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5 ZE /ttymanage ODfisR
51 FERLDOIE
/ttymanage @ API VY —2&4RELT TTY v 31— UHREE ) ECOFEELETLHEHL
9, TTY ~F—UHEREA ) H T, SmartCS DI VT /LR —MIEEESIL TV DD
Y — WK LU THRRES NI SCFRN DO EZAZEATV k& oA L —a 23795

FATREL 72D ET,

72720 LR ORI EE L TTHRIH FEV,

(1) =Y = ORI

SmartCS ([ZHEH AL TODERR DY — WIRBEIZ DWW T, TTY ~ 3 — URHE
ITEEL, fE AT TOWER A, ZICEITLIZa < RiZE-> T, SmartCS (286¢
ILTCWAEEZRD T Y — LT

AT VFAS N
s — LR e
CEPH o — Y o LIREE

IS St I IEIIRN =

LRk 2 TRRTBIZ 72> TOD ATREMEDN DY E97, SmartCS (TS T DR D
Ay —WREEBEL TV AR T 4D JSON 7 —F AR L TIZE0Y,

fBil: TEBICas o Far NI R TS
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(2) =Y — VD LA

SmartCS DI UT IR —MIBHRIN CWAHEERIZ L TR — a3 50
EIF2HIEHET,

@D telnet/ssh 2~ R TR—MP— TR —h2—HWTT VA
HHE(EE1TO 1k

QTTY v~ —VBEREZ AV /ttymanage @ AP VY —R|ZxfL T
V7= AMRT 4 LT ISON TS BT ARG FIAERFELT,
WEE1TH 51k

ZD2REDA R —ary FIENGHD 2 0D —W 5 DA —a &R R 5
TLTCLEW, BERLARNW A~ REEELTLEY REFAB 20 | et
MNA[EEL 72> TNVET,

DUTNVIR— DA R —ar OHhEREE A 2N T 586
(0)NS—-2250# set portd service exclusive on
(0)NS-2250#

T T b MR EI S G RhC Ae > TWET

T IVIR—RDF X — g DY REA N T 55 A
(0)NS—-2250# set portd service exclusive off
(0) NS—2250#

MU T AEZ (RO T VA BT DI BAERF 22 1 SRS

98



52 HIREIR

REST API B¥RE MY CIXEANELRVET AN, FFll/ttymanage D API VY —*A
ZRIALE TTY ~ 3 — USRI AT MBI A NE 52T C Y T ViBE 21T o7-
TV AR AB KT EVIEBEDES & b 74T "7 TV r—a DA LT T MR

WA T DB LI FE T,
(1YY TR+
NOERETe
e
"""" il i == mmmemss
€ = e = == =
€ (B)avURETHEDZE
(4)LRFRUR

% (2) (3) X1V 72 NOMBENTEEST r—AnZWnEEbhEd,

T IVIBIE DAL — a3y U4k > T, REST API 2747 U MAITCRET 5
HALTIMEIZEDIZHEL TSN, £o, V94T U RNT TV —2ar OXA LT T
RFHI N B CERUWNG B0, ZA LT U MR O EEDN L & (VT VIBE OA <L
—al VU AR Z DRV X, V7 =AM 31T T TH72E L TLTES 0,
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53 &F T arnEE

BF T ar DEHEICHOWTEFNENEHR L ET,

5.3.1 sendchar & recvchar D EIE

sendchar 1%, fEESNT=CFH % EOBIEFIZIEELET, recvchar 1%, UF5% 1%
31, — BT D 0FHNN AL TN BRICEENINE I EREET, —B T2 XFHN%E%

BLIESEE . ROILTFINEEELET,

M TEDOXIE. recvehar 7 ar ZEELESEOEIE/20E T,

{

"tty": 3,

"recvchar": [
"login: ",
"Password:
"NS-2250> ",
"NS-2250# "

1s

"sendchar": [
"ONL_ ",
"ssol",
"secret”

]
¥

2

sendchan®{s
(listo Lth5)

l

recvchar= {5155
(listowwdg'nn)

l

sendchan®{s

l

recvchar{E155

!

sendchanZ{s
| (listDFEETEDIEL)

¥

| recvchar={5155

100

P e ~

recvchar&fED
+ 'login: *

- 'Password: ‘
e +'NS-2250>
v+ 'NS-2250#

-————

- =

L —

(recvcharzFD
,: + "login: *
71 - 'Password: ’

I+ 'NS-2250>

' - 'NS-2250#
Ve === ————— |

- =

< 4 recvchare®o
v - login: !
: - 'Password: ‘
1 - 'NS-2250> ¢
- 'NS-2250#
N o o o e o= = -



5.3.2 recvchar # 5% E LELVGE D ENE

recvchar (recvchar_regex) Z+5E L7327 -7-34 . sendchar I% cmd_timeout H[#]
DORGBERF> TIRO LT HNEEEFELET,
¥ /ttymanage DU T ANKRT 4L L THET JSON A7 L ar O MEA T T aid,
tty & sendchar 47T ar DAl ET,

K TEDOMXIE. recvechar 7 ar ZRELRWIRE OFIL0ET,

{ 9@
"tty": 3,
"error_detect_on_sendchar": "exec", sendcharX(s
"cmd_timeout": 5, (listd t15)
"sendchar": [ l
"_N L_" b) i B fE
Sy ~— tlmeo(l;t*;})F'aﬁ‘f‘%L
"secret"
] )
} | sendchan®{E

\l( timeoutERAIEE (57)
)

sendcharixfs
(listDFRETEDIEL)

¥

timeoutBSEEA (51) |
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5.3.3 sendchar D554 E

sendchar [TFEELIZCFINERE T DLIMNIOA T L a 2555 TRZRNEE
TEERETHHFENTEET,

1. SATXFINE T EEET D,
_NL_A7vav
WAT LT TR ET A, RMEXTFHNELT_NL_ "E#RELET,
EEINAUITa—RIEZ. nl A7 ar TRELI-EERDE T,
g — R TR A O G R — S a L B TORE R DO RRAT —R A

TIRRIZ, ZE/RAY —RERET DL AR EITEIFNTEET,

<__NL__FF aroffmf >

{ Cstart
"tty": 1,
"recvchar": [

102

somebody
"login: ", sendchan#{s
"Password: ", l Password:
"NS-2250> ", —
"NS-2250# " recvcharZ{E&F5
1 l __NL__ 2T%{s
"sendchar": [ Acharis %ZE) (X T— R
"somebody" , sendchan®(S
_NL_", J (C)NS-2250>
SUNL " recvchar{EFS
R— —_ )
"show version" i su
] sendchan®{E
3
l Password:
recvchar={EF5



PG SCFHINT, XA LT U NEB AR E 5,

_ WAIT_ :sec A7 vav

sendchar TR EL7=XFFL, emd_timeout 47> 2T
(F74/Vh 10 ) . recvchar T
SCFEHNDIEEIZLE ST SmartCS ([ZHEFE SV TODRESR D) — L THAT

RSN SCFIIE BT,

X E ST RF[E]

ENBHATURD FEREH T AE TR AEES (G =27 ar 74
T ORGP R —MEROTIGT~ 2 FDSELT) | FFE DR LFF0

BIAALT Y MR L E S HHNTEET,

L FOHIDOE4E | recvchar DX ALTUMEILZT 74/VR0D 10 F T4 03,

show config running | LFHNDE(ERFD I, XA LT 7 M % 30 FIZFRE
LEMELET,

< __WAIT __:sec A7 ar OfE Fp| >

{

}

"tty": 1,

"recvchar": [
"login: ",
"Password: ",
"NS-225@> ",
"NS-2250# "

1

"sendchar": [
"show version",
"show config running _ WAIT__ :3@",
"show ip"

]

103

sendchani®{g

l

recvchar2{EF5

|

sendchan{s

!

recvchar2{E&F5

!

sendchani#{g

|

recvchar®{E1F5

show version

NS-2250#
% 10FP(default)

show config running

NS-2250#
%308

show ip

NS-2250#
% 10%2(default)



S

LB

-
)

recvchar ZFF7/2720)

__ NOWAIT__ A 7var

BiEET S

cmd_timeout 47 Y al TR ESNI-BM 2152 <RO LFEF 2k
1592547 arbiznEzd,
KHNIIPIZITIEELET,

) — VBRI R L C, recvehar 15729 108G L CCFEA A RE LT

W EREITHIFENTEET,

<_NOWAIT_# 7> arofi >

{

}

"try": 1,

"cmd_timeout"”: 5,
"recvchar": [

"login:

"Password: ",

"
g o

1,

"sendchar": [
"show version",
"date __ NOWAIT__ ",

1

"date"

3

sendchanxfs

)
|

sendchanxfs

show version

recvchar®{E455

date

J

recvchar ZEFEEET
sendchar XF5IZx{E%

BES(OROXFHERET D,

|

sendchan#fs

l

date

recvchar® {35
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EE SCFH T recvehar R T ICRE 721 CREO IDICER E T,

__ NOWAIT_ :sec A7 Tav

recvchar OFRENHLEGE . XTFFNEEH DA IIFEFRIC recvchar 235
FNTODDDMEREIT, B ENTODEAITIRDO L FHNOEFETNET,
7272L . SmartCS (2SI TWDEEER D= Y — /LT L TITU 2N~
—IalEo T, ZNHDEAREEIZ L > TEKEVICEES 5 H N TE
RN EDRBHVET,

(1)

- recvchar (2 "#7,7>" Lo UFRNAREL AR THIE SmartCS
IZHE S QWD s D 7 a L T NEFE LTV, AT~ RO H )
IZ S BWEFENTBY, RO LFHINEESNTLEIG A,

c U7 —h R N—=TVar Ty T av  REEITULE, a0 —/UTkix 72
XFRFRITAH SN TLED %, BIXE T recvehar (2 yFLTLEN,
U7 =R EICIR O SLFHNPIEESILTLEIG A

FRDIHV T axz—ar THHRARVEXEY 2 — VA R —a
DTZHENT . FELFHNEIT recvehar 272V TEAZTAENTEXET,

<__NOWAIT__:sec A7 = 0fEFHHl >

{
"tty": 1,
boot
"cmd_timeout”: 5, — rebeo
"recvchar: [ sendchar®(g
"login: ", l [z{sr%}‘?
"Password: " _ i
ny ’ recvcharS{s5
J
ng l y
" o
[y/n] sendchari®(g
]J { ___________ \
"sendchar": [ »l« ) X90f !
"show version", recvchar LN o ___ )
"reboot", SE/FSELERN
Y MNOTAIT_%"’ ) _NL__ (@5t
_NL__ =
"show version" sendchari{g
] login:
} ‘l’ X% 5F)
recvchar{E&5
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5. M FERETD

_CTL__ A7var

HIE L AR 59 DA . sendchar 121 CTL_ ‘hex] &4 E€LE7, EE
AREZR IR SC T L FoF L7 F9,

00 : [Ctrl-@] 08 : [Ctrl-H] 10 : [Ctrl-P] 18 : [Ctr]-X]
01 : [Ctrl-A] 09 : [Ctrl-T] 11 : [Ctr]-Q] 19 : [Ctrl-Y]
02 : [Ctr]l-B] Oa : [Ctrl-J] 12 : [Ctr]l-R] la : [Ctrl-Z]
03 : [Ctr]-C] 0b : [Ctr]-K] 13 : [Ctr]-S] 1b : [Ctrl-[]1/ ESC

[
[
04 : [Ctrl-D] Oc : [Ctrl-L] 14 : [Ctrl-T] 1lc: [Ctrl-¥ ]
05: [Ctrl-E] | 0d: [Ctr]-M] | 15: [Ctrl-U] 1d : [Ctrl-] ]
06 : [Ctr]l-FI Oe : [Ctrl-N] 16 : [Ctrl-V] le : [Ctrl-*]

07: [Ctrl-G] of : [Ctrl-O] 17 : [Ctrl-W] 1f : [Ctrl-_]

7f : [Delete] / Ctrl-?

W—FLOMEHN__CTL_ hex @ hex #43L720ET,

ALY — ViR CHES 2R 5 05 BT e TEET,
B : ping DFEITZAF1IET D, FFED NW B Da~ U NEITRIZEE T2, F

< __CTL_ ‘hex A7 arofE AH >

{ show ip
tty": 1, sendcharifs
"cmd_timeout”: 5,
"r‘ecvcr_\ar" HE | ‘L 1074 (default)
"login: ", recvcharS{S1§5
"Password: ",
mym l ping count 100 192.168.0.2
ngn sendchanz{g
)
"sendchar": [ lh IrSOlf’}‘ \|
"show j_p", :E’CVC ar\ P J
"ping count 100 192.168.8.2 _ NOWAIT__ :30", 2EEELEL
" CTL_ :@3" | ctri+C
] sendchan®{s
}
\L 10#)(default)
recvcharS2{SiF5
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6. ST EEEELD TEE TS

_HEX__ F7var

HE SCF 2R E L TEE 5556, sendchar (21 HEX_ ‘hex ) %45 7E
LT, &5 AlReZ2 /il = 00 ~ TF OFipHE/e0Ed, _ HEX A7 'va
&, recvehar THRELLZAE XFFNE B EE A,

2V — LR CHI S R A EEO TEET OV T axz—Tar L TUIBL T
DIHTNEEAREL TOET,

AR TI2lL—% ¢, Linux @ nmtui 2~ RS 251554812,
Curses DEAME(T | O —IVBENRE) 21156

;===—1 MetworkManager TUI |-——

| AT 3 EBRUTLEEW
|

| EE
| BEEFHTAN-NTD

| SAFLOTA MERRETS

|
| T

sendchar TEE T H3CFFINIR— MG AT, HECTF2—R%
EELTHETLOHE

<__HEX_ ‘hex A7 arofbHp >

{

sudo nmtui

"tty": 16, sendchan®fg
"recvchar": [

"login: " Y

"Pagswor‘df " recvchar L .10$’/(default)

g " t BISFS5 LG

" ’ 1b 5b 42 (ESC [ B)
L sendchars®is H—=VILET(C1EH

"sendchar": [
"sudo nmtui _ NOWAIT__ ",
" HEX__: 1b 5b 42",
"_HEX__: ed",

HEX__: ©8 08 @8 es",

HEX__: 54 65 73 74",

HEX_: 1b 5b 42",

" HEX__: ed",

"exit"

]

!

recvchar
BEFE LW

v

sendchan®(s

l

recvchar
SERFE LIy
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5.3.4 error_detect_on_sendchar D&k

sendchar THELIZXFINEHETL5HE . LT OB T FIIORENET—L
LHEENHVET,

<LFFNDFENTT— LI H B >

7 —H 2K
recvchar &% A L7 0 MR £ TIZZAE HR 722 o7z Error:: Timeout.
KGO tey (TR TE72Vy | BEfeaF IR EN 24, | Error:: Not allowed.
Het TEUN,
HEMLHIE (I LV ke C& | Error:: Session limit over.
720N,
tty EH T —F 128 | Error:: Connection closed.
RIS TEZRUN
error_recvchar_regex Error:: Matched “xxx”.
TRE LI SUFH AR
L7z,
error_detect_on_sendchar 7% 73 cancel”®IFIZ, YK | Error:: After error.
DIRIE LFFN R F LR

INHDZT—=PREAELIZG A ICROLTHNEEF L TLEI & ASREEL Tz~
—Lar LR LIRS TLEIRNADHVET, 2D %

s T —RARL TN R L DOEERE T D0

- T —FAERITII LT HN A EE LR W)
ICOWTCOEWELZ R E T A4 7 ar LT, error_detect_on_sendchar ZfEL T\ E
R
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=Ju

==3

error_detect_on_sendchar:cancel % 7ERFOEIE
< | (stat
"ty 1, (show version :
"error_detect_on_sendchar": "cancel”, e e —— 2
"recvchar”: [ sendchan&(s (mmmmmmmmm— -
"login: ", , NS-2250%# :
"Password: ", — 2 ¥ 10%)(default) |
"NS-22505" recvchar®2fEEs |~ T T oo
"NS-2250%" [ enable xxoox k
]J A fem T e e ’
" . sendcharnZfE === o - c o e e e e e e e
sendchar”: [ I'NS2250#% BERS |
"show ver'smn“, V A LATFORIS—FE!
enable xxxxx", recvchar2Eiss ,f.\ Error:: Timeout. ;I
"set xxxxx" LT | TTTTTTTTTTTo
set Xxxxxx
t
} - EEELRL
sendchan(s Error:: After error.

recvcharZ{Ei¥5

XF 7+ /VMEIL, error_detect_on_sendchar:cancel T,

error_detect_on_sendchar:exec % EHRFOENE
{
"ty 1, Seiuiutulnutalntiniate e
"error_detect_on_sendchar": "exec", /,I_S?O_W_Vfrflczn _______ p
"recvchar": [ sendchanzls | _ _ _ _ _ _ _ _ _ __ _ __
"login: ", [ Ns-2250#
"Password: ", + #10%(default)
"NS-22505" recvchar®2EiFs5 |~~~
"NS-2250#" ,r enable xxxox
] , . ol T ——
"sendchar": sendchariz{s I NePEN S S
"show ver*s:E.on" L 220k %{a{f}":‘:
5 | 1AL RIS —FE!
"enable xxxxx", recvcharS{Bi85 ,_’_\ Error:: Timeout.
"set xxxxx" | L] TTTTTTToToses
] 2 set Xxxxxx
} sendchan®(s HEWIS
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5.4

sendchar OEEAF T 3 —E

sendchar TiE{E CEAHFEDOHMAESHEIILL OBV LD ES,

RIETTIE

e

show version

AR R

show version _ WAIT _ :sec

A kR R BROE LT R H

recvchar 1%

show version  NOWAIT

XLFHN e EFH . T2 HIZRO LT
FlZEkE 9%,

show version _ NOWAIT _ :sec

LFHN R G %, RELTCREE T
THF,

_NL__

AT EElE

_ NL _ WAIT :sec

WITZHZEFE %, X E L FFR
recvchar 4%

_NL__ _ NOWAIT__

BATEEE R 1272 HITIRD LFF
ZIEET D,

_ NL____ NOWAIT__ :sec

UATZIEE% ., X ELRFMZT T
o,

_ CTL__:03

B S 2k 15 %,

__CTL__:03 _WAIT__:sec

8 S 2 kA5 R L BOE LT R

recvchar Z5,

__CTL__:03 _NOWAIT _:sec

S Ak (5 1% . BOE LT R [FAF
S TROILFHNEEET D,

_ CTL__:03 _NOWAIT__

HIE Sk 51k 722 HICIRDO X
TN EET D,
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BRIE STk D%

__HEX_ :546573 74 16 HEHCTHIE SCF M = — R
ASCIT O FH el 2 Te7 — B %1k
ELET,

__HEX_ :54657374 __WAIT__ :sec 16 EHTHRELZT — #2565 %. %
E L2 recvchar 245>

__HEX_ 154657374 _NOWAIT__ 16 EH TR EL-T — 4%k E%. 2
EHICROLFHNEEE T D,

__HEX_ :54657374 _NOWAIT__:sec |16 #ETRELIZT —¥& 55Kk, &%
TE LT 720 G,

%”show version 5l A1 AT HDIEE SLFEFN R E LB A OFIE 0 ET,
¥”  CTL_"THELTWS 03 1%, ctrl+C 25 E LT85 0 fE a0 E1,
%7 HEX_ "TiREL T\ (54 65 73 74) 1%, ASCIT O’ Test’Z5E LT~

a0 ET,
%7 HEX_ "f87EF I, recvchar THREL TV UFHNEHFHERE A
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55 EHRBERET S

/ttymanage @ API VY —2%fFEL T, JSON BT —#TLUT AN —Tav
DEZIE T IVAZER T D56, L FOA 7L a NWITBWCTIER KRB TR IEL L
T HENFTRETT,

‘recvchar_regex

error_recvchar_regex

INHDOAT v ar THRECTEXDHERFIIZOWTLL FIZGEEHELET,

(1) H—xpbvyF+25E8

. TEEOIFITYyT LET,

[...] CAHEBEOXT) RESNAEED I X FITvy T LET,

(~...] CAHMEEO L) FRESNTOWARWVMEED 1 LFiIC~vyFLE
¥

\k (k WIEFHFILTF) LFELTwy T LET,

\d 015 9 DEF 1 LFIT~vyTFLET,

\D \d LA 1 LFIT~vy FLET,

\s WD ZEECFIIYyT LET,

\S \s LISD 1 LFIZ~vyTFLET,

\w L (T —N—) D 1 EITYy T LET,

\W \w LSO 1 LFIT~vy FLET,

\r CR (0x0d) IcvyFLE T,

\n LF (0x0a) (Z~vFLET,

2) M52 TR~y T 2T R

* 0 BILL LD~y F LRV ET,

+ 1 [EPA EDFIE~ Y F L0 ET,

? 0 [F17> 1 [l D~y F L2V ES,

{m} (mZ 0L EOEEE) HEHE mBIOKE~ YT L0 ET,

{m,} (m 1% 0 LL EOBER) m LA EO K~y TF L0 ET,

{m,n} (m,n 1 TENZI 0 LLEOEEE) m B0 n BlETORE~YT
LRV ET,
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(3) ZofthozH

(re) (re 1ZHOWDLIERFEH) re ITvy T LET,

| ZOREBICES TR TON TWDINT NI DORBLLE~vy T LET,
[0-9] 025 9 DFF 1 LFIT~vyFLET,

[a-z] anbz YT 1 LFITvyTFLET,

[A-Z] ANSZ DEFILFIIwy T LET,

4) HETFDEE
(“\n|\r) |frofEEt~vyFLET,

(5) IEBIRBLO LML
T ORILFIINT) 7 Gl (T —3=) (KD - AT DDA,
BHFHOT n> TN HRAT T2V 6y,

<2y TTHLFH]>
1l : SmartCS_01> . SmartCS_01(config# . SmartCS_01(config-if)# .
SmartCS_01(config-line)#

recvchar_regex :
-“MIN\n | \\1r)[a-zA-Z0-9_.-1*(\\(config)*(-if | -line)*\\)*(> | #)”
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6 E A 1—FEREOTI EXFRELAPIYY—X

PEAE L — A 5T DHER GO 7 7 B AT REZR APL VY — 2D —F (25T, U FICE

#HLET,
O: 77 ATHE
X T T BAASH]
APTYY—2 AR LR — I 59 DHERR
normal | root | ttymanage | showall
/system/version GET O O X O
lusers GET O O X O
POST X O X X
lusers/{username} GET O O X O
pPUT X O X X
DELETE X O X X
fusers/login GET O @) X O
[serial/tty GET O @) X O
Iserial/tty/ittylist} GET O O X O
pPUT X O X X
/serial/hangup/tty/ittylist} POST X @) X X
/ttymanage POST X X O X
Nlog/history/command GET X O X O
Nog/history/console GET X O X O
Nlog/history/ttysend/tty/tttyno} | GET X O X O
Nlog/history/webapi GET X O X O
Nog/serial/tty/{ttyno} GET X X O X
Nog/serial/files/tty/{ttyno} GET X X O X
Nlog/serial/search/tty/{ttyno} GET X X O X

114



SEIKQO Y1/l thaisi

support@seiko-sol.co.jp



