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Tickef{IEroactive ThreatNotfication] ]

Details:

Client Name: Eﬁg%

Created by: system

Customer portal~\®D ') > &

"Darktrace monitoring has detected a model breach with a high threat score. After further manual analysis, Darktrace recommend urgent follow
up work by your own IT team.

The breach has been commented to highlight it. Please log in to Darktrace XXX for further details.
All imestamps displayed are given in UTC.

Model: [Unusual Activity::Unusual External Data Transfer to File Storage or New Endpoint] was breached at [ @ Hj E H%
XXX

'] (Breach ID:

Devices Breached:

IP7 R L Z EXXXXT
Analyst Comments:
[S50C I jgated - Alert Raised]

An internal user device was seen deviating from its normal behaviour and downloading volumes of data to an external destination. This activity

was scored. 1% by Darktrace’s unusual activity metric. TRHFDIFI E ZNICTHIS T ADFIHFEDIAA > K /

As this could be a possible sign of data exfiltration, Darktrace recommends ensuring that these anomalous activities were of part of an expected
business process and verifying that the outbound data is not sensitive.

ZEDT Y —FETIVIER

[Model Breach:

ERER (RF>VF—R)

@ BT —FHMIEROE

Breach details:

Time of breach: . Tﬁl'jj HiF rurc

Breach d i |
e e o R T A

HTTP Prwry Details:
Time: : E qu' H# urc
Source: .
Destmah
Destination Po?%&% ,Eﬁ
Protocol: HTTP

ost:+ |P7 KL X .Jeom
URI:« |P o R LS Jeom:443

Method: CONNECT
User Agent: (& .7zUser Agentl&iR i
Proxied: PROXY-CONNECTION -> keep-alive

Status Code: 200 OK

HTTPs Connection Details:

Protocol: S5L

Version: TL51.2 [Considered HIGH security.]

Cipher: TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256 [Considered HIGH security.]

Subject: CN=storage.live.com,OU=Microsoft Corporation,O=Microsoft Corporation,L=Redmond,ST=WA,C=US
Issuer: CN=Microsoft IT TLS CA 4,0U=Microsoft IT, O=Microsoft Corporation,L=Redmond,5T=Washington,C=US

Data Volume Inbound: 95 MiB
Data Volume Outbound: 4.3 KiB

Hostname rarity: 100%

Unusual Activity % due to External Data Transfer”
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