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ENBABEEREA S L CWET, BERKROMELICEY, X2V T mTHELLT
AEEEZFIHTHZ LN TEET,

T, REEBNEHY — B X (Telnet —/3%° SSH H— 72 )T &I, 77 B AEFFA]
THITAT Y DORy NT—2 T RLAZREL, REBNEHY —EA~OT 7 &R
ZHIRTHZ b TEET,

Flo, NRAYU— FOAMBEEML > 72 —PRRIEICMA T, ZO2—FRT 7 B AWRER Y
UTZ7NHR=FERETHIET, K0MNRtFal T 4 HEAFRECRD £7,

BRI RS BRI R

1 1
T/\ A T . 7’ User Access Port
' 1 !
NS-2250 | | \ Phd suzuki | 1,2,3
[ === S | t 15,6
- o anaka | 1,5,
| 1 S
| | ~ sato 7
| I r- <
1
Telnet/SSHYZA4 7k

X 1-7 YUFTILKR—bDTYEIHIR



15 REEOHE

1.1.2 E75Hee

(M

(2)

AREHE RS D B RO BEIZ SOV THH L ET,

R— b —/\HhE

N— b Y —BEREIL, Telnet/SSH 7 A 7 > b b DR HER 2T, faE sz
T VAR — MZ Telnet/SSH & v 2o & Hafke T HH%E T,

R— M — BRI SN R — =R RA =2 —Z@ U T, VU 7R — MR L
TEEH G ER O n 7 2 B2 U120 | Break {7 5 2 B SRS IS T 2 B EZAT O 2
EMTEET,

R b= MRREIY 2 IR O PG E — R 2R L T &,
THHAOR Y NU—ZBREICHDE T, 2 00T~ ROWTAMZER L TAEESL
TR IZE N,

ALV RNE—R

AREEDOT Y T NVR—MIvy 7 Enle TCP R— h&H %, Telnet/SSH 7 7
AT DOF T2 a NHREL T HA LY MIERSSIEER~T 7 B AT 5F— K
<7,

L7 hE—F (KR—FrEL 7 MERE)

Telnet/SSH 7 7 A4 7 > N OFEHER — N &5 aflio TARE@EICr 7 4 v L, BEHXIS
EEN-BEERENTVWDIR— LY M A=a—0nbT 78 A LW U TR
— FNOFE S EBIR L CTHEHEN G ~T 7 EAT5E— R TT,

T, A= M= SERIL, VU TVAR— MCEER SN SRR OBERTT D ) —
VIE— RE | BURISESROE =2 T DR EITIE=F—F— RO 2FHEE R —
FLTWET, OEODVY THR—=FMIXLT2HED Telnet/SSH 7 Z 47 bink J
—vNE—RTT 7R L CERGGHEGRZHRIELZY, /—vVLE—REE=F—F—
ROW G ZEES ., BRI REIROBIELEHRLFRIIT) 2N TEET,

FEARIE T2.1 AR— bH—/ #EE) 2SR L T E &0,

R— k0 #4E
A— b e ZEEEIT, REEBEO DY TR — MR SN TV DB R Em N bZE L
F—HER—bu st L THRETIHEETT, F— ) —"ZHEBULTT7Z7kALE
Telnet/SSH 7 A4 7> b~RIFLIEAR— b 72K RIS, ZOR—u /%
SYSLOG #— 3 NFS +— N2 U TV A KRAF L0 | KR — MIHRE Sz FTP
PR RA— LT RLRAZEETDHIENTEET,
R— b ZHEREIT TRt OMERE 258 L TV ET,

< AR— b v T IRITHERE

« A BWAK L THERE

s n s AR TR

< R— b v FEIRHEE

- ARN— b a ZE(EHFE(SYSLOG/FTP/ A — /1)
FEMIE 12.2 AR—bOJHEE) 2L TSN,
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(3)

(4)

& T o R

X2 VT o HRETCIR, AEEICe A T H2—FEFIR LY, 2—FRIIT 7 EX
AR U T AR— hEBRETH N TEET, T2, A%EIX RADIUS/TACACS+
BREABH LBV ETOT, AEBEIC /A T2 —POREED ) 7ILR— MZ
7 7 v A4 52— % RADIUS/TACACS+H— "T—tEH L7- Y . RADIUS/TACACS+
=T AT ha T ERFT AN TEET,

Flo, R— b — "R EREBEBTHEL CWAKREY— N ~T 7 ERATEDL Ry NT—7
RRARNZHIRT A TR VT 4 2L T A ENTEET,

FEMIE 123 XU TaHEE ASRL T EE N,

1B RS IR
HEHEEEREIL, PRI T AEEOREENMRELIT S WE T,
*DNS 7 747 MERE
«SNTP 7 7 A 7 e
c RAET 4w I IIV—T 4 T HERE
- SNMP =— 0 = o e
 SYSLOG 7 Z A 7 > MHRE
« Telnet/SSH ¥ —/H&HE
« FTP ¥ — B HE
* FTP/TFTP 77 7 4 7 MFHE
RNV g T TRV g o F T R
CVATAYT NI =TOURRNT /Ny T T TR
- HEVE mHERE
IR L YR
« B A DY — U ERE

T 124 EREEMEE 2L TIEEN,



H.

1E FREEOHE

i

1.2

HEBD B TR

AILE DB DA PR EBEREIZOWTHBA L £,

N= R =7 OG22 2 Ofti#i7e 81 TREFIEE] 220 L T3,
1.2.1 KIKHIE

[AC =F ]
AEFIHIZIE, ACA v Ly b, EFRAA vF. RESET 21 vF, USB Kh— b B LUK
AT —H ABFRRTDHT L THRHY E7,

QERRA v F

mEO
®ACA YLy b

MDSTATUS1-4 5> F
@DPOWER S v 7

uUsB R—
@ Ak B®RESET R4 v F

1-8 NS-2250-16,32,48 DEE D& F (RImE)

[DC EF ]

QERRA v F

wEO
®DC EFEaRY R

MDSTATUS1-4 5> F
@DPOWER S v

@uss - b @RESET X1 v F
1-9 NS-2250-16D,32D,48D MOE&ENDL&F (Bi@E)
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(M

(2)

)

(4)

()

(6)

Z > 7 (POWER/STATUS)

S5 TR = B Ae

POWER 7 > 7 fk | IR ON OB ST LET,
HCO2ZW7 A NPOC)EITHIZAMT LET,

STATUS1 7 v 7 53 VAT AEEIH X STATUSS 7 > 7 L RIRFIC SAT L &
D

STATUS2 7 >~ ok ROM =% FTHICRUT LET,

STATUS3 7 7 k| AT AEEVIZAAT L ET,

STATUS4 7 v 7 ok USB 7 72 AT LET,

USB 7/R—
WA O USB AV A LET,

RESET R 4w F
AEEZ )y P HEEITHEHALET,

BRAAYF

AiEEDER % ON/OFF LE7,

| ERRENTWALMAZLiATeE ON, O LR RINTWDLMAIEZH LiATe & OFF (2720
F9, &R%Z OFF (29 A5%A1% shutdown =~ REEITL TV AT AY 7 by =T %
KT EHE, a2 Y= I MON>T B > 7 "IREREIND DEMKERT 20, AL ER]
D STATUS2 7 > 7RI+ 5 D% ff> T bER%Z OFF I LT 7230y,

A1L12Ly bk

ACET WX ACERTr—7 Vi LET,

BIRr — 7 VR < HE T shutdown 2~ REZFEITLCUV AT LAY 7 b T &K T &
., 3V —Z MON>7' 0 7 "R ERRIND D EMERT D0, F 3R ER O
STATUS2 7 v T NHITTHDEFETh L, BRI —7T NV ERNTL X0,

DCEFEIART A
DC 7 /ML DCER —7 NVEHf L ET,

B — 7 NV 2R AT shutdown 2~ > FEFEITL TV AT LAY 7 U =T 2K T &
., 3 Y= MON>7' 10> 7 MREREIND DEMERT D, F I FARLEE /IO
STATUS2 7 > 7RI T 5D /F-Thb, BRI —7 N EHRWTL a0,



H.

1E FREEOHE

i

1.2.2 RXAEE
A HIZIZ CONSOLE A" — ~, U7 LAR— K, LAN AR — FREEINTHETS,

[NS-2250-16/16D]

SPEED 5> 7

LINK/IACT S >

® LAN1R—k
® LAN2 R—

® CONSOLE 7~v— k
® ) TFTILR—F 1-16
@ TXS5vF
1-12 BEDZFF (NS-2250-16/16D DE @)
[NS-2250-32/32D]

SPEED S5 > 7

LINK/ACT S > F

® LAN1KR—k
® LAN2 /R— k

® CONSOLE R— +
® LY TILR—k1-32

@DTXS5vF

1-13 £EDOLFF (NS-2250-32/32D OE @)
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[NS-2250-48,/48D]

SPEED S5 >

LINK/ACT S > F

® LAN1KR—k

® LAN2 /R— k

® CONSOLE R— +

® L) 7IR— b 1-48

@TXS5vF

X 1-14 £EHDOZFF (NS-2250-48/48D DEME)

(1) 418 —TJxzA4RKR—F

R— b

W HE

CONSOLE A — k

ARIEEDOPIARER EEITHITZHDT Y TIVER— FTY,

BEA S Rt L OB U T AR — T, YU TAR— D
BITEEOET NI L > TRARY 4,

YT AR—k NS-2250-16/NS-2250-16D(16 &X— k)
NS-2250-32/NS-2250-32D(32 R — k)
NS-2250-48/NS-2250-48D(48 75— k)

. A —H 3y MTERE LT,

LAN1 F&—

b (10BASE-T/100BASE-TX/1000BASE-T)

LANZ 4 h A =%y MR L ET,

(10BASE-T/100BASE-TX/1000BASE-T)

(2) 7 (YYTIIKR—F)

7 = #RE
X 77 | TR L £
RX 77 G | T RERICRELET,

3) 27 (LANFK—F)

7

=) B HE

SPEED 7 >~

4 1000M T VU > 7 SESLT D & UT L £,

LINK/ACT 7 7

G| U RHET L AT LET,
T A EZAGHRHC R L E T,
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A48 T —R 1t

AEEDA BT 2 — ZDHAEIZOWTHBA L 7,
TH MM RO EMEIZ TR TRLLTWET,

(1) LAN 7R— I (10BASE-T/100BASE-TX/1000BASE-T)

(2)

(3)

R & B
H— ¥ 2
T Auto. 10Mbps [E7E. 100Mbps [EE
DUPLEX Auto, £ H(Ful)FEE, F_HEHal)HE
MDI/MDI-X Auto, MDI [#E#, MDI-X [EE

CONSOLE R— ~

W oae @B
A— MK 1
Q%K RJ-45 (RS232 L)
friE i (bps) 2400/4800/9600/19200/38400/57600/115200
F— 4 E (bit) 7/8
RYF 4 even / odd / none

A by 7Ey b

1/ 2

7 1 — il

xon / rs / none

D) T ILR— k

¥ 8E E
16: (NS-2250-16/NS—-2250—-16D)
A— r K 32: (NS-2250-32/NS-2250—-32D)
48: (NS—-2250-48/NS—2250-48D)
axgH RJ-45 (RS232 #EHL)
f5E3# FE (bps) 2400/4800/9600/19200/38400,/57600/115200
T —4 & (bit) 7/8
N T4 even / odd / none

ARy FE Y b

1/2

7 v — il

xon / rs / none

DSR (DR) {5 555 HehE

on / off

X DSRIESDE\LZHRHT HHAEETT .

Wi







2E T, AKEBEOHEREDFTFMIZOW T L TWET,
1@%%&@@59'] Zﬁ_i) L%L< fk_éb\o

KEONE
2.1 AR— bV — \HRE

2.2

2.3

2.4

N— M — SRR O

e h =N~ DEfE (XA L7 B E— )

A= ="~ (L7 FE— )

AR—hrEL T P A=a—

A= F =R A =a2—

R— b= —VFRFE

Z DD R — P —BEHE

“— b o JHERE

2.1  F— o o

2.2 R— b ZRIFERERE

2.3 KA LARKLTHERE

2.4 mJA AR THERE

2.5  KR— b v ERERE

2.6 A— b v 7 E(EHHE (SYSLOG/FTP/ A — /L)

¥ o U T ke

2.3.1 —VIEH/GRIERE

2.3.2  RADIUS FRFEHERE/RADIUS 7 1 w7 > hE&RE

2.3.3  RADIUS IZ X D=2 —H 7 —T ORI VT
NAR— DT 7 ZHIR

2.3.4  TACACS+ihe

2.3.5  TACACSHZI X B=2—HW I N—T0i#5 &) 7T
JVIR— b DT 7 & AR

2.3.6 HHY— DT 7 ¥ XHIR

1 I PR RE

— = = e e e
N O O1 = W DN =

NNNNNN&‘_NNNN[\DN[\D
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2.1

2-2

2.1.1

R— b —/\Hhe

R— b — /DB E

AN— b — NEEREIL. Telnet/SSH 7 74 72 b b OEEwERZZ 1T, FHBEINLTZTV
T VAR — MZ Telnet/SSH & v v a ki3 H2HAETJ, Telnet/SSH 7 74 7 b &%

AR GRBO Y E— b ar L LCHT 52 L RTE £,

B G oI 7 78 235 I, J—~ L E— RFRW) EE=%—F— FRO)D 2 fi
WaEIR—FLTHWET, /—</LE— FRWIE, U 7R — MOER S - B 5%
Beds & O TRITAEEIE 21T 9 T — R(—#%1972 Telnet/SSH) TJ, £=4%—%— FRO)
I, U TR — MO SNBSS SR N E T 27— 2 2 E=F ) L T 5HE—

]\‘\‘(“TO

BRI R B R B R
[ swrad—r1 | [ surng—2 | [ suznsi—tas |
+|~6 RWi h(v) RWiK: h(v)
RWR—| o R 3 R— 5
AX . AN AY
+ Q ROR—H t O ROR—F + O ROK—F

|

CJ
—

|

Telnety 547k

SSHYS47 vk

2-1 R— b —/\BEEDRE

120V YT IVIR—MZ /) —<VE—RiigKk2Eyyay, F=F—F—KiikxKk3t

va VETHERTEET,

WEARTIE, /—~v AV E— R E=F—F— Kebb¥ T FEOKETERTLIZEN

TEET,

AR S ONAE I
Telnet O 7 SSH d A
NS-2250-16/NS-2250-16D 80 80
NS-2250-32/NS-2250-32D 96 96
NS-2250-48/NS-2250-48D 96 96




AN— b —rNZ, FFEOD Telnet/SSH 72 bz R— ML TWET,

Telnet HiR— FAE

A=l =Y RFC854 |Z #EHL

Break (ER-4LEL | NVT 7' L—2 %% 5 7 X 45

SSH YR— FRA
AR N=V% SSH Version2 (RFC4250~4254, 4256 |Z HEHL)
SREF S FL— T FAMILED ID/ /AT — R, AR
RSA K554 (J2 5 : % K 4096bit)
NGk DSA 55 ($# R - 1024bit)
ECDSA W58 (J¢ & : 128/256/521bit)
X (WY 3DES/Blowfish/AES

Break [ 54L¥ | Break over SSH

A= b —RICEmTHIE—RNIZIEA VL7 FE—FREBLZ FE—FRO2EELIH Y F
T, TRy "= BREICHDbETC,. A1V b E—FH LTV b E— R
— Fr L7 MEREL BIFOET)OWNT N DT — RARIN L CAREEZ AL 72
éb\o

ALV FE—REELY ME— FOBROGEMIT. [2.1.2 R— rY—n~O#Ekx (¥

ALY FE—F)] BEO 12.1.3 R—+rH—n~O#EHE(ELY FE—F)] Z2ZHLT
<TZEvy,
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2-4

2.1.2 R=bH—N~DEHKEFA LY FE—-F)

AA V7 bE—FiX, KEBOL U T ALR—MZEYD Y THNTE TCP R— &%
Telnet/SSH 7 7 A4 7 FTHREL T, A L7 MIEHRMISMEE~T 7 AT HE—FK
<7,

BRI GBS T 7 8 2457200 TCP R— MESZIERE L TWAEAIE, #1417 b
E—REFHATHE, L0 ANVICERSGEE~T VA TEET,

TN —T I
BRI R iR
Telnet/SSH 9547+

CONSOLE
R—k L,

telnet SmartCS 8102 FITTTTPPPRRAS >

login:
P s
NS-2250

| [ ——]

BRI R

22 e FH—N~DEHETA LY FE—F)

AIEE 2R H L CER SRR OBRIELIT 2 Ha 1. U 7VR— MOHEHE S vz Bt
BRI L ORI T FERERITY / —~ NV E— REFEHALET, HD7 T4 T2 b b
A BEZFDOFNER AT NS, RRFIZB D7 G4 T v bZED ) T IVR— MMEEGE
SN TWLES GG T E=2 ) 7T 558103/ —~vLvE—REE=F—F—F
ZOEODOVY TR — MIFRFFCEESECTHERLET,

2BDTTAT VI BRERHIERIELIZWSE ST —~v AV E— R 28y a VERLT
FIHLET,

STiRFIS RS SERrTR S STiRFIS RS

LUTFIA - AITIA—FT ST — 48

R - §5 ijwmgr?%ﬁw_bmmr ?g_mmr

Telnet(B100E  § Telnetiz201) SSH(B30Z  35H[8332)
H—k A=k H—k

Y

v - ¥ 5
L] L L] OJ
Telnet 7572+ SEHESA T

2-:3 /—TILE—FEEZF—FE—F



HA VI hE— RTEHRTIEAT. TEOR— I EFEF-TT 78 ALET,

EEE] YR R— FESOMHE B &
U TR — MO S T
R Telnet (8101~8148) %Ei#%%%%%k O R TR I5 A fE
g RW(Read/Write) | SSH(8301~8348) MARE72E— KT,
X1 125D Y 7R — MIgKk2tE
v¥a VETHERTEET,
U TR — MR SN
TR R R N EH T 57— % %
o Telnet (8201~8248) %a:&u>¢ﬂ{5%*—ﬁfﬁ}
e p RO (Read Only) SSH (8401 ~8448) Td?n68{77477ybﬁ>%@
X1 EERTEEEA,
12D Y T AR—MIKKR3®
via VETHRTEET,

¥ R— +FBESOHERTEEOS ) 7ILR— UL >TEBYET,

O FALv7 hE— RBEREOT 7 A5E)

Telnet 7 5 A4 7> Find, AEBO Y T AR—F 1112/ —~/LE— R CHET 85
3. Tt X9 telnet a2~ ROF > arw2iEELET,

# telnet NS-2250 8111

Telnet 7 5 A7 > "nb, AEBOY T LR — K11 ICE=F—F— R CHELT LS
1Z. FRRo k5T telnet 2~ ROA T3 v 2HELET,

# telnet NS-2250 8211 4

SSHZ 747 bbb, REEDTY TAR—K11IZ/ —v/VE—RFT, A—ha—H
(portuser01) CHEERE T 2| AIL, TRDOELIHIICSSH a~> KoF 7 v a v aELET,

# ssh portuser01@NS-2250 —p 8311

SSH 7 A4 7> hinb, REFEDOY TLAR—H11LICE=H—F— KT, A—hr=z—HF
(portuser01) T T 2 5A1E. Tt L2 SSH a~>y KOA v a v EHELET,

# ssh portuser01@NS-2250 —p 8411 4
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213 e FH—N~DEH(E LY FE—K)

L7 hE—RiL, Telnet/SSH 7 A4 72 FIBAREEIZT 7 A L, BERIGIERE )N
—EBRRINTWELIR— L7 A=a2—GElIX 2.1.4 IR—bELY P AZ2—%S
BINDT 7 A LW TR — b OFSERINT 57210 T, B SR~ OBkt
FREL T HE— RTI, ARRIIAR— L7 MEREL BIFEOE T,

ST IT—T I
BERR R
Telnet/SSH 547~

CONSOLE

R=b|

telnetSmartCS | || | | asssssssssssss >

BRI R

1: Swicth-A

2: Server-X E
P g Bk gmas
NS-2250

| [ = ]

B 2-4 R—bH—N~DEHELY FE—F)

AEREZFAT DL, UTOAY v bRH Y £97,

(1) R=rELY FAZ2—ZFALE-BE7IEX

T 7B A LT WERG RN ED ) TR — MMCEEE SILTW D00 B 720
BaTh, FANCT U TAR— b DT VIS Gids OIEE 4 & ek L TRITIE,
F—brELZ hA=a—TV U TAR— hEELEBLORMEPHBTEET, TD
R—=hrELIZ FA=ma—052 ) TR — &S 2 RIRT LA o S 25~ il B
T 7 RATEET, £, TUNZEEAZFEL TORWEASTYH, Telnet/SSH
Ty a U ERFFLIEEE, BROERMSEREZHEL T ) 7R — N 2B E)
LC) 778ATHZ EHARETT,

B, R—brEL 7 M A== 2%, 778 ALIza2—VIZHFAT SNV TR —
NOEROAREREINE T, ZO2—PFITFAI SN TRV Y T LR — R OIEHR
ER—=bEL I PAZ2—ZFRENEREADT, X2V T A EHTHELLTIF]
GEAY Y VI

(2) 274X O+— IR >—DEFRE
Telnet/SSH 7 7 A 7> b EARIEFEOMIZ T 7 A4 YU A — VBINMET DL TH A L
7 NE—RFEFHATIHA, ¥4V 7 VE—RPMEHTHL2TO TCP A— 27 7
AYUF—NVTHFATIHILENSY FT, B 7 bE— FE2RHT I, Telnet/SSH
DIEHER — F(TCP:23/22) 2 7 [ 57211 C, BRI T 7 8295 Z L 30
BEERD ET,



B, BV 7 bE—FTHEH, BEMBEII~OT 7 2R EREBE~Ou 740, FL
Telnet %—~3 (TCP:23) /SSH #—/3 (TCP:22) Z{EHL Tk £,

YL 7 hE—RTIE, 778 RAZER LIZa2—FR 2 —FOEHREIIT, REE~DOR
TAERWLET, T/ BAZER L2 —VRR— b2 —FOEEITIE, BEIRTS
PRNT IV BRALH A= LY NA=m2—%2F R LET,
A—PIFEREINER—bBLY A= —NnOT 7 BALEWS Y TLR— kL
HA () —<VE—REFE=F—F—FR) ZBRTHZEICED, VIV TAFR—RNIT 7 &
ATEFET,

B R B R B R MR
[ soznm—ts | [ suzngimte | [ suzng— Ma\
RWrﬁ—héi RWAR— |~O RWAR—k O
i O ROR—+ OROT k & roi—t

[ Frtoriza— s
KEE

‘ AEE
g 2 H

Telnet(23)/R—kI< SSH(22)R—h< Telnet(23)R—kI<
R—ba—HFTAT(Y R—ba—HYTRIIY —Ra—¥TRIT >

B 2-5 REEOJTAVEERAREE~DT I LADEKRY 217

FEokoic, L7 b E—RTCET7T 78 AT H2—V L TIMEEZLFELET DT, KA—
L7 MEREEZFIHT 25813 AR— M — FRGEERE R ON (CT 2L ERH Y £,
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21.4 R—rELY FAZa—

A—hEL 7 P A=a—3k L7 FE— FBRRFFICA— b2 —PTAREBICT 7 AL
TRRCRREND A =2—T7,

R—bhtELZ MA=Z2a—|ZIZT 7 BARHFAINTWNDL VU TIAR— FDOTUIFRE
N—hEVZ MA=a2—FREEOT Y T VR— FOFIARRAFR RSN ET,

AA = a—%FHTIUL, BRI OF AR Z R Loo, L0 RIS
BA~T IR ATEET,

A=V T P A= a2 —DFRH

# telnet NS-2250 J

Console Server Authentication
login: userl J
Password: d

Host : “SmartCS-1”
login from 192.168.1.1
user (user1) Access TTY List

tty : Label RW RO
1 Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo-6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 : Switch-Tokyo-7F-00001 1 0
6 : Switch-Tokyo-7F-00002 1 0
€=1:-))
Enter tty number to access serial port
{ttyno> : connect to serial port RW session (1 - 48 )
<ttyno>r : connect to serial port RO session ( 1r — 48r )
[ : show tty list
[<ttyno>-<ttyno> : show a part of tty list
d . show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e Doexit

tty> 3 4
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2E BE
A—brELZ A =a—IZIE TRICEEH T IERLPEZRINET,
H A 1EER EGNAES
tty PG ATRER Y U T AR — NEENFREINET,
Label BR—MIRELE T VERBFREINET,
BIED ) —~<VE— ROBRIERNFRINET,
BT C BEBEGETOR— ha—PERFRENET,
RW Full DR KRBy Y a rETER SN TV AIREE T,
BT HZ LI TE EHA,
N/A D ZOR— NMIIIERT DR H 0 FHEA
RO BEOET =X —F— ROBERIEFRNFRINET,

WAL RW LEERTY, LEitaZ LTI 7Za0Y,
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R—htElL 7 hNA=a—TCHIECEX2a~y RETFEICTHLET,

avy R H A A A5l
B e S o - SRRk tty> 1
<ttyno> BELEY ) TR — NI/ —</LE— R TR LE7,
tty> 24
Lo e o : S NS tty> 1r
<ttyno>r BELEVI T VR —NMIE=X—F— RN TR LET,
tty> 24r
gy | BRI S ) T A kKRR LE T, tty> 1
FHEET SN Y TAR— FNNT, Skt rlgE7es ) 7 v
F—hO—EBEHFRLET, tty>12-24
<ttyno>D#iFH 5 E tty>116-32
I<ttyno>-<ttyno> 2-24  H— LD 2Mb 24 FEETLEE ﬁ;tﬁ
-12 R—=brD 116 12 ZRETIHE tty>120-
3- R— D 3LUBEEIEET D256
U TOLR— MIEEHE L T D 2 —FIF RO TEM
(telnet/ssh DEETL IP 7 LV AR — " FEH/2—VH) %
FRLET,
(FE7~H)
tty 1 : Switch-1 RW:2/RO:3
d rwl telnet:4731 10.1.1.1:23 userA tty>d
rw 2  telnet:3495 10.1.1.2:23 userB
tty 2 : Switch-2 RW:2/R0O:3
rwl telnet:4740 10.1.1.3:23 userC
rol telnet:3851 10.1.1.4:23 userD
U TR — FIZER L TV D — P IE RO M
(telnet/ssh DEETL IP 7 L A/R— "EF/2—VH) %
PR ECR R LET . RRBRTda~r FERLTTT, | tty>d2-24
<ttyno>D#iHIE & tty>d16-32
d<ttyno><ttyno> 9-24  H— LD 27D 24 FIEETHEE tty>d-12
-12 R—=brD 1015 12 ZRETIHE tty>d20-
3- N— D 3LUREZIRET 2%6
R—=hrELVZ P A=2—TANAER I~ FIZOW | tty>h
h/?2/<TAB> T, ~VTXEHAILET, tty> 2
?R<TAB># AL TCHRI-DOAREFRRLET, tty> <TAB>
A—rELZ bA=2—%#T L, Telnet/SSH v =
e tty> e

CEUIW L ET,




(BEv 7 bE— REREOT 7 & X HIEK)

Telnet 7 S AT > " b AEBEBOS Y T AR—F1IZ/) —</LE— R TEFGTHEAT
AEED Telnet — N(TCP:2)IZT 7 EAL, K—hEL Y hA=a2—T1 %% T}ibi
‘d—o

# telnet NS-2250 J

Console Server Authentication
login: userl d
Password: d

Host : “SmartCS-1~
login from 192.168.1.1
user (user1) Access TTY List

tty : Label RW RO
1 Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo—6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 : Switch-Tokyo-7F-00001 1 0
(&H18)
Enter tty number to access serial port
{ttyno> . connect to serial port RW session (1 - 48 )
<{ttyno>r : connect to serial port RO session ( 1r - 48r )
[ : show tty list
[<ttyno>-<ttyno> : show a part of tty list
d . show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e Doexit

tty> 1 4

Telnet 7 A4 7> b b AEBEOS Y TAAR— F1LITE=F—F— R TELHETAEAIT
R—=FrELIZ PA=a—TlrZ®IRLTT7EALET,

# telnet NS-2250<

Console Server Authentication
login: userl <
Password: <

cAR—bELY FAZA—DRTENET

tty> 1r 4
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SSHZ AT v hmb, KEBOVIY TAFE—K 112/ —</LE— FTEETIEAIT.
AEEE DO SSH Y — (TCP:22IZT 7 BA L AR—hEL 7 hA=a—T1E2&IRLET,

# ssh portuser01@NS-2250 4

Console Server Authentication.
portuser01@192.168. 1.1’ s password: J

cIR—bELY P AZa—DRFRINFET

tty> 1 4

SSH 7 A7 v Finb, REEDOVY 7/VKR—F 1IZE=F—F— FTERT 55613,
TROXICAR—bELI PA=2a—Tlr ZRRLTT7 7 BALET,

# ssh portuser01@NS-2250

Console Server Authentication.
portuser01@192.168.1.1° s password: d

cIR— kLY PAZa—RRREINET

tty> 1r
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2.1.5 R—brHY—n\AZa—

A— b= RA=a—%, Telnet/SSH 7/ 7 A7 "BV U T NVR— T 7 EALTZ
BRlZRRENDa~vr R A=a2—T7,

A= h— A =2 —TlX, A—ha 7 OFMHBECENEEIR~DOT 7 v A Bilxt
G ~D Break 5 5 DEER EOBRIEEITH Z LN TEET,

R—=F P —RRAma—~DPELFa— Ry va P CTFa—RNad o0 LD E
TBHZLET, BHRMBEHRICT 7 2A LB THOR— M — R Ao —%FpIHB L
BTEET,

Flo, K= M — "R oo —%RRETIC, BHEE, EHMEHERICT 78X T52 LT
TFET, A= I —R"RA=a—OFRREMET D HEF, 1442 R—bH—n\AZa
—DFRT] EZRL TSN,

R b — A =2 —CRIECE 23wy FETFRICERLET

55 AZa— E BA
R—rtL 7 MA=a2—IZED £7,
0 return Port Select Menu AA ==Ly T PRI O A 305
SNETFA LT FE— FBRRFFIIFRRIN
T A,
. disolav Port Lo YU TIVR— hDR— b 7 EEEN S
ey 8 FELET,
VA N— 1 R— 4 I~
2 | display Port Log (LAST) ;;T”T hOFH DR b7 BRA L
3 start tty connection CY TR R OE YL a s BBET— R
’ Y0 82, BRI B L E T,
4 close Telnet/SSH session Telnet/SSH Ot v a o ## T LET,
5 show all commands EThavwy REFRRLET,
. VIUTNAR—=FDOR—ba 2 FK LT
6 display & erase Port Log Bl L
7 erase Port Log VIUTNAR—FDOR— b JEZHIBELET,
VUTNAR—=FDER— b ETORE I
8 send Port Log TWBA—)LT R A/FTP Y — X ~5@fil I
EELET,
D) TR —= FOR— b o JORERERR
9 show Port Log configuration ERIME . ke — "R FORTERFREFR R L
i‘é—o
10 send break to tty U7 IR — MZ Break E 52 =ELE£7,

R— b — R A =a—a< RO,

AT )77 L2RX] 22U TSN,
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R— b =N Ama—HNOa~vy FEETTLHAIE. A=2—IlF RSN TV L FE
AN LET,

# telnet NS-2250 8101 <
— RW1
Host : “SmartCS-Nol1”
Label : “Switch-Tokyo-6F-00001"

- display Port Log

: display Port Log (LAST)

: start tty connection AEBOR— FH—NIZTFHIERTBE,
- close telnet/ssh session R—bH—NAZ1—NRFRENFET,

. show all commands

[& 2 I N O R

tty-1:rw>1
Sep 8 11:16:15 ether: port 1 LINK DOWN. } EEENEBBEOOYT ERT
Sep 8 11:16:15 ether: port 2 LINK DOWN.

tty-1:rw>3 4
Welcome to XXXXX ERNEBBRIZTIERTEET,
XXXXX login:

R—=hrH—RRA =z —DETChav F—EE2RRIEDHHEE1L. 5 show all
commands] ZiEIRLFET,

tty-T1:rw> 5 4
— RW1
Host : “SmartCS—No1”

Label : “Switch-Tokyo-6F-00001"

. display Port Log

: display Port Log (LAST)

. start tty connection

: close telnet/ssh session
. show all commands

- display & erase Port Log
. erase Port Log

. send Port Log

9 : show Port Log configuration
10 : send break to tty
tty-1:rw>

0 ~N oo OB wWw N =
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= b =N A =2 —2HIORSEL5EIT 7)) £7213 ITAB] 2 AN LET,

tty-1:rw> ?

-— RW1

Host : “SmartCS-No1”

Label : “Switch-Tokyo—-6F-00001"

0 ~N oo OB~ W N —

9 :
10 :

. display Port Log

. display Port Log (LAST)

. start tty connection

: close telnet/ssh session
: show all commands

- display & erase Port Log
. erase Port Log

. send Port Log

show Port Log configuration
send break to tty

tty-1:rw>

B BRI T 7 B A L2 THOR— b — R A =22 —~EH 2 T £,

R—= bt =R A =2 —DHFELTFTa—F (v g vt TFa— ) e LT Ctrl-A” 7 &
H LT OBEL TBIHE, BHxg#asc 7 78 ALETYH “Ctrl-A” Z A LT

R— P —NRA=a—|ZRDHZ LM TEET,

# telnet NS-2250 8101 ¢

-— RW1

Host : “SmartCS—No1”

Label

[& 2 I N S R

tty-
Press “CTRL-A" to return this MENU.

Welc

> display Port Log

- display Port Log (LAST)

: start tty connection

- close telnet/ssh session
: show all commands

1:rw>3

ome to XXXXX

XXXXX login: skkdr J
Password: sskkkx J

#

: “Switch-Tokyo—-6F-00001"
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2-16

“CTRL-A" Z# A%

—— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)
3 : start tty connection

4 : close telnet/ssh session
5 : show all commands
tty-1:rw>




2.1.6 R— b1 —H52%

— 2 —PERERL., BRI RN IC T 7 B AT ABRICa—F D r A UERIF AT O HERE
’Cﬁ‘o Telnet/SSH 7 74 7 b AREEDOFR— b — 27 7 B8R T L8, =2—W
£ ENRAT—=ROANZER LT, VU TR — MO LR B ~DRIET 7
tX%%ﬁLiﬁ
F72, A— b=V OFEEIZIE RADIUS FEREH— /32 TACACS+V—"ZF|HT5 2 &
%T%i?o
FEABIEZ 72.3.2 RADIUS EREE#%EE/RADIUS 7 Hho > hHkae) . [2.3.4 TACACS+#RE # %
LTS 7ZS W,

BERRT R BEIRXT RS BERART R AR
l l ~ l
] R | [ svrnar—ta | | suzng—tn |
Telnet v SSH 6 SSH é AEE
RWiH—H 4 6Temet RWA—p A& RWK— 4

§5Ro+}~

= [\

Telnety 547>k Telnety347 >k SSHYZAT7 Uk

X 2-6 R—bka1—435E5

$ %@I%H}%TH#@T ]\:L ']j-mun iOFF “Cﬁ“ j—_ }\:L 'ﬁ_mhnﬁz)‘ OFF@iE/E[\m:\
0y A vEERTL T T MIERSINERA,

A= ha—PFIFEZONIZTARE, 2 TOYVYTIR—MNIXNLT, v A 28R T 5
Ta T NINEREINET,

R—hrtL7 MEE (BL27 FE—F) 2RHT 258 13AKEZ AL TIEE0,

2-17



2-18

« ARN— b 2 —PFREE ON, AN— ¥ —/3N X =2 —0FF DHE

# telnet NS-2250 8101 J
Console Server Authentication

login: userl J KEBOR— 1 —HERET

Password: skktksrk J

Welcome to XXXXX
XXXXX login: }-%ﬁﬁ%%%wjmpjh

« R—= b a2 —HREEON, A— b — A ==2—0NDHH

# telnet NS-2250 8102 J
Console Server Authentication

login: userl AEBOR— FOSRE

Password: skkskoksorkk
—— RW1
Host : “SmartCS-Nol1”

Label : “Switch-Tokyo-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

tty-2:rw>3 4

Welcome to XXXXX

XXXXX login: }%ﬁﬂ%&%wjupjh




BB, A— b —VEEEZFHATEEE, R— b2 —VFE2HEELT, BHELEZAR— b2
—WIZT 7B AEFHATDHL Y TAR—FERELTBBERD Y £, THHARFCR
— b —H¥ERFHEN OFF OB, £ THOL I TAR—MIKLTT 7R THIENT
FFETH, A—F2—VEEZ ONIZTBHE, B LIma2—VFZT 78 RAEHFRAIT5HY

TIR—=FERELRZWED, U TIR—=MIUIT 7 EBATEEH A,

BRI R BRI R

1 1

A A . 7 User Access Port
1 1
NS-2250 | | . .7 suzuki | 12,3
|: s ) : =z tanaka | 1,5,6
I I ~o
I I ~ sato 7
A4 J hd

Telnet/SSHY S A7k

K 2-7 iR—ba—HFDIY) TILR— 7o RFIR
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2.1.7 Z0DR— bH—/\HEE

2-20

AR NSRRI FRROMRE b Y — R LTV,

# He

B B

Break 15 5-4LEE

Telnet/SSH 7 AT 2 "I BZELIENT T L —0 Xy T 7 4
X2 Break over SSH %, Break {5 & LT U 7 /LR — MR
L7 s I miZE L E T,

L3 AT IR D FRGE 1 OFF T,

AT — FOZE0RHE

Telnet 7 AT v " OZE LU Ta— F2LEHLET, &%
fTa— FoE#T, [E#7e L) [CRILF % CRIZZAHL] [CRHLF
Z LFIZEH) OF»rEEIRLET,

THHFIR O EIL [CRHLF % CRIZZEH T,

YT IR—RD
SRy T

VU TR — MR ISR TES LI, YT
W= MCERAR LD TSV ERET D LR TEET, 7
ANYVICERETE 5 0PI K 32 LT T,
THHFREORETITIRETOI Y TAR— M T UVIRES
ITWER A,

TA RNEA=(TA
RVEE LI 12 & %
H B

PRE SN 7 A RAVIREE (Telnet/SSH B R0y H A 15— #
DRIV TWZRVIREE) 235 &, BEIMICE v o a v 20l
LET,
AFEREIT FREOREETENME L 9,

LV MA=a—IZT7 7 A LIZIREE

B =R R =a— 2T VB A LT EE

U TAR—ID ) —<ET— RERNIZT 7 & A LT WkEE

TA RVEA~OREEHAIL 1~60 50T,
5 7 # )V X OFF T,

v va OYIENITERERICATDIE T,

(1)

TA RNEA <Rk, YT AR= b ~DT 7 AEHKT
L. R= =" A =2 —2FR

l

TA RVEAvfFmtg, R— b= A=a—%2K&TL, &
VI M A= a—% /R

l

T A RS A = iRk,
a » x Yl

‘L7 NA=Z=2—%KTL, BEyv

tyTg B A~ (HE
e I X 5 B
)

Telnet/SSH MR N D > U 7L — hDF =% —F— F(RO) (282
fe L7, HBESNTREPFEB LS, 20®y v a &l
IR B4 R8T,

Tty va U F A ORERPMAIL 1~1440 53 TT,

7 7 v M OFF T,




2.2 KR—bOTHEE

2.2.1 R—rOJHEOHE

R— b o ZHEREIZT Y 7R — MBS SN TV DB SR O ZE LT — 4 %,
FEENH O FLASH A€ U< RAM EIZIRIFT Hi#RE CF, B S#ERIC Telnet/SSH
74TV MRERIN TV REWES T, B GHESR N RETIr %2, REBOR
— bR ZELTRFETDZENTEET,

BREFINTZAR—ba Zix, Telnet/SSH 7 7 A4 7 v M OAREEZ I L CERITSEEIIC
T AT HFICERRTEET,
F 2 FRROFIETHE AT HF 2 &R AEETT,
+ NFS ¥—~7 7 A )L HERAT
FTP % —~7 7 1 )L BEhE(F
Mail $— 3~ A —)LF — X THEEE
SYSLOG #—/3~2 vt — Y BEE(E
Y7 & FTPISFTP 7 7 & 212 &k 5 Bifs
44385 FTPITFTP H— 3" ~D1%(3

BSIR T R3S
NS-2250 |t'-_’ i
. _FWE
‘ I B#hEnt | B#hEniE |
- - [ v]
s
= —||=
SYSLOG/NFSH—/\ FTPH—/\ Mailt—/\ FTP/SFTPOSA T

TETP/FTPH—/3

K 2-8 R— k0O HaE

AHEREILLL T OB BE TR S T E T,

« R— b e U RERE

« B A DAR TR

A AR TR

- R— b v R

- R— b v S EEHRE(SYSLOG/NFS/FTP/ A — /L)
KHEREDFEMIZ L FICHB L E T,
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2.2.2 R— BT REHRE

2-22

AN— b o ZRTEHREE T, B NH T 5 a 7 2 REE ICH#E L T\ 5 FLASH A
£ U X RAM (2R 7T HHEEETT,

AEBIRAFTEDLR— M 7ORET, CHAOKREICI WV EDbY £4, AREBICHRT
TEXALR— M VFRBOREKELT Y T LR— MIRETXLIR— e S EEOREH
FIFREEZSHR L TSN, K= 72 R/AFTH58&F, U TR — DT EITERE
L7eAR— b 7 BEOEFHN, AEBIRFTELR— e V7 FEORKEEZBZ VX
ICHBELTREL T EEN,

g )T IR— B
K— O RES R RETE S A~ hOY
BEOREHE
AHERE NE D NS-2250-16/NS-2250-16D 48MByte 100KByte~8MByte
FLASH A & Y {RA7Hf NS-2250-32/NS-2250-32D 96MByte (Default:3MByte)
NS-2250-48/NS-2250-48D 144MByte
AREEE N D NS-2250-16/NS-2250-16D 8MByte 100KByte~2MByte
RAM £R 77 NS-2250-32/NS-2250-32D  16MByte (Default:500KByte)
NS-2250-48/NS—-2250-48D 24MByte

RELIER— b ZORGRBELZBA DR — b 7 2%E LEhaE, dWiFmnrs LF
TEINET,

F7-. FETHR— a2 NE FLASH 2 € VI2{&EL., FTP/SFTP 7 54 7> & fHH
LCR—=braZZH & L7720, FTP/TFTP Y —NICFH CTHEETHZ &b TE £, 264
X, (5.6 FHICKEZAR—FOJOREFELREBFIE #ZRLTEI,




2.2.3 BALRE >V THEE

R—h a7 DA LAY TR, AN— b u ZIZRA 2 LA 5RETT, A LAH
»THEREDY ON D6, FAR— P TRESNIF A L AZ TR T, R—Fhr
(CHREZIDZIF S E T,

A R aR S 7R L TH A SR TV DA, RESNIZAA LAY TR
THREZINZIA SN E 4, RIEFEIC 0 FBRHI SRk ORI G, XA AAX TG
DOFFZNEETHH Lnva ZFRAREEICH T S WG aiE, B a o8 Line
7 IS SRR RER LI S v E T,

B, AEREEEDICT DL, AEIESNTL A DAZ T OT =2 BEEITREFETE R —
e IVRENDIRL 20 ET,

BALRE D THEERE REE -3
B A DRE L TEEREDEE ON/OFF Default: OFF
B A DAH TN 3 b ~65535 F Default: 60 Fb

2 A LA TORNIT<ER H B K TIMEZONE 4>T9,

<Mon Aug 10 17:42:38 JST 2015> <—4s4LzR5>T

ether: port 1 LINK DOWN. 3\

ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL.

ether: port 2 LINK UP 100M FULL. >

ether: port 3 LINK DOWN. BERMEEEOOS
ether: port 4 LINK DOWN.

ether: port 3 LINK UP 100M FULL.

ether: port 4 LINK UP 100M FULL. /

<{Mon Aug 10 17:43:38 JST 2015> <41 LRxH>T

ether: port 1 LINK DOWN.

ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL. LR E S o=k
ether: port 2 LINK UP 100M FULL.
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2.2.4 O5A4VRE 2 THeE

R—ruaroual A AFTHREX. VI TAR= P NIT 78 A Lza—Yon s A
a7 Y N A R— o ZICHIET D RE T,

AIEERRIZ T U TR — MREICERETE, T 74V ME OFF TY, n A v AX 7GR
EEINCT AL, TROLI B S A A2 TRAR— e JIZZH S E T,

BB, AMENTa AL AZ L TOT =B TRIFECEDIR— bV BENDRL R
Di‘a—o

<Mon Aug 10 13:00:26 JST 2015 login RW1:userA 10.1.1.1>
<Mon Aug 10 13:05:30 JST 2015 logout RW1:userA 10.1.1.1>

2.2.5 R— Oy RRHEEE

2-24

F— b I EFHREL, RIFL TV HE— b a2 &R — M= X =2 —TFERT HHhE
TY,

R— b — 2 ==2—00 [1:display Port Log| X [2:display Port Log(LAST)| %3R3
R, AEBEBICRESNEAR -7 2FR7 TN TEET, REBICREDOR Z7H
RFSNTEY ., KHOn 722 LTZWEEIE, v 77 7 A L0 0 5B 5000 3T
FTHFTDH [2:display Port Log(LAST)] #3&IR L T 72 &0,

A= h =R RA =2 —TFERENDIB TN 1A=V ESRVEAIR, A—bho 7R
BEREIE more BEREZ V2 /& 1 X—UFDRRLET, [-- more <Press SPACE for
another page, ‘q’ to quit> -] L KR I TV DHHE TIL, AN—ZAF —TIRRX— T E KR,
U&= % —TRITHFER, I~ R Tmore lREZ R T EELZ LN TEET,

# telnet NS-2250 8101
—— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo-6F-00001"

. display Port Log

. display Port Log (LAST)

. start tty connection

: close telnet/ssh session
: show all commands
tty-1:rw> 1 4

ROM BOOT. .

[ 2 B O R

Boot Status : Normal Reboot BEEMEHEODS
System Up Time : Wed Sep 6 13:11:30

Serial No. : 99900080

— more <Press SPACE for another page, ‘q° to quit> —




R—hB 7 A=a2—TRRINDIA— Fu 7zl 55613,

Port Log) & L <% [7:erase Port Log] %R L £,

[6 : display & erase

ZOEMEEIToTH, FEBRIZ USB AE U LAREBENTICIRAEINIZA— b 7R S
NHEHLIFTIEH Y FHA, ZOEIEIL 1 display Port Log] THEIZFE RS- n /% 3E
FRIZT DT T,

tty-
-— RW1

Tirw> 5 Jd —R—rOJZFHIBRTH5IT0 FERRT 5015 Z&R

Host  : “SmartCS—Nol”
Label : “Switch-Tokyo-6F—00001"

O~ o 1B~ w N =

9 :
10 :

tty-
tty-

- display Port Log

: display Port Log (LAST)

: start tty connection

: close telnet/ssh session

. show all commands

. display & erase Port Log —R—rOJERRTLTHBRLET
. erase Port Log —R—rOJEHIBRLET

. send Port Log

show Port Log configuration

send break to tty

Tirw> 7 4 —R—bOJZEIGRT DIHEE T EFER
1:rw>
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2.2.6 R— kO EEWEE(SYSLOG/NFS/IFTP/ A —)L)

2-26

R— b o ZEEHEREIT. ABEEICKM L TWAR— b ZE2E SN REL T — gk
154 2H8ETT, A— b2 % SYSLOG H— 32 NFS r— ZRIFE LD | KA — MIZ
BESNE FTP H— R0 — L7 RLRIZEET LI ENTEXET, 0 EDDL T T
e MIEBOEEE— "5+ 252 L b TE£92, Mail —/3% FTP +— %
RS Z L IE T £H A,

R— kO Y REL

wm &

SYSLOG #—X

ABEE |2 Gk X 47 SYSLOG Hr—NIZAR— e 7 &R EFE L ET,
U 7L — MMEIZ SYSLOG 2515 O A 4 (ON/OFF) 2 Bk TX £,
AR ICBEETX 5 SYSLOG H— Tk 2 BT,

AR SRt I DT — X B 595 &, ABEEITEE iz SYSLOG
P~ Jh ) TIVE A DR L ET,

NFS H—3

AEEEICEGE I NI NS — 2R — b e 7 2 R/GFLET,

U 7V — NI NFS {R1E DA (ON/OFF) 2 %8k T 97,

AN |ZBRERTE D NFS — NI\ K 2 5T,

BTSRRI O T — 2 5T 5 & ARIEEITRE S 4L72 NFS H
— R~ T H Y TIE A LARTELE T,

FTP #—

U TR — MBS FIP — "2 —HF TR — b o 7 &k
FLET, R—FMe 3 TROEGFELTH- LIz ZITEESN
FT, 0EODTY TAR— MIBEETE B FIP $— /3 (FTP . —H)
F R 2 T, (Pl — o) il £ CLEBEICBRERTE £ 7,

A—LT KL A

YT AR— MBSz Mail H— "D A —/LT KL Z[ZR—k
n7EEELET, A— b X FEOEERMEZM- LI LI
EEINET,

OEDDU Y TR — MIBEEETE D Mail — (A —LT KL R)
IR 2 T, (AR — M) il £ CLEE TR TE £ T,
SMTP-Auth (Z%FJt L72 Mail H— N2t A — L& 65 T E 9,




AN— b 7% Mail/FTP #— NICEETHRMBIEITERD LBV T, HBE LIEEESRMEL
e, R—bo Z R EREEESNEEGERICR—- e 72 HBICEE L ET,

B— b a7 OEGEEMICEFERRE AR — e 7R HEROW G 2R E L-HAIE, A—tna
TEEREEEIL. WTTND ORI AT LIRS AR — hae Z &2 EE L aéfaf‘a EELET,

R—bOJDEEEH R EEE w &

e il 0-65535(%7) | XELLEEERBI LICAR—Fr 7 2E#EL
F9, EERRIZ o%@?ﬁbt Al FEM
b DRRE TSy & 72 0 FIH =R Otofnﬁ%
EELEJ, Default 1% 60 43T,

A—buZ7ofA%E | 10-80 %) SR Lfem 7R b A R OROE LTSS
FlcE Lz bR - bo /&2 %ELET,
Default % 80% T4,
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A=E (F543Y) (£HUHY)
START(HERZE K : 1—41D)
BALTHk |
RS IBEBZL x <--4
START(HRE KR : 1—4ID) N
7 =
REPLY(/SRT—RELEHE) BB L
N authentication
CONTINUE(/SX 7 —R@E%)
REPLY(FXB)
REQUEST (service=smartcs)
B
RESPONSE(R{ M : 1—HHERI[R—k1—4]) L.
authorization
REQUEST (4 —E Bl : START)
BALT I
B4R BEBL x +--]
REQUEST(4—E ZBi#4 : START) Tho D ~
accounting
B RESPONSE(Rk3h)
(HB)

B 2-20 280 TACACS+H —/\& 3D REFENE
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2.3.5 TACACSHIZ&B2—H T IL—TOHANES Y TFTILHR— DT I RFIR

TACACS+Y — N REEBEOT 7 B AT N —VE L ZTHEERZFIH LT, EEEH o — /i
=Y/ R— b2 =R D2 —F I N —TEHAN L0 R—bh2—HFDT VU TR — |
DT I ARRE —TCERT L ENTEET,

ZOMEEZFMAT 5854 . TACACS+Y — N2 —FRFHET D 7N —T4EREL,
AEEE I 2—PRREO I/ N—T 4R ELET, K— h2—F DI A—T 12TV T
NR— " ~DT 72 AL —FEICRELET,

VUTNR—NDOT 72 AMENREBBICR2 D256 (Bl2IX. Groupl I[ZFTET 52—
X7 7B ATE S 7 UR— R A NS-2250-1 Tld 1~10, NS-2250-2 TlE 15~20 72 &
DEDICHRDEGE) SREROT 7 v AT NV—T 2569 D4, TACACS+— "=
— W EBRENEZ TEHRLSL WRAICZ OMREZE 5 L] T,

BTACACS+H—/\ERTE
a1—H4 TIL—T%4
somebody Normal

TACACS+H—/\

root Admin

suzuki Groupl D %
tanaka Group2 - |=

NS-2250-1 NS-2250-2
S . 2 i (Y =

W7 7ERTI—ELTH W7 OERTL—ELTHRE

1—HER | YL—T& Tt RE 1—HER | YL—T% Tt RE
—fEa—4 Normal BETEFEEA —fEa— Normal BRETEEEA
gL —Y Admin HEL—Y Admin

R—bka1—4 | Groupl ST ILiR—k1~10 R—bk1—4% | Groupl ST LiR—R15~20
R—b1—4 | Group2 DT IVR—R11~20 R—ba1—4 | Group2 DT IVR—F21~30

X 2-21 2—HTIL—TDHEAET ) TILKR— DT Yt AFHIR(TACACSH)

I~ FU 77 L2 AD create auth access_group =~ K, KED [4.6.4
TACACS+HREDERTE | #Z ML T ZEuy,
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2.3.6 EEH—1\OT7 U XFIR

AREBEBOY— "L, SR TH5F%y NI =TT RL AL AT B8EkTHZ LN

TEET,

TR AEHIRT D LN TELREEDOY — NI TEDLEEBY T,

H—/\

B

Telnet — "D 7T 7 & AHI[E

ARIEED Telnet b —RIT IV ATHIIAT oV M &
HIBR L £,

SSH #-— D7 7 & AR

ARIEEDSSHY— NIZT 7B AT BT 5472 ZHE
L/gz—g—o

FTP #— D7 7 & AR

AIEED FTP $—R_N(RX—T g T v 7Rty N7 v
TrAN, A= rrZORETHEHALTHE)ICT Y
YATDHIITAT U NERIBRLET,

e R — RO T 7 & R H| R

R—= b =T 7R TEHIITAT 2 FEFHIBRLE
9, {5 5 (Telnet/SSH) i E— F (/) —~ /LE—
R/AF=ZZ —F— R) T ELICHRETAHAZENTEET,

TG TN O KB D RE 1,
RSN TWET,

RIEBEIZT VB ATEB T TA TV MaRN Tt DFI

HREE

B
w
[m

a8y hU—7

ALL

HEhi it 5 - X

Telnet/R— kH—3

U TR — b O IR

Telnet / —~/LE— K
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2-44

(M

(2)

B E e
AL T RO M EAE S Y R — P LT ET

DNS U 547 > HEsE
AIEED ping X° telnet =2~ R EDT 7V r— 3 2 DNS —NZfBWEbE L
THRMFRZ I 72 HMRE T, REE B TE 5 DNSH—NT2H5 7T,

SNTP 2 547 > bR
AAEE OIS 2 NTP U — OB ZC [FH &8 5H6E T,
AIEEITREHTE D NTP — %L 2 5 TY,

RET 49D IN—T 4 Utk
Fv NI = REEERE AL T 4 v I V—T 4 7 TEHLET, REEICITRK 99
DABT 4 I N—TF VTN TCEET,

SNMP T—< = > H#RE

SNMP =— = > MEREZEH L, SN D ARIEEOWIEEHRZ1TH) 2N TEET, K
i 1 X SNMP Version1/Version2¢ %A — kL T\ E9,

SNMP = —2 = > MEREZ A 2T HIT AN D SNMP H— 360 MIB 7 27 & A2k
ZLET, SNMP +— 305 Versionl FBERXD Get ER %55 L7235E 13 Versionl T,
Version2c JEA D Get FR %515 L7244 1% Version2e TIHE L £ 7,

ARIEBIBFETE D SNMP H— iﬂiji 4 ETT,

F72. b7 v 7% Versionl/Version2 Ol FIZx S LTEY , I K4 50 7 v 7 EEE
EABEBIIBRETEET, YR—MLTWD FT7 v T IEFERDO LY TY,

A4 B BA

ARIEENET L2 & ITEHT D M T v 7 TT,

Coldstart Trap AREEE O T35 HfF X Coldstart Trap 2% ON IZFRE SV TWVWE T,

LAN 7R — k28 Link Up/Down L7zBRIZEH4 A R T v 7 T4, LANR
— FMA Link Up 95 & Link Up T v 7 &EHLEYT, LANK— b

Link Trap 2% Link Down 3% & Link Down k5 v 7 % £ H L%,
AAERE O THEHHIRIE Link Trap 28 ON ICERE SN TWVET,
SRERENR A LT & & GFAI LTV RUy SNMP - — RS9 R IEAR =
Authentication Ra2=T 45 SNMP BREZZT 2GBTS T v T,
Failure Trap AREEE O T HEHRREIE Authentication Failure Trap 7% ON [ZER7E

ShTVETd,

U 7L — k@D DSR{EE A Up/Down L7-FFicikH4+ 5 T v 7T
4, U T ILR—FDDSRIZE D ON ZAMEE A K45 & DSR ON
N7 v 7%, DSRIGH D OFF Z RIEi&E D 4 5 & DSR OFF ~ 7 v
TEEHLET,

A O THHHRT T X TD U 7R — k® Serial DSR Trap
M OFF [ZFRE SN TWVWET,

Serial DSR Trap

IO ON/OFF L72WRFIZ 6T 2 T v 7T,

Power Trap

AREEE O T HRTE X Power Trap 28 ON ICERTE SN TWET,




®)

(6)

(T

(10)

SYSLOG ¥ 5 4 7 > hikEE

SYSLOG # vt —%4M# SYSLOG — NISEETH I ENTE £,

AMEE T, AIEENH T D SYSLOG & AR—hu 7%, SYSLOG — NZkfEd 52 &
NTEET,

AdEE N 195 SYSLOG & AR— hr 7L, [T SYSLOG h— kg s g7,
AL (DB EETE D SYSLOG — "D KT 2 5T,

SYSLOG ##8e B BA

7u han RFC3164 [Z HEHL

773U 7 41X Local0O~Local? #H¥HR— kL TWET,

S0
SYSLOG 7 7 2 U 7 + 7 7 4V M Locall T,

773U T (1% Local0O~Local?7 ZH AR — L TWET,

N— g YU 3
el N A ( 7 7 4/ N Local0 T,

Telnet/SSH H—/\#4%gE

Telnet/SSH — /3%, Telnet ° SSH 7 74 7> bOEREZ T HY—/TF, UE— |
2y NI =T NOREBORA T T U AZRAT) ZENTEET,

AREEE D Telnet/SSH H— 27 7B ATE Kt v a U #id Telnet/SSH % H o
TskvyvarTti,

FTP/SFTP +—/ \##HE

FTP — NI, KEEBDI AT LI T NI 2T T 7 ANRALZ— T v T 77 A )b, R—
faZ%, Xy I—0 EOFTP 7 947 FINBIEZETHODH—/TT,

F 7= FTP [ SFTP &1 o 7= 5.7 7 A NVERE S AIRE T,

AHEE O FTPISFTP H— N7 78 A TCTE S|k Rty va izl vy a7,

FTP/TFTP & S 4 7 > M #AE

AL =T T T 7ANRK— T 757 A% FITPITFTP H— NIZEF L2V,
FTP/TFTP Y — "N RAEZ — R T v T T 7 ANRV AT A T Ny =T 77 A /VEEE
T HHRE T,

N—=23 0Ty T/ N—2a 08 il

AREEE L, FTP/TFTP 7 747> b b L<IX FTP/SFTP Y —N%Zffi~ T AT LY 7 K
2T T ANEREBICENTEZEICLY, VATAY T NI 2T ONR—=Ta T
TRNRN—=T g U HE T EITHI I ENTEET,

KIEBON— g 0T v FINR—=Va oA DFEL, [bE SBERSE 22 L TL
7ZE0,

DSR {E 5 B MR it RE

DSR 15 % ® ON—OFF/OFF—ON DOE® i+ 5T, Az fi+s2LT
B S DEELZERBHE LY, YV Ty —7 L O%EE2 BT 2 LN TE
7
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(1) B#EFREE
Ji— AEENTICEEPEELLSE T, VA YT Ry 724 =ICd Y ZhbolEE
AL, BHEICY 77— M 2HETT,

(12) REE Yl
W RN O & FHI B e T

(13) B4 LYV—teE
KIEEDPRT D54 LY — U R ET HHERETT,
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3 E

A== P Al
ﬁJjZZxE 7)//75,‘7’2,

3ECTIT. BEFELEILFE, By N7 v TP ERIESR E OBRIEICET AME AT L Tw
e
VB2 A 0B DRI LT BHA L TEE W,

REDNE

3.1 EEh HERRME L
3.1.1 USB A& VU DA
3.1.2 IEEEE R OB
3.1.3 #E
3.1.4 fER
3.1.5 {%1k
3.2 &y FT v FIH
omrsAv/ar Ty
.2 CLIDE—FR
.3 CLI Ok
A4 REa~ Y FEEOFE LA
.5 BREDORLT
.6

.2
.2
.2
)
.2
.2 Pk E)

W W W w w w

3-1



3.1 EE R FL

3.1.1 USB A EYDIFEA

AREHE DB A AN D RN ALEEICFEH S LTS USB A€ U 2 A3 ED USB R— k
(HRAL TS IZE 0,

UBAEUDR S v T%E
ISV TITBIo#ITET

3-1 USB *E!) M A(SmartCS)

SmartCS 1THEBNEIC VAT LAY 7 N7 = T 2L TEHEY £90 T, USB 2 E U 3
AENTW L THRIFATE 928, EESFERCRBIEENIRIITZ D L )12, B,
USB AT Y EHALTIFHLIZE UV,

7%, USB AEF U AR TICARLEE 2 HE) L2 ha . BRIEDTEHIAB SOOI T4
WEBIZEI D B D £9,

AIEE DYEAS &R EIZOWTCIL, Bt FREFIEE] 22 LT,
B USB AT IEARLE %Eﬁﬁ’o AEBLSMZIZFERLLEWLTLEEWL, PC &

EDMDEEICHALIGEE, AEETERICRHBTET UL LI L ELEDR
REGYFET,
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3E HREDFRN

3.1.2 HEEEBIRKRDEN

(14)

WEZEMT D23, FANCAKEOKREZBRET 2MLENRH Y £, AEEOKIEDR
T, HEEH AR OITOETOT, AEEOEREZ AN DANC, TEE S H 5K & 56

LTLEEN,

%%%@ﬁx . AZEE DO CONSOLE AR — MIHEHi T 5 Hik e, AEED LAN1 A— |
Fv hU— 7% L CHEe T 2 HERH D £7,

HEEHIG A% CONSOLE A— MI#EktT 2501, REEOT — MO A vE—UN

WEEHIRICE T ENETN, Ry U= 2N L THERTABEAIIERINEEA,

%%ﬁﬂ

CONSOLE R — M ZHiid D34

A4EE D CONSOLE AR — b (RJ-45 8pin =2 17 #) & IEEZEFLHA D COM A — b (D-sub
9pin =17 #) %fIJE?D NS-354 DBO-RJ45 a7 X AN LA —HY 3y hr—7
L (73U 5UTP 7 —7 L, A hL—h) ZfioTHERELTIIEE N,

CONSOLE R—

/832D COMAKR—
IZERY 15

< A—Yrvbr—TL

NS-354 DB9-RJ45 a4y &

3-2 AEELEEBEEEIHRD COM R—

AEEE D CONSOLE R — FORRE (LMK EE) 2 FRICEEH L ET,
HEEEFIRR O ) T IVR— b O EZARLEE DO CONSOLE R— MIADETLEEN,
IH B MHAE

(REST e 9600bps
T2 SEw k
R T 2L
Aby7Ey b 1Ey b
7 v —fil4# XON/XOFF
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3-4

(15) v NU—27Ic8kT B1E48

MEEHERE Ry NU— 7 108 L, AdEED LAN1 R— & L C, Telnet 7 71
TR AREEICR A LET,

B TR SR
= NS-2250
= K (o ) z
[z=es<) LAN
192.168.0.2 | 192.168.0.1

Telnet7AKRaJL

M 3-3 AEBELEBEGCEREROARY FT—Y

RIEEBO TIHHMMIFORTIL, Xy VT —7 LOBEBRMRANOREBEOHRTENTE D LD
2. FEDONRTA=ZRHLENPUORESNTVET, Xy T =7 &5 L TAEBEDH

EXITOEAIE., HEEHEIROR Y N —7 OREELAREBENTET 5Ky hT—2 7
KL AIZEDLETLIEEN,

H H #EAE
RA N NS-2250
. LAN1: 192.168.0.1/24
YA
IP7 R LAN2: 72 L
Befpiar el IP 7 R LA ALL
Hoearrh— e 2 Telnet
o LAN1: Auto Negotiation
LAN A= b LAN2: Auto Negotiation

AT LT 1%, EEEHRARD Telnet 7 74 7 > M HAMEBICHER L, HFHE
E— RIZBITL T2 5 console I~ REFEITLTLEE N, Z0a~wy REETTLH &,
ABBD LY — )L A v — DPNEFEE KD Telnet 7 74 7> MoHH SHET,



3E HREDFRN

3.1.3

(L)

AREETACER 7 —7 1 LI DCERFyr—7 Va8 L CEELER L 5,
ACEBFE 7 —7 108 L<IEDCEBEyr—7 V28R L, KEEOHHIZIHIERAAL v F
O T MZERLUALERE ONIC L CTEEZEE LES ( TOJ fl2Y OFF T9) .
TEIX AC BIRET L OBI T, ACL00V LA CEMA T 2546 DC EIFE 7 /L IZBIf o
RETIHEEZSR LTI EE0,

ERRAA v F OFF DiKEE

ACl00V ER7—T L

B 3-4 AREZEDFEIRON

ARIEEITEFR A BAT D E GARP N7 v b & EH L ET,

IP 7 RUVADRE SN LAN AR — MZA —H Ry Mr—T7ARHA S TWHIRETA
HE A ETHIE GARP X7 v FOSHBIICEH SN E T, 20 V=L — OB ERK
BARRIC, Ry b U — 7 BV — 30 ARP T — 7 L HEIIC B SV E T O TEA T
S

GARP /~7 v MIFEWR ON LISMI TR # 1 I v 7 TEH S E T,

LAN 7"— k@ LinkUp Kf
IP 7 R L A5 H
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3.1.4 HERR

AEEOEZ ONIZT 27— B MED £4, ALEOHTHIZH 5 4 5D STATUS
FUTTT = FREFIZEITL TS Z 2R LTIV,
T T —3FAT D L STATUS 7 0 7RI L, 7 — P IEFICK T35 & 450D STATUS

T I ETHIT LET,

STATUS 5 > 3% 1
J— b DETIREE

1 2 3 4
([ o o ® | —FU=THHILTET
®@ | O | O | O |HC2Z2HE7T % KP0OC) FETH
O | @ | O | O |RME=XFETH
O | O | @ | O | vAa7akE#H (1st Boot)
([ O o O | A7 LiZEH
® O | @ | @ | 27 AT (USB AE U NLEREEDHFIALT)
O | O | O | O |vAaTay7 b7 BT

¥ 1 :STATUS 5 > T DB,

=
EE
LB

AbNET,

O :H4TI, T@®: [T &RLET,

STATUS S T 1~ANERERFZATLEFEDE T X AEBOHELE
6E FSTNYa—TaT] IZHTHALTLEEY,




3E HREDFRN

BIREZ ONIZT 2 &, BERZWT A RRETSINTHRICTVAT LAY 7 My =7 BNEB L E
T VAT LAY T by 2T REENITSHE, EREFHEERICOERHA yE—VE BT |
INS-2250 login: | "R ENE T, HEIA v E—VHFICZT —RA v E—UNERREINT
WIRNWZ L ZER LTS IZE N,

INIT: version X. XX booting
Welcome to NS-2250 Console Server

Starting Bootlog daemon: bootlogd.

System : System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Power on (00:01:00)
Local MAC Address © 00:80:15:XX:XX:XX
Number of MAC Address :@ 2
Mode | : NS-2250-48 (48 port)
Serial No. o XXXXXXXX
BootROM D Ver X.X. X
Main Board CPU : eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

4
NS-2250 login:
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3.1.5 =1t

AREBELAZ LT DI, KREBOREEZ AL — N T v 777 A VIBRFEL TG, TRED
FJET shutdown ==~ > K ‘i’%ﬁ LT, MON>7'u o7 FRFRREND D, F720d, K
&R O STATUS2 7 BRI T 5D %> Tob, EIRAA v F % OFF (2T 50
W —7 N &R NTLTIEEN,

e
= [

® ENEETERRAA Y FERELAVTCESL,
T2 %O)ﬁ.( fd~ U i—d-o

O AREFEICo A L TEEEH2—VIIBITLET, 074077 7 b0t
Mix, 3.2 2y h7yTOFIE 2L TIEEN,

® write A~ FEFETLT, Fo=v P av 74042 A8— T v 7774 LIC
RELET,

® shutdown =~ RZFETLET,

(c)NS-2250>_sud
Password: 4

(c)NS-2250# writes

Do you really want to write internal & external startupl [y/n] ? y<
write external startupl

.................... writing

write internal startupl

.................... writing

(c)NS-2250#

(c)NS-2250# shutdown<
Do you really want to shutdown [y/n] ? yd_

MON>

@ TVATALAYT7 Ny TMEIET DL AREEORIEICH D STATUS2 7 0 7 H
ITL, AT a3y — i ROM =4O 7a 7 IMON> | B’ERIN

e

® VATAYTZ I NU=TMEIELTWDZ EA2MR L%, BEEOERE OFF 12
LTLEEW,
AIEE IARREEICH HERAA »FO [O) MEHLIAALTERZ OFF 2L
e




3E HREDFRN

3.2 Yy b7y TFIE

KIEBEDOYE Y N7 v 7 FIEEZEK -6 1R LET, HWIEEZRET D a2~ FOFEMIL, B
DO MAavoyRYyI7LUR] 28R LTLLEE N,

Ag429 %

FEEEL—FI45

A 4

REE@AIVREDETT)

BREITAIL
(RE—LT T I74I)IZ
BREFEZTAD

CONSOLE R— hE7-ldxy hU—2 L%
PR ARMN S, AREE IR S NTZa—P4 &R
AU—R&EHRELTCR A LET,

FEZAT D 120 EREEF B2 —FIT Y £,

e

BREaA~Y REFEITLT, REEOHREEZITV
T, Z I TRESNEERIT. EEOBMEC
KMESNETHN, RET 7 A NMAF =T v
TrAMICIFESAEINTVERTA, EE
OFF 127 % L E s tFdizkbnx 7,

RELIEREBZEZ 7 ANVAY— T v
77 A INCEEIARLET,

RE L RAFT UL, EIREZ OFF (L THAER
WL DT, ORI LT3R EN
KBS ET,

X 35 v brc7yIEIE
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3.2.1

(2)

(3)

ag4 g7y bk

CONSOLE R— M#fe Lo REEBE R EZIT Ry N =2 LD T4 7T & MR
DAMEICn 7 A a7 T T YL EERA L ET,

07 A VR[Elp —
THHARCAREEICr 7/ T D a2—WFIZid, —fF=2—9 [somebody) &IEEEH
a2—H [root] WEESNTWET, 2B, M2—FDONRRAT— NIHEINTHEREA,

145 [TL—T8|  HE %

root root PEEEH o — | TR TV ET, OAT—
RIIARRE)
HEEORERA VT ADa~y RiRE
ITTEET,

Ao —FIFHIBRTE A,

somebody |normal — o —F T HMRFICERGEINTWHET, (RAT—
RIXARRE)

B A2 #3895 ping a2~ N E 25T
THENRTEET,

CONSOLE AN — MZ#aft L - B EHM AN b1 /A T 556

AR A BT 5 LRGSR 707 b (ogin: | RERSNETOT, AERFIC
B IN TV R a— V- EEEEa— DA LR T—- N2 AL TH
T4 LET (LHEREFEO K= —Y Tsomebody] B L OUEEEH =2 —F [root] 123
AT — REFRESNLTWHERA) |

« —f—Y Tsomebody] Tu A T 555

NS-2250 login: somebodyd
Password: <

(c)NS-2250>

cHEEEM o —Y [root] Tu A T BRE

NS-2250 login: root<
Password: 4

(c)NS-2250#

Tuar P FNORROXLTFIIR A v a—FDENZLY, =T DHEEIT [>) | %
EEHI—VFOESIT # 0L bY £1,

Xy hU—=7 DI T4 T MRMN BT A T BB

Xy NT—=27 LD T4 TV FmENPLARER (THHMEO IP 7 KL &
[192.168.0.1] ) T Telnet ##5i 925 &, 77k login: | NFERENFEFTOT, K
EEICBRER SN TWD —ffa—FDa—PLHEERRT—REAH LTI U LET,
EEHa—Y Iy hU—27 LD Telnet 7 947> M bEEQ A TEER A,
—fRa—YTr A ULk, EEEH-FIIBITL T EE0,




3E HREDFRN

(4)

(5)

(6)

$ telnet 192.168.0. 1<

login: somebody<
Password: 4
(0) NS-2250>

v 7 OO L TFIIER A — FOEWIZ L Y CONSOLE &~ — k O3EE S HH AR D
bu A LiGaE o)) . *y hU—27 E® Telnet 7 747> binbnr ALz
Baix 10)) X HIcEbY £7,

X FU—2 F®D Telnet 7 547 "inbua A LEESAEDO T a7 OFKix, #
BEDFEIZ 0 P BIEICZENT WA FESNEN AT b ET,

— = HEEEH L —FICBIT T %6

=B IEEE L —PICBITT DI, su vy REEITL, BEEHL—TF O
NAT— R AN LET (LHHARFOEEEHE 2 — Troot] (Z/32 T — RIXHE S
TWEHRA)

(c)NS-2250> sud
Password: 4
(c) NS-2250#

077y sDHE

0777 bTAI2, logout =< FExiTexit a2 REEITLET, /2, sua~
U RTBAT LIEEE 2 — o — 2 —FIIR 555 5., logout =~ RE 21X exit
av REFATLET,

CONSOLE FA— hDliiR»HRr 77U b5 &, 7Fr7 kb INS-2250 login: | A&
INTalA UFEBilET, xy hU—27 LD Telnet 75347 bhbua s 7ok
THE ITAT VU RMKROT a7 MIRED £77,

CONSOLE A— DR br 77 v FLESRS

(c)NS-2250> logout< (exit a< Y FHLAEAH)
NS-2250 login:

Fv NI —27 LD Telnet 7 747> hxbua 77 v~ LGS

(0)NS-2250> logoutd (Ff=1Z. exitav oK)
$ (FavTriE, 9547V MERIZCE>TRBYET)
salih

A=Y OBIEIFRLANAT — FOERL, KEEFHA—FORITI ZENTEET,

2 —H DB I/HIBRIE create user/delete user 2~ &AL ET, NAT— ROLEFE (X
set user password 2~ RZFHLET, K~ FoOEMEL, awoFUyz77LYy
Rl #BRLTITEEN,
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3.2.2 CLIO®ERAE

ARIEED CLI O A HFEEZL TSR LET,

(1) =a~xr R A imEhE
CLLO =~ R A UHEMEL TRICEER L £,

mEX— B
ackspacel T S RDWHID | CFEWE L E T
el = DB O R LET,
%;Lﬁﬁfm B N | R LET,
R BN | CFRICBB L E T,

[Ctr1]+[A] =Y NVEa~xy R4 OEBEICEH L ET,
[Ctr1]+[E] N—=INEazxy R4 ORBZICEHLET,
[Ctr1]+[U] LTOXFEBELET,

[Ctr1]+[K] = VDTN ZHELET,
[Ctr1]+[R] LCOXTFEBERLET,

[Ctr1]+[W] =V VERIO T AR L E T,

(2) v AbLUEERE
CLImE X MU HkRER FRICEH L EJ,
wmEYT— ) 03
[T] (E&ED) XN TWARIDa~y REFrLET,
[Ctrl1]+[P]
(1] CF&AD eI NTWARDa~vy FEFRELET,
[Ctrl1]+[N]
(3)  HESL~ L TSRS/ M SRR HE
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CLI ORI~V 7 RERE/ e RE 2 T RICRLH L £

mEx— B %
[Tab] ADFReZR A~ FOBEMEFR R LET (R L)
[?] ANRER A~ v ROBMAR R LET (EEiH D)
[Ctr1]+[1] ANRE A~ v ROGEMAE R LET (/e L)




3E HREDFRN

(4)

o RAISHSRE

AN LT8O FEND A~y RROF—T — KON 1 DICEE D
LT EBETDHEMTEET,
Bl ziX, 2>y —nnu %K RT 5H show log console =~ > R,

TBZLBTEET,

A, T LD

lsh log con| &AM

(c)NS-2250# show log consoled

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

(c)NS-2250# sh log con<

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

<TTY1S
<TTY2>
<TTY3>
<TTY4>
<TTYS>

<TTY1>
<TTY2>
<TTY3>
<TTY4>
<TTYS>

started
started
started
started
started

started
started
started
started
started
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3.2.3

3-14

BREIATUFEHEORLAHA

AEETIEH, TOTIAN T 7 ANVETHER L Ea~Y N2z a b —&~X—A b (&
Ea~y FHEEOWLUIAR) L, REBEOHRELZITI Z L HARETT, AEEREZHHAT L2
LIk, av Yy FOANI RAZEE/NBIZIMAZ A Z LN TX . AEBEOBREMELENDLEL
AT ETS

Ate 2RI T 25618, &E 2~ FEEAZUE LIATPRTIC terminal editing disable =~
VREFEITLTC, ITRELZEMICREL T IV, i LIAANFET L7z b, terminal
editing enable @~ RZEIT LT, 1TREEZ AR E L T EE W, ITEN LI
REISNTWDEIE, 2~ R4 ETH— Y AF—DOBER L TFOMANMTZ EEA
DT, EELTLEEW,

create ip host term01 192.168.0. 101 mLATLIT Y FEE
create ip host term02 192.168.0. 102

(c)NS-2250# show ip hostd
[Paddress Hostname Port

(c)NS-2250# terminal editing disable<

(la<o FEORLRAH)
(c)NS-22501# create ip host term01 192.168.0. 101
(c)NS-2250# create ip host term09 192.168.0. 109

(c)NS-22501# terminal editing enabled
(c)NS-2250# show ip host<

[Paddress Hostname Port
term01 192.168.0. 101 -
term02 192.168.0. 102 -

RET 74 W% FTPISFTP T7 7 A Mink T 5 HFIE b AEZEI IV AR — ML TWET,
PRI ThE BBERST 2L TIEEN,

B CONSOLE ;R— FDIHRICHEIVT Y FEDORLAAETSHBEE. 2—ZFIL
VIMDEETALAZ1THEY I REEICHEL T,

B Telnet V547U MaEEFIRAT HBEIE. teratermZFBDZEEFET « LA A
ECEDT TV r—2avaFRATHEENTT, CO&SUMBEETEHE L
TLELWL Telnet V5472 b THREATY FEDORLAAZITSHAIL. 1
TEEBICAZEENTOV T FXFIEFOVI/OALELZRABL TS,

FE ONS-2240 0RTEEBITIT IIHEIEEESANDHY I, ML T8 E NS-2240
Mo DFREBITHDIER] 2SBLTIEZEL,
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3.2.4

(1)

REDHTHAF ERTF

AR—="T T 77 AT USB A€ LEBNIIZEZ 4T 7A0HD F7,
RIEBPNEINT D EZINAY— N T v T T 7ANONRN T =7 a7 407 LT
FRAFEN, REBEBOREL L b1,

USB AFUBHASNTWEERIE, USBAEIVDT 74V FDAX— R T v T 774
NNT o= rar7 g 78 LTHEABPIAENET,

USB A& U A SN TR WIESIE AREENTBIREINTWDET 74V FDORA S —
KT T T ANNT = TarT7 4 7 LTHBMAENET,

7 7 AWK (STATUS4 7 > 7 mUTH) ZFrE, USB AE U I3HFHE N AIEE T,

THHMREOT 7 4V NOAX — T v 77 7 A VL, startupl 7 7 A /LTI,
EENRFICHEAIAEND AX — 8T v 77 7 A )V, default startup =~ RE T LTE
FILZEenTEET,

RER A E 1) (RAM)
ARL—vay

EF '[ Gy:ya*:y?wj‘}f
EERNE
r-- -E» startupl 7 7 1 JL ,}, -omoa
iu-- -E» startup227 7 1L —}— 4
EP-- -E» startup37 7 1 JL —}— w
Lo -E» startupd 7 7 1)L —}— J
writea<w > K FSED)
USBAE
E BHBaY T4 FIE.
RE—+TFVT _E» ;» default startupa <> KT
JrAnERE | startupl 77 4 )b L mEzE
3;-. .E, startup27 7 1 JL ,}, 4‘
- .P startup3Z 7 1 JL ,}, -
. .E, startupd 7 7 1)L 7}7 o

M 3-6 REDRF

AIEFEOaL T 4 TEBRETDHE, Fr=uT7ar7 4 JITREBRKSLET,
TFr=vrarz o ZIINEAEY (RAM) ECTEEINTRY, AEEs HiL#h+ 5 L
ERLEREFHEINTLENET, M7 write 2~ REFE[TLTT =7 ar >
AT HAZ =T T 77 A VIRIEL TLIZS WY,

HE ORERE GREDORELZIRE LRNWEGR)

write 2~ R&a4 7 a VB\LTHEITLET, A7V 3 VEBEEETIC write =< K
EETTDE, BERFICHAAENTAZ — T v 77 7 A L0, USB AE Y & EE@ENES
DO IFIRFESNET,
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(c)NS-22501 write
Do you really want to write internal & external startupl [y/n] ? vy

write external startupil

writing

write internal startupl

writing

(c)NS-2250#

(2)  USB A% Y D startup2 7 7 A /MIRELRFT D HE
write 2~ KD/ F7 A —H (2 [startup 2 external ] Z4EE L CTFEITLE T,

(c)NS-2250# write startup 2 external<
Do you really want to write external startup2 [y/n] ? vy

writing

(c)NS-2250#

=y

(3)  EEEWNHEID startup2 7 7 A IR EZRFT 25
write 2= RD/XF XA —X|Z [startup 2 internal] ZfE L TETLET,

(c)NS-2250# write startup 2 internal<
Do you really want to write internal startup2 [y/n] ? y<

writing

(c)NS-2250#
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3.2.5 FBiLE

(1)

(2)

(3)

AIEE 2 AT 5 121%. reboot T< 2 REFEITLE T,

WHE OFEE (Bt 7Y a v ERELRVESR)
reboot A~ R&a4 7y a VL CEITTHE, BIEREES L CWHAAX— T v 7774
WY AT Y7 b v =7 (main/backup) THEEN L £9,

(c)NS-2250# rebootd
Do you really want to reboot with main system and startupl [y/n] y<

USB A& U @ startup2 7 7 A /L DR IE & G iAo CHIEEIT 255
reboot 2~ RD/3T A —H|Z Tstartup 2 external] T L CEITLET,

(c)NS-22501# reboot startup 2 externald
Do you really want to reboot with main system and external startup2 [y/n] y<_

EEANFD startup2 7 7 A VORE & #i A A L THEET 555
reboot @~ KD /3T A —XZ (T [startup 2 internal] Z#5E L TFATL ¥, ELENFD
startup2 7 7 A MIRF SN TV ORENE TAREBEZFESH L E T,

(c)NS-22501# reboot startup 2 internald
Do you really want to reboot with main system and internal startup2 [y/n] y<_
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AETIT, REEOHEORTEIZOWTHBHALTWET,
VB2 A 0B DRI LT BHA L TEE W,

Ty N — T DOFRE

11 REBEORA NL/IPT FLADER

4.1.2 RAET 4y IN—TFT 4V TORE
4.1.3 DNSZ AT v FDOERE

il
w N

-
o~

b
o

b
o

N s e s
Rl e e s

B R R R e e s e

CONSOLE "R — k D% &

U TR — N OERE

A= b — OB

1 ¥t — FORE(EL Y bE— R/ XA L7 bE—NF)
A= hHP =R =z —DFER

AR N — RO — PRI (R b = —FFBAE)

RN—= Y —ROT 7 v AFIR @G0 s a8t —R)
A— M — OBt v > a UHE

R b= (F A L7 FE—R) DZER— N EFOLEH
AR— b —HF DB

VUTINHR— DT TERE

R—h =Dt v g HEUIEREEDRE

.10 2O O R — F Y — SRR DR E

R—hr T ORE

1 A—bhu 7RO FEIT L5

2 K— ol REOERE
3 AALARZLUTDOHRE
4 vl A LAE U TDRE
5 A—/VERFEORE

6 FTP £ OB E

7 SYSLOG &8 D% E
8
9
+

© 00 N O O =~ W DN

NFS 3518 DFRE
R— ko VR E DR
¥l T4 ORE
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4-2

4.7

NG N NN NN

=~
o0

ol
o oo oo O

il e e
% 0 ™ @ © 0 W o D w®

7
.7.2 S\MP =— = 2 N ORE
.7.3 SYSLOG 7 A4 7 > FDFKIE
.7
1.5 BA LY — L DRE

1
.2
.3
.4
.5
.6
LT

2 — PO ER L HIFR

L= YPRAT — RORE

RADIUS FREFHERE/RADIUS 7 4 7 > MERED
TACACSHERE DR TE

TELNET $— R D% &

SSH H— D E
BREY— DT 7 & ZH|[R

e
i

EHEHEORTE

.1

.4

SNTP 7/ A4 7 > F DFRTE

BEY Y ORE

S

© 00 N O O W W N =

—_ =
— O

.12

8.13
8.14

FEARFRTE

BV —ERADRE

N— b o 7 ORERE

A— b o FRAFSE R PR EDER

N— kv ZOREFHERE D= IR L R — h Y — " X = 2 —FoROIE
R b — P RRIE

SSH /X2 U — K (Basic) #dlF

SSH ZxBA g (Public) #3

R—=FrEL 7 MEE(KR— =0k L7 hE—F) ORTE
RADIUS FRZEAHERE/RADIUS 7 4 v o MERE DR E GEAR T)
RADIUS ZRFFRERE/RADIUS 7 41 7 o MERED R E

(e HERE 1:filter_id_head)

RADIUS ZRFFRERE/RADIUS 7 1 7 o M EEBE D
USHBRE2: T 78R L—E L THERR)
TACACSH#HE DX E (FEAFX E)
TACACSHERE DR E (SRR E: 7 7 B A 7 —E > JHiE)

E

e



4E FHERE

4.1

4.1.1

REBDHRAMEIP 7 KLADER

T3 AR RE D A2 @Tx 1% TNS-2250) T,

ARA N EETT AHI121F. set hostname =~ > REEITLET,

FRA MBI ETE 5XTIE, FAORKTE “ 7 (T —n—), “7 (1 7), B
T (Fy MDAMERTEET, 2720, XTFINORPDO LT & Ktk O SCTITRET
TRITNEWTEE A, £72. Ry FORIZRIZIFEANA 70 Ry b T ¥ —"—3fEH
TEEHA, A MORERICTEIT 64 XFTT,

(c)NS-22501# set hostname SmartCS<
(c) SmartCS#

IP7 FLRERY v A7 OFKEIL set ipaddr 2~ > R TITWVET,
THHMAFEOAREEDIP 7 FL AL Xy h~A 7% 1192.168.0.1/24] T,

(c)SmartCS# set ipaddr ethl 192.168.0.100/24<
(c) SmartCS#

2 5® LAN R— F ZFIHT 255515, LAN1 & LAN2 Ofi FIcE 23297y "o IP 7
RLAZERZLET,

(c) SmartCS# set ipaddr ethl 192.168.0.100/24<
(c) SmartCStt set ipaddr eth? 192.168.1.100/244
(c) SmartCS#

ABEEDHRA MR IP 7 R LR EONEHIL, showip 2+ NTHERTE £,

(c) SmartCS# show ip<

Hostname : SmartCS
TcpKeepAlive : 180

[Paddress (eth1) : 192.168.0.100/24
IPaddress (eth2) : 192.168.1.100/24
(c) SmartCS#
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4-4

412 RETAVIINL—T 4 VT DERE

ART 4 I — FEFRET HIZIL, createip route 2~ REFEITLET,

(c)NS-2250# create ip route default gateway 192.168.0. 254«
(c)NS-2250#

TEOHIEL LAN1IP:192.168.0.100)1Z 172.16.1.0/24 OFEB/L— F . LAN2(192.168.1.100)
T 74N M—FEEZRLTHET,

(c)NS-2250# create ip route 172.16.1.0/24 gateway 192. 168.0. 254«
(c)NS-2250# create ip route default gateway 192.168. 1. 254«
(c)NS-2250#

2 50 LAN 7R — N & LEMBE THAT 2568130 — M2 A b U » 7 @i :0~100) % & 3%
LET, BEREO A R » 713 0(High) TY, fEA/NSWA MY w7 BMERESRET,

[ U5l — P BBEEERE SNV TWDE5E. LAN K=V o7 X458 69
D LAN AR — MIERSNTWDHAL— M EHEHALET,

(c)NS-2250# create ip route default gateway 192.168.0. 254«
(c)NS-2250# create ip route default gateway 192.168.1.254 metric 100«
(c)NS-2250#

N—T 4 7T —TNVOERIL. showip route =~ N THERTE £7,

(c)NS-22501# show ip routed
destination netmask gateway met iface status

192.168.0.0 255.255.255.0 —— 0 ethl -
192.168.1.0 255.265.255.0 —- 0 eth2 -
172.16.1.0 255.255.255.0 192.168.0. 254 0 ethlt -
0.0.0.0 0.0.0.0 192.168. 1. 2564 0 eth2 -

(c)NS-2250#




4E FHERE

41.3 DNSUV 547> bDERTE

DNS 7 A4 7 F&RETHICIL, setdns =~ > R, set dns localdomain =t~ > K& 3
TLET,

(c)NS-2250# set dns 1 192.168.0.214
(c)NS-2250# set dns localdomain example. co. jpd

(c) NS-2250%

DNS 7 747 bDOIE#RIL., showdns 2~ R CHERTLZZ ENTE E T,

(c)NS-2250# show dns<
Local Domain:example. co. jp

No. DNS Server

1 192.168.0. 21
2 —
(c)NS-2250#

FE DNSUSAT7URDEREZEITS & DNS H—/OREITK > TIF/NT+—T 2R
METITBHIENHYFET, R— FOJTERENFEREICITONLRETIX, &EY—
/\(Mail/FTP/Syslog) D& Ri1Z DNS H— /NN THREIEFIZT. P 7 RLRAZEEELT
HESNDILEHEVNLET,
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4.2 CONSOLE R"— FDEEE

TG RO ARLLE O CONSOLE AR— ME, TROMMPRE SN TWET,

B A MEAE
BRI 9600bps
T4 R 8bit
R T4 L
A hy7EY b 1y b
7 v — il XON/XOFF

CONSOLE ;R— OB EEEF T HIT1L, set console 2~ REFEITLET,

(c)NS-2250# set console baud 1152004
(c)NS-2250# set console bitchar 74
(c)NS-22501# set console parity even<
(c)NS-22501# set console stop 2«
(c)NS-2250# set console flow noned
(c)NS-2250#

AIEED CONSOLE R— FOREAZELT 5 L, HEEFHRRKOL U T VAR — FORE
ER—EITR DT, Fur Tk [(©NS-2250# | NIELL FRENRLRDLEANHY
F9, EEEFEROT Y TR — N OFREEZAREEDO CONSOLE H— OB EICH
B Tho[EnterldF—Z2 ATIL, 77 "RELL FRENDZ EE2MHERLTLIEE N,

CONSOLE &=— kD% 1%, show console =~ R THER T £,

(c)NS-2250# show console<
Baud © 115200
BitChar 2

Parity . even

Stop D2

Flow © none

Syslog > on

(c) NS-2250#
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4.3 D) T ILR— FDETE

THHHREOAREBOLTOY Y TAR— MEI, TROEIPHZRESNTNET,

IE B MEAE
(R IE 9600bps
T4 8bit
NUT g L
A by 7Ey b 1w b
7 v — il il NONE
DSR (DR) {5 »5-#t Hit& AE OFF

SUTNAR—FORELZLEETHITIL, settty 2~ REFITLET,

(c)NS-2250# set

tty

1-16 baud 9600

(c)NS-2250# set

tty

1-16 bitchar 8

(c)NS-2250# set

tty

1-16 parity none<d

(c)NS-2250# set

tty

1-16 stop 1<«

(c)NS-2250# set

tty

1-16 flow none<

(c)NS-2250# set

tty

1-16 detect—dsr off<

(c)NS-2250# set

tty

32 baud 115200«

(c)NS-2250# set

tty

32 bitchar 7«

(c)NS-2250# set

tty

32 parity evend

(c)NS-2250# set

tty

32 stop 2

(c)NS-2250# set

tty

32 flow xon<

(c)NS-2250# set

tty

32 detect—dsr on<d
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U TR — b OFRIE,

show tty 2~ > FCHRTZ £,

(c)NS-2250# show tty 1«

tty :

1

baud
bitchar
parity
stop

flow
detect_dsr

(c)NS-2250#

9600
: 8
© none

 none
© off

(c)NS-2250# show tty

base —dsr-
tty baud bc parity st flow dct
1 9600 8 none 1 none off
2 9600 8 none 1 none off
3 9600 8 none 1 none off
4 9600 8 none 1 none off
5 9600 8 none 1 none off
6 9600 8 none 1 none off
7 9600 8 none 1 none off
8 9600 8 none 1 none off
. B

(c)NS-2250#




4E FHERE

4.4

4.4.1

R— b — DB

ERE—FORE (ELY FE—FIZEALI FE—F)

R— M —ROEHE— NiL, THHMRFECTIEA A L7 b E— RICEEINTWET, &K
—hEL 7 A =a—%f> CEHRAREREL2 —TEH L2V EA1E. set portd connect
select 2~ RERELET,

(c)NS-2250# set portd connect select<
(c)NS-22501

R—rH =D& A L7 hE— REFHT L8451, set portd connect direct =~ > K%
RELET, THHWREOREIZIFA LY hE— RTTOT, Fida~vr gL s b
F— RO FA VT PE— FICERE— FEEET258ICFTLET,

(c)NS-2250# set portd connect direct<
(c)NS-22501

[+ 2]

L7 hE— NERATHEGAIE. A— b2 —FERE¥%EZ ON IZ LT, A— h=2—H%%
BT H20ERHY £, £/2, B FE—RTEYV I TAR— DT RY 7 LR—
=N R =2 —DYEXFa— Rty v a VX TEa— R)EHRE LT BET
PRV EST, BV 2 ME— FZRHT 5551, set portd auth basic =2~ K| set
portd tty label =< > K72 5 TN set portd tty cmdchar =~ > RZFRE L TCHH L TL 72
AN

(c)NS-2250# set portd auth basic<

(c)NS-2250# set portd tty 1 cmdchar 01«

(c)NS-2250# set portd tty 1 label Osaka-L3SW-1d
(c)NS-2250# create user portOlusr group portusr password<
New password: <

Retype new password: <

(c)NS-2250# set user portOlusr port 1-32<

(c)NS-2250#
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4.4.2 R—brH—N\AZ2—DFKT

4-10

AR— h Y — R =2 —DERRFEIT set portd menu =2~ > R TITNET,
K= b =X =2 —DFRIZHOWTIE, AEHBIFICFR W ICIERTRO 3 SDOREN

ARETH Y. TOFETIR— b ZRETHR— b 72 RFTL0E DD

F7, TRIZFZFOBEFRERLEZLDTT,

BREITHRAT L

gE2KROR—+OY

Y R—bDR—FDOJ

R— b H—/ A =2 —E5F
(set portd menu)

REHRTE REFHTE Auto
(set logd output) (set logd tty log) (default) on off
on(default) OGFR) OFER) X (FEFR)
flash/ram(default) off xGEZr) | OGer) | xGEzon)
off off X (FEFR) OFR) X (JEFR)

FEOLBY, REBO THHAREOR— M — A =2 —OFRFFEITA AR
QutICREESNTWET, F7/-. TTY R— FOR— b o ZHMEFET SR EOOn)IZ 7 » T
WETOT, TFHHMFOREZFHAL TWEEEIE, R—F— A =2 =N HBEIHIC

KRS ET,

R— b u JRFOFEICERR R — P =" A =2 =2 FR I L5613,

menu on X E LE T,

set portd

(c)NS-2250# set portd menu ond

(c)NS-2250#

R— b~ TRAFOFEIIBERR A= b =" A =2 —2FR LRV K D ITT HITIT, set
portd menu off =~ R&EREL ET,

(c)NS-22501# set portd menu off«

(c)NS-2250#

A= F V=R =2 —DFREZ BEHB] S 51213, set portd menu auto 24T L E T,

(c)NS-22501# set portd menu auto<

(c)NS-22504#




4E FHERE

4.4.3 R— b —/\OI—FEIH (R— b2 —HEB5)

Telnet 7 5 AT v "L ARBEEDOR— M —NIZT7 7B RX LT-BICEET AR — F=2—
PREBREIL, If}%ﬂﬂﬁﬁfi FRREMEL | ISR ESNTWET, A— b2 —VRGEE (585
HY | ICEFTBITIE. set portd auth =~ FEFEITLEI,

N—ha— “'j‘uwft% FRREH Y | ITRRIET D &, AEBEORTOT Y TV R—FTHR—h
o — PG RE BN E L 9,

(c)NS-2250# set portd auth basic<
(c)NS-22501

SSH 7 747 v FERHT 2561, 14.6.4 SSHY—/\DERFE| ML T EE0,

444 R—bHo—nRO7IRAGIR EKTO L EERE—F)

THHHEOR— N —R_"OT7 7 2HIR (BEHE7a L bPEmEe—F) 121X
Telnet/SSH @ /) —</LE— KRW)D LN SN TWET,

Telnet/SSH @ /) —</LE— RN E=Z—F— FRO)DOHFZFIHTXS LI TR — W
— DT 7 ARREERT L5 TiOa~y REFEITLET,

(c)NS-2250# set portd tty 1-32 session telnet bothd
(c)NS-2250# set portd tty 1-32 session ssh bothd
LI,

(c)NS-2250# set portd tty 1-32 session both bothd
(c) NS-2250#

4.4.5 R— bH—n\OEHEY S 3 UEE

1O Y TIR—=PMIKH LT/ —</LE—FRHEK2EYy a3, F=F—F— Rk
K3y va ry£TEGETEET,
By v a VEEESTHRASII TR~ FEEITLET,

(c)NS-2250# set portd tty 1-32 limit rw 2 ro 3¢
(c)NS-2250#
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446 R—rH—\ (F4LY FE—F) ORER—-I+ESDER

£ TR — B TE{EL TWA Telnet/SSH @ /) —~ /L E— K¢ EF=H—F— FDOH—
B AR — hFEE 1L, set portd telrw/telro/sshrw/sshro 2~ R CEETHZ N TEET,
Telnet/SSH @ /) —</LEF— KL E=F —F— ROV —ERAR— " FEFEZEFTHEEIL.
1025~65000 DOFIH THIH L TWRWAR— FESZRE L T ZIV,

(c)NS-2250# set portd telrw 10001
(c)NS-22504# set portd telro 110014
(c)NS-22504# set portd sshrw 12001
(c)NS-22504# set portd sshro 130014
(c) NS-2250#

A= " —DOZER— FEFIL., show portd =~ RCHERTE 7,

(c)NS-2250# show portd<

auth status . basic

connect status : direct

base port number
telnet rw : 8101 ro : 8201
ssh rw . 8301 ro : 8401

timeout status

idle_timeout : off

ro_timeout : off
menu status . auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro
1 L3SW-1 8101 8201 8301 8401 60 120
2 L3SW-2 8102 8202 8302 8402 60 120
3 Serverl 8103 8203 8303 8403 60 120
4 - 8104 8204 8304 8404 60 120
5 - 8105 8205 8305 8405 60 120
6 - 8106 8206 8306 8406 60 120
 HEg
31 - 8131 8231 8331 8431 60 120
32 - 8132 8232 8332 8432 60 120

(c)NS-2250#
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4.4.7 R—ba—HDEM

A= ha2—FEBIMNT HIZIL, create user 2~ R&EfTL £,

A= b2 —PFIZET 7 BRAEZHFATHVITAR— FNERETHLENDH D £T DT,
create user 2~ KD port 7 a3, & L< (L setuserport 2~ REFEITLTT
T RAEHATEHL) T AR—=FEZRELTLEEN,

PLFOFIE, R— h=— portOlusr Z{E L, >V 7 /LR —k 1~8 & 17 DFF 9 K — b
W27 7B AEFAT AR ER L TWET,

(c)NS-2250# create user portOlusr group portusr port 1-8,17
Password < _

New password: <

Retype new password: <

(c)NS-2250#

TROa~ FTHRRDORENTE 7,

(c)NS-2250# create user portOlusr group portusr password<
New password: <

Retype new password: <

(c)NS-2250# set user portOlusr port 1-8, 17«

(c)NS-2250#

RN— ra—VoO—ERLEMIL. showuser T~ R TCHERTE £,

(c)NS-2250# show user<

User—Name Category (Uid) Public-Key Port-Access—List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOtlusr portusr (501) 1-8,17
(c)NS-2250#
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448 SYTFIR—FDIRY VITHRTE

4-14

U TV — M SNBSS NI CE B L T, v U TV — MR
IR EDT_NVERETDHZENTEET, T-NICRETE 5 UFHNITRK 32 XFT
—a—o

FAYVZHRE TE D LFITEAOFER T L7 (T o F—n_—) | “7 (g T72)  “7(F
v R BLEW@ (7y h~—72) MEATE £,

(c)NS-22501# set portd tty 1 label DB-server<
(c)NS-22501# set portd tty 2 label L3SW<
(c)NS-2250#

YUTNAR— MIERELLET7UE, K==L 7 hE—R@EFE— L7 M
HE)=° show port =~ K. show portd session 2~ KR X CEREINET,

(c)NS-2250# show portd sessiond
telnetrw: 3 ro: O

ssh rw: 0 ro: O
available session ( telnet only : 93 / ssh only : 93 )

tty . Label Session-Limit
Type Protocol:Port I[P-Address:Port Login-User
tty 1 : DB-server RW: 2 / RO: 3

rw 1 telnet:4731 192.168.30.145:23 portOlusr
rw 2 telnet:3495 192.168.30.146:23 port02usr

tty 2 @ L3SW RW: 2 / RO: 3
rw 1 telnet:4740 192.168. 30.200:23 port0O3usr
(c)NS-2250#
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449 R—bY—n\Otv a3 BEUMEREDERTE

AHEEIXT A RAE A~ (T A RAVEREICE 2y a v o HBIMHEES . v
a U X A ~ (B R IDIC X 2 BB RE 2 F58 L T T,
AREREZ AT DI TR I~y FEFETLET,

7 A R4 A <(@Gdle_timeout) Z%E L7-HAIE, EL 7 P A=2—R— b h—nR 2=
2a—FRE, BEIOR, VU TAR— D —<LE— FRWERRICIB W T, RE I
M7 A RVIKEE(Telnet/SSH 5Ky D A )T — 2 B CWRVREE) AT 5 &, 20D
Yy va CEEHIFICEIRT LT, TA RLV¥ A ~OBRERHIX 1~60 4y, 7 7 4V M
OFF ¢,

Ty a L OB TR E T,

(1)

TA RS A~ @i, v ) T AR~ kDT JEAEKET L, K hF— S =2
ST

!

TA RS A~ @il Hm N SR =B R T L, Tl kA= ok Fon

!

TA RS A ~@Eilth, EL7 hA=a—2&T L, £y ar2uk

v a X A < (ro_timeout) Z % i€ L7284 14, Telnet/SSH i K225 U 7 /LR — kD
= —F— RROIZHEHE LIEE LR AR5 & 20% v ¥ a » Z58H 09Iz Bk
LET, Byva XA~ ERMAIT 1~1440 %7, 7 7 4/ b OFF T,

(c)NS-2250# set portd idle_timeout on 30«

(c)NS-2250# set portd ro_timeout on 180
(c)NS-22501# set portd tty 1-32_timeout on
(c)NS-22501

4.4 10 ZDMDR— b —/\BEREDRTE

(M

Break EEDUEFHENER

ARIEE T Telnet/SSH 7 7 A4 7 > FIBZFE LT NVT 7 L—7 ¥+ 7 7 ZX° Break over

SSH # . Break (5 & LTI U 7L — MO LT- B R AR ZE S D Z L8 T

xF9, LHHAEFEOAREREIL OFF T7, & EN brk_char none ®&IE, ¥—IF b

M NVT 7L —27 %% 77 #X Break over SSH #iXE L7720, R—bhA=a—7D
“10:send break to tty” #EIT L CH, ¥ VU 7L — MZ Break E 513k E SN EH A,

ABgREZ > U 7 VR — h 1~16 & 32 ITRET HITIE, Fitda~vr FEETLE T,

(c)NS-22501# set portd tty 1-16 brk-_char brk<

(c)NS-22501# set portd tty 32 brk_char brkd
(c)NS-2250#
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(2)

€)

HITA—FDEE

AIEE L telnet 7 74T > b BZE LT-®ITa— REEBRL T Y TAR— b~EG
THIEMTEET, i1 — FOEHZ, [EHe L] . [CR+LF % CR IZ&#] |
[CR+LF % LF | W@J®¢#%@RL$T THHAEOREIL. [CR+LF % CRIZ
THL BEESINTNET,

%f72— R(CR+LF) % LF {2 #9 5121%, Fieoa~y REFATLET,

(c)NS-2250# set portd tty 1-16 nl [f«
(c) NS—-2250#

R= b=\ AZ2—DYEBXFI—F (EyPa dXFI—R)DER

Bt RIEERIC T 7 B A LB TR — M — "R =2 —%2 R 7T 5120F, A— =N
A= a—DYRFFa— Ry va VB — RERELET,
BFCELUBFLFa—NITROLEBY T, ZHHOF—IF Y7 MZX-> T
A= RIZEY L TON TV CFR TRERRDIGEDNH Y £,

2— K B S a— R DS
00 [Ctrl-@] 10 [Ctr]-P]
01 [Ctrl-Al 11 [Ctr]l-Q]
02 [Ctr]-B] 12 [Ctr]l-R]
03 [Ctr]-C] 13 [Ctr]-S]
04 [Ctr]l-D] 14 [Ctr]-T]
05 [Ctr]-E] 15 [Ctr]-U]
06 [Ctr]-F] 16 [Ctr]-V]
07 [Ctr]l-G] 17 [Ctrl-W]
08 [Ctr]l-HI 18 [Ctr]-X]
09 [Ctrl-1] 19 [Ctrl-Y]
Oa [Ctrl-J] la [Ctrl-Z]
Ob [Ctr]l-K] 1b [Ctrl-[]
Oc [Ctrl-L] lc [Ctrl-/]
od [Ctrl-M] 1d [Ctrl-]]
Oe [Ctrl-N] le [Ctrl-~]
of [Ctrl-O] 1f [Ctrl-_]




4E FHERE

A= F =R = a2 — D2 — NiX, set portd tty cmdchar 2~ R CRETE £
T, B— h =X =2 — DY LT 2 — RIZ 0x01(Ctrl+A) Z 5% ET 512X, Fitoa~
Y REEITLET,

(c)NS-2250# set portd tty 1-16 cmdchar 01«
(c)NS-2250# set portd tty 32 cmdchar 01«
(c)NS-2250#

A= N —"OFREHEHRIL. show portd tty 2~ R THER CTx £,

(c)NS-22501# show portd tty<

tty label rw ro session to brk nl cmd
1 L3SW-1 2 3 both rw off - cr 1
2 L3SW-2 2 3 both rw off - cr 1
(&8

(c)NS-22504
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4.5.1

(16)

an

R—~OJTDETE

R—hOJHEORTERFL

R— b AT HEEDEST
THHARFOR— b v 7L, TRORETEHEL TWET,

c R— b o JRESE : RAM(RAM/FLASH/OFF 755241 Al fi
VI TR —=ROR— I IRE : 22 Y TR — bk ON
VU TIIR— FOR— ko SEERE : 500KByte(RAM #%ERF DT 7 4 /L M)

A— b a7 ORI RAM 6 L <X FLASH Z%#IR UL, v U 7R — Ml e 7 & 0RAF
TOREMTONTND &, REBOR— o ZEEPHEMICEELE S, K-t
RBERED TR IL, TRt a~y REEITLZRELR LT,

(c)NS-22501# set logd output rame
(c)NS-2250# set logd tty 1-32 log on size 500
(c)NS-22501

PRAFFED RAM OGS I3 EELZFEH TR — b M EHEINET,

FLASH O34T EE 2 FEE L CHAR— hr Z3HE SR T RAM ([ KEOFR— k
0y ERFTHIENTEET,

R— b VREBEBLOLEELEZ, 12.2.2 R— AT @EE#EE & 1452 R—+r0O
TBEDHE] #2WLTLIEEN,

(c)NS-2250# set logd output flashd
(c)NS-22501

R—bOJHEEDEFEL

AR— o J#iEEEIET 5 HiEiX, 2EEERT OFF I2725 5LV U TR — Mg
OFF T 5 HEDO 2B NHY T, B, A— o JH¥iE%L OFF (235 &, set portd
menu on [ZL7ZRWRY | BR—br P — A= —FfESNnFEHA, FFT 1442 R—
FH—N\AZa2—DOFRT] 2L TIEEN,

N— b u JHEELEE2AT OFF IZT 2123 Fieoa~vy REFTLET, Aavr K
EEITTDHE, VU TAR— MEIZAR— b JHEEN ON IZHRESNTVTH, £2THOv
U7 ViR— R OREN OFF 1290 &b v £9°,

(c)NS-2250# set logd output off«
(c)NS-2250#
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R—hu 7L > U 7R — Ml OFF 129 5121, set logd tty log =~ > R%& 54T
LET,

(c)NS-2250# set logd tty 1-32 log off<
(c) NS-2250#

pE

caf

R—hOJHEEZEBLATOFF ICL-IREND ONIZEET S E. VU FILER—
FTEDR—bOTHEENALTONIZTIYEDY, S FavIq IRl E
nEzd,

4.5.2 R—+rOJBEDHRTE

453

R—bo /FEBEEZEFTHITE, setlogd ttylog =~ FEFEITLET,
AREEIRFTEDIR— M IR BEORKELY Y T VR — T LIRFETE DR —
0 RREOREHMA, THMARFOREMIL, 2.2 R—rAJHEE 220U T2
S,

VU TNR— b 1~8 DR — fu Z % E%Y IMByte, vV 7 /LR — |k 32 DR — e /KR
Z 2MByte IZAE T 521X, T a~vr FEFTLET,

(c)NS-2250# set logd tty 1-8 log on size 1000
(c)NS-22504# set logd tty 32 log on size 2000
(c)NS-2250#

BA LRV TDERE

R—bu 7 DL A LAZ L THEREZ ON (2T 51213, set logd tstamp =~ > & 3T L %
T FALAZTRIMREIL 3D 65535 RO TRETE £, ok, LLHHMEEO
HADAR L THEREIL OFF, # A L AX T % ON IZLIEBREDZ A L AX L THRED
F 7 0 ME 60 B TY,

HA DAL TRIEE 300 ICER T 5L, Tatda~vr REIATLET,

(c)NS-2250# set logd tstamp on interval 300
(c)NS-2250#
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R—buaroa s A% 7HaE%E ONIZT 511X, set logd tty Istamp =~ > K% 5E
TLET, /A AZ o THEEZ ONICT 5 &, YU TAR— N7 78R LTz —W
oarArea s 7y ORZNHR— sa ZIZHMEET,

Tt o n 74 o 2 2 o 7HREIX OFF ¢,

VUTNANR—=RM1DOu T A AZ T EGNIT HITIE, Tieoa~vy REFETLET,

(c)NS-22501# set logd tty 1 Istamp ond
(c)NS-2250#

a7 A AT OAEFNLLLT T,

<Web Jun 24 13:00:26 JST 2015 login RW1:userA 10.1.1.1>
<Web Jun 24 13:05:30 JST 2015 logout RW1:userA 10.1.1.1>
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4.5.5 A—)LEEDHRTE

EWIIZA— e 7% A —)LikFT 5121%, add logd tty mail =~ R, set logd tty
sendlog 2~ FEETLET, YITAKR—F 1 OFR—Frr %, Mail ¥—
(192.168.1.1)IZ7R— b 587 T mgr@example.co.jp ~.60 EEH L < IEA— b 75 80%
WCE LGB A— VA ET DI, FTitoa~vy REETLET,

(c)NS-2250# add logd tty 1 mail 1 mgr@example.co. jp 192.168.1. 1<
(c)NS-2250# set logd tty 1 mail 1 port 5874

(c)NS-2250# set logd tty 1 sendlog mail ratio 80«

(c)NS-2250# set logd tty 1 sendlog mail interval 60«

(c) NS-2250#

EEEINDA—/LOTHHMHROREIL. LT L0 T,

YT b : portlog TTY_ &=

CEFEFEA—NT FLU A portuser@ AREEBEDFR A NG "0 —H )V KA A7
RNl N = T 7 A ER

- SMTP-Auth F&HE : OFF

BETDHA—NVOY TV = s & [Data-Center L3SW) | BHEEHEA—LT FL 2%
smartcs@example.cojp] . R— b1 7% A —/LORIITHKAMN L TEETHITE, Tl
DA~y FeRTLET,

(c)NS-2250# add logd tty 1 mail 1 subject “Data—Center L3SW”d
(c)NS-2250# set logd tty 1 mail 1 sender smartcs@example. co. jpd
(c)NS-2250# set logd tty 1 mail 1 type body<

(c) NS-2250#

A= a7 ZRMAT7 7 A NVITHERT DR EEZ B 2o -85 (set logd tty mail type
attachment #EWR), N— b 7 FHEEL LY TAR—FES, BERB AT
[NS-2250TTY01_20150807152011.log) 72 &0 7 7 A A4 Uit S ET,

* 72, SMTP-Auth HEFEN VB 72 Mail — NI A — L &2 EET AT, Taeoa~vw o R
Ta—HL CLFOH Tl mailuser) & XA T — RZF|ELET,

(c)NS-2250# set logd tty 1 mail 1 auth mailuser password<
SMTP-Auth password <

Retype SMTP-Auth password <

(c) NS-2250#

P

el

R— rAOJEENBEICTHONLRETIE, Mail —/\DOA&FTE DNS H—/\TH
REETIC, BEEIPTFLRAZHEELTRESNDCEZHENLET,
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4.5.6 FTP £EDHRTE

EHMIZAR— bu 7% FTP %59 51213, add logd tty ftp =~ K, set logd tty sendlog
a<wy R&EFFTLET, VI TAR—K 5 OFR— bl %, FTP 4 —,3(192.168.1.1)D

loguser2 ~, 60 73[R H L <A — b 72 80%I2iE L7=HAIC FTP (595121, T
DA~y RERITLET,

(c)NS-2250# add logd tty 5 ftp 1 loguser2 192.168.1.1 passwordd
FTP password <

Retype FTP password <
(c)NS-2250# set logd tty 5 sendlog ftp ratio 80«

(c)NS-2250# set logd tty 5 sendlog ftp interval 60<
(c) NS—-2250#

R—rua i, lFEesnl FTP —_oa—HFokR—LF o L7 R, HEEL LT

TR — hEE, BAHERA A -72 NS-2250TTY02_20150807175530.1og] 72 D7 7
AN TRIFSNET,

x

ol

R— FAJERENBREICITHONDRETIE, FTIP 4 —/ DO &R % DNS —/\THRR
SETIC. EEEIPFRFLRAZHEELTRESNDS L EHBENLET,
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4.5.7 SYSLOG #=IENHTE

AN— b1 7% SYSLOG #5725 121% set logd tty syslog =2~ > REFEITLET,
SYSLOG =G 13k~ &R —rr 7pE< &3 <IZ SYSLOG r— NI E s ivE 7,
VYT NR— K 1~16 &£ U TR — |k 32 DR — k1 7% SYSLOG ¥ — NMZEET 5
LA TRoa~y REFTLET,

(c)NS-2250# set logd tty 1-16 syslog ond

(c)NS-2250# set logd tty 32 syslog on<

(c)NS-2250# set syslog host 1 10.1.1.1 portlog—facility localQ syslog—facility
locall <

(c)NS-2250# enable syslogd

(c) NS-2250¢#

R— bk 7@ Syslog 557 +—~ v MITROa~vy RTERLET,
AIEBEBDORA NGRAA DAZ LT ZHBINMLTZY, <TTY HE>E<TIIVASICEET 5
TENTEET, HEONRNTA—FEHLEEDLEConil b2 TEET,

(c)NS-2250# set logd tty 1 syslog format hostname on<
(c)NS-2250# set logd tty 1 syslog format tstamp on<
(c)NS-2250# set logd tty 1 syslog format label ond
(c)NS-2250#

Syslog H—/Mill D & 745l
(T4 MEETE)
Jun 10 10:45:40 port_logd: <TTY01> ether (3) :UP

(hostname on 5% 7E %)
Jun 10 10:45:40 NS-2250 port_logd: <TTYO1> ether (3) :UP

=)

(tstamp on X EM)
Jun 10 10:45:40 Dec 10 10:45:35 port_logd: <TTYO1> ether (3) :UP

e

(label on E&TEH)
Jun 10 10:45:40 port_logd: <Tokyo-Switch—1> ether (3) :UP
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SYSLOG D% &% show syslog =~ R CHERETE 1,

(c)NS-2250# show syslogd

Syslog Status:enable

No. Syslog Host Portlog-Facility Syslog-Facility

1 10.1. 1.1 localO locall

(c)NS-2250#

SYSLOG #r—oi%ElL, [4.7.3 SYSLOG V7 SA47 2 hDEFE] 2ZML TSV,

FE AR—bOJEENMERIITONSRE 'Clj: SYSLOG H—/\D£&RT% DNS H—/\T
BRSBTS, EEIPTRFLRAEHRELTHESNDS I EEHEVNEZLET,
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4.5.8 NFSZEENHTE

AN— v 7% NFS — N ICRAFT 51213 set logd tty nfs 2~ FZFEITLET,

A BN ST — 2 2% 5T 5 & R — e 713 IENFS —NICRFEESRE T,
YUTIHR—K1~16 £ U TR =k 320K — h v 7% NFS — NIRFT 25461
TRoOa~y REEITLET,

NFS r— NI EgEn-a Ziin—5r— a3 03752 L AT, FTRROREITHH 1
HOOMFOSIce /S 7y A vk u—T—3i g LET,

(c)NS-2250# set logd tty 1-16 nfs ond

(c)NS-22501# set logd tty 32 nfs on<

(c)NS-2250# set nfs server 1 10.1.1.1 path /mnt/nfslogd
(c)NS-2250# set nfs rotate on 0 0 1 * *o

(c)NS-2250# enable nfs<

(c)NS-2250#

NFS Ok &l show nfs =~ RTHERTE £,

(c)NS-2250#t show nfsd
NFS information>

Status : enable
Rotate S on
Minute : 0

Hour : 0

Day 1
Month Dok

Day of the week @ *

NFS server 1>

[P address 2 10.1.1.1
Path : /mnt/nfslog
Protocol © udp
Mount status : mount

(—)

<NFS server 2>
€1:9)
(c)NS-2250¢#
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4.5.9 R—+rOJHREDHER

4-26

N N =8740))

EEHIL, showlogd =~ RCHERETE £,

R

(c)NS-2250# show logd<

Log stored in : FLASH
Total Log Size : 144000 KB (Free 0 KB / Total 144000 KB)
Timestamp . off, Interval Time : 60 sec

(c)NS-2250#t show logd tty 1<

tty @ 1
Log : on, size : 1000 KB
Syslog output S on
Timestamp . off
Hostname : off
Label S on
NFS output . on
loginstamp . off
Trigger . Interval © 60 min
Ratio © 80 %
SendLog : mai l

FTP server (1) .
Auth account @ -
FTP server (2) D -
Auth account @ -

SMTP server (1) 0 192.168.1.1
Auth account @ -
Mail addr . userl@example. co. jp
From addr . portuser@NS-2250 (default)
Subject : "portlog tty_1” (default)
Type . attachment

SMTP server (2) 0 192.168.1.1
Auth account @ user?2
Mail addr . user2@example. co. jp
From addr . portuser@NS-2250 (default)
Subject : "portlog tty_1” (default)
Type . attachment

(c) NS-22504




4E FHERE

4.6 X)) T4 DEE

4.6.1 21— DEFLHIR

AEEBTHAMICHDOE Ca—F 2B, HIRT5Z <E75§“C‘é° *7,
ARILEIZ— 2 —V (userl) & A — b —V(portl) Z B &k 5121L, create user 2~ KN
ZEITLET, createuser 2~ FOFMIZ avx> Ky 27 L//XJ LTS
AN

(c)NS-2250# create user userl group normal password<
New password: <
Retype new password: <

(c)NS-2250# create user portl group portusr port 1-16 password<
New password:
Retype new password: <

(c) NS-2250%

AZEE O — 2 — Y (userl) & AR — k= —H(port1) Z HIFr7T 5 21L, delete user =~ K
EFEITLET,

(c)NS-22501t delete user userld
(c)NS-2250# delete user portld
(c)NS-22501

RIEFICEGEIN TS —F —E|L, showuser 2~ FCHERTAZ N TEET,

(c)NS-2250# show user<
User—-Name Category (Uid) Public-Key Port-Access-List
root root (0)
setup setup (198)
verup verup (199)
log log (200)
somebody normal (100)
portusr portusr (500) 1-32
portOlusr portusr (501) 1-32
(c)NS-2250#

2 —PIEREEEE/ = —V ID/ 7V —74) 0T, 12.3.1 A—HE8/Filtee +25
LT EE,
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4.6.2 1—H/IRRAT— FDHFE

TR SN TV D 22— FIIN TN RNRAT — RRRESNTVEFA, 22—
PN AT — REFHET D21, FRED L 9 1T set user password 2~ REF[TLET,
NRAT—=REEETL5EE, ALavr R LET,

(c)NS-22501# set user root password<
New password: <

Retype new password: <

(c)NS-22501# set user somebody password<
New password: <

Retype new password: <

(c)NS-22504# set user log passwordd
New password: <

Retype new password: <

(c)NS-22501# set user verup password<
New password:

Retype new password: <

(c)NS-22504

MEEEH -, 2TO2—FDONRRAT— RE2BFETLHZENTEET,
a—HOMHER—EIL, [{F83EA 1—FIER) 22RB LTI EE0,
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4.6.3 RADIUS FERiIH#4EE/RADIUS 7 hro Y FEBEDERTE

RADIUS n»un 'H-%/\T:L’*']j-%nm nE L/f:_ D RADIUS 7777 '7/ ]"‘j‘“‘/\ 777? '7\/ ]\ =
TERRET HICIE TR a~vy REETLE T,

(1) RAD]US l:llL.IlIEb 7’(7/ I“o)nlfﬁ

FRRE & RADIUS (22 ¥ L €, RADIUS fBGEY—,N 112 172.31.1.1, RADIUS FEFER
— hMZ 1645, —7 L > FF—(abedel) B EkT 2L AT TFTOa~y REETLET,
TELERTE CIL RADIUS FRFES N D 2 —HIF T _RCHR— b —H L LTI NFET,
W LR E A o — IR E ONEEEAE (7 — B VEREE) TiThhvET,
RADIUS FFFEAR— ~ O TG HARFOR EIL 1812 T9,

(c)NS-2250# set auth mode radius<

(c)NS-2250# set auth radius server 1 addr 172.31.1.1«
(c)NS-2250# set auth radius server 1 port 16454
(c)NS-2250# set auth radius server 1 key password<
[¥—% L v b&— (abcdef) A #1]

(c) NS-2250#

— e — P E A HL L — 1 % RADIUS #RiEh— N CiRiE S ¥ 25 451%, %iko [ (4)
A—HHTIL—TDHERE ) TILKR— F®77txﬂmwﬁm(ﬁhm|dMM)Jk

[ B) A—HTIL—TDHEMNE)TILR—EDT I ERFBDHRE (FOERTIL—
EVT#EE) | 22T EE0n,

(2) RMDIUSF7HOURISAT Y FDERTE
THhvr R E RADIUS IZZEH LT, RADIUS 7wy hy—3 12 172.31.1.1,

RADIUS 7 H 7o hAR— NZ 1646, > — 7 L v h ¥ —(abeded) 2244 T AHEASITLL T o =
< REFETLET, RADIUS 7AWV MAR— N TIHEHFTORTEIT 1813 T1,

(c)NS-2250# set acct mode radius<

(c)NS-2250# set acct radius server 1 addr 172.31.1.1«
(c)NS-2250# set acct radius server 1 port 16464
(c)NS-2250# set acct radius server 1 key password<
[—% L v bF—(abcdef) A 5]

(c) NS-2250#
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RADIUS BBEE/ 7 h oV FER/N 7Y DY 54 /84 LT MEDERTE

RADIUS uunE/Tlej/ I\g;k/\b—/ rDY 1\7/(|E|§5(‘ SEH T H 7 MBSy N
I%Hjﬁﬁ%ﬁfi) }\74'@%(%)\3@ A LT T MBS BT 'ﬁ?é?ﬂf(b‘iﬁ—

(c)NS-2250# set auth radius retry 5«

(c)NS-2250# set auth radius server 1 timeout 10
(c)NS-2250# set acct radius retry 5«

(c)NS-2250# set acct radius server 1 timeout 10
(c) NS-2250¢#

4)

A—HTIL—TDHEANE S TILR— DTV £ XFIRDERTE (flter_id_head)

RADIUS #BFECT2—H N —T DRI & >V 7 ILR— b@?&txﬂ@%ﬁﬁﬁéu\
set auth server tnormal | root | portusr } filter_id_head =~ KT, #&iERiiZ RADIUS
FRRE— N5k 51T 5 Filter-1d OJEiECTH 2585 & LTHWT, =2—¥ 7
— 7 OWMNEITO LHICRELET, TNETNO2—HF TN —TICRETE Dkl 113 1
OFOTY,

,U\Tma&“”m”%ﬁo 728, RADIUS FGEV— NIZBGE I N2 —F ? Filter-Id 7 h U B =
— MEIZEY, ROLSICTEELET,

(c)NS-2250# set auth radius server 1 root filter id head NS—2250_R00T<
(c)NS-2250# set auth radius server 1 normal filter_id_head NS—2250_NORMAL.

(c)NS-2250# set auth radius server 1 portusr filter_id_head NS-2250_PORT«
(c)NS-2250#
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Filter-Id7 U £ = — ME2INS-2250_ROOTH B4 E 5 LFHNTh > - BE121E. <
Da—PEREEEE—F L LT ET,

Filter-Id7 kU £ = — MEANS-2250_NORMAL?D> 505 £ % SCFH|TH - 2384121,
ZOa—WE—fFa—F L LTHRNET,

Filter-Id7 Y & 2 — MEZNS-2250_PORT) b ih % % SLFHNThH - 2B EI2IE. £
Da—HER—ha—HFLLTHET, 72, "NS-2250_PORT1-10"D X 9 I,
NS-2250_PORTDO#%IZA — bEFERT LFHNDRFHEN TV LGS, st STV DR
— AT VB AMERREINET,




4E FHERE

ERADIUSH—/\E&E

1—H4 FRJE21—REE

somebody Filter-1d = NS2250_NORMAL RADIUSH—/3

root Filter-1d = NS2250_ROOT

suzuki Filter-1d = NS2250_PORT1-10 D %

tanaka Filter-1d = NS2250_PORT11-20 - | =

yamada Filter-1d = NS2250_PORT30-32

NS-2250 Mfilter id_head:% &
z a—HEsl filter_id_head 3% %

HEEEE1L—Y NS2250_ROOT
—fga1—+ NS2250_NORMAL
R—ba—4 NS2250_PORT

B 4-1 2—HHIL—TO#HEHE Y 7ILKR— FDT Y £ X EIR(iter_id_head)

RADIUS NN L TH 22— 7 —7F N E SN WIS oEfEx [ (6) —54
IW—THEETETHEVNILI—TFDTIERAFEIDETE] 2B LT 7Z&E W,

o7 A UEEOESEIEIL. OEEEH 2 —Y (root)., @—fi% = —H (normal), @R — k= —
# (portusr) T3, XA L7 hE— ROLEFHITIE, KKka 74 o TlE7 7 B AHEROO D
IBBREOFNLDOTES AL, K= =D T 78 RIQODT 7w AMENH D
BeohursA4 o TEET, LI hE—ROBRT A VI, FO2—FDRST /&
ZHERDOQOD 5 bh - & bEREEDOFE WO TR A U LET,

+ RADIUS $—/3® Filter-1d s% €N XA L7 hE—FR L7 FE—FR
- set auth radius server {normal | root | KIKT 7 & A R— K 77 &R

portusr jfilter_id_head =~ KD E

M2
HEEHa—W EEEHL—Y | X(T 7 BARA) | EEREHEL—Y
— e — — e —F X(7 7B ART) | — g —H
R— h=z—W X(7 7 ARA) | K—bha—H R—h=z—W
EEEHa— Yo —Y EEEH—Y | X(T 7B ARA) | EEEFHE—
EEEH — YR — ha— EEEH—Y | F— ha—W HEEH o —
— W — IR — b — — i —4 A—ha2—% — i —Y
EEEH — Y/ — o — Y/ R — b —W | EEEH—Y | FA— ha—H HEEH o —

AEHE i NS-2250 O EF NV I NGEL—EH % RADIUS — 721 TR S8

A

WA T, Bl 21X, NS-2250 DEEN Dl f—ra—PHIIT IV EBATE

H U 7/1/1‘ FAEETE B28E{serl 1T U 7R — K 1~1012, user2 1Z> U 7L
R— 1 20~30 27 722 ENTFIH L £,

FE AREEBEIREE
—f& 31—+ % RADIUS

BRI 2h.

RO O—HJLEE—RADIUS BIDIERE CL—HRIAETLET,
FHT HIBEEAREERNICEHZIN TS — a1 —T %HI
3L L<IE. RADIUS H—/NNIZE B LIENRAD—FEBRLBNRRD—FK%E

BELTLEEL, — BI—FDNRT—FRERINTLVEWMEEEL XX T—
FIZUR—VF—2 ANB T TREBERNOO—ALRIETHIILAY A UHHE
BEELGYFETOTIEELLZELN,
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REEEI1—HYTOOTA U Psuavy REFELREETT ., RADIUS H—/3[C
B LI/ISAD—REERLGBNRAT— FEEBEEEI—HICHRELTLESL. =
L, HEEEEIL—H(root)[T—B1—HERLG VBRI S LFTEE A,

X =~ KU 7 7 L2 2D set auth radius server { portusr | root | normal }
filter id_head =~ N, BXO, AEZD {48 C ZrYEa1— & RADIUSEESE/TH™
U RY—=NEEF 2L TIIEEN,

A—HITN—TOHERE L) TIVR— DT I RFRDETE (72U R T IL—E 2 JHEEE)

T IR T — L IHERRIZ. BDER O filter_id_head &I, RD 2 M OMGREASRI{L L T
WE 9,

WEEH L —P 2 — VR — b 2 — P IEH OS2 5 TE £7,

T IR ATN— s THERETIL, 22— — Ik L TRET A~ O+ %27
Y RAT N—T L ET,

RADIUSH— M IZ2—FRET 27 7 8 A N—T DRhEEFR L, T AT L
— 7 DEFRELER— b 2—FDT 7 & AMEDOFREZANS-2250lZFRET D Z L1280,
T 7B AT HNS-2250 LICHRAR DL T AR— DT 7 AERERETEET,

TR AT N—Y L TRERER T 5121, create auth access_group =~ RN CIEEE
Hoa—Y/— g — /R — h 2 —FOT VAT N —T 2 AREBICREL, 22— FRiEx
RADIUS IZZFE L £,

(c)NS-2250# create auth access_group root radius filter—id admin_grp<

(c)NS-2250# create auth access_group normal radius filter—id normal_grpd

(c)NS-2250# create auth access_group portusr port 1-10 radius filter—id port_grp <
(c) NS-2250#

LLFORRE %47 - 72K, RADIUS #8iEH — N8k S N7z —F? Filter-ld 7 bV B =

— MEIZEY ., ROISITEMEL T

+ Filter-Id7 VU B = — M2 admin_grp TH - 725 E5121F, O —V 2 EEEHa
—HF L L THWET,
Filter-1d7 kU ¥ =— MMl normal_grp TH > 7=HHITIE, TO2—F & o2 —H
ELTHRNET,
Filter-Id7 kU ¥ = — M2 port_grp TH - 72 5H1I1F. £ D2 —HF & port_grp7 7
AT N—FITBLTNDER— ha—F L L THRVET, F72, port_grp7 7 BAS
N—=TIRLTWLa—PE, avy FTHRESNATWD VY TAR—= F1-10~D7T
7B AMENEREINET,

(filter_id_head D35, 2~ RTHRE L7 XTFS L Filter-Id7 U B =— MAEDY

SHSCTHNE ER IR L TRV £, 727 8BRS L—Er 7HiECIdEe KT
g E{T-o TR £, )




4E FHERE

BRADIUSH —/ S E
1—H%

somebody

FrIE2—FERTE

Filter-1d = normal_grp

RADIUSH—/\

root Filter-1d = admin_grp

suzuki Filter-1d = port_grp

tanaka Filter-1d = port_grp

yamada Filter-1d = port_grp

NS-2250 BT OERT N—E TR

e e i 1—HER TIL—T% TIuRIE
dEeEmem g 4 admin_grp BETEFEEA
—fga—4 normal_grp
R—ka1—4 port_grp 7 LiR—k1~10

K 4-2 2—HTIL—TDHEAMNE)TILR—bDT I RGBT ERTIL—T)

728, RADIUS EERREI L CTHa—F 7 —FREE SN WS odEifEL [ (6) o
—HTI—THEFEETELRNLI—HFDT7IERFENDERTE] 2L T IEE N,

oA CEEOELEIEIL. OEEEH 2 —Y (root). @—fi%x—W (normal), @K — h=z—
F (portusr) T4, ¥ A L7 FE— ROEFAITIE, Rika 7 A o TET 7 & 2RO
IBEREOFHNEDOTRIT AL, K= =N~ DT 7R IQODT 7 AN D
LBaokhas7f L TEET, BELY NE—ROBR T A UL, Z2O2—FOFST /&
ZHEROQOD S bh - & bEEEDOE NSO TR A U LET,

* RADIUS ¥ — 30 Filter-Id i%¥ ENE XA VI ME—F L7 ME—F
- create auth access_group =2~ RO BIKT 7+ A N—=hrT7 7 ER
RENE
HEEEHa—Y WEEHL—Y | X(T 7B ART) | EEEHL—Y
— R —HF — e — X(7 7| ART) | — o —H
A— k. — X(T 7 EARA) | A—ba—H R— hz—
R — = — ERERL—F | X (7 7 AR | EEEE Y
B — /R — h oy EEEEa—F | K ha—¥ | EEEEa—Y
— W — IR — b — — i — A— =z — — i —Y
B — /g — VK= b | e = | Ko o | EEEEa

ABEREIT, NS-2250 DEHNL < o, BEDOKR— ha—H DT 7 v ATV —T %8k
L72WGERe, NS-2250 AR — b2 —YRT 7 ATE 5V U TR — " BRRR D55
(Bl z1E, userl N7 7B ATE 5 Y 7LAR— ME, NS-2250-1 Tl 1-10, NS-2250-2
TIX 1520 72 &) ITARBRIEZIT 9 LEHITT,

HELLT.2HBDNS-2250 T TILR— DT 7 v AMENRRERDH 2 ODR— 22—
FOT 7RI N—T EREGET R EFEZLEH L ET,

BNS-2250-1 D& E
EEEH —FOT VAT —F
—fa—FoT AN —F

: admin_grp

: normal_grp

R—=bra2x—HDOT7 7RI N—T : port_grpl
port_grpl®d T U T /VR— DT 7 & A : 1-10

R—=bra2x—HDOT7 AT N—T : port_grp2
port_grp2?® U T ILIR— h DT 7 & AHE : 31,32

4-33




(c)NS-2250-1# create auth access—group root radius filter—id admin_grpd

(c)NS-2250-1# create auth access—group normal radius filter—id normal_grp<
(c)NS-2250-1# create auth access_group portusr port 1-10 radius filter—id port_grpl
(c)NS-2250-1# create auth access—group portusr port 31,32 radius filter—id port_grp2 <

(c)NS-2250-1#

BNS-2250-2 D% E

EMEEHL—YVOT /R T N—T : admin_grp
— =T IR T N—T : normal_grp
R—bhaz—VOT 7RI NL—T : port_grpl
port_grpl® > U T IVIR— b DT 7 & A 1 15-20
R—bhaz—VOT 7RI NL—T : port_grp2
port_grp2® U T IIVIR— b DT 7 & AKE 1 1-5

(c)NS-2250-24 create auth access_group root radius filter—id admin_grp<
(c)NS-2250-24 create auth access_group normal radius filter—id normal_grp<
(c)NS-2250-2# create auth access_group portusr port 1520 radius filter—id port_grpl <

(c)NS-2250-2# create auth access_group portusr port 1-5 radius filter—id port_grp2 <
(c)NS-2250-21t
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TR AEERFXREENDOO—HILRIE—RADIUS RN IEE TL—H R Z 1T

—f31—4% RADIUS i T 2GS FREBERNICEFIN TS —R1—F%H|
B9 5h. H LI RADIUS H—/NIZEER LI/ RT—FEBRLRBZNRAT—F%
BRELTLESWD, — A —HD/IRT—FNEFINTULEWGEX, /1NRT—

FISUB—2F—2 ANBITTAEEAOO DR TR LA T 1 A%E

RREGYFETOTIEIELZELY,

ZEEEI1—HTOOTA U Psuav Y REFELE#ETT ., RADIUS H—/3[C
B LI/ISRAT—REERLGBIRRAT— F#EBEEEI—HICHRELTLESL. =
L, HEEEEIL—H(root)[T—B1—HERLVBIBRIT D LIFTEEEA,

Pl =~ KU 7 7 L2 AD create auth access_group 2~ > K, BL, AED [{F
£ C 7 RUEa—FERADIUSEBEE/ 7 H Y bH—EEH 2L T30,




4E FHERE

6) A—HFIIL—THIRETCETHEVLI—HFDT I EXFEDEE

RADIUS PBGENR L Ch 22—V 7 — T REETE 22— (RADIUS BRFEH—
M5 Filter-Id 7 Y B a— MEDREOLNTI RN - 72354, Filter-ld 7 VY B — b
73 create auth aceess group =~ K X O set auth radius server {normal | root |
portusr | filter_id_head =2~ > R CIELIZWTNOXLTHE L —E LRWEES) OT 7
v X F5¥EIL. set auth radius def user 2~ FORTEIZ LV IRED £9,

ZOAaAxy FRARESNTHRWGEIE, 2= 7N —7PRRETE RN —Z2R— |
a—HF L L TR, RTOV YT AR—MIT 7 A TEDHREMAELET,

=PI N =T PEETE RN =T DT 7R EELTLHI2E, L FToa~wy R&EET
L/ij—o

(c)NS-2250# set auth radius def_user none<
(c)NS-2250#

(N NAS-Id 7 FYEa—MEDER

RAMUSmﬁﬁ—A%7ﬁ?/%%—A 7 IAT v R NS-2250 TH D Z & ikl s
A7, NAS-IdDOT M) Ea— M){ﬁ%%’“ffﬂ”é’) WXL T a~y FEETLET,

Tha<wy Min REINTWRWEA, NAS-Td ITIIAREEDOLAHINRE SILBMINE
7,

(c)NS-2250# set auth radius server 1 nas—id SmartCS<

(c)NS-22501# set acct radius server 1 nas—id SmartCSd
(c)NS-22504

®8) suavy FERITKOREL—HFEZNERE

*%ﬁ~$T374VLk%KSuZVVF%iﬁfékﬁﬁ%@ﬁﬁfﬁﬁézkﬁT
% £7, 2D su 2~ FEFAT LIZIFIZ RADIUS FREEICfE DIV D = — P41 root TT,
WRAET D2 =Y/ EZEBHT LG GITUTOa~r FEETLET,

(c)NS-2250# set auth su_cmd username csadmin<
(c)NS-2250#
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9) A—YREXREEFEOT HI >k STOP /7y FDEEFEDERE

2 — WP REIERKEDOT 7 b STOP X7 v k@ ik ikl set acet radius
auth_deny_stop 2~ RCTHELET, Tt X I off ZEXET D &, FBAEIZKL T
L7 7k STOP /X7y NOEHIFITWER A, L HATR O E X remote(RADIUS
EERIHR OB T 7 b STOP X7 v b &+ 35) T,

(c)NS-2250# set acct radius auth_deny_stop offd
(c) NS-2250#
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4E FHERE

4.6.4 TACACS+HEBEDERTE

TACACS+H— N Ca—VEZWIAGR LY, ThHU v vl 2R ET AT Fioa~
VU REIITLET,

(1) TACACS+HREDER TE

a—WRIAEL T I 7 F & TACACSHIZZHE L T, TACACS+#—3D IP 7 KL R |Z
172.31.1.1, ¥—7 by bF—|(Z abedef ZRETHHEEFUTFTOa~ s F2ETLET,
TELARE CiL TACACS+HEIE SN A 22— T+ _RTCAR— ha—H & L TUFLENE T,
e — L AEEF I o — P IR E ONEERGE (7 — B VRREE) TifTbhE T,

AHEE Tl TACACSH+H— MO A — b 5% TCPUQE EIZ LTV ET,

(c)NS-2250# set auth mode tacacs<

(c)NS-2250# set auth tacacs server 1 addr 172.31.1.1«
(c)NS-2250# set auth tacacs server 1 key password<
[—% L v bF—(abcdef) A 51]

(c)NS-2250# set acct mode tacacs<

(c)NS-2250# set acct tacacs server 1 addr 172.31.1.1«
(c)NS-2250# set acct tacacs server 1 key password<
[—% L v bF—(abcdef) A 51]

(c) NS-2250#

— =PI E L — & TACACS+H — N\ TREAEIE L 5A1X, ko [ (3) 7
DERTIN—EVTHBEEIZEZA—HF T IL—TOHEAMNES ) TILR— DT & X§IR
DERTE| 2L T TEE0,

2) BALTI MEDRE
TACACS+DFEREAGRIT A7 N XA LT 7 MM ZRET 25 GIEU TOa~v o R

EFEITLUET,
BA LT T FOTHHAEIL S D TRESNTWET,

(c)NS-2250# set auth tacacs server 1 timeout 10d
(c)NS-2250# set acct tacacs server 1 timeout 10d
(c)NS-22504
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@) A—HIIL—TDHERNE L) TILR— DT 2 RHBROFE (TV 2R TIL—E2YD)

T U ATN—¥ 2 THEREIX. create auth access_group =~ 1 K CHEE B o — /%

2—WR— 2=V EFHNT 272007 MY Ea— b EfHORT B AREE I8 LTl

MLEST, R=ba2—PFICEZT 7 ERAZFHFATLHITAR— DY X bl

£7,

ZOT MY Ea— NOARIZ ORITIX grp) & (2 OFITlE grp=admin_grp 72 £) DT
ITHEEEHENMEEICRD D Z LR TEET, TACACSH+HY — RO 2—FERIZH, 2O

avY RCHELET N Ba— MEEOXT EZREL T LI,

4,-'_‘,_;_,

IIE L

ETACACS+H—/\ERTE

1—H4E FRIE2—RLEORT

somebody grp = normal_grp TAGAGS+H—/3

root grp = admin_grp

suzuki grp = port_grpl E‘ %

tanaka grp = port_grp2 -= | =

NS-2250-1 NS-2250-2
i il | - g [ il | -
W7 LR IL—EVTRE W7 LRI IL—EVTE&E
a—HER FrJE2—kE DT ILiR—bk a—HER FrJE2—RE YT ILKR—+DT
BORT DT It AHE BORT Y RIE
HEEEE1—H grp =admin_grp | REFH HEEEHEI—Y grp =admin_grp | FXEFRTA
—fga—4 grp = normal_grp —fga—4 grp = normal_grp
R—ba—4 grp = port_grpl | 1~10 R—ka1—4 grp = port_grpl 15~20
grp = port_grp2 11~20 grp = port_grp2 20~30

M 43 A—H5IL—TDHEHNE Y TILR— DT 7t AFIBRDETE(TACACSH)

AEERIC LT O E A4T - 72, TACACS+H#— IR SNz —F D7 b Y Ea— b
W2k, O LD IC—FRBIPRE SNET,

(c)NS-2250# create auth access_group root tacacs attr grp val admin-grpd

(c)NS-2250# create auth access—group normal tacacs attr grp val normal_grp<

(c)NS-2250# create auth access_group portusr port 1-10 tacacs attr grp val portgrpl <

(c)NS-2250# create auth access—group portusr port 11-20 tacacs attr grp val port_grp2 <
(c) NS-2250¢#
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grp7 F U B =— MEAadmin_grp TH - 7255
L THWET,

grp7 bV B =— MEA normal_grp Th - 7235
THNES

grp7 bV B =— Ml port_grpld L < ldport_grp2 Th - 7-HEIIZ. T D2 —H %
port?’?JZX TN—TIZE L TWAR— ha—HF L& LTHWET, £/, port7 7 &
AITN—FIZR/LTNDH—HF|ZiFa~vy RTHEEINTWAHL Y TR — b~DT
IR AMERRELET,

Wi, 20—V EEE o — i L

i, Eoax—Hr—gka—FL L




4E FHERE

TACACS+DRRFEKGB LN LT H 2 —HF VL —TRRE SN2 WEH OBEIT T (6)
A—HTL—THIRETERVNI—Y DTV ERAFEDRE] 2R L TIZS0,

Z—PIEE N —TPREREINTWDLEEOR 7 A VEEOELIET, OEEEE —
(root), @—f%=~—H (normal), @F— h=—+ (portusr) T4, ¥4 L7 hE— KDLHH
X, AR 7 A o TIET 7B AHROQ@D 5 ELEOm WD TR A L, R—h
=X~ DT T B RIQODT IV AMENS DIGEDHIO T A L TEFET, EL T FE—F
DuTA VR, EO—FDOFOT 7 AHEROQOOD > Hh o & bELEDOE N
noTarsA4rLET,

create auth access_group =~ > KOFE XAV hE—NR tLs hE—F
RIKT 7 €A R—FrT7 7 ER
HEEE P — 1 HEEE P — 1 X(7 7 ART) | HEHEEHL—F
i —Y i —Y X(7 7B AXRF) | —fra—3
A— h=— X(7 7 ART]) | R— ha—H A— ha—H
EEEHa—V/—fKa—V EEEHa—Y X(7 7 BARW) | EEEH—Y
EEEH L — YR — h— EEEHa—Y | A—bha—9 HEE o —
— e — /R — b —H — = A— ha— — =Y
HEEEHa—W—fa—Y/R— ba—F | EEEFHa—Y | A—b=a2—F HEE o —

T RAT =B TRREIE, AREEOEEBZWEE

BEOR— ba—¥0T 7 £

TN—TEREFE LTV, EEBEICR— =R T 7 A TE 53U TR — FR R
R5%A WX, userl WT 7 EBATES VY 7R — ME, NS-2250-1 Tl 1-10,

NS-2250-2 T 15-20 72 &) (ZRIHAT 5 &ER] T,

@) A—HYITIL—TIRETCETHEVI—HTDT I EXFEDEE

TACACS+HRFFHAGENH I L CThba—F /N —T RN ETE R o —% (TACACS+V—
NG —HPFERZH#HNT D57 P Ea— MRELNTIRN-THAES, 7 M Ea—
k EAEDT 3 create auth aceess group 2~ R THELIZWTOXTHEH—E L

IRWGA) DT 7 2 A 515, set auth tacacs def_user =~ KD

2L

ax A&

WCEYRED ET,

ZOATY FRRESNTORVERE, 2= /=T RE TSm0 a—FaR— b
Z—HFLLTHRY, 2TOVY TAR— MNIT 7 ATEHHEREAEH L ET,

=PI N—TRRETERNA—FDT 7 v AZERTHIE, U TDa~vy FaFT

LEd,

(c)NS-2250# set auth tacacs def_user none

(c) NS-2250#

4-39




®)

(6)

4.6.5

4-40

suav> F%’?ﬁ’ﬁé—f@uvh\nﬁl_ﬁ% O)ZEE

=P TR T A U LTRIC su A~y REFITT 2 L EEER—FITRD &N T
TFET, 2 Dsua~vy REFET LRI TACACS+HEGEIZfE LD = —H 4L root T,
RAET 22— A EEET L2HAFIUTOa~vy REFETLET,

(c)NS-2250# set auth su_cmd username csadmin<
(c)NS-22504

A—HREIAXRBEFDOT A2 b STOP /4y FDERFEDEE

a—PRIAKBEEOT v o b STOP /N7 v b Ok J7iE1L set acct_tacacs
auth_deny_stop 2~ RTRELET, FTitD X I T off ZiRET D &, FRAEICKRL T
H© 7 U hSTOP /X7 b OB TV E R A, THHATRFOE X remote(TACACS+
AR I C D BT A1 7 b STOP /87 v b &4 5) T,

(c)NS-2250# set acct tacacs auth-deny_stop off<
(c)NS-22501

TELNET H—/\DHF

TELNET % — DR — " EFFE2EETHIZE Tida~r REEITLET,
RETE 5 TELNET — DR — FFH1L 1025~65000, 7 7 /L b 23 TT,

(c)NS-22501# set telnetd port 20234
(c)NS-2250#




4E FHERE

4.6.6 SSHH—/\DEE

(1

(2)

)

SSH 7 A4 7 2 FIBEAEERCHR— =T 78 A3 5120%, AEEIZ SSH —
D ENDMETT,

AIEE D SSH —\F, 2 —HID L2 T— &+ %327 — F(Basio)ZRiF & . A
%%%ﬁ%?é“%%@wmnmw>zLD%%f FLTWET, X220 T ¢ 2EMR
ERAY . ABAEEPublic) FRFEA EIR L T 72 &0,

I%Hjﬁﬁ%ﬁﬁ) SSH DFRFE ST T/ B #E(Public)FBFE T,

SSH h— OB EEIT I J/AIE, (443 R—bH—/O1—HFREE L 14.6.5 &
BY—NOT7I72RGHR bR LTIEEN,

,— =

SSHM/NAJ— K (Basic) BEFZ1TS5BE

(c)NS-2250# set sshd auth basicd
(c)NS-2250# enable sshd<
(c)NS-22504

SSH 22 FA%E (Public) FBEEZE1T S A

(c)NS-2250# set sshd auth public<

(c)NS-2250# set user user1 sshkey public ssh-rsa
AAAAB3NZzaC1yc2EAAAABIWAAATEAZ tMPnE3aPKRbknb5/48ah6MmuclLZbY8dzgT+pdgmbJ1Zq0UgV
XIffWtD9+8X8WnOvZ6TKOE2vLNGDS [ sQT+zZ7darBK i IugcuZAOhIAEpPeUbaYqwaRXPCkcAnTCS
9GTIN2109DB1P04bamJG//V3TYxH/rCaGESTT jH4kFADUrM= test<

(SSHY ZA4 7> Mg RTERL-2RAREHEELET. LREOTE147TY, )

(c)NS-2250# enable sshd<

(c)NS-2250#

SSH 7 74 7 v MR TARREEZ AT 5 71X, (48kB SSHO A7 YT FDE
Al 2R L T EEN,

SSHDR— FESZEET 56

SSH = _"DOR— b EGEELT DI TiLa~r FEFTLET,
RETE % SSH h—3D AR — =13 10256~65000, 7 7 4 /L M 22 TY,

(c)NS-22501# set sshd port 2022«
(c)NS-2250#
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SSH #— " DIREEIL, show service 2~ K THERTE £9,

(c)NS-2250# show serviced

<{telnetd>
status : enable
port : 23
<{sshd>
status : disable
port D22
auth " public

host_key : device_depend

<Ftpd>
status : enable
(c)NS-22504
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4.6.7 BFEY—/1\DOT7 U RHIR

AREEIITRIORTY =07 7 ¥ AZHIIRT 252 LN TEET, ALETEHELTND
PN LI, BRET AT 27 747 MERORy NU—7 7 RLAZEETLHZ &
T\7747/F%X#%@T?tX%ﬁ@?é:&ﬁT%i?o

75 € A FIRA THUAED | LHLmEE - EREHT LT
BETESY—/N 7 ) R HIR WHdRy k=97 LR
Telnet H— 2] ALL
SSH H—/x A _
FTP #— /X i _
A— kY — 3(Telnet / —~/LE—K) | FFaf ALL
A— hH—,3(Telnet E=% —F—R) | HfH -
R— h P —/3(SSH / —~/LE— ) A -
A— M — N(SSHE =4 —F— ) B _

AIEEBO TPHEGREO AL — T v 77 7 A NI, T a~<vy RRREENTWET,
(LB H o allowhost 5% E)

create allowhost all service telnetd
create allowhost all service portd telrw all

ARILED Telnet —/NZT 7B ATE B3y hU—2712 192.168.1.0/24 %, ¥HEED )
TIR—11-8 & 17T Telnet ® /) —~</LE— REFLZH+TH5 2y F U — 7 LT
192.168.1.0/24 Z3BN1T 5121, FTEid X 91T create allowhost =~ > FEZFE(T L E 4,

(c)NS-2250# create allowhost 192.168.1.0/24 service telnetd<
(c)NS-2250# create allowhost 192.168.1.0/24 service portd telrw 1-8, 174
(c) NS—-2250#

B — R HFALTCWAET 7 A —EL, show allowhost =~ RCRERTX £7°,

(c)NS-2250# show al lowhostd
Service Address,/Mask Access tty List

portd/telrw 192.168.1.0/24 1-8,17
telnetd 192.168.1.0/24 -
(c) NS-2250#

&  createallowhost a7 2 Fik, LOTHASIEHFBICFEESAET, HIZIE. TED 2
ANBRINTVEEERX2TERFESNELA FELIT(E delete al lowhost
O RTHIBRLTLZELY,
create allowhost all service telnetd
create allowhost 192.168.1.0/24 service telnetd
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4.7 EREEORE

471 SNTPO 5S4 7> FDEERE

SNTP 7 94 7> bZaRETHITIL, Fied X 912 set sntp server =<2 F, set sntp
polltime =2~ FZF4T L £7, SNTP ¥ —3(172.16.1.DIZAR—Y > 7 X A~ 900 T
AIEEBORANZ Y S E2581L, Tieoa~vr REETLET,

SNTP — NI K 2 BE THREFETE ET,

(c)NS-2250# set sntp server 172.16.1.1<
(c)NS-22504# set sntp polltime 900
(c)NS-2250# enable sntpd

(c) NS-2250¢#

SNTP 7 A 7> b ®OIREEIL, show sntp 2~ R CHERTHZ ENTEET,

(c)NS-2250# show sntpd

<{sntp information>

status . enable
poll interval : 600
last sync server @ 172.16.1.1

{primary servery

server address 2 172.16. 1.1
|ast access time : 2015/06/05 20:17:10
access result © 0K

<{secondary server>
server address Do
last access time @ ——
access result Do
(c)NS-2250#
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4.7.2 SNMPI— 1Y FDEBRE

(M

(2)

©)

4)

SNMP = — x> FERET HI121F. SNMP +— R SNMP T v FEDHREEZITT-
#%. SNMP =— = NEEIZLET,

SNWP H—/R &2 =F 4 DRE

SNMP H— &R ET HITIE, set community 2~ REETLET,

172.16.1.1 ® SNMP H#— 35 32 X = =7 ¢ public T, #tAAAHRRO)D T 7 & A % FFA]
THEREEITOICIL, FTieoa~vr FEEITLET,

(c)NS-2250# set community 1 name public view ro manager 172.16.1.1<

(c)NS-2250# set community 2 name public view ro manager 172.16.1.2d
(c) NS-2250#

Fia~r FEFRELT (@) SNMP = — 2 = > M2 FE4T] 2841215 L. SNMP H—
3935 D Versionl/Version2ec DUV D Get ERICHISE L F9,

SNMP k5w TDEIEFXDHKRTE

SNMP k7 v 7 DOiRENRE2HET HITIL, set trap manager 2~ REFE(TLET,
SNMP 7 v 7 OFEE%HIC 172.16.1.1, FT7 v 7 D3I 2 =7 1I|Z public Z#&ET DI
X, Titoa~r REFEITLET,

(c)NS-2250# set trap 1 manager 172.16.1.1 name public<
(c)NS-2250# set trap 2 manager 172.16.1.2 name public version v2<
(c)NS-22501

SNMP Version2/Versionl F&:D kT v A2 L TEB Y | REENEETDH T 7D
N—= g e fRETEET, X—Ta VU EXEETEL2WEEIE SNMP Versionl
KON v TIREEENET,

SNVP D EIBIEERDERTE

SNMP O&E PG (GXEGAT, &) 2 ET HITIL, set snmp location 2+ K,
set snmp contact 2~ FZFEITLET, HELITIC “Server Room in TOKYO” | &L
(2 “Administrator 03-1234-7777" ZRET HI2IE, Fitda~r FEETLET,

(c)NS-22501# set snmp location “Server Room in TOKYD” <«
(c)NS-2250# set snmp contact “Administrator 03-1234-7777" <«
(c)NS-2250#

SN\NPT—o x> FOED
SNMP = — = b ZANZT 5121, enable snmp 2~ FEFE{TLE T,

(c)NS-2250# enable snmp<
(c)NS-22504
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6 EBEHRIBZFIVIOER
T HEFD SNMP =— 2 = & F3SEERT 2 7 o 73 FROMEARE SN TVET,

cow T R E(E
Coldstart Trap ON
Authentication Failure Trap ON
Link Trap ON
Power Trap ON
Serial DSR Trap OFF

BT 2 b7 v 72 ZE 51203, TROLIICE T v FITE Lica~y FeETL
£7

(c)NS-2250# set snmp coldstarttrap off<
(c)NS-2250# set snmp authentrap on<
(c)NS-2250# set snmp |inktrap ond
(c)NS-2250# set snmp powertrap on<
(c)NS-2250# set snmp tty 11 dsrtrap on<
(c)NS-2250# set snmp tty 12 dsrtrap on<
(c)NS-2250# enable snmpd

(c)NS-2250#

4-46



45

EHERE

SNMP =— = > hDYREEIL, show snmp 2~ N CTHERTE 9,

(c)NS-2250# show snmp<

status

location

contact

linktrap
powertrap
authentrap
coldstarttrap
dsrtrap (tty1-8)
dsrtrap (tty9-16)
dsrtrap (tty17-24)
dsrtrap (tty25-32)

. enable

: “Server Room in TOKYO”

© “Administrator 03-1234-5678"

. on

. on

. on

. off

. off off off off off off off off
. off off on on off off off off
. off off off off off off off off
. off off off off off off off off

-— trap configurations (1 entry) —-

{trap 1>
manager address
community
version

{trap 2>
manager address
community
version

2 172.16.1.1
© public
Dol

2 172.16.1.2
© public
D2

-— community configurations (1 entry) —

{community 1>
community
view
manager address
{community 2>
community
view
manager address

(c) NS-22504

© public
S ro
0 172.16.1.1

© public
S ro
2 172.16.1.2

4-47




4.7.3 SYSLOG V547> FDEERE

SYSLOG 7 74 7 > F & ET HIZIX. set syslog host 2~ REFITLET,
SYSLOG #—/3(172.16.1. DT, AEE D SYSLOG 27 72U T ¢ locall, iR— k1 7 %
773 U7 4 local0 & LT SYSLOG ZHsikd A58k, Fieda~r REETLET,

(c)NS-22501# set syslog host 1 172.16.1.1 syslog—facility

locall portlog—facility local0d

(c)NS-2250# enable syslogd
(c)NS-2250#

SYSLOG 7 7 A4 7 h D&, show syslog 2~ N CHERTE £7,

(c)NS-2250# show syslogd
Syslog Status:enable
No. Syslog Host Portlog-Facility Syslog-Facility

1 172.16. 1.1 local0 locall
(c)NS-22501
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4.7.4 BELHYDHRE

BEL Y CEBNOREEZEG T £7,

BBLZOAR[BEZNMET 2HMNTIREE VICHEEZRET 2% 5 1E, set
temperature adjust 2~ > NIZHET A EEEEEL 7,

FHIEAEIL 0~20 O CTHE TE, THHHHEIL 0 T,

LUF OB EMEIZ-10°CHFET DA OFITT,

(c)NS-22501# set temperature adjust 10<
(c)NS-2250#

REY Y ORECHIEMOREIL, show environment 2~ > F TR TE £1,

(c)NS-2250# show environmentd

<Environment status>

Power information

Power unit : AC
Power 1 : ON
Power 2 . OFF

Temperature information

Current temp : 39 deg G
Sensor : 39 deg G
Adjust : 0

(c)NS-2250#

4-49



4.7.5 34 LJ—2DHRE

4-50

B AN = R ET HITIE set timezone 2~ REFEITL £,

show timezone list 2~ RC—ERRINDF A LY — A ERELET,

ALY —2DF 7% /V MilL UTC T,

ARIEE IR E T 7 A /VIT set timezone Tokyo 5% ET 5 L T, ¥ A LY —2 % Tokyo
IZLTWET,

(c)NS-22501# show timezone<
Timezone is “Tokyo”

(c)NS-2250# show timezone list H<
B
Hongkong

Honolulu
|
(c)NS-22501# set timezone Hongkong<

(c)NS-22501 writed
Do you really want to write internal & external startupl [y/n] ? yd_

write external startupl
.................... writing
write internal startupl
.................... writing
(c)NS-2250# rebootd

FE () EBBANASREEZHRARLET,. TIHILEDEA LY —2THSH UTC THREAA
RRSNFEYS,
2) BAL—VEBRELERILTEEZEREELTIZELY,
Q) HIZ&E > TREZEBEORMENBEICLEDEENHY FT,
4) BOAFARERFEREEDS L CREAEETITHERIEZSL,




4E FHERE

R EFH

ZZTIE, LTFOBREFFNCOVTHALET,

NG

c KRV —EADRE

« R— b v FOERERE

cR— ha TR EREAEREDERT

cR— b a T ORFEEEDEIE & R— h Y — " A = 2 —DFRR O

« R— b —PFFE

+ SSH /32 U — 1 (Basic)#

« SSH /A BA#E(Public) 787k

R — L7 MEREFR— F =D LT N E— R)DORE

- RADIUS 2 AE/RADIUS 7 1 7 o MERED R E AR E)

- RADIUS F8FEAE/RADIUS 7 4 7 MEREDORR E (LA E 1 : filter_id_head)
- RADIUS ZFHEHRE/RADIUS 74 v v MEREORE(SHRE 2: 77 BRI V—E LT
)

« TACACSHEHE D% E GEAGE )

* TACACSHERED R E(SHRRIE : 77 ¥ A7 V—t JHEHE)

4.8.1 EXRFRE

ARYEZ M LT, Telnet 7 74 7 > b GEEHSGREERRIC T 7 & 29 2 BARB Z230E (1

DWTHEHH L ET,

¢ W= Y= NERE XA L7 FE— K (default)

- B G as ~ DO HEe 1k . Telnet / —</LE— K (default)
(¥t~ a g ON)

« R— b —HFEF : 72 L (default)

Nl A= (¥ e : RAM(default)

« R— b o SR ERERE : OFF (default)

c Y TR — R s U TILR— b 1~8 OAGREHEE (19200bps)

sy va VR a— R : 1(Ctrl-A)

(R ]

BERXREE BRI REES

Telnet9247 b A (. A
192.168.2.1 NS.2250 T

‘g { 192.168.1.100

login:

192.168.1.254

I —%
[ © 192.168.2.254

4-4 ERERFE
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LEMNERE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254
set tty 1-8 baud 19200

set portd tty 1-8 cmdchar 1

[E%E DfRER]
1. AREEEOAFNZ SmartCS.LAN1IDIP T RL A L Ry b~ A7 12192.168.1.100/24,
T 7 4V hb— FZ 192.168.1.254 X E L £ T,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. VU TR —F 1~8 DIREBHE % 19200bps ([ZiXE L 77,
set tty 1-8 baud 19200

3. VUTNR—=F1~8 Dty g T a— F& Ctrl-A IZRELET,
set portd tty 1-8 emdchar 1

[ 2]

AEEIITZT O TIHHMARORENAS — T v 77 7 A VITREFINTOET,
TR OREICIL, A A M2 NS-2250, LAN1 @ IP 7 F L A2 192.168.0.1/24 A3
BEIINTWVWET, AEED Telnet V— B LK — hH— 3D Telnet / —~/LE— R
X, B TOX Yy NT—I MO T 7 BATELLICHRESNTVET,

(CH AT ORE)

(c)NS-2250# show config running

set timezone Tokyo

set hostname NS-2250

set ipaddr ethl 192.168.0.1/24

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

create allowhost all service telnetd
create allowhost all service portd telrw all
(c) NS-2250#




4E FHERE

4.8.2 BREY—EXDEE

AMEE 2 LT, Telnet 7 74 7 b S ERSGHEERCT 7 & A4 2 AR 5% E & |
AREBAZERTA-DO0KEY—EXSNMP = — Y= NSNTP 75472 b
ISYSLOG 7 54 7+ RNFETP H— D7 7 & ZH|[R) DR EICHOWTEBA L ET,

« R— R —RERE XA LY hE— K (default)

- RS G R ~ DR T 1A : Telnet / —</LE— R (default)
« R— h 2 —HFER : 72 L (default)

- R— b ua SRS : RAM (default)

- W— b a SiEE R : OFF (default)

- K FEEXE SSNMP =— = >k

SNTP 7 A4 7 > b
SYSLOG 7 Z A 7+ b
FTP ¥-— D7 7 & AR

NS-2250 |* )
login: H

192{168.1.100

login:

(#8RE]
SNMP NTP/SYSLOG
mangms || wangme | TN T
192.168.1.253 192.168.1.252
Telnet/FTPOSA Tk A A
192.168.2.1 T T H E{J

I T—

192.168.1.254

I : JL—4A
T ] 7 192.168.2.254

X 45 REY—EXDHRT

[ENE%E]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1. 254

set snmp location “Server Room in Tokyo”

set snmp contact “Administrator 03-1234-5678"

set trap 1 manager 192.168.1.253 name public

set community 1 name public view ro manager 192.168.1.253
enable snmp

set syslog host 1 192.168.1.252 portlog _facility local0 syslog facility locall
enable syslog

set sntp server 192.168.1.252
set sntp polltime 1200
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enable sntp
create allowhost 192.168.2.0/24 service ftpd

[E& 7 D fZER]
1. REBEOAAHNZ SmartCS.LAN1DIP7 KL AL Ry h~ A7 (2192.168.1.100/24,
7 7 4L hb— MZ 192.168.1.254 A% E L £7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. ARIEEDSNMP = —Y = hERELE T,

AEEE O SNMP =— ¥ = > M2, &iESTE LT [Server Room in Tokyo| . H#%
4212 TAdministrator 03-1234-5678) %% E L £,
ARIEEED SNMP =— Y = M7 7B AT&2% SNMP +— 1% IP 7 KL &
192.168.1.253, =1 X = =7 ( public, 7 7 & A#% Read Only IZ[RE L £,
AEEENHERFETHSNMP F7 v 7%, 23 2=7 1 % public £ LT, SNMP #—
23(192.168.1.25) %15 L £ 77,
SNMP =— = > h DFRIE % Efi L7-%% T, enable snmp =~ > K CSNMP =—
= b AT LET,

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set community 1 name public view ro manager 192.168.1.253

set trap 1 manager 192.168.1.253 name public

enable snmp

3. ARIEED SYSLOG 7 74 7 b ERELET,
R—htwu 777 V7 1% locald, REEN T2 SYSLOG 07 7> V7T 1 %
locall T, SYSLOG #—~3(192.168.1.253)IZ3%f5 L £7,
SYSLOG 7 74 7 » F OF%GE % Ffii L 721 T. enable syslog ==~ > F T SYSLOG 7~
TAT MR LET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

4. RIEED SNTP 7 747 > MERREZHRELE T,
NTP H—,3(192.168.1.252)(Z, 1200 #f 2B 4 [RH S H £,
SNTP 7 T A 7> ks DFRE % Ffi L7-% T, enable sntp =~ > KT SNTP ¥fE% A
MM UET,
set sntp server 192.168.1.252
set sntp polltime 1200
enable sntp

5. AEED FIP —_"EHGMILTT 7 B AFHIREZHRELET,
192.168.2.0/24 DA v F T =27 Inb DI AEGED FTP H— 27 7 v A&7 L E
7
enable ftpd
create allowhost 192.168.2.0/24 service ftpd




4E FHERE

4.8.3 R—b+OYJDEREETE

H— k1 /% SYSLOG & LTHATBRER, U 7 AH— b ZEIciiE S ni- FTP %

—NBIOA—NAVT RVRIZHEFETIHRE, F— " T F¥ A DRAE T HLANT HEE
WZOWTHBA L E9,

R— b —NEBE XA L7 hE— K (default)
-Wﬁﬂﬁwﬁm@%ﬁﬁ% : Telnet / —=~/LF— K (default)

— h—WEE : 72 L (default)

AN— b o FIRFE : RAM (default)
« R— b v SRR RE : ON (SYSLOG/NFS/FTP/ A — /1)
« B A DAE L THEBE - ON
K A=

Mail FTP/SYSLOG/NFS
H—/\ H—/\
192.168.1.251 192.168.1.252

EANRE | | BENRE
Telnet/FTPYSA4 7~ 6gj A =

192.168.2.1 Nsaza)ri’:-'= : L___J L___J
i

: + |~n7
192;168.1.100
192.168.1.254 \\‘~\\__,}

[ 192.168.2.254

B 4-6 R—b+bOJDEERTE
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[ENE%E ]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set syslog host 1 192.168.1.252 portlog _facility local0 syslog facility locall
enable syslog

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate 0 0 1 * %
enable nfs

set logd tstamp on interval 60
set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co. jp 192.168. 1. 251

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 useri@example.co. jp 192.168. 1. 251
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject “Server Status”

set logd tty 2 mail 1 sender smartcs@example.co. jp

add logd tty 2 mail 2 user2@example.co. jp 192.168. 1. 251
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “"Data-Center Server”

set logd tty 2 mail 2 sender smartcs@example.co. jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1l 192.168.1.252 password
[password A 73]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguser1l 192.168.1.252 password
[password A 73]

add logd tty 4 ftp 2 loguser2 192.168. 1. 252 password
[password A 73]

set logd tty 5 nfs on
set logd tty 6 nfs on




4E FHERE

[E%E DfRER]
1. REEOLFNCSmartCS, LAN1IOIPT KL R L3y b~ A 7(2192.168.1.100/24, 7
7 4V hb— NZ192.168.1.254 % 3% E L £ 7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. REEDSYSLOGY 747 MERELET,
R—ba 77707 (Flocald, ARILENH 13 HSYSLOGH 7 7V 7 1 %locall
T, SYSLOGH—,3(192.168.1.252)1Z3%15 L £7,
SYSLOGD X E # Fifi L 7= T. enable syslog=2~ > R TCSYSLOGZ 747 v h&H
BN LET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

3. REEEDNFSZ 747 MaRELET,
NFSH#—313192.168.1.252, NFSH#—/ 3D~ 7 > f N X |d/mnt/nfslog, NFSH— |2
RIFET D1 7 & mEH1IHORF0 S ICr—T —va v LET,
set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate 0 0 1 * *

enable nfs

4.4 LAZ U THERRZONIZ L, R— b r ZICH A LAY 7 %60 TR L £,
set logd tstamp on interval 60

5. U 7 LAR— F1DOSYSLOGH /JZONIZHRE L, BB REIRO A v E—U RS
NDEIZSYSLOGH—NIZEESIND K OWCRELET, 62, A—hr sz
HINCA = VRETDREZITVET,

TROKETIE, 1807FED L IEFR— a7 A XD70%IZE LT . Mail¥
—/3(192.168.1.251) & #%H L TA— bk 1 7/ Zmgr@example.co.jp(Z 2515 Liﬁ‘o
EEINDA—NDOH TV MREEFEEA AT LA F— a7 OEEFEX
THHARORENKMENE T, A—1DV 7V =7 Mlidportlog TTY_F =, %13
FHA—=LT FL R |Zidportusrt@ “HRIEBEBDRA RL” . “B—hNLFAALL”" | R—F
B NEA=NVDRMG 7 7 ANV E LTEESNET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

6. > U 7 LR — h2DSYSLOGH! /1% ONIZ
N3 EIZSYSLOGH — iR &b &
FINZ A — VIR ET ORELITVET,
TREOFRE T, 1803 kE S L <IEAR— ha 74 A XDT70%I23#E L5412, Mail¥h
—/3(192.168.1.251) Z#%H L TR — bk 1 7 Zuserl@example.co.jp &
user2@example.co.jplZiEE L £,
userl@example.co.jplZiBET D A —iE, 7 V=7 % “Server Status” . A—/b
%{E# % smartcs@example.co.jp & L £ 7,
user2@example.co.jplZiE([FT 5 A —/ ik, 7V =2 % “Data-Center Server”

WEL., BHAREROA vy E—UR ) S
ITHELET, SbiZ, A—burrzEH
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A — Vik(EE % smartcs@example.cojp & L E T,
N— B ZEA =V ORZITHEMN L TIEE LET,
set logd tty 2 syslog on
set logd tty 2 sendlog mail interval 180 ratio 70
add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251
set logd tty 2 mail 1 type body
set logd tty 2 mail 1 subject "Server Status"
set logd tty 2 mail 1 sender smartcs@example.co.jp
add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251
set logd tty 2 mail 2 type body
set logd tty 2 mail 2 subject "Data-Center Server"
set logd tty 2 mail 2 sender smartcs@example.co.jp

7. ¥V 7R — F3DSYSLOGH! /) Z0ONIZ
N2 EIZSYSLOGH—NIZiEE s g &
FICFTPAE T 2R EELITVET,
TROBRETIE, 1807 S L ITAR—hr 71 XDT0%I23E L5612, FTPY
—3(192.168.1.252) Dloguser LIZFTPE(E L £ 77,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 192.168.1.252 password
[password A J]]

REL, BRSSO A v -V S
ICRELET, SbiC, A—rue s a2 EHY

8. VU 7R — h4DSYSLOGH! /1% ONIZ
N2 EIZSYSLOGH—NIZiEE s D &
BICFTPIAE T 2R EEITVET,
TREOFRETIE, 1805f@S L < IR — hr 741 XDT0%IZE LI-HA1L, FTPY
—3(192.168.1.252) Dloguserl & loguser2(Z FTPiE{E L £ 7,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 192.168.1.252 password
[password A J]]

add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password A J]]

REL, BRSSO A v -0 S
ICRELET, SIbIC, A—rue s a2 EHY

9. YU T NR—F5L6MNFSEZONIZHRE L, BEHANGHIRO A v —U R SN D E
WINFSH— NI fFan 2 KO ICRELET,
set logd tty 5 nfs on
set logd tty 6 nfs on
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4E FHERE

4.8.4 K— FOTRELLBHEEROLR
H— b 7 OB L R R AL ET S
A b — SR

=<2
FIX

ENWZDW TR L E T,

XA L7 +E— F(default)

ffﬁxf%%’féﬂ%””“\@%ﬁ‘ﬁjﬁf : Telnet / —~/LE— R (default)
— I\:L ']j-n»l_‘p N tﬁb(default)
A— kv FRAEg : FLASH(ZR— MelZ i KIRGE AR EEZ A H)
F— ko S EkRE : OFF (default)
(¥R ]
BERXT R IR BRI R
Telnet7 547k
192.168.2.1 ,
NS-2250
H 192.168.1.100
192.168.1.254
L—4
| 192.168.2.254
47 R—FOJRELXEREBRTENDER
[REEDRTE]

set
set
set
set
set
set
set
set
set

|ogd
|ogd
|ogd
|ogd
|ogd
|ogd
|ogd
|ogd
|ogd

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1. 254

output flash

tty
tty
tty
tty
tty
tty
tty
tty

1-4 log on size 500
5-8 log on size 1000
9-12 log on size 1500
13-16 log on size 2000
17-20 log on size 2500
21-24 log on size 3000
25-28 log on size 4000
29-32 log on size 8000
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[E% 7 D fEER]
1. AZEEOLATNZSmartCS, LAN1OIPT KL R &%y b~ A7(2192.168.1.100/24, T
7 4V R b— RZ192.168.1.254% 5% E L £ 7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. F— ba ZFORMFHEEZRAMD HFLASHIZAE R L £,
set logd output flash

3. VUTINR—MEOR— b FORKRGEREELZ T X IITHRE LTI,

LU T IVIR— bk 1~4 OFR— b FORGERE : 500Kbyte
YU TR — K 5~8 DR — b1 F ORGERE : 1IMByte
U TIR— |k 9~12 DR— ko F OIRER & : 1.5MByte
LU TIVR— |k 18~16 DR — b1 7 OIRIFER & : 2MByte
U TIR— K 17~20 DR— b1 7 ORER & : 2.5MByte
LU TIVIR— |k 21~24 DR — b1 Z ORIFER & : 3MByte
U TR — bk 25~28 DAR— k1 F ORIEEE : 4MByte
U T IVIR— |k 29~32 DR — b1 J ORIER & : SMByte

set logd tty 1-4 log on size 500

set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000
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R— b a T RAFEREEDOIFIE LR — R — R =2 —DOFRRZMIET LR EICHONT

Li‘d—o

C R R ST
B G IR~ DB T 1R

4.8.5 R—bOJRFEBEDELER— F—/N\AZ2—DFR IO

XA L7 hE— F(default)
: Telnet / —~ /L& — K (default)

.;j:o»—-l\'ﬁ-»—/\\)(;:r_‘—‘ : OFF
R h o : 72 L (default)
- K= b a ZIRATE DL
Bk ou SRR : OFF (default)
(&R ]
BRI RS BRI RS
_ Ar— A —
Telnet7 547k : ‘—I—‘ H ‘—I—‘
192.168.2.1 Ns-2250 [{ED | v |
ﬁ : 192.168.1.100
192.168.1.254
[+ & ] =%
| 192.168.2.254
H 4-8 R— bk OJREBEEDEL ER— M —/ A =1 —ORROMLE
[E0ERE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254
set portd menu off

set logd output off

[E% 7 D fEsR]
1. AZEEOLANZSmartCS, LAN1OIPT KL A &3y b~ A7(2192.168.1.100/24, T
7 AV R b— RZ192.168.1.254% 5% E L £ 7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. W= =N A =2 —DFEFEMIELET,
set portd menu off

3. A"— b r 72 OFFIC L7,
set logd output off
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4.8.6 R— b1—45R3E

AR—bF2—FHAEZ ONIZL T, R—Fra2—VHIIT 7 ERATEDL LY TAKR— N ZRE
TAHZLICEY, SUTAR—PFOEFXF 2T 4 2EDBBREICONTHBALET,

A— F— e XA VY hE— K (default)
- BEHL R S A~ DB T 1A : Telnet / —</LFE— K (default)
- R— b — PG :HY
(o 7' A 2K FHERE ON)
- R— v SRS : RAM (default)
« R— bk m Flinb iR : OFF (default)
[#ERE]

BRI RER BRI RER
A A

Telnet7 547k d— ® — .
192.168.2.1 T T _______ User | Access Port
NS-2250 [V D)) Bl memmmms | usero1 | 1-12
login: ...... user02 | 13-24
f [oan : i 192.168.1.100".. | user03 | 25,27,2031
192.168.1.254

=%
[ T 192.168.2.254

M 4-9 KR—ba1—YEEE

[(REBEDHETE]
set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set portd auth basic

create user user01 group portusr password
[password A A]
create user user02 group portusr password
[password A A]
create user user03 group portusr password
[password A A]

set user user01 port 1-12
set user user02 port 13-24

set user user03 port 25, 27, 29, 31

set logd tty 1-32 Istamp on
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4E FHERE

[E% 7 D fER]
1. AZEEOLANZSmartCS, LAN1OIPT KL A &3y b~ A 7(2192.168.1.100/24, T
7 4V R b— RZ192.168.1.254% 3% E L £ 7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. F— b2 —HWFRIAEEZONIZ L £ 7,
set portd auth basic

3. A— b2 —HWFHIETH AT 5K — k= —H(user01~user03) = {Epk L £,
create user user01 group portusr password
[password A J]]
create user user02 group portusr password
[password A J]]
create user user03 group portusr password
[password A J]]

4. F—ha—FRT 7 EATELV I TR —FEHELET,
userO1iX >V 7 LA — hD1-12, user02iX TV 7 /LR — hD13-24, user03iL> V 7 /v
R— h25,27,29,31I27 7/ & AT HHEMRERE L £,
set user user0O1 port 1-12
set user user02 port 13-24
set user user03 port 25,27,29,31

5. VU T NHR— R ~32~DAFR— ha—ForrA/mrT7 v R—ba ZIZHHT
20T A AR T EAEINLET,
set logd tty 1-32 lstamp on

create user I~ R Tport 47> a VEIEETH L, 22—V DOIERE U TR — Ml
RN 1HoDa~y R ET,
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4-64

SSH /8 X 77— K (Basic)i23

A

%%XEH L/T SSH 7 ?4) 77‘/ ]“75)%/\;( U — ]\(BaSIC)nmn TEP*EXT%FA%DE

t AT AR RBREICHOW T L £,
HEWNL Telnet 7 54 7 > Fbxt4Ic LTWET,

A N SRRE

- BRI Sl ~ D Rt T 1k

X4 L7 hE— K (default)
: Telnet/SSH / —~/L-E— R

« SSH Y— 338G : /XA — K (Basic) 3l
v — 2 — R :HY
. zh~  a RIS : RAM (default)
I T : OFF (default)
- AHE[E D SSH H— % )
(R ]
BRI R BRI RS
Telnet/SSHYSA 7k 4 i T
192.168.2.1 : :
NS-2250 | ¢ ¢ : =l
o : { 192.168.1.100

192.168.1.254

192.168.2.254

INR)— I~(Basnc)wn

4-10 SSH /SR — K (Basic):R:iE




4E FHERE

(5

1.

=1~

l:iE}]D DXE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1. 254

set sshd auth basic
create al lowhost all service portd sshrw all

set portd auth basic

create user user01 group portusr password
[password A 7]

create user user02 group portusr password
[password A 7#]

create user user03 group portusr password
[password A 1]

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

enable sshd

create allowhost all service sshd
set user somebody password
[password A A]

STEDEER]
ARIEFE DL HIZSmartCS. LAN1DOIPT KL AL %y b~ X 2712192.168.1.100/24,
7 AV R b— RZ192.168.1.254% 5% E L £ 7,

set hostname SmartCS

set ipaddr eth1 192.168.1.100/24

create ip route default gateway 192.168.1.254

. SSH@uu uIEjiJC%/\X U — ]\(BaSIC)pm LILE \—EQEL/ /ﬁf@y U 77/1/1_9‘_‘ ]\ @SSH/ —

2 NLE—RIZ, B TOFXY NI —I T RLANLT IV EATXALHIICHELET,
set sshd auth basic

create allowhost all service portd sshrw all

“—}\:L 'ﬁ_n»qu%ON Liﬁ—
set portd auth basic

— b —VHEIETH AT B — b= —W(user01, user02)%{Emk L £9,
create user user01 group portusr password
[password A /7]

create user user02 group portusr password
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[password A 7]
create user user03 group portusr password
[password A 7]

5, R—ha2—YPNRT I/ ERATEBL )T AR—FEHRELET,

Ein==d

userO1~user03/%, ¥V 7 /R — F1~321LT7 7 EATEL L) ITHEREHRELET,
set user user01 port 1-32
set user user(02 port 1-32
set user user(03 port 1-32

6. SSH A4 7 v bbb AREEIZO VA L TEH LI, KREEDOSSHY— ROBREL

ﬁW&ﬁg$%ﬁ®%H%~A%ﬁmub\£T®zyb7 7T RUANGARIEED
SSHY— NZT7 7B ATEXLLHICERELET, KRS, AEEIZEHEINLTWER Y
A=Y DONRAT— REZRELTLEIN,

enable sshd

create allowhost all service sshd

set user somebody password

[password A /7]

[fH 2]
ALEE O T AR O EIL, AREED Telnet h— LR — P —RNZE2TOFRY U
—IMBET 7V EATEDLLICHESINTVET, EX2 VT 4 2@ D720, Telnet
T 7 AEHIBRT DAL, Tioavy REFATLTLEIN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd



4E FHERE

4.8.8 SSH *FA##(Public)z23

ji %'f‘XEE LT, SSHZ 747 }\ZJ)E‘O/\E‘%%(PUJ)IIC)M‘H Tﬁk*ﬁﬁ%%uu

ﬁ‘éﬁél{iﬁ’]iﬁ&“ﬁ TOWTE L ET,
EW I Telnet 7 7/1'7/ FHRRIZLTWET,

TR

192.168.2.254

S A XA L7 FE— R (default)
. Eﬁ?ﬁﬁ%‘ﬂ% m@%ﬁﬁ?ﬁ : Telnet/SSH / —=< /LE— R
- SSH — /3383 : ZNBAE (Public) #783
V— }\:L "j-nmn : ﬁ) D
. zh~  a RIS : RAM (default)
F— b J S LR RE : OFF (default)
- ARAERE D SSH H— 3 RS
(&R ]
BRI R BERR BRI R
Telnet/SSHYSA T+ AL AT
192.168.2.1 ?TJ ELT
NS-2250 | )|
o . 192.168.1.100
: : 192.168.1.254
—5

/\Fiﬁﬁ_(Puth)wun

X 4-11 SSH 2AB#(Public):23
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LEMNERRE]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set sshd auth public
create allowhost all service portd sshrw all

set portd auth basic

create user user01 group portusr password
[password A A1]

create user user02 group portusr password
[password A #1]

create user user03 group portusr password
[password A #]

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

set user user01 sshkey public ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAIEAvVSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCl0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V4 ImbHhOVNJ jnDw730HKpOgnSZ jOUdg1JrHXbPrKwd
pacj7okZt | TxWHxPb2xmC81u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAIEAvSIc
URdW4mvc+F 1 AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V4 ImbHhOVNJ jnDw730HKpOgnSZ jOUdg1JrHXbPrKwd
pacj7okZt | TxWHxPb2xmC8 |u0= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAIEAvVSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCl0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V4 ImbHhOVNJ jnDw730HKpOgnSZ jOUda1JrHXbPrKwd
pacj7okZt | TxWHxPb2xmC81u0= abcdef@test

enable sshd

create allowhost all service sshd
set user somebody password
[password A 7#]

set user somebody sshkey public ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAIEAVS
[cURdW4mvc+F IAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuGI0Gth7RHbVhUbkpd
azORIwtN265tPnmoDTHa3CHRzP17/6V4 ImbHhOVNJ jnDw730HKp0gnSZ jOUdg1JrHXbPrK
wdpac j7okZt | TxWHxPb2xmC8 |u0= abcdef@test




4E FHERE

[E%E DfRER]
1. REEOLFNCSmartCS, LAN1IOIPT KL R L3y b~ A 7(2192.168.1.100/24, 7
7 4V hb— NZ192.168.1.254 % 3% E L £ 7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHORRGES % AB#EPublic)fBREICZE L, 2 THO Y U 7R — hDOSSH/ —~ /L
T—RZETOXY NI T RLANLT 7 BATELLIICHRELET,
set sshd auth public
create allowhost all service portd sshrw all

3 hj—“_‘ }\‘j— ‘H_n»qufKON Li—é‘
set portd auth basic

4. F— b2 —WFEIETHEHT H R — b= —HF (user01~user03) # 1Epk L £ 7,
create user user01 group portusr password
[password A J]]
create user user02 group portusr password
[password A J]]
create user user03 group portusr password

[password A /7]

5. R—ha—¥NRT 7 EATELHVITAR—MERELET,
user01~user03i%, ¥ U 7 /LR — h1~321C7 7B ATE L LI ICHERABRELET,
set user user(01 port 1-32
set user user02 port 1-32
set user user(03 port 1-32

6. A— b 2—HVMIZSSHZ 714 7 o N CIERR L 72 ABRSE A B ek L £,
set user user0l sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdql JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mv c+FTAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9WtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKpOgnSZ jOUdq1 JrHXbPrKwd
pacj7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdq1 JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

7.8SHZ 547 v MinbARBEEICa /4 TEAH X510, REBOSSHY — DR E L
ITWET, REEOSSHY —"ZHHC L, REEOSSHY —NZE2TOR Yy hT—
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JT7 RLAMLT 7 EATED XOICRELET, B, REBEIIEGEINTND R
JA v a—FDONRAT—REREL TS,

enable sshd

create allowhost all service sshd

set user somebody password

[password A J]]

8. ARIE{E D = —H (somebody)IZSSHZ 7 A 7> b TIERR L7 /AB#EZ B L £,
set user somebody sshkey public ssh-rsa
AAAAB3NzaClyc2EAAAABIwWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCIOG
th7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V4lmbHhOVNJjnDw730HKpOgnSZjoU
dqldrHXbPrKwd
pqcj7okZtI Tx WHxPb2xm C8lu0= abcdef@test

[ E]
ARIEE DO TIHHMEFEORTEIL, AREED Telnet r— LR — FHF—NZL2TOXRY FT
— T RUANLT 7 EATEDLIVDICRESNTVET, EF =2V T 4 Z2EmDLTZDIT,
Telnet 7 7 ¥ 2 ZHllxd 2561213, Titoa~vy REET LTI ESNY,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

SSH 7 74 7 MR CARREEA AT 5 L, 8B SSHOSA 7 RYT D
FRG 2L TIEEN,



4E FHERE

4.8.9 R—rtLY Mgk (R— ro—RDELY FE— R)OBE

R—brELZ MERRFE— R —1OtEL 7 FE— R)OZEIZHOWTEBE LET,

C = B SR
B R GeERR ~ D i Iy

kL7 bE—F

: Telnet / —~ /L — K (default)

« R— b —PG Y
- R— b ua SRS : RAM (default)
< R— b a SRR RE : OFF (default)
(¥R ]
BEIRXT R BEIRXT AR
Telnet724 7k Aﬁ A L1
192.168.2.1 NS.2250 | T T
|= o it ) =: S e ‘
'f” - 192.168.1.100
i i 192.168.1.254
I =4
i : 192.168.2.254
4-12 R—bEL Y FERER— Y —RDE LY FE—F)
LEMERE]

set hostname SmartCS

set portd connect select
set portd auth basic

[password A A]

[password A A]

set portd tty
set portd tty
set portd tty
set portd tty
set portd tty
set portd tty

o O A~ W NN =

set portd tty 1-32 cmdchar 01

label Tokyo—L3SW-1
label Tokyo-L3SW-2
label Tokyo-L3SW-3
label Tokyo—L3SW-4
label Tokyo—SV-1
label Tokyo—SV-2

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

create user userO1 group portusr port 1-32 password

create user userQO1 group portusr port 1-32 password
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(SR DfEER]
ALEE DL FNZ SmartCS.LAN1DIP 7 FL AL %y h~ 2 2712192.168.1.100/24,
F 7 # /)L hb— T 192.168.1.254 R E L £7,

1.

e

B

e

e
e

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

ML MEREZANICLE T, A— MY — O T — R4 select ICAET L &E
set portd connect select

b —HFEEE ON I LET,
set portd auth basic

b —PFEFECHE AT 5 AR — h = —H(user01 & user02) % {Ek L 9,
Fa—HFZFT VTR — K 1~32 D7 VB AHEEZHRELET,
create user userO1 group portusr port 1-32 password
[password A /7]
create user user02 group portusr port 1-32 password

[password A /7]

SYTAR= b 1~82 (TR — b — A RA =2 — DY LTa— Ry v a Vi
"o )& LT 0x01[Ct1-Al % B L E 5,

set portd tty 1-32 cmdchar 01

VT IR — M T a8k L E T,

set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-LL3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2



4E FHERE

4.8. 10RADIUS SREE#4EE/RADIUS 7 h ™9 > MERED R T (EARHRTE)

ARIEED Y T VR — MTT 78 A F 5 AR — b 22— % RADIUS §¥iE % —/S/RADIUS 7
AT M= Tt BT D B R B DWW T L E T,

S R N XA L2 hE— R (default)
. %’iﬁﬁgﬂ%’é RO PG 15 : Telnet / —< /L& — R (default)
« R— b —YEEE :HY
F— ko Z RS : RAM(default)
< R— b SRR : OFF (default)
CFRFE/ T e hay : RADIUS

AR— bz —HF DI RADIUS F8FFE L £,
(— o — W L R B o — 31— L EREE)

(¥R ]
RADIUS RADIUS
BRI R IR BEEfR R MEs H—/\1 H—/\2
Telnst/SSHISA 7 A 4 192.168.1.252  192.168.1.253
192.168.2.1 T H EJ
N52250|"' & | = = (=

login: H I :”. =
: { 192.168.1.100

login:

192.168.1.254

IR L o5
I H 192.168.2.254

4-13 RADIUS E2iI#EE/RADIUS 7 o o b RE(EARIERK)
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[ENE%E ]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password
[password A A]

set user somebody password

[password A A1

set portd auth basic

set auth mode radius

set auth radius server
set auth radius server
[—Y Ly FF—ARA]
set auth radius server
set auth radius server

[—2 Ly bF—AA]

set acct mode radius

set acct radius server
set acct radius server
[—Y Ly FF—ARA]
set acct radius server
set acct radius server

[—U Ly bF—AA]

addr 192. 168
key password

addr 192. 168
key password

addr 192. 168
key password

addr 192. 168
key password

.1.252

.1.253

.1.252

.1.253




4E FHERE

[E%E DfRER]
1. REBEOAAHNZ SmartCS.LAN1DOIP 7 KL AL Ry h~ A7 (2192.168.1.100/24,
7 7 4L hb— M 192.168.1.254 A% E L £7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. — Wz —V LEEFH I — LV CREEL T,
— % —H D somebody & HEEHH L —H D root (/XA T — REZRELET,
set user somebody password
[password A J7]

set user root password

[password A 77]

3. T ]\:l ﬂ-utuuﬁ%ﬁfj} Li—g‘o
set portd auth basic

4. BIEF X ERADIUSFRGEY 94 7 FOBRELXZB ZHRWVET,
RADIUS#—/3112192.168.1.252, RADIUSY—/3212192.168.1.253 % %k L £ 77,
RREAR— MIT 74 FO1812F A FIHA L £77,

set auth mode radius
set auth radius server 1 addr 192.168. 1.252
set auth radius server 2 addr 192.168. 1. 253

5.RADIUS #iiE7 74 7~ F3sFIAT 6 —27 Ly R —& B8k LE T,
RADIUS BEFEY— N ZE&F LT —2 Ly b F—%F ELT<7L§U‘
set auth radius server 1 key password
(=7 by FF—AJ]
set auth radius server 2 key password

(=27 by hF—=AT]]

6. 7TH o FEFXNERADIUST IO N7 T4 T v OREEITWVET,
RADIUSH#—,3112192.168.1.252, RADIUSH—32{2192.168.1.253% &4k L £ 4,
THAHTY FIR—NMEIF 74V FD1813FBLZFAH L E T,

set acct mode radius
set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253

T.RADIUS T WO NI TA T RBRIAT L —7 Ly bR —2 Bk L £,
RADIUS 7 7> hH— NIZHEE LI —7 Ly FF—ZREL T E SN,
set acct radius server 1 key password
(=7 by FF—AT]]
set acct radius server 2 key password

(=27 by FF®—AA]
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[RADIUS H— /NI D% E]

RADIUS #—_Da—PELRT 7 A VICHET DT M) Ea— MlZE# L £,
AHLEFRAE T & 5 RADIUS 22— W4 O KT R IT 64 LT T

# R— ka—4 (user01)
user01 Password = “user01”,

# R— ka—4 (user02)
user02 Password = “user02”,

BB AEEBEIIZELEZT U Ea— D9 5 User-Name & Filter-Id DA 2 2R L £ 97,
Lo T, UTFOLI BT M) Ea— hTChEHRTHZENTEET,

# R— b —4 (user01)

user01 Password = “user01”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600

# R— k21—4 (user02)

user02 Password = “user02”,
Service-Type = Login,
Login-Service = Telnet,

TR Ea— FOEEMI{HEC 7 rRrYEa—FERNIUSEREE 7HY Y FH—INERTE
Bl 25 LTLIEEN,

a—Y T — T Ei5 S8 5 create auth access_group 2~ F3 L Uset auth radius
server {root | normal | portusr } filter_id_head =~ RZALEBICERE L TV R WS
I%.set auth radius def user =~ > RO EMIZHE > T2 — P OFRILE T O E T,
set auth radius def user T~ RNREIN TV WAL, RADIUS Bt — N TR
ESNTea—FD 55, 2= TN —T 2 RETERNZ—FETAR— bx—F L LTH,
ETCOYVY TIVHR—PMIT 7 BRATE ZMHEREZFE5 L EJ, set auth radius def_user
none &XESNTWVLHAT, ZYh2—H 07 7RG INET,

— ik — AL E G P o — Y 2 RADIUS RAEY — A TRAET 2H G0, A— hax—Hicr
IR AEHAT DY TR — b ERETDHEE. RS—VLIEEO [4.8.11 RADIUS 52
AEHBE/RADIUS 7 H1 7y v MBEDERTE (IGAERTE 1:filter_id_head) | & [4.8.12 RADIUS
FREEHSRE/RADIUS 7 H ™y o MEREDERTE IBARE 2: 7V R IL—E VTR | 22
LTLIES,




4E FHERE

4.8. 11 RADIUS ZREI#8EE/RADIUS 7 h ™ > MMEBED R E (TG FAERE 1. filter_id_head)

KRAEEIZT 78 A F Ha—HW % RADIUS #FEV— SRADIUS 7 4 U v b —/3T—7t
ﬁ@?é&ﬁuowfﬁﬁbi?o

ZOHITIE RADIUS kY — AT —HFIAEEITV, Bk — " b EEINTL S
Filter-Id 7 b U B2 — MEIC L o> TS 2 — R EEE o — W/ — = — /R — b2 —
FONWTNNTHLINERET HDREICOVWTRHRHLET, A—hax—FHEIIT 7 EAT
BV TINR— FOEETE AW 20X, userl X2V 7/LR— bk 1~10 12, user2
XU 7R — bk 20~30 127 7 & AR 72 E)IT ?”“E%fﬁﬁ LERITCT, flilx DR— =
—HFDOL Y TIR— DT 7 & AMHEIL RADIUS ZBAEY— M| T Filter-Id 7 h U E=— |
EELTHRELET,

c AR— MY — EE XA L7 hE— F(default)
. E"?ﬁﬂ%*ﬁﬂ%w’\@%fﬁﬁ?ﬁ : Telnet / —< /L& — K (default)
— b — 585 :HY
ﬂf“—}‘tlffﬁﬁfgﬁﬁ : RAM (default)
N— kv JHREERE : OFF (default)
cFGE/ T AT N kan : RADIUS

T _TO—W % RADIUS FHEE L £ 97,
LU T AR— ROT 7 AHEIL RADIUS ZRIEH— N

THRELET,
=PI —TRRFETERN—FLT 7 A
FHERLET,
[(#ERE]
RADIUS RADIUS
BN R BN 1R H—\1 H—/%2
Telnet/SSHYS A7k /:aﬁ /:am 192.168.1.252  192.168.1.253
192.168.2.1 T T E‘ % E‘ %
NS-2250 | &) i : 2= ‘ = |= = |=
login: H H
g — : { 192.168.1.100

192.168.1.254

& & ] E L—5
[ T 1921682254

X 4-14 RADIUS :2iEHEEE/RADIUS 7 h ™o > k#aE(filter_id_head)
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[ENE%E ]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set
set

set
set
set
set

auth
auth

auth
auth
auth
auth

mode radius

radius retry 5

radius
radius
radius
radius

server
server
server
server

[—2 Ly FF—AA]

set
set
set

set
set
set
set

auth
auth
auth

auth
auth
auth
auth

radius
radius
radius

radius
radius
radius
radius

server
server
server

server
server
server
server

[—2 Ly FF—AFA]

set
set
set
set

set
set

set
set
set
set

auth
auth
auth
auth

acct
acct

acct
acct
acct
acct

radius
radius
radius

server
server
server

O L Gy

radius def_user

mode radius

radius retry 5

radius
radius
radius
radius

server
server
server
server

[—O Ly bF—AHA]

set acct radius server

set acct radius server

set acct radius server

set acct radius server
[—o Ly FEx—ARA]

L Gy

addr 192.168. 1. 252
port 1645

timeout 10

key password

portusr filter_id_head NS-2250_PORT
normal filter_id_head NS-2250_NORMAL
root filter_id_head NS-2250_ROOT

addr 192.168. 1. 253
port 1645

timeout 10

key password

portusr filter_id_head NS-2250_PORT
normal filter_id_head NS-2250_NORMAL
root filter_id_head NS-2250_ROOT
none

addr 192.168. 1. 252
port 1646

timeout 10

key password

addr 192.168. 1. 253
port 1646

timeout 10

key password




4E FHERE

[E%E DfiRER]
1. REBEOAHNZ SmartCS.LAN1DIP7 KL AL Ry h~ A7 (2192.168.1.100/24,
7 7 4L hb— M 192.168.1.254 A% E L £7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R—b2—VREZ AL ET,
set portd auth basic

3. muuﬂzjiﬁkRADIUSmuuiEy 747/ ]\0) /:E;Ef'le/\i‘é—o
RADIUS#—,3112192.168.1.252, RADIUSH—,32{2192.168.1.253% &k L £ 7,
FAREAR— MTIX1646F AR EL £7,

set auth mode radius

set auth radius server 1 addr 192.168. 1. 252
set auth radius server 2 addr 192.168. 1.253
set auth radius server 1 port 1645

set auth radius server 2 port 1645

4IMDWSW£7747/FTNQ¢5/—7V/F? EREELET,
RADIUS 2 FoN AL — 3 J”‘f%bf:*/“—ﬁ Ly b —%% fEL“C< f;él/\
set auth radius server 1 key password
(=7 by FF—AT]
set auth radius server 2 key password

(=27 by hF—=AT]]

5. RADIUSFGFEZ A7 DU T A BECH A LT T }"f %h Li—g«o
VI AmEE5R, A4 L7 7 Mg 10 PIZERELET,

set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

6. — Mt —VIEEEEH o — Y Z2#ET 5 7D 02— kB &2 %#k L ¥ 3, RADIUS
WEEY — A" @M N5 Filter'ID 7 b U B 2 — k d 5 EE T 5 RN
NS-2250_NORMAL 7¢ & | —fi% = —% NS-2250_ROOT 72 & | X3 E B H o — 5 L 3551
4% X 91T set auth radius normal/set auth radius root =7~ FEZRE L E7 .

set auth radius server 1 normal filter_id_head NS—2250_NORMAL
set auth radius server 1 root filter_id_head NS-2250_ROOT
set auth radius server 2 normal filter_id_head NS-2250_NORMAL
set auth radius server 2 root filter_id_head NS—-2250_ROOT
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7. N— b2 —FEHHNT 572D D02 — VR 288k L E T, RADIUSGRAEY — /35
WEI S LA Filter-ID7 R Y B 2 — R OJEIHIF S 23NS-2250_PORT2 & (XA — h =
— P LE#RRIT D K 5 1Tset auth radius server portusr2~ > FERELET,
set auth radius server 1 portusr filter_id_head NS—2250_PORT
set auth radius server 2 portusr filter_id_head NS-2250_PORT

TR AEHATEHY U TIR—F(1-16,24) % K — b2 —P 2R ET DHEIL.
RADIUS #FFEH— MO Filter-ID 7 ~ U £ = — MEIZ”NS-2250_PORT1-16,24” &
E L ET, NS-2250_PORT O L 5 IZHE S5 ORLENB R WA, AEEITTXToOv
UTILR—RMIT 78 ATE HHEREMNELET,

8. —P N —TREETE RV —F DT 7 A HEZRELET,
=PI N—TFREE TERWEASFilter-ID 7 kU B 2 — R 28 RADIUS #8FE - —
MO SN2 WA Filter-ID 7 U B a— MEAXAREE TR TE RN T 4+ —
2y OB, FO2—HFOT7T 7 EAREREINS L HIZ. set auth radius
def user =~ R&FEITLET,

set auth radius def_user none

9. 7 Uy hRE RADIUS 7AW U 7 74T v NOREEITVET,
RADIUS H#—/31 (2 192.168.1.252, RADIUS % —/N 2 {Z 192.168.1.253 # &k L F
7
THT Y hAR— MZiE 1646 HEFHTELET,
set acct mode radius
set acct radius server 1 addr 192. 168. 1. 252
set acct radius server 2 addr 192.168. 1.253
set acct radius server 1 port 1646
set acct radius server 2 port 1646

10.RADIUS 7 H U N7 AT NTHHAT A —27 Ly M —Z8 8L ET,
RADIUS 7 U ¥ b — NIZHE LT —7 by FXF—Z2FBEL TSN,
set acct radius server 1 key password
[v—7 by FF—AT]
set acct radius server 2 key password

(=7 by bFd—AT]

(fH 2]
ARLEE (IARLEEN O 0 — T V3R F.EHRADIUS ROREDNAE T —YRAEEITVET,
—fx—%% RADIUS f8GEd 25613, AEENICHRIN T D —fra—F ZHIFRS

%0y, b L<iE, RADIUS $—3( J*ﬁ% LN AT— RERLH 2T — RERELTL
IV, = ONRRAT — RRBERIN TV NWGEIE, NAT— R ¥ —r%—
EANNDTIET TAREBOR —DNAVHFETHA L 7 A UBAGEEELE R D £T O TIHEES
7ZE0,

EEEHI - TOr /A R0 su 2~y RETREG RIEETT, RADIUS — N 28 &k L
ToNAT— REBIpHRAT— REEEEFHL—FICRELTLEIWN, 2L, EHEE
o — oot I —xkx—HF L HARVABRT L Z LT TEEREA,



4E FHERE

[RADIUS H— /NI D% E]

RADIUS GFEY — " Da—WERT 7 A MTHET DT M) Ea— Mzt L £7,
AAEENRAET & D RADIUS = — %4 Dl KLF-R 13 64 LFTT,

# R— b1 —FDERK

portuser01 Password = “portuser01”,
Filter-1d = “NS-2250 PORT1-16" ,
# 12U F7ILER—F0-16)IZT7 Y X A[HE

portuser02 Password = “portuser02”,
Filter-1d = “NS-2250 PORT5-9, 20, 24"
t 1) 7ILR— K (59, 20, 24)IZ7 9 & XA]HE

portuser03 Password = “portuser03”,
t 1 CDBE. KREBDHTEN set auth radius def_user none THY . M.
t A—HEHIMEETELLDT, COA—HFD7IERIFEEFEEIIFET,

it —f1—TDEEK

somebody Password = “network”,
Filter-Id “NS-2250_NORMAL”

abc01 Password = “abcdef”,
Filter-1d = “NS-2250_NORMAL”

t EBEEI—Y DB

root Password = “admin”,
Filter-1d = “NS-2250_R0OT” ,
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B, REEIZELLET M) Ea— D955, Username X° Filter-Id O A % R L £
T, L7 oT, UTOL 2 %7 MU Ea— M CHET AN TEET,

# R— b2 —YDEHF

portuser01 Password = “portuser01”
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = “NS-2250_PORT1-16"
# 12U7NLR—bkA-16) 7V XA

portuser02 Password = “portuser02”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id “NS-2250_PORT5-9, 20, 24”
Filter-Id = *“access. include. filter-A”"
t 1Y FILAR— b (59,20 24)IZ7 9 & X A]HE

portuser03 Password = “portuser03”
Idle-Timeout = 600
B 1 CDBE. REBDOREM set auth radius def_user none THY . HD.
# A—HREHIMEETELLDT, COA—HFDT7IERIFEEFEINET,

# —a—Y0gRE

somebody Password = “network”
Service-Type = Login
Login-Service = Telnet
Filter-Id = “NS-2250_NORMAL”

abc01 Password = “abcdef”
Service-Type = Login
Login-Service = Telnet
Filter-Id = “NS-2250_NORMAL”

It EBEEEBE1I—YNDEE
root Password = “admin”

Filter-1d = “NS-2250_R0OT”
Idle-Timeout = 600

TR Ea2— FOEEMI{H8C ZFrYEa—FERNIUSEREE  7HY Y FH—/INERTE
Bl 2R TLEEN,



4E FHERE

4.8. 12 RADIUS F2EI#EE/RADIUS 7 h DV FEBEDRE(SARE 2: 7Y AT IL—E > J#EE)

RIEEIZT 72 AT 52— % RADIUS 8GEY—/NRADIUS 7 7 > hh— R C—x%
f%‘@“é;)’z“ﬁ ZOWTHHALET,

:@WT%iRMMUSme%~vVC1 PRIEEZITV, BT — "1 bE6NTLS D
Filter-ld 7 FY BEa— MAIZL > T, Y2 —FDRHMET LT 7 BRA 7 V—7 BXU,
EEEHL Y/ — /R — h 22— ONWTNERET HIREICON TR L ET,
K= bF2—PRT 7 ATE 5 TR — b SmartCS 72 554 B 21X, userl
N7 7EATELL Y TR — I, SmartCS1 TiE 1~10, SmartCS2 TiX 15~20 72
ONCARGREEATH LEFITT, ZOHETHEAR— ha2—FDOT7 7 AT N—TTL DY
TNR—= DT 72 AEIARLEBICHRE LET,

c AR— MY — R EE XA L7 hE— F(default)
. E"?ﬁﬂ%ﬁ%““@%fﬁﬁ?ﬁ : Telnet / —< /L& — K (default)
— b — 585 :HY
Zko“* kv RIS : RAM (default)
N— kv JHREgERE : OFF (default)
cFGE/ T AT N han : RADIUS

T _RTO2—H % RADIUS FRFEL 97,

Re b a—HFDOT 7RI N—F LD YT L
R—=brDT 7 AMIIARIEBICHELET,
=PI —TRRFETE RN —FLT 7 & A

EESLET,
[(#RE]
RADIUS RADIUS
BERR R AR Bt AR H—/\1 H—/\2
Telnet/SSHYS ATk /:Rﬁ /? — 192.168.1.252  192.168.1.253
192.168.2.1 T T E‘ % E‘ %
o] NS-2250 | 10 R o || [ _] = ==
login: B T
f | i : 192.168.1.100
L= | ogin: E E
: ; : L 192.168.1.254
[ i ] i L—%
: : i [ § 1921682254

X 4-15 RADIUS FZEI#EE/RADIUS 7 h oV FBE(T VR T IL—E 2 )
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[ENE%E ]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode radius
set auth radius retry 5

set auth radius server
set auth radius server
set auth radius server
set auth radius server
[—O Ly bX—AN]

set auth radius server
set auth radius server
set auth radius server
set auth radius server
[—O Ly bX—AN]

create auth access_group
create auth access_group
create auth access_group
create auth access_group
set auth radius def_user

set acct mode radius
set acct radius retry 5

set acct radius server
set acct radius server
set acct radius server
set acct radius server
[—2 Ly bF—AA]

set acct radius server
set acct radius server
set acct radius server
set acct radius server
[—2 Ly bF—AA]

addr 192.168. 1. 252
port 1645

timeout 10

key password

addr 192.168. 1. 253
port 1645

timeout 10

key password

root radius filter_id admin_grp

normal radius filter_id normal_grp
portusr port 1-16,24 radius filter_id grpl
portusr port 20-32 radius filter_id grp2
none

addr 192.168. 1. 252
port 1646

timeout 10

key password

addr 192.168. 1. 253
port 1646

timeout 10

key password




4E FHERE

[E%E DfiRER]
1. AREEOALFNZ SmartCS.LAN1DIP T KL A& v <A 712192.168.1.100/24,
T 7 4V hb— MZ 192.168.1.254 &% E L £ 7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192. 168. 1. 254

2. A— ha—VEEHE D LET,
set portd auth basic

3. mu\quﬁAt & RADIUSI]AL;‘HE& 7/]) 77 / ]\ @ E%?f‘b\ij‘
RADIUSH—~3112192.168.1.252, RADIUSH—/32{2192.168.1.253 % % Fk L £ 7,
EAL‘\HET ]\ j:].645%%;£/\’:‘5_‘ Li‘d‘o

set auth mode radius

set auth radius server 1 addr 192.168. 1. 252
set auth radius server 2 addr 192.168. 1.253
set auth radius server 1 port 1645

set auth radius server 2 port 1645

4. RADIUSFGEY A4 7 FCHRHIHT D —27 Ly M —288kLET,
RADIUS FBAEY— N 2B K LT —27 Ly b F—ZREL T X,
set auth radius server 1 key password
[—=7 by FF—AT]
set auth radius server 2 key password

[v—=27 by hF—=AT]]

5. RADIUSFGEY A7 FDYU FTARERLH A LT U MEEZREL T,
UbrZAR¥AE R, ZA L7 7 MaZz 10 BIZRELET,

set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

6. — W —VIEEEEH L — 2T D700 T 7B A7 V—T ek L £ T, create
auth access_group =2~ > NG, RADIUS §&FEY — 0G5 S 415 Filter-ID 7 b
U B = — MAEZS normal_grp 72 H X — = —¥, admin_grp 72 H IR EEEH L —V L
AT DL ORELET
create auth access_group normal radius filter_id normal_grp
create auth access_group root radius filter_id admin_grp

7. N— b2 =P ZHANTH20DDT 7 v AT NV—T %8 LET,
create auth access_group =~ K C,RADIUS JBFEV—/ 30> 5% X1 5 Filter-ID
7R Ba— MER grpl 72513 HR— ha—#FL#EI L. >V 7 AFE— F(1-16,24)~
DT 7 EAEZFHATHEIICHELET, Rk, 778X NV—7 grp2 72613
U TR — 203D ~DT 7t AEHATHEIICHRELET,

create auth access_group portusr port 1-16,24 radius filter_id grpl
create auth access_group portusr port 20-32 radius filter_id grp2

4-85



4-86

8. TV BAITN—TNEETERN2—VOBIFHEEZRTELET,
T IR AT N—TRRETERWES (Filter-ID 7 ~ VU ¥ = — k7Y RADIUS G8FEY
— 3 BB S 72 WA, Filter-ID 7 b U B = — O T4 & SmartCS 125 %
ENET 7R AT N—T N LRVEE) DO —FDT7 7w ANRELRSNS X
912, set auth radius def user =~ > K& EfTL£7,

set auth radius def_user none

9. 7TH U FHFRERADIUS T H U R T4 TV FOREEITWVET,
RADIUS #—,31 1|2 192.168.1.252. RADIUS #—/% 2 |{C 192.168.1.253 # &4k L *
T, THT Y FAR— ML 1646 ZBEHELET,

set acct mode radius

set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10RADIUS 7 v v A4 T FTHIHT Y —27 Ly hF—28ek L E T,
RADIUS 7 U v b —RIZEGFE LTV —7 Ly PF—ZRELTLIIEE,
set acct radius server 1 key password
[—27 Ly hF—AJT]
set acct radius server 2 key password

[>—7 by hFx—AT]]

(2]

ARIEBIIAREBENO T — B )VEEF>RADIUS BAEDEE Co— Vit 2T\ £ 9,
—ft—H¥% RADIUS LT 2%, E1E, REENICEEINL TS R —F ZHIFRT
50, b LLIE, RADIUS — N ZBER LT/ N AT — RE R Z AT - RERELTL
EEV, — =T DONRAT — RRBEFEI N TR WGEIL, AT — R ¥ —rF—
EANDIE T TAREBEOR —DABIETHII LB 7 A U BAEEE 2D £T O TIHEES
72EW,

EEEH D —FToa A o0 su 2~y NETHELERETT, RADIUS #— 224k L
FoRAT— RERRDRAT — REBEEH—PFICREL TSN, AL, BES
o — oot I—ka—Y L BARVHIBRT L Z LT TEERHA,
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[RADIUS +—/ \EI D58 5]
RADIUS Bl — D=7 7 A MCHET 7 b Y Ea— MlZRRLET,
AR ASFAE T & % RADIUS = — 94 ORKCTFRIT 64 XF T

# R— b1 —FDERK

portuser01 Password = “portuser01”
Filter-Id = “grp1” ,
t 1S F7ILR—Fk(1-16,24)IZ7 VU & XA 8E

portuser02 Password = “portuser02”,
Filter-1d = “grp2” ,
t 1S 7IR— K (Q20-32)IZ7 Y & XA]HE

portuser03 Password = “portuser03”
t 1 CDBE. KREBDHTEN set auth radius def_user none THY . M.
t A—TREANAEETCETHLDT, COI—HD7IERIFEFENET,

t —fRa—Y DB

somebody Password = “network”
Filter-1d “normal_grp”

abc01 Password = “abcdef”

Filter-1d = “normal _grp”

t EBEEI—YOEE

root Password = “root”
Filter-Id

“admin_grp”

“manager1”
Filter-Id = “admin_grp”

manager1 Password

suzuki Password = “suzuki”
Filter-Id = “admin_grp”

T RIEa2— FOEEMI{H8C ZFrYEa—FERNIUSEREE  7HY Y FH—/INERTE
Bl 2R TLEEN,
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4.8. 13 TACACS+HERED ERE (R ARERTE)

KIEEDL Y T NVR— T 7B AFTHHR— h2—% % TACACS+HH — " T—EHHT 2
BRI ECHOW T L £,

B N A : B A L7 E— K (default)
- BEAU Sl ~ D HEf T 1% : Telnet / —~/LE— K (default)
« R— b2 — tHY
T N =y 3 : RAM(default)
< R— b SRR : OFF (default)
CFRFE/ T e hay : TACACS+

S R — DI TACACS+EREE L £ 5,
( o —F A o — W o — A L EREE)

(R ]
TAGAGS+ TAGAGS+
ERNRESR ERNREES H—\1 H—/2
Telnet/SSHIS A7~ A 1 A 1 192.168.1.252  192.168.1.253
fr T 17T [CJgCE
NS-2250 | W2 5 g | el = ==

login:

login: A A
: { 192.168.1.100

192.168.1.254

I Plo—s
[ 7 192.168.2.254

4-16 TACACS+HHEE(EARIER)
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[(REEDKE]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password

[password A A]
set user somebody password

[password A A1
set portd auth basic

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 key password
[—9 Ly bF—AHA]

set auth tacacs server 2 addr 192.168.1. 253
set auth tacacs server 2 key password

[¥—Y Ly bF—AA]

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 key password
[—P Ly bF—AA]

set acct tacacs server 2 addr 192.168.1. 253
set acct tacacs server 2 key password

[¥—9 Ly bF—AA]
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[E%E DFRER]
1. AREBEOL RN SmartCS.LAN1DIP 7 RL AL Ry h~ A7 12192.168.1.100/24.

7 7 4V hb— M 192.168.1.254 Z 3% E L £7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

LR LAREE R — T o — AV CREEL £,

—f = —4 D somebody & HEEE B2 —Y D root (Z/XATU— REHRELET,
set user somebody password
[password A 77]

set user root password

[password A 77]

LR Fa—YRAEE AL ET,

set portd auth basic

. TACACS+DRBFE AR E R E L £ 7

PUFIX TACACS $—,3112 192.168.1.252, TACACS+H—,3 2|2 192.168.1.253 %
BT D855 OB TY,
=27 by FF—|T TACACS+H — NI L X — 2R E LTI,

set auth mode tacacs

set auth tacacs server 1 addr 192.168. 1.252

set auth tacacs server 1 key password

(=7 by hF—AT]

set auth tacacs server 2 addr 192.168.1.253

set auth tacacs server 2 key password

(=7 by FFd—AT]

. TACACS+DT A7 v FaRELET,

VIFIE TACACS+H—,3 1 (2 192.168.1.252, TACACS+H—N 2 (2 192.168.1.253
RS D5 E 0BT,
=27y FF =X TACACSH+H— NIZHEK LI X —Z2RE L TS,

set acct mode tacacs

set acct tacacs server 1 addr 192.168. 1. 252

set acct tacacs server 1 key password

(=7 by FF—AJ]

set acct tacacs server 2 addr 192.168.1.253

set acct tacacs server 2 key password

(=27 by FF®—AA]
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[TACACS+H—/\AIDERE]

LA FiZ SHRUBERRY networks, inc.?® Free TACACS+Y— ROFREF(2—V EH T 7
ANVICHETAHT N Ea— MDETH L E T,

AEEE T, TACACS+D = —WFRFEN ) L7212, service=smartecs &9 7 hU B =

— h%& TACACS+#— NITEE L TERRBEITWE T, LLTOREIX, TACACS+HY— /3|
6iserV1ceTI\)E:L_l\’<E?:n:‘/7'li”T ID ERXRT—FREZXAEL TR, T

IR AEAITHRETT, ZOREFNT TACACS+"7L~/\ La—HHREZRE L TED

FHADT, REFEDT 7 4L ]\ @Eﬁﬁ(set auth tacacs def_user portuser)iZ L ¥ . i

Licaz—HidR— hax—HF L LTHfbhET,

AIEENRRIETE D5 TACACS+2— VL4 O K LFFEIL 64 LFTT,

accounting file = /var/log/tac_plus. acct

t R— k21— (user01)

user = user01
default service = permit
login = cleartext “user01”

t R— k21— (user02)

user = user02
default service = permit
login = cleartext “user02”

service 7 MU Ba— MElZHEBEICRET 27 M) BEa— N EEOSNT Z50ETHUX Bk~

‘t%%ﬂ%ﬁ% LTWNThH, ODEDD—HVERTEHRTHZENTEXET,
ARIEEIZIETT Y Ea— M2 OB TIE grp=port) 13 522 L ARLEBICRESINLTWS
M\gﬁﬁfb DET, BESNTW2RWT M) Ba— NEREBENZE LGS, XEBELLET
MY Ba— MIEEINET,

# R— k21—+ (user01)

user = user01
login = cleartext “user01”
service = smartcs |

grp = port
]
service = PPP {
grp = abc

TACACS+H— Ml TIFEEOT FY B a— M2 EICRT Z L HA[FETT,

7272 L. SHRUBERRY networks, inc.?® Free TACACS+#— %, #HEOR —7 hU ¥
— MZIRTZEIITEEFAOTIFHEL LI, EEO7T N Ba— FERTHE

;’E\ TROFIO L HIZELDDOT Y B =a— hgrp/attrl/attr2 25) %A H L CRIHLTL 7

Sy,

4-91



4-92

# R— k1—H (user02)
login = cleartext “user02”
service = smartcs {

grp = port
attr1 = def
attr2 = xyz

a—H T — T E5 S5 create auth access_group 2~ 2 K& ABEBE IZRE L TR
WIS 1T, set auth tacacs def _user 2=~ > RO EMEIZHE > T2 —F ORIAE T O
%9, set auth tacacs def_user 2~ > RN E I TV RWIEETE, TACACS+H—/3T
MiEES N —HFD o6, 2—HF IV —TERETCE RN —FER— ha—HF L LT
W, BTOVY TNUR=MIT 7B ATELHHERZ(T G LET, ZORIED normal DY
BlF2— N —TPRECE eV —H 2~ —% & L TH, none OHLEITIE
Y=Y DT I ARG L ET,

o — PR L — A TACACSH+H — S TRIT 2540, K— ha—Hic7 7+
ABRFAT DY) TAR— M EBET HHEE, WAL—TLIFED [4.8.14  TACACS+EE
DBRE] ZBBLTESL,
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4.8. 1ATACACSHBRED R E(CAETE : 7TV BRI IL—E > T

ARIEEIZT 78 AT D2 —H % TACACS+I— " T—nHHT IR EIC OV TR LET,

Z OFITIE TACACS+H— T2 —HFHIEEITV, TACACS+ — "M bHiELNTL BT
M E2—RFEEORTICL > T Y 2—FRIET 57 7 EA T L — 7 CEEE R —
Yo=K — 22— B L VR — F 22— DL U TR — h~DT 7 & AMEERIE
THREICOWTEH L 7,

RN—ha—PNRNT 7 ERTEDEY Y TR — h2 SmartCS 2 &7 2854 W 21 userl
NT 7 EATESLY Y T /KR— kI, SmartCS1 Tix 1~10., SmartCS2 Ti% 15~20 72
ENCARRBREEIT ) MR T, ZOFHETEHR— b=V DT I/ BRI L—TFTL DL
TNR—= DT 72 AEIARLEBICHRE L ET,

c R— MR E : XA L7 ~E— K (default)
- B Gk an ~ O 71k : Telnet / —< /L& — K (default)
— b= — 585 :HY
A— ko JRFEg : RAM (default)
N— kv JHREERE : OFF (default)
cWGE/ T AT N e han : TACACS+

#mf@:—%%Tmmymﬁbi#

— b= DOT IR ITN—T DY TV
ﬁ—%@?ﬁtx%mﬁﬁﬁuﬁﬁbiﬁo
=PI N—TNEETE RN —FLT 7 A

EESLET,
(R ]
TACACS+ TAGACS+
B R MR B R MR H#—\1 H—/\2
Telnet/SSHIS A7k /:aﬁ ,:a — 192.168.1.252  192.168.1.253
192.168.2.1 T T E‘ % E‘ %
—‘ NS-2250 | W2 (50 s g s | = |= ==
login: 0 .
i ogi : 1 192.168.1.100
H ogin: E E
192.168.1.254

& i ] IL—4
[ 7 1921682254

4-17 TACACS+HHEE(T VR T IL—E2Y)
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[ENE%E ]

set hostname SmartGCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode tacacs

set auth su_cmd username
set auth tacacs server 1
set auth tacacs server 1
set auth tacacs server 1
[—O Ly bX—AN]
set auth tacacs server 2
set auth tacacs server 2
set auth tacacs server 2
[—2 Ly bX—AN]

set acct mode tacacs

set acct tacacs server 1
set acct tacacs server 1
set acct tacacs server 1
[—O Ly bx—AN]
set acct tacacs server 2
set acct tacacs server 2
set acct tacacs server 2
[—O Ly bX—AN]

create auth access_group
create auth access_group
create auth access_group
create auth access_group
set auth tacacs def_user

admin

addr 192.168. 1. 2562
timeout 10

key password

addr 192.168.1. 253
timeout 10
key password

addr 192.168.1. 252
timeout 10
key password

addr 192.168.1. 253
timeout 10
key password

root tacacs attr grp val admin_grp

normal tacacs attr grp val normal_grp
portusr port 1-16, 24 tacacs attr grp val grpl
portusr port 20-32 tacacs attr grp val grp2
none
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[ExE DfiEEH]
1. AREEOALFNZ SmartCS.LAN1DIP T KL A& v <A 712192.168.1.100/24,
7 7 4V hb— M2 192.168.1.254 # &% E L £ 7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192. 168. 1. 254

2. R— bax—VPRAZANNILET,

set portd auth basic

3. TACACS+DIGE AR EHE LT T,

PLFIX TACACS+H—3 1 12 192.168.1.252, TACACS+H—/3 2 {2 192.168.1.253
ERGT DL EORTT, XA L7 T MI10ICEELET,
=7 Ly FF =TI TACACS+H — NIZEFE LI-F—2RE L TIEEN,
PEEEH o —PITEB T D su 2+ FEITREL, root TiE72 < admin T TACACS+
Y= NIZRRFEL £,

set auth mode tacacs

set auth tacacs server 1 addr 192. 168. 1. 252

set auth tacacs server 1 timeout 10

set auth tacacs server 1 key password

[>—7 by FF—AT]

set auth tacacs server 2 addr 192. 168. 1. 253

set auth tacacs server 2 timeout 10

set auth tacacs server 2 key password

[—7 by FF—AT]

set auth su_cmd username admin

4. TACACS+D T v v FZFEL £, TACACS+¥— 3 1 |2 192.168.1.252,
TACACS+H—/3 212 192.168.1.253 Z & LE T, ¥ A 27 U MI 10 IR E L
7
=27 Ly bF—(X TACACS+H — NIZEFK LI F— 52 R EL T EEWN,

set acct mode tacacs

set acct tacacs server 1 addr 192.168. 1. 252
set acct tacacs server 1 timeout 10

set acct tacacs server 1 key password
[—7 Ly FF—AT]]

set acct tacacs server 2 addr 192.168. 1.253
set acct tacacs server 2 timeout 10

set acct tacacs server 2 key password

[v—7 by h&F—AJ]]

5. —Mxa—VIEEE R — LT D007 7B AT N —T G L ET,
create auth access_group =~ KT, TACACS+V— " H@EMENs7 B
— Mz ofTIx grp)0)1§75§ normal_grp 72 H XM= —¥, admin_grp 72 H [XEEE
FHa—VLHNTL2LIORELET, attr [IZHET L7 MY Ea— b2 5N val
IHEET DO T ITEEEHE MERBICRDO D Z LN TEET,

create auth access_group normal tacacs attr grp val normal_grp
create auth access_group root tacacs attr grp val admin_grp
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6. R— b=V AT DHODT /AT N—T %L £,
create auth access_group =< KT, TACACS+V— \)nHilaEnsd7 h v
— MZ OB TIE grpDEN grpl 72 HIEAR— b —HF LB L, U T AKR— |k
(1-16,20)~D7T 7 B AZEFH AT 5 L HIHELET, FERIZ, grp2 e HiE, vV 70
A= 120-32)~DT 7 B RAEFHATLHLIICHELET, attr IZHET L7 MU B =
— FO&4FI72 5N val IZFEET DO RT IXEEFHEENMEEICRO D Z LN TX
£7,

create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2

7. T 7 BRI N—TPRETERNZ— Y ORFHLIEZRE L ET,
T I RATN—TPEETERWGS (ZOREF TliLgrp 7 MU Ea— F2N@ME
NZRWEESC, grp 7 b U B2 — FOfED create auth access_group =~ R THRE
LI e =B LWES) 202 —F07 7 AZ2HG L ET,

set auth tacacs def_user none

[f 2]
ALEE | IALEEN O 7 — 1 V3R HEHTACACSWM AEDNEFE T —VREEEITVE T,
it —H % TACACSHERET 2 H A 1%, AEEBNITBREK SN TVD Mt —F 2 HIbR§

57y, TACACS+H— T %Gk L?L_/\X U—RERBRBNRAT—RERELTLLIEIN,
— =T DONRRAT — FRBEFEEINTWARWERIT, RAT =R X —rF—2 A5
O CTAREEDO T —DVFEIECTHRIIL e 7 A VRA[HEL 720 ETOTIERL SN,
EEEH - ToOr A 0 su 2~ RETREG AR TI, TACACS+H — N TH gk L
ToRAT = RERRABNRAT — REEFEBEH —PIZREL T ZE N, 2720, EEE
o —H(rootT—flt = —HF L BARVHIBRT HZ LIF T EHA,
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[TACACS+H —/\BIDE%E]
TACACS+Y —_"DaA—WERT 7 A MIRETH7 b Ea— Mz L £7,
ARIEEDFEFET E D TACACS+ — P4 DI K LFRI 64 LF T,

accounting file = /var/log/tac_plus. acct

# —fR1—Y &K
user = somebody
login = cleartext “network”
service = smartcs |
grp = normal_grp

}

user = abc01
login = cleartext “abcdef”
service = smartcs {
grp = normal_grp

}

P REESEHEI—HDEEF
user = admin
login = cleartext “network”
service = smartcs {
grp = admin_grp
}

user = manager]
login = cleartext “manager1”
service = smartcs {
grp = admin_grp
}

t R—bha—S 0%
user = portuser01
login = cleartext “portuser01”
service = smartcs {
grp = grpl
}
t 1Y F7IR—Fk(1-16,24)IZF7 Y & XA 8E

user = portuser02
login = cleartext “portuser02”
service = smartcs |
grp = grp2
}
# 1S F7ILR—F(20-32) 7% & RATRE

user = portuser03
login = cleartext “portuser03”
default service = permit
1 20BE. REBOHREN set auth tacacs def_user none THY. A D.
t A—EINAEETCEHRLDT, COI—HYDT7IERIFEEFEESIET,
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O EDDO—WIZH U THEOHERWI 21X, EEEH—V LR — F a2 —FOHER) %%
ETHZELTEET, 2L, HEOR T M Ea—127 7472 MIETZ LR
T& 72\ SHRUBERRY networks, inc.® X 9 72 TACACS+V— _ZHHINTWBH5E
X, 2=V I N—TEIT ) Ea— FEBEEL TCWEELSSLERIH D 7,

accounting file = /var/log/tac_plus. acct

user = portuser01
login = cleartext “portuser01”
service = smartcs |
admin = admin_grp
port = grpl
}
t 12U F7IR—b(1-16,24) 1279 & A AT&E

user = portuser02
login = cleartext “portuser02”
service = smartcs |
admin = admin_grp
port = grp2

B TS UTILAR—k(1-16,24) (27 & & R ETEE

ZOHE. BEOBEFUT LR £,

create auth access_group root tacacs attr admin val admin_grp
create auth access_group portusr port 1-16, 24 tacacs attr port val grpl
create auth access_group portusr port 20-32 tacacs attr port val grp2

set auth tacacs def_user none
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4.8.15LAN T RIERL

LAN JURMRR DR EIZ OV THH L ET,

s AR B NERE

- BRSO R T 1k
< R— b — YR

< R— bk a SRR

< R— b o ViR RE

- VU TR — b

XA L7 hE— F(default)

: Telnet / —~ /L — K (default)

: 72 L (default)

: RAM(default)
: OFF (default)

U TR — bk 1~48 DIEEEFE (9600bps)

[(#ERE]
ERXERHE | | ERNRES
Telnet7514 7k — o
192.168.3.1 NS-2250

login:

login:

192.168.1.100\ ethl

|4-"? =Y E

eth2
— 192.168.2.100

[BhnE%7E]

N K —>
192.168.1.254 | LinkDown 192.168.2.254
| L—4 L—7&
| |
4-18 HEARHKE

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
set ipaddr eth2 192.168.2.100/24
create ip route default gateway 192.168. 1. 254

create ip route default gateway 192.168. 2. 254 metric 100

[EXE DfE:R]

1. AREEEDOAFNZ SmartCS.LAN1DOIPT RL R L3y b+ 2 7(2192.168.1.100/24,

LAN2 DIP 7 LA LRy b~ A 71T 192.168.2.100/24 %

RELET,

FNEFN LAN1 & LAN2 OF 7 v hb— b & EF L. LAN2 ] metric % 100 {2
REL TN I T v —hILET,

set hosthname SmartCS

set ipaddr eth1 192.168.1.100/24
set ipaddr eth2 192.168.2.100/24
create ip route default gateway 192.168.1.254

create ip route default gateway 192.168.2.254 metric 100
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SETIE, AMBEOEH LR

SWTEB L TWET,

B O FoR

N= R =THERIY 7 b U = TIEROER
HEE RO — RN

VT 4 TOEH

AH—= K T T T A ND—EER

AR —RNT T 77 ANOHRYDER

BN AIADAX — N T v T 7 7 A VDOER
A=K7 T T 7 A /LDA L —

ABL—= T T T7ANDREDI VT
FomrTary 4 JOERR

FTPIC LA AX— T v 777 A NVDEHR
TFTPIZ XD AX— T v 77 7 A )LOEEL

avy—nualoRE
SNMP (2 L A ARIEEDEH
VAT ALY T U2 T OB

EENTEVAT LAY 7 b2 T OYY Kz
VATAY T MU =T DA —

VAT LAY T MU =T OEH
FIPIZL AV AT LAY 7 v =T D
NR=Tar Ty TIN=Va vy
TFTPIZ LAV AT ALY 7 N =T D
N=Tar Ty TIN=VarZyr

FINZ L DA — a7 ORAF & BSGFIR

ARFEDON
5.1
5.1.1
5.1.2
5.2
5.2.1
5.2.2
5.2.3
5.2.4
5.2.5
5.2.6
5.2.7
5.2.8
5.3
5.4
5.5
5.56.1
5.5.2
5.5.3
5.5.4
5.5.5
5.6
5.7

E & T8 RIS R 71k

5-1



5.1 HERBORT

5.1.1 N—=F2z7EHRIVI b7z 7HEHRORT

RIEFEBDN— R 2 THERCV AT LY T 72T OFREFR 7T HI121E. show version
av Y REEITLET, Ka~vr Rid, VATAY 7 hu=T ON—T 3 UORENELA,
VAT AEEIRER, VU TAEBREERRLET,

(c)NS-2250# show version

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX:XX
Number of MAC Address :@ 2

Mode | : NS-2250-48 (48 port)
Serial No. o XXXXXXXX

BootROM D Ver X.X. X

Main Board CPU :© eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

Boot System > main (Ver 1.0)

Boot Config . external startupl

Main System : Ver 1.0

Backup System : Ver 1.0

(c) NS-2250#
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5.1.2

HEFRBO—ERT

AREEE DR ECHE W], v /7 E0EEERE —FE L THRRT 5121, show support
av U REFATLET,
show support =~ > R 19 23 E H#M A TRICHE L ET,

show support [&%R

Version information

ACCT information

SYSTEM information

Portd information

Host information

Portd session information

USB Port information

TTY information

CPU information

TTY stats information

Memory information

Logd information

Process information

Logd stats information

Ether port information

Console information

Ether port statistics information

Console stats information

IP host information

Service information

IP route information

Allowhost information

IP statistics information

Startup config information

DNS information

Startup config configuration

ARP/TCP/UDP information

system information

User information

network information

Login User information

i2c¢ information

SNMP information

temprature information

SNTP information

System profile

Syslog information

Command log

NFS information

Console log

AUTH Access_Group information

Boot log

AUTH information

System log

Ko< NI, BERICERINA v E—U0KEHERA PO REOR V2 F R LET
DT, RIEREEEEIZHE SN TS CONSOLE A—h ETHEITTFH LD, *v hY
— 7 %f%H L7z Telnet/SSH 7 7 A4 7> b FEITTHIZHI N L TWET,

723, show support 2~ RCRRINDEFER 7 ORTITEITAREK 500 /7CTF, T
Thn 7 £ RrT5841%. show support detail 2~ FEFEITL T Z &V,

Zoawy ROMDNEIL, 8RR — MFEHAT 2O THRICE L TIBE 2 T%
FH A
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TF21% show support =~ > ROFEITHI T,

(c)NS-2250# show supportd
===== gtart of show support =====
Fri Jul 03 19:32:04 JST 2015

===== Version information =====

System : System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time © 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX:XX
Number of MAC Address :@ 2

Mode | : NS-2250-48 (48 port)
Serial No. o XXXXXXXX

BootROM D Ver X.X. X

Main Board CPU : eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

Boot System “main (Ver 1.0)

Boot Config . external startupl

Main System : Ver 1.0

Backup System : Ver 1.0

Timezone is “Tokyo”

===== Host information =====
Hostname : NS-2250
TcpKeepAl ive : 180

[Paddress (eth1) : 192.168.1.1/24
[Paddress (eth2) : -

hostname
NS-2250

. AR

===== end of show support ====
(c)NS-2250#
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show support =~ > RDFEITHE R % supportlog 7 7 A WMIHRFETHZ L H TE £ 7,
BRIFCX D0 A — MMERIZ1 DT,

(c)NS-2250# show support file writed
write support log..

complete.
(c)NS-2250#

BRAFARY A RE PRt a~r RCHERTE 7,

(c)NS-2250# show support file infod

<{show support log file>

name date size

support. log 2015/08/19 14:57:28 183502

(c) NS-22504#

17 L 7= support.log 7 7 A MI Fit® 2~ > KT FTP/TFTP — sk TE £,

(c)NS-2250# ftp support <FTP H—/\@D IP 7 KL A >

HLLIE
(c)NS-2250# tftp put support <TFTP H—/S®@ IP 7 KL X>d

FTP 7 A4 7 >~ 225 supportlog 7 7 A V&2 WG+ 2 581X TReOBE 21TV E T,

$ ftp 192.168.1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup): verupd

331 Password required for verup

Password: d4
230~

Welcome to NS-2250.

”/verupfiles” - version-up files

”/support” . support files
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230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> cd supportd

250 GWD command successful

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 232, 70).

150 Opening BINARY mode data connection for file |ist
-rw-rw-rw—- 10 root 214866 Aug 20 13:29 support. log
226 Transfer complete

ftp> bind

200 Type set to I

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> get support. logd

local : support. log remote: support. log

227 Entering Passive Mode (192.168.1.100, 219, 240).

150 Opening BINARY mode data connection for support. log (214866 bytes)
T O T e R e

226 Transfer complete

214866 bytes received in 0.0156 secs (1.3e+04 Kbytes/sec)

ftp> quitd

221 Goodbye.

$

support.log 7 7 A VOHIRIZ FRta~ 2 RE2FEITTH0. b L BEBRLZFRESH L T
él/\o

(c)NS-2250# show support file deleted

delete support. log [y/n] ? _yd
(c) NS-2250#




58 EHERS

5.2 aAVI4TNERE

521 RA— 7V T IT7A4ILD—ERT

AIEEIZ MO AL — T v T 77 A NUSB AEVIZ 477 AL, RIEEBNEICL 77
AW EHTAELTWET,

AMEEIZUSB AE Y BMFEAINTOWDEEEE, USBAEV DT 74NV DAL — KT v
TI7rANBNEE T 0 e L TCEARENE T,

USB AE U DA SN TWRWEGE AREENTOT 74NV NORZ— T v 7774 )L
Tt rIABE T,

REBAE(RAM)
7]"{11—*‘/3‘{

— >
EF [ DY BV }
REBENE
r-- -E» startup 1 Z7AJL f}f -
b-- -Eb startup 2 774 )L f}f R
- -E» startup 3 7ML ,}, ””vi
be- -E» startup 4 77AJL ,}, ,,,,43
writeaY R B2H
USBAE!
gEAD _HaL T,
RB—rT VT _E' % default startupa <K T
JrANEEE ! startup 1 77 1)V | BEEE
b-- -E» startup 2 771)L *}* --eed
i—-- -Eb startup 3 771l f}f ,,,,13
L-- -Eb startup 4 774 )L f}f ~~J

X 51 RE4—rF7VvTIT74I1L
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AB— N T v T 77 ANDO—EFKRIL, show configinfo =~ R&FITLET,

(c)NS-2250# show config infod
boot startup : external startupl

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c)NS-2250#
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522 RA—F 79T IT74ILDHBEDRT

AZEEDEBIFICGHAIANTEAZ — 8T v 77 7 A VOF#HRAZ K RT 5IZ1E, show config
startup 2> RE2FEITLET,

(c)NS-2250# show config startup<
=== show external startupl ===

# System configuration

set timezone Tokyo

i

# IP configuration

set hostname NS-2250

set ipaddr eth1l 192.168.0. 1

#

# User configuration

create user somebody group normal uid 100
create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

i

# Network service configuration
enable telnetd

create allowhost all service all

(c)NS-2250#

BELIEAZ = T v 777 A NVEERKRT D550 : USB AE Y O startupd 7 7 1 /L)
X, FE2D & 912 show config startup 2~ RiZA 7 v a v E2FEELTEITLET,

(c)NS-22501# show config startup 4 externald
=== show external startup4 ===

# System configuration (external #4)
#

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2250

set ipaddr ethl 192.168.0.1

. HBR
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5.2.3 EIRFICHEAALAREA— YT I7AILDER

RLENRFIC AR TN D AT — T v 77 7 A VX USB AE Y EAREBENEOM HIZH Y |
TR startupl 77 ANVNRT 74NV EDAX— T v 7774 0E LT
HESNTHET,

AIEEIZUSB AF U BMBEASNTWAEEIZ LT USBATY DT 74 /L FDAZ— |k
T T T ANNHEPAENET, USB AF U BHEAINTWARWEES . AEBENILOT
THIVINDAE— R NT v 77 A BRFHLAENE T,

TI7FIWVENDAR—RT v T 77 A NVEEFET HIZIL, default startup 2~ > REFEITL
F7. BlZIE, USBAEVDT 74V NDAF— K T v 77 7 A )% startupd 7 7 A1 /L
ICERT 585580, Fit?d X 912 default startup 2~ RiZA 7 v a v &2fE L CTHEIT
LET,

(c)NS-2250# default startup 3 externald
(c)NS-22501

T 7NV RDAK— KT v 777 A )X, show configinfo =~ N TR TX £7°,
T 7 AN NDAY =T T 7 7 A VIZIE default Bl [*) BRARSNET,

(c)NS-2250# show config infod
boot startup : external startupil

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c) NS-22504
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524 RA—FrF7 VT ITF7A4ILDaE—

AP — KT T 77 A )& —F HITIiL, copy startup =~ K& /T L £3, 6] 2.
USB A& Y @ startupl 7 7 A /L% USB A€ U @ startup2 7 7 1 M2 2 E—F 5513,
TRED X 91T copy startup 2~ RiZA T v a U EREL TIEITLET,

(c)NS-2250# copy startup 1 external to startup 2 external<

Do you really want to copy external startupl to external startup? [y/n] ? yd
(c)NS-2250#

526 RA—rT7 VT I7A4ILDOHREDY )T

AR =T T T 7ANOHFEE 7 VT 5(LIGHARHIEIIZIE, clear startup =~
Y REFITLET, B, USB AE U LEENHO startup2 7 7 A VOHFHE T T
THHAME. FiedD L H i clear startup 2~ NicA 7y a Va2 EEL TEITLET,

(c)NS-2250# clear startup 2

Do you really want to clear external & internal startup? [y/n] ? y<
(c)NS-2250#

TRTCOAF =T v T 77 AN VT THHEETRO all 7' v a U EEELTHE
ITLET,

(c)NS-2250# clear startup alld

Do you really want to clear external & internal startupl-startupd [y/n] ? yd_
(c)NS-2250#
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526 =05 arvI749DRFE

AIEE X, EEIFICFHAAATEAT — VT v T 7 7 A VKNS TN ERETY Y R0,
HENEE) LB CEEEHENEITLIERE2~Y Y N, REEONEAETD RicT v
=y Tar74 7L LTEHELTNET,

REEDT =T ar7 4 7 %R AT HIZIE, show config running =~ > FEZ 54T L
i‘a—o

(c)NS-2250# show config running<

echo “SYSTEM configuration...”

i

set timezone Tokyo

i

echo “IP configuration...”

#

set hostname NS-2250

set ipaddr ethl 192.168.1.1/24

#

echo “User configuration...”

i

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

#

echo “IP ROUTE configuration...”

i

create ip route 0.0.0.0/0 gateway 192.168. 1. 254
#

#

echo “Network service configuration...”

#

enable sshd

create allowhost all service telnetd
create allowhost all service portd telrw all

#
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527 RA—+7 v T I7 74 ILDEREFTP H—/\)

RIEED FTP YV —NZfHL T, AX—F T v 7 77 AN EBWHBETLHIENTEET,
(NS-2240 OEE#RET HHAT (18 E NS-2240 7O OREBITHOTEE S %
ZIRLTLLTEEN, )

FIP RN X DAX— T v 777 AVDEEE, REFED IP 7 FL 2 %
[192.168.1.100] . FTP 7/ A4 7 +DIP 7 FL A% 1192.168.1.1] & L C#HHAL £,

(1) FRIEE

AREEED FTP R EXITWVET,

enable ftp =2~ RTFTP h—"ZEEH L, FTP 7 74 7 > b b ARLEEDO FTP H—
\Z7 7 B ATE 2 X 91T create allowhost 2~ > R&ZFITLET,

FTP THIHT % setup 2— I/ AT — RERELET,

SSH 7m banzFHLTWA SFTP 7 54 7> b a2EHAT 284613, 14.6.4 SSHH
—/I\DF/FE) L [4.6.5 HEH—/\DOT7IEXHIR #S5H L, AdiEo SSH — 1%
BELTLEEN,

(c)NS-2250# enable ftpd<
(c)NS-2250# create allowhost all service ftpdd

(c)NS-22501# set user setup password<
Changing password for user setup

New password:d_

Retype new password:<

passwd: all authentication tokens updated successfully
(c)NS-2250#

(2) FTP 7 A4 7> F Tt L, AREEBDAX —  NT v 77 7 A VERET 555
USB A%V @ startupl 7 7 A V&2 Ff53 5 FNAIZ OV T L £,

FTP 7 7 A4 7 K Cftp a~> R&FITL T, setup r—HFTr s A LET,

$ ftp 192.168.1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP Service

Name (192.168.1.100:setup) : setup<

331 Please specify the password.

Password:d
230 Login successful.
ftp>
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FTP TAE®EIZIa A Lizb s a~vr REFEITLTAZ— T v 7 7 AV EfERL
FJ, REEBNEFHDOAHS— T v 77 7 A /Wi internalfiles 4 L7 V{2, USB A&
VDAZ—RT w7757 AT externalfiles T 4 L7 RO FICEEFEEINTWET,

cd =<2 R externalfiles IZBEIL, FE, 1s 2~ R TRAY— T v 777 A )V
BLET, MOT 4 L7 NIRRT 7 A VOBIEIFITHORNTL 2 &0,

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

[ rwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
| rwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK

ftp> cd externalfilesd
250 Directory successful ly changed.

ftp> Is<d
227 Entering Passive Mode (192.168.1.100, 43,110)
150 Here comes the directory listing

—rW—rw-r— 10 198 720 Oct 08 12:52 startupl
~rW—rw-r—— 10 198 534 Oct 06 10:33 startup?
~rW—rw-r—— 10 198 534 Oct 06 10:34 startup3
~rW—rw-r—— 10 198 534 Oct 06 10:34 startup4
~rW—rw-r—— 10 198 2 Jun 25 10:21  startup_number
226 Directory send OK

ftp>

USB # €U @ startupl 7 7 A /L% CSl-startupl &\ 9 7 7 A L4 THFF L, FTP &4
TLET,

ftp> get startupl CS1-startupl<

local: startupl remote: GCS1-startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2.7e+03 Kbytes/sec)

ftp> quited
221 Goodbye.
$
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BYFTP 7 FA T FTHEER L, REBEICAX— T v 77 7 A NEIHRETIHHE

FIP/ 9 A4 T vV EDRZ—T v 77 7 A/L% USB A U D startupl 7 7 A /LIZ#R%E
T A FIMEZHOWTEA L £,
FTP 7 747 FCTftp a2~ REFATL T, setup 2—HTr 7 A LET,

$ ftp 192.168. 1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP service

Name (192.168.1.100:setup) : setup<

331 Please specify the password.
Password:d

230 Login successful.

ftp>

FTP TAREEICn /A LIeb s a~v U FEFITLTAZ = T v 7 7 AV Zfifgd L
F9, REENTOASY— KT v 77 74/ internalfiles 7« L7 kU iZ, USB A&
UDAR— KT w777 AT externalfiles 7 4 L7 R DO FITBREE S TOET,

cd =~ RT externalfiles 7 4 L7 M VICBEIL, BE, Is 2~v> RCTRAZ— L T v
T ANVERERLET,

hoOT 4 L7 FIRT 7 A VOEMEIITHRN T &N,

ftp>_lsd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

[ rwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
| rwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK

ftp> cd externalfilesd
250 Directory successful ly changed.

ftp> Is<d
227 Entering Passive Mode (192.168.1.100, 43,110)
150 Here comes the directory listing

—rW—rw-r— 10 198 720 Oct 08 12:52 startupl
~rW—rw-r—— 10 198 534 Oct 06 10:33 startup?
~rW—rw-r—— 10 198 534 Oct 06 10:34 startup3
~rW—rw-r—— 10 198 534 Oct 06 10:34 startup4
~rW—rw-r—— 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK

ftp>
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FTIP 7 9 ATV FDAA— T v 777 A%, USB AE U @ startupl 7 7 A /LT #EE
L., FTP ##%& T L £,

ftp> put CS1-startupl startupl<

local: CS1-startupl remote: startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.

$

FTP T USB A& U ® startupl 7 7 A /MZHzE L CH, startupl 7 7 A VORETT v
=T ar 7 4 ZIEBE N ER A,

Sy Tar7 4 2T startupl 77 A DR EER KBS E LI, ARE S HEH)
LTL7EEN,

(c)NS-2250# reboot startup 1<
Do you really want to reboot with main system and startupl [y/n] y<
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528 RA—Fr7 VT I7AIDEEFTP IV SAT L)

KIEED FTP 7 5A 7 bR LT, AZ— T v 77 7 A NEEEETDH LN TE
3

(NS-2240 OFREXEEET HHA1T 18k E NS-2240 7225 OREBITHOTES] %
ZHRLTLIEEN, )

FTP 7/ 5AT7 v M LBAAZ— T v 77 A NDEEXEIT, KEBD IP 7 FL A%
[192.168.1.100) . FTP#— "D IP 7 FL 2% [192.168.1.1) & LTaEHHAL £,

(1) KREBORAY— T v 7757 A)N%& FTP b —NIRGFET D56

AREEED USB A€ U @ startupl 7 7 1 V%, CSl-startupl &5 7 7 A /L4 T FTP
—NRAET D FINRIZOWTEH L E T,

(c)NS-2250# ftp setup external 192.168.1.14d
220 FTP Server ready.

Name (192.168.1.1:root) : userld

331 Password required for userl
Password:

230 User ne logged in.

ftp> put startupl GSi1-startupld

local: startupl remote: GS1-startupl

227 Entering Passive Mode (192.168.1.1,170, 246).

150 Opening BINARY mode data connection for CS1-startupl
ftp> quitd

221 Goodbye.

(c) NS-2250t
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(2) FIPH—RDORE— T w77 7 A NEAREBIRGFTH5E

FTP ¥ — NIZfRE ST\ % CSl-startupl 7 7 A /L& AK%EE D USB A £ U D startupl
7 7 A NMIARTFET B RISV TEB LE9,

BELIZAX = NT v 77 7 A VO RKBIZIIAEEOFEHNMLETT,

(c)NS-2250# ftp setup external 192.168.1.14d
Connected to 10.5.31.171 (10.5.31.171)

220 FTP Server ready.

Name (192.168.1.1:root) : userld

331 Password required for userl
Password:

230 User ne logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> get CSl-startupl startupl<

local: startupl remote: CS1-startupl

227 Entering Passive Mode (10,5, 31,171, 216, 249) .

150 Opening BINARY mode data connection for CS-startupl (1476 bytes)
ftp>
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529 RA—F 79T IT7AIWNDEETFTIPISAT )

(1)

(2)

ARIEEDAL — T v T 77 A V%E TFTP b — IRFE L2 . TFTP — S THEH L T
WHAL =T T 77 A NEREBEBIZIRET HZ ENTEET,

(NS-2240 OFREXHEEET HHA1T 18k E NS-2240 725 OREBITHOTEES] %
ZHRLTLIEEN, )

TFTP I LA X — T v 77 A VOEBRFIEIT, KEEDO IP 7 FL 2 %
1192.168.1.100] . TFTP +— O IP 7 KL 2% [192.168.1.1] L{EELHA L ET,

ABEEBDAS — T v 77 7 A V% TFIP —NIREFT DA
KIEBEBDAZ— KT v 77 7 A% TFTP Y — NIZRGFT DI TRt OBIEEZI TV E T,
startupl 7 7 A /L% TFTP % — NIZRAFT D FIEIC OV TR L £,

(c)NS-2250# tftp put setup startup 1 external 192.168.1.1
(c) NS-2250¢

TFTP $—N_RCEH L TWEIAY — T v 77 7 A VEREBITEET 556
TFTP — _"TEHEHE L TW5 startupl 7 7 A V&2 ARLEEIEFET D FIEICOW T L
E3c e

Rk LT AE — N T v 77 7 A )L ORI IIAREE O FEIB N SLE T,

(c)NS-2250# tftp get setup startup 1 external 192.168.1.1
(c) NS-2250¢
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5-20

aAVY—ILATDORA

AEEEOa L ) — )L A vt —1F, CONSOLE &A— Mo#Ek: L - EEEHmRICFHE R IN
I, ¥, RIS Y AR yvE—UlF, ary—ru sl L TAREBRNICHE
FENET,

AEBEIZRGFELTWDETOaY Y —u V EFHERT HIZIE, show log console =~ >
REFATLET, A7 a VELTHEITT D E IMByte 7 %réhi?

(c)NS-2250# show log consoled
Sep 23 15:24:05 port_logd: <TTY32> started
1MByte 7 & &R~

(c)NS-2250#

FRT DT8R A FRET D854 1%, show log console =1~ > FIZ/T4 % F5 7€ LET,

(c)NS-2250# show log console 204
Sep 23 15:24:05 port_logd: <TTY32> started
20 TR &R

(c)NS-2250#

RSN TWDHIETHDaYy Y —a VxHE 77T 521, show log console detail =2~ >
REFITLET,

(c)NS-2250# show log console detail<
Sep 23 15:24:05 port_logd: <TTY32> started
LTHOOT%EFRTE

(c)NS-22504#

ay Y —)Ayt—% CONSOLE AR— Mot L7 BB EHERICE R LN S, [H

BRiZcRy U —27 ED Telnet/SSH 7 A4 7 > MgRIZay VY —L A vb—T%ERER

5121%, Telnet/SSH 77 74 7> k725 console 2~ > REEITLET,

gy RETHIC, HAhE&hbary Yy —L A yt—U Telnet/SSH 7 7 4 7 > k OHijH
L%méhi?o

A=A =TV DORREEIT SH E XTI console off 2~ REFEITLET,

(0)NS-2250# consoled AVY— A yE—THRE
(0)NS-22501 console offd avvy—LAvt—CEER
(0) NS-2250¢

aryy—nu 27, SYSLOG —NZHEELTRFET 22 &b TEEJ, SYSLOG ¥—
NOYEEGIEL, T4.7.3 SYSLOG Y 5472 FDRE] ML TSV,
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5.4 SNMP IZ2& 2R EENDEE

AIEE X SNMP Versionl/Version2c #H 34— kL TWET, SNMP % — "B %EET D
MIB D ER 2 ARIEENZAET 5 &, ZDERITIE Ul —2 3 o MIB {4 SNMP
P—NIZIRLET,

F7o, AREEIL SNMP 7 v FEERKELZITA L TWDHDT, i GO K CTAIE N
BEE LY RLEEICER L TOW DRSS Z T o LIERIZ, SNMP 7 v 7%
SNMP H— NZEE L CREEZMOE D Z ENAHRETY, 7 v 71X Versionl/Version2
EROWT NN TEETLI0EZRETHIENTEET,

BERNRMES || ERIRMES

SNMPH—/\

@@ [{8'@ = memm=mm]| NS_2250

SNMP +5v S
SNMP MIB77+X Serial DSR Trap
|: B IELR Coldstart Trap

VFD#EEHER g2
ot

5-2 SNMP g

AAEE D SNMP HEREZ R4 2 121%, Tt FIECTASERE & SNMP — %27 E L £,

O ALE@ED SNMP =— = MERBERELET,

AIEED SNMP = — = > MEREIX (2.4 ERAEEMEE 23R L TIEE0,

AIEED SNMP =— Y = > MEREDOHKEX 14.7.2 SWMPIZI—C Y FOERE 225
LT Ean,

ARAEE L EFHT DO DOHERAEEDOIP 7 RL A2 2=F 417 7 & AH)

% SNMP #—NIZRELET,

@ MEZE LT, SNMP — R AEBEO MIB 7 7 A VEA VBR— R LET,
AHEE O MIB 7 7 A ML, iR — 22— (http//www.seiko-sol.co.jp/) 75
Hrma—RLTLEEN,

S)
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5.5 DARATLYIT MO TDERE
RIEBOIU AT ALY 7 N7 =T ORERICOWTEA LET,
AIEEDV AT LY T T = TIIARERNEICRE L TWET,
BEEICHAT A AT LAY 7 T (main) k. A7 ALY 7 M7 =7 (main) B3F|HT
ERWEAIHEHT AT ALY 7 by =T (backup)D 2 ODL AT LY T M 2T
HLTWET,

TD2ODVAT LAY T N2 TIIFE TN 222 0N TEET,

SRTLYIRILT
(main)

(backup)

[ ’/Z?A‘/?F"]I?}

X 53 YATFLYIT LI TOER

5.5.1 BT AR TLYI Lz 70PYER

EETAHUVAT LAY 7 b= T Y02 DIFEIL. reboot 2~ R THRET S HikL
ROM =4 CTHETDHHED 2FENH Y £,

(1)  reboot T=> NIZXDEEIT AT LY 7 b =T OYID 2
HEEFICHEAIATD Y AT LAY 7 MU 2T % reboot 2~ RTHRETHZ LN TE 1,
FREIRFIZ S AT A Y 7 b7 = 7 (backup) & it AT A X, Tt a~r REFTLE
‘a_‘o

(c)NS-2250# reboot backup<
Do you really want to reboot with backup system and startupl [y/n] ? y<
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(2)

ROME=ZIZLBEBV AT LY 7 by =27 DU X

EOEIRON K L < 1X shutdown =~ > REITRICHAIATL VAT LAY 7 vy =27 %
ROM =4 THETHI LN TEET,

VAT ALY 7 bU =7 (main) 3l OB XV EE) T e WiEEIE. ROM £ =4 T,
boot b a2~ REEITL T, VAT ALY 7 hv =T (backup) TEB L T 7ZE0,

ROM =X IC KB EIMI AT LY 7 F =27 OUIV B FIEEZLLTFICHAL £,

OA%ED CONSOLE R — b 3E & & B AR & #efe L £ 9,
OA&BEEOERZ ON IZ LT, #HEEHRAIC “Hit Enter key to stop autoboot:” 73

ForEn=sH, IV A= F—2HTFL, ROMET=4#®O MON>7n 7 F &%
TREEET,

Hit Enter key to stop autoboot:
MON>

@boot A~ RiZ-b AT a v uERELT, VAT LY 7 by =T (backup) &
EE L £,

MON> boot -b<
ROM Boot

ROM E=% DML ({18 D ROMME=%] 2L T F &V,
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(3)

VAT AHY T T =T OER
VAT LY 7 by =T (backup) NEENTH L FRROL I T T FAENLET (T 0
Y RORHT ] NERINET),

NS-2250 login: root<
Password:<_
* (c) NS-22504

BELEVATLAY 7 b7 CREILEZ &2 MERT 57-DI2, show version =~ > K
FETLTC, BEILAEV AT LAY 7 b =T o=V g U EERLET,

*(c)NS-2250# show versiond

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX: XX
Number of MAC Address : 2

Mode | © NS-2250-48 (48 port)
Serial No. o OXXXXXXXX

BootROM D Ver X.X. X

Main Board CPU © e500v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

Boot System . backup (Ver 1.0)

Boot Config . external startupl

Main System © Ver 1.0.1

Backup System : Ver 1.0

*(C)NS-2250#
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55,2 PRTFTLY IOz F7DIE—

RIEFBD AT LY 7 MU =7, main & backup Bl Ca b —d45Z N TEFET,
VATFAY T b 2T (main)x Y AT LY 7 b =7 (backup)ll 2 B —F 5121E, FRo
X 912 copy system 2~ R&FEITLET,

(c)NS-2250# copy system main to backup<

Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes...done

copy successful

(c)NS-2250#

55,3 YXATLYVIT bz TDIENR

TR—=, VAT LY 7 7 =7 (main) NENTEH TERWVIREBIZH>TH, Y AT LY
7 hy 2T 0avr—EAFIHTIIE. VAT LAY T hY T (backup) BT AT LY T b
U7 (mainil 2 —L7T, VAT ALY 7 by =7 (main)ZEIHT 52 &ERARETT,
VAT ALY T by =T (backup)Z AT ALY 7 b =7 (main)ll 3 B—F 584 0E, A
75V 7 b7 =7 (backup) CHREN L72% T, FFid &L 91T copy system =~ K& FEITL
ES N

MON> boot -b<
ROM Boot

NS-2250 login: rootd
Password: J

* () NS-2250# copy system backup to main<

Do you copy backup system to main system [y/n] ? yd

Please wait a few minutes. .. done
copy successful
* (c) NS-2250%

ROM =% OiffliL {8 D ROME=4 ) 2L T 7ZE0),
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55,4 ENTFANIZEKBN—23 0Ty TINn—S3o8my

N=a T o FIR—=a X7 OFIRICOWT FRRIZEA L ET,

TROFETHL, AEEOIP 7 FL A% [192.168.1.100) . FTP/TFTP % — "®D IP 7
N 2% 1192.168.1.101] & L TR L TWET,

N=Va Ty TIN=Va U E T NI AREBISEET 25807 7 ANV IR D720 TR
TECFNEIX R U T,

(D) ZR7 7 A NVDAF
N=Da Ty TINR—=2ar Xy A7 740 T({Hl)system.2250.v101) # AFL
TLIEEWN,
207 7 ANVOANFIEE, IRGEMRBEE S L I3 AR — MR O ETEBMAaE<7Ean,

Q) N=Ta Ty /N=TarFy kO )T
BN T 7 ANEIRET DS, (EEENE 7 VT LET,

(c)NS-2250# verup cleanup<
clean up successful
(c)NS-2250#

(3) 57 7 A NDfRIE
TROWTNDDFIETES 7 7 A NV EREBEICHERE LET,
« REEBEO tftp 2~ REFHT 5 ik
c REEBE O ftp o~ K& 5 HiE
« FTP/ISFTP 7/ 74 7> &3 2 ik

WASLE O tftp 2~ o F 2 %051k

TFTP Y— 257 7 A V% system & WD A HTCHRIEL E T,
Tita~wy F&2EFTL, TFTP —3(192.168.1.10)0HES 7 7 A LV Z B L £,

(c)NS-2250# tftp get verup system 192.168.1.101J
(c)NS-2250#
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BWASE D ftp 2~ > R 271k

FTP H—/N\I2#53 7 7 A V% system &) £ BT CTRIEL 77,

AFEEND Fiia~y R&%IT L, FTP —3(192.168.1.10)0 525 7 7 A V& BfS L
£,

ALEE 1T T system &V T A NATED T 7 A VERIFEL T EEN,

FTP EERRE L= 5E1E, BE, FIPEEZEITL T EEN,

Z T 7 AR T NN, T U E— FEFE LTI,

(6)NS-2250# ftp verup 192.168.1.1014
Connected to 10.5.31.171 (192.168.1.101).
220 FTP Server ready.

Name (192.168.1.101:root): userld

331 Password required for userl

Password:

230 User ne logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binary<

200 Type set to I

ftp> get system. 2250.v101 systemd

local: system remote: system.2250.v101
227 Entering Passive Mode (192.168.1.101, 218, 103).
150 Opening BINARY mode data connection for system.v101 (3866548 bytes)

A
e e
e e
HH

226 Transfer complete

3866548 bytes received in 0.333 secs (11607.59 Kbytes/sec)
ftp> quit

221 Goodbye.

#

BFTP/SFTP 7 547 v M &M 5 5k

enable ftpd =~ FEFITL, REED FTP h— "2 HMI L E T, KRIT, create
allowhost =~ > REFITL T, 7 T4 7> bk 5O FTP/SFTP #4#i 27F 7 L £ 97,
N—=T g 7 v 7 a—F(veruplZ/ XAV — REZRELET,

SSH 7= baZFMALTWD SFTP 7 74 7 > FafEHT 25615, [4.6.4 SSH 4
—/I\DHRFE] L (465 HFH—N\OT7IERHIR #25H L, K#EED SSH — 3%
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RELTLSZEN,

(c)NS-2250# enable ftpd<
(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd«

(c)NS-2250# set user verup password<
Changing password for user verup

New password: <

Retype new password: <
Password for verup changed
(c) NS-22504#

FTP/SFTP 7/ T4 7 & F IO ARIGEIZ 7 7 A NV HRE L E T,

ABEEITITT NS-2250.8ys L) 77 A VA TTINA A=V E2RGF LTSN,
FTP/SFTP £ E NI L7=5 1%, HE., FTP/SFTP #52ET L T E &0,
TNARA=VIRTARA TV E—REFLTLEIN,

$ ftp 192.168.1. 100

Connected to 192.168.1.100 (192.168.1.100).
220 10.5.31.186 FTP server ready

Name (192.168.1.100:ne) : verup<
Password: d

Welcome to NS-2250.
“/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

ftp> hash<

Hash mark printing on (1024 bytes/hash mark).

ftp> binary<

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> put system.2250.v101 system<

local: system.2250.v101 remote: system

227 Entering Passive Mode (192,168, 1,100,179, 8).

150 Opening BINARY mode data connection for system. 2250. v101
T

ftp> quitd

221 Goodbye.

$
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4) R=Da T v /R"=Ta B DFELT
verup execute I~ o ]\\é‘f%ﬁ'ﬁ‘b‘(‘ /{‘—T‘}EI 7 “/70//\‘”—:\/\\3 3/7'73/%?f11\i'340

(c)NS-2250# verup executed

Do you update main-system version [y/n] ? yd_

B verupexecute AR Y RILERELEER 77 M LN EUILEINEHEELET .
verup execute AX Y FEETLFERIC. I7—AvtE—IhRREIN6,
BEERI7AILEREBITEEL T, verupexecute A< > FEEITLTK

&L,
EE verup execute AX Y REN=D 3Ty TIN—=U3 U URTROBR
BICIE, ZL<OBMEETLZENHYET, AEENERETHETE. E
R% OFF [TL7=Y., RESET RA v FEWMILBTLTLEEW, YRTLYT
Oz T7HIEERLHLSBRYET,
(5) FEHE)

VATFAY T N =T A HEEELET,

(c)NS-22501# reboot<
Do you really want to reboot with main system and startupl [y/n] ? yd

6) N—=Ta T v /N—= g T FEROMER
ARIEENHEE) L7256, show version 2~ REFITL T, VAT LAY 7 hUy =T D/N—
VarEMRLTIEEN,
Fio, AEBEOEEPEFICEEL TWD Z LR LTI EIN,

(C)NS-2250> show versiond
System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address : 00:80:15:XX:XX:XX
Number of MAC Address : 2
Model © NS-2250-48 (48 port)
Serial No. o XXXXXXXX

B
Boot Config . external startupl
Main System : Ver 1.0.1
Backup System : Ver 1.0
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() VAT LY 7 T =T Ok’ —

VENZIE U T, Y AT ALY 7 b =T (backup) b A7 ALY 7 b = 7 (main) & [/ U/3—
CailhbETLEFEIW, YATFAY 7 Y 2T main)EF AT LAY T NI 2T
(backup)iZ =2 & —7 2 41X copy system =~ RZFITLET,

(c)NS-22501# copy system main to backup<
Do you copy main system to backup system [y/n] ? yd_

Please wait a few minutes.. . done

copy successful
(c)NS-2250#
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5566 SAFLYIFITITOANEZ

VAT AT R 2T (TNA A=) B ANIEZ D FNEICOWT Rl L £,
TEHOFETHNL, AEBFDOIP 7 FL 2% [192.168.1.100) . FTP +— D IP 7 KL A
% 1192.168.1.101) & L CitBAL TWET,

(1) SATFAEI T NI =T (TN A—D)DATF
TNnA A=Y T(FHNS-2250.sys.v101] Z AFL T ZEW,
TNA A= DANFHTEIL, WRAREED L IZEESR— s RBOEFTBRIEEL 730,

2) HWIARTFLALA—TDOIZ YT
TNA A=V HEEETHENC, TS RAT LA A= 7 VT LET,

(c)NS-22501# clear system-image<
Do you really clear NS-2250.sys system—image [y/n] ? yd_

clear successful
(c)NS-22501

(3) TN A=V DORIEE ~DERE
TEROWTNNDFIETTNA A= REBEICIRE L £97,
c REEE O tftp 2~ REHHAT 2 ik
c REEFEO ftp o~ REFHT 5 5k
FTP 7 A7 v N&Hf4 5 FikE

BASEE D tftp o~ > REEf+ 5 ik

TFTP % — N2 7 v A A —T % NS-2250.sys E WO LRI CTHELET,
TiEa~<wy F2EFTL, TFTP —,3(192.168.1.10)0 6 7 )b A A —J 2 BE L E T,

(c)NS-2250# tftp get verup system—image 192.168.1.1014
(c)NS-22504
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BWALE D ftp 2~ > R 2071k

FTP #— N2 7 b A A — % NS-2250.sys & W9 4T CHREL £5,

AIEFE NS Fiia~r REFEITL, FTP H—,3(192.168.1.101)70° 6 7 /LA A — T Z 45 L
3

ARAEE (21T NS-2250.8ys EWVVD 7 7 A VLTI NA A=V EEFL T IEEN,

FTP X EN R L7561, &, FTP EELIATL T30,
TNAA—=DFMT AL FVE—FEFLTLLEIN,

(c)NS-2250# ftp verup 192.168.1.101

Name (192.168.1.101:root) : XXXXXXd

Password: XXXXXXd

ftp> hashd

Hash mark printing on (1024 bytes/hash mark)
ftp> binaryd

200 Switching to Binary mode

ftp> get NS-2250. sys. v101 NS-2250. sysd

local: NS-2250. sys remote: NS-2250. sys. v101

227 Entering Passive Mode (192.168.1.101, 89, 41)
150 Opening BINARY mode data connection for NS-2250.sys (11337695 bytes).
Tt : B

ftp> exitd

221 Goodbye

(c)NS-2250#

WETP 7 747 » M %0514

enable ftpd =~ F&FEIT L, REED FTP +— "2 HH L EF, KIZ, create
allowhost =~ RZFEITL T, 77472 MRNLD FTP #5277 LE£,

N—=V g 7 v 7 a—F(veruplZ/NA UV — REZREL £,

SSH 7m banzFH LTS SFTP 7 54 7> b a2EHAT 2584613, 14.6.4 SSH
—/I\DEEFE] & 14.6.5 KEEH—NOT7IRFIR) 22, REED SSH — %
BELTLLEEN,

(c)NS-2250# enable ftpd
(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd<
(c)NS-2250# set user verup password<

Changing password for user verup
New password:

Retype new password:

Password for verup changed

(c) NS-2250#
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FTP 7 A4 7 NP ARIEBIZTNA A=V EEELET,

ARAEE (21T NS-2250.8ys EWVVD 7 7 A VAL TINA A=V EEFEL T IEEND,
FTP REE IR L= A1E, FE, FETLTEEN,

TNA A—=VFIMT AL F IV E—FEFLTLLEIN,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100)
220 10.5.31.186 FTP server ready

Name (192.168.1.100:ne) : verup<

331 Password required for verup
Password:

230-

Welcome to NS-2250
“/verupfiles” : version-up files
“/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> hashd

Hash mark printing on (1024 bytes/hash mark)
ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 GWD command successful

ftp> put NS-2250. sys. v101 NS-2250. sysd

local: NS-2250. sys.v101 remote: NS-2250. sys
227 Entering Passive Mode (192,168, 1,100,179, 8)
150 Opening BINARY mode data connection for NS-2250. sys
T

ftp> quitd

221 Goodbye

$

(4) EEELETIAA A== g VTR

BEE LT INA A= DONR—D g U E R LET,

(c)NS-2250# show system—image<
System Image Name : NS-2250. sys

Product : NS-2250
Version ©1.0.1

Date : 2015-XX-XX
Status : available

(c) NS-2250#
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(5) VATAEIT R 2T DY ART

HRE LTI NA A=V B VAT LAY 7 =27 (main) 2 A K7 LET,

(c)NS-2250# restore system—image to main<

Do you restore NS-2250.sys to main-system [y/n] ? yd
Please wait a few minutes... done

restore successful

(c)NS-2250#

(6) THiEZHE

VATFLAY T N =T AEEELET,

(c)NS-2250# rebootd
Do you really want to reboot with main system and startupl [y/n] ? yd_

() RN=var7 v/ N"=Ta Xy fEROMER

EENVRICV AT LAY 7 NI 2T ONR—a VAR LET,

(c) NS-2250# show versiond
System . System Software Ver 1.0.1 (Build 2015-XX-XX)
Boot Status © Reboot (05:80:00)
System Up Time : 2015/07/14 10:53:49
Local MAC Address : 08:00:83:ff:4c:b8
Number of MAC Address : 2
Mode | . NS-2250-48 (48 port)
Serial No. : 20150415

. AR
Boot Config : external startupl
Main System - Ver 1.0.1
Backup System : Ver 1.0
(c)NS-2250#

(8) VAT ALY 7 b7 O3t — Main—Backup)

MG LT, VAT LAY 7 by =T (backup) b A7 ALY 7 b7 =7 (main) & [/ U/8—
ValllhbbE T EEY, VAT LAY 7 by 2T (mainE VAT LY T U =T
(backup)iZ = B —94 5413 copy system =~ > RZF(TLET,

(c)NS-2250# copy system main to backup<
Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes... done

copy successful
(c) NS-2250#
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55,6 SATLYITI D7DV TS

VATAEI T I 2T(INA A=)y 7T v 7T 5FIRICOWT FEICH L £,
TEHOFETHNL, AEBFDOIP 7 FL 2% 1192.168.1.100) . FTP +— D IP 7 RL A
% 1192.168.1.101) & L CitBAL TWET,

(1) VAFAS T RT 2T (TNA A=) DNR I T S

Ry T TTHYAT LAY 7 vy =T #ERLET,
main 3 L < Id backup ODWTNND L AT LAY 7 MU TEIRLANY 7T v 7 LET,

cRTLY T RO T (nain) DEE

(c)NS-2250# backup system—image maind
Do you really create NS-2250. sys system—image [y/n] ? yd
Please wait a few minutes... done

backup successful
(c)NS-2250#

s RTF LY T Y7 (backup) DIBE

(c)NS-22501# backup system—image backup<
Do you really create NS-2250.sys system—image [y/n] ? yd_
Please wait a few minutes... done

backup successful
(c)NS-2250¢

2) Rk 2 7 v A A—T OWER

BEET A TNA A= DNRN—V g R L ET,

(c)NS-2250# show system—imaged
System Image Name : NS-2250. sys

Product - NS-2250
Version - 1.0.1

Date  2015-XX-XX
Status . available

(c) NS-2250#

B)  THARA=TDONRy I T T
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TROWTNDDFHTETTIINA A=V —NZHEE L ET,
c REEBEO tftp 2~ v REHHAT 5 ik
c REEEOD ftp A~ REMHEHT 5515
cFTP UV o947 bEHIT 5515

WAEE O tftp 2~ > RaE T 5 H1E

TFTP % —/ 27 A A —T % NS-2250.8ys & WIHLRT TNy 7T v 7 LET,
Tiia~y Ra%EfT L, TFTP % —,3(192.168.1.100)~7 b A A — T &tk L 7,

(c)NS-2250# tftp put verup system—image 192.168.1.1014
(c)NS-2250#

BWASE D ftp 2~ > R+ 2071k

FTP H— 27 LA A —(NS-2250.sys) & NS-2250.8ys.v101 E W I LRI TRy 7 T v 7
LT,

AEEE NS Fita~y R&FT7 0L, FTP 4—3(192.168.1.100)~7 LA A — U & inik L &
7

FTP = EN KM L 725G, BE, FTPEELZFEITL TSN,
TNAA—=VFIMT AL F IV E—RFEFLTLLEIN,

(c)NS-2250# ftp verup 192.168.1.101<

Name (10.1.1.1:root): XXXXXX<

Password: XXXXXXd

ftp> hashd

Hash mark printing on (1024 bytes/hash mark)
ftp> binaryd

200 Switching to Binary mode

ftp> put NS-2250. sys NS-2250. sys. v101d
local: NS-2250. sys. v101 remote: NS-2250. sys. v101
227 Entering Passive Mode (10,1.1.1, 89, 41)
150 Ok to send data

Tt : B

ftp> exitd

221 Goodbye

(c)NS-2250#

WETP 7 47 » M %0514

enable ftpd =~ F&FEIT L, REED FTP +— "2 HHIZLEF, KIZ, create
allowhost 2~ RZFEITL T, 77472 MRMNSLD FTP #5277 LE£,

N—=V g 7 v 7 a—F(veruplZ/NA UV — REZREL £,

SSH 7m bazFH LTS SFTP 7 54 7> b a2EHAT 285413, 14.6.4 SSHH
—/I\DEEFE] & 14.6.5 KEEH—NOT7ILRFIR) 22, REED SSH — %
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RELTLZEN,

(c)NS-2250# enable ftpd«

(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd«
(c)NS-2250# set user verup password<

Changing password for user verup

New password: <

Retype new password: <
Password for verup changed
(c) NS-2250#

FTP 7 A4 7 b TREED I NA A=V RS LET,

TEIT 7 LA A —(NS-2250.8ys) % NS-2250.8y8.v101 & W) T 7 A LH TRy 7T v
LCTWET,

FTP =EIZR L2 HE 1, B, FATL T Ea N,
TNAA—=VFMTANAFVE—REFLTIEIN,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 10.5.31.186 FTP server ready

Name (192.168.1.100:ne) : verup<

331 Password required for verup
Password:

Welcome to NS-2250
“/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> get NS-2250. sys NS-2250. sys. v1014

local: NS-2250. sys.v101 remote: NS-2250. sys

227 Entering Passive Mode (192,168, 1,100,179, 8).
150 Opening BINARY mode data connection for NS-2250. sys
S

ftp> quitd

221 Goodbye

$
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FHICLSR—FOTOREFLRIGFIE

R—hrZz7 7 A VIRAFEL, FTP X° TFTP Tz 3 2 FIEIC OV TEB L £,

(D) FENIZ L AHR— b7 ORGF

A=t E2RGFET 5, FiedD X il logsave 2~ REMHLET, v U 7 HR—
FEZHEE LT logsave 2 v REETTHE, HELLZTVU TR —FDOKR— 7R
ltty &% _YYMMDDHHMM.log] &\\95 7 7 A VA4 TIRESNET,

(c)NS-2250# logsave tty 14
(c)NS-22501

RfFESNTeAR— b 777 A vO—%iX, loginfo =2~ RCHERTHZ ENTEET,

(c)NS-22501# loginfod

Total (1K-blocks) Used Available Use%
308983 2064 286447 1%
Size SaveTime Name

82 Jul 9 21:09 tty01_1507092109. log

(c)NS-2250#

(2) R— b v 7 Dlxk

FTP —NIZAR— hr Z 2R EFET 2T Fita~ >y REFEITLET,

(c)NS-2250# ftp log 192.168.1.100d
Connected to 192.168.1.100(192. 168. 1. 100) .

220 FTP Server ready.
Name (192.168.1.100:root) : userl

331 Password required for userl

Password:
230 User ne logged in

ftp> put tty01-1507092109. log<
local: tty01_1507092109 remote: tty01_1507092109

227 Entering Passive Mode (192.168.1.100, 147, 214).

150 Opening BINARY mode data connection for tty01_1507092109
226 Transfer complete

82 bytes sent in 0.000324 secs (253.09 Kbytes/sec)

ftp> quitd

221 Goodbye.
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TFTP #— NIAHR— b 72 kfF 4 53 Fida~ > 29T LET,

(c)NS-22504 tftp put log tty01-1507092109. log 192. 168. 1. 1004
(c) NS-2250%

FTP 7 A4 7 v by bAR— ba 7 E BT 2551 FitOEE42 FIT L £,

FTP 7 947 v " bAR— a7 20453 58012, FTP 7 747 v bbb AREEICn 7
B2 —H1og) TT 7B ATEH LI ICRELET,

SSH 71 h =L ZFHLTCW5 SFTP 7 74 7> F &+ 25415, [4.6.4 SSHH
— /DT L 1465 BEY—N\OT7IERHER Z2HL, KEED SSH —
EHRELTLIIEEN,

(c)NS-2250# enable ftpd
(c)NS-2250# create allowhost all service ftpdd

(c)NS-2250# set user log passwordd
Changing password for user log

New password: J

Retype new password: <
Password for log changed
(c)NS-2250#

FTP 7 747 b AREEIC e VHG2—Flog TR 7 A & L RMFLTIER— br 77
bHZEEMRLET, (OT 4 L7 NIRRT 7 A VOBREZATDRVWTIIZEN, )

$ ftp 192.168.1. 1004

Connected to 192.168.1.100

220 (Welcome to FTP service.)

530 Please login with USER and PASS.
Name (192.168.1.100:log): logd

331 Please specify the password.

Password: J_
230 Login successful.

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 222, 247)

150 Here comes the directory listing

drwxr—=xr—x 3 200 0 1024 Oct 16 12:02 logfiles

226 Directory send OK
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ftp> cd logfilesd
250 Directory successful ly changed.

ftp> Isd
227 Entering Passive Mode (192.168.1.100, 222, 247)
150 Here comes the directory listing

-rw-rw-rw- 1 200 200 118902 Oct 11 05:41 tty01_1507092109. log
-rw-rw-rw- 1 200 200 3072016 Oct 12 01:21 tty01_1507091021. log
-rw-rw-rw- 1 200 200 102420 Oct 11 05:47 tty02_1507091447. log
-rw-rw-rw- 1 200 200 3072016 Oct 11 01:22 tty03_1507091022. log
226 Directory send OK

ftp>

RIFELIZAR—bsr 77 ANV E FTP 7 747 R TR LET,

ftp> get tty01-1507092109. logd

local: tty01_1507092109. log remote: tty01_1507092109. log

227 Entering Passive Mode (192.168.1.100, 200, 242)

150 Opening ASCII mode data connection for tty01_1507092109. log (28 bytes).
#

226 File send OK

28 bytes received in 0.0013 seconds (22 Kbytes/s)

ftp> quitd

RN—ra 77 7 A ftp D delete =2~ R THIRETE £7,
AREEpAR— b a ZIFHIBR L T2 &0y,

ftp> delete tty01-1507092109. logd
250 Delete operation successful.
ftp>

$
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REZ TIHEHARICRY A&

ARIEE O E & LG HAFHCRETIZIE, clear startup 2~ > REFEITLET,
BEDALZ— R T v 7 ANDOHENLLIZD, all A7 a VEZEELTETOAL
— 7T 77 A NM(USB AEV EREBEBNTOAZ — T v 7 1~4 7 7 A )2 HHHL
THZENTEET,

(c)NS-2250# clear startup alld

FE O wite vV FIIEFTLEWVWTCES W, wite v Y KEFETT 5L, BED
SUZoTaAVI AN T IFAINEDRE— T T IT7A4ILIZEEZTSH
TLEWET,

F£HEn 77 7 A Vb HHb T 258 1%. shutdown logelear =~ RZZEIT L TL 72 &V,
MON>7' 1 v 7 hRFERENTZOARLEBOER % OFF ICLET,

(c)NS-2250# shutdown logcleard

Do you really want to shutdown and clear log files [y/n] ? yd_

MON>
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S TILLEOBE

RIEBEBD N T TNVIE, REBON— Ry TR, X2y NU—J@BE0EG N7 7L, ¥
U 7 VIE(E OFe b 7 7 L7 £ @JU"T%%L&TO

AIEBINAT D N T TANRRELTHGEIEL. TOERS DL WVITBRLZHTEL, KELH
LT LT EE,

T, AR — A=V O THATER) (213, REEO FAQ A E#H e &3 B#k X
TWETOT, UFDOURL R L TLEEN,

http://www.seiko-sol.co.jp/
it b U IZRFEARBEE ~I WG DT 256813, RECHE. =7 —1F#e E 2 FornT

% show support =~ > ROFEITHER S EAF LT < 7ZE,
AL 15.1.2 T EEEFRO—FEERR) 2 IR IN,
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6.2

6.2.1

AREEDN— ROz T7ICEEET S FF T

I TIEAREEO NN Ry = TIZB#ET 2 7 7O FEICHOWTHALE T,

BRAALLENMEE DXL

TROMRZ L THAREEDOEFENASLRNPOWER 7 o 73T LARV)SEAIT. A%k
BOWEEEZEZ DN E T, HONIAREEOEREZ OFF I LT, &Ry —7 V%1379 L,
EHZEE L T IEEW,

CEBRS—TNE, BERSnTTunETMN?

cBIEAA v FiE, NI > TWE$ 2 ? (NS-2250-16/32/48/16D/32D/48D)
cary MTERMBE SN THWETN?
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6.2.2 STATUS SV IHAMTFERIZARA L TLWAEED XN

AAEEDOEZ ONIZT 5 &, POWER 70 72 T LigEh A MG L 7,
EFIIARSEBENESE L2561, 2T STATUS 7 7T LE T,

RIEEDOEIRZ ONIZLThH, STATUS 7 > 70380 L= FONRERFGWZ 0 S L
TWOHEEIETREZSHR L Tl T 72E0,

STATUS 5 o %7

1

2

3

4

KRG/ R T7 %

N= Ry =T OPHERZE T LE LT,

BERZ ONIZ L&, B oREBIZRY 97,

WA ONIZL72% T, ZOEFEOREIF HEIT, REBEOBEEZZ 5
nEJ, EENLETT,

Ho2Zl7T X (POC) #ETLTWET (K30RHE) .
ZORENFE L GEIE, AEEOMEEEZ ONET, BENLETT,

ROME=ZAZ2FTLTWET (K3 .
ZOWRENELS BAIF, AEBEBOMEEZE X ONET, BEPMETT,

AT AEEE)F (1st Boot) T,
ZORENR S HE IR, AEBEBOMEEZ 2 bR ET, BEPMLETT,

AT AREEIH T,
ZORENF L HEIE. AEEOMFEEEZ ONET, BEMLETT,

AT LB (USB 70 B BE & B id ) T,
ZOREDKES HE T, AKEOMEEEZ ONEY, BEASBETT,

Ha2iiT 2 b (P00) Z ETHIC= T — &Mt LE LT,
AEEOMIERLEEZDNEY, BHEPLETT,

ROM & =& ZFEITHIZ T — %M LE L, EEBNLETT,

[Enter] ¥ —%Hd L, =T —RAv—URFREINET,

IHIZ, MON> TR R Terr A~y REFETTDHE, ST — Aot
—UMBREINDBIERHY T, EREOTT—RA v E—UEEHLT, &
A LT &0,

VAT AEEENT (1st boot) IZ T —ZH L E L7z, (EENNLETY,
[Enter] ¥—%4f9 L, =7 —RX v —UNERINET,

EHIZ, MO F e F RTerr A~y REETTLHE, Bl —A vt
—UNERENDZERDBY T, LRROZT—RA v —VERELT, &
HA2EKEL T ZEN,

O

©)

O

O

AT AEESET

O

O

O

USB AEVICT 7 AH (write 2~ RFEITHR L)
ZoRENME L GAIE, AEEOMEEEZ X bRET, BEPMNETT,

X1 :STATUS SV T7DESEF. TO:HLT), T@: &K1, TO: #mill #RLET,
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6.3

6.3.1

BISICEEY 5 S TILOxN

WBEICET 2 M7 7, TRROFETED 352 ENTEET,

cay Y Aa JIREEINTND T T — A vt — U OMER
ARIEEBOREEDH 5 WITRGEFICZ T — A v —VUNEREINDE,. FDTT— Ry
t—Vidary—Ara IR FEIRET, VT IABRRELELGAIE, 3y Yy —
BSNRFEENTWNWDEET— A v — Va2 ERT L2 T T D2 ENTEET,
B E DR

AEENER LI EBVICHEL2WGA T REEHRT HZ L THLTE 256
NHHFET,

« ARAEE D T T OIRRRIZ X B — TV B IR RE OHERR

T NANELLSERIATNDENE I D, &5 WITWE R EENEAEL TV D)
E D INDOIERN e MEBAT A E T,

- avy FIZ X 2@EREOHE
ARIEEOBERED 2 WVITHMEHERE R T A LN TEET,

N TNy a—TFT 4 U IERT D a~y FOFEMT, WHELEE-II8Mo Ta<o K
JI77LUR] ZBRLTLLEEN,

aVY—ILaY DR

AREEBNFTRTIAvE—V(ar Y — A vE—)E, CONSOLE &R— hMZH &b
LRIRRIZ, vy — eIl biREFESINET, BERSRELZSGAIZ, 2 Y —n %
ZRL T I —DOFELHER LTI,

AIEED L VLA =Tk Y TIX A MIFER LT WA A%ER O CONSOLE
A— MIEBEHRA (X —I Y7 MLy arl) 28 LT IZE0,
Telnet 7 747 FafALTxry NV —7 EOIKNOAREFRIZE 74 LTWDHE;
AL, su vy FCHEEEH—ITBIT L2, console 2~ REZFEITLT, Y
— /A yE—T% Telnet 7 747 2 MZHRRENALHIZLTLZEZEN,

2B, su 3wy NCEEEHL—PIZ/R-72%I2, show log =~ R&FET+5H L, =
VY= Aa S EBERRTHIENTEET,

LTOaryy—Lul EFERRTAHAEE

(c)NS-2250# show log consoled

D 2070y Y —n 7 e FKrwT HEE

(c)NS-22504# show log console 20
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6.3.2

5% E DHEEE

ALLENBEH L7 LB ICBELRVESIE, KEEORE
ALEE &

OBREIT., FSv=vravrgs lrRrtbI LT

by e
4

ERRLT S,
DR T E E T

(c)NS-2250# show config running <

echo “SYSTEM configuration...”
#

set timezone Tokyo

#

#

echo “IP configuration...’
#

set hostname NS-2250

set ipaddr ethl 192.168.1.1/24
#

echo “User configuration...’
#

create user setup group setup uid 198

create user verup group verup uid 199

create user log group log uid 200

create user somebody group normal uid 100
create user portO2usr group portusr uid 501 encrypt
$1$267k1eRm$60Tw3/CeqfvL jVLnjn5Mh/

set user portO2usr port 1,2,3,4,5,6,7,8,9, 10
#

echo “IP ROUTE configuration...”

#

create ip route default gateway 192.168.1.254
#

(c) NS-2250#
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6.3.3 Ry FI—UBEDERK LS TILOXIL

(1) LINK/ACT T > 7 Dl
TREEBLOCUTO@ ZMIELTH, AEEOHHIZH D LAN R— o LINK/ACT
TUTBRRIT LW EIE, AEEOKEEZ 2 b ET,

cLAN 7 —7 L%, ARIEEO LAN AR — MIIE LS # STV E47n?

« LAN =7 Ui, ARZEE O LAN R — F OxtZEE (NTRAA v F L) 1
ELL#RENTHETN?

cLAN A —T7 ML CTh, LINK 7 o FIIET O FE ETTne

(2) ping =~ > FafEH Lo
AIGED =Y — )V ping A~ 2 FEFEIT L, KEEND 7 T A7~ MMiARlZ ping 28
BUEY 5 2 &AM L TS IZE0,

(c)NS-2250# ping 192.168.1.100

PING 192.168.1.254 (192.168.1.100) 56 (84) bytes of data.

64 bytes from 192.168.1.100: icmp_seg=0 tt|=64 time=0.497 ms
64 bytes from 192.168.1.100: icmp_seg=1 ttl=64 time=0.352 ms
64 bytes from 192.168.1.100: icmp_seq=2 ttl1=64 time=0. 345 ms

—— 192.168.1.100 ping statistics —

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0. 345/0.398/0.497/0.070 ms, pipe 2
(c)NS-2250#

(3) show 2~ FIT X B HER
ping 2 ¥ FCTHEHR TERWEEIE, UTOHEBZHKERE L T EEW,

KD LIN R — P ORESHFERE (ATRAAS v F A2 E) ORELAHLTND
ZEAEMERLTLIIEIN,
FRAC, AR & SHAEE O A — bR Ty o 3 (588 ORER B LTS
ZEEMERLTIIEIN,

(c)NS-2250# show ether 4
Eth Link Nego Speed Duplex MDI

ethl UP enable  1000Mb/s full mdi
eth2 DOWN enable -—— _— S
(c) NS—-2250#
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CAREEBEDO LAN R — FOEZEA D L EZR T — U X R LT, BE 7 RETh
WZ AR LT EE,

(c)NS-2250# show stats ether

<Receive Statistics> <{Transmit Statistics>
Frames Bytes Frames Bytes
ethl 687962 45761090 332 23382
eth2 1 60 0 0

(c)NS-2250# show stats ether ethl <
Statistics ethl

<Receive Statistics> {Transmit Statistics>

Frames 688847 Frames 332
Bytes 45818311 Bytes 23382
Errs 0 Errs 0
Drop 18931 Drop 0
Fifo 0 Fifo 0
Frame 0 Colls 0
Compressed 0 Compressed 0
Multicast 688535 Carrier 0

(c)NS-2250#

CARIEEDOIPT RLAER Yy F~ZAIZNRELWZ E AR LTI,

(c)NS-2250# show ip

Hostname  NS-2250
TcpKeepAl ive : 180

IPaddress (eth1) : 192.168.1.1/24
IPaddress (eth2) : -

(c)NS-2250#

T TGAT LV NRRN R DRy T — 7T RL AR SN TWAHEATE. show ip
route A~ REZFITL, 7 T4 T MRR~NDAZT 4 v VRENIELLHFREINT
WA Z EEERL T E &N,
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(c)NS-2250# show ip route

(c) NS-22504

destination netmask gateway met iface status
192.168.1.0 255.255.255.0 — 0 ethl -
0.0.0.0 0.0.0.0 192.168.1.1 0 ethl -

(4) HFEY— DT 7 & ZHIROMER

Telnet X° FTP 7 74 7> b O AEBICEHR CE 2 WAL, REEOKFEY — R

LT 72 RAFIREMHER L T EEW,

(c)NS-2250# show service J

<telnetd>

status : enable
port 023
<sshd>

status : enable
port D22
auth " public

host_key : device_depend

<Ftpd>
status . enable

(c)NS-2250# show allowhost
Service Address/Mask

Access tty List

portd/telrw all
telnetd all

(c) NS-2250#

all

(6) FTP & v ¥ 3 » O Y)ilr

ftp/ftpd/sftpd D > ¥ 2 U BHEL TE e WIGEIEL, Tt a~ > RE LT LT, Ml

U452t TEET,

(c)NS-2250# disconnect ftp
(c)NS-2250# disconnect ftpdd
(c)NS-2250# disconnect sftpd
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6.3.4 L TILBEEDES S TILDO XN

(1) YV TNAr—TLOkR
TREHZHRELTCHL VY TIVBEENTERWGAIE, AEEOKEEEZEZ O ET,

YT =T NF, REEO Y TR — MCELL#EHESNTWET N
s U TN =T L, BERRAGHSERIC E LRI TWET N ?

s VU TN =T VDOFERITIE LS B SN TWET 2 ?

s VTN —T DR R 7 # (NS-354 DBI-RJ45 Z5H#a =1k 7 & /NS—-490
DB9-RJ45 #3772 (77 1 A) IZ[EiE > TWEH AN ?

VU TR RO R Z OFERRIE, B TREFIEE] 2B LT EEN,
Wt 7R — LA L— DI E L TV A IR D TR TE &,

(2)  show =z~ FIZ X BHHER
show 2~ R&EFEITL, YU TNAR—FOR— b — K —EADRELFMHERL
TLEEW,

VU TR —=FORENIELWNWT &2 MR LT EEN,

(c)NS-2250# show tty 3 4
tty : 3 “Tokyo-Switch-3”

baud 19200
bitchar : 8
parity . none
stop 1
flow . none

detect_dsr : off
(c)NS-2250#

6-10




6F rSITLYa—TFTay

c AR P ANOREEER— FFESPIELWNT & 2R L T ZEN,

(c)NS-2250# show portdd
auth status  none
connect status : direct

base port number

telnet rw : 8101 ro : 8201
ssh rw : 8301 ro : 8401
timeout status
idle_timeout : off
ro_timeout @ off
menu status : auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro
1 - 8101 - 8301 - - -
2 - 8102 - 8302 - - -
3 - 8103 - 8303 - - -
4 - 8104 - 8304 - - -
b - 8105 - 8305 - - -
6 - 8106 - 8306 - - -
7T - 8107 - 8307 - - -
8 - 8108 - 8308 - - -
9 - 8109 - 8309 - - -
10 - 8110 - 8310 - - -

(c) NS-22504

s AR— b —PRIEEEZF AL T 25613, ELLER— F2—FICHMOT U T

JVIR— FRBREEINTWNWAE Z L 2R LTI IEEN,

(c)NS-2250# show user J

User—Name Category (Uid) Publ ic-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

port02usr portusr (501) 1-10, 13

(c) NS-2250#
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s LoV U TOLAR— R OFIALIRIL & fERE LR CE D 2 M L T 7280y,

I

(c)NS-2250# show portd sessiond

telnetrw: 3 ro: O
ssh rw . 0 ro: 0

available session ( telnet only : 95 / ssh only : 95)

tty : Label Session-Limit
Type Protocol:Port IP-Address:Port Login-User
tty 1 : DB-Server RW: 2 / RO: 3

rw 1 telnet:4731 192.168.30.145:23 portOlusr
rw 2 telnet:3495 192.168.30.146:23 port0Q2usr
tty 2 : L3Switch RW: 2 / RO: 3

rw 1 telnet:4740 192.168. 30.200:23 port0O3usr
(c)NS-2250#

Ty g 2 x NEWIESIE disconnect 2~ RTARER Y v v g & 5@l H)

52 & BARETT,

(Y

(c)NS-2250# disconnect portd tty 1 rw 14
(c)NS-2250#

« SSH - — BEREZ R L CWAESIE., SSH Y — O NN IE LW
TLIEE,

&z RS L

(c)NS-2250# show service d

<{telnetd>

status : enable
port 023
<{sshd>

status : enable
port D22
auth > public

host_key : device_depend

<ftpd>
status : disable

(c) NS-2250#
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R — h =T 7B AFIRTEE DL U TAR—= FRFAISNTND Z LR L
TLEE,

(c)NS-2250#t show al lowhost 4

Service Address,/Mask Access tty List
portd/sshrw all all
portd/telrw all all

telnetd all

(c) NS-2250#

VU TIVIR—=FDEZIED T ZRTT =T H R LT, BERREETRNE
LERHEER L TLE &,

(c)NS-2250# show stats tty 3 <
tty @ 3

TX Octets © 1152

RX Octets 2432

Error Parity : 0

Error Framing : 0
Error Overrun : 0

Break Count : 0
Status : DSR:on CTS:on DTR:on RTS:on GCD:on

(c) NS-2250#

(3) hangup ==~y FIZ &k 5HkER
show 2~ RIZKXAHEREZFEML TH, U 7 /VAR— MOE L 2B ks & fE
TERWEAIE, YU T7AR— b2V &y F9% hangup 2~ R&3FE(TL T, @ENE
BT 50 EIDEHERLTIIEIN,

(c)NS-2250# hangup tty 1
(c)NS-2250#
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6.3.5 RADIUS 2:F#4E2/RADIUS 7™ Y FEED F S5 T ILD XA

AHEE O RADIUS F2GEREHE/RADIUS 74 7 o MEEENIE LK BMEL 2 WA, LT O
03 a9 L T 7ZE0,

RADIUS ZREEY— S /RADIUS 7 1 7 > b H— DR
RAMUSM£#~ABAMUSTﬁW/b%—ﬂﬂtﬁbfwé L. BX O, RADIUS
uluu ﬂ‘_/\/RADIUS 77j\7'7/ ]\"j“—/\z)‘IEL< Eéﬂflﬂé k%%?g Lf<f_éb\

AR RADIUS GRAEH —/S/RADIUS 7720 &7 14—/ 3IC Ping (i & 29702
« RADIUS FRGEH—/3/RADIUS 7 4 7 > % —/XT RADIUS H— 3711 75 LR

BRI L CTOETN?

* RADTUS FRFEH — NOFBFEHR— b, RADIUS 7 H 7> hH— DT B 7> hB— b
IABEBEDORE L o TOET N2

« RADTUS ZBAEH— X/RADIUS T hH 7 o "R — R RIEEDO— 7 Ly FF—T—F
LTWETN?

« RADTUS ZRZEH — N Ca2—PIZIE LS B S TV ET 02



6F rSITLYa—TFTay

(2)

show == > FIZ X % RADIUS FEREHEEE/RADIUS 7 7 7 o MERE DR

TFLO show 2~ REFEITL, Bal/7 v L, AREE O RADIUS #BFE2 7 A
7Y MRADIUS 79 NI FAT Y FNORE, T/ VATV —THENIELWI L&
R LTLEEN,

- WAL & RADIUS RBREY 7 1 7 > bt E OHfERd
(show auth/show auth radius/show auth access_group =~ > K)

(c)NS-2250# show auth <
<auth information>

Mode : radius
su_cmd username : root

(c)NS-2250# show auth radius <
<auth radius information>
Retry : 3

Default User : none

<{radius server 1>

IP address 0 192.168. 1.1
Port number : 1812
Password . stored
Timeout -3

NAS_ID : SmartCS

Attribute of portusr D —
Attribute of normal e
Attribute of root D —

<{radius server 2>

IP address 0 192.168.1.2
Port number : 1812
Password . stored
Timeout : 3

NAS_ID : SmartCS

Attribute of portusr D —
Attribute of normal D ——
Attribute of root D —

6-15



(c)NS-2250# show auth access—_group <

Protocol : Radius
Attribute : Filter-ID

<{root>
attr : admin_grp

<normal>
attr : normal_grp

<{portusr>
attr : port_grp
port @ 1-32
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T MFRERADIIS TH T b7 TA4T 2 MREDOHER (show acct/show acct

radius =<2 K)

(c)NS-2250# show acct 4
<acct information>
Mode radius

(c)NS-2250# show acct radius <
<acct radius information>

Retry © 3
Auth_deny_stop : remote
Session_id © 1335319398
{radius server 1>
[P address : 192.168.1.1
Port number : 1813
Password . stored
Timeout : 3
NAS_ID . SmartCS
{radius server 2>
IP address : 192.168.1.2
Port number : 1813
Password . stored
Timeout : 3
NAS_ID . SmartCS

* RADIUS #GlE7 74 7 b OffiHE R O iR (show stats auth radius)

(c)NS-2250# show stats auth radius
<auth radius statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8 0
2 192.168.1.2 3 0 0 0

*RADIUS 7 Hh U v v T4 7 2 FOREFHEHROMETL (show stats acct radius)

(c)NS-2250# show stats acct radius <
<{acct radius statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0
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(3)

trace I~ RIZ X DHER

RADIUS FRFt7 74 7 > MRADIUS 7 H U N7 T4 7 2 hOERENELWIGETX.
trace 2~ R&FEITL T, A%EE L RADIUS #EiEY—/NRADIUS 7 4 7 > k¥ — 3[H]
O RADIUS 7'u halz FL—ALTLEE, £ trace 2~ > ROFER AT L T,
RADIUS #ZFEV— 3 RADIUS 74 7 o b — "B AREEIZGERLT P Ea— b2
ELLRESTWVWDZ EEMRBLTIEI,

trace 1~ > NI L ~UL 1)/ L ~L 2GEM)/ L~L 3GEEMI+Hex 2 7)) D 3 Bel & ¥R
—hLTBVET, BUIZHDE TR L —ALNALEHRELTIEEND,

728, trace 2~ RiFR K 1000 X7 > RETRL—ATEET, 774/ MEL50 37
v hTY, PR T —RZETT 55613 Ctrl-C TIEIEL TS 7EE 0,

s LU 1 (R

(c)NS-2250# trace ethl radius level 1 «

13:49:00. 626823 1P 10.1.1.1.16494 >10.1.1.2.radius: RADIUS, Access Request (1),
id: Oxaa length: 70

13:49:00. 627522 IP 10.1.1.2. radius > 10.1.1.1.16494: RADIUS, Access Accept (2),
id: Oxaa length: 33

13:49:00. 663995 IP 10.1.1.1.16604 > 10.1.1.2.radius—acct: RADIUS, Accounting
Request (4), id: 0xf6 length: 70

13:49:00. 670326 IP 10.1.1.2.radius—acct > 10.1.1.1.16604: RADIUS, Accounting
Response (5), id: Oxf6 length: 20

13:49:11. 646968 IP 10.1.1.1.16714 > 10.1.1.2.radius—acct: RADIUS, Accounting
Request (4), id: 0x8b length: 82

13:49:11. 648192 IP 10.1.1.2.radius—acct > 10.1.1.1.16714: RADIUS, Accounting
Response (5), id: Ox8b length: 20
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s LouL 2 GGEAD

(c)NS-2250# trace ethl radius level 2 «

13:49:42. 287299 IP (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 98) 10.1.1.1.16510
> 10.1.1. 2. radius: RADIUS, length: 70
Access Request (1), id: 0x36, Authenticator: db690celef1d774451fec2bcfa651857

Username Attribute (1), length: 6, Value: root

Password Attribute (2), length: 18, Value:

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2250

Accounting Session ID Attribute (44), length: 11, Value: 234661181

13:49:42. 287431 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 61) 10.1.1.2.radius
> 10.1.1.1.16510: RADIUS, length: 33
Access Accept (2), id: Ox36, Authenticator: faa3a7d57a244bbb74f581a62b970364
Filter ID Attribute (11), length: 13, Value:NS-2250_R0OOT

13:49:42. 325874 IP (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 98) 10.1.1.1.16636
> 10.1.1. 2. radius—acct: RADIUS, length: 70
Accounting Request (4), id: O0xb6, Authenticator: 55059f3f0ce697bdb606325686a4470

Username Attribute (1), length: 6, Value: root

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2250

Accounting Status Attribute (40), length: 6, Value: Start

Accounting Session ID Attribute (44), length: 11, Value: 234661181

NAS Port Attribute (5), length: 6, Value: 20000

Accounting Authentication Attribute (45), length: 6, Value: RADIUS

13:49:42.326965 I[P (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 48)
10.1.1.2. radius—acct > 10.1.1.1.16636: RADIUS, length: 20
Accounting Response (5), id: Oxb6, Authenticator: 54f30340feaf432ec3126f66dcdd4d8a

13:49:46. 318409 IP (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 110) 10.1.1.1.16762
> 10.1.1. 2. radius—acct: RADIUS, length: 82
Accounting Request (4), id: Oxbc, Authenticator: 6d5bd82dfe5913f294ad2128ede30780

Username Attribute (1), length: 6, Value: root

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2250

Accounting Status Attribute (40), length: 6, Value: Stop

Accounting Session ID Attribute (44), length: 11, Value: 234661181

NAS Port Attribute (5), length: 6, Value: 20000

Accounting Authentication Attribute (45), length: 6, Value: RADIUS

Accounting Termination Cause Attribute (49), length: 6, Value: User Request

Accounting Session Time Attribute (46), length: 6, Value: 04 secs

13:49:46. 319471 IP (tos O0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 48)
10.1.1.2. radius—acct > 10.1.1.1.16762: RADIUS, length: 20
Accounting Response (5), id: Oxbc, Authenticator: 9881fcdab1b0fd70b436429f9chdd84c
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6.3.6 TACACS+HEED 5 TIL DAL
AHEE DO TACACSHERENIE L BMEL 2 WA IX A TOUI Y /51 2 %EhE L T 72 &0,

(1) TACACS+H— R DRfEFR
TACACS+H— "R EHFH L TCWDZ &, BEW, TACACSH —A"INELLERESINLTH
HZEEMRLTLIIEE N,
« REERE DN B TACACS+H— N2 Ping (3@ & £90 2
* TACACS+¥H—/3"C TACACS+H— "7 1 7 F A EE L CTWETN?
* TACACS+H— "D 7R — h &5 TCP (49) TH > 2
* TACACS+H—NEREED— 7 Ly b F—T—H L TWETMN?
« TACACS+Y—NIZa2—PIZE L BEINTWHETN?

(2)  show =~ RIZ L % TACACSHERE DR
TED show o~ REEIT U ARG/ T o v R TR E  ASEE O TACACS+HDO R IE.
T I BATN—TRENDELWN L 2HERL TSN,

« TACACS+EHZE/ AR DR EMERR
(show auth/show auth tacacs/show auth access_group =~ K)

(c)NS-2250# show auth <
<auth information>

Mode . tacacs
su_cmd username . root

(c)NS-2250# show auth tacacs <
<auth tacacs+ information>
Default User © hone

Service Name : smartcs

{tacacs+ server 1>

[P address 0 192.168. 1.1
Port number : 49
Password . stored
Timeout © b

{tacacs+ server 2>

[P address 0 192.168.1.2
Port number © 49

Password . stored
Timeout © b
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FrSTILSa—F4 045

(c)NS-2250# show auth access_group ¢
Protocol : Tacacs+
Attribute : UserSpecific (Attribute Value Pair)

<{root>
attr_val : grp=admin_grp

<normal>
attr_val : grp=normal_grp

<{portusr>
attr_val : grp=port_grp
port @ 1-32
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« TACACS+T B 7 > K DR EMERR (show acct/show acct tacacs 2~ R)

(c)NS-2250# show acct <

<acct information>

Mode tacacs

(c)NS-2250# show acct tacacs <

<acct tacacs+ information>
Auth_deny_stop . remote
Task-id o 31

{tacacs+ server 1>

IP address ©192.168. 1.1
Port number 249
Password . stored
Timeout : b

{tacacs+ server 2>

[P address ©192.168.1.2
Port number : 49
Password . stored
Timeout © b

« TACACS+BFE/ AR DR FHE H DO e (show stats auth tacacs)

(c)NS-22504# show stats auth tacacs <
<authentication tacacs+ statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8 0
2 192.168.1.2 3 0 0 0

* TACACS+7 17 v b OFFHER DR (show stats acct tacacs)

(c)NS-2250# show stats acct tacacs <
{acct tacacs+ statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1.192.168.1.1 121 110 8 0
2 192.168.1.2 3 0 0 0 3
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3)

trace 2= NIZ X BHER

TACACS+DFRENIE LWGAIL, trace 2~ K& FT L T, AgEE & TACACS+H—
o> TACACS+7' 1 ha/Liw b L—A L, TACACS+H— "D DINENH H Z L & HER
LT &N,

728, trace 2~ R K 1000 X7 NETHRL—RATEET, 774/ ME 5037
v F T, BRTHRL—ZXEKTT2551F Ctrl-C TIEIELTIZEW,

(c)NS-22501#t trace ethl tacacs<

Apr 19 14:00:02 port_telnetd: LOGIN BY somebody FROM 10.5.30. 145

14:00:02. 913056 IP 10.5.31.186. 1477 > 10.5.31.178. tacacs: S
1949630245:1949630245(0) win 5840 <mss 1460, sackOK, timestamp 215552175
0, nop, wscale 2>

14:00:03. 034334 IP 10.5.31.178. tacacs > 10.5.31.186. 1477: S
1621187922:1621187922(0) ack 1949630246 win 5792 <mss 1460, sackOK, timestamp
537047041 215552175, nop, wscale 2>

14:00:03. 035030 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 1 win 1460
<nop, nop, timestamp 215552176 537047041>

14:00:02. 937741 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: P 1:13(12) ack 1 win
1460 <nop, nop, timestamp 215552187 537047041>

14:00:02. 938023 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 13 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938169 IP 10.5.31.186. 1477 > 10.5.31.178. tacacs: P 13:69(56) ack 1 win
1460 <nop, nop, timestamp 215552187 537047069>

14:00:02. 938436 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 69 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02.938716 IP 10.5.31.178. tacacs > 10.5.31.186.1477: P 1:18(17) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 938827 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 18 win 1460
<nop, nop, timestamp 215552187 537047069>

14:00:02. 938901 IP 10.5.31.178. tacacs > 10.5.31.186.1477: F 18:18(0) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 972637 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 19 win 1460
<nop, nop, timestamp 215552191 537047069>

14:00:03.037855 IP 10.5.31.186. 1477 > 10.5.31.178. tacacs: F 69:69(0) ack 19 win
1460 <nop, nop, timestamp 215552197 537047069>

14:00:03. 038097 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 70 win 1448
<nop, nop, timestamp 537047094 215552197>
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6.4 ZOMD ST

ZOMD N T TR D ITEIC OV TR L E T,

6.41 EEEEI—HODNRIT—FEENHEOFL

REEHL—FONRAT — REBENTHAET, REBEO Y 7 VR — MIEFHENAR & B
L. ROM E=#%Zi# L 7, ku&ELTW@W25—F7/7774W%m$Q
NT, VAT A7 hu=T B LxEE 8L ET,
HEEFHEL—FONRAT = REF 2T 2 LI X TCEEHA, AFX— T v 7774
NDOETEMIP T HZ L TRAT— 208k L £7,
MIEULDOFNET TR EZBR L T EEWN,

O A EOEPRR % ON IZ LT, “Hit Enter key to stop autoboot...” 3 FE /R S 72 5
YZ—rF—%TFL, MON>7 a7 hafRRrSEEd,

Hit Enter key to stop autoboot:
MON>

@ boot =<2 KD fileno 7> a VEFBEL T, REZHRELTWHWVE LT
BHENRAT—=ROHUALTNWARAL— T v T 77 A NV EimHR AR ET, Tﬁ
OB, EERFIZS IR E D USB A€ U O startupd 7 7 A V& i rih A T E
7

MON> boot fileno=4
Welcome to NS-2250 Console Server
Starting Bootlog daemon: bootlogd.
EEIA v E—UDRTEINET

NS-2250 Iogin:

@ AFEICH T A LTRBIMICHAAEND AL — T v T T 7 A VERRL. Y
TAMIN—=A N LIRELET,

(c)NS-2250# show config startup 1 external <

@ EERFICHAAEND AL — T v T 774 (il : USB AE U @ startupl 7 7
AV) L £,

(c)NS-2250# clear startup 1 external <
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® ALEEZ FEE L £,

(c)NS-2250# reboot
Do you really want to reboot with main system and startupl [y/n] ? y 4
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1157 A
1 —+HHEIR

18k A CTlX, ==V OMHERIZONWTHIA L TET,

AREDONE

Al = — PR
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Al A—HIER—E

AIEEIIBREFE SN TVDHE—FITIE, FTR L TWD 7 —7Zk LT IR OMERT 5 34T

l/\ij—o

< —fRo—W > %, EEEHENER L normal ZL—7Oa—HF T, <iR— ha—¥>%,
SEEEEF DMER LT portusr 7 /V— 7 O — T, EOMO 2 —WIE, REE O TH HATIRFIC

HONLDBEFEINTNDH2—YTT, HELtEXFa VT4 RY —ilhbd T, =2—HZE
HIFR L T 72 &0,
I—PIFROFEMI. 2.3 EXa)To#EE 2R L T EE N,
B, 22—V OMERIIEELET L LT TEERA,
YER
. . R— kH—iN
—_ —_ a+ 4t
1R TN—TE HEBD | IAT—FK®D KEBEBAD | KEBE~D OCONSOLE\ ADT R
o e Telnet/SSH FTP/SFTP R—EH5 e
EXTE RE/ER o544 a5 HO54> (BRI
DT ER)
root™! root O O X X O X
S B
;zig%jif% root O O O X O X
somebody™ 2 normal X X O X O X
= —P>*2 Inormal X X O X O X
setup setup X X X O X X
verup verup X X X O X X
log log X X X O X X
portusr! portusr X X X X X ok
R— b =—%> |portusr X X X X X x4

A-2

X1 a—Hroot LW portusr (FBIRTETFERA, T, BULLEEITHLIETEEEA,
%2 somebody E<X—fEA—HY>IE. suaT U RERTIT I L TCHEBERBI—VICBITTHIENTEET,

%3 portusr (&, R— b1 —HERIMEED OFF DIHFEIZ. REEBFPRNBHICFIAT 52—V TS,
MAZBEARL—YEFE>TR—PF—NIZTIERTEILIETEEEA,

¥4 GR—bA—PORDYTILR—=KZTIERTBICIE. DUTILR— DT I CREEZRET HIDELAHYET,

%5  RADIUS/TACACS+7: E DHVEREREEH —/NIZBEEEERZ L D1 —F ZERIT L, Telnet/SSH 2 SA 72 PavY—ILR— bk
Mo AREBICEEEL LTEERIJA VT DHILETAEETT,
HMFXa~> FY) J7 LA create auth access_group root 2 < > K45 set auth radius server root A< > K, XU,

M8 C 7+ Ea—+rERADIUSREE/7HDO Y b

—I\E%

Efll #BBLTIESL,




1747 B
SSH OS7s 72 YT MDEHG

14 B Clx. A%fE
DL TOET,

T 7 AT H5RFENZR SSH 7 74T > Y7 SOFERFIZOWT

B.1
B.2

B-3

SSH 7 747 Y7 b ERIEFKX

/XA T — R (Basic) RFED Bk FNEH

B.2.1  TeraTerm O# FIA(C XA T — RFEAE)
B.2.2  Poderosa OFfi FINEC A U — RFEGE)
25 B S (Public) 78 5L O #2#5t TE 5]

B.3.1  TeraTerm O aijz% iE (/A BHHEERE)
B.3.2  TeraTerm D¢ FNEA BHHEEREE)
B.3.3  Poderosa ® Hqija% iE (/A BHHERRE)
B.3.4  Poderosa D5t TMA(ZA BAHERRFE)
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BASSHY 5472 YT MEFMAR

Yo U T o BERE A TRIL L T D AREEE X, Telnet ¥— /N2 h1 2 T, SSHv2 (Secure Shell
Version 2)%— "EZHH L TWET, BENEBK LI TS SSH 7' ha/uix
Telnet 702 h 2V X0 L ZERIBEEZITOZENTEETOT, EX2 VT4 2EZELT
Wb Ry =7 TELLFHENTHET,

ARETIE, AREEO SSH Y — MERELF M T2 T SSH 2 Z 47 Y 7 SO
{£ LOl{\‘(ﬁRE)a Li?‘ﬁo

- UTF-8 TeraTerm Pro with TTSSH2
UTF-8 TeraTerm Pro with TTSSH2 (A F TeraTerm| & FEONE ) %, TeraTerm
Project IZEVEIEBSD 7 A LV AD FCTHAMAINTWNWE 7V —Y 7 by =T TY,
FELLIETROF—L_N—% TSN,
http:// osdn. jp/projects/ttssh2/

+ Poderosa
Poderosa % Poderosa 7’2 =7 MIZX VY, Apache 74 &2 AD T TR 4T
Wb 7 U =7 h =T TY,
HLLETROR—LN=U R TS ITEIN,
http:// osdn. jp/projects/sfnet_poderosa/
F7o, AREEDO SSH — N3 2 FEEOFRFE SR E R —F L TWET,

« X2 U — R(Basic)i&ilk
. /\%%(Pubhc)mbu

FNENDORIL TR TER T 27200 SSH 7 947 Y7 VOEEGFIELZ, Y7 by
= T HIZRE TR LET,

B-2



18 B SSHY 47>+ T FOFERBI

B.2 /XA — K (Basic):REE D 5k F &)

Z 2L, REEO SSH — OIS RN/ A U — RBasio)ZiF CREINTWA Y
BDSSH 7547 vV 7 FO#EREIEFEICOWTEHALET,

SSH 7 747 > by 7 by 2N, 4.8 RESH 2ZML T, FiioALE
B SSH — "BREMNTET L TNDZEEMBLTIEEN,

SSH“‘j‘_/\O)wuu FRED Tbasic)] IZEREINTWNSL I &

— F 2 —PFEREDREMN [basic) ITHEINTNDHI &
'X‘JI%@/) TIVIR— MR LT, SSHZ T4 7> FSSHEE AT AT SN TWAH Z &
« REEE DOSSHY— N3t LT, SSHZ 74 7> MBSSHEE e A GFr ST bh Z &
R — A B L OSRA T — RRKGEI RTINS D L
CEEE— Y RRGO Y TR — M LT, T ERAEFAIR TS Z &

T TRORKEEELET,

« RAGE : 192.168.0.1/24
— bz —V¥4 . port

c NATU— K : port

c PRI T LR — b ¢ ttylo

- TCPA— F K& : 8310 (MIHARR E)

« SSHiEfEE— K T NAD— RKEEE
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B.2.1 TeraTerm D& FIE(/ SR 7 — FEREL)
TeraTerm #iEZH) L £ T, TeraTerm % LENT 5 & EEHILDO ATTHHE A TR RINET,

B-4

[RA B ICAREEDOIPT FLAZ AN LET,

[— b %] [LSSHZ IR L 7,

[TCPAR— b | IZXHRDOSSHAR— FDTCPAR— FEEZE AN LET,
[SSH/X—20 5 > ) |ESSH2 A 4R L £ 9,

TTSS5H: HL S
® TCF/IP A2 T 192, 148.0. 1 v
M2 1) (0]
H—E 2 O Telnet TCPt— F#(E]‘ 8310
® SSH SSHy A —24 3 (V)i |S8HZ v
O @i
0+ 3)LIC): UNSPEC «

O )7L

Ok, -+ L L

X

B-1 TeraTerm /8NR ™ — FEREE(HT L LMVERTD)

TOKJ) Z@#IRT 5 &, FIREHGOBRIZITTREO X 9 RiEad 23 2R S ET,
el o) 2R 25 L REILEIL Z OBHE IR T SUEE A,

iz —=F!

R =T known hosts U 2RI FUENTLER A
"192, 1680, 1R H TSR HIEERSEIEEL
£ LT LR = e ELTLOSIeEER A T
[GEELT &

iR 2 M known hosks U 2, < ZIEDD L3S S REE{ T4,
(. ArEECDESFIRNEE A

At =T hast key D220 b
| 25:a2:40:96:75:58:25:85:50 8617 Let6h 19:6bibE |
il A R known hosts U2 HZIBI0E 3 (4

| wmia | | wmeer |

B-2 TeraTerm /AR — REBEE(EF ) T4 Z&
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SSH BREDHEE N F R INET DT, FTrROHEAEZHEEL T I,
[ —W4 | IR — b2 —PFHEATILET,
[RATZ7 L —X] [ZHR—bha2—FDORXRT—RFE AN LET,
[TL—0 T %A M2 28R ET,

PLEZE AT, #R LS TOK) 2@ L TRICERE T,

55H 2=¢ [Z”EI['E

Logging in ko 192.1658.0.1

SERAETY
2—H - port |
ATV =7 (B e |

@ F LT 2 bR ER L

O RSA/DSA key BEH | |

O Feloriie LAR 2FTEIR SR — — R 1 8307 K

| ok | [ e |

B-3 TeraTerm /8RR J— KEEEE(SSH #2:)

TeraTerm & AZEE ORI T SSHv2 OWENHES LET, REBCTR— o /2 E1FET5
REZ L TWIUE, REEDOR— b — N Ao —@HENRERINET, A— o7 &2k
FLARWERETHIULS, FOFEFEL U TIAR— MIORLDBNT EGR S c s SN E
bg‘o

B°192.168.0.1 - Tera Term VT =3
FrLEY REE) SRR Teb0-)L0 el AJLTH)

ost 1 “BmartCl” B
abel @ Tokyo-Switchl |
1 : display Port Log
2 @ display Port Loz (LAST)
2 . =tart tty connection
: cloze telnet/ssh session
b I ghow all command=
ty- 1 rw

|

B-4 TeraTerm /SR 77— RFERFE(AREBEDR— bH—/\A — 21 —[EMH)

B-5



B-6

B.2.2 Poderosa D&M FIE(/ N R 7 — REREL)
Poderosa Z#Ei L, [7 7 A/ — [ Telnet/SSH £t | Z IR L £,

4 Poderosa

BRLLYIZAFWME  CireShift+N

A Telnet /SSHABFG MY, Alt+N
3B cvewiniEiE C).

AL — i FERRC O
e — by FERTFIE.

FAT Citr +Shift+w

® B-5 Poderosa/\Z 77— FEEEE(HT#R Telnet/SSH #£#5)
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Frl ]

[RA B

HRFRENETOT, FTiLOHEEZANLET,

WCAREEDOIPT RLAEZ AT LET,

v k2L [ESSH2Z &R L £,

i N e

$tESSHAR— F DTCPAR— FF 52 A LET,

[(THT b A= ba2—VHEANLET,
[FHEEHIE] 1T A T — RERINLET,

RE LD TOK] Z#IRL TRk~ERET,

HIRIEGET TREDO A vt —VHENAE RS ET,

mmEe X
7, M (HD 118216801 v |
JobLE  [SSH2 v|
H— T 2310 v |
SSH/{SA—4
A R ||:u:|rt w |
SEIAEL | SR v |
BAT = |**»c*| |
oL .
"1
o4 ERL) L v |
04 O FAFEE
TVI-F4HE -8 v |
O-HATI-0 Lty v |
HETOIEEN  (oR v |
FEERCD | xterm w |

| ok | [ #et |

B-6 Poderosa /SR — FEREE(FTARHEER)

NIV 2B TRA~ERE T,

Poderosa »

€

zzh hostkey fingerprint c1:33eb:d713b01:a1:43:8d1 a5 % 44ecc2:dB:fa

SEHT— e FfE s sh_known_hosts([CEFRENTOFEE A BRELTRITLESM 7

AR T

X B-7 Poderosa/ARXRT— FEREH(EF2UT4E

B-7
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Poderosa & A%EE DO C SSHv2 DBENHMY LET, AEECTHR— a7 2Rk GEFT 5%
Ex L TR, REEOR— M — N Ao —lEAERINET, A— a7 2R7EF
LRWERETHIVUL, FOEFE TV TIVAR— MIOBRB N TR G T e S VE T,

}%102.168.0.1 - Poderosa M=E3
TPAE  REE TU-LE YD e RO ALY

PP i BT CR > TLO-T1uH ut-8 » @ ) eeneric 5

¢ 1192168101

Host : "Smartci3™

Label : "Tokyo-3witchl”

1 : display Port Log

2 : display Port Log (LLST)
3 : 3tart tty conhnection

4 1 eloze telnet/3ash session
5 ¢ show all cotmahds
cey-l:rws

=

B-8 Poderosa /AR T — FEREE(AEEBEDHR— bH—/\A =1 —EMH)
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B.3 ABA##(Public)sREE D #E#E T IEH

Z :’C‘ﬂi\ $ %0) SSH "j_'—/\o)n»l_‘ nﬁﬁﬁb‘/\%%(Publl(})muu Eéz}’b’(b‘é%é\@
SSH 7 747 v Y7 b O#RFIAFIZ DWW T L £,

SSH 7 947 N7 "o d 50z, (4.8 BRESRH 2L T, TiioAR%E
BODSSH — "BRENZET L TWAZ EHMERLTLTEEN,

« SSHY — "OFFERED [public) ITREINTND Z &

« RN— b —WHEARED [basic] ITRESNTNDHZ &

KGO TIVR— MIKFL T, SSHY T4 7 > ROSSHEE i &2 7F Al STV D 2 &
< REEEDOSSHY— NMTxt LT, SSHZ 74 7 > M ASSHEE A 7Frl ST Z &
BT AB L OVRA T — RRREEIN TS Z &

B — ROV Y TR — MIX LT, T/ EREZFAIINTNDH I &

ZZTCEHTRORELZEELET,

N : 192.168.0.1 / 24
R— b2 —H¥4 : port

LU T AR— R o ttylo

- TCP H— R E5- 8310 (FIHIRRE)

« SSHimfgE— K o INBHEEEEG

INBRBEERFEIZ S A U — REAFE BAe v . SSH 7 T4 7 o MAITABHSEFL B 2 VERL L .
AAEFE AN ABRSE A BT 2 FIES M E T,
ARIEE N AR — T 52X TR0 FTT,
- NBREETER © OpenSSHZ +—~ v b
R EHE R . RSAHZ (K2, 048bit) / DSAH R (K1, 024bit) / ECDSAKE -
(128/256/521bit)
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B.3.1 TeraTerm O ik i (22 B SEREEE)
AAEREZ SSH #fc 9~ 5 RiIC, TeraTerm CTAFHSE/ABETEL ERL L 7,
TeraTerm & #28) LC. [ — [SSH Key 0kt) & L £,

Tera Term — [disconnected] YT Z E”‘b__q

eI HREE DSl ROl e B AL
i W (T
Py BN
A HEL
F—afi— K.
2P ILA—FEL.
FOEEL.
SSH b FethHL.
S5H SRR A
p R Sr A S e N (8}
55H Key MERRED.
TCPAP.
FRF G
FMitDERTE )

SRTEDIFTFEL.
SRTEDIR A R

F—gudlERdAG L.

[

=

B-9 TeraTerm ABASEEREE(SSH Key DA )
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AT DME AR RSN H, RSA & L <13 DSA O St A @R L,

[ Ak

EMTLES, EPERSNIZRIC, mATL—ZXORENTEDHE IR ETOT,

AT L—=A& AN LET,

e NAT L —X

WG A2 BAL T A 72D D /AT — R T,

RIEEONRAT — R E3BRH Y A, SSHER ORI
MEIZRDETOTENRNIIICLTLLEEN,

TTSSH:key OB

key 242

(O R5A1 (%) RSA

X
O DS
SO

key AT L—F1 ke |
HAT =AW

|x***| |

| public key— 1% | |  private key— {77 |

B-10 TeraTerm AFAS2E2EE(key DYERK)

NBAHEE 7 7 A VIR TFELET,

Save public key as: @
IRTFIBBAG: | 91 Jok1-s v| O F &
- JA36 AF FD (A
i eSS (T
BikfEoiord )l e Data (D)
~ L DVD-RW RS (B
¥ — 3 e
LL% LLDVD B3 (D
oA BDVDEST ©
T4 FE1A
‘thﬂ
- 7T B i-:I rzapubl vl [ [EXe 3] ]
A AINI=D S L qAEEY [SSH2 RSA keylid rsapub) ] il
B-11 TeraTerm AFRABEEREL(L BB DR FFEIM)

B-11



IR A 7 7 A MITIRTFE L ET,

Save private key as:

IRETBEAD: | T -8 v @@

3 35 AF FD ()
(s VS O
iR {Eot )l | |5 Data (D)
_ L DVD-RW B3 (ED
(£ L DVD FS4F (F)
AOVD EST @

FAObuT
1 FEasb
2 Tk
L. IrA V00 [ v [EEe ]
A AEI=T Se{LOFEBT:  [SSH2 RSA keylid rea) v FouBl

B-12 TeraTerm AR (FEZRORFEME)

BEORAEDHET LI b Key OAERRBIETF ¥ /A THUETIZEW,

PR L TR E T 7 A NVITIRAF LTZ D, AR AAREREICRER L 9, RFF LAk
ETHRA T 4 ZTHONTIEZS Y, FRRIEESTRIC RSA 28R L 125812 1F

ST APHEOEI T,

| id_rsa.pub - XEHE
J7AIWF) E|EE) SH(0) FERNV) ~LITH)
ssh-rsa AAAAB3NzaCve?Eaaal [wALAIEAL Bs+OGFz2 507 o000/ eFul gt cOkDb -

F/v0eeuMRPRyCatWR ] UFJ rMEEZFR3SYAPOOr T7sBLI runch8swlllipiel 1t 1 GoJG
Tzoba Ve M f+0 TndvEMEai+ek 85t Dzub3 habheeVelbkaD M3k 7Y ot KCWEP

AORAULBHRJIRAFS = temphonca:

B-13 TeraTerm ARASERIL(AMABEOIE—)
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18 B SSHY 47>+ T FOFERBI

ARILEIZ 74 2 LT, setuser sshkey 2~ R Tabt— L7=AREEZEHELET,
BWHICSATE AN N S IZEE LT &N,

(C)NS-2250# set user port sshkey public ssh-rsa

AAAAB3NzaClyc2EaaaBIwAAAI EAt8s+CGFz2sq7q00Ap/eFu8gtcOkDbF/yOeeuM
RPRYQQtWR j j UFIrMQ8ZFR33Y4POQrT7sBUtrunch8swQipie01t1GoJGTzobs7Vg
7Nj F+0Im9v8M6eX+gKJIX5tDzub3/hg5hcgVeUAkgDIN3wvk7YotXCyEPADRAUVS5

hJKdF8= temp@xXXxXd
(C)NS-2250# writed

B-13



B.3.2 TeraTerm M ¥k IE (2> BABEEREL)
NG ATEEICREE LT 5, TeraTerm 7> 6 AREEE DR — b — TR ATV E T,
TeraTerm % EE)T 5 &, LD ANBEEHNFRINET,
[RA B CAREEDIPT RLAZ AT LET,
[ —bE 2] [ISSHZ IR L £,
[TCPAR— k| 1T EBAR— FDTCPR— FEFE AN LET,
[SSH/N—0 3 > ) IESSH2IZ 72 > T\ Z & Z R L E T,
PLE&EAT, BIRL7Z6 TOK) @R L CRIctER £ 9,

TTSSH: LIS [z|
@ TCF{IP A2 T [192.1688.0.1 v
B2 k0
H—E 2 O Telnet TCPA— - #(P): g3t
® 5SH SSHy =27 3 V) S3H? v
O Fdi
0O+ 3JLACH: UNSPEC »

O )7L AE:
Ok F ) L

B-14 TeraTerm ABASEFREL(HT L LVESHD)

B-14



18 B SSHY 47>+ T FOFERBI

SSH fBFEHENFE REINETOT, FTitHEBAZRELET,
[—WP4 | IZR— ba—PHE AN LET,
XA T =R IZEERRRICERA LT XA 7 L —X% A LET,
TRSA/DSA keyZ M) ZiEIRL, RERO 7 7 A NAEZHRELET,
FRMBEEINTZS TOK) Z@&RN L, iz is L 9,

EEX]

Logging in ko 192, 168.0.1
EEEETE

3=t —a: | part |
MAZ =2 | hekcknk |

O F =T A MEER L

(3) R5A/D5A key S{EE [Private key file: | | Ci¥d_rsa |

O Fo bt LA AREIEERF — R — R A 83071700

| o || smemEn |

X B-15 TeraTerm 2ABfA#EER5T(SSH F23L)

SBEFICE T3 % & . TeraTerm & AZERE DR T SSHv2 OWBIENHESL LF T, ALERE TR
— b PR RETAREEY L TWIITE, REEOR— F— X =2 —@EAFERINE
T, R— b a2 RFLR2VRETHIURX, TOFET I TR — MR
SRRt SN E T,

8°192.168.0.1 - Tera Term VT =T
FrAVE REE REE Job0-0) tauERwh AuLH)

ozt ¢ SmartCs”
abel | "Tokyo-Smitchl” 1

2

1 display Port Log
2 ! display Port Log (LAST)
3 ¢ start tty comnection

! cloze telnet/ssh session
b1 zhow all commands
ty-1irw>

£

& B-16 TeraTerm ARERIE(REEDR— b —/\A = 2 —EMH)
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B.3.3 Poderosa M HE TR E (A FASEERETE)
ASEE I SSH #2659 211, Poderosa TABHSE M ZRZ1ER L £ 3,
Poderosa ZiE£®# LT, [Y—/ ] — [SSH#IERY V' — K] ZEIR L £,

& Poderosa

S BN P (s

el a0 o [ | Poderosad A2 k04 DFTE.

FhesgRa S AT A2 E .
DILAF =L TT G

A0
e e It L (R

X B-17 Poderosa 7ABi#2E35F(SSH D EFIZER)

B-16



18 B SSHY 47>+ T FOFERBI

SSH #DIERLY 4 ' — FHEN R R SNETOT, FRROHAEZRELET,

= A : OB FRTT, DSAFE-IIRSAZIBIN L £,
Y ; 2L FUTIE U Tl (RSAIZ 2048, DSAIZ1024) 23BN L F 7,
e RATL—R : W2 5T 272D D/RA T — R T,

ARIEEONRZAT — R E3BGRH Y A, SSHEER DERIC
PVBEIZRD EFTOTENRNIE I LT EEN,

FRERELLEDL R~ ZBIRLE,

SSHEFERD A1 — F (%]
SEHIMTEE A ERLET, I A Ly Fo b s
Tl AT L2 A LR,

TILAUZ L RS v|

P HEIED 2048 v |

FATL=AE) [ |

BEIAC) e |

| #vt | | e |

B B-18 Poderosa 2FASEEREE(SSH BIER ™~ « ¥ — F 1)

BEOVERDIRE D £3, BLEE AR T 2720~ 2% A v — VN TESIZEIN L
£, ON=PEETBE L oBEmEAY &b £97,

SSHBPERRM . — X

EL RS LE, O PR TS A R EL A CE L
T, sLErEfigLraiEin.

B B-19 Poderosa 2ABASEEREE(SSH BIERK™> « ' — K 2)
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BNERSNDETRHLET,

SSHEIERYF —F X

SLENDERFAEEO0E LI, SOE BSAFEDETHTHEY
Frarcl IR bl 2 e s R b T A o

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi

R,

B-20 Poderosa 2 FBEFREE(SSH BIERL™Y « ' — K 3)

MERAZE T LE LTc) OEEATRES R~ 23RN ET

SSHEFERR (4 — I X

FRAFET LELE.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi

B2

B-21 Poderosa 2AFASEEREE(SSH #I1ERK DT T)

B-18



18 B SSHY 47>+ T FOFERBI

B SN Tz 7 7 A VICRAF L £, RN RS2 ARl 2 110 TRAF) 23R L,
WEEE 7 7 A WRIF L ET, BOAANIEE TTRERRFICEA L ETO T2 D &
ITHRAFL T IZE N,

SSHEIERYF —F X

FRASE T L L, MEERED — LR A ML, o
F— b MEEOT S

[ HERERE R TIRFE. |

|_SECSHRERTAREEEREOUTIREE. |

| OpensSHRERAT LA RRERETE O TIFE Q.. |

| et | | FT |

B-22 Poderosa AR (MERDRTE)

W R 25 e BRLT7 7 A VITRIFLET,

RO (27 PX
IBFIBHAC: | ) 71 Te1-8 v 0%
r JA35 12F FD ()
e 5YS T

Bl {Eok 774l |5 Data (D)
_ 2 DVD-RW B34 7 ()
@ L DVD E5T )

T4 BE1A

‘ 74 Tuk1-5

-

A=

Nz 41 prY b | I 1F1T (&:‘ l
TrLOEET: | | oot

B-23 Poderosa AR (FEZBR D RFISETDIEE)
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[FERIC ARG IRAF L £9,  [OpenSSH A TR Z 4 /i 2 141 THRAF) ZZIRL T
FERIZIRAF L TS 7230,

SSHEPERI( T — X

FRASE T LE LI, MERED IR M., s
B b MEE TS

[ WERE RO TRTE. |

| SECSHRERTLAA@AEmEITIZEG. |

| OpenSSHRE T RREEEATE D TR0, |

| et | [ =T |

B-24 Poderosa AR RII(ABRBORTE)

NI E RATFT DT BIRL T 7 A MITRIFLE T,

PR (317 (0penSSHI4 — T b} 3
BETRBARQ: | 7 15 v 0% i@
r JL35 4 FD A
i e SYS (G
Bif{E- L7l | e Data )
— L4 DVD-RW B34 (ED
@ LADVD B34 ()
Fahkyy | [SDVDESTE
74 EFaAub
‘ 4 o148
RRIE R Sy ns-2240) v EEE

TrA LOHEEET: | SSH Public Keyttpub) | Feutl

B-25 Poderosa AR RII(ARBORFISEMDIEE)
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18 B SSHY 47>+ T FOFERBI

INPRSE L R RE T 7 A NVITIRIF LTZ D, AFBAAREREICRR L 9, RFF LI AbH#
BT HRAPET 4 ZTHONTIZS Y, TS RIC RSA 21BN L 25812 1F
ST APHEOEI T,

e £ w W=

FrAILF) EE(E) SH(0) |FRNV) ~ILT(H)

ssh-rsa AMAABINzaCTwcZEASALRT ALADE Aotk 3A rlT TSLYGDIGHSY YA -
+f J iUa0wd BMJEDL TCPBw A ARUHBK+ MG M5 § 594K | ATTHk+UBHYRY Om

+ABT0kUF DAF38AeFeBO05GmTMacCh e YorME ID8 24 SWUETPOOC)Sexmz0nY 10heHi f 1 2RI laiutahD1nR I
+HDs4EVY4WY o i e8vzBX0m rOuzbFust 88 12QTERYZ j wzPalSzmyME | owCnv/Eze

+]1 TFpS9Ys J2WRa4 4FG i ESPMNFef nY rB1Hsh Keldhd3 «t E iRDRkR=ZpblF zMnMed P i o=B i veg TMT ZUj ed gq
Of wr Y BUGOSR rahvbXegHt MaST 3Y2ew==

B B-26 Poderosa AFERH(AREOIE—)

AREEIZa 7 A LT, setuser sshkey 2~ RTab — L7z /AM#EE KL ET,
BHICEATIZAD FHEADOTHEE LTI ZE,

(C)NS-2250# set user port sshkey public ssh-rsa
AAAAB3NzaClyc2EAAAABIAAAQEAVO+K3ArMLISLYGDIGHSYVAVt+nY jmMUaDw4BM
JEDL ICP6W/9AhUHBK+JIONXG/Ns5tj694KiATIWK+UBHYRYOm+A870KUFOAF38AgF
eB005GmTNgcC5c1VoXM6 1D8g49WUE7PO0CISgxwzDnY1lo5gHjFi2R1IgjutahDln
RI+5Ds4EVY4WYqie8vzBXOmrOuzbFwsf881gQTFRV2jwgPa0SzmYNEiowCmy/Eze
+1TFpS9VxJ2WRa44FGiESPNFefnVrB1Hs5KsWdhd3xtE iRD6kRsZpbOFzNmMgdrP
iosBivcgTM1ZU je4ggDFwnYVFEUGO5r5hVbXgHtMgSF3V2ew==J

(cINS-2250# writed

B-21



B.3.4 Poderosa O ##tF IIE (2 B EREE)

B-22

INBHGE A ARLEE 2B 8k L7- 5. Poderosa 7> HAIEE DR — kY — |2 HEHgE
Poderosa Z L@ 5 & | ¥l mim AR RINET,

[RA B ICAREBEDOIPT FLAZ AN LET,

[Za bzl [ESSH2 A8 IR L £,

[AR— ] IZHERSSHAR— hDTCPAR— FEEE2 AN LE T,
(7HTy b IR — 22— EANLET,

[GERET L) X ABRSEA BN L 7,

[DSAT7 L—X | [ 3ERFFICERH LA 7 L —XE AN LET,
M7 7 A V) IIERR LT 7 A VA BR L E 7,

bz ATy, @RS TOK) 2R L CTRICHER £,

HmEe ]
7, M(H) 19216801 v |
JObIME  |S5H2 v|
H— (T 8310 v |
SSH/SA—4
el Ry, ||:u:nrt v |
el | R v |
HATL=RAED  [wownk |
2 I R |O:¥n3224ﬂaccess.prv |E]
R=z1)

DSQREBIL (&L vl
08 DiFFEE
ILI-T4HE g v |
O-AAII-0F Lty v |
TN [oR v/
LA | xterm v |
| ok | [ Feot |

B-27 Poderosa AR RAE(FREH)

ZATWVWET,



18 B SSHY 47>+ T FOFERBI

FAEIZ R Eh T 5 &, Poderosa & AMEE O T SSHv2 D5 ML L 9, AEE CTHR—

a7 ERAFTHREL L TWIUL, AEEOR— M — A= —lHEPRRINET,
A= a2 BFELR2VWRETHNE, TOFEFE U T AR— MTORRNT-BER XS
Al S ET,

4% 192.168.0.1 - Poderosa |:||§|E|
TME  REE TG MDD ek mVHH)

PE PS> e R 2 IV1-F44 uti-8 « P L] eereric 2

s 119216801

Hos=t : "3martc3™

Lakbel : "Tokyo-3witchl"™

1 : display Port Log

2 : display Port Log [(LALST)
3 I start Lty connection

4 : close telnet/sszh session
5 : show all comands
tLy-l:rw>

B-28 Poderosa 2ARBRII(REBEDKR— Y —/\A =2 —EH)

B-23






7% C
FRUEz—RE

RADIUS ZZGE -~ 77> FH—/\ZREH

8 C TIE. 7 MU B =2— & RADIUSFEGE/ 7 H 0 o b — SBREFNZ OV TEH L TWET,

REDNE

C.1
C.2
C.3
C4
C.5

C.6

RADIUS ZGFFRERE/RADIUS 7 1 7 o M RERE

RADIUS G8FEH — NZEET D57 MU BEa— b
ARIEE DU 5 RADIUS FBGEH— D7 h U B a— K
RADIUS 7 7 > b H—NIZ ﬁfa'ﬂ—57 F)E=2—h
RADIUS G/ 7 B 7 v b — Ml D3R E ]

C.5.1 74T DB

C5.2 =—TDEE

RADIUS 7 H Y v b —_"DT H 7 by

C-1



Cl1l

C-2

RADIUS ZEFH#EE/RADIUS 7 h ™9 > HkRE

ARHEE I RADIUS BERERERE DR E AT D & ABLEIZ 0 7o & LICRROAED > U 7 LR — b
~NT 7R LUT-RRIZ, ZIK’H‘%@ RADIUS #GE7 7/1)7/ MZ$eE & 317= RADIUS §BAEEY—/ N~
mhnEE?k(Access Request /X7~ M) Z41(F L“C:L**ﬂ‘@nwi%ﬁb‘ijﬂ

RADIUS FEFEY— T —VORGERKET 5 &, RADIUS FEREY — NIFFRGERE D37 o b
(Access Accept /X7 N AARLEBIZHEE LET, REEITZE LIRS v MCEENT
W57 hU Ea— MEBRIZESWTEWEL X7,

RADIUS FBFEY — T —HF OFFEI R T 2 &, RADIUS FiEY — NIERFEHESG O/ 7 » b
(Access Reject /37 v N & ARIEEICEE LET,

AEEEICRADIUS 7 W 7 v MERROREEITH &, 2a—Fou s o0ul7 7 vOTHY
v ME#EZ RADIUS 7 7 v M —NICEFE LTIy MERERTFLET,

RADIUS #FEV— N CTREFEICKREI T2 & AEED RADIUS 77 b7 A4 T v Mk
RADIUS 74 7 > h¥—sNMZT7 B> b START /87 v h&EELET,
Z—PRRIEEOFHE2K T (2 777 b)) Lz RADIUS BGE— N TRRGRIC KT 2 &,
A#EED RADIUS 77 v27 547 hix RADIUS 7H 9> b — 27 AT b
STOP X7 v hEXELET,



18k C 7 FJEa— k& RADIUSEREEZ A0 > b —/\EREHI

C.2 RADIUS ZBEEH—/NIZEET A7 R Ea—+F

ZIKIH: D RADIUS wquy 747/ }‘73)}‘ RADIUS By nﬂij_%/\ 31:‘1!3—;—67 }‘ ) Eo— }‘ %T%

ALET,
#& C-1 RADIUS BBEEY—/NISEET ST U Ea—+H
FhUEa—tE | % | BO no®
UserName 1 | STRING leE%;iﬂii:Glz: ;f; j O User-Name % @3EC% 7
User-Password | 2 | STRING | Soib &S0 &2 =0/ A Y — FTT. /A2 0= FIHE

BELEI T2 ENTVET,

AREBEOIP T RLATY, 7 R Ba— haEELEY T
ATV NOFANHEH I IET,

AMEBORA N TY, ThIEa— el ELEY T4
7 OB R SN ET,

set auth radius server nas_id =~ R&{# 95 & . NAS-Id
WALBE OSCFFIBFAN S TEE SN ET,

Ty g rEHHIT S ID T, EENTI=—
BiEEf->-F52HENET, Eyiar ID Z727 &=
Acct-Session-Id 44 | STRING | EREIZA 7 U A P LIZENMEH SN E T, BGEER
Ny hCHERHanEyar ID I, TAT R
START/STOP /37 v MZ BRI UHEENEDLIVET,

NAS-TP-Address 4 IPADDR

NAS-Id 32 | STRING

C-3



C3

C-4

AEBEHNUNIET S5 RADIUS

l:uL.\nIE-U-_/\O)7 l“ U l“

ZIK"H: 7‘7)‘@@?—5 RADIUS BGEY— D7 R B 2— b %T% V2N Li—g—
TRUSNOT Y B a—  EZE LGS, AEBEBIZEOT M) Ea— FEBEHELET,

# C2 AEBHNUEY S RADIUS REFY—/\DF7 Y Ea—Fk
FhrJE21—FE | BE ENE " =B
Filter-1d 11 | STRING | 2—HIZRETDH 74NV FL T, 2—F DORPOR—

b —¥RT 7Ry Y T AR— bERELE
o

g
UTFOHEIC—fa—F e he LET,

A 4 @ | set auth radius server normal
filter_id_headNS-2250_NORMAL M EINTEY |
“NS-2250_NORMAL” b h4hE 25 Filter-1d % ARLEE N
=5 L% 6.

AR HE B 12 create auth access_group normal radius
filter_id normal_grp 2 E S TEK Y, “normal grp”
EEE & Tz Filter-1d 2 AR E DN ZAE LT-56A

WEEE o —
DTFOHGAICEEEHL— L2 LET,
EN S Z set auth radius server root filter_id_head
NS- 2250 _ROOT RAEREINTEY, “NS-2250_RO0T”
NOIGFE 5 Filter-1d 2 REEDZ(E LI A.
ARIEE T create auth access_group root radius filter_id
admin_grp 23e%E INTFH Y, "admin_grp” & 3 E
iz Filter-1d 2 ALEE 03215 L1256,

W b
U\Td)izﬁ—/a\ﬁ:ﬂ‘f~ ha—tFE B LET,
ARIEE T set auth radius server portusr filter_id_head
NS 2250 _PORT M E X %’LT% U “NS-2250_PORT”
b s E 5 Filter-ld % A3k ZELESLA.
“NS-2250_PORT1-16,24” LRE é irmb VOHEICE. £
DR — b= IV 7R — b 1~16,24 1CT 7 AT
HTENTEET,
ARIEE T create auth access_group portusr port 1-16,24
radius filter_id port_grp 235% /€ SN TEY | ”port_grp”
L FE 47z Filter-1d & AREEENZ(E LI2GE, £OR
— hFa2—HFRFTVTAR—F1~16,24 (2T 7 AT HZ
EMTEET,

Filter-IdA3 &6k S AL TV R WIS Filter-Id D fEA

set auth radius server {normal | root | portusr} filter_id_head
a< K, BLU, create auth access_group {tnormal |
root | portusr } radius filter_id=~> K CHE LW
NOXFEIE L —FHLARWE AL, set auth radius
def_user =~ o ROFRBEICHE > TRRALLIE T OV E
ER




182 C 7 FrYUEa1—F&E RADIUSERSEZ A Y R H— /R EHI

RADIUS FEREY— "D —HIZEED Filter-Id 7 b U B2 — FRHREI N, TNENDO 22—
7%49 5 set auth radius server {normal | root | portusr } filter id_head =~ F# L <L
create auth access_group =¥ RBRHEINTWAHEEIL., TROZ—FTus A LET,

07 A CREOESENIEIL, OEEE = —V (root), @— %= —H (normal), @A — ~ = —H (portusr)
<7,

A VT = ROEAEIZIE, KlEke 74 TlET 7 B AEROQD 5 LEREOE N O TH
T4 L, K= R =D T 72 RAIQDT 7 v ARG DGEOHR A L TEET, L
7 hNE— RO T A VR, Z2O2—F0FROT 72 AEROOOD 5 bbb o & bEBEEDR
WwbotTae A LET

* C-3 #E¥#Fiterrld 7 b)) Ea— FEBEICERINSI—Y

- Filter-1d O EHNE A LI FE—R L7 hE—F
- set auth radius server {normal | root | RAET 7+ A R—Fr727ER

portusr Jfilter id_head =~ ROREDH

L < 1% create auth access_group 2~ K

D TENE
EEE o — EEE o — X(7 7 ARA) | EEEHa—
e —Y — L —Y XT 7 AR | g —H
A—ba—¥ X(T 7 EALRH) | A= ba—HF A—ba—¥
R — g WHEHS—F | X7/ EART) | R
EEEH — /R — b —H EEE o — A—ha—% EEE o —
— =R — F —H — i —H Nl N — i —H
EEEHE — o — /R — ha2— EEE o — A—ha—H EEE o —

C-5




C.4 RADIUS 7HY Y hH—NIZEETDHITFRYUEL—F

AdEED RADIUS 77 b7 47 b3 RADIUS 7 hH 7 v b — Nk ETHT7 U B
— FETRIZRLET,

START IZOR DWW TWAT RU B a— MNMET A b START X7 v MIHEMINET,

STOP IZOM DN TWAET hU Ea— MIT A b STOP N7y M En £,

%= C4 RADIUS7HHY bH—NIZEETEHZT7ZRYEa—F

FhUJEa—+E | BE fEDE START | STOP "
User-Name 1 STRING O O | FiEze=F 52 —P4 T,
AREEFE TN 64 35D User-Name Z AT £ 4,
NAS-IP-Address 4 | IPADDR O O | KEEDIP T KLVATY, 7hIbEa— 2k ELE
D747 MO SNET,
NAS-1d 32 | STRING O O | AEBEOKRAMMTY, 7TV Ea— b aXELZZ T

AT v ORI ET,
set auth radius server nas id =~ R&fliH &

NAS-Id [ZAEE DO FHIA M S TEE S E S,

NAS-Port 5 | INTEGER O O | AEEOD tty & o7,
HA VL7 bE— RDOR— bz—H : tty FH5(1~48)
LY FE— ROE—bz—H : 0

a2 Y =L O— R —H : 10000

telnet/ssh O —f%/FrkE = — 3 : 20000+ & PN pty & 5

Acct-Status-Type 40 | ENUM O O | 7Hhvr busZofERTT,

771 b START /3% v MMZiE 1(START), 7h vy
~ STOP /3% v MZiE 2(STOP) s S v E T,

1 : START

2 : STOP

Acct-Session-Id 44 | STRING O @ ThH vy arID Ty, 778 AERMEIIA
Y7 YA fi(=—7 7 10 EHIEOFE =) D3ME
HanEd,

Acct-Authentic 45 | ENUM O O =P OFAED A TT,
1: RADIUS 83
2: LOCAL 8

Acct-Session-Time 46 | INTEGER X O | 22—V —E R &% 1T =K (sec) TT,
Acct-Terminate- 49 | ENUM X O | By a YWk,
Cause 1: User-Request

Z—P 6 DGR ERIC K 5 Gk
15: Service-Unavailable
i*‘U‘ﬁ)%;kTé‘ﬁ‘ VR AL E PRI TE 2N
WZHIWE (B RREERL, TTY R— b DT 7 & AHER
ﬁ&w%é&&)

C-6



18k C 7 FJEa— k& RADIUSEREEZ A0 > b —/\EREHI

C.5

Cs1

Cb5.2

RADIUS EBEE/7 Ao > b —/\RID R EHI

Z Z Tl Livingston 52 ® RADIUS H— O EFl 2B L E 7,

RADIUS #— NIZL o TREZ 7 ANART P Ea— FRERYEFTOT, 49, ZFHO

RADIUS §35E/ 7 1 0~ }\"j‘%/\@‘?v—:r_j?/l/%ﬁﬁn L<¢< f_éb\o

D347 2 bDOERF

RADIUSERGE/ T B 7 v M — NI Z RADIUSERGH T o v~ ]"‘j_k‘/\%*”ﬁﬁj—5774’7/ ]‘(zt:/tb

E) & Bk L ET,

Livingston 5% ® RADIUS #&GE/7 H 7 » b — 3TiX, KEED P 7 FLARKRA M2 HNZ

=7 Ly FF—(ftest123) % clients 7 7 A WITEEE L £97,

=7 by hFR—IARYEE L RADIUS G T A0 b —"TRIC b D& L 7,

RADIUS A7 B 7 b % — 30 clients 7 7 A /L DX EH

#client Name Key
SmartGCS test123
RADIUS ZEE/ T H v Y — 30D clients 7 7 A VICAREB O R A N4 288 LT-BE51X.

RADIUS F8GIE/ 7 1D & F ¥ —230D hosts 7 7 A WICAREED IP 7 R L X288k L7,

RADIUS i/ 7 7 b ¥ —30D hosts 7 7 A L DR EH

‘192.168.1.100 SmartCS

A—H 0K

RADIUS 7% B 'Tj‘*—/\&::!_*—"j‘%y‘kﬁ Li—g—
Livingston 2 ® RADIUS ®GEH —/3Tlk, = —HIEH % users 7 7 1 /LIZ
ARIEE CTRIETE 5 RADIUS =2 —H 4 OKR K LFEIL 64 XFTT,

/T\g*‘ ]‘:L*"]j‘@ﬁ% RADIUS [ pft']j‘*‘/\i ﬁ‘ﬁ‘?’%’)%ﬁéi\ T?EODJI 5 @:\

RaXekL£7,

users 7 7 A VIR EH) 1

Bk L ET,

A—PHE N —

#tR— b 1—4 (User01) MEEE
User01 Password = “pass1111”

#R— b 31 —4 (User02) ME&E
User02 Password = “pass2222”

#tR— b 1—4 (User03) MEEE
User03 Password = “pass3333”
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BEIZfh oW — A THIA LT % RADIUS RFE— 3% fF 5 54 . RADIUS REY—/3D users
T 7 AMIIAREENRY AR — ML TWReWT P Ea— FBRBREINTNDLZERHY £7,
FOEHIREGAETH, AEET Filter-ID 7 Y BEa— bOAZFEL T O T, FICHERR
AT R ET

51 Z. j: TiHDOLEH>T7T P B a— F2E% REINTUW & L/’C%)nunmfﬁéij_

users 7 7 A VX EH] 2

#R— b a—4 (User01) MERTE

User01 Password = “pass1111”
Service-Type = Framed-User,
Framed-protocol = PPP,
Framed-1P-Address = 255. 255. 255. 254,
Idle-Timeout = 3600

#R— b 21—+ (User02) MEEE

User02 Password = “pass2222”
Service-Type = Cal Iback-Framed-User,
Framed-protocol = PPP,
Framed-IP-Address = 255. 255. 255. 254,
Idle-Timeout = 1800

#R— k31— (User03) MERTE
User03 Password = “pass3333”
Service-Type = Login-User,

(2]
set auth radius def user none =< RNHEINTWEEAE. ERRORETII2—V DT 7/ X

i?ﬁxéﬂfbf LEWET,
— b= L LTT 7B AZF AT 58418, set auth radius def user portusr #i%E L T<

71?51«\0

EEHEL—Y/—R2—F/R— 2= R 02— TN —T 2B LTV, R_—TD
Fllter [d7 P Ea2— 2R LEEREFAZZRLTHREL TSN,
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H— b2 —HF R TR g — PR AT — Y b RADIUS il 2 5811, KoV
MDAy RT2—IF I A= ZWHIT 5 13 D2 —F M7 2 ARREBRICRIE L E T

- filter_id_head # {3 5545

set auth radius server normal filter_id_head NS-2250_NORMAL [—=—]
set auth radius server root filter_id_head NS—-2250_ROOT [EEEF o —)
set auth radius server portusr filter_id_head NS-2250_PORT [FR— b ==—H]

T RATN—E U TEREERT 256
create auth access_group normal radius filter_id normal_grp [ = —])
create auth access_group root radius filter_id admin_grp [EEEE L —]

create auth access_group portusr port 1-16 radius filter_id port_grp [R— Fh=—H]

RADIUS #iE—N2iE, LFO X ST Filter- ID 7 FY B a— 2 EL T ZI0,

users 7 7 A ViR EH| 3 (filter id_head Z# {4+ 554

#—fR1—YOHRE
somebody Password = “abc
Filter-1d = “NS-2250_NORMAL”

“ ”

t EBEEIL—HDHRTE
root Password = “def”
Filter-1d = “NS-2250_R0OOT” ,

# R—bF1—HDHRE (R—FZHEELEBEWEE., 2ETOIY FILR— 7Y 2ZXTAEE)
port01 Password = “port01”
Filter-Id = “NS-2250_PORT” ,

t R— b1 —TOHRTE (FUOERATEEZLYFTILER— FZHIE : 1-16, 24)
port02 Password = “port02”
Filter-Id = “NS-2250_PORT1-16, 24" ,

t R— b1 —TOHRTE (FUOERATEEZLY TILER— FZHIRE : 20-24)
port03 Password = “port03”
Filter-Id = “NS-2250_PORT20-24" ,

users 7 7 A NWVEREH S (T 7RIS N— L T EFE AT AES

# —R1I—YOHRE
somebody Password = “abc”
Filter-1d = “normal_grp”

t EBEEI—YDERTE
root Password = “def”
Filter-Id = “admin_grp”

t R—F1—HDHRE (V) TILHR— DT Yt XL create auth access_group THEE)
portZZ Password = “portZZ”
Filter-1d = “port_grp” ,
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C.6 RADIUS 7h Y bH—/n\ODF7Hho> k05

RADIUS 7 v v R — NI SND T AUy ba 7ol il L E T,

Livingston ;2 RADIUS 7 & v > h¥— L detail 7 7 A WZT I b 7w L £9,
T aZOHINEIRADIUS T AU Y " h—Zh o TRV ET, TH T bua 70
WZOWTIX, ZRIHDO RADIUS 7 H 7 v b — "D~ =a 7 VZ2ZRL T IEE0,

Tue Sep 23 13:51:12 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168.1.100
NAS-Port = 32

User-Name = “portuserl”
Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 13:51:58 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1. 100
Acct-Terminate-Cause = User—Request
Acct-Session-Time = 46

NAS-Port = 32

User-Name = “portuser1”
Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 14:20:00 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 16

User-Name = “portuser2”
Acct-Session-1d = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 14:30:58 2008
Acct-Status—Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 658

NAS-Port = 16

User-Name = “portuser2”
Acct-Session-1d = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 15:01:11 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 10000

User-Name = “somebody”
Acct-Session-1d = “25002251”
Acct-Authentic = LOCAL
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Tue Sep 23 15:02:13 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 10000

User-Name = “root”
Acct-Session-1d = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:15 2008
Acct-Status—Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User—-Request
Acct-Session-Time = 122

NAS-Port = 10000

User-Name = “root”

Acct-Session-1d = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:14 2008
Acct-Status—Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate—-Cause = User—-Request
Acct-Session-Time = 183

NAS-Port = 10000

User-Name = “somebody”
Acct-Session-1d = “25002251”
Acct-Authentic = LOCAL
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KRIGETUT OBIEZIT S & ROM =2 IZBITL£7,

KRAEE % shutdown 2~ R Ty v v MU U LIS

ARILE % i ®h L C [Hit Enter key to stop autoboot:] AFE/RE N7z & X2, =2
V=inb ) = F—% T LIZSA
ABEEDL AT LY T N7 =T MILNOEETH T v Lz e

ROM £=#Z#173 5 &, MON>7'r 7 hp3FRINET,

ROM =% TIZLL FOEMEZAT O Z &N TE X,

avo kR

HEAE/Eh EA

error

TT—RAyv—TUEFRLET,
VAFA T RN 2 TR NOBETHY Y LGS, Kav
REFETTHEL T LT-BERARNERINET,

(ff]) shutdown =Z~> KTV v v RE L SH-HEE
MON> error

BOOT FACTOR : SHUTDOWN [80/02]

boot
[Ffm]-b]
[-i]-e]

[fileno=]

BEIA 7Y a v EEBEELTVATAY 7 =T HEEILET,

‘m: VAT LAY 7 MYz 7 (main) TEE) L9

b VAT ALY T U =T (backup) TSN L F9

i HEENEOAL = NT v T T 7 A N EGRAALTEE LET,
e USB ATV DAZ— T v 777 A NEHHIAALTERSLET,
fileno=: HEINT-FEZDAL— T v T 7 7 A4 N EHHFALTE
BHLET, HETELHEFIT1~4TT,

(f511)
MON> boot —b

B, AT a7 L Thoot 2~ REEITLIZGAIX, LT ClE

BHLET,
« VAT ALY 7 MU =7 E main TREIL T,

- USB AEY BFASIHTVIUTUSB AEY DAX — T v
T AN, HASHTORITFNVIAREBNTOR Y — 7 v
T 7 AN EGRARET,

© VAT AFRED default startup 2~ RCTHREINTWVWDEE

GDAZ— LT T T 7 AN GIr A ET,
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E.l

E-2

NS-2240 Mo DR ERITHDIE R

NS-2240 OFE 1L NS-2250 TR T £,
NS-2240 OFRE % NS-2250 ([ZB1T7T 5 &, HEIIZ NS-2250 @ CLI 7 +—~ v MIE
BN S E T,

(f41))

set ipaddr 10.1.1.1 — set ipaddr eth1 10.1.1.1
set logd output cf — set logd output flash

NS-2250 1% NS-2240 7°5 Tt 2 HE DM R L TR Y £,
NS-2240 DOF%E % NS-2250 (ZBATT 25 E81F., LEIDL LT, TR TEELEE L TL
7220,

« DSR 1E BB EMEED T 7 + /v ME

DSR G 5 BHEEREDT 7 4 /L MEZZEH L E LT,

NS-2240 NS-2250
DSR #HHERED T 7 + L Ml on off
DSR + T v FEHOT 7 v MA on off

NS-2240 LRI LR ECTHHINDEEIL. Tt a~<y KT NS-2250 O EEZEHE LT
<TZEW,

(c)NS-2250# set tty 1-48 detect—dsr on<
(c)NS-2250# set snmp tty 1-48 dsrtrap ond
(c)NS-2250#

c BA LS DF T H )V ME

BALS = DT T+ MEEZEELE LT,
NS-2250 (L% E 7 7 A /LT set timezone Tokyo Z &% ET 5 Z & TIST - L TWET,

NS-2240 NS-2250

B A DS —DF T 4 ME JST UTC

FTP = TFTP T NS-2240 ORE & FtHATLE AT, A4 LY — 0 OREDN UTC 2721
FT DT, NS2250 DX A LY — L EBEFLTLEE,

(c)NS-2250# set timezone Tokyo<
(c)NS-22501
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SysVinit/SysVinit—tools/bootlogd/busybox/e2fsprogs/ethtool/freeradius/kernel
libgce/linux/logrotate/pam_tacplus/procps/proftpd/syslog—ng/u-boot/udev
D31tV R

GNU GENERAL PUBLIC LICENCE
Version2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free
software—to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give
the recipients all the rights that you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they know their rights

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software

Also, for each author’'s protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems
introduced by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free programwill individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone's free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The “Program”,
below, refers to any such program or work, and a “work based on the Program” means either the Program
or any derivative work under copyright law: that is to say, a work containing the Programor a portion
of it, either verbatimor withmodifications and/or translated into another language. (Hereinafter,
translation is included without |imitation in the term “modification™. ) Each licensee is addressed
as “you”.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of having
been made by running the Program). Whether that is true depends on what the Program does

1. You may copy and distribute verbatim copies of the Program' s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

e a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change

e Db) You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be licensed as a whole at no charge
to all third parties under the terms of this License

e ¢) If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normal |y print such an announcement, your work based
on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written

entirely by you; rather, the intent is toexercise the right tocontrol the distribution of derivative
or collective works based on the Program.
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In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
fol lowing:

e a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

e b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

e ¢) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it

For an executable work, complete source code means all| the source code for all modules it contains

plus any associated interface definition files, plus the scripts used to control compilation and
instal lation of the executable. However, as a special exception, the source code distributed need
not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless
that component itself accompanies the executable

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void,
and wil | automatical ly terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their |icenses terminated so long as
such parties remain in full compliance

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Program (or any work based on the Program), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Program or works
based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a | icense fromthe original |icensor to copy, distribute or modify the Program
sub ject to these terms and conditions. You may not impose any further restrictions on the recipients’
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License

1. If, as a consequence of a court judgment or al legation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement
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10.

or otherwise) that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent |icense would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply and the section as a whole is intended to apply
in other circumstances

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar inspirit to the present version, but may differ
in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Program specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free status
of al | derivatives of our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11.

12

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANGE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
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OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change all versions of a program——to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other
work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for them if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it
in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you received. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no warranty for this free
software. For both users’ and authors’ sake, the GPL requires that modified versions be marked as changed, so
that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users’ freedom
to change the software. The systematic pattern of such abuse occurs in the area of products for individuals to
use, which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to
prohibit the practice for those products. If such problems arise substantially in other domains, we stand ready to
extend this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the special
danger that patents applied to a free program could make it effectively proprietary. To prevent this, the GPL
assures that patents cannot be used to render the program non—free.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS
0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright—like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as

”

you”. “Licensees” and “recipients” may be individuals or organizations.

To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright
permission, other than the making of an exact copy. The resulting work is called a “modified version” of the earlier
work or a work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or
secondarily liable for infringement under applicable copyright law, except executing it on a computer or modifying a
private copy. Propagation includes copying, distribution (with or without modification), making available to the
public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere
interaction with a user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for the work (except to the extent that warranties are provided), that licensees may convey the work
under this License, and how to view a copy of this License. If the interface presents a list of user commands or
options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object
code” means any non—source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among
developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major Component, and (b)
serves only to enable use of the work with that Major Component, or to implement a Standard Interface for which
an implementation is available to the public in source code form. A “Major Component”, in this context, means a
major essential component (kernel, window system, and so on) of the specific operating system (if any) on which the
executable work runs, or a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate,
install, and (for an executable work) run the object code and to modify the work, including scripts to control those
activities. However, it does not include the work's System Libraries, or general—-purpose tools or generally available
free programs which are used unmodified in performing those activities but which are not part of the work. For
example, Corresponding Source includes interface definition files associated with source files for the work, and the
source code for shared libraries and dynamically linked subprograms that the work is specifically designed to require,
such as by intimate data communication or control flow between those subprograms and other parts of the work.
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The Corresponding Source need not include anything that users can regenerate automatically from other parts of
the Corresponding Source.

The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given
its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having them
make modifications exclusively for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not control copyright. Those thus
making or running the covered works for you must do so exclusively on your behalf, under your direction and control,
on terms that prohibit them from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is
not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti—Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting
or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to
the extent such circumvention is effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a means of enforcing, against the
work's users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices
stating that this License and any non—permissive terms added in accord with section 7 apply to the code; keep
intact all notices of the absence of any warranty; and give all recipients a copy of this License along with the

Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty
protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form
of source code under the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions
added under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

F-9



c) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the
work, and all its parts, regardless of how they are packaged. This License gives no permission to license the work
in any other way, but it does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do
so.

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright are
not used to limit the access or legal rights of the compilation’s users beyond what the individual works permit.
Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts of the
aggregate.

6. Conveying Non—Source Forms.

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine—readable Corresponding Source under the terms of this License,
in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software
interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at no
charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and noncommercially, and only if you received the object code
with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer
equivalent access to the Corresponding Source in the same way through the same place at no further charge. You
need not require recipients to copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different server (operated by you or a third
party) that supports equivalent copying facilities, provided you maintain clear directions next to the object code
saying where to find the Corresponding Source. Regardless of what server hosts the Corresponding Source, you
remain obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer—to—peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under subsection
6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a
System Library, need not be included in conveying the object code work.
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A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is
normally used for personal, family, or household purposes, or (2) anything designed or sold for incorporation into a
dwelling. In determining whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, “normally used” refers to a typical or common
use of that class of product, regardless of the status of the particular user or of the way in which the particular
user
actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non—consumer uses, unless such uses represent the
only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from a modified
version of its Corresponding Source. The information must suffice to ensure that the continued functioning of the
modified object code is in no case prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the
conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install modified object code on the
User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product
in which it has been modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and protocols for communication
across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a
format that is publicly documented (and with an implementation available to the public in source code form), and
must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or
more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as though
they were included in this License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those permissions, but the entire
Program remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases
when you modify the work.) You may place additional permissions on material, added by you to a covered work, for

which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if
authorized by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the
Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such
material be marked in reasonable ways as different from the original version; or
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d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these
contractual assumptions directly impose on those licensors and authors.

All other non—permissive additional terms are considered “further restrictions” within the meaning of section 10.
If the Program as you received it, or any part of it, contains a notice stating that it is governed by this License along
with a term that is a further restriction, you may remove that term. If a license document contains a further
restriction but permits relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non—permissive, may be stated in the form of a separately written license, or
stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License (including
any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b)
permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received notice of violation of this
License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your receipt of
the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you do
not qualify to receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary
propagation of a covered work occurring solely as a consequence of using peer—to—peer transmission to receive a
copy likewise does not require acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.
Each time you convey a covered work, the recipient automatically receives a license from the original licensors,

to run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance
by third parties with this License.
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An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one,
or subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party’s predecessor in interest had or could give under the previous paragraph, plus a right to possession
of the Corresponding Source of the work from the predecessor in interest, if the predecessor has it or can get it
with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross—claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed by making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which
the Program is based. The work thus licensed is called the contributor’s “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of
making, using, or selling its contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of this definition, “control” includes
the right to grant patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non—exclusive, worldwide, royalty—free patent license under the contributor’'s
essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the
contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue
for patent infringement). To “grant” such a patent license to a party means to make such an agreement or
commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is
not available for anyone to copy, free of charge and under the terms of this License, through a publicly available
network server or other readily accessible means, then you must either (1) cause the Corresponding Source to be
so available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular work, or (3)
arrange, in a manner consistent with the requirements of this License, to extend the patent license to downstream
recipients. ~“Knowingly relying” means you have actual knowledge that, but for the patent license, your conveying
the covered work in a country, or your recipient’s use of the covered work in a country, would infringe one or more
identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise
of, or is conditioned on the non—exercise of one or more of the rights that are specifically granted under this
License. You may not convey a covered work if you are a party to an arrangement with a third party that is in the
business of distributing software, under which you make payment to the third party based on the extent of your
activity of conveying the work, and under which the third party grants, to any of the parties who would receive the
covered work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed
by you (or copies made from those copies), or (b) primarily for and in connection with specific products or
compilations that contain the covered work, unless you entered into that arrangement, or that patent license was
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granted, prior to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others’ Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty
for further conveying from those to whom you convey the Program, the only way you could satisfy both those terms
and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work
with a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and to
convey the resulting work. The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13, concerning interaction through a
network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version
of the GNU General Public License “or any later version” applies to it, you have the option of following the terms
and conditions either of that numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License, you may choose any version
ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy’s public statement of acceptance of a version permanently authorizes you to choose that version
for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are
imposed on any author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE,
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BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil

liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for a fee.
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eglibc/u-boot D1/t X

GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA  02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public
License, version 2, hence the version number 2.1.]

Preamble

The | icenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users

This license, the Lesser General Public License, applies to some specially designated software
packages—typically |ibraries—of the Free Software Foundation and other authors who decide to use
it. You can use it too, but we suggest you first think carefully about whether this license or the
ordinary General Public License is the better strategy to use in any particular case, based on the
explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get it if you want it; that you
can change the software and use pieces of it in new free programs; and that you are informed that you
can do these things

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights
or to ask you to surrender these rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get the
source code. If you link other code with the library, you must provide complete object files to the
recipients, so that they can relink them with the library after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

We protect your rights with a two—step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library

To protect each distributor, we want tomake it very clear that there is nowarranty for the free library.
Also, if the library is modified by someone else and passed on, the recipients should know that what
they have is not the original version, so that the original author’s reputation will not be affected
by problems that might be introduced by others

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of a free program by obtaining a restrictive
license from a patent holder. Therefore, we insist that any patent license obtained for a version of
the library must be consistent with the full freedom of use specified in this license

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
This license, the GNU Lesser General Public License, applies to certain designated libraries, and is
quite different from the ordinary General Public License. We use this license for certain libraries
in order to permit linking those libraries into non-free programs.

When a program is linked with a library, whether statically or using a shared |ibrary, the combination
of the two is legally speaking a combined work, a derivative of the original library. The ordinary
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General Public License therefore permits such linking only if the entire combination fits its criteria
of freedom. The Lesser General Public License permits more lax criteria for linking other code with
the library

We call this license the “Lesser” General Public License because it does Less to protect the user’s
freedom than the ordinary General Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages are the reason we use the ordinary
General Public License for many |ibraries. However, the Lesser |icense provides advantages in certain
special circumstances

For example, on rare occasions, there may be a special need to encourage the widest possible use of
a certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must
be al lowed to use the library. A more frequent case is that a free |ibrary does the same job as widely
used non-free libraries. In this case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License

In other cases, permission to use a particular |ibrary in non-free programs enables a greater number
of people to use a large body of free software. For example, permission to use the GNU C Library in
non—-free programs enables many more people to use the whole GNU operating system, aswell as its variant,
the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure
that the user of a program that is |inked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library

The precise terms and conditions for copying, distributionandmodification follow. Pay close attention
to the difference between a “work based on the library” and a “work that uses the library”. The former
contains code derived from the |ibrary, whereas the latter must be combined with the library in order
to run

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software l|ibrary or other program which contains a notice
placed by the copyright holder or other authorized party saying it may be distributed under the
terms of this Lesser General Public License (also called “this License”). Each |icensee is addressed
as “you”.

A “library” means a col lection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software |ibrary or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is covered only if its contents constitute a work based on the Library
(independent of the use of the Library in a tool for writing it). Whether that is true depends on
what the Library does and what the program that uses the Library does

1. You may copy and distribute verbatim copies of the Library' s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
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on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

* a) The modified work must itself be a software library.

* b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change

* ¢) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License

* d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
wel|-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right tocontrol the distribution of derivative
or collective works based on the Library

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. To do this, youmust alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source along
with the object code

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, in isolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables
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When a “work that uses the Library” uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined by
| aw.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file isunrestricted, regardless of whether it is legally aderivative work. (Executables containing
this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

. As an exception to the Sections above, you may also combine or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

* a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked with the Library, with
the complete machine-readable “work that uses the Library”, as object code and/or source
code, so that the user canmodify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents
of definitions files inthe Library will not necessarily be able to recompile the application
to use the modified definitions.)

* b) Use a suitable shared |ibrary mechanism for |inking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the library already present on the user’ s computer
system, rather than copying library functions into the executable, and (2) will operate
properly with a modified version of the library, if the user installs one, as long as the
modified version is interface-compatible with the version that the work was made with

* ¢) Accompany the work with a written offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost
of performing this distribution

* d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

* e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception
the materials to be distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies the executable

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normal |y accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you distribute

. Youmay place library facilities that are a work based on the Library side-by-side inasingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:
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* a) Accompany the combined |ibrary with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

* b) Give prominent notice with the combined |ibrary of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a | icense from the original |icensor to copy, distribute, |ink with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients’ exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not |imited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you,
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library

[f any portion of this section is held invalid or unenforceable under any particular circumstance,
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public license
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution |imitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the |imitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
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Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the
free status of al | derivatives of our free software and of promoting the sharing and reuse of software
general ly.

NO WARRANTY

15.  BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANGE OF THE LIBRARY IS WITH YOU. SHOULD THE
LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16.  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INGIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc

59 Temple Place — Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this |icense document, but changing
it is not allowed.

[This is the first released version of the library GPL. It is numbered 2 because it goes with version
2 of the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and change
free software—to make sure the software is free for all its users.

This license, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other |ibraries whose authors decide to use it. You can use it for
your |ibraries, too

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the library, or if you modify it

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get
the source code. If you link a program with the |ibrary, you must provide complete object files to
the recipients so that they can relink them with the |ibrary, after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

Our method of protecting your rights has two steps: (1) copyright the library, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the library

Also, for each distributor’s protection, we want to make certain that everyone understands that there
is no warranty for this free library. [If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original version, so that any problems
introduced by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that companies distributing free software will individually obtain patent licenses, thus in effect
transforming the program into proprietary software. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.
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Most GNU software, including some libraries, is covered by the ordinary GNU General Public License

which was designed for utility programs. This license, the GNU Library General Public License, applies
to certain designated libraries. This license is quite different from the ordinary one; be sure to
read it in full, and don't assume that anything in it is the same as in the ordinary license

The reason we have a separate public |icense for some |ibraries is that they blur the distinction we
usual ly make between modifying or adding to a program and simply using it. Linking a program with
a |library, without changing the library, is in some sense simply using the library, and is analogous
to running autility programor application program. However, in a textual and legal sense, the |inked
executable is a combined work, a derivative of the original library, and the ordinary General Public
License treats it as such

Because of this blurred distinction, using the ordinary General Public License for libraries did not
effectively promote software sharing, because most developers did not use the libraries. We concluded
that weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of all
benefit from the free status of the libraries themselves. This Library General Public License is
intended to permit developers of non—-free programs to use free libraries, while preserving your freedom
as a user of such programs to change the free |ibraries that are incorporated in them. (We have not
seen how to achieve this as regards changes in header files, but we have achieved it as regards changes
in the actual functions of the Library.) The hope is that this will lead to faster development of
free libraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a “work based on the library” and a “work that uses the library”
The former contains code derived fromthe library, while the latter only works together with the library.

Note that it is possible for a library to be covered by the ordinary General Public License rather
than by this special one

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software |ibrary which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this
Library General Public License (also called “this License”). Each licensee is addressed as “you”

A “library” means a col lection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software library or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is covered only if its contents constitute a work based on the Library
(independent of the use of the Library in a tool for writing it). Whether that is true depends
on what the Library does and what the program that uses the Library does

1. You may copy and distribute verbatim copies of the Library’ s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
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with the Library

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library

b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change

¢) You must cause the whole of the work to be l|icensed at no charge to all third parties under
the terms of this License

d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
wel |-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is toexercise the right tocontrol the distribution of derivative
or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to agivencopy of the Library. Todo this, youmust alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compel led to copy the source along
with the object code

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, in isolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is
a derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms
for distribution of such executables

When a “work that uses the Library” uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be | inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined
by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative work. (Executables
containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also compile or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked with the Library, with
the complete machine-readable “work that uses the Library”, as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents
of definitions files inthe Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Accompany the work with a written offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost
of performing this distribution

c) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

d) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.
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11.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception

the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable

[t may happen that this requirement contradicts the |icense restrictions of other proprietary
libraries that do not normally accompany the operating system. Such a contradiction means you
cannot use both them and the Library together in an executable that you distribute

You may place |l ibrary facilities that are a work based on the Library side-by-side inasingle |ibrary
together with other |ibrary facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

b) Give prominent notice with the combined library of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, |ink with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatically receives a | icense from the original licensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients’ exercise of the rights granted herein
You are not responsible for enforcing compliance by third parties to this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent license would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library

[f any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.
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If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the Library General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. [If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a |icense version number, you may choose any version
ever published by the Free Software Foundation

If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

WARRANTY

BECAUSE THE LIBRARY 1S LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD
THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVIGING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INGIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVIGES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

libpcap/ftp/strace/telnet—server/tcpdump/u-boot DSt R

Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this |list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS’ AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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dropbear D51t RX

The MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “Software”), todeal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software

THE SOFTWARE 1S PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT

IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE
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libcap DZ1 R

Redistribution and use in source and binary forms of |ibcap, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain any existing copyright notice, and this entire permission
notice in its entirety, including the disclaimer of warranties

2. Redistributions in binary form must reproduce all prior and current copyright notices, this list
of conditions, and the following disclaimer in the documentation and/or other materials provided
with the distribution

3. The name of any author may not be used to endorse or promote products derived from this software
without their specific prior written permission

ALTERNATIVELY, this product may be distributed under the terms of the GNU General Public License, in
which case the provisions of the GNU GPL are required INSTEAD OF the above restrictions. (This clause
is necessary due to a potential conflict between the GNU GPL and the restrictions contained in a
BSD-style copyright.)

THIS SOFTWARE IS PROVIDED ““AS IS’ AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED

IN NO EVENT SHALL THE AUTHOR(S) BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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net—-snmp/net-snmp-libs D544t X

——— Part 1: CMU/UCD copyright notice: (BSD |ike) ———
Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work — 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of California not be used in advertising or
publicity pertaining to distribution of the software without specific written permission

CMU AND THE REGENTS OF THE UNIVERSITY OF CALTFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS.  IN NO EVENT SHALL CMU OR THE REGENTS
OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANGE OF
THIS SOFTWARE.

——— Part 2: Networks Associates Technology, Inc copyright notice (BSD) ———-—

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the fol lowing disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’ " AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY; WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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———— Part 3: Cambridge Broadband Ltd. copyright notice (BSD) ———

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd
All rights reserved

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from
this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ""AS IS'" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE

LTABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

———— Part 4: Sun Microsystems, Inc. copyright notice (BSD) ———-

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’ AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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——— Part 5: Sparta, Inc copyright notice (BSD) ——-

Copyright (¢) 2003-2004, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’ " AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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openssh/openssh-server D514t A

1)
Copyright (¢) 1995 Tatu Ylonen <ylo@cs. hut. fi>, Espoo, Finland
All rights reserved

As far as [ am concerned, the code [ have written for this software
can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be
called by a name other than “ssh” or “Secure Shell”

* ¥ %X ¥ X ¥ ¥ ¥

[Tatu continues]

However, I am not implying to give any licenses to any patents or
copyrights held by third parties, and the software includes parts that
are not under my direct control. As far as [ know, all included
source code is used in accordance with the relevant |icense agreements
and can be used freely for any purpose (the GNU |icense being the most
restrictive); see below for details.

*

* ¥ ¥ ¥ %

[However, none of that term is relevant at this point intime. All of these restrictively licenced
software components which he talks about have been removed from OpenSSH, i.e.

RSA is no longer included, found in the OpenSSL |ibrary

IDEA is no longer included, its use is deprecated

- DES is now external, in the OpenSSL |ibrary

GMP is no longer used, and instead we call BN code from OpenSSL
Zlib is now external, in a library

The make—ssh—-known-hosts script is no longer included

- TSS has been removed

MD5 is now external, in the OpenSSL |ibrary

RC4 support has been replaced with ARC4 support from OpenSSL
Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic algorithms used in this software are publicly available
on the Internet and at any major bookstore, scientific library, and patent office worldwide. More
information can be found e.g. at “http://www. cs. hut. fi/crypto”

The legal status of this program is some combination of all these permissions and restrictions. Use
only at your own responsibility. You will be responsible for any legal consequences yourself; I am
not making any claims whether possessing or using this is legal or not in your country, and I am not
taking any responsibility on your behalf
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NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

2)
The 32-bit CRC compensation attack detector in deattack.c was contributed by CORE SDI S.A. under
a BSD-style license

* Gryptographic attack detector for ssh - source code

*

* Copyright (c) 1998 CORE SDI S.A., Buenos Aires, Argentina.

*

* All rights reserved. Redistribution and use in source and binary
* forms, with or without modification, are permitted provided that
* this copyright notice is retained.

*

* THIS SOFTWARE IS PROVIDED ““AS IS’ AND ANY EXPRESS OR IMPLIED

* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE

* LIABLE FOR ANY DIRECT, INDIRECT, INGIDENTAL, SPECIAL, EXEMPLARY OR
* GONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS

* SOFTWARE.

*

* Ariel Futoransky <futo@core-sdi.com>

* <http://www. core-sdi. com>

3)
ssh-keygen was contributed by David Mazieres under a BSD-style |icense

Copyright 1995, 1996 by David Mazieres <dm@lcs.mit. edu>.
Modification and redistribution in source and binary forms is

permitted provided that due credit is given to the author and the
OpenBSD project by leaving this copyright notice intact.

* ¥ X ¥ ¥
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4)
The Ri jndael implementation by Vincent Ri jmen, Antoon Bosselaers and Paulo Barreto is in the public
domain and distributed with the following |icense:

* @version 3.0 (December 2000)

*

* Optimised ANSI G code for the Rijndael cipher (now AES)

*

* @author Vincent Rijmen <vincent. rijmen@esat. kuleuven. ac. be>

* @author Antoon Bosselaers <antoon. bosselaers@esat. kuleuven. ac. be>
@author Paulo Barreto <paulo. barreto@terra. com. br>

This code is hereby placed in the public domain

THIS SOFTWARE IS PROVIDED BY THE AUTHORS ''AS IS'" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS: OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

* %X ¥ X X ¥

*

* *¥ ¥ X %

5)
One component of the ssh source code is under a 3-clause BSD |icense, held by the University of
California, since we pulled these parts from original Berkeley code

Copyright (c) 1983, 1990, 1992, 1993, 1995
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3.Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* [MPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS:; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

* XK XK K X X X X X X X X X X ¥ X ¥
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6)
Remaining components of the software are provided under a standard 2-term BSD |icence with the
fol lowing names as copyright holders:

Markus Friedl|
Theo de Raadt
Niels Provos
Dug Song

Aaron Campbel |
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

1)
Portable OpenSSH additionally includes code from the following copyright
holders, also under the 2-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs

Juha Yrj

Michael Stone
Networks Associates Technology, Inc
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones
Darren Tucker

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "“AS IS’ AND ANY EXPRESS OR
IMPLTED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN GONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

X X K X X XK X K X X X X X ¥ X X ¥ X
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8) Portable OpenSSH contains the following additional |icenses:
a) mdbcrypt.c, mdbcrypt. h

“THE BEER-WARE LICENSE” (Revision 42):

<phk@login. dknet. dk> wrote this file. As long as you retain this
notice you can do whatever you want with this stuff. If we meet
some day, and you think this stuff is worth it, you can buy me a
beer in return. Poul-Henning Kamp

* ¥ ¥ ¥ %

b) snprintf replacement

Copyright Patrick Powell 1995

This code is based on code written by Patrick Powel |
(papowe | |@astart. com) It may be used for any purpose as long as this
notice remains intact on all source code distributions

¢) Compatibility code (openbsd-compat)

Apart from the previously mentioned |icenses, various pieces of code
in the openbsd-compat/ subdirectory are |icensed as fol lows:

Some code is licensed under a 3-term BSD |icense, to the following
copyright holders:

Todd C. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS'" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLTED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE

XK X X K KKK KX KK KKK KX KX KR XXX
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Some code is licensed under an ISC-style license, to the following copyright holders:

Internet Software Consortium.
Todd C. Miller

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND TODD C. MILLER DISCLAIMS ALL

WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES

* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE

* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN

* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE

* ¥ ¥ ¥ % %

Some code is licensed under a MIT-style license to the following
copyright holders:

Free Software Foundation, Inc

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, distribute with modifications, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS 1S”, WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF

* MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT

* [N NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS IN THE SOFTWARE.

* K X X X X X X X X X X ¥

Except as contained in this notice, the name(s) of the above copyright
holders shall not be used in advertising or otherwise to promote the
sale, use or other dealings in this Software without prior written
authorization

¥ XK K K X X X X K XK X X X X K XXX X X X XX

* ¥ %X %X X X ¥ ¥
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tel D122 AR

This software is copyrighted by the Regents of the University of Galifornia, Sun Microsystems, Inc.
Scriptics Corporation, ActiveState Corporation and other parties. The following terms apply to all
files

associated with the software unless explicitly disclaimed in individual files

The authors hereby grant permission to use, copy, modify, distribute, and |icense this software and
its documentation for any purpose, provided that existing copyright notices are retained in all copies
and that this notice is included verbatim in any distributions. No written agreement, |icense, or
royalty fee is required for any of the authorized uses

Modifications to this software may be copyrighted by their authors and need not follow the licensing
terms described here, provided that the new terms are clearly indicated on the first page of each file
where they apply.

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR
ANY

DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

THE AUTHORS AND DISTRIBUTORS SPEGIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. THIS
SOFTWARE 1S PROVIDED ON AN “AS IS” BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

GOVERNMENT USE: If you are acquiring this software on behalf of the U.S. government, the Government
shal | have only “Restricted Rights” in the software and related documentation as defined in the Federal
AcquisitionRegulations (FARs) inClause 52.227.19 (¢) (2). If youareacquiring the software onbehalf
of the Department of Defense, the software shall be classified as “Commercial Computer Software” and
the Government shall have only “Restricted Rights” as defined in Clause 252.227-7013 (¢) (1) of DFARs.
Notwithstanding the foregoing, the authors grant the U.S. Government and others acting in its behalf
permission to use and distribute the software in accordance with the terms specified in this license.

telx DSt R

Copyright 1992-1999 Kar| Lehenbauer and Mark Diekhans
Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear inall copies. Karl

Lehenbauer and Mark Diekhans make no representations about the suitability of this software for any
purpose. It is provided “as is” without express or implied warranty

tcp_wrappers DS54t X

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by other
copyrights.

Thismaterial wasoriginallywritten and compiled by Wietse Venema at Eindhoven University of Technology,
The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies

This software is provided “as is” and without any expressed or implied warranties, including, without
[imitation, the implied warranties of merchantibility and fitness for any particular purpose
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u-boot DMt A

The eCos license version 2.0

This file is part of eCos, the Embedded Configurable Operating System.
Copyright (C) 1998, 1999, 2000, 2001, 2002 Red Hat, Inc.

eCos is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 or (at
your option) any later version

eCos is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details

You should have received a copy of the GNU General Public License along with eCos; if not,
write to the Free Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301
USA.

As a special exception, if other files instantiate templates or use macros or inline functions
from this file, or you compile this file and link it with other works to produce a work based
on this file, this file does not by itself cause the resulting work to be covered by the GNU
General Public License. However the source code for this file must still be made available
in accordance with section (3) of the GNU General Public License

This exception does not invalidate any other reasons why a work based on this file might be
covered by the GNU General Public License

Alternative |licenses for eCos may be arranged by contacting Red Hat, Inc. at
http://sources. redhat. com/ecos/ecos-1|icense/

#i#H#ECOSGPLCOPYRT GHTEND###

References
1. http://www. gnu. org/licenses/|icense—|ist. html

This source code has been made available to you by IBM on an AS-IS basis. Anyone
receiving this source is licensed under IBM copyrights to use it in any way he or she deems
fit, including copying it, modifying it, compiling it, and redistributing it either with or
without modifications. No license under IBM patents or patent applications is to be implied
by the copyright license

Any user of this software should understand that IBM cannot provide technical support for
this software and will not be responsible for any consequences resulting from the use of this

software.

Any person who transfers this source code or any derivative work must include the IBM copyright
notice, this paragraph, and the preceding two paragraphs in the transferred software

COPYRIGHT I B M GORPORATION 1995
LICENSED MATERIAL - PROGRAM PROPERTY OF 1 B M
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This software is provided "as—is’, without any express or implied warranty. Inno event will the authors
be held liable for any damages arising from the use of this software

Permission is granted to anyone to use this software for any purpose, including commercial applications
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product

documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software.

3. This notice may not be removed or altered from any source distribution
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