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netwiser> config
netwiser(config)#
netwiser(config)#
netwiser(config)#
netwiser(config)#

snmp community public

snmp contact contact@example
snmp location sakura-cloud
snmp host 192.168.1.2
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ubuntu@monitoring:~$% snmpwalk -v2c -c public 192.168.0.253

is0.3.6.1.2.1.1.1.0 = STRING: "netwiser 3498185076 Netwiser v7.7.10"
iso.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.955.1.21
is0.3.6.1.2.1.1.3.0 = Timeticks: (43040) 0:07:10.40
is0.3.6.1.2.1.1.4.0 = STRING: "contact@example"

is0.3.6.1.2.1.1.5.0 = STRING: "netwiser"

is0.3.6.1.2.1.1.6.0 = STRING: "sakura-cloud"

iso0.3.6.1.2.1.1.7.0 = INTEGER: 76
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netwiser> export mib tftp

Ready to TFTP send 'mib.zip'.

Press 'q[ENTER]' to cancel: Transfer is completed.
netwiser>
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/usr/share/snmp/mibs

o TlzipZMRRUICtxt I 7 1)L ZHii&
o ME(ZIHU T snmp.conf DETELEE

ubuntu@monitoring:~$% vim /etc/snmp/snmp.conf
# As the snmp packages come without MIB files due to License reasons, Lloading

# of MIBs 1is disabled by default. If you added the MIBs you can reenable
# Loading them by commenting out the following Line.

#mibs : « CCmIAXPRIOBRTSD
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ubuntu@monitoring:~$%$ snmptranslate -Tp
+--is0(1)
ubuntu@monitoring:~$%
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ubuntu@monitoring:~$%
+--1s0(1)
|
+--org(3)
|
+--dod(6)
|

snmptranslate -Tp

+--internet(1)

ubuntu@monitoring:~$

+--directory(1)
+--mgmt(2)
+--mib-2(1)

+--system(1)

+-- -R-- String

| Textual Convention: DisplayString

sysDescr(1)
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ubuntu@monitoring:~$% snmpwalk -v2c -c public 192.168.0.253
SNMPv2-MIB: :sysDescr.0 = STRING: netwiser 3498185076 Netwiser v7.7.10
SNMPv2-MIB: :sysObjectID.® = OID: SNMPv2-SMI::enterprises.955.1.21
DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (162867) 0:27:08.67
SNMPv2-MIB: :sysContact.® = STRING: contact@example

SNMPv2-MIB: :sysName.@® = STRING: netwiser

SNMPv2-MIB: :sysLocation.® = STRING: sakura-cloud

SNMPv2-MIB: :sysServices.0 = INTEGER: 76
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SNMP Exporterd®7 2’04

ubuntu@monitoring:~$ wget https://github.com/prometheus/snmp_exporter/releases/download/\
ubuntu@monitoring:~$% tar -xvf snmp_exporter-0.15.0.linux-amd64.tar.gz
ubuntu@monitoring:~$ cd snmp _exporter-0.15.0.linux-amd64/
ubuntu@monitoring:~/snmp_exporter-0.15.0.1linux-amd64$ ./snmp_exporter

INFO[0000] Starting snmp exporter (version=0.15.0, branch=HEAD, revision=92a3da4467f8bc67
INFO[0000] Build context (go=gol.11.5, user=root@8c3a7c03d455, date=20190212-13:40:02)
INFO[000O] Listening on :9116 source="main.go:226"

1. J7AI)IL=Fo>0O0—R
2. tarz R
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ubuntu@monitoring:~$ curl localhost:9116/metrics

# HELP go gc duration_seconds A summary of the GC invocation durations.
# TYPE go gc duration_seconds summary

go_gc _duration_seconds{quantile="0"} 6.1525e-05

go_gc _duration_seconds{quantile="0.25"} 6.1525e-05

go_gc _duration_seconds{quantile="0.5"} 7.3834e-05

go_gc _duration_seconds{quantile="0.75"} 9.537e-05

go_gc _duration_seconds{quantile="1"} 9.537e-05

go_gc _duration_seconds sum ©.000230729

go_gc _duration_seconds _count 3

# HELP go _goroutines Number of goroutines that currently exist.
# TYPE go _goroutines gauge

e localhost:9116 [CT7ITTZRAUTA MIOZINFED TS NILOK
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if mib:
walk:
-1.3.6.1.2.1.1.3
- 1.3.6.1.2.1.2
-1.3.6.1.2.1.31.1.1
metrics:

- name: sysUpTime
oid: 1.3.6.1.2.1.1.3
type: gauge
help: The time (in hundredths of a second) since the network management portion
of the system was last re-initialized. - 1.3.6.1.2.1.1.3
- name: ifNumber
oid: 1.3.6.1.2.1.2.1
type: gauge
help: The number of network interfaces (regardless of their current state) present
on this system. - 1.3.6.1.2.1.2.1

o FTCEKELTARICKRE
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modules:
if mib:
walk: [sysUpTime, interfaces, ifXTable]

o COMBERKLTLIND
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ubuntu@monitoring:~$ cat generator.yml
modules:
netwiser:
walk:
- 1ifOutOctets
- ifInOctets
version: 2
auth:
community: public
ubuntu@monitoring:~$% snmp-generator generate

INFO[0000] Loading MIBs from $HOME/.snmp/mibs:/usr/share/snmp/mibs:/usr/...

WARN[000O] NetSNMP reported 2 parse errors
INFO[@O0O] Generating config for module netwiser
INFO[000O] Generated 2 metrics for module netwiser

INFO[@00O] Config written to /home/ubuntu/snmp-exporter/generator/snmp.yml

source="main.go:103"
source="main.go:49"
source="main.go:60"

source="main.

4

® generator.yml - 1ANER generate 95& snmp.yml 73\\4/553?.3“5
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netwiser:
walk:
- 1.3.6.1.
- 1.3.6.1.
metrics:
- name: ifInOctets
oid: 1.3.6.1.2.1.2.2.1.10
type: counter
help: The total number of octets received on the interface, including framing
characters. - 1.3.6.1.2.1.2.2.1.10
indexes:
- labelname: ifIndex
type: gauge
- name: ifOutOctets
oid: 1.3.6.1.2.1.2.2.1.16
type: counter
help: The total number of octets transmitted out of the interface, including framing
characters. - 1.3.6.1.2.1.2.2.1.16
indexes:
- labelname: ifIndex
type: gauge
version: 2
auth:
community: public

2.1.2.2.1.10
2.1.2.2.1.16
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ubuntu@monitoring:~/snmp-exporter$

curl -sS "http://localhost:9116/snmp?target=192.168.0.253&module=netwiser" | grep -v "~ #'
ifInOctets{ifIndex="1"} 1.266942e+06
ifInOctets{ifIndex="2"} 2.005737e+06
ifInOctets{ifIndex="3"} ©
ifInOctets{ifIndex="4"} 1.266942e+06
ifOutOctets{ifIndex="1"} 2.725738e+06
ifOutOctets{ifIndex="2"} 2.005685e+06
ifOutOctets{ifIndex="3"} ©
ifOutOctets{ifIndex="4"} 2.725738e+06
snmp_scrape_duration_seconds 0.002488775
snmp_scrape_pdus_returned 8
snmp_scrape_walk duration seconds ©0.002408014

e ifInOctets IREMNAAF—TT A ADAKNIITRX
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ubuntu@monitoring:
ubuntu@monitoring:
ubuntu@monitoring:

ubuntu@monitoring:

ts=2019-06-11T06:
t5=2019-06-11T06:
ts=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:
t5=2019-06-11T06:

level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info
level=info

29
29
29
29
29
29
29
29
29
29
29
29

:49.
:49
:49.
149,
:49.
149,
:49.
:49
:49
:49.
:49.
:49.

8427

.8427

8427
8427
8437
8437
8457

.8467Z
.8507Z

8507
8537
8537

caller=main
caller=main
caller=main
caller=main
caller=main
caller=main
caller=main.

~$ wget https://github.com/prometheus/prometheus/releases/download/v2. ¢
~$ tar -xvf prometheus-2.9.2.linux-amd64.tar.gz

~$ cd prometheus-2.9.2.1inux-amd64/
~/prometheus-2.9.2.1linux-amd64%

./prometheus

.g0:
.go:
.g0:
.go:
.g0:
.go:
go:

285
321
322
323
324
325
640

msg="no time or size retention
msg="Starting Prometheus" versi
build context="(go=gol.12.4, us
host details="(Linux 4.15.0-45-
fd _limits="(soft=1024, hard=40¢
vm_limits="(soft=unlimited, har
msg="Starting TSDB ..."

caller=web.go:416 component=web msg="Start listeni

caller=main.
caller=main
caller=main
caller=main

go.

.g0:
.g0:
.80

655
724
/751

:609

msg="TSDB started"

msg="Loading configuration file
msg="Completed loading of conf]
msg="Server 1is ready to receive

4
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global:
scrape_interval: 15s
evaluation _interval: 15s
scrape_configs:
- job_name: 'prometheus'
static_configs:
- targets: ['localhost:9090']

- job_name: netwiser snmp
static_configs:
- targets:
- '192.168.0.253" # EEfANIRZEIESTE
metrics path: /snmp
params:
module: [netwiser] # ModuleZ3187E
relabel configs:
- source_labels: [ address ]
target label:  param_target
- source_labels: [ param_target]
target label: instance
- target label:  address
replacement: 192.168.1.2:9116

ubuntu@monitoring:~/prometheus-2.9.2.1linux-amd64$ vim prometheus.yml
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e targets [CNetwiserDIPZIEE T D
e module (Cnetwiser®®ModuleZ=§TE T D

o HicH)
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Prometheus Alerts

Targets

O COnly unhealthy jobs

netwiser_snmp (1/1 up)

Endpoint State Labels
http:/1192.168.1.2:9116/snmp up

o F—4vw NIEMENIZ

Last Scrape Error

4.191s ago
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Execute - insert metric at cursor - v

Graph  Console

Element

ifOutOclets{iflndex="1" instance="192.168.0_253" job="nelwiser_snmp~}
ifOutCelets{ifindex="2" instance="192.168.0_253" job="n=bwizer_snmp~}
ifOutCelets{iindex="3" instance="192.1658.0_ 253" job="n=bwizer_snmp~}

ifOutCelets{iindex="4" instance="192.1658.0_ 253" job="n=bwizer_snmp~}

o ANJDRXEBUETEIC

Load time: 38ms
Resolution: 145

Total time series: 4

Value
2514534
2008077
0

2514534

Remove Graph
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