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Version2.2 (')!)—XHBH : 2020/10/30)

Version 2.2 TIXLL N OMERENEIE, REGELEZITWE LT,
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SNMP H— 3235 D Get TR, BL O MT v 7 EEI12D T Version3 IZXkE L E L=,
MIB 3 L X TRAP DA 1. Versionl/Versionv2 (2¢c) & [Rl—& 720 £47,

SNMP Version3 [ZRHT D AIEBE DAL TRLOME Y TT,

HH i
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W57 L) R DES-CBC/AES128-CFB

T, AHEREOBINIENTFREO a~y REBI/MEELTEBY £,

a<w R N2

set snmp engineid SNMP Version3 Di@f{g CiBEI S 415 snmpEnginelD ZF%E L £
7,

set snmpuser nhame SNMP Version3 CEH T 52—, FET /LI U X A BT L
TV ALEHELET,

set trap manager I o TDOEREBELERN—=a VERELET, N—T 3 1
Version3 ZfaEr[RE & 72 D £7°,
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e T ihbﬁ_ﬂ%%Q“ S O O
S Ao— b v 7 %k F O R B
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15 B eE SFTP O SFTP O
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SYSLOG 7 74 7 . N&#rE —
FTP/TFTP 7 54 7 > h&iHE —
KR — N0 T 7 A H R O
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¥ = VT7 ¢ | RADIUSGRRE T B v > M&RE —
B&RE TACACS+i#E —
Firewall(ip6filter) /e —
IPsec H%HE —
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o0 |0|010

OO0 O |[O|0]0|0|0

3 SNMP IF-MIB ifLastChange ~IEZME %K 4 REA~D %L

ifLastChange @ get EXRIZK L, REREZRTAEEEZELELE L,
AREEE T iflastChange Z VAR — P L TEY A, A ¥ 7 oA AOFEBEIZHNHDOLT, FIZ0 2K
KT,
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Version2.1 (')!)J)—XH : 2019/10/18)

Version 2.1 TIZLLF OMREILE, REAEE, MHMES 2T VE LT,
1 SSH kT2 AT L hEEGHERE (sshxpt) DB

A— R — BEREIZ SSH b T 2 23T L > b HEReAHE (sshxpt) 23800 L & L7z,

AHEREIT AL U 7B — MCEID ST HN TP K NERZSSHZ FA4 T v N CIETH 2L T
REML X Gl an & B0 728 5 2 7 HH%HE T,

HEHBBEMLOER Y — /L [Ansible) LHEHEET L2551, kD Ansible B 2 — /L 2 ARLEERKRH T
BESED Z LN ATRETT,

SSH k7 AT Lo N Eeae I Bl - AL, LT oERD@EY T,

HH B

HSREA ML set portd tty session 2~ R Tsshxpt 7L 3 V& E
THZ LT, HEINIZTY TR — T sshxpt D TCP A
— MAEE D F£9,

B o —F portusr 7 /L—7 D —WEAER L, B alRE/R > Y 7 LR —
Nk ET HZ & CHHAMREE 2D £,

i AR — b set portd sshxpt 2= R CH—E AR —  NAEEEEZ AR
T5HZ ENARETT,

T 7 4 v b O — R R — FHAEEFIL 9301 T, U TR
— FOE R L CEID S THENET,

Wi hay SSH TO A FEE R HE T, telnet/console 735 DEEFHL T
FHA,

WERE DT 7> 9 v set portd tty connted send nl 47> 3 L ZFRETHI LT

AR IE PeeRrl T2 — R2 X E LE T,

2 A= M= R, tty ¥ R — UHKEE & OPEBERE D HLR

R— = HEEED ) —< LT — K (w) vz b tty v 32— VBRI, vk CTHEMHIES A%
LR DEMEOHRT LN, REICLVEGETHZ LEREEICLE L,

set portd service exclusive 2~ K CHHAEREZFRE L F 7,

PHSEEN G 2h (T 7 4 v N) OE, WInrOt v a VT TIFEET L2 U 7R — h~id
T REATEEY A,

P REN DO E . BHEED Y v ¥ a3 VR HICHHL A 200 £H A,
FRFECER B SR I ARBE D TR HIC L o T, AL =R BERAIT O Z &N TEET,
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3 tty v R — UHHEDOYREE

+ show log ttymanage send =~ KDiENM
tty v R —UREREIZ T, YU TV — MIEE LEENEZ BT oa~y REBMLUE L,

- HIEH ST REEHERE DB N
tty v 2 —UREREIC T, KIS T 2R E T A REZ BN L £ LT,
SIS OHIF S, [Ctr1-@] (0x00) ~[Ctrl-_] (0x1f) 33 & T® DELETE (0x7f) ™4 33 fl T,
4 SSHOZ o hanN—2 g VERBISCFEA OIS TE
SSHDO 1 ks aj"—3 g kB SCF4] %2 [SSH-2. 0-port_sshd] ICEE LE L7,

5 TCP AR— M NEXETH < REA DXL

L7 FE— RNIZT lset portd tty session] ZFEIT%., FFEDREI~ L REFEITLI-BIZ
XA VL7 ME—FRDTCP R— FBEHS AEASZXLLE LT,

6 tty v — UHERE TICFFINEE SR VAR RSB DXL

tty ¥ R —UBERET input A 7Y a CRIARHCHIESC T2 AT 5 & ERLBEO TSN ERE Shian
GEDHHREAZMLL £ LT,

7 Linux B —%/L (TCP SACK PANIC) Ma85 1t D%t
PLF OMegstlc xS UE Lz,
- CVE-2019-11477
LS SHT- SACK & — 4 o R 2 & 0 B — "— T n—% 3| X4 = L. Kernel Panic Z 8| X =<
AREMEA B B Mgk
- CVE-2019-11478

WEINT-SACK > —7 LV A% EHZ 2I2L D TCP retransmission({lHX) F=2—IZ 777 XA M
Sl & 2 RIREMED B D Meguit
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Version2.0 (') !J—XH : 2019/4/12)

Version 2.0 TIXLLT OFEREILE, REAEIE, MEgarES 21TV E L,
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LET,
ttysend D~ REFATTHHAIL., =—F0R 7 7B RHA
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Hre A2t enable ttymanage =~ KT, tty v 3% —UHpe 2 A0
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e a han SSH T e (fRE T4, telnet/console 7> 5 DAL TE £
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o< R extusr 7V —7Da—HFTu s A %, ttysend EDOa v KN
& FRATT B 2 L TR AR ST R R E T H 2 L
TEFET,
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UM c& b9, device v a v aBMLE LT,
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R— b a7 OEEE LR L7 Mail F— S@EZHIER LB, Mail — 0B — L FS 25K
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5 U Y — 258D MEIIE DG
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+ CVE-2018-5391
MLSNIAT Y bEZAET DI EITE D, CPUNEARIKIEIC FTRENM: DS & 2 Me3att:
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Version1.3 (') !J—XH : 2017/4/14)

Version 1.3 TIXLLT OFEREFLIE-CHESI IS 21TV E LT,
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IPv4/IPv6 T 2 7 ILVAHE 7125 LTE Y, IPv6 THAR— F L TWAEREIZLL TOEOE Y TF,

Rl

HR— MKR

AN— b7 7 & AkRE

H— b —Spiie

O

AR— b o 7 EERE(SYSLOG/NFS/FTP/ A —/L)

DNS 7 54 7 MRE

AT 4 T N—T T HRE

Telnet/SSH H—/ & RE

Telnet 7 7 A 7 > MEHE

O|0|00

FTP/SFTP H— ke

FTP —/SFTP O

R T 4 v THERE

SNTP 7 7 A 7 > “HsRE

SNMP —— = - MéhE

SYSLOG 7 74 7 ~ M&#E

FTP/TFTP 7 54 7 .~ Mie

&= U7 o HEE

KFEY— DT 7 & AR (allowhost)

RADIUS &5/ 7 71 v o~ Mg

TACACS+H#HE

Firewall(ipfilter) FHE

IPsec e

T AR O E TIE IPv6 BB REREIT RN L > TR, 7T RLALRESNTWVERA,
create ip6 I~ NC IPv6 BIEHEREAR ANC L7=#IT. set ipbaddr =~ KTIPv6 7 KL 2 %

RIELET.
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2 telnet TH— k77X LI=BRO—HBHEDIARLE

L7 ME— FCTORBEREIZEB VT, create allowhost @~ > KT telnetd/portd telrw/portd telro

ZIEERET. telnet A HERT 2L ORELLLLETOR— ML P A=2—2FRLTVELE
AN

R=hEL 7 M ma—%2RRLR2NWE I ITHEREEE LE L,

3 A VA EHEBEDIRRA

R—ha % A= LFET BRI, SMTP D~ F|Z DATE/FROM & —Z Z4RATH L OHEEZEFT LE L
Yl

4  traceroute I~ RO H
DNS — RFRERFIZ, traceroute I~ ROHIFERND IP T RLRAEZRA MAICHEHLTHI LT
WE LN, IPT RLATHDT L) ICHkEZERT LE LT,
DNS H— 3005 DISE N IENG A, XA L7 7 M RIE T 2 &£ T traceroute DFEITNFFZ 4D
ZENmLS 2 ET,
5 UE— 26 D DoS DfaEsE xS
PLF o Maggthicxthis LE Lz,
- CVE-2017-5970
IP A7 a v ZUWBE LT Ny FEZETHZEICED, D—ANT T v 2T HAREMN B 5 MidH

7

- CVE-2017-6214
UE—hbHURC 7 7 7 BT HINITCP T v b &ZAF T 5 & BEIRLV— T2kl % ATREVED & 2 etk
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Version1.2 (')!)J)—XHBH : 2016/10/28)

Version 1.2 TIXLL N OMREIEIECARESELEZITWE LT,

1 IPsec #ERED BN

VPN /L— % L DT 5 bid(E 21T 5 IPsec HREZ B L £ L7z,

[Psec #fi 4 B3R $ 5 A = =—H & IPsec #2215 L AR O Gk L TWET,
FRIILAREPSK IC X 2R BHEEFEA AR — R L TRBY, A8 ax7 v a Ol b xL
T— RCHETEET,

4 <UE-Mib=> ) RV E— ( <> = )
BEiER R Q
T NS-2250 VPN
r j 5 Internet I
e =
R hor ] _[:]
HESS a>y-b —E'-:Ea
\_ R—h k "~/
IPsec DGR RECENIEET— N, BRERER X7 va VI TEDOLEELY TT,
I5H SRER
i Re FHHAEEPSK)IC L AR 55E
B{EE— R ro2rE—K
aRx 7T a U ER8axr gy

HmEry FT—7 (T Ry R)FIZ IPsec 2T va %
ML T BT DR E D NEE

R RE DPD(Dead Peer Detection)iZ X % b v R VE{EWr ok
Z DA, NAT b 73— LERE(ESP @ UDP 7k Y v )

ALEE 1ZLL T @ IKE ISAKMP-SA(Phase DiéfEA - A8— F L TV £,

5H Bzl
IKE 7o k=u IKEv1/IKEv2
ﬁ%?zu:f U R A 3DES/AES128/AES128CTR/AES256
BEET LA ) R MD5/SHA1
DH 7/ v — 2(1024bit)/5(1536bit)/14(2048bit)
ISAKMP-SA A= {7 iR 3600~86400 #(5 7 4/ b 10800 )




S RTALY TR T Versionl.2 VI — X —h

AFEEITLLT O IPsec-SA(Phase2)hE % Y- R— b L T\ kT,

IEE ZRBA
(RS = ) BN 3DES/AES128/AES128CTR/AES256
SHEET LT Y XA HMAC-MD5/HMAC-SHA1
DH 7 /v — 7 (PFS Ejilf) | 2(1024bit)/5(1536bit)/14(2048bit)
IPsec-SA D {7 3600~86400 #>(F 7 # /L k 3600 )

IPsec HEL R T 1« > JHE L OOFHIZTE /A,

Firewall (ipfilter)K&RED BN

TRE 72T 7 ' ZHIRAEAT 9 7~ 912 Firewall (ipfilter) ¥EEZTEE L E L7-,

AIEBIIAN LV F T oA AZEETEHNET D EN M VT ANEE AR LT 4 )LEO 2 EZ YR — b

LTWET,

HOEMUD Y AT DIEEEEINTWAEINL M 7 4V Z T, Firewall #REA BN L=z
TCP-ESTABLISHED /%4 + I /Related 2347 v N/ b—TF R 754 207y N2 HEBLET,
BNV AT 4 NE DT — I L BHIR/AEE LT TE T A,

HALINT 4 IVEFIA BT 2 ADZAEE CTRILEND, 2—FNREFRER 7 4 VX TY,
HAB NT 4 VHTEEERRTERK 64 = b OBENFHETT,

HH Wt

o FREDZAE/N7 v b &gl LT,
» TCP-ESTABLISHED /<% » k

BV b A Related /X% > K (TCP LIS TR BIFF S5 37 v |k
7 4 VE (52{E) | (tftp/sntp/nfs(udp)/radius/icmp echo/IKE %)
T4 IVH c —TF R TR ZADIN Ty k-
il Firewall HREZ AT 5L BBNICEMELET (T 7 40 ME

B o 74 NEOHIRRERITTE £ A,

BNV T AN ZIETTOTVAT AIBEERSNTWNWD 7 4L F T

AL D AXERIREZR 7 4 VA T,
TUNE(EZE) | BV T 4V E OB TR EINET
EEAKRTRER6L = N B TXET,

HARBT A IEFIA L E T oA ADSEE TR I A 2 — PN

10
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ethl: LAN1 RK— »

A% T7xAA |eth2: LAN2 R— b

bondl: R F 4 7 AHR— b
SA: EEILIP T RLA

DA: %4 IP 7 KL &

ICMP: ICMP % A 7 (0-255)
TCP: TCP AR— k&% (1-65535)
UDP: UDP AR— k%% (1-65535)
ESP: ESP 71 |k =)L

IP7RLA

T A4NH
5t

AEE =y ¥

accept: &1

1L
R drop: BEHE

Firewall (ipfilter) #REZ BN LIcHe. &7 4 VXX FRIOIAF CRHME S E T,

NS-2250 F{i /R ]
H— DT RHIE
(allowhost)
|
IPsecHZIBFIZR RILAHY
PRSLIANE L TORLME S I
1 FoRILAICEEShS
EILR2T4ILE BE/N\TYNIEEINET
I
£2BTTAR ]
2{=(input) %4E (output)

3 Telnet 7 74 7 MEREDILIE

AIEE I LT D Telnet 7 74 7 2 MO A —7 7% Cirl+]EENHOE T /ML T 5L 9
(ZHEREPLHR L E L7,

AFERENLIRIC KD . BAB I — NEEI LTEREE FCTelnet (2K D0 7 A V& {aE H 0 i L CHIH
THHEICBNT, Telnet v ¥ a Y OUINISEOBRENTE DX 51270 7,

AHEBREVAEIRIZ VY, set telnet cmdchar =~ RZBIMLTEY £7,

4 MTU %% €3 HHEBE DB N

AIEEDA BT oA ADMUBEZER T HHEEEZBML £ Lz,
AHEFEBINZLEVY, set ipinterface mtu <2 RZIBIML TE Y £9°,

11
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5 Off-Path TCP Exploits &5 (CVE-2016-5696) D%t
TCP 7"m k = L1Z REC 5961 12 L ¥ DOS ¥ 124 2 T Challenge ACK DEERAHIIET 5 &k 5 FEHEI N TV

£75
ZORIRAEFIH Lcaxs v a A OWERT — 2 IEADBEZ520T 2 /RN & 2 Mags iz shic LE Lz,
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Version1.1.1 (!)')—XH : 2016/7/8)

Version 1. 1.1 TIZLA F OREBETLIR 21TV E LTz,

1 U7 AE— kO DSREEERHKHE DIRE

U TR — FODSRIEFERR M FRICR—V 7Rz B L E L,

ER DR S (edge) 1X, DSR (55 DIER 2 B IR L T Y . FEEROXHmEEE D DSR 15 5E B LS
I AR ED T OTNRIFHOESEBICLRIST 2580800 £7,

B R L= (polling) 1%, M 2422 24TV, DSR 155 DARHEDY OFF—ON K T} ON—OFF ~J 10
LY B ERW SR E TEE AR L ET,

ABERETR(LIZ LV . set tty detect_dsr =<2 RIZ edge & polling &7 =3 v ZEMLTHY £7°,
Ka<wy FOF 7 44 MEof f (EZ) T3,
on A7 arEBEIRLIEGAEDT 7 40 M edge TT,

set tty <ttylist> detect_dsr { on [{edge | polling}] | off }

13
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Version1l.1 (')J!J—XHBH : 2016/5/13)

Version 1.1 TIXLL N OREIEIECARESELEZITWE LT,

1 BT 4 v ZHsReDB N

2 50 LAN R— b 2 RAERNC 1 SOFR— b (bondl) & LTHIETE 5 X 5 MeIE# 170 E L7-,
BEE—NEIT 7T 4 7/ RNy 7 7y THTYE, BECHERTER—MNIT 7T 4 THR—FDOHZT, Ny
7T v T R—= DA LIy MINE CIEE SN E T,

R T 4 v THEREAZIRE, 32 IP 7 KL A1X 1 -2 Cbondl OAIZHELET,
TITATHR—=bERY T v TR—= OEUIDEDLVIL, 77747 R =DV 72Xy iz E b H
BEID B % & switch bonding a2~ RIZKDFEWIV B2 2 FXEVKR—FLTWET,

Voo 7y XICX2HEBUVREYIZH Y £ A,

T 7T 4 T AR— MR ZFEAERFIZIT GARP Ak L E T,

LAN1fEE
Y <o
h h hl h2
ethl eth2 et etl
Slave IIF | active) (Backup) (Backup) (Active)
LAN1 LAN2 LAN1 LAN2

2 VUTIR— DT IVAREDHARE T

set portd tty label a2~ RCTHRETHVI TR —FDTIPVZIZAR—RAEBFHTE 515 HkE%
BELELE, ARN—REZGLXTINOLE, ¥T7NVva—F— a o CHAEXTIITHRE LET,

3 trace icmp HEREDIBIN

radius/tacacs IZINZ icmp DT — X% F L —AT&E DX HIZ, trace I~ KO T 3 T icmp ZIEMN
LEL,
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S RTALY TR T Versionl. 1 VI —X/—h

4 GNU C 74 77V (glibe) 55544 (CVE-2015-7547) D%t )it

GNU C 74 7 Z U (glibc) Mag5fE (CVE-2015-7547) Z%f4L L & L7=,
HY AT LY 7 R =7 TINS B —EELZ L TNDEAE, LTFTOa~y RROUABLIZI W T D #2
BT HAREENRS Y T,
fesatt DEBEEZ T T2 v NEZIFE LSS, AX v 7 —n"—Tu—%EZ L, 3~ FFIP fiaik
DERFEETTHEERH0 7,

* ping/telnet/traceroute =2 <. K

« "— b a7 ®FTP %5

i

I

9
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S RTALY TR T Versionl. 0.3 VI — X /—]

Version 1.0.3 (! ')—RXH : 2016/3/14)

Version 1.0.3 TIXLA T OREES ZxL L LT,

1 VAT ARFHEET AL RNEE O

R ON RCHELENC L 0 AREE 4 f®) L 72#% ., K 100 HIR(Z Watchdog Reset 23FEE L. & AT ADFHELH)

THORESEZMLLE LT,
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S RTALY TR T Versionl. 0.2 VI — X /—]

Version 1.0.2 (!)')—XH : 2016/1/20)

Version 1.0.2 TIXLA T OREES ZxL L F LT,

1

3

EEORELZIN TN T LE > REE DML

FICEMR2 < 10 IS FROWTFRND 2~y REEFT 5 &, HEBO RIC(Real Time Clock) iR IE A2ff
NEXAEN., 12 AUBOEELE CRANTNORESGERHMLL E Lz,

cdate & L<iE date ntp a2~ RIZ L AHZIRTE

* reboot I< 2 N

+ shutdown =< > KN

AREGTRICICAERENEZAEN TS, 12 AURICIEEZ EEIT 2 £ TORITIE LWKRZIR > 27
LMEMENTBY VAT LOEEICHETILH Y 84,

12 HUBSICARSEE 2B L CREZIN TS &, o Y — T 7 A e EOBREIXEF ICEIE L £345, NS-
2250 DW= 7% Syslog N ARIERRFZANZ /20 £,

NTP = "B Z ST 28 EL2 ST TH, 10 HIC Eidoa vy REFTINHE1E, ROH
L&D NTP I — ) B REZ 2 TG 9 5 £ CORIIANIERFANZ 2 0 £7,

REAE R ORBIZLD , REST 77 7 A ABHHHE SN AR EES DR

FEEESFO ALY SEENBIRTFEINLTWD TR T 7 A ~DOT 78 A (17 « Z8) HRERHT L
WA, BT 7 A RIS NV E T,

- KENEORE T 7 A v

VN NONS S AN =T/

VU TNR—FDOR—Fr s

+ logsave <= RiIZL»TRFEESNZHR—r

B 2 (TEEEEE L write 2~ RREIC K> THREZRMELTZO L, date 2~ KNP — D7 7 &
ATp ETRIRO Y AT ARFAINKE S BEIZRINTHE, REZ 7 A VDT 72 AQRHIEE SN A
FFEHR LD bARKDO DI TWET, AREASITREEESRHIIEEFZLIV 7 7 A NVT 7B AR
D1AUEH LGS 7 AV EYEHE LT LE S REAGTT,

B USB AEVICREFESNTVDORE Y 7 A /ML S EH A

REAETOREIZ LY | AT AP L &S 5 R EA OxL
ILEEEEIIZ date I~ KRR NIP — "D T7 7 X2 T AT AN RE L BEIZRENTZD

5, restore A< RIZK DBV AT AEILEITO Ea~vy RRE=T—L 720 restore 2~ NIZTHEE
L 7218505 (main/backup) D AT ADHIBEINAGERH Y F9°,
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S RTALY TR T Versionl. 0.1 J— X /—]

Version1.0.1 (!)')—XH : 2015/10/23)

Version 1.0.1 TIXLL N OMRESGER AR BASEIEEZITWE LT,

1

5

L B R LER 0D 2

RETZ 7 ANDOLHARALEDa~ FF oy 7R AT L, LR ORER 286 L £ L7,

echo < RoflHidE

echo o~ REZEFFOLEEINDHHDE L, #H D CLI (Command Line Interface) Tidfif KR L7
WEOHHREET LE LT,

REREHZ CLI B LIATeERIZ, BREIZE FILD echo 2~ RO NIBREDFIZRDZ L &E<
HRTEFET,

D EIR D325/ b & BEHET DR BA DAL

ZIE R hD Y —RA TP T FLANEZ(E LAN R— FOREEFERICE TN TWOARWES, 207y b
BELTCLEIAREAEZXLLE L,

delete ip route DOAREAL % XL

R U3 TR D — T oA O— FDNEERE SN TV DEE5EA. delete ip route =<2 K T/L— b
PHIBRT DL, HMELINA—FEELRDZNL—FEHIBRLTCLE ) REEEXLL F LT,

Telnet/SSHt v a3 v bmay y—nno ZH I MEIT 5K EA % kL
Telnet/SSH 7 A4 7 v " bARYEEIZT 7' A4 > L console on 2~ REZETLTEDE Yy g LT
YV =nu T EH L TWAEAEIT, FiElo SSH B35t CREGEIZRIT % & Telnet/SSHE v 3 v ko=

= THAOPMEIELTLE DG AR DL REGEZML LE LT,

Uk
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