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RIFENT=AR—ba ZiE, Telnet/SSH 7 74 7> b2 b AR 2/ U CELL SIS
T AT HRCR R TEET,
F 72 FROFIETINBA~IY T2 L B AEETT,
NFS % —"~7 7 1 L HEMRAT
FTP —~7 7 A )L HENEE
Mail #—/ S~ A —)LF — % THEEE
SYSLOG H— "~ vt — Y HEIEE
S5 FTP/SFTP 7 7 & A2 L % B
S8 TETP/ETP - — S~ FH)k(E

e 210 & Y BT R R L1 1A T b . RRBICIRAE SR — b /%
R — SR S f— bR 7 A TR T 5 2 & O, BB R OB FRT & T 5
= LSRR

Telnet/SSH
BERXI R 9747k

NS-2250 | #50 E

-

‘ | BEhEnx | BEhinx ir\a_ 1
V \4
- — [
= TE 1
= 2=
SYSLOG/NFSH—/\ FTPH—/\ Mailt—/3 FTP/SFTPYSA4 7k

TFTPIFTPH—\

1-6 BERMERBAHALEA vE—DCOREFRREE

1-5
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(3) BEDOHEBIL/FETIEADL
AIEESCREE ICER SN TCERSRBERICZRIIT 7R T 5720l REEIX
SSHv2(Secure Shell version2)/SFTP(SSH File Transfer Protoco) DK 54k, h =L &
AFSEEEREZ B L CWET, BEAEROBE/RIZEY, EX2 V7 mTHEL L TR
EEZFAHTENTEET,
T, REENEHEY —E A(Telnet ¥— 30 SSH — 72 )T L2, 77 B A &EFFAlT

B57FAT L MDOFRy NT—I7 T RUVAEFEL, KEBNEHY —EA~DT 7R %
HRTHZ b TEET,

Fio, NRAT— FRABREEZF T2 — VIR A T, FOZ—FRT 7 B A 0fER Y
V7 NVHR—FERETHIET, LV TGN REIZZZ D 97,

BRI R BRI RS

User Access Port

suzuki | 1,2,3
tanaka | 1,5,6
sato 7

Telnet/SSHOZA T+

1-7 SUTLR—bDT I ZXFIR
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1.1.2 E7iae

(M

ARIEE DR D AR OISV TR L £,

R— b —/\#8e

R— b — NEEREIX, Telnet/SSH 7 74 72 b O ERZ5%Z I, eIz
7 VR— MZ Telnet/SSH & v o 2 > 28T HHHE T,

A= b —HREICEH SN TR — b — " A =2 =% LT, VU 7R — MR L
AR SRR O n 2 S L2V . Break (5 5 & RIS E C A H T 2 EEE1TO 2
EMTEET,

AR— b —BEREIE 2 OB — R L TV E T,
ZHAOF Y NU— I BEICHDOE T, 2 00T — FOWTRMERIR L TR
)R A

FALT RE—R

AEBEO VT NR—MIwy 7Sz TCP AN— & 5%, Telnet/SSH 7 7
AT DOF T a ATHEEL T XA LY MOERSSRESRA~T VAT 5E— R
<7,

‘L7 hE—F (KR—FrEL 7 FMRE

Telnet/SSH 7 7 A4 7> F OEHER — NE S 2> TARIER ICr 74 L, BERSR
EEN-ERERINTWAR— LY NA=a—nbT7 7 EA LW Y TLR—
FDOFEFEBRIR L CTERS GG ~T 7 AT 25— RTT,

T, A= M — BRI, U TVAR— MOERE S BRSO BEEIT S ) —
vIE— R e BRMREROT =X T ORETIE=HF—F— RO 2FEHE R —
FLTWET, ODEDDOTYTAR—RMMIXLT2ED Telnet/SSH 7 7 A4 72 ~ink /
—<LE— RTT 72 AL CERAXNGHMESTEBIELZY, /—~ /L E—RFLE=F—F—
RO 728 S, BRAISRBEROBIEL EHARIFIZIT) 2N TEET,

FEMT T2.1 AR— bH—\#EE) 22 LT &N,

XA VL7 ME—FR, BLZ FE—RICLDAR— M — Bae & 1350, SSH h 7 v AT

L bR (sshxpt) A L TR — M7 7B AT 5ENTE E4,
AT 12.1.6 SSH 7 0 AT L o MEfEAEEE (sshxpt) | 22 LT 72 &0,
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(2)

(3)

(4)

R— k0T H#4E
A— b a ZHERIE, ARBEEO VY TIUR— MOER SN TV D BRI b 25 Lz
T—HER—tn Lt LTHRETHIHETT, "—F—R"Z2@BLTT7EALE
Telnet/SSHZ A4 7 > b RFLTIZAR— b 752 R IE0  FDOHR— ka7 % SYSLOG
PF— RO NFS — NV TNAZ A DREFELEYD , &F— MIFEE SN FTP #— 3%
A—=)T RLVRIZERFTHIENTEET,
R— b r ZHEREIT T OBEREAE# L TV 7,

« AR— b v FRIFHRE

« B A LRAE L THERE

ca A ARR L THEEE

- AN— b u TR

- AR— b v 7 E{EHHRE(SYSLOG/FTP/ A — /L)
FEAE 2.2 R—bFRJHEE 2L TEaN,

o) T o HEE

X2 U T o RRIL. AEEICe A T AT EHIRLEZY, 2—WFEICT 7B AH
BV U TIVAR—  NERETAHIENTEET, /o, AEE L RADIUS/TACACS+H#RE
EEEHLTBYETOT, REBEIZe 7 0T 52 —FOCREEDO U T VR— MNMZT 2
Y A9 52 —%% RADIUS/ITACACS+Y— R T—tEH# L7V . RADIUS/TACACS+Y—
NIZT AT va kR FTHIENTEET,

T, K= F =N OAREECTEEL TV DK —_"~T VA TEDL Ry NT—7
AR A M EHIFR L7 Y | Versionl.2 THLE X 7= IPsec #4HE & Firewall(ipfilter #§#E) & fif
ATz TeXa VT 0 2bT52 6N TEET,

FEAE T2.3 X aUTaoEE 2SRLTIEEN,

EAEEMEE
EHEHEIL. PRI T AREEORECEREREZ1T ) i T,
*DNS 7 7 A 7 MsE
- SNTP 7 Z A 7 > ME&RE
CRBT 4 I IV—T 4 v THRE
* SNWP = — 3 = > ME
- SYSLOG 7 7 A 7 MkhE
* Telnet/SSH ¥ —/B&HE
« FTP H— “F&HE
- FTP/TFTP 7 Z 4 7 - e
R=Dg T TR —=T g HE T HERE
VAT AT NI =T DIV ARNT /Ny 7T v THERE
- HEVEITIERE
< IRE ' Y HRE
« B ALY — U RERE
R T 4 U RERE
- IPv6 JBIEF4RE
- tty v R— URERE
« Ansible & DB H#E
- REST API ¥
- LLDP #&#E

AT 124 EREEMEE 2RI TESN,
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1.2

HZE DB

AU DA H D4 T L BREIC TR LE T,

N— BT =T ORI X 7 2 Ofifie C13 [REFIRE)] 25T ES,
1.2.1 KKHIE

[AC =T ]
ARFTHEHIZIE, ACA > Ly b, BFRAA vF . RESET 24 vJ, USB R"— b B L%
AT —FRAERRTDBT L TITRHD ET,

BRRA VF
wEn
GACAL Ly bk

DSTATUS14 5> F
DOPOWER 5 > 7

Q®RESET X1 v F

1-8 NS-2250-16,32,48 D ZED B (FIE)

@USsB R— k

[DC EF 1]

BRAA VT

mEO
@®DC EFaRY 4

®STATUS14 5> 7
OPOWER S v 7

@UsB R—Fk ®RESET 24 v F
1-9 NS-2250-16D,32D,48D D {-ERD & (RimE)

1-9



(M

(2)

(3)

(4)

()

(6)

S > 7 (POWER/STATUS)

SUTRM & B 8
POWER 5 >~ & | @ ON ORI AT LS
e ) HozZWrr 2 FPOC)FEITHIZ AT LET,
STATUS1 77 B 5 el STATUSS 5 o & RIS AT L 24,
STATUS2 5+ 7 i | ROM =4 479 AT L £ T
STATUSS 5+~ | oAT MBI AT LE T
STATUS4 5 7 & | USB7 7 & A Icmi LET

USB R—
WA USB A€ U 1AL E7,

RESET R A F
AIEEZ )y FTHEETHEHLES,

BRAAYF

AREEE DEP%Z ON/OFF LE 5,

| EFRRENTNDMEHLiATrE ON, O L KR INTWDLMZH LiATe L OFF 12720
¥4, E% OFF |29 2848 1% shutdown 2~ FEFETFT LTI AT LAY 7 by =T %
KTEHE, ar Y —LIZMON>7 a7 "IN FREND D& MRT 20, £ I13ARLEE /)
D STATUS2 7 v IR T 5D &> T b EREZ OFF IZL T 7230y,

ACAoLy bk
ACETNWVIXAC BT — 7 NV EER LET,

BT — 7 NV E R GAIT shutdown 2~ REEITL TV AT LAY 7 by =T &K T S
., I Y= MON>7'm o7 N RRREND DEMERT D0, £ I3ARZEE /IO
STATUS2 7 > 7 INEMTT 2D EFE-> TG, BR7Z—7 L EHFH N T ZE0,

DCERAARYH

DC &7 /WX DCERTr —7 NV E LET,

EIRr—T7 NV ER LS E AT shutdown 2~ REFEITLTUVATAY 7 by =T 2K T &
., 2= MON>7' 1 7 FRRREIND D EMERT D0, FIIARIEZ D
STATUS2 7 > 7 INEMT T 2D EFE->TinD, BRTZ—7 V&R N T ZE0,
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1.2.2 XKE@
AARYEIZIE CONSOLE R— k., U 7R — b, LAN F— FRFEEINTWVET,

[NS-2250-16,/16D]

SPEED 5 v 7

LINK/ACT 5 > 7

® LAN1 R—+
® LAN2 R—

® CONSOLE ~— k
® 2 7ILHE—F 1-16
@DTXS5F
X 1-12 KEDBZF (NS-2250-16/16D D EE)

[NS-2250-32/32D]

SPEED 5 v 7

LINK/ACT 5 > 7

® LAN1 R—F
® LAN2 R— K

® CONSOLE R— k

® VY TIILKR—F1-32

1-13 &ZEDEFH (NS-2250-32/32D MOE M)



® LAN1 R—k
® LAN2 R—+

SPEED 5 v 7

® CONSOLE R— k

1) 4327 x4RKR—F

(2)

(3)

[NS-2250-48,/48D]

LINK/ACT S5 > 7

® ) TFILKR— K 1-48

@ TXS5vF

1-14 BEDBF (NS-2250-48/48D D& HE)

R— b

W HE

CONSOLE 7~— h

AHEEOWHIHRER EEITHITZODT Y TR — F T,

U T IVR— b

eI R L OV 7 AR — T, YU TAR—+D

BIIEEDOETT ML > TRRD 9,
NS-2250-16/NS-2250-16D(16 7K — |)
NS-2250-32/NS-2250-32D(32 " — |)
NS-2250-48/NS-2250-48D(48 7K — |)

=% v bcHEgE L ET

LANT 7#—
: (10BASE-T/100BASE-TX/1000BASE-T)
LAN2 #— | A —HF v ML £

(10BASE-T/100BASE-TX/1000BASE-T)

SUT (LU TFIHR=F)
07 & W RE
TX 527 a | T RERCARLET,
RX 57 G | T AEEHORRLET,
S F (LANKR—R)
527 2 WA
SPEED 7 >~ 4 | 1000M TVU > 7 DML D & AUT LETS
e G| U BT D L AT LET,
MINKIACT 7 =7 T i R AFREC AR LT




18 FEEOHE

1.3

(M

(2)

(3)

A48 7T —R 4k

REEOA L H T 2 — ZAOHEEITHOWTHA L ET,
THHMREOREEII THETHRLLTWET,

LAN 78— K (10BASE-T/100BASE-TX,/1000BASE-T)

BE it BA
— MK 2
WA Auto. 10Mbps [EE. 100Mbps [EE
DUPLEX Auto, & "EFu)EE, = _HMHal)[EE
MDI/MDI-X Auto., MDI [#HE, MDI-X [& &
CONSOLE 7R— k
H HE BT
N— MK 1
SV RJ-45 (RS232 #EHL)
R HE (bps) 2400,/4800/9600/19200,/38400/57600,/115200
7 — 4 & (bit) 7/8
R T4 even / odd / none

A Ky 7EY b

1/2

7 —ifi| xon / rs / none
) T ILR— b
H HE it BA
16: (NS-2250-16/NS-2250-16D)
N— MK 32: (NS-2250-32/NS-2250-32D)
48: (NS-2250-48/NS-2250-48D)
eV RJ-45 (RS232 YEHL)
{ri& i B (bps) 2400/4800/9600/19200/38400/57600/115200
T — 2R (bit) 7/ 8
N T4 even / odd / none
A My 7FEY B 1/2
7 o —HiIfE xon / rs / none
DSR (DR) 5 B HFERE™ | on / off
X DSRIEEDZEILEBRHT HMEETT .






HEHE

2ETIE, REEOHEOFEMIZOWTHBA L TWET,
VB2 A 40 DRNC LT BHRA L TEE W,
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2.1 R— Y —/ \BEE

2.1.1 R— b —/\BEEDHE

N— P — EEEIL, Telnet/SSH 7 A4 7 > MO OHEFREREZZIT. leEshi=-v I 7T
JLR— FZ Telnet/SSH & v v a » &8 T HHEHE T, Telnet/SSH 7 714 7 > M & AR
MHEHBOYVE—Fhar Y — L LTHRT LN TEET,

BEAH S BRI o 7 7 v 2425 FiEIE. ) —~ T — FRW) & E=% —F— FRO)D 2 Ffid
ZHVR—FLTCET, /—~vE— FRWIL, >V TR — MR S - B S
2L ORTRITIMEE 21T D T — R 7 Telnet/SSH) TJ, £=4%—EF— FRO)IZ,
U T VR — MO SN B  REBRN R T AT — 2 2T =4 ) T HE— R T

‘é—o
BRI R iaR B R BRI RS
[ sorns—t1 | [ surngk—r2 | [ suznm—tas |
L X RS X
RWK— Q) §  RWAE—QJ RWHR—F Q4
: Q ROK—F i OROR—F + O ROR—F

‘ ARE

EE EH

Telnety51 7k SSHYZA7 Uk

2-1 R— b —/\HEEEOME

1ODYIUTNAR=MI /=< E—FNIRRK2yvar, F=4—F—FNdKK3t
y¥a Y ETERTEET,

WEEPMLTIE, /=~ E—FNEE=F—F—F2bbE T IFROMETERT HZ &N

T&EET,
PR IRty a M
Telnet @ A SSH dD #
NS-2250-16/NS-2250-16D 80 80
NS-2250-32/NS-2250-32D 96 96
NS-2250-48/NS-2250-48D 96 96
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R—=FH =T, T&ED Telnet/SSH 7' h a/L %R — KL TWET,

Telnet

HR—FAS

A= =%

RFC854 |Z EHL

Break 15 =5 WLEE

NWT 7 L—20 &% T 7 X EH

SSH YHR— FRE
AR N=V% SSH Version2 (RFC4250~4254, 4256 |Z YEHL)
FRFET L =T XA RMILED ID/ N AT— R, ARSI
RSA 558 (5 : £ K 4096bit)
I\ P DSA 558 (J & @ 1024bit)
ECDSA W =582 (85 : 128/256/521bit)
(EEEE (v 3DES/Blowfish/AES

Break 15 %5 4LEE

Break over SSH

R b= T T 2F— RZFA L7 hE—Ret L ME— RO 2 ERH Y £7,
ZTHROFRy NT—7BEICHDOET, XM L7 P E— R LIFELZ R E— RGE—
TLZ MEREL BIFOET)ONTNOHERE — F2BIR L TAKEZ RS0,

FAVT hE—FEEBLZ ME— KOBEEDIEMIL.

[2.1.2 R— b —N\~D#E#H (7

ALY FE—F)] BEO 1213 R—rH—n~D#EHK(ELY FE—F) )] 2ZHLT

<TEEvy,

7. AA L7 FE—F, BV Y FE— RIZEDR— M —\HgE

AT L i RE (sshxpt) L TAR— M7 7 B2 T2 H N TEET,

FEANIE T2.1.6 SSH k7 > AT L o MNERHKEE (sshxpt) | 22 L T2 &0,

I3aiz, SSH k7
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2.1.2 R— P —NADEHF ALY FE—F)

AL FE— R, KREBOY T ALR—RMNIE YL TEHRTE TCP K— F&E&%
Telnet/SSH 7 547> N THEL T, A L7 NMIEGRNSEHIE~T 7 AT HE—F
<7,

BEIHREEIC T 78 2457200 TCP R— FEEAHREL TWAEAIX. #4127k
T—REFHTAHE, L0 TINVICERGREE~T 72T ET,

)TN —T L
BRI R
Telnet/SSH 9547+

CONSOLE

R—bk L,

telnet SmartCS 8102
login:

NS-2250

‘ |§*1 f=n

hiE

K 2-2 R—bH—N~ADEHKFALY FE—F)

AEEE 2R U TR SR O BIEAIT 2 G aIE, 2 U TVAR— MO S - Bt
BRI L ORI T A IFLBERITY / —~NLE— REFEHLET, HB7 T4 T2 M HE
X GHEER D BAE AT 2N B, RO 7 T4 T2 b BZ DV ) TIOVR— NI
ENTVWHEMRNGHRGREE=F ) 7T H5ARICF /) —~ L E—REE=HX—F— K%
OEoDY Y 7R — MIRIBICEESETHEA L £,

2BDTTAT vV FPLREHIBRIELIZWESEAIE ) —~ L E— Rl 2y a VLT
FUHLET,

ERAORESE ERRER ERARES
[ ) ] [ ] STt | [suznas—ra ]
R~ »§, RH— pé FM"F'—I-?;
ORo-r S ROT S 55.R0:R—|-
Temet3101} § Teinetiazo1) 38H@E302 ssHE:2) {SSH(E432)
b b A m—k i
| EEE
b y
Telnet o547k SSHISATUR

E® 2-3 /—<ILE—FKEEZF—F—F
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2F # e

A VLI hE— RTERTIHRITL. TEOR— I EZEZHE-TT7EALET,

(EEE] YR R— FBESDOMEE & &
VUTNAR— MR INTE
P Telnet (8101~8148) f‘fﬁﬁ%’é&%%%& DR CATT H e
g RW(Read/Write) | SSH(8301~8348) MAREZRE— R TY,
X1 LoD TAR— MIRK2®
vyva VETHERTEET,
VU TR — MR ST
Rt G e N EH T 57 — 2 %
e Telnet (8201~8248) | £E=% Vv 73+ 5E— T,
T RO (Read Only) SSH(8401~8448) Tel?et/SSH TIAT R HD
X1 EEIXITEERA,
1DV TAR—MIKKR3E
vyva U ETHERTEET,

X1 R— +rESOHEEFEBEOL ) 7ILR— ML ->TERY FT,

(XA VT FE— RBIREOT 7 & 2 51R)

Telnet 7 54 7+ kb, AEBOL Y FAR—F 1112 ) —~</LE— FTEET 255
X, Ttk HiZtelnet a~> FOA TV a v EHELET,

# telnet NS-2250 8111 4

Telnet 7 7 A4 7 > bbb, REEDY Y TR — b 11 IZE =% —F— RTERT 2HE
X, FTERO XS5 T telnet a2~ ROF 7L a v 2 EELET,

# telnet NS-2250 8211 4

SSH 7 A7 v kb, REEDO Y TR — K111/ —</LE— KT, A—haz—W
(portuser01) TG T D5 AL, TR X DI SSH o~ RoA4 T v a v ERELET,

#t ssh portuser01@NS-2250 —p 8311 4

SSHZ A7 b, REEOV Y TIAR—F11ICE=Z—F—RT, A—hax—%
(portuser01) TEEGE T DAL, FReD K DI SSH a~ > KA 7y a v 2R ELET,

# ssh portuser01@NS-2250 —p 8411 4
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2.1.3 R— FH—N~DESHE(ELY FE—F)

L7 FE—FiZ, Telnet/SSH 7 54 72 MnHAEBEICT 7 A L, B GAEE RN
—ERRINTVWER— LY MA==2—GElIX 2.1.4 R—FbELY A Z2—%2%
OGS T 7 2A LW TILR— b OF G ZBRINT 57200 T, B~ OB &
AL THE— RTT, AHEIIR— L7 MEREL LFFOE T,

YT IT—T I
BERR Rk
Telnet/SSH 4547+

CONSOLE

TS PR
telnet SmartCS PITTITCIILIILD >
1 Swicth-A :
2: Server-X
2 E BERNRMR
NS-2250 :

| (@@=

B 24 H— FH—~DEEELY FE— F)

AEEZFMT DL, UTOAY v b2R3HY £,

(1) R—hrELI FAZ2—Z2FALEBETIER

T RA LT WG N E DV ) TR — MR STV D0 b
BTH, AN Y T AR = b O T B G OB A 2 858k L TR,
R=hEL 7 bA=a—=TY Y TNR= bEGLEEAOMEPHRTEET, TO
R—=bEVZ b A=a =Py ) TAR— MES 2RI USRS R S~ B
T7RATEET, T, TAVVICREEAZEERL TWRWERTH, Telnet/SSH
Ty varERFFLEER, BMORERMEMEEZRL T (U 7 VR — FHZBHE)
LQ) 778AF2 L LARETT,

BB, R—hrEL7 MA=a—2F 7278 ALa—HICFFT sy U 7R —
FOBROHBBERENET, ZO2—PICHFASHTVARNY Y 7LR— b O #
FAR—PELY FA=2—CERENEFADT, ¥F2 VT A HTHRLLTIH
IV £,

(2) 274X +—IR) —DfEHRIL
Telnet/SSH 7 74 7 h ERBEEDOMIZ T 7 A4 YU+ —ABIAET DL TH A L
7 hE—REFHTHEE, ¥4 V7 FE—RMEMAT2L2TO TCP A— 27 7
AXY T+ — )V THATLIMNERNDY £3, B 7 FE— FZFHT 1L, Telnet/SSH
DOFERER — N (TCP:23/22) 2 #F 745 721 C, BHAISEEICT 78 2925 2 L0
L7 ET,
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2F # e

B L7 hE— FTIL BN REIRA~DT 7B A L AREEBA~DT 7 A 13, [F U Telnet
#—3 (TCP:23) /SSH #— 3\ (TCP:22) #fEiHL TEY £,

L7 FE—FTHH, 778AZER L2 —FR R —FDOEHAEIIT, REE~DO
TAEHWLET, T BAZER L= RR— ha—FOBEEITIE., 55
T TEALHW L A— LY N A=ma2—2FRLET,
2—PFRFEREINTEZR—FELI M A=Za—=00T 7 BA LW Y TIVR— b &
X (/= NVE—REFE=HF—F—F) 2BBRTDZLICEY, YIUTAFR—RMNITI7EX
TEET,

BT Rk BRI R BRI R
\ ~ \
[ suzngi—t1 | [ suzngi—te | [ suznsi—res |
RWA—+ H RWﬂf—héi RWH— 5w

¢ O ROK—+ + OROf—h O RO~

.E >

[ AteLoldmas -

0+
0

[
===

Telnet(23)R—k(< SSH(22)K—H= Telnet(23)R—kI<
R—ba1—HTOJ1Y R—bai—HFTRI(Y —fa—¥TOs(>

B 2-5 AKEOTA VEBERAREEADT I EADEKRY 57 1F

FEROEIIC, BV P E—FTET 7 B AT 52— L TEELZET LETOT, R—
ce L7 MERZFIHT 2568138 — b2 —PEEHERELZ ONICT AMENRH Y 97,
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2.1.4 R—bELY PAZ2—

A—hELZ bA=a—FEL 7 FE— FERFFICKR— ba—H CARBEEICT 7 EALE
FRIRREIND A =2 —TT,

AR—=hrEL 7 MA=a—ZIZT7 7 BARFAINTWDL VY TAAR— FDTUFRE
R—=hrEVLI NA=a—RREOT Y TIVR— MOFIFHRNBEREINET,
AA=a—%FHTIUL, BERISREEROF AR ZHE LoD, L0 IS Gk
AT I ERATEET,

A= LT b A= 2 —DFRTH

# telnet NS-2250 J

Console Server Authentication
login: userl 4
Password: <

Host : “SmartCS-1”
login from 192.168.1.1
user (user1) Access TTY List

tty : Label RW RO
1 : Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo-6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 © Switch-Tokyo-7F-00001 1 0
6 : Switch-Tokyo-7F-00002 1 0
(&H8)
Enter tty number to access serial port
<ttyno> . connect to serial port RW session (1 - 48 )
<{ttyno>r . connect to serial port RO session ( 1r — 48r )
I : show tty list
[<ttyno>-<ttyno> : show a part of tty list
d . show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e Doexit

tty> 3 4
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R—brEL7 P A=a = FTRICEHT DIEFRPETRSNET,

HAEHR ECONLES
tty B ATRER U T VR — R ENRFRENET,
Label HZR— NMIBRTE LT~ VUUERRERRINET,
BED ) —~)E— ROBERBERNERINET,
¥y  BEEGTTOR— b=V ERRTRINET,
RW Full D KRBy Y a VETERSNLTWAIRETT,
BT A2 LixTEERA,
N/A D ZOR— NIRRT AR L Y A
RO BEOE=¥—F— FOERBEHRIPIERINET,

WAITZRW LRI TY, EREZRLTIZS0,
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2-10

R—brtL 7 P A=ma—THRIETE 2a~vr Fe FRICEHLET,

avok B BA A
<ttyno> BELELY TAK— Mo ) —w L E— FeiEg L g, | 1
° tty> 24
b= SN ° - — S e ks tty> H
<ttyno>r BELEVI T VR —MNIE=F—F— R TR LET,
tty> 24r
1 e s e .

URSTEDT ) Ve U T AR — O —EErHEERLET, tty>1
R EIN= U TR — FNT, EfETRER V) 7L
R—rO—EEHERRLET, tty>12-24

) <ttyno>DHiFHIE E tty>116-32
I<ttyno>-<ttyno> 2-24 H— D 20D 24 HHEET HEE tty> 1-12
-12 R—=T+D 1705 12 2FETH5EE tty>120-
3- R— b0 3UKERET DHE
U TR — MR L TV B 2 — IR OFE
(telnet/ssh OEETL IP 7 R L AR — FN BB/ —W4) %
FRLET,
(FRp)
tty 1 : Switch-1 RW:2/RO:3
d rw1l telnet:4731 10.1.1.1:23 userA tty>d
rw 2 telnet:3495 10.1.1.2:23 userB
tty 2 : Switch-2 RW:2/RO:3
rwl telnet:4740 10.1.1.3:23 userC
rol telnet:3851 10.1.1.4:23 userD
VU TR — MR L TS —PIEHROFEM
(telnet/ssh DEETT IP 7 RL AIR— FES/o—H4) %
HPAEE CRRLET . RAERTda~r FERLTTT, | tty>d2-24
) <ttyno>D#iH i & tty>d16-32
d<ttyno>-<ttyno> 9-94 K hD 25 2 BIEET 5B tty>d-12
-12 R—=TrD 1056 12 2f5ET 5854 tty>d20-
3- R—brD3LUBERET 255
R—=brEVLZ MA=Z2—TAAHERI~ L NIZOWT, | tty>h
h/?/<TAB> ~IVTEH I LET, tty> 2
2 R<TAB>%* AN L THR—ORNEEFERLET, tty> <TAB>
A—brELZ PA=a2—%# T L, Telnet/SSH v 3
e tty> e

>z L £,




(BEv 7 bE— REIRGEOT 7 & X HEK)

Telnet 7 5 A 7> "5 AKEBEDOLY TLR— K112/ —~ /LF— N TERGET 55513,
AAEE D Telnet H— S(TCP:2)ICT 7 AL, R—hEL 27 hA=2—T1ZBRLE
j—o

# telnet NS-2250 J

Console Server Authentication
login: userl 4
Password: <

Host : “SmartCS-1”
login from 192.168.1.1
user (user1) Access TTY List

tty : Label RW RO

1 : Switch-Tokyo-6F-00001 1 0

2 : Switch-Tokyo—-6F—-00002 2 1

3 : Server-A 0 N/A

4 : Server-B 0 N/A

5 © Switch-Tokyo-7F-00001 1 0

(18

Enter tty number to access serial port
<{ttyno> : connect to serial port RW session (1 - 48 )
<{ttyno>r . connect to serial port RO session ( 1r — 48r )

I . show tty list

[<ttyno>—-<ttyno> : show a part of tty list

d : show detail tty list
d<ttyno>—<ttyno> : show a part of detail tty list

h © help message
e Doexit
tty> 1 4

Telnet 7 7 A 7> b H AREBEO Y TR — b LIZE=H —F— RTERT 2HE1Z.
R—=FrELY FA=ma—Tlr2BIRLTT7EBALET,

# telnet NS-22504

Console Server Authentication
login: userl d
Password: d

cR—bELY PAZa—DRREINWET

tty> 1r d
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SSH 7 5472 b, REBEDOL Y TAFE—F 112 —</LE— R CEET IHAIT.
AAEE D SSH Y — (TCP:22)I2T7 7 EAL R—FELZ FA=a—T12BINLET,

# ssh portuser01@NS-2250 <

Console Server Authentication
portuser01@192.168. 1.1’ s password: d

cIR—hELY P AZA—DPRTENET

tty> 1 4

SSH 7 947 v "bh, AKEBOL Y T AR—F 1LICE=F—F— R CEFET 541,
THDEHICR— "L A= —Tlr ZBIRLTT 7 EBALET,

# ssh portuser01@NS-2250

Console Server Authentication
portuser01@192.168. 1.1’ s password: d

c R—bELY FAZaA—DRREINFET

tty> 1r d




2.1.5 R—pH—nN\AZa—

A—hH =X =2 —(F, Telnet/'SSH 7 747 kB U TR —b~T AL
plcrnansa~vy RA=2—7T7,

A= F— "R =2 —TiX, K— a7 OFMHBESCENIEEIR~DT 7 v A Blxt
Gfas ~0 Break 575 DEER EOBEEITH) Z MM TEET,

K R — SR =2 =~ OEELFa— Ry & 2 VHBSCEa— D& b b LoRE
THI LT, BRAGREICT 7 ¥ A LR THR— M — A =22 RREEH L
WCEET,

Flo, K= M= "R = —2RRETIC, B, BEEASREHECT 78235288 T
XFT, R— M —NRNRA=a—OFRREZMIETEHIEZ, (442 R—FrH—nA=a
—DFRF] WL TIEIN,

R bV =" A= —THRETE 3w P2 TRICEHLET,

'S

AZa—

@ B

return Port Select Menu

R—bELZ FA=2—|ZRED 3,
RA=—a—TkL 7 bE— FEBREFOLERX
NEIF, FA L7 bE— FEREIIRRENTE
A,

display Port Log

U TIOVR—FDR— b 7 &S DS
FRLET,

display Port Log (LAST)

YU T NR—= NOEFOR— hn V7 E2FRLE
R

start tty connection

SUTAR— DY a rEBEE— FICY)
DRz, BEEARRI BRI B L E T,

close Telnet/SSH session

Telnet/SSH D v a v 2K T LET,

show all commands

ETOa<vry REERLET,

display & erase Port Log

SUTAR—ROER— b alE2ERLT
HIBR L E9,

erase Port Log

VU 7/1/71‘0"— ]\O)ﬂﬁo“—- ]\ = 7%%”'3/%1—/&?—0

send Port Log

VIUTNR—=FDOR— b T2 TORESNT
WD A =T R A/FTP H— S ~5Rii 12 1%
FELET,

show Port Log configuration

U TIR— FOR— ha FOREFER BRI
BIbE . Rk e — " CORE[FTREF R LE
j—O

10

send break to tty

YT IR — MIZBreak EBZEE L ET,

R— b — A =a—aw FOFEMIT,

(AT RYT7LURIZZBRLTIZIN,
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K= b =" A=ma—ADa<y F2ETT L5613, A=a—CERENTWLIHETE
AL ET,

# telnet NS-2250 8101 4

— RW1
Host : “SmartCS—No1”
Label : “Switch-Tokyo—-6F-00001"
1 : display Port Log
2 : display Port Log (LAST)
3 : start tty connection AEBOR— FH—NIZF7IERTBE.
4 : close telnet/ssh session R— rH—NRA =2 —NRRINET,
5 : show all commands
tty-1:rw>1 d

Sep 8 11:16:15 ether: port 1 LINK DOWN. } EANERHBONTERT
Sep 8 11:16:15 ether: port 2 LINK DOWN.

tty-1:rw>3 4
Welcome to XXXXX RN REBICTIERATEES,
XXXXX login:

AR=r P —RRA=2a2—DETCHOa~vry R—EL2RREIETLEE1X. 15 show all
commands] Zi®IRLFET,

tty-1:rw> 5 Jd
-— RW1
Host : “SmartCS-Nol1”

Label : “Switch-Tokyo-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

6 : display & erase Port Log

7 : erase Port Log

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw>




2F # e

RN b= A= —2HLRSELHEIT 1?7) £7213 ITAB] #AHLET,

tty-1:rw> ?
— RW1
Host : “SmartCS-Nol1”
Label : “Switch-Tokyo-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

6 : display & erase Port Log

7 : erase Port Log

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw>

R REERICT 7 A LB THOR— b — R A ma—~EDHZ L TEET,

A= hr =R R = —DUELTa—F (Eyva s a— R ELTCrl- A &
ZH O UOBEE L TBINE, BHEMSEIRICT 78 A LE%RTYH “Ctrl-A” 2 AL T
A= =" A=a—|ZRDHZENTETET,

# telnet NS-2250 8101 <
— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo—-6F—00001"

. display Port Log

- display Port Log (LAST)

. start tty connection

- close telnet/ssh session
: show all commands

Tl AW N =

tty-1:rw>3 4

Press “CTRL-A" to return this MENU.
Welcome to XXXXX

XXXXX login: sekkokkkx J

Password: serkkrk

#
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“CTRL-A" # A%

-— RW1
Host : “SmartCS-Nol”
Label : “Switch-Tokyo-6F-00001"

. display Port Log

- display Port Log (LAST)

: start tty connection

- close telnet/ssh session
: show all commands
tty-1:rw>

Gl AN =




2.1.6 SSH F5 VY ART L > +EfHERE(sshxpt)

SSH KT 27 Lo MEfRERE (sshxpt) 13, AREED U TR — MIHID Y TH
TCP A— h&EH% SSH 7 74 7 > N THE LT, BEHEXIGHS & Bm7eilmE %7 5%
BETY,

AL hE—FRLR®LZ bE—FEFEHLZBRE IR, R—F =X =a—%
KT 52 L BRI E OBE G LET,

EH BB Y —/ L [Ansible] &EEET HEE12, MALD Ansible €2 = — /L & K%k
BERALTCEESES Z ENARETT,

ARIEEZRA L CERAN RIS OBEEZIT O BE1E. >V 7L — MO S - %)
SRR L O T FMEEZITS / —~/LVF— RE2FHEH LE7,

SSH K~ Z AT Lo MEHETE (sshxpt) Z#H 7ML 2 121%, TREOEEIZ set portd tty
session I~ ROKHIZ sshxpt A7 v ara~<wr REEELET, HELEZS Y TR
— MZBWT, AERETHEHAT L FTRICFHHEHD TCP A — RS ET,

(0)NS-2250# set portd tty 1-32 session both both sshxpt<

SSH kT v AT Lo MR HERE (sshxpt) TEEGE T 25 A1, FROKR— FEF &M - T
TIEALET,

B YRR R— B S OMHE & &

U TR — MIE R SN
RS eR & ORI TR EE
MWAREZRE— N T,
12OV Y TIVR— Mg K2®
v g /if&’fﬂ.‘f%ij—o

¥1 R—rEBOHBEREBEDOV Y 7ILR— FICE>TERYET,

J—= )L . SSH(9301~9348)
g RW (Read/Write) el

F7-. SSH KT AT Lo MNEGHERE (sshxpt) ZfF ) L 72 BEs it S8~ 7 7 & A i
W2, BfTa—REEETLILIORETLZENTEET, BETIUITa— R I#ER
Ll TCRJ [CR+LF] [LF] O 5N L E3, THHMREOREX, [EER L)
DEREINTNET,

AREEDO ) TIVR— b VIR SNBSS aS~0 T 72 ARICSEITa— RE LT
CR #&E1 5121k, Figoa~y REFEITLET,

(c)NS-2250# set portd tty 1 connted send_nl cr<
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2.1.7 R—ra—HE3

N b —PRRAEIL., B SEIRICT 7 B AT 58—V D u 7 A ERAEE LT O HERE
T9, Telnet/SSH 7 74 7 2 FipHAREBEOR— M— 2T 7 BAT LRI, =2—W
HENRZAT—=FOANZER LT, VU TR — MR LB RS ~DRIET 7
TAEELET,

£/, R— F2—HPOFRIEICIE RADIUS iBiEY— 3% TACACS+H—"ZFHH+5 2 &
HTEET,

SEANIE 12.3.2 RADIUS EREE#8E/RADIUS 7Hro > RHgE) . [2.3.4 TACACS+iggE %+ %
LT 7ZE,

BT R BEIRXT RS BERAXT R AR
l l ~ l
] ST R | [ surnt—t2 | E U7kt |
Telnet V SSH 6 SSH é ARE
RWiti—h 4 6Telnet RWA—p A& RWA— 4

EERO'T’F

..........................

R—hH—/\A=2—

k1R

===\
Telnety 547>k Telnety547 Uk SSHYSA47 bk

2-6 7|_: l“:L -'j-uun

ARIERE O TIEHAEOR— h 2 —HFEET OFF T¢, &A— = —¥EED OFF OB 413,
Oy A EBERTLETa T MIERREINNETA,

AN— ha—PREEFEEZ ONIIZTHE, B TOYIY TAR—MIFLT, el A 2RSS
a7 ImRFERINET,

R—hrELZ M (BL27 FE—F) 2RHT 258 13AKEZ AL TIEE0,



« R— b —HFFRIAE ON, A — ¥ —/3 X =2 —0FF D5

# telnet NS-2250 8101 J
Console Server Authentication

login: userl AEBOK— b 21— BRI

Password: kikirk o

Welcome to XXXXX
XXXXX login: }-%ﬁﬁ%%ﬁwjmyjh

s A= b —PRBIEON, A— ¥ — A =2 —0N DHH

# telnet NS-2250 8102 J
Console Server Authentication

login: userl d KEBOR— b1 —HRE

Password: skkskkskokskk d
—-— RW1
Host : “SmartCS-Nol1”

Label : “Switch-Tokyo-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

tty-2:rw>3 4

Welcome to XXXXX

XXXXX login: }%ﬁ%%ﬁ%@juyi&
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B, A= a2 —WFEERHAT2HE81F. A— b2 —FE2HEL T, B8 LEFA—F2
—WIT 7 BAEHATHLY T AR— FEREL TBLERH Y £, TIHHFRECR
— hz— %wfub:OFF@i;%é.\)i ETOVITAR—=NMIHLTTZ7®ATHZLENT
XEITN, A— b2 —PFIAEEZ ONIZTH L, B L2 —FZT 7 BREZHFNTHY
TIR—=FERELRWVIRY, U T AR—NMIUIT 7 ERATEEH A,

BRI RS BRI R

A A Phd User | Access Port
1 1
NS-2250 1 1 ’ ‘< suzuki | 1,2,3
| B E = : tanaka | 1,5,6
sato 7
Telnet/'SSHY S A7k~

27 R—=ba1—4HDIYT7IR— 70 EZHIR



2.1.8 ZDHDKR— bH—/ \HEHE

N— b= BRI TROEEDL AR — L THET,

W oRE

59

Break 15 5-4LEE

Telnet/SSHZ A4 7 " OZELENT T L—0 X%y T 7 4
<2 Break over SSH %, Break {5 & LTV 7L — MCHERE
L7 BRI BRI RiE L £ 7,

L5 A RF O E 13X OFF T,

AT — F ORI

Telnet 7 A4 7 M OEZELIZEITa— REEHBRLET, &
1Ta— FOZEHUL, 2572 L) TCR+LF & CRIZZEH2) [CR+LF
Z LFICEH#) OFnbER L 97,

THH RO EIT TCRTLF % CR 1245y <7,

BA7 = — R ORI

SSH 7 > AT L > MRS RE (sshxpt) 24t L CHEE R Gk
T DBRIC, ST — RERETLIZENTEET, K
BEE AR Uitk Ansible £ o — L A B{E X & 5 BRIC 3
ENNEEL 72D FT,

TR O E 1 OFF ¢4,

YUY TIVIR— D
Y T

U TR — MIER IR S N TTE L Lo, VU
IR — MIEEEL R EOT SNV ERETHIENTEET, 7
ANUVIZERE T E D XFIERK 32 XF T,
THHFREORETITETOYY TAR— M T UVIIRTE S
NTWEHA,

TA KVEA~(TAR
NVERERED I B H
By

T S NT-EER], 7 A RAIREE (Telnet/SSH MRy H A 17— #
DAL TWRUVNIREE) i HT 5 &, BEIWIZE v v g 20
L7,
AHEREIL TREOIRHECTEMEL £7,

B LV M A=a—ICT7 7B A LZREE

AR =R R =2 — T 7R LI REE

S UTAR—FD ) —<LE— RERNIZT 7 & A L-IREE

TA RVE A~ OREEAIL 1~60 57T,
7 7 %V X OFF T,

v va COUIRHTBMERIZ T E T,

(1)

TA RLVEZA =%, SUTAR— DT 7B AEKT
L., "— M —"RXR=a—%FR

!

TA RVEA<RIEE, R— M — A= —%2&TL, &
V7 MA=a—%FRKR

l

TARKNLVAA <K%, BL 7 M Ama—%&TL, By
a v a YW

Yy va A~ (EEE
PR Ic kX 5 HE)
G

Telnet/SSH¥mARNH Y TR — FDOEF=X—F— K (RO) ITH
BL7-%, HMESNZHEARB LG, £y a2
I B3 SR8 T,

vy a A ~vORERMMIX 1~1440 53T,

7 7 )V M OFF T,

KRG EEO® v
a

R N~ HRRED / —~ L — F (rw) & Tty < — DHERED
oy s VOBMERET S LN TE T, Ykt )
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2T 52T, WENDLDHEED Y v 2 g VBRI HEET 55
BT F DM OMERE A L /- Bt St ~0EflI T 48
Po

TR OFRE L ON T,
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2.2 KR—bOTHEE

2.2.1 R—FOTHEEDHE

A= b ZHEEIE Y ) TR — MCERE SN TO D B RSB DRI LT — 4 &,
HEENEO FLASH 2 €Y< RAM LI 2R T, BRI GH445 12 Telnet/SSH
54T PRERENTOARAVEATH, BERNSHEENEETIn /%2, KEBOR
—bha s LTRETHZENTEET,

R ENTZA— 7%, Telnet/SSH 7 74 7 by LA E 2/ L CEEAR X Sk 1C
TR AT HRFICERRITEET,
F 2 TROFETH AT T2 ERAEETT,

NFS #—"~7 7 A )L HEEAF

FTP — "~7 7 A )V HEN LG

Mail ¥ —/ 3~ A —)LF — & THEEE

SYSLOG H— 3~ 2 vt — HEjAE

S5 FTP/SFTP 7 7 & A1 & 2 Ef5

S5 FTPITETP Y- — S~ %[5

BRI RS

RO R - \ === ¢
‘ I BghEnE I B8EnE imi I I
v
Se i | -
= = ==
SYSLOG/NFSH—/\ FTPY—/\ Mall"j‘—/\ FTP/SFTPOZA 7~

TFTPIFTPH—/3

M 2-8 KR—btOJHEE

AHERRIZLL F O KB TR STk,
— kv 7R EE
c H A DARK L THEEE
cwm S AR TR
-f~bm7§f%%
- R— b o 7 EEHEARE(SYSLOG/NFS/FTP/ A — /L)
BHERE DM Z UL N IZEB L E 9,
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2.2.2 R—rOJREKRE

RN— b v ZORAFRREIE, BB T 5 v 7 2RSS E ITHE# L TV 5 FLASH A
U RAM IZfRAFT DHEBET,

AIEFEIRGFTE AR —ba 7oFEL, ZHAHOEREICEL Y EDbY £9, REEICRT
TEXHR— P VB BORKERY Y TR — MIRETE DR — b VB EOHR E
IIREFEESHRLTLKEIN, A=l 2R GFETH2RFEIT. VI TAR—- T EIZHEL
TR — b a SREOEFN, AEBIREFETELIR— M /BEBORKNEZBZ 20X )
WHAELTRELTIEEN,

, _ D)7 ILER— FEIC
K b O RAEE R RETERA— FOIB
ENHREEHH
AAEE PR D NS—-2250-16/NS-2250-16D  48MByte 100KByte~8MByte
FLASH # & VU {17 NS-2250-32/NS-2250-32D  96MByte (Default:3MByte)
NS-2250-48/NS-2250-48D  144MByte
ARIEENER D NS-2250-16/NS-2250-16D 8MByte 100KByte~2MByte
RAM 377 5 NS—-2250-32/NS-2250-32D  16MByte (Default:500KByte)
NS-2250-48/NS-2250-48D  24MByte

RELTEAR— e FORGREZBA DR — b 7 2% E LS EE, fiWERr b LEF
TSNhEY,

F/o. FETHR— hr 72N FLASH A€ VIZR{FEL, FTP/SFTP 7 747 » F &/
LTAR=brr 7zl ifF L2y, FTPITFTP ¥ —NICFEHTHEETL I &b TE X7, FEll
X, 5.6 FHICEHSR—FOTORFEMGEFIR 2L TZS0y,




2.2.3 34 LR THEE

R—=hB DI A LAY THEREIL, R— bu JICRLAZ LT 28T, A/ LA
Y THEREDS ON DA, FR— P TRESNTIZF A DAL TRt -> T, R—hr s
(IS PSSR g W=

BEARKI SR b n 73l L CHA SN TV A AT, RESNIZZ A DAY T
THRZDLA S NET, REEICa 7P ENTBKEORFMND, XA 22X 7R
DORFZIPWETHH L e FPAREEICH ) S WiEE1E, B gamnoflvne
TR NI AL S E T,

R, AEEEAENCTDE, AHIENTZH A LAX T OT —HEFEITTRFTEX DR —
ha 7RxER DL R0 E5,

BALRE D THERE REE w5
B A NAK L THEBE D EE ON/OFF Default: OFF
A DAL TR 3 fb~65535 Fb Default: 60 fb

I A LA TORAIT<ER A B K] TIMEZONE 4>T7,

<Mon Aug 10
ether:
ether:
ether:
ether:
ether:
ether:
ether:
ether:

port
port
port
port
port
port
port
port

<Mon Aug 10
ether:
ether:
ether:
ether:

port
port
port
port

17:42:38 JST 2015> <—aALRAVT
1 LINK DOWN. \

2 LINK DOWN.

1 LINK UP  100M FULL.

2 LINK UP 100M FULL.

3 LINK DOWN. > ERXMgHEOQ T
4 LINK DOWN.

3 LINK UP 100M FULL.

4 LINK UP 100M FULL. /

17:43:38 JST 2015> <424 LRB2T

1 LINK DOWN.

2 LINK DOWN.

1 LINK UP  100M FULL. ERxgHEODT
2 LINK UP 100M FULL.
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224 04 VRB U THkE

RN—barsoa A4 A2 THRELZ. YITNLAR—RMNIT 7R A L=V
a7y NORLER— 2K EHT A HEEEE T,

AR ) 7 AR — MEICRETE, 774/ ME OFF TY, n /A A% 7 HkE
EHICT DL, FROXI BRI A AR TRE—br A s ET,

e, HEENTen VA AL T OT = F BIEGFRETE 2R — br VREND 722
Dij—O

<Mon Aug 10 13:00:26 JST 2015 login RW1:userA 10.1.1.1>

<Mon Aug 10 13:05:30 JST 2015 logout RW1:userA 10.1.1.1>

2.2.5 R— b OJ KRR

2-26

A= b v 7 E£R-EEIL, RFELTVER— a7 &R — =R =a—THRT HHRE
<7,

A— hH— A2 =2—0D [1display Port Log| < [2:display Port Log(LAST)| % &4
AUE, REBEBICRFESNTER - 72 RRZTLIENTEET, AEBEICKEDO R Z7H
RESNTBY ., KO Z2ZRLIEWERIT. v 77 7 A L0 0 64 5000 X
FhFRT D [2:display Port Log(LAST) ] ZiEIR L T 72 &0,

R h =R A= —TERENDI TN TRV E S R2VERIE, R— e 7 E£R
FEREIL more HEREZ IV \m 72 1 X—UFHOR/RLET, [-- more <Press SPACE for
another page, ‘q’ to quit> -~ & FR STV D[] TlE, AN— A F—TRX— T EEKIR,
YA —r % —TRITHFR, 2~ FTmore REZ K T EHDLZ LN TEET,

# telnet NS-2250 8101 <
— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo—-6F—-00001"

. display Port Log

- display Port Log (LAST)

. start tty connection

- close telnet/ssh session
: show all commands
tty-T:rw> 1. 4

ROM BOOT. .

Tl AW N =

Boot Status . Normal Reboot ERNREHRODS
System Up Time : Wed Sep 6 13:11:30

Serial No. 99900080

—— more <Press SPACE for another page, ‘q° to quit> —




2F # e

R—huerA=a—CRRINLHP— b 7 ZHIERT 5551, 16: display & erase Port
Logl & L< % 7:erase Port Log] Z#iEIRL £,

ZOEMEERIT - TH, EBRICKREBENBIRGFE SR — e 7 BHIBREN D DT TiEd
D EHA, ZO#EEX M1 display Port Log) TREICEKRENT-v 7 &I ERRICT D70
‘(‘\jqo

tty-1:rw> 6 4 —R—+OVZEIRT 2372 RERTT H0I25 &R
— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo-6F-00001"

. display Port Log

- display Port Log (LAST)

. start tty connection

. close telnet/ssh session

: show all commands

. display & erase Port Log —R—rOJERTLTHIBRLET
. erase Port Log —R—brAJTEHIBRLET

. send Port Log

9 : show Port Log configuration

10 : send break to tty

tty-1:rw> 7 4 —R—rOJEEIBRT 2HEE T #:ER
tty-1:rw>

0 N oo Ol B~ W N =
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2.2.6 R— bOYJEEHBE(SYSLOG/NFS/FTP/ A —)L)
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A— b r I EERKGE

IE, REBITEMNL TVWEER— br 7 2BE SRR E R — ok

E9 DHRETY, A— b1 27 % SYSLOG H— 3 NFS H— NZR(F L7720 . &R — hZ
RESN FTP =X — L7 RLRIZEGFETLZENTEET, 020U T
e MCER ORI — 28T 5 2 L b TE T4, Mail +— & FTP 4 — 3%
FIEFIZEHT A Z I TEEH AL

R— kAT &EEL

w &

SYSLOG H#—X

A TSR ST SYSLOG H— N 2R — b e VA2 EELET,
U TV — MMEIZ SYSLOG 1265 O M (ON/OFF) % Bk T £7,
AAERE T B EE T X 5 SYSLOG r— TRk 2 BT,

BEX GHSERN O T — X 25T 5 & ARIEEITERE S L7 SYSLOG
P—~a T H VT NVHEA LIHRELET,

NFS #—x

ARIEE TGRS NI NFS =N ZAR— b V2 R{F LET,

U 7 IVIR— NI NFS (R 1F DO A % (ON/OFF) 2 84k T £ 97,
AAEE (DB EETE D NFS B — NI K 2 5T,

BRI BRI DT — X 22535 & AREEITHRE I N NFS
— X~ T E YT N A BARFELET,

FTP H#—/X

VU TR — MOBEER ST FIP =D —F 2R — e 7 %%
FELET, R—=Frr I TROREFRMELmMILIZE EZIZEEFESN
F9, 00DV TR — MIEETE D FTIP $— 3 (FTP = —)
IR R 2 T, AR — M) (i £ TEEICRRTE £,

A—=ILT LA

YT AR— MBS Mail $— "D A —LT KL A ZR— b
07 EFRELET, A—ba X FEORELRMLEZMI-LIZ & X
EEEINET,

OEDDTVY TR — MIBEFTE D Mail — (A —LT KL A)
IR K 2 HTF, (AR — Me2) (8 CHEEICREETE £7,
SMTP-Auth (Z%FIS L7z Mail H— N2 A — LA E(FCE £,




2F # e

N— bt 7% Mail/lFTP — NCEETORMBIEITRO LBV T, BE LEEESRELY
Witz L, R—bo Z B EREIIREESNEEERICR— e 72 HBNICEE LET,
A— b 7 OREFMGEERBER— e JFHEOMFE2IEE L-HE1E, A—hnr
TEEHEREIE, WP RO Z T - LRI R — b a 238 E LIk B RIEE LET,

R—hOJDEEEHE

R E #EEH

w &

ESEIGLE

0-65535 (43)

BRELEEEHRI IR — e 72 %= EFG L E
7T, EEMRIC 0 2R L5513, SERR
DORRENTIER LRV FIHRIZL > Tr 72 EE
L ¥ 9, Default %60 4y CTI,

AN— b 7O

10-80 (%)

ZELER I RR— e VEEORE LR
WZELELAR— a2 %ELET, Default
1% 80% T,

F2, R— bV —RA2=2—7T [8send Port Log] Z&RL, A— a7 &2F@#HEETD

ZEHTEET,

723, FTP/ A —/VTikfE

T EEA,

Lica 7 —=NICmn kol e Th, BE Lcr ZO/k
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2.3

&) T 4 BEE

ALLEIT, BX 2V T oEEL LT, 22— WERGRREKRE L B — DT 7 & AR
PEREZ BRI L TV T,

2.3.1 A—YEE/FREIRE

ARIEE [T — P OBGRMHIBRZe EOEHE L OGEIEE 1T O MEEAEH L CW\WET,
TR O 2 —WT, TEOIIN—T4 La—P ID TARBEICERFE SN TWET,
TEOZ—FID (X, KAEENTID RETEILSNTERBY, 7 —TITEFR S IR 22 %

BY B

ShTwWET,

a—4 1D

gn—7

i

&

w &

0

root

BN
[ me
F T
ez

root |$ LI MHATRFICEER SN TV D AREE ZEH
BT L — Y TF, EEORE LKA
TFUAav U RERITTHIENTEET,
CONSOLE R— rbua /A o352 LIXARET
23, Telnet/SSH 7 74 7 > b bITERE 7 A
Y CEFEHA, Telnet/SSHZ 747 kb u s
AT AHEER, =V —Tr s
A Liz#ilsua~y RCHEEH 2 —FIIBIT
LTLIZE N, Ra—VITHIBRCTE £ A,

somebody

100

normal

— g — ¥

somebody 1T T35 HAFIRFIC B SR XL TV D — ik —
BT,

Bkt A R T % ping I~ RREE2FTT5 2
ENTEET,

R —PIIEEORELITH) ZLILTEERA,

setup

198

setup

Ty vT v
Z—F

vy N7 v T2 —FEIAREBORERAR T — T v
777 AN)%& FTPISFTP 7 54 7> F C¥EZET
B EXIHERT 52— T,

T ARFIZEE S NTWE T,

Telnet/SSH 7 7 A 7 > b= CONSOLE &— k7>
LRIAITEERA,

verup

199

verup

N—T g
Ty T a—H

W=D a Ty T a—PRAREEDV AT KT
NI =T DONR=Va T o TINRN—=Va sk
FTP/SFTP 7 A4 7> FCTir9H & &I+ 52
—¥ T,

THHERHCRFE SN TV E T, Telnet/SSH 7 7
A7 P CONSOLE R— kb 7/ A I T
FH A,

log

200

log

AN N =4
mfg=a—4

A— a7 —HiER— ha 7% FTP/SFTP
IFAT v NCRST B EXIEAT 52—V TY,
T ARFIZES S NTWE T,

Telnet/SSH 7 7 4 7 X CONSOLE ;R — k2> 5
usA T TEERA,

portusr

500

portusr

H— h2— ¥

portusr (XA — b —HWFFEA OFF D & & |TA%E
EANERNCAE R 2 Fik 7 = — T,
TR R SN TV E T,

Telnet/SSH 27 7 A 7 hX° CONSOLE 7" — h 72 &
nJA U NITEETA, £lo, R —FITHIBRTE
FHA,
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2F # e

EHHERLEF 2 U7 4 R Y =2,

HIZENTEET,

BEEIL, T —P0R AU — R a5ekd

aA—H4 a—4% 1D

gn—7

® &

<—fk=—¥> |100~190

normal

— g —

ZIK BOEHENBETE D =2 —VT9, T
SR ICRE SN TR WD & LT
somebody ERERTT,

<L —H> |401~410

extusr

Prag o —4

HEICEVHEREHG5THENTEE2—YT
T, HEFRZ AT 5- L TWARWEAS T normal 27 /L
— 7O —W LEEOHERNSH Y 923, SSH
& HTTP/HTTPS(REST API #£88) LIS CTlIA A
~EGRT DO EMTEERA,

F72. tty v R — UHREOMERN 57 EORE E
1795 2 & CEEHIS G ER ~DT 7 B ANAIRE & 72
DET, BDERARENRIZONTIE 14.7.7 22
V—)VT 7 & ARE(Ansible & OEHE) DR IE )
L M4.79 av V=T 7 & AEAEREST API
EDOEHE)DRE ) EBRLTLIZEN,

<A— k= —#>|501~599

portusr

A— ha—

RIEBEBOBEHENBEK T DR — b 2—HTT,
A— b —VFRFEA ON D & Z|Z, Telnet/SSH
II7AT Y M HAR— MF—RZ 77?%#6:
—¥TF, K— =2 —% T Telnet/SSH 7 71 7
v h<° CONSOLE 7R— F O AREE~0 71
TAHZ LTI TEERA,

Z—HER DO FEAM I

8k A 1—HHER) 2ZRL T ZS0,

RADIUS X°> TACACS+72 & OABRIEY — NIZEHMERZ b O — VP 2 AEl 41
Telnet/SSH 7 7 A7 hRoa vy Y — bR — M OAEEITEHE & L CEER 7 A /ﬁ‘

52 EBARETY,

X~ FU 77 L A®D create auth access_group root 2~ KX>set auth radius

server root filter id head =~ K,

RH—/N\EREH 2L TN,

M$8%C 7 hrYEa—FERADIUSERE/THY Y
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2.3.2 RADIUS FZEE#EE/RADIUS 7 7170 HEE

AEEE T, RADIUS #BFE— T2 —H %3854 5 RADIUS §8ilEY 74 7> ~, v o/ A
R Ty NREDOT 1y v ME#E RADIUS 7 v b ¥—\Z(ET % RADIUS
THI NI TFTAT v FeBHE L TOET,

RADIUS F8FEH—/NRADIUS 74 7 hH— N2 —H &8T5 2 LT, =2—VIFHR
N7 Ve AEEE BTN TEET,

RADIUSEREEH—/\ | BEngmE || BEcRms
RADIUS7Z Ao bH—N

R—bH—RTHER
AREBAOOTAY

PREIARBER/THIU T4V %5
REIABE/ THIVTATRE
Telnet/SSHYZA 7+

2-9 RADIUS BEEH—/V/RADIUS 7 h Y b —NTOIA—HER

AU D RADIUS §8GE2 74 7> R RADIUS 7 U > v 7 T4 7 Mi&, LU FOkde
ZYA—HFLTWES, RADIUS ¥ —MUIOFERLT MU Ea— bOFFEfiZ, [4.6.3
RADIUS SEZE#RE/RADIUS 7 H ) MHEBEDERTE | B L U8 C 7 b Ea— k& RADIUS
RREE/T A2 b Y —NEEH ZZHLTITEE N,

* RADIUS #BGE7 747 b

*ﬁ% ﬁr. EH'. Hﬁ
RADIUS #; #—/\@mﬁ%ﬁéﬁz 2H
RADIUS ZFEAR— b 1812 & 1645 R (7 7 4L | 1812)
77?%%”5& RADIUS FBREY — 3 B 24{5 &5 Filter-Id 7 b
JEa— FOREICLY, R—bha2x—FnT7 7tk
ATELVYTAR—EHIETE T,

-RADIUS 7 v b7 T4 7 b

W BE B B
RADIUS 7H Uy h—nRDOKkK |26
RADIUS 7 hw > bR — k 1813 & 1646 7> L3R (77 4+ /1 k 1813)
T T MEH P— AR AR S TRICT o v ME#R
(START/STOP) % %5 L £,

AHfED RADIUSFRREY 747 M RADIUS 7V & 7 T A 7 & MIMSL L CTEME
LTWETRRREL T AV oM GEMM LY GERELE T 2R+ 52 &b TE £,




2E

#®RE

AHgHE

ZRHT D L

aV—AhbE0u s AR, Telnet/SSH 7547 v b ER
. —H# % RADIUS #; %—vvcmgﬁré ENTEET,

KRR~ T 7 & A LTI
RADIUS [T uﬂz"j_"_/\‘(mu uﬂzf % E) :L"_‘]j_

3 TYd,sua~vr N
L VEFEREETY) .

AIFBOELS

k. AU

—_—

FEITLTZ

e — A

® FTP/SFTP ¥ — 3z F| {4 % = —+ % RADIUS 3%
LIXTEERTA, 72, SSH Y — "D —WFREEX A 7 % NP

B o — YR —
HFl j:I'OOt &l/\jl‘—ﬂ_%futuuﬁéﬂi‘a— (GRF o —

- 2L

IRELTESE

kx—H0

AREY — N TRGIET 5 2
b, A%

EH L IEAREED Y 7 VAR — h~®D SSH 7 7 & A THIHT %= — % RADIUS %k
= NTRFETDHZ LI TEETA, REENBIZZ—PH LAY — REEEL TIF]
HLEE,
1—4
—MRa—Y | REEE | RV | K—ba—v | wukTyT N—=2ay | Ly
(normal a—# (extusr (portusr a—# 7yvTa1—4 (log group)
group) (root) group) group) (setup group) (verup group)
arvJ— O O
Telnet O O O
SSH (Basic) O O — O
SSH(Public) — — — —
FTP — — —
SFTP — — —
O : RADIUS #iE — TR E T2 £,
O —ax—FEa—Tr /M o Lc#, su 2~ REITIRFIC RADIUS GRGEEY

— N TERAEEITZA T,
RADIUS 7 £ DAMBFRFE T — B FMER A2 & > —F & F T 411E, Telnet/SSH
AMEE | CEE L L CHEER A o TH2 L
HLATRETY, FFMiZa~2 FU 77 L A® create auth access_group root =~ >~

74T RRary Y —LiR— 06

F=° set auth radius server root filter_id_head =~ K. B L,

ARAE D TR

C 7|~'Jt:1.—l~<‘: RADIUS BBEE/ 7 h o v bH—N\REH 2ZML T ZS W,

— :RADIUSH:

PN
iz XHIS 572

RESNTVTH ZOREETL—Y I NV—T%
'fﬁ LTL#OTuAu uﬁﬂﬁﬁ)??bhi‘a—o

def_user a<w KD

RADIUS FBGE/T 717 & b H— D%

=L

Ax B IE

#EX:L~*)L/4£ @@;—&/T k= —+% % RADIUS 3

RADIUS AN ‘H‘*——/\G):Lv—"j‘
ﬁﬁ‘éﬂgﬁ&) U] iﬁ‘ Filter-Id 7 h U B2 — F B2 WGES Filter-Id 7 U B2 — K

HEEE/RADIUS 7 h oy o e

A AT

(1) A—YRIDIERF

RADIUSFEREZ 74 7 > b

&1 — 7 )LV iRiE—~RADIUS 7

AT E VG E

LEST R B a— N OEERT

l4.6.3 RADIUS

Y R—FLTEBYFTA AEBEOR— LRI TITRHLI &0,

RIC™ ufhﬁ—éia/\ j: j‘—‘ﬁ:@$§
EFRIT Filter-Id 7 U B2 — F &%

%, set auth radius

=RE
aits A.

BRE] BELO F82C 7 M Ea— ~ & RADIUS FB5E/7

SEF 2SR LTIZS0,

DBE & AL E

:DXEL/TI/\ZD%{II\ :L"_‘]j_muuﬂi@ IIE%—? ﬁ
WREDIHEZ TR ZbihvE T,
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ARIEENIO 71— B VEBREEAT o TR *%J—Fﬁﬁﬁéhfw&w%b<iﬂxv
— F\Z_\‘gﬁ J: D = ‘]j_mu uﬂii))%aﬁ L/f_ < K%E!i RADIUS it uﬂiqj_"—/\ \—mu uﬂzg
KaEFELET,

RADIUS #FE2 74 7 &~ M OREDAZEE IR E SN TOWRWEGAIL, R ER Y | Ak
%P{qiﬁa)mv_j]ﬂ/muuﬂz@gfébﬁz Lij—

REEAND
o—HJLEREE

NG
(0]
RADIUSEREE
NG
BHIET R

B 2-10 1—9EEDIEZE(RADIUS)

(2) RADIUS BREY 54 7 > L DEYE

PN @RMHU&W£7747/F® REXITD & =P RAREEICe A LD,
AR RN IS T 7 & A LR, K%L D RADIUS 7 7 4 7 > b % RADIUS #83EH —
INAFRREER N7 N B G L —WRGEZ TV E T,

RADIUS f8FEH — 3 BEBAEFF Al 37 » R 3RAE SNEHE T, AR~ r 74 ok —
R —R~DT 7 ANAREEL 72D £,

RADIUS GEREV— M BERGEER /7 » RS IRIE SN HE1E, ORISR T, AEEO
RMHUSM&7747/biRAmUs%—Ammm&%k%%Tbiﬁ

. RADIUSEREEH—/\1 . RADIUSEREEH—/\1
[ &R ] [ (F31<Y) ] [ HEE } [ (F547) ]

TIEREEA TUERER

RADIUSEBEERL TN RADIUSEBEE 8L

2-11 RADIUS 25—/ "\ L DIEEL H D IEE



2F # e

AL D RADIUS #EE Y 54 7 RN RADIUS Z3F— TR v 2 L,
RADIUS FEAEY— " BT HISE N e WAL, AE#E O RADIUS §RAEY 7 A 7 > M
RESNTZZA LT T MEHETHEL, RESNTZBEESDOY N T A ZITVET,
RADIUS#BFEZ 7A4 7 hDY T ABIEOT 7 4V NI 3[El, # A L7 U M OT 7
AV MEIERHTY, XA L7 7 MBI OY b IA BRI EET DL ENTEET,

RADIUS 7h o> v FA47 2 % RADIUS 7 AU v MY —NKETHT7 A7 B
START /X7 > FEB X7 H 7k STOP X7 v b b [ARED FEREE ATV E T,

% RADIUSERFEH—/\1
[ HEE ] [ F543Y) ]

FREEER

\s
Retry = 1
Timeout EREIER
mEes | —— |
Retry = 2
Timeout FREEER
mEEs | ——
Retry =3
Timeout EHIEP
maes | —— |

2-12 RADIUS RREEY—/\D 5 DIEEN G LGS

2 B ® RADIUS FBREV—NZMEHT 2R ENALEBITON T DL5GEE. AEED
RADIUS #iiEZ 7 A 7+ ~E RADIUS BEH —/3 1GHAIE 5 1 © RADIUS R2GEH—/3)
(CRBREZR 20518 L £ 97, RADIUS GBREY—/3 1 OISE RV EEIZiX, RADIUS 585
H— 3 2GR 2 O RADIUS GRFEY —  NCFRFEER 2 2405 L £ 97, RADIUS #8GEH —
N1 OIRBBIZEIR A < . WA OFFEERIT T RADIUS #BGE—/8 LICkfE S g7,

RADIUS 7h D b2 747 2% RADIUS 7 AV & MY —NZKETLHT7 AT B
START "7 > FEBEXOT A7k STOP 7 v b b RIERD B R LB 21TV E T,

[ REE J [RADIUS?E?E")‘—/ (ﬂ [RADIUS?E?E‘&—/ (2}

(F54=Y) (EHA)
Retry = 1
Timeout
EhEs | —— | BIEEK

2-13 2 5 ® RADIUS BEY —/\ & HF DR ENF
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X v U —27 % RADIUS #iEV— DfEENFEAE L, RADIUS @RiEY— 2 1 B LW
RADIUS G8FEH — N2 Offi )7 & bIRE B2 WIGEIEL, A%EE O RADIUS @Bk 74 7~
MEIREESNTZY b T A BEEICET 5 % T RADIUS ##iF—3 1 & RADIUS #RaEH—
2 1T HICERREE R A XE L ET,

RADIUSFRREZ 7 A 7 > MIERE SN2 Y b T A B 5 [ O5E 1T 41 RADIUS
REY— N TICRRREER Z k5 HH L, £ D%, RADIUS G8GEY — /N 2>RADIUS #RaEH—
1>RADIUS GEREY—/N 2 OJEE TRRAEER N7 v F & 5 [AfFE L £T,

RADIUS 7h v s 27747 ks RADIUS 7 AU v Y —NICEET LT D b
START /7> FEBXOT A vk STOP ~7 v b b RERO B ELE 21TV E T,

o RADIUSEBEFH—/\1 RADIUSEREEH—/\2|
[ HEE J [ (F51%) (EhoH )

Retry = 1
Timeout
B 4238 REEER

Retry = 2 \
Timeout PEER
BERRIB

e
d

Timeout

Timeout REER
FERIARE

Retry =5
L "“““--~_~‘%@%§*__‘$

BESNUNAERICEELTY
ISEMNEVES, TORIEFREALET

2-14 2 E8® RADIUS RREEY—/\HD S IEEMZ LN E E DRI



2.3.3 RADIUS [2& 22— T IL—TOHAE L) TILKR— DT 2 XHFIR

AREEETIX, RADIUS 3Rt — " ZFH L ¢, EEEfHa—Y/—FKa—V/FrR— ra—9%
REDZ—FITN—TE2FHLIZ0, K= brz2—=F DL VT ILKR— s ~DT 7 & ZAH#I[B %
—TEHT A ENTEET, BRTEHEIZIIUTDO 200 FERHY £7,

(1) filter_id_head #FIB3 % h5%

RADIUS #— TR STV D2 —H O Filter-Id 7 MV ¥ = — MMZ, — 5% Fr
ET DA R — Fa—FRNT 7B ATEL VI T AR— MERERE L., REEITIX
A=Y ERFET DO F OB 2 E L TR LE3, AREE OB R 2205
B, A= ha2—HF DLV T NR— DT 7t AR EOE A3 ~T RADIUS #iE
—/NTHERE LTV Z OBREA AL 5 & RT3,

BRADIUSH—/ R E

144 I —T & (Filter-1dX )

somebody Normal RADIUSH—/3

root Admin

suzuki Port1-10 B %

tanaka Port11-20 - | =

yamada Port21-32

NS-2250-1 NS-2250-2

S - BB
WFilter Id headz¥ WFilter Id head3%

A—HER | T4 1—HER | SL—T4&

—fg1—4 Normal —fga— Normal
HH#E1—Y | Admin 31— | Admin
H—ba1—4 | Port R—ba—4 | Port

B 2-15 1—H5IL—TOEAE DY TILE— DT 5+ REIR(filter_id_head)
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2) TOERRITL—EVITHEERAT S5

RADIUS H— R ZiZ 2 —FRATE T 5 7/ — T4 2R E L, AREE 13— PR 7
N—TZERELTHHALET, R—Fra2—HFDOIN—T121 TV TIVHR— b~DT 7 &
AMEYL —FEICRELET,

VUTINR— bOT e AMENEEEEICR D56 (BI2X, Groupl (ZATET 52—
X7 7 BATEDHY U TR — FA 1~10, NS-2250-2 TiL 15~20 2 ED L H I8 D
Ba) SEHBOT 7 v AT N—T ERET 556 . RADIUS f8GEY — /30 = — W {# jII5 &
D Z TEI LS WA Z OREE 5 L HFR| T,

BRADIUSH—/\ERE

a1—44 TIN—T%
somebody Normal RADIUSH—/1
root Admin
suzuki Groupl B %
tanaka Group2 ==
NS-2250-1 NS-2250-2
¢ [_J =) g{_) ) i[5
W7 9ERTN—EVTEE W7 OERTN—EVTEE
aA—HER | FIL—T& TOERE 1—HEER | FIL—T4& THIERE
—fa1— Normal BETEFEEA —figa—4 Normal BETEEEA
31— | Admin H¥#1—4 | Admin
R—ba—4 | Groupl ST ILR—F1~10 R—bka—4 | Groupl ST ILR—R15~20
R—bka2—% | Group2 ST ILR—R11~20 R—bka2—% | Group2 T ILIR—k21~30

2-16 A—HHTIL—TDHENES IV TILR—EDT I ERAHR(TIV AT IL—E
49)

Mo~ FU 77 L AD set auth radius server { portusr | root | normal }
filter_id_head =~ F. create auth access_group =~ F, AK#H®» 4.6.3 RADIUS 2
SE#EE/RADIUS 7 H oV FHEBEDERTE ) BLOARED 48 C 7+ Ex— k& RADIUS
FEE/ T A Y —EEH 2L TIEIN,



2.3.4 TACACS+##gE

AREET, 22— ORFERLL—YF I N—TDOHGE, 2—VFours/4 /vl T NOT Y
YT 4T B I TACACS+D 7 7 A4 7 > MEREA#E#H L T\ ET,
TACACS+H#— N IZ— W25k L THFET L, =2 —VIHRST 7 e A EREL —oE
THZLEWTEET,

AIEE 2T TACACS+Y— "% 2 B TEHETEX ET DT, TACACS+HI— "W EAL &
NTWHIHERTHFIHTE £,

ERMRER || ERMRER

TACACS+H—/\

E -j‘ | W ED i =
R—b—NTFHER

AEE~OAT A

REERBER/THIUT1VT#E IJQ—I

RERRICE/ THIVTAVT B
Telnet/SSHI A7 2k

2-17 TACACS+H—/N\TOHO1—HEH

AIEE 1L TACACS+D 7 T4 T v MEREEZ T R—F L TWET,
PAR—=FLTWDEEREIZT FERDO LB T,

- TACACS+HfE
WO BA

TACACS+— 30D fe KB Gk 28

TACACS+HR— k TCP(49) [#E

T 7 & ZHIR TACACS+Y— "0 HiEFSN5HT b Ba— M2
IV, R=ba—PR727ATEEL ) TR
— hEHIRTEET,

THTL b T— B AR BN & TRRICT I 7 v MEHR
(START/STOP) & 45 L £ 4

ALEE O TACACSHERBITFERA AL L 7 A v MV U CEIEL TWES, FRREA&GR/
TR ]\@;E’C@Fxﬂ%ﬁ‘é%fﬂﬁﬁﬁ‘é T, BRHARIETEMMTHZ b TEET,

TACACS+H — MO ERT b U Ea— hOFEMIZ,  [4.6.4 TACACS+HSBEDHE %
BIL T ZE,
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AHgHE

4)1”—1—‘

IR EIZ

SN

AL

ERHT D &
K BIERRA~T 7 A LT
TACACS+Y— NTRFETE 5 2 —WFF, — o —VEFEEE o — /R —
*E(ﬁ—o su vy REFEITLULERT root & W) 22—V 4T
QR I =

aV—AhbE0u AR, Telnet/SSH 7547 v b ER

<7,

TEFEHA, £/o. SSH =02 —WFHFEY A 7 % ARG E

I, 2—H% TACACS+Y — NTFEIT DI N TE ET,
e —4%m 3 fl
MAESNET, ZO—H4

(D) FTP/SFTP “j‘“—/\%$ljﬂ%'§—él "j‘% TACACS*"H-“—/\«CWL‘ uLE‘é—z) k i
b, AEED

LLFEAREREDO Y TR~ h~D SSH 77 8 A THIH T 5= —H% % TACACS+H#—
TRRAET 2 Z LIXTEET A, REBEBNBIZ2—FH ENRT— RE2HEGL TIFHLE
SN
i—4
—fa1—Y | REEE | K1Y | R—b1—¥ t‘yl~7“{7’ N=vay o
(normal 31— (extusr (portusr a—% Ty (log group)
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ARIEED U TR — MR STV 2 BERRI SRR I2% LT Ansible T~
v REFEITT HHERETT, AL, Lo tty v 32— UHBEER AT 5 2 L TEME
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(19)

(20)

LETOT, "=V a3 20UEDOT AT LY 7 T2 7 THR—FLTWET,

ARERE 2 BN T2 S BRICIL B R R E o~ o R0 Ansible £ = — /LONEIZHOWTIEL,
AHED [4.7.6 CLI =2~ FHEEBE (Ansible & #HE) OREl . [4.7.7 av I —LT 7
& AHEHE (Ansible & OHE#E) OFRE ] 0, B (2~ KU 77 LA . [Ansible
HWHATA RN Z2Z2RLTI7EE0,

REST APT Hére

RESTAPI DY 7 = A & LT, REEBIOAREEDO Y TR — MO ST
WD B SRR A ET 5 Z L N AIE T, REST APIBREAFIHT 52 & T, LD
2 ODKEEENFIHAFRE L 720 9, ABEREIZNN— a0 30 UMDY AT LAY 7 ho =T
THHR—FLTVET,

CLI =~ > FhghE
BOEA B HIS, =Y —bu F ORG L 7 £ % REST APT THRATT RIS
HEHLET,

oY — LT 7B ZKERE

AAEE D) T IVR— MO STV D BT G252t LT REST API T~ >
R&2JAT4 HMEE T, AHEEIL. ko tty ~ Rk — Ve 4% 2 &L TEMEL
ij—o

ABERE 2 BE VW 72 S BRIC B3R E =2~ > RX° URL ORI DWW TIL A D4, 7.8
CLT =~ > NHERE (REST APT & i #E) Dk E] , [4.7.9 2V —)L 7 7 & AHEE (REST APT
L o) OFRE] 0, Bk Ta~ RU 77 L 2] . [REST API MG A R %
ZRLTLTEE,

LLDP #HE

LLDP Z{#H L CAREEOE S 2 EHICBREEE ICEmm L7 0 . BEEEN D OFH %
WAET D HEBE T,

AEEREIIN—T 3 v 31 UKDV AT AY 7 h =27 THR— R LTWET,

15H B

enable 11dp =~ RCHREZFZMEL L £,
HiMbT 5 & ethl, eth?2 T LLDP /34 v k&5
Herea @b FLET,

EAEFHRRIL 30 BT,
ARRIIEE SRS L TR/ B EHELET,

Chassis ID ethl OVMAC 7 RLAMBEA S ET,

Port ID ethl MHIFETHYEIL Tethl) | eth2 NHIEE
T HEEIE Teth2) L7220 £,

Time To Live 120 B0,

g3 > B (TLV) | Port Description ethl MO EFETHLAIEL Tethl) | eth2 MHE(FE

THEAE Teth2) L7220 F7,

System Name set hostname 2~ RCRELTZHRA M ERD
\ij_‘o

System Description SNMP @ TsysDescr] &R UAHE 720 £9,
SEAMIE SNMP-MIB #LHAE D T2. 1. 1 system(1) 7 /L—
7)) EBBELTFIN,




2F # e

Management Address AT oA ATHRESILTUWD IPv4, IPv6 7 K
VAR LI OTOFHENET, A v F T oA ADE
JEFElX bondl, ethl, eth2 DAL 720 9,

Flo, T RLVARBREDHAEEIRIEECL RV ET,

PIF 2 o0EHFREZYAR—FLTWET,
TEHE T C EEAT y MEHR
s ZAENT y MEHR (summary/detail)

BFra~y ROFEMICHOWTL, B a2 RV 77 L2 28R LTL
7ZEW,
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3 E

=/l == A
5% E @/ﬁl‘/ﬁ

SE T, BEZEDFILGE, ¥y M7y 7FIER EOBREICET 2MELHB L T
£7,
TEREZ MO DAL T BHA S TES VY,



3.1 &R FL

3.1.1 USB AE!DIEA

AAGE OB A AN DA ALLEICFEHM SN TS USB A% U 2 K4 ED USB R— b
WAL TS ZE0y,

UBAEYDR+ZvT%
95V TITBI 8T ET

3-1 USB # E ! OFA(SmartCS)

SmartCS (TIEENFIC L AT LY T MU =7 2L T Y £§ DT, USB AE U HHF
ASH T THRMTE £908 2B IRR I SZHERE P BEIATZ D L DI M,
USB AE VU ZH AL TIRIMC 2SN,

723, USB A& U i AETICARLE Z LB L7256 RIED TR T E
PERICEI Y B b £,

AIEEOPRAT EREIZHOWTIE, Bt TFREFIRE) 22T ZE 0,

FE USB AEVEAEEFEMATY., AERBUSMIFFERALGWT S, PC &

EDMDEEITHRALIGE, AZETERICRBTELLLRILEMEDR
REBYET,
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3.1.2 FEEEImRDEL

(1)

HEAZERT 21203, FANCAREBOBELRET HILERD Y £3, REBOKIEDOR
EX, EEEHGERDOITVET O T, REBEBOEBERZ AL LAMNT, 2EEE Bl R & Ht
LTL7EEN,

EEEHRAIL, RKEEDO CONSOLE R~— MIER T2 ks, AEEO LANL FA— k
Wy b= B0 LT 2 ERH Y £97,

HEEEHIEAKZ CONSOLE A— MIHET 25613, AREEOT — MDA v =0
WEEFRICERESNETRS, 2y FU—2 2N LTERTLIBAIERENEEA,

CONSOLE 7R — b IZHift T~ D4

AZEE D CONSOLE A — |k (RJ-45 8pin =7 #) L ZEEE B A D COM A — I (D-sub
9pin 237 ¥) ZAHED NS-354 DB9-RJ45 BHax 7 X LA —V %y hr—7
LV (BFFYSUTP #—7 b, A RL— ) o THRL T E S0,

CONSOLE R— k

/XY 32O COMA— k
ICERY F1F 5

< —HFvbr—TIL

NS-354 DB9-RJ45 ZE#aa £ 9 2

M 3-2 AEELEBEEEERD COMHR— Mgk

A2EfED CONSOLE A — O E (LEGHAIRAE) 2 FRICFEH L 7,
PEE IR D) TR — FOBRIE &2 ALEE D CONSOLE R— MIAHHE TSN,
H B MEAE
(PESTIES 9600bps
T—A R 8 £k
NUT g L
A by 7Ey b 1Ey b
7 o —&lE XON/XOFF
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3-4

(2) v NT—JIZHERTHHE
EEHMREZ Ry FU— 7128 L, REFEO LAN1 AR— b2 LT, Telnet 7 A4 7
rbARERICIR A LET,

4 Him R
NS-2250
BB :
LAN1
192.168.0 192.168.0.1

Telnet7AOkaJL

3-3 AEELEEETEmRORY bT— it

K* BEOTHHEWMEORTEIX, *v bV —7 EOEHEREPOAEBOREN T D LD
 FEORGRA—EINGLPUOREINTWVET, Ry T —7 & L TREEDOR

m%ﬁéfﬂ/\zi WEEEHIGROR Y N —7 OFELAREEBNFTERT DXy NU—0 7T

FLRIZHEDLETIEEN,

T35 A R 1 IPv6 (B ISR ARIT % C© 9,

H B MEAE
RA N NS-2250
. LAN1: 192.168.0.1/24
IP7 RLA LAN2: 72 L
PefgiaT el IP 7 R LA ALL
Bedralh—Ee X Telnet
o LAN1: Auto Negotiation
LAN A= b LANZ2: Auto Negotiation
AEENCE) L%, EEEHEAKD Telnet 7 7 A 72 M BAMEE IR L, BHE

F— FIZBATL T B eonsole 7~ REFATL TS EE0N, :@3?/ I\ EFERITTD L
AIEED 3 V=V Ay — VRN EEE PR D Telnet 7 74 7 > MIH SN ET,



3.1.3 ¥£Ep

Kﬂ ZACERZr—7 N0 LI DCERF—7 V28R L CEELZRI L ET,
C &R — 7w%b<iDC$ﬁ# 7w%§ﬁb AIEBEBOEHICHDBEBIRAAL v T
@)HJ@%WLA& EFAZ ONIC L CEEAEELET ( TOJ) 128 OFF TF) .

FRIZ AC EIFET VOB T, AClOOV VST 5 55650 DC BT 7 /L35I
REFIHELZRL T 2SN,

BRZ A v F OFF DIRAE

AC100V BR7—T L

K 3-4 XZEEBEDEIRON

ARIEEITBIR 2R AT D E GARP Y v FEB X WV Unsolicited NA X7 v R & EH LET,
IPT%VX#&EémilANT—% A =Py Nr—TABRHAINTNDHIRETA
THE 2 B4 GARP /7 » h B XU Unsolicited NA /37 » MR HBIBIZEH SN E
T, ALY P NORELCLZWRFIZ, Ry N — 7O — 3D ARP 7 —7 Lk
L O'NDP 7 — 7 v BEIIZ B B S AL E 7§ O THEF|TT,

GARP */% v FE X O Unsolicited NA 234 > MIFER ON DISMZ TRt & A 2 v 7 T
hEJ,

LAN R— k@ LinkUp I
IP7 RL RZEH
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3.1.4 #:R

ARIEEDOERZ ONICT D LT — " aE Y £7, REEOHTHIZH D 4 DD STATUS
FUTTT— IR EFIEITL TS Z 2R LTI ZIN,
TT—=RFEATDHESTATUS 7 U 7R EI L. 7 — PN IERICHK T35 & 450D STATUS

FUIIETHT LET,

STATUS S5 > 7% 1
J— b DETIREE

1 2 3 4
([ [ [ ® | —FU=THHLTET
® | O | O | O |H#HC&ZWET X KPOC) FEITH
O | @ | O | O |RME=XFETH
O | O | @ | O | vA7akEEH (Ist Boot)
® | O | @ | O |vATAEHT
® (O | @ | @ | X7 AEETUSBAEYNOREEZDGAHFIALT)
O O | O O | ¥YATLY 7 by =T REGET

¥ 1 :STATUS 5 v TDEF I,

o Tl , T@®: R4l ZRLET.

FE STATUS ST 1~4 AR FERIIRILEFFEFDOLZEX. REBEOHESLZ
ZbNFET, 6F FSTLoa—Ta2F) IZR-THAOLLTL ALY,




3E REDAEN

EBRAZ ONIZT 5 &, HOCZ2M7T A RRFATINTZRICTVAT LAY 7 MU =7 NEE L E
T, VAT LAY T MU 2T REET S L EEEFHRGRICES:A yE—T LT r T b
NS-2250 login: | AERSNET, BEA v E—IPIITT— A v E—IREFRINT
WRWNWZ LR LT EIN,

INIT: version X. XX booting
Welcome to NS-2250 Console Server

Starting Bootlog daemon: bootlogd.

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Power on (00:01:00)
Local MAC Address © 00:80:15:XX:XX:XX
Number of MAC Address :@ 2
Mode | : NS-2250-48 (48 port)
Serial No. o XXXXXXXX
BootROM D Ver X.X. X
Main Board CPU : eb00v2 (533. 333328MHz)
Main Memory © 1025216 KBytes

LB
NS-2250 login:
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3.1.5 =it

AMEE ZAZ LT DI, REEBOBREEAX— T v 77 7 A VHEFELTHL, Fie®
FEC shutdown =~ > K %ﬁéﬁ LT\ MON>7'nwu > 7 "3 FR SN 50, £k, R
EHIm® STATUS2 7V NS T 2D EFF->Thb, ERAA v T % OFF 2T 50&E
B —T N ERNTLEE N,

a4
=B

® ENEFETERRA YV FERELBEVTEEL,
REOERICHEYET,

O AREBZo7AY L CEBEFHE—FIIBITLET, /400077 7 hOFFE
i, 3.2 Yy 7Y TDFIE] 2B LTLIEEN,

@ write av > REFEITLT, Jv=u7arI 40 AF—NT v 777 AVZ
RIFELET,

® shutdown =~ RZFETLET,

(6) NS-2250>_sud
Password: 4

(c)NS-2250# writed

Do you really want to write internal & external startupl [y/n] ? yd
write external startupl

.................... writing

write internal startupl

.................... writing

(c) NS-2250#

(c)NS-2250# shutdown<
Do you really want to shutdown [y/n] ? yd

MON>

@ VATLAYTZ R =T MEILET D E RKEEORITIZH D STATUS2 7 0 7 A
ITL, AT haryY—)LZ ROM =4O 7 a7 b IMON> | BFERIN

9,

® YATALAYITRNT2TMEILLLTWALZ L a2fERL HEOER % OFF (12
LTL77EE,
AIEBIIAREREHIZHDBIRAA v T D (O] MEHLIAALTER%Z OFF I
9,




3.2 Yy b7y TFIE

AREEOE Y VT v 7FIEER -5 IR LET, HMIEEZHRTET 2 a3~ FOFEMT, Bt
O MAavToRFY)I7LUR] #8BRLTLEE N,

Ag4>3%

EBEEEI—Y(IHDS

A 4

Ex;'_.f(ZIVV I‘@%‘?ﬁ')

HEITFAIL
(RA—+T79TI74)L)IC
BREEEZTAD

CONSOLER— hFE7-iIxy hU—7 FOEH
SRR D, AREBEEICRF I — 4 LR
U—REHREL T A LET,

i)

)

REZAT O oI SR EE 2 — T ) £,

al

BEa~ REFITLT, REBOREEZITWV
T, ZITHRESNFERIL, EEOEEIC
KBRS ETN, RET 7 A NVARE— T v
TrAMCEESRAENTWERA, ERZ
OFF 1279 % LBRESINEBRITRbIET,

RELIERERET 7ANAE— T v T 7
7 A N EEIARLET,

BREZ RAFTAUL EIRZ OFF ICL THERN
FiXKbh T, WROBIHFFIZRITE L2 EN K
MexnEd,

35 v 7Y IFIE
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3.2.1

(1)

(2)

(3)

g4 vmgry bk

CONSOLE 7" — MZ#af L - @B MR LT Ry bV —27 EDT FA47 2 Mk b
AIEEIZ T A 7T Y ML EEHPILE T,

07 A VRlRel e —
T HMRRCARE®E I 7 > T& b a—HI2iE, —f=—V lsomebody| & HEiEE
2 —H [root] MEBEFESNTNET, 2B, M2 —HFD/AT— RFFEEINTOERA,

144 | TL—T % 54 W =

root root MEEHa—Y | TEHMRICRGE I TV ET, XA T—
RIZHRETE)
WEORERA VT F U AD A~ RINELT
TXFET,

Ao —FIFHIBRTE A,

somebody |normal — = T HARHC SRR SN TWET, (NAT —
RIZARRE)

B A WeiR 95 ping a~ v R ¥ &2 ELT
THZEMTEET,

CONSOLE 7N — Mz #afe L 7m e @ MRS v 74 U 556

AAEE AT 5 LEEE R r 7 b Togin: | NFERESNETOT, AEEIC
BIEN TS i —F RS~ Oa—P L L AT -2 AL Tu s
A LET (LHHEFEFO %= —% lsomebody] L OEEE L —Y [root) |[Z/3A
U— RIFEESNTOVERA) .

« — g —Y lsomebody] Tu A 3554

NS-2250 login: somebody<
Password: 4

(c) NS-2250>

MEEEH o —Y [root)] TrR A T D56

NS-2250 login: root<
Password: 4

(c) NS-2250#

Tar T NORKRBROLFIZe Ay a—FOEWNI LY . —Fa—F 0BT > | &
BEEHI—FOBRAT # OLIEDLY 1,

Py NU—I LD IA4T v MgREMN a7 A 35856

Xy NT—=27 EDU T A7 2 MR bARMEE (LR O IP 7 F L A1192.168.0.1])
I Telnet ##id 5L, 7o 7k llogin: | NFERENFETOT, AEBITEEINT
Wb — =D —FHZ LA —-FRE A LT s A LET,

EEEB A —Y IRy hTU—27 LD Telnet 7 547~ b bE#ER 7 A 0 TEEH A,
o —Tr A L, BEEE-FICBITLTIE SN,




(4)

(5)

(6)

$ telnet 192.168.0.14

login: somebody<
Password: 4

(0) NS-2250>

Zu 7 N OO CFITEE R — F OEWIZ L W CONSOLE 7R — k 0 3E{E & Bl R 7)»
busA L LgEAE )] . Fv U —27 LD Telnet 7 547 > brbul A LT
BE1E 10)) oLHIcEb £,

Fy hU—=2 E®D Telnet 7 747 "hnbuald A Lizanrar 7 soF 1L, B
FEDOEIZ 0 BIEICZEN TS ERSNEN T bR ET,

=G REEEH L —FICBIT T 56

=T B EEE L —FIIBITT DT, suavr REFEITL, EEEFHL—FO
NRAT— REASNLET (THHFREOEESHE L — Troot] 2327 — RIZREIN
TVWERA) .

(c)NS-2250> sud
Password: 4
(6) NS-22504#

a7y DRk

v 77 v hT5i2iE, logout 2> RELiF exit a~ 2 REFETLET, £/, suaw
Y R CBAT LI EEE D — a2 —IZR S5 E S, logout =~ RE 7213 exit
avr REFATLET,

CONSOLE &R— hDuiE»bum 77 7 v 95 &, v b INS-2250 login: | 23R
EnTaZA4 UMbl ET, Xy hU—27 ED Telnet 7 7A4 7> kinbuaZ 77k
ToHL. IIAT MRRDOT BT MIRY £77,

CONSOLE R— DR 77 v F LIS

(c)NS-2250> logout< (exit avw Y KL EH)
NS-2250 login:

Fv FT—2 kD Telnet 7 54 72 kb u 27 v b Lk

(0)NS-2250> logout« (Fflx. exita<w 2 R)
$ (FOvThiE. 95472 MERIZE>TERYED)
Z OAfth,

=Y OBIMHEIFRL AT — ROEEIL, KEEHRL—FOHITI ZENTEET,

L —F DB M/HIFRIE create user/delete user =~ FEFH L £ T, SAU— FOEH X
set user password I~ FZMHLET, Fa~r FoOFEMEL a<wor)I7LYy
Al ZZRLTIZIN,
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3.2.2 CLIOERAZX

)

(2)

(3)

ARIEE D CLI O 712 L IR LET,

vy BT A mtERE
CLI® =~ NI A UimtEtkaE L PRICREH L £,

mEF— B
packepacel = LOWHID | CFE R LET,
delerel B L DBFO L RN E LET
E;Lﬁﬁfm eV | CFECEB L E T
Eaiu(ﬁ?]m eV E LB LET,

[Ctr1]+[A] B—VI V% T~y RIA L ORFCEE L ET,
[Ctr1]+([E] =Y NEaxy R4 ORBICBEH LET,
[Ctr1]+[U] ATOXTEMELET,

[Ctr1]+[K] H— I VD SRR L E T
[Ctr1]+[R] BETOXLFHHBRRTLET,

[Ctr1]+W] J— Y VERO S R IR L £

v A U HRE

CLI®t A MU REZ TRICFEH L £,

wmEY— ) 1E
[T] (EZ&ED SN TWARTIOa<w Y FEERLET,
[Ctr1]+[P]
(L] (FRAD RSN TCWAB Do~ RERRLET,
[Ctrl1]+[N]

WL~/ 7 RERE/ Hii SEbk e
CLI DAL~V T RERE/M e RE 2 P RICFLH L £ 9

m&E+— 2 I (2
[Tab] ANFRER 2~ RO aFR LES (L)
[?] ADNFRER 2= FOBMER T LET (b D)
[Ctr1]+[T] ANFRER =~ FOBAZFR LET (iR L)




(4)

o REIEEEEE
AN LT FENSa<wy RRXF—U— ROBEHN 1 DIZEE D561, TLED

XFEEEET D LN TEET,
Flzi1X, =Y —nu %K R~T 5 show log console =~ > i,

THLZENTEET,

lsh log con| &M

(c)NS-2250# show log consoled

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

(c)NS-2250# sh log con<

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

<TTY1D
<TTY2>
<TTY3>
<TTY4>
<TTY5>

<TTY1D
<TTY2>
<TTY3>
<TTY4>
<TTYS>

started
started
started
started
started

started
started
started
started
started
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3.23 BREITVFEDORLAA

ALEETIE, TOTRA LT 7 AVETHERLBEa Y FlEZaE—& =2} (&
A~y REEOW LIAZL) L, REEOREEZIT) 2L HARETYT, AHEELFHMETSZ
LITED, v ROANI AEF/NRICIA D Z ENTE | REB OB EMEEDBFER
WZATAET,

AHEEEZFIHT 25613, T2~ FEEE T LIATeHTIZ terminal editing disable =~
¥ REFAT L CATIRE Z TN E LT IEE W It LIABZASE T L7z b, terminal editing
enable = v R&EIT LT, ITRELZAICRE L T E S0, ITRENEDIIRESH
TWHHEIE, 2~y RIA v ETH— Y AF—OBESCLTFOMABITZEEADT, &
BELTLEEN,

create ip host term01 192.168.0. 101 RLALITY FE
create ip host term02 192.168.0. 102

(c)NS-2250# show ip host<
Hostname [Paddress Port

(c)NS-2250# terminal editing disabled

(lavy FEORLAA)
(c)NS-2250# create ip host termO1 192.168.0. 101
(c)NS-2250# create ip host term09 192.168.0. 109

(c)NS-2250# terminal editing enabled
(c)NS-2250# show ip host<

Hostname [Paddress Port
termO1 192.168.0. 101 -
term02 192.168.0.102 -

RIET 74 V% FTPISFTP T7 7 A MRk T 5 HiE b ARMEE TV R — b LTV ET,
FEMY TBE EBEEMRST AL TLLES N,

¥E  CONSOLE :R— hDIRKRICEHREITY FEHOFLAAFTIHEEF. 2 —3F1L
YVIMDREETALAE11THY I BEEITRELTLLEIL,

B Telnet V547U e ELXFRAT HHEEE. teratermZFBDZEEFET 1 LA A
ETER7TVr—2aVRRATHLEERNTT.,. COLSTHEZEBEL
TWHL Telnet V5472 FTHREATY FHORLAAFTSHEE, 1
TEEEICAZEBEO IO T MXFHEFIOVI/OLELTRABLTIESL,

R ONS-2240 DEREEBRITIIEHETEERANHY F£9, M T8 E NS-2240
NoDHREBITHDIER] 28BELTIEZEL,
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3.2.4 REDHZHAH ERTF

(1)

AR =L T T T77ANFTUSB AT EEENTICE 47 7A0HY £9,
AREENELENT5 & X\ z&~b7y7774wmmﬁﬁ§y:y7:/747&LT?
FiAFEI, REEORTEL L THbIET,

USB AEUDNEAINTWAESIZ. USBAEUVDTF I NV NDAZ— R NT v T 774

IWINTG =T a7 478 LTHEAAENET,
USB AE U BHAIN T ARWESIT. AEBEBRNBIRESNTWASET 74/ hDO A X —
NPT T ANNT = TarT e 7 LTHEBAENET,

77k Xl (STATUS4 7 o 7 pidTH) ZERE . USB AF U I3HHLA ATRE T,

THMEREOT 7 4V KOAX — KT 77 7 A JViX, startupl 7 7 A /LTI,
EERFFCHEAAENDAX— T v 77 74 ML, default startup 2~ F&FETLTE
WIHZEMTEET,

RERA E 1) (RAW)
FRL—2 3 v

T—F

'[ 5,;;7:,747‘}

KENE

r-- -E» startupl 7 7 1 JL ,}, R

- -£> startup27 7 A )L —}— —eed

- -E» startup37 7 1 JL —}— w

- -E» startupd 7 7 A )L —}— eeed

EEE
USBAE
BEIVT 4TI,
; —E» startupl 7 7 4 JL g» | default startupa <> KT

BREEE

writea<w > K

EERAL
RE—+TVT
T AIVERTE

-t»  startup27 7 AL ,}, 4‘

L - .£> startup3Z 71 JL 7}7 j

-t»  startupdT 7 AL ,}, el

M 3-6 REDNRT

AEEBOa L T4 T HERETDE, T a7 4 JICRENKMENET,
Fro=rrar7 4 ZIENEHAEY (RAM) ETEHEHINTEBY , REELFEEHTL &
ERLIEREFHEINTLENET, T write a~v> REFETLTT =T a7
AT HAE =T v T 77 A VIRIEL TL IS0,

W O ERSE BREDRIMELZIEE LRWEE)

write 2~ R&EA 72 a VELTEITLET, A7V a3 VEREETIZ write 2w F
EHEATT DL, MEEFICHAIAENTZAX — T v 77 7 A 03, USB A€ U L 3EE N
O IFIRFEINET,
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(c)NS-22504 write
Do you really want to write internal & external startupl [y/n] ? vy

write external startupl

writing

write internal startupl

writing

(c)NS-2250%

(2)  USB A&V D startup2 7 7 A MR EEZREFET HHA
write 22 RD/8T A —H|Z Tstartup 2 external] ZFE L TEITLET,

(c)NS-22501# write startup 2 external<
Do you really want to write external startup2 [y/n] ? vy

writing

(c)NS-2250#

(3)  HEEMNE D startup? 7 7 A MR E L RGET HHE

write 22 KD 8T A —H|Z Tstartup 2 internal] #fE L TETLET,

#

(c)NS-2250# write startup 2 internal<
Do you really want to write internal startup2 [y/n] ? yo_

writing

(c)NS-22504
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3.2.5 HiELH

(1)

(2)

(3)

AAEE A i E T 5121X, reboot v REEITL £,

W OFRE (ot 7y g VEIRE LR WD)
reboot A~ R&EA T a VL TEITTLHE, AR L TWDIAX— KT v 7771
VIV AT Y 7 kv = 7 (main/backup) THEEI L F 97,

(c)NS-2250# rebootd
Do you really want to reboot with main system and startupl [y/n] y<_

USB A& U @ startup2 7 7 A L DR IE & g rid A CHEBT 256
reboot 2~ RD/XF7 X —#(Z [startup 2 external] #HEL CTEITLE T,

(c)NS-2250# reboot startup 2 external<
Do you really want to reboot with main system and external startup2 [y/n] y<

IEENED startup2 7 7 A VORE & FiI A CHE®T 555
reboot =~ RD/XF XA —HZ|Z [startup 2 internal)] Z#5E L CEITL £ T, HEENEED
startup2 7 7 A WAZRIF STV DR ENRR CAREEE 2 FtEh L £,

(c)NS-2250# reboot startup 2 internal<
Do you really want to reboot with main system and internal startup2 [y/n] y<
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2R E

4ETIE, AREEOHREDREICOWTHHAL TWET,
TR IR DN LT BRHA S T2 0,
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4.1

4-2

2y bIT—U DK

411 KEEDRAX MR/IPT7 FLADER

I%HMTH#ODZIK @Tx F4 1% TNS-2250] T,

N4 A2 HE 4 5121%, set hostname =2~ > REZFETLET,
ﬁxbﬁmﬁﬁfééiim\¥ﬁmﬁﬁ$&“f(?yﬁ~ﬂ—ﬁ‘”(A47W\£
T (Fy DBMERCTE£9, 2720, XTI ORYIO LT & itk O LT3 58T
TRFNIEEWTETA, T2, Ry FORTBIZIZANAAL 7, Ry b, TU¥—_"— 3 H
TEEHA, AR M ORERLFHIL 64 3LFTT,

(c)NS-2250# set hostname SmartCS<
(c) SmartCS#

IP7 FLAE Ry bR DT set ipaddr 2~ > R TITWET,
THHHMRFOARLEFEDIP 7 FL AL Ry h~RZ271% 1192.168.0.1/24] T,

(c) SmartCS# set ipaddr ethl 192.168.0.100/24«
(c) SmartCS#

IPv6 7 FL AL Xy b~=RA 7 DOFEIEIL set ipbaddr =~ K TITWET,
create ip6 2~ R TIPv6lIEHERE A A 20 L7-#4(C set ipbaddr =~ > R CRE LE T,
TR HII L TPve B EREREIT RN & 2> THY, T RLALBRESNTVERA,

(c) SmartCS# create ip6<

(c) SmartCS#

(c) SmartCS#_set ip6addr ethl 2001:db8::1/64<
(c) SmartCS#

2 5® LAN RA— M 2 F|H+ 258513, LAN1 & LAN2 O FICB2 5972y SO IP T
RUVAZEFRT D, 220 LAN K— 2RO 1 F—F e LTEESEDLIR T 1>
THEEDO T NnE TR 2S00,

W2 SO LANR— b 2R A5/ A0 FTRIAT 5854

(c)SmartCS# set ipaddr ethl 192.168.0.100/24<
(c)SmartCS# set ipaddr eth2 192.168.1.100/24«
(c) SmartCS#

M2 SO LANA— 2R CE 7 AL FTRHHT 256 (R T 4 v 7HER)

(c) SmartCS# enable bonding< X'FEEGD,IM$IE€'5§E!§
(c) SmartCS# set ipaddr bondl 192.168.0.100/24«
(c) SmartCS#

RUT 4 v THEEE & H4h2 9 5 121X disable bonding =~ > R&ZFEITL £,




e

ot

AT T HEeE B LI=BE., ethl [ZRFEESA TS IP 7 FL X & ethl
PRRELDBIL—T 4 T HFEMN bondl [THEE SN, eth2 [CEESNTWLWSIP T
FLRIEHEHESNET,

ROT 4 VT HEEZEMC LGS, bondl [CERESATVWS IP 7 RLREL—
TaUTEEMNethl ITHRERINET,
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4-4

AIGEDRA MR IP T R L A7 EONEF#HIL, show ip 2~ N THERETE £,

WA T ¢ v THERENEOSE

(c) SmartCS# show ip<

Hostname : SmartCS
TcpKeepAlive : 180

IPaddress (eth1) : 192.168.0.100/24

[Paddress (eth2) : 192.168.1.100/24
(c) SmartCS#

WRT 1 THEENRENOSLE

(c) SmartCS# show ipd

Hostname . SmartCS
TcpKeepAlive : 180

IPaddress (eth1) -

IPaddress (eth2) : -

IPaddress (bond1) : 192.168.0.100/24
(c) SmartCStt

AIEED IPv6 7 KL ADIE#HRIL. showipb 2~ R THERTE £7,

BT 1 THREN S OGE

(c) SmartCS#t show ip6<
IPaddress (eth1) : 2001:db8::2/64

IPaddress (eth2) : 2001:db9::2/64
(c) SmartCS#

BART 1 THRENFEOLGS

(c) SmartCS# show ip6<
IPaddress (eth1) @ —-
IPaddress (eth2) : —

IPaddress (bond1) : 2001:db8::2/64
(c) SmartCS#




AREEDOIPvAT FLAIPv6T KL A(U 7 m—H LT KLU AGL)DEHRR 220 LAN
A— kD MTU OFEM. U 7 IKkEEIL. show ipinterface =~ R CHER TX £,

WA T 1 THRENEOLE

(c) SmartCS#t show ipinterfaced
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8

static ::1/128
etht  up 1500 static 2001:db8::2/64

link fe80::a00:83ff:feff:dede/64
eth2 up 1500 static 192.168.0.1/24

[ ink fe80::a00:83ff: feff:dedf/64
(c) SmartCS#

BART 1 THRENFEOLGS

(c) SmartCS#t show ipinterfaced
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8
static ::1/128
ethl up 1500 - -—
eth2 up 1500 - -—
bond1 up 1500 static 2001:db8::2/64
link fe80::a00:83ff:feff:dede/64
(c) SmartCS#
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4-6

T 4 THERROREBIITRLOa v FTHRRTE £,

(c) SmartCS# show bondingd
<bonding information>
Status : enable
Mode . active-backup

<master bond1 information>
Status Dup
Up Delay Time(sec) : off
Last change time : Fri Apr 25 13:04:51 JST 2016
<{slave information>

interface active status failure_count

ethi * up 0

eth2 up 0
(c) SmartCS#

TIT 47 HR—MITROavy FTUDEZ5FENTEET,

(c) SmartCS# switch bonding eth2«

Fri Apr 25 13:30:21 bonding: bondl Switch succeeded (eth2 selected).

(c) SmartCS#




41.2 REAT4 VI IN—T4 VT DEE

ART 4 U )— M EFRET HITIE, createip route T~ REFEITLET,

(c)NS-2250# create ip route default gateway 192.168.0. 2544
(c) NS—-2250#

TE ol LAN1IP:192.168.0.100)1Z 172.16.1.0/24 OfER|L— . LAN2(192.168.1.100)
T 7V — b EEHELTWVET,

(c)NS-2250# create ip route 172.16.1.0/24 gateway 192.168.0. 254«
(c)NS-2250# create ip route default gateway 192.168. 1. 254«
(c) NS—-2250#

2OO LAN AR — b2 7 A N THHL, 22 LAN R— MZ[E Csde v
— FEREEETHEEIIA—MZARY v 7@ 0~10002 TR L ET,

BUEIRED A N Y > 715 0High) TY ., fEA/NES WA MY v 7 BMERINET,

R LD — FPEEEHESINTHDEIHEE . LANKA— MRV 7 X358 o8
FDOLAN R— MIEZRINTWAHL— hEMHLET,

(c)NS-2250# create ip route default gateway 192.168.0. 254«
(c)NS-2250# create ip route default gateway 192.168.1.254 metric 100
(c)NS-2250%

IPV6 DAZT 4 v 7 V— NERET HITIL, create ipbroute 2~ FEFEITLET,
T DX LAN1(IP:2001:db8::2)I 2001:dba::/64 DOEB/L— . LAN2(2001:db9:2)i2F
THIVRN—REERZELTWNET,

(c)NS-2250# create ip6route 2001:dba::/64 gateway 2001:db8::ffffd
(c)NS-2250# create ipbroute default gateway 2001:db9::ffffd
(c) NS-2250#

AN w7 OEFFEILIPvE L REICa~y RN T metricdA 7> a v aEELET,

(c)NS-2250# create ip6route default gateway 2001:db8::ffff
(c)NS-2250# create ip6route default gateway 2001:db9::ffff metric 100«
(c) NS-22504
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N—T 4 T T =T OIFRIL,

WA T ¢ THERENE DS E

show ip route =~ > K CHER TX 77,

(c)NS-22501# show ip routed

destination netmask gateway met iface status
192.168.0.0 255.255.255.0 —- 0 ethlt -
192.168.1.0 255.255.255.0 —- 0 eth2 -
0.0.0.0 0.0.0.0 192.168. 0. 254 0 ethlt -
0.0.0.0 0.0.0.0 192.168.1.254 100 eth2 -
(c) NS-2250#

BT o TN AEDIOSE
(c)NS-2250# show ip route<
destination netmask gateway met iface status
192.168.0.0 255.255.255.0 —- 0 bondl -
0.0.0.0 0.0.0.0 192.168. 0. 254 0 bondl -

(c) NS-2250#

IPv6 O)V—T 4 > 7T —T7 )V OfEHRIL, show ipbroute =~ R THERTE £,

BT ¢ THREN S OGA

(c)NS-2250# show ip6route<

destination gateway met iface status
2001:db8::/64 — 0 ethl -
2001:db9::/64 — 0 eth2 -

::/0 2001:db8::ffff 0 ethl inact
::/0 2001:db9: :ffff 100 eth2 inact

(c) NS-2250#

BART 1 THRENFEOLS

(c)NS-2250# show ip6route<
destination gateway

met iface status

2001:db8::/64 -—

::/0 2001 :db8: : ffff
(c) NS-22501

0 bondl -
0 bondl inact




4.1.3 DNS Y547 > FDERE

DNS 7 947 v FERET HITIL, set dns =~ . set dns localdomain =1~ > K% %
1TLET,

(c)NS-2250# set dns 1 192.168.0.214
(c)NS-2250# set dns localdomain example. co. jp<
(c) NS—-2250#

DNS 7 747 v FOIEHIE, showdns 2~ N THERT HZ &M TEET,

(c)NS-2250# show dns<
Local Domain:example. co. jp

No. DNS Server

1 192.168.0. 21
2 -
(c) NS-2250#

IPv6 DEREETDNS 7 747 FaRET 2% A bRKTT,

(c)NS-2250# set dns 1 2001:db8::124
(c)NS-2250# set dns localdomain example. co. jpd
(c)NS-22501

(c)NS-2250# show dns<
Local Domain:example. co. jp

No. DNS Server

1 2001:db8::12
2 -
(c)NS—2250¢

FE DNSUTATULDEEZTIE. DNS H—/NOKEICK>TIFNTH+—T R
METT B ENHYFT, R— FOJVERENFERICITHONLIRETIE., {EY—
/\(Mail/FTP/Syslog) M %& Hil % DNS H—/\TRREIEFIZ. P7FLRZEHEELT
BESNDELEHEN-LET,
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4.2 CONSOLE R— FDEEE

THIHTO AL D CONSOLE H— R, FEOEANRESNTOET,
H B WHAE
kiR g 9600bps
F—HE 8bit
NRYT g L
Aby7EY b ey b
7 1 —H| 4 XON/XOFF
CONSOLE R— FORELXZEE T 5I121E. setconsole =~ > REEITLET,

(c)NS-2250# set console baud 115200«
(c)NS-2250# set console bitchar 7«
(c)NS-2250# set console parity even<
(

(

(

c)NS-2250# set console stop 2«
c)NS-2250# set console flow none<
¢) NS-2250%

AKIEED CONSOLE R— FOBRTEEETTH &, BEEFEHIRAKDO VY 7 IVER— FOFRE
ER—HKIZR D=0, Tk [(NS-2250# | WIELLK #HRENRL RDLIBAENH D
FI, BEEFHHERLAOVY TR — FORTEEAREED CONSOLE R— FDBRTICAE

T L[Enter] ¥—%2 AL, 7RV T PBRIELS FREIND Z L ZMHRL TS IEE,

CONSOLE R— F OfE#1%. show console =~ R TR TE £,

(c)NS-2250# show consoled
Baud 115200
BitChar 2

Parity . even

Stop D2

Flow . none

Syslog Son

(c) NS-22504#
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4.3 D) TILR— FDEE

TR OAREBE DL TOL Y TILR— ML, FTEOEPRTESNTWET,

" H MEAfE
(R i 9600bps
T2k 8bit
RYT g mL
ARy TEY b 1y k
7 1 — il NONE
DSR (DR) 15 = 1% it RE OFF

VUTNAR— FOREEEETHITIE, settty 2~ REFETLET,

(c) NS-2250# set

tty

1-16 baud 9600«

c)NS-2250# set

tty

1-16 bitchar 8«

c)NS-2250# set

tty

1-16 parity none<

c)NS-2250# set

tty

1-16 stop 1<

(
(
(
(c)NS-2250# set

tty

1-16 flow none<

(c)NS-2250# set

tty

1-16 detect—dsr off<

(c)NS-2250# set

tty

32 baud 115200«

(c)NS-2250# set

tty

32 bitchar 7«

(c)NS-2250# set

tty

32 parity evend

(c)NS-2250# set

tty

32 stop 2

(c)NS-2250# set

tty

32 flow xon<

(c) NS-2250# set

tty

32 detect—dsr on<
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LU T IVR— b OfEHIL, show tty =~ F TR TE £9°,

(c)NS-2250# show tty 1«

tty 1
baud : 9600
bitchar : 8
parity : none
stop 1
flow : none

detect_dsr : off
(c)NS—2250¢

(c)NS-2250# show tty

base —dsr—

tty baud bc parity st flow dct

1 9600 8 none 1 none off
2 9600 8 none 1 none off
3 9600 8 none 1 none off
4 9600 8 none 1 none off
5 9600 8 none 1 none off
6 9600 8 none 1 none off
1 9600 8 none 1 none off
8 9600 8 none 1 none off
D B

(c) NS-2250#




4.4 R— b —/\DERE

441 BHEE—FOEE (ELY FE—F/IFA4 LY FE—FK)

RN— " —"OEHT— NiX, THHAFECIIFA LY P E—FCHRESNLTWET, &
—hEVLZ M A= 2 — %> TEREAREE 2 & L2 WAL, set portd connect

select 2~ REHRTELE T,

(c)NS-2250# set portd connect select
(c)NS-22501

A=~V =&AL 7 E— REFHT 5851, set portd connect direct =~ > K%
&EbiﬁoI%ﬁﬁﬁ®&ii&%V7k%~bf?@? Tioa<wr RizkLrs b
E—F0LHA LT hE WCHERtE— REE T T 5 AICEITLET,

(c)NS-2250# set portd connect direct<
(c)NS-22501

(2]

L7 bE—F2RMT 5613, A— a2 —P3RHEELZ ONICL T, R— ba—¥z%
BT HMERHY ET, Fo, BELZ FE—FRTIEL U TAR—EDITRY 7L R—
=R A =2 =0T a— (e vy a kit a— R EHRE L T AMEW R
NRL 2V FET,BL 7 bE— FEFIHT 55413, set portd auth basic =2~ K, set portd
tty label =~ > K72 5 TNT set portd tty cmdchar =2~ REZFREL THH L T 7Z &0,

(c)NS-2250# set portd auth basic<

(c)NS-22501# set portd tty 1 cmdchar 01«

(c)NS-22501# set portd tty 1 label Osaka-L3SW-1<
(c)NS-2250# create user portOlusr group portusr password<

New password: <

Retype new password: <

(c)NS-2250# set user portOlusr port 1-324
(c)NS-2250#
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4.4.2 R—prHY—N\AZ21—DOFTF

A— h =R =2 —DFREEIL set portd menu 2~ > R TITWET,
RN— b =" A= 2 —=DFIRIZOW TR, BEPHBIEICRRFEIZHERIRO 3 DOREDN

AR TH Y, ZOBEEIIR— e

9, TRIZFZOHZRERLEZLD T,

WRETR— P 72 RAFT 2 E I DD

BEITIKIE L

ZEKOR—+OY
RTFEXE

Y R—rOR—F0O Y
RFERTE

mR— b —N\A =21 —BF

(set portd menu)

Auto
(set logd output) (set logd tty log) (default) on of f
on(default) OEFm) OEER) X (FEFR)
flash/ram(default) off xGeger) | OGem) | xGEr)
off off XFEER) | OGR) | XEEER)

EROLBY REEOTHHREEDOR— h Y — X = 2 —DFRRFIEITH B (auto)
WCHREESNTVWET, £/-, TTY R— FOR— ha ZIMEHFET HHR T (onIZ e > TWES
DT, THEHMRFEOREZFHA L T EEA/IEL, R—h =X =2 —RNHBICERE

nEJ,

RN— b 7 REOFEIZEBRRLS AR = M= RA =2 —%2FRIEL551E. set portd
menu on %€ LFT,

(c)NS-22501# set portd menu ond

(c) NS-2250#

A= ha 7 RAFOFEIZEFRR AR — M — " A =02 — %2R R LRV L DT DT, set
portd menu off 2~ RZREL 7,

(c)NS-22501# set portd menu off<

(c) NS-2250#

A= bV =R = —DF/RE BEH ]S H 5121, set portd menu auto 2 FEFT L E T,

(c)NS-2250# set portd menu auto<

(c) NS-2250#




443 K— b F—AOLI—FRIE OK— b 1—HRID)

Telnet 7 7 A4 7 > O AREEDOR— h Y —NIZT7 7 2R LEBICEET 2R — b=2—%
FREIE, TSROk TREREEL | ICRESNTWET, N— ha2—VRGE%E TFGEH
D] ICEFETBHIZIE, setportd auth 2~ REFEITLET,

A= h a2 —WERGE%E [REREH VD | ITRET H &, AEEOLTOV Y 7R — FTHR— b
2 — WA RE S EE L £,

(c)NS-2250# set portd auth basic<
(c)NS-22501

SSH 7 747 v baFHT2561%, 14.6.4 SSHY—/IDERFE] 2L TS0,

444 R—rY—NROT7 I RGIR EHEITOFILEERE—F)

THHAIREOR— M= 07 72 AR (B 7' 7 b 2L LT — R) 1213 Telnet/SSH
D) =<)L= FRW)DOHLNFTFAT SN TWET,

Telnet/SSH @/ —~/LE— K E=4—F— FRO)DH HFEZFIHTEL L HITHR—
— DT 7 ARBRELER T 555X T a~vr FEFITLET,

(c)NS-2250# set portd tty 1-32 session telnet both«
(c)NS-2250# set portd tty 1-32 session ssh both<

H LI,

(c)NS-2250# set portd tty 1-32 session both both«
(c) NS-22504#

F£72.8SSH K 7 > AT L v MERHSHE (sshxpt) 3B D & 7n > TWO D REED B 50 L5
WZIE, a2~ ROKEIZ sshxpt 77V a VEABREET, BIEREINTWLE#H 72 b
o)L & T — R &5 L T set portd tty session =~ F&FE{TL£7,

(0)NS-2250# set portd tty 1-32 session both both<

445 R—+rH—n\DEHEY L3 VER

12OV Y TAR—=MIXFLT/ —<LE—RKBHERK2®y g, =4 —F— Nk
K3tvrarETEcEET,

120, tty v % — VMBI X o TEETO Y TR — MR LTIE, J—<E—F
TERTHZ LI TEERA,

HiRee v v a VEREBLTSAEII TROa v REFEITLET,

(c)NS-2250# set portd tty 1-32 limit rw 2 ro 34
(c)NS-22501
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446 R—+rH—nN (F4LY FE—F) ORER—-—I+ESOERE

%2 U TR — FTEEL T 5 Telnet/SSH @ /) —~< /L — K& EF=F —F— KDV —
v AR — 5 1L, set portd telrw/telro/sshrw/sshro =< R CEFTHZ LM TEET,
Telnet/SSH D / —~ /L E— RKEE=H—F— ROV —EAR— "NEFEELTT L5513,
1025~65000 OFiPH CTHIH L T e — hEBEFHE L T 7Z &0,

(c)NS-2250# set portd telrw 10001«
(c)NS-2250# set portd telro 11001«
(c)NS-2250# set portd sshrw 12001«
(
(

c)NS-2250# set portd sshro 13001«
¢) NS-2250%

R— b —_OZER— bFEIL. show portd 2~ FTHERTE 7,

(c)NS-2250# show portd<

auth status . basic

connect status : direct

base port number
telnet rw : 8101 ro : 8201
ssh rw . 8301 ro : 8401

timeout status

idle_timeout : off

ro_timeout : off
menu status . auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro
1 L3SW-1 8101 8201 8301 8401 60 120
2 L3SW-2 8102 8202 8302 8402 60 120
3 Serverl 8103 8203 8303 8403 60 120
4 - 8104 8204 8304 8404 60 120
5 - 8105 8205 8305 8405 60 120
6 - 8106 8206 8306 8406 60 120
AR
31 - 8131 8231 8331 8431 60 120
32 - 8132 8232 8332 8432 60 120

(c) NS-2250#
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4E KiEE

on|
Xa

filt

4.4.7 SSH b5 VART LY MERGHERE(sShxpt) DZIER— FEESDER

HFUTNR— R TEEL TS SSH K7 v AT L > b EEGiEHE (sshxpt) O — B 2
A— FFEFIL, set portd sshxpt 2~ RCERTLHZ ENTEES, F—EAKR— &
FHEEREITAHEAIL. 10256~65000 O&EIFHTFIH L T\ nWiR—FEZEZRELTLEE

Wy,

(c)NS-22501# set portd sshxpt 20001«

4.4.8 R— k21— DEM

R— h a2 —HZEIMT DL, create user 2~ > REFEITLET,

R b 2= T 7 v RAEFHF AT D) TIAR— R ETHLENDH Y £ DT, create
user 2~¥ 2 RD port A7 3 b L<|Isetuserport I~ REZFEITLTT 78X %

FFAT 2V U TR —FERELTIEEVY,

LFofE, A— h=—¥ portOlusr Z/EK L, U T /LR —K 1~8 £ 17 DFF 9 F— b

T 78 RAEHRTHEEERLTWVET,

(c)NS-2250# create user portOlusr group portusr port 1-8,17

Password <

New password: <

Retype new password: <
(c) NS-22504#

TREOa~vy FTHRRORENTE 75,

(c)NS-2250# create user portOlusr group portusr password<
New password: <

Retype new password: <

(c)NS-2250# set user portOlusr port 1-8, 17«

(c)NS-2250#

R— ha—HO—ECEMEIL, show user =~ R TR TX £,
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(c)NS-22501# show user<

User-Name Category (Uid) Public-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOlusr portusr (501) 1-8, 17

(c)NS-22504




4.4.9 SYFLR—FDSRYVITEE

U T IVR— MR SN RIS B CE D L DI, VU TR — MOIZEE
Bl EDT NV ERETDHIENTEET, TNICRETE D UTHNIRK 32 XFT
7,

TV ETCTE D XTI AT L (T —_—) | ““(ng72) "7 (K
vh) @ (Tybh~v—2) BXOW? (A=) BMEHTEET,

AR—= A G XFHOEE T, X7 Va—F— a o CHALSCESTEELET,

(c)NS-2250# set portd tty 1 label DB-server<d
(c)NS-2250# set portd tty 2 label “L3SW No. 08"«
(c)NS-22501

U TR — MIRE LT~V R— =D L 7 b E— ROR— b L7 M)
=2 show port =~ > I, show portd session =~ R ETERENET,

(c)NS-2250# show portd session<
telnet rw: 3 ro: O

ssh rw: 0 ro: O
available session ( telnet only : 93 / ssh only : 93 )

tty . Label Session-Limit
Type Login-User Local Remote

tty 1 : DB-server RW: 2 / RO: 3
rw 1 portOlusr tel:23 192.168. 30. 145: 4731
rw 2 portO2usr tel:23 192.168. 30. 146: 3495

tty 2 : L3SW No. 08 RW: 2 / RO: 3
rw 1 portO3usr tel:4740 2001:dba::2.4740

(c) NS-2250#
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4410 R—rH—n\Dt v a v BEYIMBEREDRTE

ARIEEILT A RAZ A <(TA RVEHRBEICE 2y a o BEUINIERESE ., By
g X A ~ CEEFHERGIC X % B BhUIEiRE 2 #54k L T\ k9,
AMEEZ BN T DX FReDa~ry REEITLET,

7 A RvH A ~<(@dle_timeout) Zi% € L7=H AL B LY P A =a—KR— b — X =2
—FoREE, BIO, VU TR —bD ) —~<T— FRWEEG T W T, 3%E S N7
74 RVIREE(Telnet/SSH i K 2> 5 A 1T —Z B TW Wik 2+ 2 &, 0%
v a Y EEHIFNZEINT L E T, TA RAX A~ OBREREAIT 1~60 4. 7T 7 4V M
OFF T3,

Yy g COUIMHTEEMICIT DV E T,
(f51])
TA KAVEA <%, SUTNLVR—= " ~DT 7 BAZET L, A— Y —R_"RA=o—
o TN

)
TARLVEA <Rl %E, R—h =" RA=a2—Z2KT L, EL7 P A=a2—%FR
)

TARVEA <%, BV 7 PA=ma—%2KT L, By varztif

t v g v A <(ro_timeout) Z K E L7255 E X, Telnet/SSH ¥R 25 > U 7 /LAR— hD
T —F— FRONZER: LIEE LZREARRT S L, 2ot v g o &bl iz gwr
LET, ByvarZA~ORTEHIIL 1~1440 4. 57+ + OFF T,

(c)NS-2250# set portd idle_timeout on 304
(c)NS-2250# set portd ro_timeout on 180
(c)NS-2250# set portd tty 1-32_timeout on
(c) NS-22504#

441 Z OO~ b4 —/ SHREDRTE
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(1) Break EEOMEHENDEE

AL X Telnet/SSH 7 7 A4 7> bInbEfFE L7 NVT 7 L—7 ¥ v 7 7 %X Break over
SSH % . Break {55 & LTS U 7LAR— MMOHEH: LI BRI SR IR E S H 2 L8 T
TET, LLHHAREOAEREIX OFF T7, &2 brk_char none DFEIX, ¥ —IF /L
N NVT 7 L—2 %% 77 ZX° Break over SSH ZXE L7720, R—FA=a—05
“10:send break to tty” #E4TLTH, U 7 /LA — MZ Break 55 1325E SN EH A,
AgRez U 7V — h 1~16 & 32 IZRET DITIE, Freoa~r FEFTLET,

(c)NS-2250# set portd tty 1-16 brk_char brk<

(c)NS-2250# set portd tty 32 brk_char brk<
(c) NS—-2250#




(2)

©))

HITOA—FDERE

AEEE T telnet 7 7 AT " DZELIEMITa— REEHB L TY U TR — h~EEFT
HZENTEET AT — FOLEWIT, [EH#7 L), ICR+LF % CRIZZEH# ), [CR+LF
Z LFICE#) oo @RIRLET, THHmREOREIX, [CR+LF % CRIZEMH | 235k
EENTVWET,

%fT2— R(CR+LF) % LF ([CEHd 5121k, Fatoa~vr REEITLET,

(c)NS-2250# set portd tty 1-16 nl If«
(c)NS-22501

R—bH—N\AZ21—DYBEXFEI—F (EyvParvdXFEI—RK)DER

AR RIS T 7 B A LT TR — b — R A =2 — 2R T DI, A— FHh—
Ama—OPELFa— Ry yarhtrEa—RNaRELET,

B CE BT a— NI FROEBY T, ZHHOZ—IF Y7 Mzl -Tik
a— RNIZED Y TONTWDEELTFR TRERRLIGENRDH £,

a— R GIRRCF a— R BIRRSCF
00 [Ctr]l-@] 10 [Ctrl-P]
01 [Ctrl-Al 11 [Ctr]-Ql
02 [Ctrl-B] 12 [Ctrl-R]
03 [Ctr]-C] 13 [Ctr]-S]
04 [Ctrl-D] 14 [Ctr]-T]
05 [Ctr]-E] 15 [Ctr]-U]
06 [Ctr]l-F] 16 [Ctrl-V]
07 [Ctr]-G] 17 [Ctrl-W]
08 [Ctrl-H] 18 [Ctr]l-X]
09 [Ctrl-1] 19 [Ctrl-Y]
0a [Ctrl-J] la [Ctrl-Z]
0Ob [Ctr]-K] 1b [Ctrl-[]
Oc [Ctrl-L] 1lc [Ctrl-/]
0d [Ctrl-M] 1d [Ctrl-]]
Oe [Ctr]l-N] le [Ctrl-~]
of [Ctr1-O] 1f [Ctrl-_]

4-21




4-22

R— =R =2 —DYPEL T 22— NiX, set portd tty cmdchar =~ R CRETE £
T, K= F =R =2 —DYELFT a— FIZ 0x01(Ctrl+A) Z % ET 512X, Fieda~
Y REFEITLET,

(c)NS-22501# set portd tty 1-16 cmdchar 01d
(c)NS-2250# set portd tty 32 cmdchar 01«
(c) NS—-2250#

R— b= DR TIEHRIL, show portd tty 2~ N CTHER TX £,

(c)NS-2250# show portd ttyd

tty label rw ro session to brk nl cmd
1 L3SW-1 2 3 both rw off - or 1
2 L3SW-2 2 3 both rw off - or 1
€1:9)

(c) NS-2250#




4.5

rR—rOYTDEE

4.5.1 R—rOTHEDETLFL

(M

(2)

R— b OJHEEDEST
THHARFOR— b o ZHEEIE, FRRORETHEL THET,

« N— b u T RAFS : RAM(RAM/FLASH/OFF 73R A 5E)
s VU T NR— POR— b r IRGE : 23U 7R — b ON
VU TNR— FOR— br TIRFEE : 500KByte(RAM 3% ERFDT 7 4 /L H i)

A— ka7 ORFRICRAM b L< X FLASH Z %R UL, ¥ U 7 AR — MEl e 7 &2 0RAF
TOREMTONLTND & KIEEDOR— v ZEERENHBICEELEd, A—tus
FERED T HRHE, Tt a~r REFEITLIIRREE R LT,

(c)NS-2250# set logd output ram<
(c)NS-2250# set logd tty 1-32 log on size 500«
(c) NS—-2250#

RAFSEDS RAM O8I IEE 2 FlEE§5 L A— bun 7 BHESRLET,

FLASH O &3 E 2 B L ThAR— b r Z3HE ST RAM I~ KREDR— b
07 e ERTEET,

A— o 7FRBIOETHIEL 12.2.2 R—rOJ&RFHKE & 1452 R—tA
TBREDHRE #ZRLTIZE0,

(c)NS-2250# set logd output flash<
(c) NS—-2250#

R— kO JHEEDEL

R— v 7B EEIET D HIEIR EE SR TOFFIZT % FikE v ) 7I)LR— g2 OFF
T B HEO2BYRHY T, 2B, A— bo JHRES OFF 129 % & .| set portd menu
on [ZLZRWRY | A—hr— " A=z —FMEIhEFA, §EMIL 1442 KR—rH—
NAZ21—DFRR] 2R LTI,

A— o JHiE2EE2KT OFF 27 21X Fitoa~vy REETLET, Aa~vr K
EFITTDHE. VYT AR— MECKR— Fr ZHEN ON ICREINTWTEH, £2TOY
U7 VAR — R OBEMN OFF (28 b b £9,

(c)NS-2250# set logd output offe
(c)NS-22501
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R— e ZEEEL > ) 7 LR — MMEIZ OFF 121 5121

. set logd tty log =~ R& 3T
l_/\iﬁ_o

(c)NS-2250# set logd tty 1-32 log offd
(c) NS-2250#

cll

FE O R—FOYKELEBELAETOFFICL-RENAS N IZETET S &, VY FILER—
FECEDR—FOTHEENETONIZTIYEDLY, S FarIqaJIckmE
hEzY,

4.5.2 R—rOJBREDHETE

453

R—btu VB EEEHTTHIZIE, setlogdttylog 2~ REFEITLET,
AIEEIRIFTE DR — P V7 FBEORRKER TV TR =T LIRFTEDLR— bR
JRBEOREHM, THMRROREMIT. 2.2 R—bOJKEE 22RL TS
AN

VU TR =k 1~8 DA — b 7 EEZ IMByte, U 7 /LR — |k 32 DR — b u ViR
Z 2MByte (CEH T 521X, Fieoa~r FEFEITLET,

(c)NS-22501# set logd tty 1-8 log on size 10004

(c)NS-22501# set logd tty 32 log on size 2000«
(c)NS-22501

BALRE Y TDERE

R—bha Tl OFALAE o THEREEZ ONIZT 512X, set logd tstamp =~ > REZ AT L
T XA LAZ T HRIL 3D 655635 L OEIPH CRETE £9, ek, LHHMIFD
T A DAL THEREIZ OFF, X A LAX T % ONIZLTZHAB DX A LAX TGO T
7 v ME 60 B TY,

A LAZ TR Z 300 AT 5I2iF, Feoa~r FEFEITLET,

(c)NS-2250# set logd tstamp on interval 300<
(c)NS-22501




454 OFA VRV TDHEE

R—turoa A 2% 7HiE%E ONIZT 5IZ1%, set logd tty Istamp =2~ K&
ITLET, m A U AZ U THEZONIZT L, YU TAR—MNMIT 7 A LIc2—H
ourArea s 7Ty NORZNKR— e ZIZHMEShvET,

T o n 7oA o 2 &2 o 7 HREIX OFF T,

VIUTNR=F1OR T A AZ TGN THIIE, Feoa~vyr ReFETLET,

(c)NS-2250# set logd tty 1 Istamp on<
(c) NS—-2250#

0 g A AR T OAEFNLLL T T,

<{Web Jun 24 13:00:26 JST 2015 login RW1:userA 10.1.1.1>
<Web Jun 24 13:05:30 JST 2015 logout RW1:userA 10.1.1.1>

tty v X — UM TAREBOV I T AR — NI v Lica—YD, arfrba sy
7 MORZNIA— b e ZIZHIE S E A,
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4.5.5 A—ILEEDEE

EHIZAR— ha & A — Vb5 79 51213, add logd tty mail =~ K, set logd tty sendlog
avy REFATLET, YU TR — R 1OFR—br 7%, Mail —-3(192.168.1. DI R
— I 587 T mgr@example.co.jp ~. 60 73S L <I1IAR— ko 7793 80%IZE L 72 5A 12
A—VRETDITE, FTroa~vr FEFTLET,

(c)NS-2250# add logd tty 1 mail 1 mgr@example.co. jp 192.168.1.1«
(c)NS-2250# set logd tty 1 mail 1 port 5874

(c)NS-2250# set logd tty 1 sendlog mail ratio 80«

(c)NS-2250# set logd tty 1 sendlog mail interval 60«

(c)NS-2250#

EEENDA—NOTHEHMEEORTEIL, UTFOLEEBYD TY,

YT b : portlog TTY % &

CIEEE AT KRR portuser@ RKIEE DR R 4”0 —H )L KA A7
cAR—bus AT 7 A VTER

- SMTP-Auth H#E : OFF

EETHZA =DV 7=V b% IData-Center L3SW| . EEHZEA—1LT FL 2%
[smartcs@example.co.jp] . A— F B 7% A —)LORIITKM L THERFTHITIE. TR
Davy REFEITLET,

(c)NS-2250# add logd tty 1 mail 1 subject “Data-Center L3SW”d
(c)NS-2250# set logd tty 1 mail 1 sender smartcs@example. co. jp<
(c)NS-2250# set logd tty 1 mail 1 type body<

(c) NS-2250#

R—ba 7 &R 7 7 A VI T 23R EE B Z o284 (set logd tty mail type
attachment X ERF), RN — ha 7 XEEL LV T AR— FES, HHERP AT
[NS-2250TTY01_20150807152011.log) 72 & D7 7 A A4 Ui S ET,

F 7= . SMTP-Auth BEREA B 72 Mail — NI A — L &2 FETHEAIL, FTadoa~v s R
Ta—HLCL FORF Tl mailuser) & XA T — RERELET,

(c)NS-2250# set logd tty 1 mail 1 auth mailuser password<
SMTP-Auth password <

Retype SMTP-Auth password <

(c) NS-2250#

IR AR—bFOJEEMERITONSRETIE, Mail Y—/\D£FTZE DNS H—/\TH
REETIC, BEEIPTRFLRAZHEELTRESNDSCEEHENLET,

ol

4-26



456 FTPEENDHRT

EHIIZAR— b 7% FTP 24579 %1214, add logd tty ftp =~ > K, set logd tty sendlog
A<y REFEITLET, YITAR—F 5 OR—reZ %, FTP +—,3(192.168.1.1) D
loguser2 ~, 60 /3[EfES L <I1ZAR— b1 72 80%ICi#E LIZBAIC FTP &5+ 512i%, F
oawry REEITLET,

(c)NS-2250# add logd tty 5 ftp 1 loguser2 192.168.1.1 passwordd
FTP password <

Retype FTP password <

(c)NS-2250# set logd tty 5 sendlog ftp ratio 80«

(c)NS-2250# set logd tty 5 sendlog ftp interval 60«

(c) NS-22504#

A=t Zix, HESNE FTP — O —F DR —bT 4 L7 FVIT, EELHLEVY
TR — bFE S, BE®RN A -7 TNS-2250TTY02_20150807175530.log] 72 & D7 7
AN TRIFESIVET,

FE AR bOJEENMERITONSRETIE, FTIP H—/ D& AT E DNS H—/\THR
SEFIC, BEEIP7RFLRAZHEELTRESNSGLEHREILET,

cll
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4.5.7 SYSLOG #ENHTE

R— b1 7% SYSLOG %159 %1213 set logd tty syslog =~ > R&EIT L E7,
SYSLOG iE 5 IEiEff 3 _& AR — b rnm< &3 <IESYSLOG h—NICEFESvET,
YU TNR—=F1~16 £ U TILR— k32 DR — k1 7% SYSLOG — NIZkfE34 58
AETROa~y FEEITLET,

(c)NS-22501# set logd tty 1-16 syslog on<
(c)NS-2250# set logd tty 32 syslog on<

(c)NS-2250# set syslog host 1 10.1.1.1 portlog—facility local0 syslog—facility
locall ¢

(c)NS-2250# enable syslog<
(c) NS—-2250#

R—hr 7o Syslog ik 7 +—~ v MITFTiLOa~vy RTERE L £7,
AIGEDRA NHRIA DAL T2 BMLTZY | <TTY F5>2<T A>T EET D
ZLEBTEET, HHONTA—FEMBEDETConIZTHIEHTEET,

(c)NS-2250# set logd tty 1 syslog format hostname ond
(c)NS-2250# set logd tty 1 syslog format tstamp on<
(c)NS-2250# set logd tty 1 syslog format label on<
(c)NS-2250#

Syslog ¥ — Ml DFE 7R B

(F 74 FE&RE)
Jun 10 10:45:40 port_logd: <TTY01> ether (3) :UP

(hostname on % & RF)
Jun 10 10:45:40 NS-2250 port_logd: <TTYO1> ether (3) :UP

(tstamp on 5% ERF)
Jun 10 10:45:40 Dec 10 10:45:35 port_logd: <TTYO1> ether (3) :UP

(label on E%7E &)

Jun 10 10:45:40 port_logd: <Tokyo-Switch-1> ether (3) :UP




SYSLOG ®#% &1 show syslog =~ R CHERTE £,

(c)NS-22501# show syslog

Syslog Status:enable

No. Syslog Host Portlog-Facility Syslog-Facility

1 10.1.1.1 localO locall
(c)NS-22501

SYSLOG #— D& ElL, 14.7.3 SYSLOG V7 547> bDERE, 2L TIZENN,

pE

el

R— O TEENMRRICITHON DIRE 'C[j: SYSLOG H—/ D& HEIZ DNS 4—/\T
RRSETIC. EEIP7RLRAEZEELTRESNDCLEZHEVELET,

4-29




4.5.8 NFSZEEDHRT

A— bhv % NFS % — NIZRFFT 521 set logd tty nfs =~ > FEFEITLET,

B BN ST — 2 25T 5 & R— b Z 3T ITNFS B —NIIRFES N ET,
YT NR—F1~16 LY TILR— k32D KR — b2 7% NFS — R RET 2541
Tmoa<vry FEFEITLET,

NFS r—NiCfRfF&nizn e —75—a o352 L L A[ETY, TR EIEHEH 1
HOORFOpIZe /77y A Ve —T7—arLET,

(c)NS-2250# set logd tty 1-16 nfs on<

(c)NS-2250# set logd tty 32 nfs on<

(c)NS-22501# set nfs server 1 10.1.1.1 path /mnt/nfslog<
(c)NS-2250# set nfs rotate on 0 0 1 * *d

(c)NS-2250# enable nfs<

(c) NS-22504#

NFS O €l show nfs 7~ N TR TE £7,

(c)NS-2250# show nfsd
<NFS information>

Status : enable
Rotate > on
Minute : 0

Hour 00

Day 1
Month Dok

Day of the week : *

{NFS server 1>

IP address ©10.1.1.1
Path : /mnt/nfslog
Protocol © udp
Mount status : mount

()

NFS server 2>
€1:"9)
(c)NS-22501
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4E FHERE

4.5.9 R—+rOTHREDHER

R— bt Z7OREEHRIL. showlogd 2~ N THERTE 97,

(c)NS-2250# show |ogd<

Log stored in : FLASH
Total Log Size : 144000 KB (Free 0 KB / Total 144000 KB)
Timestamp . off, Interval Time : 60 sec

(c)NS-2250# show logd tty 1«

tty @ 1
Log : on, size : 1000 KB
Syslog output > on
Timestamp . off
Hostname . off
Label > on
NFS output > on
loginstamp . off
Trigger . Interval © 60 min
Ratio © 80 %
SendLog : mail

FTP server (1) D -
Auth account @ -
FTP server (2) D -
Auth account @ -

SMTP server (1) 0 192.168.1.1
Auth account @ -
Mail addr . userl@example. co. jp
From addr . portuser@S-2250 (default)
Sub ject : "portlog tty_1” (default)
Type . attachment

SMTP server (2) 0 192.168.1.1
Auth account @ user?
Mail addr . user2@example. co. jp
From addr . portuser@NS-2250 (default)
Subject : "portlog tty_1” (default)
Type . attachment

(c)NS-2250#
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4.6

X)) T 1 DERE

4.6.1 1—HDEFLEHIR

4-32

AEFETIIEMICODE Ca—FEZBMLEED, HIRT2ZENTEET,
ARIEE | — 2 — W (userl) & AR — b = —H(port1) Z XEk T 51X, create user 2~ N

HFEITLET, createuser 2~ FOZFEMIZ a2 FYI77LUR] 22 LTLEE
AN

(c)NS-22501# create user userl group normal password<
New password: <

Retype new password: <

(c)NS-2250# create user portl group portusr port 1-16 passwordd
New password: <

Retype new password: <

(c) NS-2250#

AAEE D2 — W (userl) & R — b = —H(port) Z HIERT 521X, delete user 2~ K
EEATLET,

(c)NS-2250# delete user userld
(c)NS-2250# delete user portl<
(c) NS—-2250#

AIEEICRFESN TS —Y —E L, showuser =~ RTCHRTLIZ ENTEET,

(c)NS-2250# show user<

User-Name Category (Uid) Public-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOlusr portusr (501) 1-32

(c)NS-2250#

2 —PIERMEEEE/ = — ID/ 7V —74) 0T, 12.3.1 A—HEB/Filtee +5
RLTLEE N,



4E KiEE

ki
it

4.6.2 A—HYNRRT—FOHRE

THHARFCRFRE STV D 2= N TR SAT = RRAREINTVET A, 22—
PIZNRAT — REFRETHI2IE, FatdD KL 91T set user password 2~ > RZFEITL £,
WAV —FREEET L8560, Abavry R LET,

(c)NS-22501# set user root password<
New password: <

Retype new password: <

(c)NS-2250# set user somebody password<
New password: <

Retype new password: <

(c)NS-22501# set user log passwordd
New password: <

Retype new password: <

(c)NS-2250# set user verup password<

New password: <
Retype new password: <

(c) NS-2250#

EEEH—PL, 2 TOa2—FDONNAV—REEHFT L LN TEET,
A—POHER -, [FH&A 1—FHER) 2ZRL TS0,
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4.6.3 RADIUS s23F#4A2/RADIUS 7 H Y MEREDEEE

RADIUS #BFEH— T —HZFFEL7ZY, RADIUS 7 WV v b H—=NZT7 BV bR
TEBRGFTDICETiROa~vy REFETLET,

(1) RADIUS ZBEEY 54 7 v b DERTE

FBFE ) XA RADIUS (2Z # LT, RADIUS #ZF¥—,3 12 172.31.1.1, RADIUS F&:ER
— hIZ 1645, ¥ —Z7 L v k¥ — @m&ﬁ%%ﬁﬁé%éiuT®37/%%%ﬁbiﬁo
TRERXE T RADIUS FBRES LA 22— WX TN TAHR— h2—HF L L TUBE I N E T,
*&J~#&ﬂﬁﬁﬂi—#i$¢%®W$mﬁ(ﬂ HIVERRE) TIThivET,
RADIUS BGEAR— b O T HATRFOREIL 1812 T,

(c)NS-2250# set auth mode radius<

(c)NS-2250# set auth radius server 1 addr 172.31.1.1«
(c)NS-2250# set auth radius server 1 port 16454
(c)NS-2250# set auth radius server 1 key password<
[—%2 Lw b*x—(abcdef) A #1]

(c) NS-22504#

— e — PR EE o — 1 2 RADIUS BBGE — N CRGESE 2541, %o [ 4)
A—HTIL—TDHERNE)TILR— DT O ERAHBOKRE (filter_id_head) ] & I(5)
A—HTIL—TOHEMNEL )V TILR— DTV ERFRDERE (FI/ERAITIL—ETH
BE) | 2B LTLZEN,

(2) RADIUS7HDO YU bI 5472 FDERE
7wy b A% RADIUS [ZAH LT, RADIUS 74 v b#—/3 112 172.31.1.1,

RADIUS 7 7> FAR— NI 1646, > — 7 L v ¥ —(abedel) 24T AL T o =
< REFETLET., RADIUSTH 7y FAR— O THHHFOREIL 1813 T,

(c)NS-2250# set acct mode radiusd

(c)NS-2250# set acct radius server 1 addr 172.31.1.1«
(c)NS-2250# set acct radius server 1 port 16464
(c)NS-2250# set acct radius server 1 key password<
[—2 Lw b*x— (abcdef) A #1]

(c) NS-22504#
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(3) RADIUS BBEE/7H 2 FERNTY DY) FSA4 /34 LT MEDRTE

RADIUS FBE/T A0 RESR ANy DU b T AR, BFET A0 MEENT v FD
ZA LT U MEREZRET D2 HEEFUTOa~v > FEFEITLET,
THMMRETIZY 7 AEEMAR 3R, A4 L7 7 MEZSBTRESNTWVET,

(c)NS-2250# set auth radius retry 5«

(c)NS-2250# set auth radius server 1 timeout 10«
(c)NS-2250# set acct radius retry 5<

(c)NS-2250# set acct radius server 1 timeout 10«
(c) NS-22504#

@) 2—HTL—T0HEMNES)TILKR— DTV RFIRDERE (flter_id_head)

RADIUSFRGF C—HF 7 N —T D E v VT AR — DT 7 Jzz?*ﬁlJBEé%ﬁ ) AL set
auth server {normal | root | portusr } filter_id_head =~ > KT, F&FEFFIZ RADIUS 8
FEY— 255 BT < 5 Filter-1d O JesECFH| 25+ & L THWT, 2 —F 71—
OFNEFITH) EOCHRELET, TNENOZ—V I N —TIZHETE D#B 1 1E1 >
2TY,

LAF ORGE%1T - 72k, RADIUS @RAEY — NiCBfk S 7z —% 0 Filter-Id 7 MU B =
— MEIZEZY, KOXIIZEELET,

(c)NS-2250# set auth radius server 1 root filter_id head NS-2250_R0O0T<
(c)NS-2250# set auth radius server 1 normal filter_id _head NS-2250_NORMALJ

(c)NS-2250# set auth radius server 1 portusr filter_id_head NS-2250_PORT<
(c) NS—-2250#

Filter-Id7 F VU & = — MEANS-2250_ROOT L6 E 5 L FHTh > T2 5EITIE, £
Da—PEIGEERL—F L L THRNET,

Filter-Id7 kU &' = — MEZINS-2250_NORMALM & 46 % 2 58 Th - 7255121,
ZOa—Y o —fga—F L LTHROET,

Filter-1d7 R U B = — MEAINS-2250_ PORT): b6 E 5 CFHNTh > =542,
Da—HER—baz—PFLLTHFWET, £/, "NS-2250_PORT1-10°D X H 2,
NS-2250_PORTD#% I AR — FNEEZRT LTIIRHmONTWHIGEA, st SN TWAH R

— hDT 7R AMERRESNET,
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ERADIUSH—/\ERE

1—H4E FHE1—rRE
somebody Filter-Id = NS2250_ NORMAL RADIUSH—/3
root Filter-Id = NS2250_ROOT
suzuki Filter-Id = NS2250_PORT1-10 \:‘ %
tanaka Filter-Id = NS2250_PORT11-20 = |=
yamada Filter-Id = NS2250 PORT30-32
NS=2250 Mfilter id_heads% &
KENED s = a—HEsl filter_id_head3& 7
k / EBEEEIL—Y NS2250_ROOT
—fga—4 NS2250 NORMAL
R—ka—4 NS2250_PORT

41 A—HTNL—TOHERE D) 7ILKR— FDT U £ X R (filter_id_head)

RADIUS F#HIENHEN L TH 22— /L —F 0N E SN WS o@ifEx [ (6) a—%4
W—THEETELVI—HFDTIELRAAEIDETE] 2R LTI ZE N,

07 A CEOBEEIEZ, OFEEEHE2—Y(root), @ %= —V (normal), @HK— k21—
# (portusr) T, ¥4 L7 NE— ROBFEITIE, RiEkn 7 A TlE7 7 & ZAHEROQD
IBLBREOEWLOTRIZ AL, B— b —"~DT 7 2RIODT 7 ¥ AN H S
Laoha A TEET, BV ME—ROBR T A VRFZIE, 2O —HFOROT 7k
AHERD@QOD > b h o & bEEEDENED TR A LET,

+ RADIUS ¥ — 30 Filter-1d i% ENE ALy vE—FR L7 hE—F
« set auth radius server {normal | root | KIKT 78 2 R—=F T 7k&A

portusr filter id_head =2~ > FDOFHE

A
EEE o — EEE o — Y X(7 7B ART) | EEER—H
g gy X (7 7 ARA) | —fr—
F— o (77 EART) | Hm b | e po—
EEEH L — Yo —W HEEHO—Y | X(T 7 ®vARA) | EEEHL—
EEEHRL—Y/R— 2 — EEEHL—Y | A— bz —F EEEE o —
e e Kby | g
EEEHo — Y/ — 2 — YR — b —W | BEEHE— | A— b2 —F EEEHE o —
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EN TS ;t NS-2250 O BBV 72 nGE o — %2 RADIUS H— 7210 Tofl &
TEWGEICHERTT, B2, NS-2250 ODHEENR Ve, R— R —WHIIT 7 BATX
5V TJI/‘J‘ FAEETE 55 E @Wserl X3V 7R — Tk 1~1012, user2 iZ>U 7L
AR— T 20~30 127 7202 ENHIH L £,

FE $%E@$%EW®n—ﬁwm&~mmmsmﬁwm%tl YRIAEZITVET,
— &1 —4Y% RADIUS BT HBEEAREENIZEHFIN TS — a1 —H %H|
B9 BHM. LK RADIUS H—/NIZEER LIZNRAT—FERLB/INRT—F%
BRELTLEEW, — A —HFD/INRT— ENEBHZINTULEWNMEEIX, /AR T—
FICUA—2F—F ANBETTAREBENOO—DIILRIETRIILOY A VA ATEE
EBYFEFTDTITEELIEELY,




4E FHERE

ZBEEHI1—HTOOYA UPsuav Yy FEFTELREETT . RADIUS H—/1N\IZ
B L=/ RAT—FRERLBDBNNRT—FZEBEEEI—HIZHRELTLESWL, =
2L, EEEEI—Y(root)lI— 1 —FELELRVBIRT S EIETEEE A,

FEHiX=~2 RY 77 L AD set auth radius server { portusr | root | normal }
filter id_head =~ K, BIL O, AED F§C 7 rJEx1—r&RADIUSEBEE/7H™
U hY—NEREF AL TSN,

B) A—HTIL—TDHAMES)TILR— DT ERGRDEBE (T AT IL—E D THEE

T IR AT N— L THEEEIL. AR O filter id_head # FEiZ. KD 2 S OMREZ R L T
I/\ij—o

EEEH o — Y — 2 — VR — b 2 —FITE RO T 2B TE £7,
TIERAZNV—E U TERETIE, 22— P 7 —T Ikt LCERET D~ OB 1% 7
I AT N—TF LIEDNET,

RADIUSH — MAZIZ 22—V BB T DT VB AT N—T DOHhEEFRL, T 7 ATV
— T DEFKEF— b= DT 7B AMEOREEENS-2250IICHETHZ LIV,
T I AT HNS2250Z LI DL Y TNAR— DT 7B AMEREZRE T ET,

TIRATN—E U THREEFE T 5I21%. create auth access_group =~ R CHEER
Boa—W/— o —FR— b2 —HFDOT IR N —F e AREBRICREL., 22—V %
RADIUS (cZHE L E7,

(c)NS-2250# create auth access_group root radius filter—id admin_grp<

(c)NS-2250# create auth access_group normal radius filter—id normal_grp<

(c)NS—2250# create auth access_group portusr port 1-10 radius filter—id port-grp <
(c) NS—-22501

PLFORE ZAT - 72F, RADIUS RGEY — N2 EkR SN2 22— D Filter-ld 7 bV £ =

— MEIZEY, KOXIIZEELET,

« Filter-Id7 +V B =— MENAadmin_grp THH 725 ITIE, FO2— VA EEEH
—H L L THNET,
Filter-Id7 F U ¥ = — MEAnormal grp TH > = HEITIE,. TD2—V & —fF=a—5F
ELTHNET,
Filter-Id7 kU & = — Ml port_grp TH » 7= HAIIE, £ D2 —V Zport_grpT 7
TAITN—TIZR L TWDEAR— ha2—HF L LTHENET, £/, port_grp7 7 &EAX7
N—=TIB LT D=L, a~v FTHEEIN TS VY T AR— F1-10~D7T
I AMEPRE S NET,
(filter_id_head®ifFE& . a2~ R THEE L7 XCFEY| L Filter-Id7 b U B2 — MED Sk
SASCTF AN i L TR £30, 77 8RN —v U Ve Cldsese T
AT TBY 9, )
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BRADIUSH—/\E&E

1—44% ThIE2—MRTE
somebody Filter-Id = normal_grp RADIUSH—/3
root Filter-Id = admin_grp
suzuki Filter-Id = port_grp E %
tanaka Filter-1d = port_grp - =
yamada Filter-Id = port_grp

NS-2250 W7 IERTL—EVTRE

K@) 1—HER TL—T% FIERKE
' EEEELY | admingp | RECEECA
= normal_grp
R—hka—4 port_grp ST ILR—k1~10

K 42 2—HTIL—TOHENESVTILR—EDTIERFIR(TIERTIL—T)

728, RADIUS XA L ChH 22—V I —7NEEEI N WEEOEMET [ (6) o
—HOIIN—THREETELNI—HYDTIELRAAEIDERTE] 2B LT ZE N,

07 A REOESEIETZ., OEEEH 2 —Y (root)., @— %2 —H (normal), @K — =2 —
# (portusr) TF, XA L7 hE— ROGAIZIE, Rike 7oA > TlE7T 7 & AERO@D
ILEREOHNEDO TR AL, A= Y —"~DT7 7 ERIODT 7 B AMERD 5
BeohulA4 o TCEET, LI hE—ROR T A VL, TO2—FOFOT /&
AHERDOR@OD > b b o & bEEEDOEH NSO TR A LET,

+ RADIUS #— 3 Filter-Id i ENE XA VI hE—NR L7 hE—F
« create auth access_group =2~ KD KIKT 7+ A Nl N/ s

R ENE
HEEHa—Y HEEHa—Y X(7 7B ARW) | EEERa—Y
gy G X(T7 7 ART) | g —F
A—ha—H X(7 7B ARA) | R— ha—HF A— ha—W
EEEH o — Y2 — Y PEEE o — W X(7 7B ART]) | EEEH—Y
FEEEH o — /R — o —H EEEH—Y | RA— ha—H EEEHo—
— =R — F 22— — e — A— ha—H — R —
BEEHE2—Y/ o —V/R— ha—% | BEEFHa2—Y | K—ha—¥ EEEHo —
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ABEREIX. NS-2250 D RN L, 220, HEOR— ha2—F DT 7R T V—T %58k
L7=2WE<0, NS-2250 fHZR— b2 —HFNRT VA TE 5 U TIViR— hRNERR 58545
(B 21, userl W7 7 BATX 5 U 7 R— I, NS-2250-1 Tix 1-10, NS-2250-2
TIX 15-20 72 &) \ZARREZIT 5 &fERITT,

HELLT.2BDNS-2250 T Y TILR— DT 78 AMENRRD 2 ODR— ha—
FOT IV RATN—T ERGET R EFETLEHLET,

BNS-2250-1 O E

LEEHL—YOT 78RS N—T : admin_grp

— =TT IR T —T : normal_grp

R—bax—VDOT7 7 VR ITN—7 : port_grpl
port_grpl® v U TV — hDT 7 & A :1-10

R—ba2—VDOT7 I VRITN—T : port_grp2
port_grp2d >V T ILIR— N DT 7 ¥ AHE : 31,32



(c)NS-2250-1# create auth access—group root radius filter—id admin-grp<

(c)NS-2250-1# create auth access_group normal radius filter—id normal_grp<
(c)NS-2250-1# create auth access_group portusr port 1-10 radius filter—id port—grpl <
(c)NS-2250-1# create auth access_group portusr port 31,32 radius filter_id port_grp2 <

(c)NS-2250-1#

B NS-2250-2 DK E

MEEHa— 0T 78R T NL— : admin_grp
L= DT I AT IN—T : normal_grp
—hra—VOT AT N—T : port_grpl

port_grpl®d U T IVR— hDT 7 & AHE 1 15-20
—hra—VOT AT N—T : port_grp2
port_grp2® U T LR — FDT 7 ¥ A 1 1-5

(c)NS—2250-2# create auth access—group root radius filter—id admin-grp<
(c)NS-2250-2# create auth access—group normal radius filter—id normal_grp<d
(c)NS-2250-2# create auth access_group portusr port 1520 radius filter—id port_grpl <

(c)NS-2250-2# create auth access—group portusr port 1-5 radius filter—id port_grp2 <
(c) NS-2250-24

TR AEERFXEERNDOO—HILFRII-RADIUS BZBEIDIESE T1—H R £ 17

TLWET,

—fi1—+'% RADIUS BRI T A AEAEEANICEFINA TS —BRI1—T%HI
B9 5. HLLIE RADIUS H—/NIZEFLIz/XRTD—RFEELBZNRT— K%
BRELTLEESN, — A —HD/IRT—FREBFINTULEWGEESX, NRT—
RICUA—VF—2ANSEHTTEREBAOO—HILEIETHRILOY 4 VA A HE

ERYFEFTOTITIELLEEL,

FEEHEI1—YHYTORTAUPsua7 Y FETHLRAKRTY . RADIUS 4—/13I(C
BRLENRDT—FEELGDHNRT—FZEEEHI—HITRELTL LS
2L, EEEEI—HF(root)F—M1—FLERLBYVHEIBRT S LETEFEEA,

FEHlX 2~ KU 7 7 L2 AD create auth access_group 2~ > K, BLO, KED [{F
$kC 7 hRUEa2—FERADIUSEBEE/7HD Y bH—NEEH 2R TSN,
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(6)

A—HYIIL—THHEETCETLEVI—YVDT I L RAFEDHRTE

RADIUS FRFENRKII L CH 22—V 7 N —FREE C& 2 —+% (RADIUS FRFEH—N
M5 Filter-ld 7 b Y BEa— MEDNESLONTZ o 254&<C, Filterld 7 hJ B a— b
23 create auth aceess group =< > K3 J (N set auth radius server {normal | root |
portusr | filter_id_head =~ R THRE LW IO LTI E L~ LARWER) OT 7
v 2 F#E1X. set auth radius def_user 2~ FOREIZ LV PFFED 9,

Zoavy RRRESNTORNGEEIEL, 2—F 7V —TRRBETCE RN —F 2R — K
=L L TR, BTOVITAR—MIT 7 ERATEHHREMFELET,

2—F N —FNREETE RN — DT 7 AR ELET AT, L TFToavy REFET
LET,

(c)NS-2250# set auth radius def_user none<
(c)NS-2250¢#

(N

NAS-Id 7 P Ea— MEDERE

RADIUS FRGEY— T o b — N2 7 T A4 T 2 b NS-2250 ThHh D Z L &A=
BHEOICNASTADOT7 FY Ea— FOEEZRETHICIFUTOa~y FE2FEITLET,

ZDOa<vy RRREINTWARWEES, NAS-Id ICIEAREBOARIVPHRESNBBHEINE
7,

(c)NS-2250# set auth radius server 1 nas—id Smart(CS<

(c)NS-2250# set acct radius server 1 nas—id SmartCSd
(c)NS-22501

8

suUav Y FETHORIELI—TFRDER

=Y Tr A LIZRIC su vy F%’i’?’%ﬁfé }:”t%mffﬁﬂ-w"f 27D ZENT
TET, TDsua~vy F&HEIT L7ZKIZ RADIUS GRAEIZfE DIV D = —F 41 root T,
PAET 22— PR E AL T L LA TOavy FE2ETLET,

(c)NS-2250# set auth su—cmd username csadmin<
(c)NS-22501
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9) A—HREAXBEOT DYk STOP /Ny FDREEFEDRTE

2 — W RIERBEEO T B 7> b STOP X477 v b Ok 551X set acet radius
auth_deny_stop 2~ RCTHELET, Tt LI off ZFHET H &, FRAEIZKKL T
L7 H T b STOP X7 v FOEHIFITWER A, LH MO EIL remote(RADIUS
PRRERIFIC DB T Ik STOP /87 » R &2 5) T,

(c)NS-22501# set acct radius auth—deny_stop off<«
(c)NS-22501
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4.6.4 TACACS+HEEDERTE

TACACS+Y — N TCa—VEBIEKR L2, ThHhor ba Z 2R ET 5203 T a~
VREFEITLET,

(1) TACACS+H4REMEX TE

2—HWRIEE T A7 & TACACSHIZZHE LT, TACACS+#— 1D IP 7 KL & |Z
172.31.1.1, ¥—7Z7 L > h % —IT abedef ZXET HHEIILU FTOa~v Ly REFETLET,
TRERRE Tl TACACSHEFE SN D 2 — W T X TR — b —HF L L TR SN ET,
ﬁ’“nﬂf&“%ﬁ‘ﬁ!&:—% IEAREEE OWNERGEAE (72— VRFE) TirbhvEd,

ARAEE TlE TACACS+H — M0 R — F & 5% TCPEYEEIZ L TWET,

(c)NS-2250# set auth mode tacacs<

(c)NS-2250# set auth tacacs server 1 addr 172.31.1.1«
(c)NS-2250# set auth tacacs server 1 key password<
[—% Lv k& —(abcdef) A H]

(c)NS-2250# set acct mode tacacs<

(c)NS-2250# set acct tacacs server 1 addr 172.31.1.1«
(c)NS-2250# set acct tacacs server 1 key password<
[—% Lv k& —(abcdef) A H]

(c) NS-22504#

R —PREEEH L — & TACACS+ I — " THIESEIHAIL. Bk T (3) 7
btxbw—tzbﬁbk;él—ﬁbw—ﬁwﬁm&vu7»$—h@?btxﬂmw
BRE] AL TLIEEN,

2) ZALTI MEDRE

TACACS+DFRE/EKZRIT 7 FDEA LT U M AZRET HHAIILUToOa~wr R
EITLET,
AALT T SOTHHEREIZ SR THRESINTWET,

(c)NS-2250# set auth tacacs server 1 timeout 10d
(c)NS-2250# set acct tacacs server 1 timeout 10
(c)NS—2250¢
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4E KiEE

ki
it

@) A—HFINL—TOHERNEL ) TILR— DT AFIRDEE (T AT IL—EYD)

TR ATN—¥ L THEREIL. create auth access_group =~ 1 N CHEEEH o — /%
2—HF/R— b2 =V 2HNT 272007 b B a— | EfHEORT & ARLEE 256k L THEH
LET, R—bra—HFIET7 7822 TT LV T7AR—FDY A M —fEICRE L E
7

ZOT7 MU Ea— hOAREIZ OBITIE grp) & (2 OFITIL grp=admin_grp 72 &) DT
FEEERENMERICRD L 2 LN TEET, TACACS+H— "D —HFEXKIZH, 20D
O RCRELET PV Ea—FEEORT ZHREL T EIN,

BTACACS+H—/\E&E

a1—H4E FRIE2L—RLEORT

somebody grp =normal_grp TACACS+H—1%

root grp = admin_grp

suzuki grp = port_grpl B %

tanaka grp = port_grp2 - |=

NS-2250-1 NS-2250-2
B EEI
W7 UERTN—EVTRE W7 BRI N—EVT&E
1—HiE5| FrJE2—kE YT IILR—bk a—Y1E5 FhJE2—kE YT LKR—DT
EDORT DTt RHE EDORT Y RIE
HEEEE1—Y grp = admin_grp | FREFT HEEBEEEIL—Y grp = admin_grp BERT
—fga—4 grp = normal_grp —fga1—4 grp = normal_grp
R—ba—4 grp = port_grpl 1~10 R—ba1—4 grp =port_grpl 15~20
grp = port_grp2 11~20 grp = port_grp2 20~30

4-3 A—HTIL—TOHEHNEL ) TIVR— DT = XFIRDEEE(TACACS+)

ARILEIZUU T OREZIT o7k, TACACS+ — o sn/ca—F D07 F E=a— |
&Y, RO LS IZa—PFRBIPIRESNET,

(c)NS-2250# create auth access_group root tacacs attr grp val admingrpd

(c)NS-2250# create auth access—group normal tacacs attr grp val normal_grp<

(c)NS-2250# create auth access_group portusr port 1-10 tacacs attr grp val portgrpl <

(c)NS-2250# create auth access_group portusr port 11-20 tacacs attr grp val port_grp2 <
(c) NS-2250¢

grp7 bV Ez— ME2admin grp TH - 7ZHAITIT, FO2— P R REEEFH 2 —P L

LTHWET,
grp7 b U B 22— ME2 normal grp TH - 7B, FO2—VE o —V L L
THRNET

grp7 b U E = — M2 port_grpld L < idport_grp2 TH - 72 5AICIE, T D2 —HF %
port7 7B AT A —TIZB L CWAR—hax—Y L LTHWET, 72, port7 7 &
ATN—=TIBL TV D a—HFiEa~vr FTHESNLTWL YU TR — b ~D7
JEAMEERELET,
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TACACS+DZREIRENH I L Th a—HF 7L — 7 NEE SN WA OEMEIX T (6)
A—HFTIN—THBEETELNLI—FDT7IELRAFEDERTE] 2R LT IEE,

2—PIEH I N—TPHRESN TV DIEHEAEOr 7 A U REOEEIAIL, OREEHRL—
(root), @t~ — (normal), @F— h=—H (portusr) 9, ¥4 L7 hE— KDLHH
Wi, REa 74 o TiE7 7 B AHROQD 2 bEXEOFE WO TR A L, A— |
Y= RADT 78 RZQODT 7 X AN H HHAEDH A L TEET, LY FE—F
DarAURHIE, TOZ—FOFEOT 7 B AEROOOD 9> HH o & HEBEEOE N
nTasArLET,

create auth access_group 2~ > KD E XA L7 hE—NR L7 hE—F
RIKT 7 & A R—FrT7 I ER

PEEE o — W HEE o — X(7 7 ART) | HEHEEH—F
— = —Y — g —Y X(7 7 ARA) | —fa—V
A—ba— XT 7 ARA) | A—ba—H A—ba—4
HEER— o —Y HEE o — X(T7 7 BARH) | EEEH—Y
EEEH L — YR — b — EEEHL—Y | R—ha—% HEE o —
— e —IR— h o — W =Y A— ha—H =Y
EEEH 2 — V2 — YR — b —W | EEEFH—Y | R—bha—H PEE o —

T RAT— L THEREIT.

AREEDOBENLNGE,

BEDOR—h2—HF DT 7R

TN—TEBEKLILWGS, EEEICR— b2 —¥RT /A TE LY TR — bR
556 (B2, userl BT 7B ATE B U 7R — M, NS-2250-1 Tif 1-10,

NS-2250-2 T& 15-20 72 &) (ZFIHF 5 &R TT,

@) A—HITIL—THRETETLNL—FDT I ERXHEDEE

TACACSHEREL/ABN KD L Th a2 —Y /L —7 R E cax v —Y (TACACS+Y—
NS =R Z#NTH7 P Ea— MRELNTIRNoTGARC, TR Ba—
k EfED T 23 create auth aceess group 2~ R THRELZWIDOXFH & H—HL
RWNES) DT 7 & 2 F51EIL, set auth tacacs def user 2~ ROBTIZ L VRE D 4,
DAy RRFEEIINLTWRWGAEIL, 22— 7 —T7RRETE VN —FE2R— |
=L L TR, ETOVITAR—MMIT 7 ATEXLHEREMNS LET,

=PI N =T PRHETERNZ =Y OT 7 ERAEZELET DX, U TFTOa~vwy REET

L\ij—o

(c)NS-2250# set auth tacacs def_user noned

(c)NS-2250#
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®)

(6)

4.6.5

suav Y FETHORIELI—TFRDER

=P Tr A LRI su A~y REFITT D L EEER—FICRDZENT
XFET, ZDsua~vy REEIT LR TACACSHEREIZfE b D = — ¥4 1L root T,
RET D =P H LK ET L RRFUTOa~vr REETLET,

(c)NS-2250# set auth su—cmd username csadmin<
(c)NS-22501

A—HBEFERBEDT HH2 b STOP /7y FDEEHEDHRTE

o — W ER ﬁﬁ%ﬂ&ﬁﬁ?ﬁ v > b STOP /X% » ~ @& {EIL set acct_tacacs
auth_deny stop 2~ > RTHELE T, PO X I T off ZERET D &, WFEICKIL T
H7 1 hSTOP /N v FOEHIFITWER A, TG HARFORE iremote(TACACS+
PRRERIEIFIC DO BT I b STOP 287 v R &2 & 5) T,

(c)NS-2250# set acct tacacs auth_deny_stop off<
(c)NS-22501

TELNET 4 —/\D % FE

TELNET ¥ — O R— b EFEGEZELET LT Fiea~r FEEITLET,

RETE D TELNET % — DR — & 513 10256~65000, 7 7 # /L ~E 23 TY,

(c)NS-22501# set telnetd port 20234
(c) NS—-2250#
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4.6.6 SSHY—/\DHFE

4-46

(M

(2)

©)

SSH 7 FA 7Y RIPBARBEESCKR— M —NIZT 78 AT 5HI121%, AZEEIZ SSH —
REDLETT,

ZIK%EOD SSH #— %, 2= ID L2 U — K& 3% /32 U — K(Basic)iBiE & . 24

Fﬂﬁﬁ%%ﬁfﬁﬂ“é’\%ﬁ@ubhc)mﬁIEOD QY EYAR—FLTVWET, EFXF=2V T4 2EMR

T 5 . ABAFEPublic) fBRE A I L T 72 S0y,

I%Hjﬁﬂéf@ SSH DR AT A BH#E(Public) iBFE T,

SSH — O EXITI AL, 1443 KR—bH—/"O1—HFREE KO 146.5 &
BY—nO77EXAFR] 2L TIZS0,

SSH /SR — K (Basic) B 1TOBE

(c)NS-2250# set sshd auth basic<
(c)NS-2250# enable sshdd
(c)NS-2250¢

SSH o)/AFﬁﬁf’E (PUbl |C) fits n].—tjé 5 1737‘3

(c)NS-2250# set sshd auth public<

(c)NS-2250# set user userl sshkey public ssh-rsa
AAAAB3NZzaG1yc2EAAAABIWAAATEAZ tMPnE3aPKRbkn5/48ah6MmuclZbY8dzgT+pdgmbJ1Zg0UqgV
XIffWtD9+8X8WnOvZ6TKOE2vLNGDS | sQT+zZ7darBKi IugcuZAOhIAEpPeUbaYqwaRXPCkcAnTCS
9GTIN2109DB1P04bamJG//V3TYxH/rCaGESTT jH4kFADUrM= test<

(SSHY A7 bimRTERL-2MBERELFET, LEDOTIF 17T, )

(c)NS-2250# enable sshd<

(c)NS-2250#

SSH 7 74 7 MR COBEZ Ak T 271613, 44 B SSHOSA4 7 bV T bOE
Rl 22 LT ZE0,

SSHOR—+FESEZEET H5E

SSH — DR — NEEEEAETHIE Fida~yr REEITLET,
BRETE 5 SSH — DR — b F =1L 1025~65000, T 7 # /v biL 22 T,

(c)NS-2250# set sshd port 2022«
(c)NS-22501




SSH #— "D YkEEIL. show service =7~ R CHERTE £,

(c)NS-22501# show serviced

<telnetd>

status : enable
port 023
<sshd>

status : disable
port 222

auth © public

host_key : device_depend

<ftpd>
status : enable
(c)NS-2250¢#

4.6.7 Web H—/\DHFE

(M

(2)

)

REST APTf4REZFIHI4~ 21213, AILEIZ Web Y — SOBREDMLE T,
AHfED Web H— L HTTP & HTTPS # %4 — F L TWET,
THHARHLI E S B b NI > TWET,

HTTP ZHMICT B156

(c)NS-2250# enable http<
(c)NS-22501

HTTPS ZH®I-T 556

(c)NS-2250# enable https<
(c)NS-22501

HTTP/HTTPS DR— BB EEET 558

REST API ##E DV — B AR — FFE S IL. set http/https port 2~ R TEFETLHZ &N
TxFE9d, BETED Web —"DOKR— FFEEIL 10256~65000 T, T 7 #+ /L biL
HTTP(10080), HTTPS(10443) T,

(c)NS-2250# set http port 20080«
(c)NS-2250# set https port 20443«
(c)NS-22501
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4.6.8 BIEH—/ DT Ut XFIE (allowhost)

ABEITTRIRT Y =0T 7 AZHIRT L B TEEY, ARETHEL TS
Y=Lz @f;u’%ﬁ_ﬁ‘6774’7/l\iﬁ‘ﬁ$@$‘ M= 7 RUARZRETHZ L
T, 7747/ IRINEDT 7 v AZMRYT D52 LN TEET,

79t AHIRA THZHERO | THEHARICERZSFTLTL
BRETESH—/N 7t XFHIR 53y FI—UFFKFLR

Telnet H—,3 Al ALL
SSH #— 3 HE -
FTP #—/N i _

— b — 3 (Telnet / —</LE—K) | Al ALL
AR— h P — X (Telnet TE=F—F—K) | L -

— hH—3(SSH / —=/LE— R) HE -
R— b H— 3(SSHE=Z —F— ) fEA -

AIEE O TR REO A Y — T v 77 7 A VIZIE, TRt a~y KRR ESNTWET,
(L5 H iR allowhost 7% &)

create al lowhost all service telnetd
create allowhost all service portd telrw all

AIEED Telnet —NIZT7 7 BATE L Xy FT—712 192.168.1.0/24 & 2001:db8::/64
Z, BEEOY Y T IVR— F1-8 & 17IZ Telnet D /) —~ )L E— Rl +5 %y U
— 27 £ 1.7192.168.1.0/24 & 2001:db8::/64 ZB T 2L, FRED &L 5 IZ create allowhost
av U REFATLET,

(c)NS-2250# create allowhost 192.168.1.0/24 service telnetd<

(c)NS-2250# create allowhost 192.168.1.0/24 service portd telrw 1-8, 174
(c)NS-2250# create allowhost 2001:db8::/64 service telnetdd
(
(

c)NS-2250# create allowhost 2001:db8::/64 service portd telrw 1-8, 17«
¢) NS-2250%

Y —R"RHFEA L TCWBT 72 —&lT. show allowhost =~ R CHERTE £,

(c)NS-2250# show allowhost<

Service Address/Mask Access tty List
portd/telrw 192.168.1.0/24 1-8, 17
portd/telrw 2001:db8::/64 1-8, 17

telnetd 192.168.1.0/24 -

telnetd 2001:db8: :/64 -

(c) NS-2250#
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bES create allowhost A< > FIX, LT SIEHFICEMINET ., HlZIE. TED 2
IPRERINTVSGEEIX2TEFFMSNhFERA L ELITIE delete al lowhost
OV RTHIBRLTLIZE LY,

create allowhost all service telnetd

create allowhost 192.168.1.0/24 service telnetd

et
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4.6.9 Firewall(ipfilter/ip6filter)MD 5% &

ZAEA o H 7 = A AT Firewall(ipfilter/ip6filter) # i% &35 Z L IC LV IP 7 FL A7
2 b anggiyl], R— FESRETT 7B ARHIREZIT) 2N TEET,

TREOHIIE LAN1 2R — M Firewall 3% €& 17V, #EC IP 7 KL AA 172.16.0.0/24 >
5 @ ICMP/telnet/snmp D 7% %1 S ¥ 5% ETI,

(c)NS-2250# create ipfilter input line 1 accept ethl any 172.16.0.0/24 icmp<
(c)NS-2250# create ipfilter input line 2 accept ethl any 172.16.0.0/24 tcp 234
(c)NS-2250# create ipfilter input line 3 accept ethl any 172.16.0.0/24 udp 1614
(c)NS-2250# create ipfilter input line 4 drop ethl any any any<

(c)NS-2250# enable ipfilter<

(c) NS-2250#

FA%1C ip6filter # R ETHHAIITRLOL IRV ET, EETL IP 7 FLan

2001:db8::/64 7> 5 @ ICMPv6/telnet/snmp D 7% %l S H5%E TY,

RB.FRHAIDOLICHKEREODRT 7 AFFA] L& T drop &35 X 9 2354613,

Neighbor Discovery T35 ICMPv6 ™% A 7 135 (Neighbor solicitation) . 136
(Neighbor advertisement) DFFA[EXE & T8GR L T 7EE 0,

(c)NS-2250# create ip6filter input line
(c)NS-2250# create ip6filter input line 2 accept ethl any 2001:db8::/64 tcp 234
(c)NS-2250# create ip6filter input line 3 accept ethl any 2001:db8::/64 udp 161«

1 accept ethl any 2001:db8::/64 icmpd
2
3
(c)NS-2250# create ip6filter input line 4 accept any any any icmp 135<
5
6

(c)NS-2250# create ip6filter input line
(c)NS-2250# create ip6filter input line
(c)NS-2250# enable ip6filterd

(c) NS-2250#

accept any any any icmp 136

drop ethl any any any<
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TSI IPsec i W C VPN M D550 7 1  ZRERI T,

IPsec # R+ 2B AITEERIL LT DNy b 7 4 VABRENLEL 20 £,
% 2 13 IPsec W12 & 5 VPN #5217V ., SSH/SFTP 2 L W AMEEICT 7 B 2T 5D T
HiE., IPsec i#fE® IKE(UDP 500). NAT k5 3—+# /L (UDP 4500) & SSH/SFTP(TCP

22)ZFF AT D TALD 7 A VA RELBIR L ET,

(c)NS-2250# create ipfilter input line 1 accept ethl any any esp<

(c)NS-2250# create

ipfilter

input line 2 accept ethl any any udp 500

(c)NS-2250# create

ipfilter

input line 3 accept ethl any any udp 4500«

(c)NS-2250# create

ipfilter

input line 4 accept ethl any any tcp 22<

(c)NS-2250# create

ipfilter

input line 5 drop ethl any any any<

(c)NS-2250# enable

ipfilterd

(c) NS-2250#




4E FHERE

Firewall(ipfilter) DF% EIL FRtD a2~ K CHERT L2 HNTE E7,

(c)NS-2250# show ipfilter inputd
status : enable

{ipfilter preset input table>

num target in destination source
1 ACCEPT 0.0.0.0/0 0.0.0.0/0
2 ACCEPT lo 127.0.0.1 127.0.0.1

{ipfilter configurable input table>

num target in destination source
1 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0
2 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0
3 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0
4 AGCCEPT eth1 0.0.0.0/0 0.0.0.0/0
5 DROP eth1 0.0.0.0/0 0.0.0.0/0

(c)NS-2250#

prot

all
all

prot

esp
udp
udp
tcp
all

REL, EST

500
4500
22

Firewall(ip6filter) D% TIX Fitd a2~ R CHERT I HEN T T,

(c)NS-2250# show ip6filter input
status : enable

<ip6filter preset input table>

num target in destination source
1 ACCEPT /0 /0
2 ACCEPT lo i1 1

<ip6filter configurable input table>

num target in destination source
1 ACCEPT ethl ::/0 2001:db8:: /64
2 ACCEPT eth1 ::/0 2001:db8: : /64
3 ACCEPT ethl ::/0 2001:db8: : /64
4 DROP  ethl ::/0 /0
5 ACCEPT /0 /0
6 ACCEPT =* /0 /0
7 ACCEPT =* /0 /0
8 ACCEPT /0 /0

(c)NS-2250%

prot

all REL,EST

all

prot

i cmpv6

tep 23
udp 161
all

icmpv6 135
icmpv6 136
icmpv6 135
icmpv6 136

4-53




Firewall(ipfilter) D FHEHIT Tt 2~ R CHERT I HEN T T,

(c)NS-2250# show stats ipfilter input<

{ipfilter preset input statistic>

pkts target in destination source prot
0 ACCEPT = 0.0.0.0/0 0.0.0.0/0 all REL, EST
0 ACCEPT lo 127.0.0.1 127.0.0.1 all
<ipfilter configurable input statistic>
pkts target in destination source prot
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 esp
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 udp 500
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 udp 4500
0 ACCEPT eth1 0.0.0.0/0 0.0.0.0/0 tcp 22
0 DROP  eth1 0.0.0.0/0 0.0.0.0/0 all
(c) NS-2250#
Firewall(p6filter) DAEFHEHRIL LD 2~ > R CHERTHFENRTEET,
(c)NS-2250# show stats ip6filter input
<ip6filter preset input statistic>
pkts target in destination source prot
0 AGCEPT * /0 /0 all REL, EST
0 ACCEPT lo  ::1 1 all
<ip6filter configurable input statistic>
pkts target in  destination source prot
0 ACCEPT eth1 ::/0 2001:db8: : /64 i cmpv6
0 ACCEPT eth1 ::/0 2001:db8: : /64 tep 23
0 ACCEPT eth1 ::/0 2001:db8: : /64 udp 161
0 DROP  ethl ::/0 /0 all
0 ACCEPT * /0 /0 icmpv6 135
0 ACCEPT * /0 /0 icmpv6 136
0 ACCEPT * /0 /0 icmpv6 135
0 ACCEPT * /0 /0 icmpv6 136

(c)NS-2250%
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4.6.10IPsec MEEFE

IPsec i~ C VPN Z4EE LT — X WE 2L T IZiE Tt~y REETLET,

<UE—Mibs> \ N RILE—R <E2H—Hs>
2 F o 30.1.1.1 20.1.1.1 [ ]
1
oo N i % S Internet VPN @
=%
ERNR 10.1.1.0/24 —[_]
R ay-=b NS-2250-1 NS-TOKYO B
2 L =

4-4 |Psec|Z& B VPN 1

TREOFNIRE LT LT Y X A(AES128), #FE7 /L= U X A(SHAD), DH 70— 2
(1024bit) T IPsec (2 &L D b v R /L% L AR U X% E CHERE T 261 C9,

X2 VT 47— T =AD& L TAEREICIEINS-2250-1, % (12 & O ID (2 NS-TOKYO
ZHEL T, IKE THW  FaidtA#z 56 L £,

IPsec k> /L ORI NAT 2 3 & 5 554 13 set ipsec conn leftid <° set ipsec conn rightid
ERELTLIEE,

(c)NS-2250# create ipsec secret psk NS-2250-1 NS-TOKYO password<
Pre-Shared-Key password (BriEEREARN)
Retype Pre-Shared-Key password (BrTEERE=ARN)
(c)NS-2250# set ipsec conn 1 auto add<
(c)NS-2250# set ipsec conn 1 leftid NS-2250-14
(c)NS-2250# set ipsec conn 1 rightid NS-TOKYO0<
(c)NS-2250# set ipsec conn 1 left 30.1.1.1«
(c)NS-2250# set ipsec conn 1 right 20.1.1. 1«
(c)NS-2250# set ipsec conn 1 leftsubnet 30.1.1.0/24«

1

1

1

(c)NS-2250# set ipsec conn 1 rightsubnet 10.1.1.0/24«
(c)NS-2250# set ipsec conn 1 keyexchange ikevld
(c)NS-2250# set ipsec conn 1 ike aec128-shal-modp1024<
(c)NS-2250# set ipsec conn 1 esp aec128-shal-modp1024<
(c)NS-2250# enable ipsec conn 1d

(c)NS-22504#

fEHT 5%y F U =725 > Tld, setipinterface mtu =~ KT MTU % @) 72 i |2 5%
ELTLEE, FRoflik LAN1 © MTU % 1280byte (3% E L TWET,

(c)NS-2250# set ipinterface ethl mtu 1280«
(c)NS-22501
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IPsec D#EEHGRIBIZ FRLO 2~ FTHERET 2 F N TE £,

(c)NS-2250# show ipsec status<
Security Associations (1 up, 0 connecting):
conn_01[37]: ESTABLISHED 118 minutes ago, 30.1.1.1[NS-2250-1]...20.1.1.1[NS-TOKYO]
conn_01{133}: INSTALLED, TUNNEL, reqid 2, ESP in UDP SPIs: cc2ac764_i c¢f835d47_o
conn_01{133}: 30.1.1.0/24 === 10.1.1.1/24
(c) NS-2250#
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47.1 SNTPOSA 7Y FDERE

SNTP 7 747 >~ b %&

WET DL, Tie? &L 91T set sntp server =~ K, set sntp

polltime =~ KZFITL 9, SNTP — 3(172.16.1.DIZHR—V > 7 X A~ 900 BT

AAEBOMLZAYSE BT, FROa~y FEEFLET,

SNTP — NI K 2 BE THRETE X7,

(c)NS-22501# set sntp server 172.16.1.1<

(c)NS-2250# set sntp polltime 900«

(c) NS-2250#

(c)NS-2250# enable sntp<

SNTP 7 5 A4 7> FDIKKREIX. show sntp 2~ > K Th

WTHTENTEET,

<{sntp information>
status
pol | interval
last sync server

{primary server>
server address
last access time
access result

{secondary server>
server address
last access time
access result
(c) NS-22504#

(c)NS-2250# show sntpd

> enable
© 600
2 172.16. 1.1

©172.16.1.1
: 2015/06/05 20:17:10
: 0K
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4.7.2 SNMPI—C Y FDERE

4-58

(M

(2)

)

SNMP =— 2 = o &2 ET 521X, SNMP #— 12 SNMP T v 75 DOHELET-T-
#%. SNMP =— > = FEEICLET,

SNMP H-—/N a2 =T 4 DERTE

SNMP Version1/Version2c % ff i 3~ 5854 . SNMP $— 3% 3% €7 5 121, set community
av U REFATLET,

172.16.1.1 ® SNMP ¥ — 3735 3 3 2 =7 « public T, #tHARRO)DT 7 & R & FFr]
TOREZITOITIE, FTReoa~vr REFITLET,

(c)NS-2250# set community 1 name public view ro manager 172.16.1.14

(c)NS-2250# set community 2 name public view ro manager 172.16.1.2d
(c)NS-2250#

Fita~r RE2FHTELT 6) SNMP =—2 = N2 ET) 2H%ICT 5 L. SNMP #—
3036 @ Versionl/Version2¢c DWW D Get BERIZH IS L E9,

SNMP . —5 D& E

SNMP Version3 Zf 9 546 . SNMP 2—H% 47 V=7 M ET 5121, set snmpuser
avr REFATLET,

K55 AU mdb ZEH T 5 SmartCS &) 2 —HFERET HITIE, Fiepa~vy REHE
TLET,

(c)NS-2250# set snmpuser 1 name SmartCS auth md5 password

authentication password
Retype authentication password
(c) NS-2250#

Fila~r REHRELT MB)SNMP =—Y = > & FEfT) 2#HMCT 5L, SNMP #—
N5 D Version3 @ Get ZRITIHE L ET,

SNWP 5w TDEEXDETE

SNMP k7 v 7P DEERZ2HET HIT1E, set trap manager =~ REZETLE T,
SNMP K7 v 7 DXEEHEIC 1721611, FT7 v 7O 3 I 2=7 4|2 public Z&E
(Version1/Version2 DHE). & DL SNMP = —(Z 1 2% EVersion3 DHFE)T 51
X, FRtoa~wr REFETLET,

(c)NS-2250# set trap 1 manager 172.16.1.1 name publicd
(c)NS-2250# set trap 2 manager 172.16.1.2 name public version v2<

(c)NS-2250# set trap 3 manager 176.16.1.3 version v3 snmpuser 1
(c) NS-2250#

SNMP Versionl/Version2/Version3 JEX.D k7 » FIZRHG L TR Y | KEENREET S b
Ty T DONR—=T g VERERETE£9, Version3 ZF65E L7254, snmpuser DF 5 (1
~PERELTLZE N, XN—=Va VU BXEZRE L2WEEA1X SNMP Versionl X0 +
Ty INEEINET,
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(4)

®)

(6)

M

SNMP D E BB D X E
SNMP OEBIFEH GRELAT, #iEdkL) 23 ET 521X, set snmp location 2~ R,
set snmp contact 2~ REZETLET, RELITIC “Server Room in TOKYO” | ##EE
12 “Administrator 03-1234-7777" %X T T HIZIE,. Freda~v >y REFETLET,
(c)NS-2250# set snmp location “Server Room in TOKYQ” <«
(c)NS-2250# set snmp contact “Administrator 03-1234-7777" <«
(c) NS-2250#
snmpEnginelD MR E

SNMPv3 {5 CTH T2 M X415 snmpEnginelD % 7% &7 5 (21X, set snmp engineid
av U REFETLET, RELLELAS., v 3 — Yy IZ@A &5 snmpEnginelD @ 7 #+
—< v MILLFOX 12720 £,

(8000010704 —+ % EfED> ASCII 355
KREEZEAW LB EITethl D MAC 7 FLAREESH, 74—~ v MILLTFDO LI
B0 ET,

[8000010703] +ethl ® MAC 7 KL &
snmpEnginelD |Z”SmartCS001” % 5 & 3 5 I2i%, Tt a~vr REFETLET,

(c)NS-2250# set snmp engineid “SmartCS001” o
(c) NS—-2250#

SNMPZ—2 Y FOER
SNMP =—> = & AT HI2iE, enable snmp 2~ REFEITLET,

(c)NS-2250# enable snmp<
(c)NS-2250¢

ERTS LSy TDERE
THHMRFD SNMP = — Y = > b BT 2 h 7 v T3 FROBEPHE SN TOET,

Sy T R EE
Coldstart Trap ON
Authentication Failure Trap ON
Link Trap ON
Power Trap ON
Bonding Active Switch Trap ON
Serial DSR Trap OFF
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EHTANS Yy FE2EFT AL, TROILIE Ty Ao L2~y R

iﬁ—o

ES

A

TL

(c)NS-2250# set

snmp

coldstarttrap offd

c)NS-2250# set

snmp

authentrap on<

c)NS-2250# set

snmp

linktrap on<

c)NS-2250# set

snmp

powertrap ond

c)NS-2250# set

snmp

bondingactswtrap on<

c)NS-2250# set

snmp

tty 11 dsrtrap ond

c)NS-2250# set

snmp

tty 12 dsrtrap ond

(
(
(
(
(
(
(
(

¢) NS-2250#

c)NS-2250%# enable snmp<




£iE:

SNMP =— = h DJRHEIL, show snmp =~ FCTHERTE £,

(c)NS-2250# show snmp

status

location

contact

engineid

|inktrap
powertrap
authentrap
coldstarttrap
bondingactswtrap
dsrtrap (tty1-8)
dsrtrap (tty9-16)
dsrtrap (tty17-24)
dsrtrap (tty25-32)
dsrtrap (tty33-40)
dsrtrap (tty41-48)

. enable

. Server Room in TOYKO
: Administrator 03-1234-7777

: 8000010704536d6172744353303031
on

:on

> on

on

on

. off off off off off
: off off off off off
. off off off off off
. off off off off off
. off off off off off
. off off off off off

off
off
off
off
off
off

off
off
off
off
off
off

off
off
off
off
off
off

——— trap configurations (1 entry) ——

{trap 3>

manager address

community
version

snmpuser

©176.16.1.3

S v3
© 3

——— community configurations (1 entry) ——

{community 1>
community

manager address

: public
©10.5.28.12

-— snmpuser configurations (1 entry) —

{snmpuser 1>
name
auth protocol
priv protocol
{snmpuser 2>
name
auth protocol
priv protocol
<{snmpuser 3>
name
auth protocol
priv protocol
<{snmpuser 4>
name
auth protocol

priv protocol
(c)NS-2250#

. SmartGCS
: mdb
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4.7.3

SYSLOG ¥ 547~ FDERE

SYSLOG 7 74 7 v F&&ET HIZIE, set sysloghost =7~ FEZFITL £,
SYSLOG #—,3(172.16.1.1)i2, A%E#E D SYSLOG % 7 7 2 U T « locall, iR— b1 7' %
77 U7 1 local0 & LT SYSLOG #init T 2%A1%E. FTaeDa~wy REEITLET,

(c)NS-2250# set syslog host 1 172.16.1.1 syslog-facility
locall portlog—facility localQd

(c)NS-2250# enable syslogd
(c) NS—-2250#

SYSLOG 7 74 7> b D1E#HIL. show syslog 2~ R CTHERTE 7,

(c)NS-2250# show syslogd
Syslog Status:enable

No. Syslog Host Portlog-Facility Syslog-Facility

1T 172.16.1.1

localO locall
(c)NS-2250#




4.7.4 EEEYDEE

BEE P CEENOEEZRGE T ET,

ﬁio‘cl:%@%m ZRET 5 H B TRE ' i EE 2 3% E 3 555 13, set temperature
adjust 2~ RICHAET O EEEZHEE L7,

MIIEMEIX 0~20 OHIPH THETE . THHHEL 0 T,

PLUF ORI IEMEIZ-10°CE R ET D355 O T,

(c)NS-22501# set temperature adjust 10<
(c) NS—-2250#

B Y ORECHIEE DO TEIL. show environment =~ > R CHEZRTX £3,

(c)NS-2250# show environmentd

<Environment status>

Power information

Power unit : AC
Power 1 : ON
Power 2 : OFF

Temperature information

Current temp : 39 deg C
Sensor : 39 deg C
Adjust : 0

(c) NS-2250#
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4.1.5 B4 LY—2DEE

4-64

7

A LY — U BRRET HITIT set timezone 2~ 2 REZFET L E T,

show timezone list 2~ RCEELXRINDEZA LY —ZEBELET,

74
ZN

e

ALY = DT 7 4 MEEL UTC T,
FEEIIFEE 7 7 A VT set timezone Tokyo #i%ET 5 Z & T, ¥ A LY — 2% Tokyo
LTWET,

(c)NS-2250# show timezoned
Timezone is “Tokyo”

(c)NS-2250# show timezone |ist Hd
D A
Hongkong
Honolulu
D A
(c)NS-2250# set timezone Hongkongd
(c)NS-2250# writed
Do you really want to write internal & external startupl [y/n] ? yd
write external startupl
.................... writing
write internal startupl
.................... writing
(c)NS-2250# reboot

pE 3

B ) EHNCREEFRARALET, TIAHILEFDE ALY —2THS UTC THEA
RRSINFETS,
2) BALY—VERELERBIBTEEZBEHLTILELN,
Q) EIZ& > TRHRELBEOMENIVEICLEDEENHY ET,
4) BNFARERFTAREES L CREEETIHRIEZS L,




4.7.6 CLI a7 FHaE(Ansible & DEHE)DERTE

(M

(2)

CLI =~ FHREZFIM T D BT, AKIET 7 & A RER ik~ — P 2 /ER L. SSH TOA
w772 2H/ELET,

CLI a7 > F#Re#ERTT 51— DHRTE
a—HFEVERT 5121, create user 2~ FE2FETLET

2 —W4 % user0l, /XA U — FN% ansible ¢ RTT HELE1E. Fitoa~r FEFETLE
j—O

(c)NS-2250# create user user01 group normal passwordd
New password: ansibled

Retype new password: ansibled

SSH #Z# DB #h1E

SSH #— D% E %9 51Z1%, enable sshd =~ K, set sshd =2~ F&EITLET,
SSH H— & Hhb LA T — Ridik(basic) #1795 X 9 ET HHA. FTieda~y R
FITLET,

(c)NS-2250# enable sshd

(c)NS-2250# set sshd auth basicd

[FirewallGpfilter) ¥ ] DO EC [HFEY — D7 7 ¥ 2R (allowhost) ] DFXE% L
TWAEE, BWHARA N PCHHO SSH #5475 L 9IZEEL T EE N,

AHERE A2 BIFE VW BICKEE R E 2~ R0 Ansible 3 2 — /L OFEMIZ DOV T,
BIED Ta<w RU 77 LA . [Ansible R A K| 2R LTLTFFEN,
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4.7.7 a2V —IT Yt XHHEE(Ansible & DEE)DERTE

tty v 1 — UHRE A FIH T 2 BRI, JEIRE= — A ER L C SSH TORIKT 7 & 2 &2 H5hk
L7tk tty v~ 33—V A7 V=7 Nk LE7,

(1) tty v H— ke %ﬁ?él—ﬁwﬁﬁ
2 —WEZVERRT HIZIX, create user 2~ R&EFEITLET,

a—4 userOZ//\X U — Riansible & W) R —VF E2/ERT 21T1E, Fieoa~<w K
EEITLET,

(0)NS-2250# create user user02 group extusr passwordd
New password: ansibled

Retype new password: ansibled

TR ARRER VY TIOVR— R ERET HITIEL, set user port 2v 2 REFEITLET,
uwmztw53~%ﬁy97wm blqohT&ﬁ1f%5i9&E¢5 L. FEEo
a<wy REFETLET,

(0)NS-2250# set user user02 port 1-10<

tty v 2 — UBSBEDOMEIR & 1 59 5121, set user permission 2~ R&EFEITLET,

(0)NS-2250# set user user02 permission ttymanage on<

(2) SSH#EHBOARIE

SSH ¥ — O E % T 5I21%, enable sshd 2~ K| setsshd 2~ REFETLET,
SSH ¥ — &2k L/ XA U — RifiE(basic) #1759 L YR ET HHG. Fieda~r K%
FATLET,

(c)NS-2250# enable sshd.
(c)NS-2250# set sshd auth basicd

[Firewall(ipfilter) #EHE ] DR Ee [H Y — D7 7 & ZiilfR(allowhost)] DOFFE%E L

ix JE
TWbHEAE, BEAARNPCOLO SSHEH #7725 L H)ICEREL T I,

@) ttywRx—IFTTzH FOFHEL

tty ¥R —2H TV Y EEMIET SIT1E. enable ttymanage =< FEFEITL £,

(c)NS-2250# enable ttymanaged

tty IR—2A T U FDIKEEIX, show ttymanage =~ R CHERTE £,



4.7.8

(M

(2)

(c)NS-2250# show ttymanage<
<{ttymanage information>
status : enable

ARERE 2 BN 72 S BRIC B RFR T 2~ > FX° Ansible ¥ = — /L OFEMIZ DUV T,
Bk o< R 7710 A] . [Ansible AT A K] 2B LT &N,

CLI a< > FH#EE(REST API & DE#E)DRTE

CLI =~ ez AN 2B, ILsE2—¥ 2 Fk L T HTTP/HTTPS TOARKT 7 &
AEAMMELET,

CLI <Y F#EEZETT 51—V DHRE

2—WEERT DL, create user 2~ REFEITLET

a2 — Y4 user03//3XA U — Rirestapi & W ) LR —F 2/EKT 511X, Treoa~w o R
EFEITLET,

(c)NS-2250# create user user03 group extusr passwordd
New password: restapid

Retype new password: restapi<

RIEATR R JRGE21T O %6, BHEEREM LT 20ERH Y £7°,
EHEMER & T 59 5121%, set user permission 2~ K& FEITLEJ,

(0)NS-2250# set user user03 permission root on<

Web H—/\DEZNE
Web V— %2309 5121%. enable http/https =~ REZEITL £,
HTTP ToO#Efkez At 2%mEa. T a~r FEETLET,

(c)NS-2250# enable httpd
(c)NS-2250¢#

HTTPS Toffiz At d 256, Tidoa~vy REFITLET,

(c)NS-2250# enable https<

(c) NS-2250#

[Firewall(pfilter)#fE] DOREL L T2 5E. EEHAA N PC 2250 HTTP/HTTPS
PRt fF i T2 L0 ICREL T IZEW,

ABERE B BV W72 RIS B3 E o~ 2 R URI OZEMIIZ W T, Bk o<
Y ERY 7yl A) . [RESTAPIER LA K] 2L T 7ZEW,
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(M

(2)

)

tty v F— VR A AN T OBRIT. IRk — Y 2 AFR L T HTTP/HTTPS TOARKT 7 &
A M LTk, tty v 2 —V A7 V=7 FaASELET,

tty ¥ x— ke %ﬁ?‘él—*fa)ﬁi

2—YE2VERT DI, create user 2 ~v 2 REFEITLE T,

o —4 user04//\1 U — Rirestapi &\ 9 iR —W 2 {Ek 3 521X, FTitoa~> K%
FITLET,

(0)NS-2250# create user user04 group extusr password<
New password: restapi<
Retype new password: restapi<

TR ARRER VY TIOVR— R ERET HITIEL, set user port 2v 2 REFEITLET,
user04 &9 22— NV Twn% k 1-10 k?%zx@%éot IRTET DI, Figd
a<wy REFETLET,

(0)NS-2250# set user user04 port 1-10<

tty v 2 — UBSBEDOHEIR & 1 59 5121, set user permission 2~ R&EFEITLET,

(0)NS-2250# set user user04 permission ttymanage on<

Web H—/NDEHE
Web — &2 HF&hb T 51214, enable http/https =~ FE2FEITL £,
HTTP T@E@Ma’:ﬁx)ﬂlﬁ‘é . FRtoa<wr REFETLET,

(c)NS-2250# enable httpd
(c)NS—2250¢

HTTPS Toffiz At d 256, Tidoa~vy REFITLET,

(c)NS-2250# enable https<

(c) NS-2250#

[Firewall(pfilten)t&RE] DRREL L TWHGE, HEAX b PC 760 HTTP/HTTPS
Bt iP5 L ICBEL T LS,

tty v r—SH IS FOFEME
tty ¥R —2H T Y FEFEMIET SIT1E. enable ttymanage =< FEFEITL £,

(c)NS-2250# enable ttymanaged




4E £KiE:

ki
it

tty ¥Rx—2F TP Y FDIREEIX, show ttymanage 2~ R CHER TE £,

(c)NS-2250# show ttymanage<
<{ttymanage information>
status : enable

AKEEE 2 BN 72 K BRIC M BE 230 < o K2 URI OZEHIC SO W L. Bk o<
YRV Z7rL v A) . [RESTAPLIERL A F) 22 LT &0,
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4.8  HREZH

4.8.1 EREE

ARIEEZ R LT, Telnet 7 7 A4 7> "0 DB REERICT 7 & 29 5 FAH) 72
DWTBALET,

R
i)
5l

s A= Y= NERE XA VY bE— K (default)
- BER R R A~ D 1R . Telnet / —~/LE— K (default)
¢ RN— b — Y : 72 L (default)

A— b o J{RTFSE : RAM(default)

— b o JHRiEEE : OFF (default)
- VU T ILR— b : U TV — b 1~8 OAsEIEE (19200bps)
sy va rHEitFEa— R : 1(Ctrl-A)
(#E R ]

BERMREES Edx RS

Telnety 5472k A L A
192.168.2.1 NS.2250 | L]J
A i 192.168.1.100
H ogin: : :

192.168.1.254

I —%4
[ § 192.168.2.254

4-4 EAKFEHFE

BEVIE S

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168. 1. 254
set tty 1-8 baud 19200

set portd tty 1-8 cmdchar 1

(R EDfiEFR]
1. AEBEOLFNIZ SmartCS.LAN1 O IP 7 RL A & Xy b~ A7 1|2192.168.1.100/24,
T 7 /v Fb— M2 192.168.1.2564 #iRTE L £9,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254
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it

2. VU TR — K 1~8 DIRiEHE % 19200bps 123X E L E T,
set tty 1-8 baud 19200

3. YUTNR—=F1~8Dky v a Wi Fa— & CtrlrAICRELET,
set portd tty 1-8 cmdchar 1

[ﬁE]

AEEIIZTO THHERORENAY — N T v 77 7 A VIBRIFES N TWE T,
I%ﬁﬁﬁ@&ﬁ 1%, R A F412 NS-2250, LAN1 @ IP 7 F L Z|Z 192.168.0.1/24 A
WEINTWET, KiEED Telnet — B LR — ¥+ —D Telnet / —~</LE— K
X, B2TOXY NT—I MO T 7 BATELLICHRESNTVET,

(L5 i I DR E)

(c)NS-2250# show config running

set timezone Tokyo

set hostname NS-2250

set ipaddr ethl 192.168.0.1/24

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

create allowhost all service telnetd
create allowhost all service portd telrw all
(c) NS-2250#
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4.8.2 BEY—EXDHRTE

AIEEZRHA L. Telnet 7 7 A4 7 > b0 b BRI G ER

27 7 AT 5 HARRIRERIE &

A ST AT D OAFEY — EASNMP—— = > MSNTP 7 54 7 > RSYSLOG
77472 NMETP % — D7 7 & AHIR) D% EIZ W T L £,

N
T

ORIk

XA L7 hE— K (default)
: Telnet / —~/LE&—

R (default)

cR— b — 33 : 72 L (default)
A— b a SR : RAM(default)
— b u VR : OFF (default)

AR

SNMP =— = > b

SNTP 7 7 A4 7 > |k
SYSLOG 7 A4 7 > b
FTP Y — "D 7 7 & AR

(#E R[]

SNMP  NTP/SYSLOG

Bangus || mawgms | T PN
192.168.1.253 192.168.1.252

Telnet/FTPY 547k A A

192.168.2.1 5 L[J u;::;HEii [::;Miii

] Ns-2250 | () 0 =) = ==

Io%in:

192}168.1.100

login

192.168.1.254

IL—4
L

192.168.2.254

M 4-5 J/EY—EXDRTE

LEMERE]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set snmp location “Server Room in Tokyo”

set snmp contact “Administrator 03-1234-5678"

set trap 1 manager 192.168.1.253 name public

set community 1 name public view ro manager 192.168.1.253
enable snmp

set syslog host 1 192.168.1.252 portlog facility localO syslog _facility locall
enable syslog

set sntp server 192.168.1.252
set sntp polltime 1200
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enable sntp
create allowhost 192.168.2.0/24 service ftpd

[E% 7 D g ]
1. REEOAFNC SmartCS.LAN1 O IP7 KL X & Xy h~ A 712192.168.1.100/24,
7 7 4 /b hJb— M 192.168.1.254 # 3% E L 77,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R¥#EED SNMP =—V = FERELET,

AEE O SNMP —=— 2 = > MZ, &S & LT [Server Room in Tokyo| . H#&
4212 TAdministrator 03-1234-5678) %% L £,
ARIEEED SNMP =— V=2 M7 78 AT&E% SNMP — 1%, IP 7 RFL &
192.168.1.253, =2 X = =7 4 public, 7 7 & AH% Read Only IZ[RE L £7,
AREEENGEFETDH SNMP 7 v 71X, 23 2=7 ¢ % public &£ LT, SNMP #—
23(192.168.1.253) 122515 L £97,
SNMP —— = > b Of%E % i L7-1% T. enable snmp =2~ > KT SNMP =—
= MR LET,

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set community 1 name public view ro manager 192.168.1.253

set trap 1 manager 192.168.1.253 name public

enable snmp

3. REED SYSLOG 7 747 haRELET,
N—=btu 777 U7 ¢idlocal0, A2E{E D /)4 2% SYSLOG D7 7 2 U 7 1 % locall
T, SYSLOG ¥—,3(192.168.1.253) 12415 L £ 77,
SYSLOG 7 7 A4 7 > b D% iE % Fhii L 721 T, enable syslog =~ > R T SYSLOG 7~
TAT Y MR LET,
set syslog host 1 192.168.1.252 portlog_facility local0 syslog_facility locall
enable syslog

4. RIEED SNTP 7 74 7 > Mz EL £7,
NTP #—,3(192.168.1.252){Z, 1200 PR 2 [ S & £ 9,
SNTP 7 7 A 7> b O E % FNi L7-% T, enable sntp =~ KT SNTP #rE4 f
Mz LET,
set sntp server 192.168.1.252
set sntp polltime 1200
enable sntp

5. REBED FITP —R_E2HMILTT 7 B AFIBREZHZELET,
192.168.2.0124 DXy N T =27 inb DR KIEEED FTP Y — 27 78 227 L E
7
enable ftpd
create allowhost 192.168.2.0/24 service ftpd
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4.8.3 R— FAJDEREFRTE

AR—tnr % SYSLOG & L THATIHRER., vV TR — kI EIZHEESNZ FTP
—NBIOA—NLVT RLRIZERFBTIHIEE, R— T H A DAZ T HLANT DEE

IZOWTHBAL 7,

« AR— F Y —ERE : XA L hF— K(default)

o BEAR X G RR ~ D BT )T 15 : Telnet / —~/LFE— R (default)
. ‘T }‘:L ﬁ_utun : fcﬁ L (defaUIt)

A— b a SR : RAM(default)

— b1 JERik R : ON (SYSLOG/NFS/FTP/ A — /1)

« A A DRE L THERE : ON

(B R ]

Mail FTP/SYSLOG/NFS
H—/\ H—/\
192.168.1.251 192.168.1.252

BRI RMER BRI RMER
Telnet/FTPOSA 7k A Q 4 -

192.168.2.1 NS-2250 |!T, = = H H I
Iogin:—‘ a
: 19%16&1100
192.168.1.254 \\‘\-._z}

[ & i ] L—4
: : : [T 1921682254

login:

B 4-6 R—+OJDERERTE

4-74



BEVIE S

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set syslog host 1 192.168.1.252 portlog_facility localO syslog facility locall
enable syslog

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate on 0 0 1 * *
enable nfs

set logd tstamp on interval 60
set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co. jp 192.168. 1. 251

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co. jp 192.168. 1. 251
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject “Server Status”

set logd tty 2 mail 1 sender smartcs@example.co. jp

add logd tty 2 mail 2 user2@example.co. jp 192.168. 1. 251
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “"Data-Center Server”

set logd tty 2 mail 2 sender smartcs@example.co. jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1l 192.168.1.252 password
[password A #1]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguser1l 192.168.1.252 password
[password A #1]

add logd tty 4 ftp 2 loguser2 192.168. 1. 252 password
[password A 71]

set logd tty 5 nfs on
set logd tty 6 nfs on
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1. AEBEOLFIZSmartCS, LAN1OIPY RL A& Xy h~A~7(2192.168.1.100/24, 7
74 hb— RZ192.168.1.254% R E L F T,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. RLEEDSYSLOGY 747 » P aRELET,
RN—htr 777207 1iFlocald, AIEENHT1T2SYSLOGD 7 72U T « #locall
T, SYSLOGH—/3(192.168.1.252)1Z1%15 L £ 7,
SYSLOG D% E % Ffifi L 7= T. enable syslog=t~ > K CSYSLOGZ 7 A 7> h&H
B LET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

3. KEEEDNFSZ 747 MagELET,
NFSH#—,33192.168.1.252, NFSH— D~ kXX |I/mnt/nfslog, NFSH— |
RfFET 27 Z2HHIARO I —T —2 3 LET,
set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotateon 00 1 * *

enable nfs

4. ZA DAZ U THEEZONIZ L R— Fa ZZH A LAZ T 260 HETHIRI L £,
set logd tstamp on interval 60

5. U 7R — F1OSYSLOGH ) ZONIZRRE L, BHXIGEHRD A v — U0 ) S
NAHEIZSYSLOGH — NICHEESINDH L HICERELET, & 612, A— a7 Z2EHN
WA=V ET DRELITVET,

TROBRETIE, 1807HED LIEA— ha 744 XDT0%ITE L T-5EI1C, Mailt
—,3(192.168.1.251) &% L TA— bk 7 7 Zmgr@example.co.jplZ 55 LE T,
EREINDA—NDOH TV MREFEEA LT FL A, R— bk ZOE(EFIER,
THHWREOBRENKBINET, A—NLDOH% T =7 MNMlldportlog TTY_ &5, 45
FA—)LT R Al Tportusr@ “KRIEEFEBDRA ML” . “B—T )V FAL L7 | R—F
BEA—NVDORMN 7 7 ANV E L THEESNET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

6. ¥ U 7R — F20OSYSLOGHI 7] #ONIZRE L, BRI A v — U R &
B FEIZSYSLOGY — NICEFEEND X HICEELET, &2, A— e 7z e
WA= VIRET DR EELITVET,

TROBETIE, 1800 MRS L IR — ka7 ¥ A ZDT0%IZEE LA, Mail
—3(192.168.1.251) & #&H L TR — b 1 7 % userl@example.co.jp &
user2@example.co.jplZ%fE L £,

userl@example.co.jplZ k5T 25 A —/id, 7= 7 h%& “Server Status” . A—/L
%{E# % smartcs@example.cojpd L,

user2@example.co.jplZ k(5T 2% A —/id, 7= 7 h% “Data-Center Server” .
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A — Vik(EFE % smartcs@example.cojp & LFE T,
A= b ZIE A= VORI L TIEE L ET,
set logd tty 2 syslog on
set logd tty 2 sendlog mail interval 180 ratio 70
add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251
set logd tty 2 mail 1 type body
set logd tty 2 mail 1 subject "Server Status"
set logd tty 2 mail 1 sender smartcs@example.co.jp
add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251
set logd tty 2 mail 2 type body
set logd tty 2 mail 2 subject "Data-Center Server"
set logd tty 2 mail 2 sender smartcs@example.co.jp

7. U TR — F3DSYSLOGH /) ZONICRRE L, BRGSO A v — U0 ))&
B FEIZSYSLOGH — NIZiE éhéi? IRELET, BT, N— k7 ZEH
WZFTPXE T 2R EEZITVET,

TROBRETIE, 1807 HED L < IEA—bu 741 XDT70%I2#E L5512, FIPY
—3(192.168.1.252) Dloguser LIZFTPE/E L £,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 192.168.1.252 password

[password A JJ]

8. v U 7 NAR— FDSYSLOGH JZONIZHRE L, BEHRMGHHRO A v —U 0
D EEIZSYSLOGY —ANITIHEESIN D X HICRELE T, 612, A— e 7 Z2EHr
WZFTPXE T 2 REEZITVET,

TROBRETIE, 1807 HED L < IIA— a7 1 XDT70%I2#E L2512, FIPY
—3(192.168.1.252) Dloguserl & loguser2(Z FTPA{E L £97,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 192.168.1.252 password

[password A J]]
add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password A J]]
9. YU T NR—=F5L6ONFSZONICHE L, BRMREIRDO A v =B S D K

(ENFSH—NITRfFSND & O ITERE Liﬁ“
set logd tty 5 nfs on
set logd tty 6 nfs on
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484 R— O REELREBRENEE

R— b a7 ORFRERFEEZLEETHDBEICOVTHI LET,

< R M SEROE : A L7 FE— K (default)
- BER R R A~ DB 1R : Telnet / —~/LFE— R (default)
¢ RN— b — VG 1 72 L (default)
R— b J{R7FSE : FLASH(R — MR RIRFR &L A H)
« R— b u SR RE : OFF (default)
(R ]

BRI R

B R

Telnet? 5447k
192.168.2.1

192.168.1.100

192.168.1.254

[  192.168.2.254

...................................

B 47 R—bOJRBEELRGERENER

[(REEDE]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set logd output flash

set logd tty 1-4 log on size 500
set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000

4-78



4E FHERE

(R EDfiEER]
1. REEOLFNZSmartCS, LAN1OIPT KL A& Ry b~ R 712192.168.1.100/24, 7
7 4V R b— RT192.168.1.254% % E L £,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. K— b Z7ORFEZRAMND bFLASHIZZHE L £,
set logd output flash

3. VUTINR— EDOR— b FORKIRGEREZ TLO X I)ITHE LT,

VU TR — bk 1~4 OFR— b o 7 ORGEEE : 500Kbyte
SUTNHR— K 5~8 DR— b a V ORIERE : 1MByte
U TR — |k 9~12 OFR— b1 J ORIER & : 1.5MByte
LU TR — |k 18~16 DR — k1 7 OIR(ER & : 2MByte
U TIR— bk 17~20 DFR— b1 ZORGERE : 2.5MByte
U TIIVR— |k 21~24 DR— b S ORGERE : 3MByte
U TIR— bk 25~28 DR— b a FORGERE : 4MByte
U TIVR— bk 29~32 DR— b r F ORGFRE : SMByte

set logd tty 1-4 log on size 500

set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000
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4-80

PO REHEEDEIE ER—

h—/NA = 1 —DRTOHILE

R— b T REEEDEILL LR — =R A =2 —DFREMIET HREICOVTHBAL
ij—o
— M —SEE XA L7 hE— K(default)
. EP*EXT%T%%W“\@@%ﬁﬁfﬁ : Telnet / —</LE— K (default)
A= b= A= a— : OFF
cR— b — 33 : 72 L (default)
el =R iy e cR L
— b~ a JEsE e : OFF (default)
(#E ]
BERRI RS BEtRxT R iR
Telnet75 47>k ?? A "
192.168.2.1 NS-2250 | 47 &) s
‘ﬁw . 192.168.1.100
; : 192.168.1.254
[ i & ] L—%
: ! [ 7 192.1682.254
4-8 R— OV BREREDEFEILEER— MY —N\AZ 2 —ORFOHNE
LEMERE]

set hostname SmartGCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd menu off
set logd output off

[EREDREER]
1. REEOLHTC

7 4V F)b— KhZ192.168.1.254%

set hostname SmartCS

SmartCS. LAN1DIPY FL X & R
RELET,

set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R— M — N R = —OFEREZMIELET,

set portd menu off

3. A—bu JHEREEZOFFICLE9,

set logd output off

h~ 2 2712192.168.1.100/24, 5




£iE:

4.8.6 R— Fl—*j“éﬂﬁ

R— P a—FHEREZ ONIC LT, R— b2 —VHIIT I/ EATEEHV Y TIAKR— FERE
FTAZELIIZED, SUTAR—PFOEFXF 2T A E2EmDARTEITONTHALET,

AR— bV — EE : XA 17 FE— K(default)
BSOS 2R~ D BT T 1A : Telnet / —~ /L — K (default)
« R— h 2 —WERGE HY

(v 7 A A% THERE ON)
s AR— ha SREgE : RAM(default)
< AR— ha JERIERERE : OFF (default)
(#E R ]

TelnetV A7k P

ERNRME | | BENRME
A 4

192.168.2.1 T

TN/ §
Y

NS-2250 | ¢

login:

login: :

192.168.1.254

192.168.2.254

User

Access Port

user01

1-12

user02

13-24

user03

25,27,29,31

49 R— 1R

[(REEDE]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

create user userO1 group portusr password

[password A #1]
create user user02 group portusr password

[password A #1]
create user user03 group portusr password

[password A #1]
set user user01 port 1-12
set user user02 port 13-24

set user user03 port 25, 27,29, 31

set logd tty 1-32 Istamp on
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[ EDfiEER]
1. REEOLFNZSmartCS, LAN1OIPT KL A &Ry b~ A 712192.168.1.100/24, 7
7 4V R b— RT192.168.1.254% % E L £,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. A— F a2 —HRFEZONIZ L £,
set portd auth basic

3. RA— b2 —HPFHFETHEAT 5K — k= —H(user01~user03) & {Ek L £ 9,
create user user01 group portusr password
[password A JJ]
create user user02 group portusr password
[password A JJ]

create user user03 group portusr password
[password A JJ]

4. R— b2 —PRT7 7 EATEL YT NAR—MERELET,
userOLiX > VU 7 /LA — FD1-12, user02iL+ UV 7 /LA — kD13-24, user03iL+ U 7 /v
R—FD25,27,29 31T 7 B ATX HHEREZFRTE L E T,
set user userO1 port 1-12
set user user02 port 13-24
set user user03 port 25,27,29,31

5. VU T NAKR— FL~32~DHR— hx—Four A /a7y NerR—bhaZIZHMT 5
RTA AR T AN LET,
set logd tty 1-32 Istamp on

create user 2 ¥ R TCport 77> a U EHETH L, 2—FOERE Y TR — MMl
R 1->Da~<wy RCHZET,
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4.8.7

SSH /XX 7 — K (Basic)iR:E

AIEFEAZHRELT, SSH 77472 b3 5H /32T — F(Basic) PR TR SR
T AT B EARPRREIZOWVTHALET,
i fEW X Telnet 7 74 7 v FHRICL TWET,

— h Y NERE XA VT hE— F(default)
. E*?Eﬂ%é%””«@%ﬁﬁ% : Telnet/SSH / —=</LE— R
« SSH - — 3383 1 NA T — K (Basic) i3
« IRN— b —VE cHY
R— ko SRR : RAM(default)
« R— b1 SR RE : OFF (default)
< REEE O SSH - — 3 A%
(#E R ]

P X Efx RS

Telnet/SSHOSA 7k A A
192.168.2.1
NS-2250 |W 2 \
login: : H
P : ! 192.168.1.100
H ogin: : H

192.168.1.254

I N L—%
[T 192.168.2.254

/XA —R(Basic)iZi

4-10 SSH /YR ) — K (Basic)sR:E
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[B0E%E]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1. 254

set sshd auth basic
create allowhost all service portd sshrw all

set portd auth basic

create user userO1 group portusr password
[password A A]

create user user02 group portusr password
[password A A]

create user user03 group portusr password
[password A #]

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

enable sshd

create allowhost all service sshd
set user somebody password
[password A #]

[ EDfiEER]
1. REEOLFNZSmartCS, LAN1OIPT KL A& Ry b~ 2 712192.168.1.100/24, 7
7 4V R b— RT192.168.1.254% % E L £,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHOGFEREF K% R AU — K(Basic)f@fE Il E L, 2 TH Y Y 7R — hDOSSH / —
<NV E—RIZ, BTCOXY hT—I T RLANGT VB ATELLIICEELET,
set sshd auth basic

create allowhost all service portd sshrw all

3. R— b —HFIELZONIZ L 7,
set portd auth basic

4. F— b2 —HWFEAETHEH T 5 AR — = —H(user01, user02) % {Epk L 7,
create user user01 group portusr password
[password A /J]
create user user02 group portusr password
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[password A 7]
create user user03 group portusr password

[password A 7]

5. R—ha—¥NT 7 ERATELLITAR—MERELET,
user01~user03/Z, v U T NAAHR—F1~32ICT7 7 B ATE D LI ICHEREZRELET,
set user user0O1 port 1-32
set user user02 port 1-32
set user user03 port 1-32

6. SSHZ A4 7 v IhbAREEIZO A TED LI AEBEBDOSSHY — ROFREZIT
WET, REBEOSSHY—"ZHMIL, BTORy U= T RLANBARERD
SSHY— 27 7B ATELLIICHELET, KBS, REBICEFESATWHr S
A 2—PFDONRAT— RERELTLIEEN,

enable sshd
create allowhost all service sshd

set user somebody password
[password A JJ]

(¥ 2]
AR O TGO ET, AEBEO Telnet h— LR — M F—NZ&2TOFy bY
— I MMBET I EATEDLEICEEEINTVET, EXx2 VT 4 2@ 5H720Z, Telnet
T 7B RAEHIRT 25 A, TRoa~y REFETLTIEEN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd
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4.8.8 SSH /AR (Public)sB3E

RIEE 2R LT, SSH 7 74 7> 25 ABRAS(Public) #8F CTEEMH X Sik ia
T BRI RREIZOWNTHAL 4,
e fEﬁJ X Telnet 7 74 7 v FHRICLTWET,

T EA

— M —\FRE XA LY hE— K (default)
. E*?Exf%%%””«@%ﬁﬁ?ﬁ : Telnet/SSH / —~/LE— I
+ SSH H— 38 : ZNBH#E (Public) #5
s R— ho— “H_wun cHY
A— b a SR : RAM(default)
— b v FlR e EE : OFF (default)
« AREER D SSH B — N HEEE)|
K: 5450
BERxI MRS BER T RS
Telnet/SSHOS A7k A A3
192.168.2.1 T : T

login:

login:

=

NS-2250 | 6N

192.168.1.100

192.168.1.254

[ i 192.168.2.254

/\Eﬁﬁ(PUbhc)uun

4-11
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[ENE% FE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1. 254

set sshd auth public
create allowhost all service portd sshrw all

set portd auth basic

create user user01 group portusr password
[password A 1]

create user user02 group portusr password
[password A 1]

create user user03 group portusr password
[password A 7]

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

set user user01 sshkey public ssh-rsa AAAAB3NzaG1lyc2EAAAABIWAAAIEAvVSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuGI0Gth7RHbVhUbkpdaz
OR9WtN265tPnmoDTHa3CHRzP17/6V4 | mbHhOVNJ jnDw730HKpO0gnSZ jOUdg1JrHXbPrKwd
pacj7okZt I TxWHxPb2xmC8 |u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaC1yc2EAAAABIWAAAIEAvVSIc
URdW4mvc+F I AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V4 ImbHhOVNJ jnDw730HKpOgnSZ jOUdg1JrHXbPrKwd
pacj7okZt | TxWHxPb2xmC8 lu0= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaG1lyc2EAAAABIWAAAIEAvVSIc
URdW4mvc+F 1 AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9WtN265tPnmoDTHa3CHRzP17/6V4 | mbHhOVNJ jnDw730HKpO0gnSZ jOUdg1JrHXbPrKwd
pacj7okZt I TxWHxPb2xmC8 |u0= abcdef@test

enable sshd
create allowhost all service sshd
set user somebody password

[password A #]

set user somebody sshkey public ssh-rsa AAAAB3NzaG1yc2EAAAABIWAAAIEAvS
IcURdW4mvc+F [ AKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpd
azOR9wtN265tPnmoDTHa3GHRzP17/6V4 | mbHhOVNJ jnDw730HKp0gnSZ jOUda1JrHXbPrK
wdpqc j7okZt | TXWHxPb2xmC8 lu0= abcdef@test
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(R EDfEFR]
1. AREEE DL ENZSmartCS, LAN1DOIPT KL A & %Xy b~ 2 712192.168.1.100/24, 7
74 hb— RZ192.168.1.254% R E L F T,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHOFEAE T % AR EE(Public)fBFEICHE L, 2 THY U TR — hDSSH/ —~ /L
E—RZEBTOFRY NU—I T RLADLT 7 EATELLIICHELET,
set sshd auth public
create allowhost all service portd sshrw all

3 j—“— I\:L -]j-pm\niE%ON L\ij—o
set portd auth basic

4. F— b2 —HPFRAETHEH T 5 AR — k= —H(user01~user03) % {Ek L £ 9,
create user user01 group portusr password
[password A JJ]
create user user02 group portusr password
[password A /J]
create user user03 group portusr password

[password A /7]

5. R— b2 —HPNRT7 7 EATELL VTR —bEHELET,
user01~user03/%, ~' U T AR —F1~32ILT7 7 BATE D LHIHEREZRELET,
set user userO1 port 1-32
set user user02 port 1-32

set user user03 port 1-32

6. N— F2—VMIISSHY T4 7> N TIER L7 ABEEE & L E7,
set user user(0l sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdql JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mv c+FTAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9WtN265tPnmoDTHa3CHRZzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdq1 JrHXbPrKwd
pqc j7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user(03 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIwWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdq1 JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

7. SSH” 74 7 v b bASEEIC R 7 A /“Cé“ % & DT ABEE DOSSHY — N ORE & AT
WETS ZIK”ZEEODSSH*J‘—/\%%JJ ZL, AEEDOSSHY —NICR2TOXRy hT—T 7T
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RLUAMNET 7 8ATELEOITRELET, KEIC, REBITEHZKINA TN DRI A
Ya—PDORAT — REFREL T EIN,

enable sshd

create allowhost all service sshd

set user somebody password
[password A JJ]

8. AIE[E D 1 — (somebody)IZSSHY 7 A 7 > b THERR L7z /ABR#EAE e L 77,
set user somebody sshkey public ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gt
h7RHbVhUbkpdaz
OR9WtN265tPnmoDTHa3CHRzP17/6V4lmbHhOVNJjnDw730HKp0gnSZjoU
dqlJrHXbPrKwd
pqcj7okZtITxWHxPb2xm C8lu0= abcdef@test

(i 2]
AL O TR ORE L, AEED Telnet 4— LR — S —RNITELTHOFR Y bV
~77va#%77ﬁxf%éio_&Eéhfwiﬁ“t%1)74%mwét e
Telnet 7 7 B XA ZHIRT 25A121E, FibDa~r REFETL TSN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

SSH 7 74 7 > MR CAaMEE AR 5 71k%, 48 B SSHOSA 72 VYT D
ERF 2ZRLTIESN,

4-89



4-90

4.8.9 K— LY Ml (R— F—RDELY FE— F)OBE

R—=rEL 7 MEREFR—F—0OE L7 FE— ROREICHOWTHBALE T,

c Re— R REE kL7 FE—F
- BEHL R A~ DR 7 1k : Telnet / —~ /L% — K (default)
c R— F 2 — R HY
- R— ~a FREFExE : RAM (default)
< IR— b o JHERREREAE : OFF (default)
(R ]

ERRESE BERAREE

Telnet754 7>k AT A
192.168.2.1 NS-2250
)= -
ﬁ‘g 192.168.1.100

192.168.1.254

I R —%
[ T 192.168.2.254

412 R— F LY MEEE(R— R —RDE LY FE—F)

[B0E%E]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd connect select

set portd auth basic

create user userO1 group portusr port 1-32 password
[password A A]

create user userO1 group portusr port 1-32 password
[password A A]

set portd tty 1-32 cmdchar 01

set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2

D Ol AW N =




4E FHERE

[ERE DfE]

1.

AIEE DL AN SmartCS.LAN1 D IP 7 KL A &Ry b~ A 7{Z2192.168.1.100/24,
7 7 4 /b hb— MZ 192.168.1.254 3% E L 77,

set hostname SmartCS

set ipaddr eth1 192.168.1.100/24

create ip route default gateway 192.168.1.254

R—bhelL 7 MEEZADNILET, = b — DT — F& select ITAH L %
TD

set portd connect select

A— b= —HWFRGEE ON IC L E T,
set portd auth basic

A— b —WFEIECHEM T 5 A — b= —H(user01 & user02) Z {EpL L £,
A= b2 =PIV TR — bk 1~32D7 7 B AELEFE L ET,
create user user01 group portusr port 1-32 password
[password A /J]
create user user02 group portusr port 1-32 password

[password A /J]

VU TR — b 1~32 IR — b= RA = o — DY — R v > a

Fa— )& LT 0x01[Ctrl-Al & %8k L £ 77,
set portd tty 1-32 emdchar 01

HELVTNR=MTTVERERLET,
set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2
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4.8. 10RADIUS #EED R TE (R AKTE)

KREEDO ) T IVR— MZT 7 EBAT HHR— k= —% % RADIUS #&FE ¥ —/YRADIUS 7
ATy Y= NT 0BT 5 AW R EIZ OV THIA L E T,

v— MY — NERE : XA L7 hF— K (default)
. E"?ﬁﬂ%*ﬁ%”“@@fﬁﬁ?ﬁ : Telnet / —=< /L& — K (default)
A— b= —WERGE o
AN— b r JREL : RAM (default)
N b ZEAR R RE : OFF (default)
cBEE/ T e kan : RADIUS

A= h 2 —HF D& RADIUS FBFEL £,
(—f o — L E A P o — T 1 — L EREE)

(#ERLX ]

RADIUS RADIUS
ER RS BRI SR AR H#—31 H—\2
192.168.1.252  192.168.1.253

ET L. JBOJE

login:
: 192.168.1.100

login:

192.168.1.254

R L s
I H 192.168.2.254

4-13 RADIUS Z25E#AE/RADIUS 7 h ™ > M gRE(EARER)
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set hostname SmartGCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password
[password A #1]

set user somebody password

[password A #1]

set portd auth basic

set auth mode radius

set auth radius server
set auth radius server
[—Y Ly FF—AA]
set auth radius server
set auth radius server

[—9 Ly bX—AA]

set acct mode radius

set acct radius server
set acct radius server
[—Y Ly FF—AA]
set acct radius server
set acct radius server

[¥—Y Ly bX—AA]

addr 192. 168
key password

addr 192. 168
key password

addr 192. 168
key password

addr 192. 168
key password

.1.252

.1.253

.1.252

.1.253

4-93




4-94

[EXE DAZER]
1. REEOAFNC SmartCS.LAN1 DO IP7 KL X & Xy <& 712192.168.1.100/24,
T 7 4V hb— MZ 192.168.1.254 % E L7,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. — o — VP LHEEEFHEL— I — IV CRFEL T,
—fi% L —Y D somebody & IEFIH L —F D root (/XA TV — RERELET,

set user somebody password

[password A J7]
set user root password
[password A J7]

3. — ]\:L %mupﬂi%ﬁ)‘j} LiTo

set portd auth basic

4. FBFEHFNERADIUSERGEY 94 7 FOBREEBZRWET,
RADIUS#—/3112192.168.1.252., RADIUSH —,32(2192.168.1.253% %8 L £7°,
FEAEAR— MET 7 4V bD1812F AZFIH L £17,

set auth mode radius
set auth radius server 1 addr 192.168. 1. 252
set auth radius server 2 addr 192.168. 1. 253

5. RADIUS #BGiE7 747 » " FIHT 6 —7 Ly hXF—ZBEK L ET,
RADIUS FBGEH — NIZB K L7 —27 Ly hF—ZBREL T EE,
set auth radius server 1 key password
[v—2 Ly h®—AJ]]
set auth radius server 2 key password

(=7 by FF—AT]

6. 7TH U FIFXERADIUST AU b7 A4 T FOEREEITWET,
RADIUSH#—,3112192.168.1.252. RADIUSH —,32(2192.168.1.253% %4k L £,
THT L RBR—MIF 74N FD1813FLZFH L E 3,

set acct mode radius
set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253

T.RADIUS 7O s AT "B FIHT L —7 Ly MR —28BEkLE T,
RADIUS 7 U ¥ Y — NZEE LT —27 Ly hXF—ZFRELTLIEE,
set acct radius server 1 key password
[v—=27 Vv bF—AT]]
set acct radius server 2 key password

[v—7 by hF—AT]]



[RADIUS H—/\HIDEXFE]

RADIUS =D —HERT 7 A /WIRET 57 b Ea— Milzit# L ET,
ARAEE HVTRAET & D RADIUS 2 — 4, D KILFR 1% 64 LF T,

# R— k1—Y (user01)
user01 Password = “user01”,

# R— k1—Y (user02)
user02 Password = “user02”,

B AEEIIZE LT P Ea— F®D 95 B User-Name & Filter-Id DA% R L £ 97,
L7=2RoT, UTOE 27 M Ba— b TChEHT A ENTETET,

# R— b2 —+ (user01)

user01 Password = “user01”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600

# R— k21— (user02)

user02 Password = “user02”,
Service-Type = Login,
Login-Service = Telnet,

7 RYEa— hOFEMIZ 8K C ZRUEa—MERADIUSRBEE " 7H Y b —/N\E&E
ffl] #ZRLTZEV,

=Y TN —T P X/ D create auth access_group 2~ NI X set auth radius
server {root | normal | portusr } filter_id_head =~ F&AIEEIZEE L TORWEES
IZ. set auth radius def user =~ > FOREEIZHE > T2 —F DR .&ﬂ@fﬂﬁbﬂi@“
set auth radius def_user =~ > RARERE I N TV R WEAIE, RADIUS FRFEY — /N TR
FESNTca2—F Db 2= N —TERETE RN —F IR — b —HF L& LTHR,
é’(@’/ U7 IVAR— MZT 7B ATEDLHERZ {5 L £ 7, set auth radius def_user none
RESNTVWDIELEIEL, 42— Fo7 7B RIHEGEESNET,

—fig o — VA EE Lo — 2 RADIUS #BGEY — N CTRAET 5560, A— ha—HiZ7
IR AT D) TR = NERET DE AR, RX— LD [4.8.11 RADIUS 52
FEH#RE/RADIUS 7 H o v MHEREDERTE (GAERTE 1:filter_id_head) | & [4.8.12 RADIUS
FRREMEEE/RADIUS 7 H o MEBEDRRTE ICARE 2: 7TV R T IL—E U TH#EE) | 22
LTLZEN,
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4.8. 11 RADIUS #BEDERTE (IR E 1: filter_id_head)

4-96

AAEEIZT 7 & AT B2 —H % RADIUS #RiE4—/RADIUS 74 7 > b — Tt
BEHTOREICOWTHHLET,

Z OfFITIX RADIUS #EREV — N T2 —YRIEEITV, @Bk — "B EEFE SN TL D
Filter-Id 7 bV B = — MEIZ L » TS 2 — PR EEEFH 2 — W/ — 2 —P/FR— F 2 —
FONTNNTHLINERETIHREICOVWTRHLET, R—hbax—HF@T7ERAT
DY TINR— IREETE D5EE5W 20X, userl (XU 7 /LR — bk 1~10 (2, user2
Y TR — b 20~30 127 7 B AR VKRR EEATH LR TT, fHxDOR— b=
—HDL Y TIVR— DT 7 & AMEIL RADIUS #FEY— MAIT Filter-Id 7 Y B2 — b
EELTHELET,

A— F— \RE : XA L7 hF— K (default)
- S MG an ~ DR T 1k : Telnet / —=<~ /L& — K (default)
A— b= —WERGE o
AN— b r JEREL : RAM (default)
N b ZERRHERE : OFF (default)
cBEE/ T AU N e kan : RADIUS

T R_RTCPHO=—H % RADIUS FREE L £ 9,
U TIR— NDT 7 & AMEIL RADIUS ZREEH— N

THRELET,
=PI N—TPFETE RN —F XTI/ A%
HELET,
(R E]
RADIUS RADIUS
BEMRXT R BEMRXT R H—/\1 H—\2
Telnet/SSHS A7k /:aﬁ ,:a — 192.168.1.252  192.168.1.253
192.168.2.1 T i
NS-2250 |1 & j ! ,
login:
. : 192.168.1.100
H ogin: H H

192.168.1.254

& i ] L—%
[ 1 1921682254

K 4-14 RADIUS SBEF#EE/RADIUS 7 A7y & k#kE(filter_id_head)
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set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

auth
auth

set
set

auth
auth
auth
auth

set
set
set
set

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[—2Y Ly bF—AFA]

set auth
set auth
set auth
auth
auth
auth
auth

set
set
set
set

radius server
radius server
radius server
radius server
radius server
radius server

radius server

[—9 Ly bFx—AA]

auth
auth
auth
auth

set
set
set
set
set acct
set acct
set acct
set acct
set acct

set acct

radius server
radius server
radius server
radius def_use

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[—2Y Ly FF—AFA]

set acct
set acct
set acct
set acct

radius server
radius server
radius server
radius server

[—V Ly bF—AA]

—_ -

r

L G—y

addr 192.168. 1. 252
port 1645

timeout 10

key password

portusr filter_id_head NS-2250_PORT
normal filter_id_head NS-2250_NORMAL
root filter_id_head NS-2250_ROOT

addr 192.168. 1. 253
port 1645

timeout 10

key password

portusr filter_id_head NS-2250_PORT
normal filter_id_head NS-2250_NORMAL
root filter_id_head NS-2250_ROOT
none

addr 192.168.1. 252
port 1646

timeout 10

key password

addr 192.168.1. 253
port 1646

timeout 10

key password
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[ERE D]
1. ARIEEOLFNC SmartCS. LAN1DOIP 7 FL 2 & %y h~2Z712192.168.1.100/24.

7 7 % /L hJb— MZ 192.168.1.254 3% E L 77,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

ﬁ‘o\— }\ l“ﬁ%méﬁ%ﬁﬁ;‘ml I/ i j_o
set portd auth basic

. AR ERADIUSFEREY 74 7 hOREEITNET,
RADIUSH —,3112192.168.1.252, RADIUSH —,32(2192.168.1.253% &4k L £7°,
FREAR — MTIX16456F 2% E L £ 7,

set auth mode radius

set auth radius server 1 addr 192.168. 1.252

set auth radius server 2 addr 192.168. 1.253

set auth radius server 1 port 1645

set auth radius server 2 port 1645

. RADIUS .mmﬁ TAT L MTHRHIAT D —27 by hEX—% 88 LET,
RADIUS fBFEY— Gk L7z —27 Ly hF—ZREL T L&,
set auth radius server 1 key password
[—7 by FF—AT]
set auth radius server 2 key password

[>—7 by hFx—AT]

. RADIUSFRGEZ AT FDY FTARERLS A LT U MEERE L E T,
UrIA %A BE, 24577 Mz 10 DICRELET,

set auth radius retry b5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

L =P EEE B — Y BT 5 2O O — PRI T A2 B ek L £ 9, RADIUS
BAEY — A" @M I D Filter'ID 7 U B =2 — bk @S EE T 0
NS-2250_NORMAL 72 & [E—fi% = —4 NS-2250_ROOT 7 & |34 B F Fl o — 3 & 31
95 X 91T set auth radius normal/set auth radius root =2~ REZRTELET ,

set auth radius server 1 normal filter_id_head NS—-2250_NORMAL

set auth radius server 1 root filter_id_head NS-2250_ROOT

set auth radius server 2 normal filter_id_head NS—-2250_NORMAL

2

set auth radius server 2 root filter_id_head NS—-2250_ROOT



4E FHERE

7. R— b2 —FEHHNT 572002 —VFRI 288k L E7, RADIUSFGET— 75
B SN AFilter-ID7 MY B 2 — O IECTFFNNS-2250_PORTZ HIiEAR— k=
— P LF#RRIT D X 5 iTset auth radius server portusr=~ > R&ZFHE L £,

set auth radius server 1 portusr filter_id_head NS-2250_PORT
set auth radius server 2 portusr filter_id_head NS—2250_PORT

TR %EfFTTé U TR — h1-16,24) & KR — b 2 — VIR ET D
RADIUS FEFEY— MO Filter-ID 7 b U B = — F1@&:”NS-2250_PORT1-16,24”&
"“”*Lifd“ NS-2250_PORT @ L 9 IZHF 5 O N 72 WG, AEEIZTXTov
UTIVR—=RMIT 7 AT HHEREZMNGLET,

8 Z—HF I N—TPRETEX R NL—FDT 7 EAGEERELET,
=W TN —FREE TE WS Filter-ID 7 F U B 2 — F 23 RADIUS 38iF 3 — 3
DHBEM SN2 VEE FilterID 7 U BV a— MENSAEB TR TE VT +—
<~y NOBEN EDL—F DT 7B ANRER &5 X 912, set auth radius def_user
av U REFATLET,

set auth radius def_user none

9. 7ThHoUr b FRXERADIUS 7 H VU bV T4 7V FOREEITVET,
RADIUS #—-3 12 192.168.1.252. RADIUS #—/% 2 (Z 192.168.1.253 % &§k L £
R
THTY A= ML 1646 HFEERT L ET,

set acct mode radius

set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10.RADIUS 70 b7 A7 P THIAT S —7 Ly Fe—2 8L £7,
RADIUS 7 47 v b= NIZBER LT —7 Ly b F—ZREL T EEW,

set acct radius server 1 key password
[v—7 by FF—AJ]
set acct radius server 2 key password

[>—7 by bF—AJ]]

[ ZE]

ASEE (IAEE N O 10— LRFEF>RADIUS SRAFONER T — WA 21TV E 7,
——H¥% RADIUS LT 25613, REENICEEIN TV D =2 —F ZHIFRT
57, b L<IE, RADIUS H— 2B GR L= AT — R LR D27 — REZRELTL
a3V, RV ONAT— FRBEFEINTOVRWEEIL, SRR ¥ —rF%—
EANDTE T CAREEOD —DNGRIETHII L VA VR AREE 2D FTOTITEELE
W,

TEEHL—FToOr T A 0 su 2~y RETR SRR TYT, RADIUS ¥ — NGk L
TemMAT— RERp D RAT — REBEEHD—FICREL TLESN, 2L, BEE
o —H (root) | L — i — W L BARVHIBRT 5 Z LT TEEHA,
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[RADIUS H—/\RIDELFE]

RADIUS [T uﬂz"j_"—/\@l"—‘]j_ 77/],/1/ LE&E?%? ) E\:L"_ 15”%%6%1/&?0
ARAEE DNFREE T & 5 RADIUS = — 4 O i KILFE 1T 64 3LF T,

t R— b1 —Y0OERK

portuser01 Password = “portuser01”
Filter-Id = “NS-2250_PORT1-16" ,
# TSUTIER—F0-16)IZF7 Y & XARE

portuser02 Password = “portuser02”,
Filter-Id = “NS-2250_PORT5-9, 20, 24" ,
# 12U F7IR— (59 20 24) 1279 X a8

portuser03 Password = “portuser03”,
¥ 1C20BE. AEBDOHZTEM set auth radius def_user none THY . M.
# :L—'U“EEM\’F#E’G%EL\O)’& CDA—HYDT I ERITEEEINFET,

t —fR1—Y &K

somebody Password = “network”,
Filter-Id “NS-2250_NORMAL”

abc01 Password = “abcdef”,
Filter-Id = “NS-2250_NORMAL” ,

t EBEEI—YDEE

root Password = “admin”,
Filter-1d = “NS-2250_RO0OT” ,




B AEBEIIZELEZT P Ea— D5 5 Username X° Filter-Id O & % f R L £ 77,
L7=2RoT, UTOE Y27 M Ba— b ChEHET A ENTEET,

# R— b1 —FDOEHK

portuser01 Password = “portuser01”
Service-Type = Framed-User
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = “NS-2250_PORT1-16"
# 12UFIR—KA-16) 275 X ATHE

portuser02 Password = “portuser02”
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = “NS-2250_PORT5-9, 20, 24”
Filter-Id = “access. include. filter-A”
# TS UTILAR—F5-9,20 20279 ATHE

portuser03 Password = “portuser03”
Idle-Timeout = 600
t 12nBE. REBDREN set auth radius def_user none THY . M.
t A—YEHIEETELRLDT, COA—HYD7IERIFEEFEIIFET,

t —fR1—F &K

somebody Password = “network”
Service-Type = Login
Login-Service = Telnet
Filter-Id = “NS-2250_NORMAL”

abc01 Password = “abcdef”
Service-Type = Login
Login-Service = Telnet,
Filter-Id = “NS-2250_NORMAL”

tEEBEEEI—HYDEE
root Password = “admin”

Filter-1d = “NS-2250_R00T”
Idle-Timeout = 600

TR Ea2—FOEMIIHEEC ZFRrYEaL—FERMIUSEIE 7HOY FH—NEF
Bl 2L TN,

4-101




4.8. 12RADIUS #EEDRTE(CHERTE 2 : 7TV R T IL—E 2 T ##E)

4-102

RIEEICT 78 AT D2 —% % RADIUS GEGEY—/YRADIUS 7 1 ¥ & b — /3 T—0
BT HHREICOVTHHALET,

Z OB TIE RADIUS ZBAE Y — /N T — PRBFE ATV FRAE T — 30 53% 531C < 5 Filter-Id
T hIEa—MEZE-ST, 42—V RFET LT 7RI LV—7 BIO, EEEH
=Yz —P /R — b2 =T ONTNERET LR EICONTRE L ET,

A= b —FRT I ERATEDLVY TR — b SmartCS 2 &7 555 21X userl
N7 7 vATELLY TR — M, SmartCS1 TiE 1~10, SmartCS2 TiL 15~20 72
ENCAREEZIT ) LHER T, ZOHETER— bha—FOT7 7827 V—FTL D
TNAR—=RNOT 7 AEFIAREBEBICRELET,

R— F— \RE XA L7 hE— F(default)
- BSOS SR 2R~ D BT T 1R : Telnet / —< /L& — K (default)
A— b — R HY
« R— b a SRESE : RAM (default)
N b ZHEARHERE : OFF (default)
I Ry AV N = = : RADIUS

T _RCH—W % RADIUS FEFEL £,

— ha2—HOT I AT NA—TF LD TR
— hDT 7B AMEIIAREEICHRELET,
2T N—TPEFETE RN —FEXT 7 A%

*EIZZI_\‘ [/ i ﬂ—o
(R ]
RADIUS RADIUS
BRI RIERR BRI RIER H+—\1 H—\2
Telnet/SSHYS AT - 1921681252  192.168.1.253
192.168.2.1 : H E:}% E:}%
! ) w == ==
] &) = A=
: - { 192.168.1.100
E ogin: : :

192.168.1.254

I : L—5
[ §  192.168.2254

B 4-15 RADIUS E2EE#EE/RADIUS 7 ho Y MERE(T UV R T IL—E U Y)




EIERE

BEVIE S

set

hostname SmartGCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set

set
set

set
set
set
set

portd auth basic

auth mode radius
auth radius retry 5

auth radius server
auth radius server
auth radius server
auth radius server

[—Y Ly bFF—AA]

set
set
set
set

auth radius server
auth radius server
auth radius server
auth radius server

[—9 Ly bFX—AA]

create auth access_group
create auth access_group
create auth access_group
create auth access_group
set auth radius def_user

set
set

set
set
set
set

acct mode radius
acct radius retry 5

acct radius server
acct radius server
acct radius server
acct radius server

[—2Y Ly FF—AFA]

set
set
set
set

acct radius server
acct radius server
acct radius server
acct radius server

[—Y Ly FF—AFA]

addr 192.168. 1. 252
port 1645

timeout 10

key password

addr 192.168. 1. 253
port 1645

timeout 10

key password

root radius filter_id admin_grp

normal radius filter_id normal_grp
portusr port 1-16,24 radius filter_id grpl
portusr port 20-32 radius filter_id grp2
none

addr 192.168.1. 252
port 1646

timeout 10

key password

addr 192.168.1. 253
port 1646

timeout 10

key password
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[ERE D]
1. ARIEEOLFNC SmartCS. LAN1DOIP 7 FL 2 & %y h~2Z712192.168.1.100/24.

T 7 4V hb— FZ 192.168.1.254 Z % E L £ 7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

2. R— ]\:L’—qj_muuﬁffﬁ)‘j] LiTo

set portd auth basic

Al 7 E RADIUSRGEY 74 7~ NOBREEITVET,
RADIUS#H —~3112192.168.1.252, RADIUS—/32(2192.168.1.253% B &k L £ 77,
FREAR — MMTIX16456F 2% E L £ 7,

set auth mode radius

set auth radius server 1 addr 192.168. 1. 252

set auth radius server 2 addr 192.168. 1.253

set auth radius server 1 port 1645

set auth radius server 2 port 1645

. RADIUS @Gt 74 7 > FTHIHT =7 Ly bd—Z28ix L £7,

RADIUS FRREY — NIZEGF Lz —7 Ly hF—ZFHEL T EE N,
set auth radius server 1 key password
[v—7 by FF—AT]
set auth radius server 2 key password

(=7 by bFd—AT]

. RADIUSFEZ AT FDU F T A BIESCH A LT U MEZHELET,

URNIFAEEZESE, ¥4 L7 0 MiEZ 10 ICRELET,
set auth radius retry b5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

L P EEEE D — AT DT F BRI N —T A8k L E T, create

auth access_group =~ > R C, RADIUS F8FEY— "\ 5Li@i I 5 Filter-ID 7 b
U B = — ME2 normal_grp 72 X — %= —¥, admin_grp 72 o (X EFEH 2 — &
AT O R OWMELET

create auth access_group normal radius filter_id normal_grp
create auth access_group root radius filter_id admin_grp

R— F 2 —FE2H#HNTAEDOT 7RIV —TEKEGELET,

create auth access_group =~ > K C,RADIUS fZiEV— ") L% S b Filter-ID

7 hY E=2— MERN grpl 725 EAR— ha—HF LB L, U T AR— M1-16,24)~
DT 7 BAZHATHIIICHERELET, FERIC, 778X V—7 grp2 72613
U TAR— F20-32)~DT /B AEZHATHLIICHRELE T,

create auth access_group portusr port 1-16, 24 radius filter_id grpl
create auth access_group portusr port 20-32 radius filter_id grp2



4E KiEE

ki
it

8. TV BRI N—TPHRETE RV —FORGELI AR E L ET,
TIRBATN—TRRETE WA (Filter-ID 7 U B = — 2 RADIUS FFFEH
—AMBEmENR WA, Filter-ID 7 b U B 22— FOXFEH| & SmartCS (28 &k
SNTT 7 BATNVN—=TPN—=HLRWEE) 202 —FO7 7 ARELRINLD K
512, set auth radius def user =~ F&EFETLE9,

set auth radius def_user none

9. 7TH U X ERADIUS 7T H U b T4 T FOREEITWVET,
RADIUS #—,31 12 192.168.1.252. RADIUS #—/3 212 192.168.1.253 #%&4k L F
T, T FAR— NI 1646 FEEHFRTEL FT,

set acct mode radius

set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10RADIUS 7o v v FA T NTRIT A —27 by b —% 8 LET,
RADIUS 7 HhH U v Y — N 2B LT —7 Ly hF—Z2FRELTL I,
set acct radius server 1 key password
[v—27 vy h¥—AJ]]
set acct radius server 2 key password

(=27 by FFd—AT]

[(HR]

ARIEBIIALEBNO 0 — B VEREF>RADIUS R DNEE T —FRIEEITVE T,
—f=—% % RADIUS FEiET 25613, AREEBRNICEHEIN TV D — o —F 2R3
B, b LIt RADIUS H— N8 Gk LTS AT — RE BB AT — REZELTL
ﬁéwo*&1—ﬁ®ﬂxﬁ—bﬂ”%éﬂfw@wﬁAﬁ\AXU Ricy Z—r%—
EANDET CAREBO O —DAGRIECTRIL 74 VN a[REL 2 T O CTIEELE
SV,

RS o —FCOn S A R su 2~ RETHG [FERETYT, RADIUS H— 2845k L
TN AT—= R ERRHNAT — FREEEH A —PICHREL T ESN, 2L, EHEE
Bl —HF(root) T —t = — W L BARVHIBRT 2 Z LT T EHA,

4-105



4-106

[RADIUS H—/\RIDELFE]
RADIUS BtV — " D2—HFERT 7 A VICHET D7 ) Ba— MlZE#s L £,
AAETE 3 FEAE T & 5 RADIUS & —H4, Odg KILFRIE 64 L7 T,

t R— b1 —YDOERK

portuser01 Password = “portuser01”,
Filter-1d = “grpl” ,
t 12U F7IR—b0-16,24) 1279 & X a8

portuser02 Password = “portuser02”,
Filter-Id = “grp2” ,
# TS UTILAR—FQ20-32)I27 9 & XAlRE

portuser03 Password = “portuser03”,

# 1 20BE. REBOHRTAM set auth radius def_user none THY . HhD.
t A—HEAMEETELRVDT, COA—HFDF7IERIFEFTINET,

-1 —Y0EHF

somebody Password = “network”,
Filter-1d = “normal_grp” ,

abc01 Password = “abcdef”,

Filter-1d = “normal_grp” ,

# EBEEI—YDEE

root Password = “root”,
Filter-Id = “admin_grp” ,

manager1 Password = “manager1”,
Filter-1d “admin_grp”

suzuki Password = “suzuki”,
Filter-1d = “admin_grp” ,

7 hU Ea— ORI 8 C 7 R Ea— k& RADIUS BT HY Y b —NRE
Bl #BRLTIES0,




ki
it

4E KiEE

K (default)

4.8. 13TACACS+HBED & TE (R AR TE)
REBFBD ) TIVR— MNIT 7B AT EHR— ha2—¥% TACACS+Y— X C—EHT 5
FARM 72 3REICOWTHH L £,
« R— R — G E XA VY FE—
. E"ﬁﬂ?‘kfﬂ%m’\@%fﬁjﬁﬁ : Telnet / —</LE— K (default)
/\"—‘ }\:L ’H‘ﬁ@?ﬂi . %D
N— b~ a JRIELE : RAM (default)
AR— b v JHREHRE : OFF (default)
cWGE/ T AU R ha : TACACS+

R— b —H DI TACACS+RAE L £ 7,
(— ﬁx::rs—‘ﬁ‘&’{t%”&ﬁ:l‘—“ﬁ' X — B VEEEE)

(# R E]
TACACS+ TACACS+
R EFor 3 BRI H—\1 H—\2
Telnot/SSHAS A7 A - 192.168.1.252  192.168.1.253
192.168.2.1 T : T % %

login:

login:

NS-2250 [ 62600

{ 192.168.1.100

192.168.1.254

192.168.2.254

4-16 TACACS+HgE(EAHERK)
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[(REEDE]

set hostname SmartGCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set user root password
[password A A1

set user somebody password
[password A A1

set portd auth basic

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1. 252
set auth tacacs server 1 key password
[—O Ly b&F—AA]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 key password
[—Y Ly FF—AA]

set acct mode tacacs

set acct tacacs server 1 addr 192.168. 1. 252
set acct tacacs server 1 key password
[—9 Ly FF—AA]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 key password
[—2o Ly FF—AA]
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[EXE DAZER]
1. REEOAFNC SmartCS.LAN1 DO IP7 KL A & Xy <A 712192.168.1.100/24,
7 7 4 /L hb— MZ 192.168.1.254 Z 3% E L 77,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2, P LEEEFHE— I — DV THIELET,
—f = —H% D somebody & IEEEIH L —H D root (Z/NATV— REFRELET,
set user somebody password
[password A J7]

set user root password

[password A J7]

3. R— b2 —WRFEZ AL E T,
set portd auth basic

4. TACACS+DRFEEABEREL £ T,
LLFiX TACACS H—-31 1T 192.168.1.252, TACACS+H#—,3 2|2 192.168.1.253 %*
BT D55 OB TT,
V=7 by FF—Z TACACS+H — N IZBE L2 F— 2B EL T E S0,
set auth mode tacacs
set auth tacacs server 1 addr 192.168. 1. 252
set auth tacacs server 1 key password
[—7 Ly hF®—AJ]]
set auth tacacs server 2 addr 192.168. 1. 253
set auth tacacs server 2 key password

[v—7 L v hFx—AJ]]

5. TACACS+D 7 v v M ERELET,
PIFIE TACACS+Y—,3 112 192.168.1.252, TACACS+H¥—,3 2 (2 192.168.1.253 %
BEd 255G 0F T,
=7y FF =X TACACS+H — IR LTF—ZREL T EI W,
set acct mode tacacs
set acct tacacs server 1 addr 192.168. 1. 252
set acct tacacs server 1 key password
(=7 by bF—AJ]]
set acct tacacs server 2 addr 192. 168. 1.253
set acct tacacs server 2 key password

[v—7 by hF—AM]
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[TACACS+H— /NI DERE]

LLF1Z SHRUBERRY networks, inc.® Free TACACS+H — RO EF(—HFEFR T 7 A
JVICERETHT MU Ba— MMiDAEHE L E1,

AHEE X, TACACS+D = —WREFEN k) L7212, service=smartcs V5 7 h U B =2 —
k% TACACS+‘3‘“—/\ WZIEE L CHERRZITWET, LLTOREIX, TACACS+H— il T
iZservice 7 NV Ea— &2 F oy 78712, ID ENAT— RS ZEHLTWIIT, 77
TAEZFATHRETT, ZOREFNT TACACS+‘H‘“—/\ T o— R & 5 E L“Cio IS
FADT, REEDT 7 /L~ D E(set auth tacacs def_user portuser)iZ L V. FEIEL
7’::!-“—‘5: IR — hax—F L LTHbNET,

AIEENRRIETE D TACACS+2—VZ DR K LFEIL 64 LFTT,

accounting file = /var/log/tac_plus. acct

#t R— b2 —+ (user01)

user = user01
default service = permit
login = cleartext “user01”

#t R— b —4 (user02)

user = user02
default service = permit
login = cleartext “user02”

service 7 b U B o — NMEICHEEIZKETH7 MU Ba— K EEORT 2% ETIUX A
REEZEALTHTEH, OO0 —PERTERT LI ENTEET,
ARIEEIGETT MY Ea— MZ OB TIE grp=port) 13dH 5N COAREEIZRES N TS
PERHD ET, BRI TWeWnWT N Ba— FEREENZE LGS, ZELET
U E=— MIERINET,

# R— k21— (user01)

user = user01
login = cleartext “user01”
service = smartcs {

grp = port
]
service = PPP {
grp = abc

TACACS+H— MU TIIHEHKOT N B a— hEEEIZET I &L AHETT,

7272 L. SHRUBERRY networks, inc.® Free TACACS+4J‘*—/ N, BEOR-T MU E
MEETIEIZTEERAOTIERELLEIWY, K0T M) Ba— F2iRTHEE

:]:\ TROBMD I HIIZEDDOT + U Ea— berp/attrl/attr?2 2522 E L CRIHALTL 72

Sy,
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# R— b1—4 (user02)
login = cleartext “user02”
service = smartcs |

grp = port
attrl = def
attr2 = xyz

22— 7 N—T %P X H 5 create auth access_group 2=~ K& ARIEEIZERE L TV

WAL, set auth tacacs def_user =~ ROFREMEIZHE » T2 —FOFEIELE B TH
i‘h set auth tacacs def_user =~ > RRRE I TV ARWEAIE, TACACS+H— T
WikENfza—Ho 26, 2=V —TERETCE RN —FER— ha—HF L& LTH
W, BTOYYTIR— MIT 78 ATE HMEREZME LET, ZOKED normal D
AlF2—F IV —TNRETE 2V —F &2 ko —3H & L THV, none OHLEITIE
FU =TT I AEHEELET,

—fig o —VHAEEE o — &2 TACACS+Y — N\ TRGET 2560, A—hax—HFiZ7 7t

AEHATHVNTIAR— b ERETDHHEIT. RX—ULIBEO 14.8.14 TACACS+i#dE
DHRFE| ML T XN,
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4.8. 1ATACACS+HEREDRTE(CHERTE : TV AT IL—E U JH#EE)
AIEEIZT 7 AT 5 a—H % TACACS+H— AN T— B HT 53R EICOWTEA LET,

Z OFITIE TACACS+H — T —HFEFEZ 1TV, TACACS+— b k6T 57T
MU Ea2—hFEEORTIZE > T Y2 —FRHET 57T 7 B A7 L — 7 (EEE 2 —
Pl —P /R — 22— BLOR— h2—=F DY TIAKR— b ~DT 7 & AEERTE
TAHREICHOWTEHH L ET,

A= b= RT 7 ERATEDLVY TILR— N SmartCS 2 &7 5855 21X userl
MNT 7 EATELY Y 7R — NI, SmartCS1 TiE 1~10. SmartCS2 Tix 15~20 73
ENCARREEFT O LMERTT, ZOHETIEIR— b2 —FDOT 7 AT V=L DT
TNR—=RNOT 7 AEFIAREBEBICRELET,

« AR— F Y —NEE : XA 17 FE— K (default)

« BSOS 2R~ D BT 7 1R : Telnet / —< /L& — K (default)
« R— h 2 —WERGE B

cAR— b a SRR : RAM (default)

- R— b v JlR AR : OFF (default)

I Ry N = = : TACACS+

T R_RTO—H % TACACS+EREE L £9°,
R—=b2—=HFDOT IR ITN—FZTL DT TR
— DT 7B AEIIAEBEICRELET,

2P TN —TPFETE RN —FXT 7 A %

(#E R ]
TACACS+ TACACS+
BEARI R BEARI R H—/\1 H—/\2
Telnet/SSHYS A7k A A 192.168.1.252  192.168.1.253

192.168.2.1 T

NS-2250 |0 s
login: —

login:

T CBCE

: 192.168.1.100

192.168.1.254

i i ] IL—4
[T 1921682254

4-17 TACACS+HRE(T 2 R T IL—E L)
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set hostname SmartGCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode tacacs

set auth su_cmd username

set auth tacacs server
set auth tacacs server
set auth tacacs server
[¥—O Ly bx—AN]
set auth tacacs server
set auth tacacs server
set auth tacacs server
[—O Ly bx—AN]

set acct mode tacacs

set acct tacacs server
set acct tacacs server
set acct tacacs server
[¥—2 Ly bx—AN]
set acct tacacs server
set acct tacacs server
set acct tacacs server
(=Y Ly bE—AN]

1
1
1

create auth access_group
create auth access_group

create auth access_group

create auth access_group

set auth tacacs def_user

admin

addr 192.168. 1. 252
timeout 10

key password

addr 192.168.1. 253
timeout 10
key password

addr 192.168.1. 252
timeout 10
key password

addr 192.168.1. 253
timeout 10
key password

root tacacs attr grp val admin_grp

normal tacacs attr grp val normal_grp
portusr port 1-16, 24 tacacs attr grp val grpl
portusr port 20-32 tacacs attr grp val grp2
none
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(R DAZER]
1. AEEEOARNZ SmartCS,.LAN1DOIP 7 KL AL Xy h~ A7 |C
7 7 4V hb— MZ 192.168.1.254 Z3¢E L £ 7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

192.168.1.100/24,

2. — ]\:L’—qj_muuﬁffﬁ)‘j] Lij—o
set portd auth basic

3. TACACS+DRBRE/ KB A E L £,

2192.168.1.252, TACACS+#—-32{Z 192.168.1.253 %

4-114

VL FiZ TACACS+Y—/3 11

BT ABEEOHTT, A LT MII0BICEELET,
U—27 Ly hF X TACACSHY — N{ZEGE L7 F—ZREL T ZEW,
EEEH—PIZERT D su 2 v RETHIL, root TlE72 < admin T TACACS+

P— NIZERRE L 7,

set auth mode tacacs

set auth tacacs server 1
set auth tacacs server 1
set auth tacacs server 1
[v—7 Ly hF®—AJ]
set auth tacacs server 2
set auth tacacs server 2
set auth tacacs server 2
(=7 by hF—AT]

set auth su_cmd username

addr 192.168. 1. 252
timeout 10
key password

addr 192.168. 1. 253
timeout 10
key password

admin

4. TACACS+0)773 vy M E LET, TACACS+H—,3112192.168.1.252, TACACS+

32

7192.168.1.253 &G LEd, XA LT U MII0OBICRELET,

\‘/»*71/y R =X TACACSHY —NITRER LT F— 2R EL T IE S0,

set acct mode tacacs

set acct tacacs server 1
set acct tacacs server 1
set acct tacacs server 1
(=27 Ly bF—AT]
set acct tacacs server 2
set acct tacacs server 2
set acct tacacs server 2

[v—7 by h&x—AT]

5. —fxa— Y PEEEH T 2T 50T AT L—

addr 192.168. 1. 252
timeout 10
key password

addr 192. 168. 1. 253
timeout 10
key password

Tk LET,

create auth access_group 2~ R T, TACACS+¥— M o@MmInsd7 FJ =

— MZ OB TIE grp) DEA normal_grp 72 HIE— k= —,
RELET, attr |
\ZHRET DO T I EEEE IMEEL

BHa—YFLHATLEOF

create auth access_group
create auth access_group

admin_grp 72 5 |33 E
HRETAHT MU Ea— M5 ONT val
WIZRHDZENTEET,

normal tacacs attr grp val normal_grp

root tacacs attr grp val admin_grp
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6. R— b=V E2HEINTEH7ZDDT VBRI N—T 28 LET,
create auth access_group =~ > R T, TACACS+#— "ol IND7 U =
— M OB TIE grpDEN grpl 72 HIER— b—HF LB L, >V TIHR— b
(1-16,20)~D7 7 ¥ A% FFA[T 25 L HICHRE L E9, RIS, grp2 e biX, ~» U 7L
A= 12032 ~DT VB AEFHATHEIIICHELET, attr ICIFET H7 FU Ea
— DA B NS val IZIRET AEOXT I EEEEENMEZICRD D Z LN TE
£,

create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2

7. 77)z;<7zv~7zx%mf’éfﬁb\i~4f®pbpﬁ&&f§i%&“ﬁbi%
T RRATN—=TPRREETERWNEE (ZOREF TiTgrp 7 Y Ba— FS@IS
N7gWnGEC, grp 7 M BE=— 1\0)1 73 create auth access_group =~ N TE
LTEEE B LRWER) 202 —FD7 7 XA ZERLET,

set auth tacacs def_user none

(2]

AL IALEBE N O 0 — H VBFE>TACACSHRFEDIEE T —PRAE 21TV E T,
——Y % TACACSHHIET D5 A 1E. REEBNIZEEEIN TV D K —FEHIBRT
L, TACACSHY — NIZHEEE LT RAT = RERQLZNRAT— REREL T ZE0,
— LT DORNAT — RRBEFE SN TR WAL, RAT— R ¥ —rF—% ANd
P TCAREEO T —INAGEIECHKIIL e 7 A VR ER YV ETOTITEELZI N,
EEEHI—FTon /A o0 su 2~ REITREG [AEETT, TACACS+H — N IZH Gk L
JemMAT— KRB B2 T — REEEFHL—FICREL T ESW, 2L, HEE
o —H oot T — k2 —HW L B VHIBRTHZ LT TEEHA,
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[TACACS+H —/\MAlDERFE ]
TACACS+H—"Da—HFELRT 7 A WVIIHRET DT M) Ea— MlZRH L £,
ARIEENFERE T E D TACACS+— WA DR K LFEIL 64 XFTT,

accounting file = /var/log/tac_plus. acct

t —Ra—YnEHK
user = somebody
login = cleartext “network”
service = smartcs {
grp = normal_grp

}

user = abc01
login = cleartext “abcdef”
service = smartcs {
grp = normal_grp

}

t EEEEHEI—YTSDEHE
user = admin
login = cleartext “network”
service = smartcs {
grp = admin_grp

}

user = manager]
login = cleartext “manager1”
service = smartcs |
grp = admin_grp
}

# R—ba—HDEHK
user = portuser01
login = cleartext “portuser01”
service = smartcs {
| grp = grpl
t 1) F7ILR—Fk(1-16,24)IZ7 Y & X A8

user = portuser02
login = cleartext “portuser02”
service = smartcs {
grp = grp2
}
# 12 7ILR—F(20-32) 7% & R E[HE

user = portuser03
login = cleartext “portuser03”
default service = permit
t 1 2DBE. REBEDOHREM set auth tacacs def_user none THY. M D.
t A—YRBAAEETCETLHLDT, COI—YFDT7IERIFEEFESNET,
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O & DD —HTxf U THEEBOMERWM 21X, EEEFHE—V LR — h 2 —FOHER) &%
ETHIEHLTEET, HEL, BHEOFE—T NI Ea—F 27 7472 MIETZEN
TX 72\ SHRUBERRY networks, inc.® X 9 72 TACACS+H— " ZF|H & TV 55413,
A=Y I N —TEIT P Ea— hEEEL TWEESLERDH D £9°,

accounting file = /var/log/tac_plus. acct

user = portuser01
login = cleartext “portuser01”
service = smartcs |
admin = admin_grp
port = grpl
}
# TSUTILER—E0-16,24) 79 £ X ATHRE

user = portuser02
login = cleartext “portuser02”
service = smartcs |
admin = admin_grp
port = grp2
}
# TSUTILR—E0-16,24) (79 & X[

create auth access_group root tacacs attr admin val admin_grp

create auth access_group portusr port 1-16, 24 tacacs attr port val grpl
create auth access_group portusr port 20-32 tacacs attr port val grp2
set auth tacacs def_user none
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4.8. 15LAN TE#EB(Q2 DD LANR— 2 EBH4 545 A2 FTHA)
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2ODLANKR— FZ28 x5t 7 A2 FTHMT % LAN JTLRMROREICHOWTHMH L E

j—o
— h Y NERE XA L7 hE— K (default)

. E"?ﬁﬂ%*ﬁ%”“@@fﬁﬁ?ﬁ : Telnet / —~/LE— R (default)

R— = —YZEE : 72 L (default)

N— b~ a JRIEE : RAM (default)

AR— b v JHREHERE - OFF (default)
YT AE— R c U T LR — b 1~48 D15 FE (9600bps)
(R ]

BRI Rk Bt Rk
Telnet25A4 72~ 1 7
192.168.3.1 NS-2250 T
Iogin:—l |? BE& ==
th1
- 192.168.1.1004(’3 2| 192.168.2.100
. _—
192.168.1.254 | LinkDown 192.168.2.254
| —% L—%
I I
4-18 LAN TR#ERQ2 2D LAN R— 224555 A > FTHA)

LEMERE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

set ipaddr eth2 192.168.2.100/24

create ip route default gateway 192.168.1.254

create ip route default gateway 192.168. 2. 254 metric 100

[ERE DfE]

1.

AIEE DL AN SmartCS.LAN1DIP 7 KL A & Ry b~ A 7{Z2192.168.1.100/24,
LAN2 DIP 7 RL AL Ry h~A7(Z192.168.2.100/24 Z 7% E L £7,
FHhF1 LAN1 & LAN2 5 7 4 /L hb— h Z7E# L. LAN2 fil> metric Z 100 IZ
REL TNy I T v 7 —RMMILET,

set hostname SmartCS

set ipaddr eth1 192.168.1.100/24

set ipaddr eth2 192.168.2.100/24

create ip route default gateway 192.168.1.254

create ip route default gateway 192.168.2.254 metric 100
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4.8. 16 LAN TR#IEBR (K> T 1 > T #HE

R T 4 2 THEREIC & %D LAN JTURME L OBEICOWTHA L £,

R R — BT : XA L7 FE— R (default)

. E"?ﬁﬂ%*ﬁ%m“\@@fﬁﬁjﬂﬁ : Telnet / —< /L& — K (default)

¢ IR— b —YEREE : 72 L (default)

cAR— b a SRR : RAM (default)

< R— b o JEREHERE : OFF (default)

« U T ILR— b 1 VU T ILAR— b 1~48 DREEE (9600bps)
(R ]

BRI RS BRI RS

TelnetV547 2k
192.168.3.1 = zzﬁom :|:1921681 wOLIJ |
— eth1 o j_r eth2
Switch | | Switch
| 192.168.1.254]
| L—% |

4-19 LAN TR#ER(R> T 1 > JH#EE)

LEMERE]

enable bonding

set hostname SmartCS

set ipaddr bond1 192.168.1.100/24

create ip route default gateway 192.168.1. 254

[EXTE DfEER]
1L KT 4 v THEZ AL ET,

enable bonding

2. RIEEDLFHNZ SmartCS.bond1 DIP 7 KL A L X vy h~ A 712192.168.1.100/24,
T 7 40 hb— MZ 192.168.1.254 Z % E L7,
set hostname SmartCS
set ipaddr bond1 192.168.1.100/24
create ip route default gateway 192.168.1.254
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4.8.17IPsec MEEFE

IPsec #6HEIZ K B VPN HEE OB EIC W T L E T,

L= R SRE

- B Gk Es ~ DB T 15

e bR
< R— b ZRIEg

< R— b JEREHEE

c U TR — K
+ IPsec e

kL bE—F

:SSH / —~/LE— K (default)

HY
: RAM(default)

: OFF (default)

U TR — N 1~48 D5 EE (9600bps)
P VARV E BB (AES128/SHAL/modp1024)

4-120

(]
<UE—Milsz> I RS E— K <tvH-Hss>
B 30.1.1.1 20.1.1.1 ]
tse
S Internet VPN @
JL—73
BEERXIER 0 0/2 [ ]
e [1y-) NS-2250-1 NS-TOKYO 10.1.1.0/24
A—b J
4-20 IPsec =& % VPN #HL
LEMERE]

[password A #1]

[password A #1]

[password A #1]

set hostname SmartGCS
set ipaddr eth1 30.1.1.1/24
create ip route default gateway 30.1.1.2

set sshd auth basic
create allowhost all service portd sshrw all

set portd connect select
set portd auth basic

set user user01 port 1-48
set user user02 port 1-48

create user user01 group portusr password

create user user02 group portusr password

create user user03 group portusr password
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set user user03 port 1-48

enable sshd

create allowhost all service sshd
set user somebody password
[password A A]

create ipsec secret psk NS-2250-1 NS-TOKYO password
Pre-Shared—Key password (BRIXEREZAN)
Retype Pre-Shared-Key password (BEaHEEH#EZAN)
set ipsec conn 1 auto add

leftid NS-2250-1

rightid NS-TOKYO

left 30.1.1.1

right 20.1.1.1

leftsubnet 30.1.1.0/24

rightsubnet 10.1.1.0/24

keyexchange ikevl

ike aec128-shal-modp1024

set ipsec conn 1 esp aec128-shal-modp1024

set ipsec conn
set ipsec conn
set ipsec conn
set ipsec conn
set ipsec conn
set ipsec conn
set ipsec conn
set ipsec conn

enable ipsec conn 1

set ipinterface ethl mtu 1280

create ipfilter input line 1 accept ethl any any esp
create ipfilter input line 2 accept ethl any any udp 500
create ipfilter input line 3 accept ethl any any udp 4500
create ipfilter input line 4 accept ethl any any tcp 22
create ipfilter input line 5 accept ethl any any icmp any
create ipfilter input line 6 drop ethl any any any

enable ipfilter

[ERE DFZER]
1. AEEOLBTNCSmartCS, LAN1OIP7Y L2 &%y h~Z271230.1.1.1/24, 57 %)L
Fb— RZ30.1.1.2% % E L ET,
set hostname SmartCS
set ipaddr ethl 30.1.1.1/24
create ip route default gateway 30.1.1.2

2. SSHOGFERESF X% R AU — K(Basic)f@fEIlZiE L, 2 TH Y Y 7R — hDOSSH / —
<NV E—RIZ, BTCOFXY hT—I T RLANSGT VB ATELLIICEELET,
set sshd auth basic

create allowhost all service portd sshrw all
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3. A—IrtL7 MEREZANZLET,
R— M —"OEFHE— % select ITEE L ET,
set portd connect select

4, N— b 2—VEEEZONIZ L E T,
set portd auth basic

5. A— h a2 —HRFETHHT 5K — = — (user01, user02)% 1ERk L £7,
create user user0l group portusr password
[password A JJ]
create user user02 group portusr password
[password A JJ]
create user user03 group portusr password
[password A JJ]

6. R—ha—FNT I/ EATELVYTNAR—FERELET,
user01~user03(L, ¥ U 7 /AR — F1~48ICT7 7 B A TE D KO ICHERAHREL E T,
set user userO1 port 1-48
set user user02 port 1-48

set user user03 port 1-48

7.SSHYZ 747 v b b AREEIZR 7 A TEDH LI AREBOSSHY — DR E ZAT
WET, ZIK%S%%@SSH“H‘—/\%ﬁfJJ IL, 2TCOXYy NT—I T RLANLAREED
SSHY—/NZT7 7B ATE L L OICHRELET, KEIC, AEEIIRRIA TV Y
A 2—PFDONRRAT— REREL T EEN,
enable sshd
create allowhost all service sshd

set user somebody password

[password A /J]
(i 2]
RIEEE O TIHHEMEFOFREIL, REE D Telnet — LR — FHh—3 \—35“(‘0)7\/ N
— I ML T IV EATELLIICHESNTVWET, EX=2U T 4 2mD572DI2, Telnet

T 7 AZHIRT 25EIE, TRROoavyr REFEITL TSN,
delete allowhost all service telnetd
delete allowhost all service portd telrw all
disable telnetd

8. IPEERIORREZITWVET,
IKETHW A HaidtA#EE2 &L ET,

X2 VT 45— T =AIDE L TAREREIZIINS-2250-1, %f M2 E OIDIZNS-TOKYO
EHEELET,
create ipsec secret psk NS-2250-1 NS-TOKYO password
Pre-Shared-Key password (BRIXERZAN)

Retype Pre-Shared-Key password (BATHERZAN)



4E FHERE

9. IPsect&ft DR SIF 2 E L 7,
IPsecHift B R 22 IFfTF 2 VAR Z & U CHfESE, BEEEM & xhhdE @IPT N
LARK y NT—J R EZFLET, IKEY 1 k2 /LIIKEvI TEE L., B 5088
DT NN XARLDHZ /V— 7 1Faec128-shal-modpl1024 % i A9 57 ﬁiﬂ’a’fﬁl/‘iﬁ‘
set ipsec conn 1 auto add
set ipsec conn 1 left 30.1.1.1
set ipsec conn 1 right 20.1.1.1
set ipsec conn 1 leftsubnet 30.1.1.0/24
set ipsec conn 1 rightsubnet 10.1.1.0/24
set ipsec conn 1 keyexchange ikev1l
set ipsec conn 1 ike aec128-shal-modp1024
set ipsec conn 1 esp aec128-shal-modp1024
enable ipsec conn 1

10. fEH4 5% v U — 272 X - TlL, set ipinterface mtu =~ > KT MTU Z @yl 72 i
ICRREL TSN,
TEDOAFNIL LAN1 @ MTU % 1280byte (Z7% & L T\ ¥,
set ipinterface ethl mtu 1280

11. %3 Z)8 U T Firewall(ipfilter) OF% € # 1TV F 97,

IPsec ZR/ T A HITEALLTZBON Ty b7 4 VAR ENLE L 2D £9,
i 21X IPsec {312 & 5 VPN £t 217\, SSH/SFTP IC L W REEICT 78 AT 5
O THiiE, IPsec i#{E® IKE(UDP 500), NAT bk 7 /N—4 /L (UDP 4500) &
SSH/SFTP(TCP 22), ICMP ZFFr[ 3% FRidd 7 4 VX REEBEKLE T,

create ipfilter input line 1 accept ethl any any esp

create ipfilter input line 2 accept eth1 any any udp 500

create ipfilter input line 3 accept eth1 any any udp 4500

create ipfilter input line 4 accept eth1 any any tcp 22

create ipfilter input line 5 accept ethl any any icmp any

create ipfilter input line 6 drop eth1 any any any

enable ipfilter
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4.8. 18 Firewall(ipfilter) D % &

4-124

KREEBOSZEA 5T =4 AZEH T 5 Firewall O EIZOWTHHA L £77,
— N — BT XA LY hE— F(default)
. E"?ﬁx}“%iféﬂ%””&@@ffﬁﬁfﬁ : Telnet / —= /L& — K (default)
A— o —PEEE 1 72 L (default)
s AR— ha SREg : RAM (default)
HR— b o Sln e : OFF (default)
« U T ILR— b U TR — b 1~8 OB E (19200bps)
ey va T a— R 1 1(Ctrl-A)
- Firewall (ipfilter) H&HE CHABNT 4 VH F AR
(#E R ]

BERMRES BERXREE

login:

Telnet9 5472k Aﬁ1 A .
192.168.2.1 NS.2250 T :
|gﬁ Gl e ‘
: 192.168.1.100

192.168.1.254

I —%4
[ § 192.168.2.254

4-21 Firewall 525

[BnE%E]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24

create ip route default gateway 192.168.1.254
set tty 1-8 baud 19200

set portd tty 1-8 cmdchar 1

create ipfilter input line 1 accept ethl any 192.168.2.0/24 icmp

create ipfilter input line 2 accept ethl any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept ethl any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop ethl any any any

enable ipfilter




4E KiEE
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[EREDfiEER]
1. AREEEOARNC SmartCS.LAN1DIP 7 RL A & Ry h~ A7 (Z192.168.1.100/24,
7 7 % /L hJb— MZ 192.168.1.254 3% E L 77,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. VU TR — bk 1~8 DZEHE % 19200bps (% E L F9,
set tty 1-8 baud 19200

3. YUTNKR—=F1~8DEy v a P Fa—Fa CtrlA ICRELET,
set portd tty 1-8 cmdchar 1

4. LAN1 &R— M2 Firewall & E %17\, 192.168.2.0/24 7> D ICMP/telnet/snmp &
telnet / —~/LE— ROKR— k7 7 & A(TCP 8108-8108) D A % it Xt 2 i% E % 1T
WET,

create ipfilter input line 1 accept ethl any 192.168.2.0/24 icmp

create ipfilter input line 2 accept eth1l any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept eth1l any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept eth1l any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop eth1 any any any

enable ipfilter
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4-126

AL 2 IPv6 BREE T ZRHNWE A DOHREIZ OV TEH LET,

C R R
- B G ~ DR T I
R N

R b R

CR— b om G AE

RE XA 17 NE— F(default)

: Telnet / —~ /L% — K (default)
: 72 L (default)

: RAM (default)

: ON(SYSLOG/NFS/FTP/ A — /L)

- KRR E :DNS 7 A4 7k
Telnet — D7 7 & ZHl[B
A=~ —D7T 7 & Xl
(#E R ]
Mail  FTP/SYSLOG/NFS
Eanaes | | wadsms | 07 =
_ 2001:db8::5 2001:db8::6
Telnet/FTPYS47 bk A
2001:dba::2 NS-2250 |€¢> —] g

login:

login:

BL[er

2001:db8::2 e
: La00tabgirt S/

DNS
H—s\

| : 2001:dba:ffff

S R 2001:db8::12

-

BEVIE S

4-22 |IPv6 DHFE

set hostname SmartCS
set ipbaddr ethl 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

set syslog host 1 2001:db8::6 portlog_facility local0 syslog_facility locall

enable syslog

set nfs server
set nfs rotate
enable nfs

set
set
add

set
set
add
set
set
set

logd
logd
logd

logd
logd
logd
logd
logd
logd

tty
tty
tty

tty
tty
tty
tty
tty
tty

NN DNDNDNDN

1 addr 2001:db8::6 path /mnt/nfslog
on 001 * %

syslog on
sendlog mail interval 180 ratio 70
mail 1 mgr@example.co. jp 2001:db8::5

syslog on

sendlog mail interval 180 ratio 70
mail 1 userl@example.co. jp 2001:db8::5
mail 1 type body

mail 1 subject “Server Status”

mail 1 sender smartcs@example. co. jp
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add logd tty 2 mail 2 user2@example. co. jp 2001:db8::5
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “Data-Center Server”
set logd tty 2 mail 2 sender smartcs@example. co. jp
set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1 2001:db8::6 password
[password A 71]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguser1 2001:db8::6 password
[password A F1]

add logd tty 4 ftp 2 loguser2 2001:db8::6 password
[password A 71]

set logd tty 5 nfs on
set logd tty 6 nfs on
set dns 1 2001:db8::12
set dns localdomain example. co. jp

delete allowhost allentry
create al lowhost 2001:dba::/64 service telnetd
create al lowhost 2001:dba::/64 service portd telrw

[E% 7 D g ]
1. AIEEOLETNC SmartCS.LAN1 D IPv6 7 KL 2 & v h~ A 712 2001:db&::2/64.
7 7 4 /L hb— MZ 2001:db8:ffff Z 54 E L £7,
set hostname SmartCS
set ip6addr eth1l 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

2. SYSLOG 7 94 7V FNEHELET,
N—=tu 777 U7 ¢i%local0, AZEfE D )4 % SYSLOG D7 7 2 U 7 1 % locall
T, SYSLOG #—~3(2001:db8:6)IZ (5 L £ 7,
SYSLOG D% & % 3 L 7= C. enable syslog =~ > K TSYSLOG 7 A4 7 b &
AN LET,
set syslog host 1 2001:db8::6 portlog_facility localO syslog_facility locall

enable syslog

3. RIEEDNFS 7/ 747 b aRELET,
NFS #—/3/% 2001:db8::6, NFS H—/ D <D > /A X [E/mnt/nfslog, NFS H—/3
ICRHET A0V ZBA1IB0RKORICA—T—2a v LET,
set nfs server 1 addr 2001:db8::6 path /mnt/nfslog
set nfs rotate 0 0 1 * *

enable nfs

4. YT LR—F1DOSYSLOGH /1 ZONIZERE L. EEHAIRERD X v —U RN &
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. U TR — F3DSYSLOGH! /14 ONI

D EEIZSYSLOGY —ANICTEHEESIN D L) ICERELET, 612, A— e 7z EHr
WA=V ET DREEZITVET,
TROBRETIE, 18077HED L IR — b 74 XDT0%IZEE LA 2, Mailt
—,3(2001:db8::5) & #¢H L CAR— k 17 7 Zmgr@example.co.jplZ %5 L £,
EEINDA—NDOH TV MREEFEHEA—NLT FLA, R—hFn 70)‘9?1§j5?£
THHARORENKMENET, A—LOH 7P =7 MMlldportlog TTY_ & = 15
FA—LT KL R Tidportust@ “AIEEDR A M4 . “a—H L RAAL " | R—h
BIEA=NVDEAN 7 7 A E LTEESNET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 2001:db8::5

. ¥ U FAKE— h20SYSLOGH! 7 % ONIZEE A L ffﬁxf%%’f%%””@)‘ yE— VB

N EIZSYSLOGY — NIZEEEND LIHICEELET, E5I2, A— e 72 EHH
WA= VIEET DR ELITVET,
TREORETIE, 18040HED LA —ra 7Y A4 ZDT70%IZE LT-HE12. Mailt

—/3(2001:db8::5) % L CAR— k1 7 Zuserl@example.co.jp & user2@example.co.jp
WCEELET,
userl@example.cojplZiEET D A —id, V7 V=7 +%& “Server Status” . A—/b
%{E# % smartcs@example.cojpd L £,
user2@example.co.jplZEFTH A —/ik, ¥ 7Y =7 F% “Data-Center Server” .
A —)VIk(EF % smartcs@example.cojp & LE T,
RN—= b~ ZE A=)V ORI L TIEELE T,

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 2001:db8::5

set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp

add logd tty 2 mail 2 user2@example.co.jp 2001:db8::5

set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject "Data-Center Server"

set logd tty 2 mail 2 sender smartcs@example.co.jp

WZERE L ’fﬁﬂ%ﬁ%%””@)‘ yﬁz—\‘/“ﬁi‘u”jjjé
NDEIZSYSLOGH — NICEE S ND XV ICRELE T, SHIT, A— br 7z i
(CFTPEE T DRELITVET,

TREOBRE T, 1805MAS L IR — hr /¥4 XDT0%ICEE L= a2, FTPY
—/3(2001:db8::6) Dloguser LIZFTP/E L £ 97,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 2001:db8::6 password

[password A 7]



4E FHERE

7. VTR — F4DSYSLOGH /) ZONIZRRE L. BB EGR O A v — VR ) S
LD EEIZSYSLOGY —ANITEEESIN D KO ICERELET, 612, A— e 7z EHr
WZFTPRE T 2R EEZITVET,

TROBRETIE, 1807 HMES L IEA— hu 791 XD70%I2#E L= %HE12, FTPY
—/3(2001:db8::6) Dloguserl & loguser2{ZFTPIA(E L £ 47,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 2001:db8::6 password

[password A JJ]

add logd tty 4 ftp 2 loguser2 2001:db8::6 password

[password A JJ]

8. YU T NAR—=F5L6MONFSZONIZHE L, BRMBEIRD A v =B Eh D K
(ENFSH—NITRMFSND & O ITRRE Li?‘
set logd tty 5 nfs on
set logd tty 6 nfs on

9. KEEDDNS 7 747 MEREEZRELET,
%m%&#é%@DNS#wA&Lf2mm&ﬁn2%%ﬁbifo
n— B KA AL LT example.cojp Z7%E L E7,

set dns 1 2001:db8::12
set dns localdomain example.co.jp

10. AR E D Telnet »— &R — b —R"~DT 7 ZHIREHRELET,
2001:dba/64 DR bV —2 D DI, KIEED Telnet H— Nk LUK — hH—
W27 7 BEREFALET,

THHEREORE TIET X TOR Y hT—InbDT 7B ARFAI SN TNET DT,
1L LI delete a2~ RTREDHIBRZ EITLET,

delete allowhost allentry

create allowhost 2001:dba::/64 service telnetd

create allowhost 2001:dba::/64 service portd telrw
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5.1

5-2

SEHRORT

511 W—FOz7EHRYV I bz 7ERORT

RIEEDN— R 2 THERLCV AT LY 7 b =27 OFRAEFERT HI21E. show version
avy REEITLET, Ra<vr NiE, VATALAY 7 NI T7OAA—T 3 UROEEBE,
VAT LEEIFRE], VU TAE TR EEFRRLET,

(c) NS-2250# show version

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX: XX
Number of MAC Address : 2

Model : NS-2250-48 (48 port)
Serial No. o OXXXXXXXX

BootROM D Ver X.X. X

Main Board CPU : eb00v2 (533. 333328MHz)
Main Memory © 1025216 KBytes

Boot System > main (Ver 1.0)

Boot Config © external startupl

Main System : Ver 1.0

Backup System > Ver 1.0

(c) NS-2250#
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5.1.2 ZERBO—ERT

AIEEORESCHIHER, n /7 R E0EEFEREZ 5L TR AT 521X, show support
avy REFITLET,
show support =~ > R T 2 EFHRZ FRICFEH L ET,

show support &%k

Version information

SYSTEM information
temperature information
Host information

slot information

CPU information

Memory information

Process information

Bonding information

Ether port information
Ether port statistics information
IP6 information

IP host information

IP route information

IP6 route information
ipfilter information
ip6filter information

ipsec information

IP/1IP6 statistics information
DNS information
ARP/NDP/TCP/UDP information
User information

Login User information

SNMP information

LLDP information

SNTP information

Syslog information

NFS information

AUTH Access_Group information
AUTH information

ACCT information

Portd information

Portd session information
Ttymanage information

TTY information

TTY stats information
Logd information

Logd stats information
Console information
Console stats information
Service information
HTTP/HTTPS information
Allowhost information
Startup config information
Running configuration
system information
network information

i2c information

system profile

ttymanage log

command log

webapi log

console log

boot log

system log

Ko<y RiE, BERFICERENEZA v =0 ERR ECORBOR V2 F R LET
DT, BREREEEEICRTESIN TS CONSOLE R— ks ETEITTA LD, v MY
— 7 kB L7z Telnet/SSH 7 Z A4 7 b BFEITTHIE I N L TWET,

72, show support =2~ RTRRINDHEFER 7 ORFITEITHRK 500 77T, T
Ton 7 h2E£ T 58451, show support detail 2~ REFEITL T ZEN,

Zoaxy FOMAARL, B R— MEREHT 2 DO THARICEL TTBEATE
E VA
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T 213 show support =~ > KDFEITHI T,

(c)NS-22504# show supportd
===== gtart of show support =====
Fri Jul 03 19:32:04 JST 2015

===== Version information =====

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX: XX
Number of MAC Address : 2

Model : NS-2250-48 (48 port)
Serial No. o OXXXXXXXX

BootROM D Ver X.X. X

Main Board CPU : eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

Boot System > main (Ver 1.0)

Boot Config : external startupl

Main System © Ver 1.0

Backup System > Ver 1.0

Timezone is “Tokyo”

===== Host information =====
Hostname © NS-2250
TcpKeepAlive : 180

IPaddress (eth1) : 192.168.1.1/24
IPaddress (eth2) : -

hostname
NS-2250

. AR

===== end of show support ====
(c)NS-22501
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show support =~ > KD FEITHE R % support.log 7 7 A WITRFET HZ L L TEFET,
RAFTE L AR— MERIT1LOTT,

(c)NS-2250# show support file writed
write support log..

comp lete.
(c)NS-22501

BRI A XETRROa~y RTHERTEET,

(c)NS-2250# show support file info<

<{show support log file>

name date size

support. log 2015/08/19 14:57:28 183502

(c) NS-2250#

17 L7z support.log 7 7 A ML FRid 2~ KT FTP/TFTP % — N CHEik TE £7,

(c)NS-2250# ftp support <FTPH—/\D IP 7 KL X>J
L LLIE
(c)NS-2250# tftp put support <TFTP H—/s@D IP 7 KL X >d

FTP 7 74 7 k525 supportlog 7 7 A V& BGT BB AT FTic OBRIEEITVET,

$ ftp 192.168.1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup): verupd

331 Password required for verup
Password: d
230-

Welcome to NS-2250.
“/verupfiles” : version-up files

”/support” . support files
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230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> cd supportd

250 CWD command successful

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 232, 70).

150 Opening BINARY mode data connection for file |ist
-rw-rw-rw—- 10 root 214866 Aug 20 13:29 support. log
226 Transfer complete

ftp> bind

200 Type set to I

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> get support. logd

local: support. log remote: support. log

227 Entering Passive Mode (192.168.1.100, 219, 240).

150 Opening BINARY mode data connection for support. log (214866 bytes)
R O O e e e R

226 Transfer complete

214866 bytes received in 0.0156 secs (1.3e+04 Kbytes/sec)

ftp> quitd

221 Goodbye.

$

support.Jog 7 7 A VOHIERIZ Tt 2~ R2FTT 50 b LIFEEZFHEEH L T
éb\o

(c)NS-22501# show support file deleted

delete support. log [y/n] ?_yd
(c)NS-2250¢#
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EHE RS

5.2 AVI4TDEE

521 RA—+ 7y T I774ILD—ERT

AEBIZSMOALZ— T v 777 ANUSB AEVIZ 4 77 AL, REEBNEICL 7 7

AW EFIAELTOET,

AEEEIZUSB AT U BRHEAINTWEHEAEIE, USBAEYDT 74NV DAL — T v
T rANNEE a7 4 T L THRAAENLET,
USB A E U FEASIN TR WGE  AREENILOT 74V DAL~ T v T 77 A )V

AR ET,

ARL—ay

E—F

HERAE(RAM)

writeaAY K

EEAL
RE—b+T7VT
TTAIVERTE

5-1

N S H

’[ Syz=ogavoqy }7

Lo -E» startup 2 77 AL *}*

[ -E» startup 4 771 )L ,},

startup 1 774)L ,},

startup 3 77 1)L *}*

fffff

USBAEY

startup 1 771 )L g»

startup 2 771 )L ,},
startup 3 774 )L *}*

startup 4 77 1)L *}*

,,,,,

BRELE

HCED
BEVI1TIE,
default startupa <R T

A=+ 7T I774I
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A= RNT v 7T 7 A NVDO—EHEKRIE, show config info =2~ R %

ES

A

j—,

Liﬁ—o

(c)NS-2250# show config infod
boot startup : external startupl

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c)NS-2250#
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522 RA—+F7yvTI74ILDBREDRT

AHEE N EENRFICTEAIANTEA S — 8T v 77 7 4 VOIE#R % F£/RT 521X, show config
startup 2~ FEFETLET,

(c)NS-2250# show config startup<
=== show external startupl ===

# System configuration

set timezone Tokyo

i

# IP configuration

set hostname NS-2250

set ipaddr ethl 192.168.0. 1

i

# User configuration

create user somebody group normal uid 100
create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

i

# Network service configuration
create allowhost all service all

(c) NS-2250#

WBELIEAX =T v T 77 A NVEFRRT 58550 : USB AE Y O startupd 7 7 A /L)
%, FiLo X 912 show config startup 2~ > FIZA 7> g v 2HEEL TETLET,

(c)NS-22501# show config startup 4 external<
=== show external startup4 ===

# System configuration (external #4)
i

# System configuration

set timezone Tokyo

i

# IP configuration

set hostname NS-2250

set ipaddr eth1l 192.168.0. 1

. BB
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5.2.3 BHIRKRICHAALDAEI—FTP YT I7AILDER

EBENRFICHAAENDAX — N T v 77 7 A WL USB AE Y EARIEFENETO®FIZH Y |
THHATRFION TS startupl 7 7 A VBT T ANV NDAZ— T T T7 7 A& LT
ESNTVET,

AIEEEIZUSB AT BHEAINTWEEEIL. BT USBAEI DT 74V hOAK— |
T T T ANDREGEIAENE T, USB AE U BHAIN TWRWEES, REBNEOT
THNWVIDAZ—=RT T T 7 A IVNFHHPAENET,

TITHNINDAR— T w777 A NVEEET HIZIL, default startup =~ REFEITL
F7, BIZiE, USBAEVDT 74V DAX— KT v 77 7 A )% startupd 7 7 1 /L
WCEFET DAL, FTed & 912 default startup =~ FicA 7 a V&2 EE L THEITL
ij—o

(c)NS-2250# default startup 3 externald
(c)NS-22501

FITFIWVEDAZ— T v 777 A%, show configinfo =~ FTHERTE £,
FTIT ANV INDAL— T v 77 7 AL default #liC [+ BNFEREINFET,

(c)NS-2250# show config info<
boot startup : external startupil

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup? Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c)NS-2250#
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524 RA—Fr7vTT7ALDaAE—

AB— KT v 7T 7 A )NEaA—F 5IZiL. copy startup 2~ > RE&FETLET,Hl 21X,
USB # & U @ startupl 7 7 A /L% USB A £ U ® startup2 7 7 A /W2 2 B —F 535 1%,
TFD X DI copy startup 2~ > NiZA 7 v a v EFEEL TEITLET,

(c)NS-2250# copy startup 1 external to startup 2 external<

Do you really want to copy external startupl to external startup? [y/n] ? yd
(c) NS-22501

5.2 RA—+ 7T I774ILDHEDHI T

AB—=NT T T 7ANOTEE 7 VT 5(TIGHRHCE )L, clear startup =+
Y REEITLET, HlziX, USB A€V LEENTHO startup2 7 7 A VOFHZ 7 VT
THEAIE. FRid Xk 912 clear startup =~ > RIcA 7o a v 2EE L TEITLET,

(c)NS-2250# clear startup 24

Do you really want to clear external & internal startup? [y/n] ? yd_
(c) NS-22504

TRTCODARAEZ—= LT v T T77ANE 7 VT TIHHEEF TR all &7 v a U ERELTE
1ITLET,

(c)NS-2250# clear startup alld

Do you really want to clear external & internal startupl-startupd [y/n] ? y<
(c) NS-22504
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526 =273 74T DRE

ALEE T BEIFICHEIOAATT AZ— T v P 7 7 A VI EN TWAREa~ L R0,
TEENE) L CHEEEHEENIT LR Ea~ Y e, REEONHEAETY RigT
=T a4 7 LTEBRLTWET,

KEEDT =T a7 4 7 %F T 521X, show config running =~ > K& 5T L
ij—o

(c)NS-2250# show config running<

echo “SYSTEM configuration...”

i

set timezone Tokyo

#

echo “IP configuration...”

i

set hostname NS-2250

set ipaddr ethl 192.168.1.1/24

i

echo “IP6 configuration...”

i

create ip6

set ipbaddr eth1 2001:db8::2/64

#

echo “User configuration...”

i

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

#

echo “IP ROUTE configuration...”

#

create ip route 0.0.0.0/0 gateway 192. 168. 1. 254
#

#

echo “IP6 ROUTE configuration...”

#

create ip6route ::/0 gateway 2001:db8::ffff
i

i

echo “Network service configuration...”

i

enable sshd

create allowhost all service telnetd
create allowhost all service portd telrw all
i
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52271 RA—=F+T7 v T T 74 IILDEEFTP H—/\)

AAEEDO FTP 4 — N2 LT, A — T v T 77 A NEEETHZENTEET,
(NS-2240 OFKEXEET LHAIE (R E  NS-2240 725 OREBITHOEE N 25
BLTLEEY, )

FIPV— N L BAARF—= T v 77 7 ANDEGEILZ AREEDOIPT N A2A%1192.168.1.100] .
FTP 7 547 O IP7 KL 2% [192.168.1.1] & LTI L £,

(1) AR E

AEEE D FTP REZITWVET,

enable ftp =~ RTFTP +— "L EH L, FTP 7 747 > F b AREED FTP —
W27 7B ATE D X 91T create allowhost 2~ REFEITLET,

FTP TR T % setup =2 —HIZXAT— REFHELET,

SSH 7m ba v zFIHLTWA SFTP 7 54 7> F AT 585413, 14.6.4 SSH &
—/I\DFRE| & [4.6.5 BEY—/I\OT7IERFR 22M L, KEED SSH — 1%
BRIELTLEEN,

(c)NS-2250# enable ftpd<
(c)NS-2250# create al lowhost all service ftpd<
(c)NS-2250# set user setup password<

Changing password for user setup

New password:<

Retype new password:<

passwd: all|l authentication tokens updated successfully
(c) NS-22504#

Q) FIP 7 74T FTHEFE L, REEDAS — T v 777 A VETST 555

USB A€ U @ startupl 7 7 A V=S T 5 FIRICOW TR L ET,

FTP 7 A4 7 FTCftp 2~ FEFEITL T, setup z—H T s LET,

$ ftp 192.168.1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP Service.

Name (192.168.1.100:setup) : setupd

331 Please specify the password
Password:d

230 Login successful.

ftp>
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FTP TAREEICO /A L Lizb Is A~y REFEITLTCAX = NT v 77 A VERERL
9, REEBNEOAHF — T v 77 7 A /i% internalfiles 5 4 L7 b U2, USB 2%
VDAHR— T v 7757 A% externalfiles 7 4 L7 b U DO FITREINTWET,

cd =< FT externalfiles IZBEIL, fE, 1s 2~V R TAY— T v 777 A )VEHE
BLET, OT 4 L7 NIRRT 7 A VOBIEIFITHORNTLIEE N,

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

| rwXrwxrwx 10 0 10 Oct 06 07:51 externalfiles
| rwXrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK

ftp> cd externalfiles<
250 Directory successful ly changed.

ftp> Is<
227 Entering Passive Mode (192.168.1.100, 43,110)
150 Here comes the directory listing

—rw-rw-r-—— 10 198 720 Oct 08 12:52  startupl
—rw-rw-r-—— 10 198 534 Oct 06 10:33 startup2
—rw-rw-r—— 10 198 534 Oct 06 10:34 startup3
—rw-rw-r-—— 10 198 534 Oct 06 10:34 startup4
—rw-rw-r—— 10 198 2 Jun 25 10:21  startup_number
226 Directory send OK

ftp>

USB AE Y ® startupl 7 7 A /L% CSl-startupl &\ 5 7 7 A /W4 THEAF L, FTP & #&
TLET,

ftp> get startupl CS1-startupl<

local: startupl remote: GS1-startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.

$
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B)FTP 7 T AT > TR L, REBBIZAZ— T v T 7 7 A NVEETLHE

FTIP 2V 947 N EDAZ— 7 v 77 74 /L% USB AE U O startupl 7 7 A /VIZHRE
T 5 FNRICOW TR L E T,
FTP 7 947 FTCftp a2~ REFEITL T, setup 2—H T s/ LET,

$ ftp 192.168.1. 100«
Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP service.

Name (192.168.1.100:setup) : setup<

331 Please specify the password
Password:d

230 Login successful.

ftp>

FTP TAEEIZa /A v L ls a~y FEFEITLTAXY— T v 77 A VEHERL
FT, REBFBNIHEOALX — T v 777 A/ internalfiles 7 1 L7 F U2, USB A&
VDAY — T v 77 7 A /WT externalfiles 7 4 L7 b U O FIZRE SN TWET,

cd =~ RT externalfiles 74 L7 FVICBEIL, BE, Is av > RTRE— T v
T ANEHERLET,

OT 4 L7 NURT 7 A VOBIEIIITDRN T IZ S0,

ftpr_lsd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

| FWXrwxrwx 10 0 10 Oct 06 07:51 externalfiles
| rWXrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK

ftp> cd externalfiles<
250 Directory successful ly changed.

ftp> Is<
227 Entering Passive Mode (192.168.1.100, 43,110)
150 Here comes the directory listing

—rw-rw-r— 10 198 720 Oct 08 12:52 startupl
—rW-rw-r— 10 198 534 Oct 06 10:33 startup?
—rw-rw-r— 10 198 534 Oct 06 10:34 startup3
—rw-rw-r— 10 198 534 Oct 06 10:34 startup4
—rw-rw-r— 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK

ftp>
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FTP 7 747 FNODAZ— T v 777 A% USB AEY D startupl 7 7 A /VIZHRE
L. FTP##TLET,

ftp> put CS1-startupl startupl<

local: GS1-startupl remote: startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.

$

FTP © USB A€V @ startupl 7 7 A MZHzE L ThH, startupl 7 7 A VDR EIXT
=T ar 7 4 ZIEKmEREE A,

Fomy T ar 7 4 7T startupl 7 7 A VORE L KBS BB EA1T AEE 2 HiEE L
TLIE&EW,

(c)NS-2250# reboot startup 1<
Do you really want to reboot with main system and startupl [y/n] y<d
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528 RA—FrT7 VT IT7AILDEEFTP I ZA4T 2 R)

(1)

AHEED FTP 7 94T FafH LT, AX— T v T 77 A NVEHRETDHZ LN TE
E3c

(NS-2240 OB E & 6T HHE1 (T8 E  NS-2240 76 OREBITREOEE S %
LTS EEW, )

\\\}k

FTP 7/ 947 MTRDAZ = T v 77 7 A VOIREIT, AKEED IP 7 FL 2%
[192.168.1.100) . FTP % — D IP 7 FL A% [192.168.1.1) & L THHI L £,

RIEED RS — T v 77 74 V& FIP »— IR ET D5

AKIEED USB A€ U O startupl 7 7 1 /L%, CSl-startupl &9 7 7 A /L4 T FTP 4
—IZRFET D RIEHIC OV THEBA L £,

(c)NS-2250# ftp setup external 192.168.1.1<
220 FTP Server ready

Name (192.168.1.1:user1): user1d

331 Password required for userl
Password:

230 User userl logged in

ftp> put startupl CS1-startupl<

local: startupl remote: CS1-startupl

227 Entering Passive Mode (192.168.1.1, 170, 246).

150 Opening BINARY mode data connection for CS1-startupl
ftp> quitd

221 Goodbye

(c) NS-2250t
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(2)

FIP = RDAX — N T v 77 7 A N EARKEEIRET D5

FTP ¥ — NI & & T b CSl-startupl 7 7 A L& A%EE D USB A Y @ startupl
7 7 A WVIRAET D FNRIC OV T L E T,

A LTEAZ— T v 77 7 A VOB IIAEE O FREN S LB TT,

(c)NS-2250# ftp setup external 192.168.1.1d
Connected to 192.168.1.1 (192.168.1.1)

220 FTP Server ready

Name (192.168.1.1:user1): userld

331 Password required for userl
Password:

230 User userl logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> get CSi-startupl startupl<

local: startupl remote: CS1-startupl

227 Entering Passive Mode (192.168.1.1,216, 249).

150 Opening BINARY mode data connection for CS-startupl (1476 bytes)
ftp>
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529 RA—FrT7 VT I 74 ILDEETFTIP V3472 F)

(1)

(2)

AIEEDAR — T v 77 7 A NV%& TFTP — R fFE L7720 . TFTP — " CTEHE L T
WHRAR— KT v T 77 A NEREBICEET HZENTEET,

(NS-2240 DR E Z kT 55 51E 18k E  NS-2240 205 DR TEBATHOEE S &5
LTS EEW, )

TFTPIC LA A — N T v P77 A VOERENEIT AEEBEOIP 7 FLA2%41192.168.1.100] .
TFTP — "D IP 7 KL 2% [192.168.1.1] S{REL#RBHAL E7,

AILBED AL — T v 77 7 A vz TFTP = NIRAFT 256
KREEBDOAS — T v 7774 /V%E TFTP % — NIZIRFET BHITIE Tt OB IEEZ TV ET,
startupl 7 7 A /L% TFTP Y — N2/ AFT 2 FINAIZOWTHBA L £ 7

(c)NS-2250# tftp put setup startup 1 external 192.168.1.1
(c) NS-2250¢

TFTP = NTEHL TWDIAZ— T v 77 7 A Ve REEICEHET D56

TFTP — R CTHEP L TV 5 startupl 7 7 A VA ARBEE [ZRFET D FINEICOW TR L
7,

ML LIZRAE — T v 7 7 A VDRI & O F #3243 T,

(c)NS-2250# tftp get setup startup 1 external 192.168.1.1J
(c) NS-2250¢
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aVyY—ILBIdDRA

AREFEDO ) — )L A vE—1F, CONSOLE A — Mok LI-EEEFRERICE RSN
T, ¥, BRI a Y- AvE—UlF, ary—rn sl LTREBNICH R
FENET,

AREEIRFELTWDETOa Yy Y —vuaZ #HF T 5I2iE, show log console =~
f\%’i’?ﬁéﬁbi@’ F 7 a L TIITT S L 1MByte 5 %Téﬂiﬁ‘

(c)NS-2250# show log consoled
Sep 23 15:24:05 port_logd: <TTY32> started
IMByte 73 & &R

(c) NS-2250#

For T BT E AR E T 586 1%, show log console T~ > RIZITH A2 E L CEITLET,

(c)NS-2250# show log console 204
Sep 23 15:24:05 port_logd: <TTY32> started
20 ITR =R

(c) NS-2250#

BRIESNTVWAHETOary Y —Ln VxHERT HIZIX, show log console detail =~ >
REFITLET,

(c)NS-2250# show log console detail<
Sep 23 15:24:05 port_logd: <TTY32> started
ETOOTERT

(c) NS-2250#

:z‘/y~—/1/7< vt —% CONSOLE ~— MIHH L- @& imRICE R LR b, [
IRFLZ N7 —27 E®D Telnet/SSH 7 7 A4 7> MRIZa VY — N A v —VEFRSH
Z)&J:]:\ Telnet/SSH 7 74 7> h225 console =2~ REFEITLET,

dv s REBIC, HASHB Y Yl A vt —U % Telnet/SSH 2 54 7 3 kO
RlizFErRENET,

ALYV A=V DORREEIET D E XX console off A~ REEITLET,

(0) NS-2250# consoled IVY—ILAvE—URT
(0)NS-2250# console offd =aA>y—LAvt—SkRT
(0) NS—22501

ayYy—nu7iE, SYSLOG #—NZEE L ThRFETHZ L b TEE9, SYSLOG H—
NOFREHTET. T14.7.3 SYSLOG YV 5472 FDFRE] 2L TIZS0,
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5.4 SNMP [C&X B AREENDEE

AL E X SNMP Version1/Version2c/Version3 &4 — k L TWE T, SNMP H— 3732
592 MIB OERZAREENZETD L. TOERITS U= a LB MIB i %
SNMP H— Nzl L9,

Fio. ALEEITZ SNMP K7 v TREEA A L TVDHD T, 1] 52D R K TAREE
FEB) L7200 | REEICHR L QO DG n 4w o LIZRRIC, SNMP R 7 > 7%
SNMP + — AN IZEFLTCEE2MbFD 2 ENAETCT, MT v i
Version1/Version2/Version3 XX O WT NN CERFETHINERETH I ENTETET,

BERMREE || ERNRMESE

SNMPH—/\

@ BE:

SNMP +5vF
SNMP MIB7 72X Serial DSR Trap
[ B SR Coldstart Trap

| NS-2250

VFO#EH SR ot
20t

5-2 SNMP #gE

AIEE O SNMPHEAREZFIH T 2121, TR FIECTAEERE & SNMP YV —"Z2FHELE T,

D A#EEOSNMP =— x> MERRZHELE T,

AHEE D SNMP = — 2 = > MEREIT 2.4 EREE#EE 22K LTSN,

A2EED SNMP =— V= > MEREOHREIX [4.7.2 SNWPI—P 2 FDRE) 25
LT 7Z&Ewn,

ARIEE 2 ST 52D OFERARIEBEDOIP 7 LA /a3 2=F 47 7 & AH)

%Z SNMP H— NI E LET,

® MEZE U T, SNMP — NIAREEO MIB 7 7 A VEA >R — R LET,
AAEE D MIB 7 7 A ik, kAR — 22— (http://www.seiko-sol.co.jp/) 75
Hyrma—RLTL7ZEN,

S)
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5.5 DARATLYIT RO TDER
RIEBEBDYV AT ALY T "D =T ORERRIZOWTHIAL E7,
AIEEBDY AT LY T MU = TIIARENEBICHEE L CWET,
WERICHMATAY AT LAY 7 b =T (main) &, VAT ALY 7 Y= 7 (main) X F)H T
ERWEAICHEHT 2V AT LAY 7 b =T (backup) D 2 ODY AT LY 7 b =T B

WLTWET,

CD2ODVATAY T M2 TIIFE TV REZAZ LN TEET,

(main)

[ ’/Z?A‘J?h'ﬁ:?}

(backup)

[ 917_'/-\‘/7!"717}

X 53 YAFLYITFIITOER

55,1 BT HVRATFLYIRITIT7DYYEZ

BENTHAT LY T b =T 280X L5T7IEIE reboot =~ RTHRIET S ik L
ROM £ =% THRET 2 HED 2 R H YV £,

(1) reboot A~ RIZKDZEEIL AT LY 7 by =7 0H0 iz
HEERFICHRAIAT Y AT LAY 7 h U =T % reboot I~ RCTHRETHZ ENTE F1,
HERERIC AT LY 7 b v x T (backup) & it AT EX, FTidda~y REETLE
7,

(c)NS-2250# reboot backup<
Do you really want to reboot with backup system and startupl [y/n] ? yd_
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(2)

ROME=H L DEEBC AT LAY 7 =T OU0Ex

HEOEFR ONES L < it shutdown 2~ v RETRICHEAAD VAT LAY 7 b =T %
ROM =X TIETHIENTEET,

VAT ALY T b 2T (main) Ml SO EIZ LY BETE WA X . ROM € =4 T,
boot b =~ RZEITL T, VAT ALY 7 b7 =7 (backup) THEEI L T 7Z&EW,

ROM €= XX DI AT LAY 7 b7 DYV IR FIEZ LI FICHBALET,

OA#i#E D CONSOLE AN — NI EEEE Fbh AR & Hfe L £77,
QOARBEEDOERZ ON IZ LT, EEEHIEARIZ “Hit Enter key to stop autoboot:” 73

ForInen, FIVF—rF—Z2MF L, ROME=4%® MON>7'wn 7 &%
REIEET

Hit Enter key to stop autoboot:
MON>

@boot 2~ NiZ-bA 7Y a v EHEELT, VAT LY 7 b7 =7 (backup) &
EEh L E9,

MON> boot —b<
ROM Boot

ROM E=% O#fx {48 D RMME=%H] 2B L T F UV,
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(3)

VAT ALY T MU =T OWER
VAT ALY 7 b7 2T (backup) NEENTH L, TRt LK v A LLET (T
Y7 hORNT T+ mFEREINET),

NS-2250 login: root<
Password:d
* (c) NS-2250%

BELEVATLAY 7 b7 TREILEZ & 2MERT 572912, show version =~ K
EEMALTC, BELEVATAY 7 =T ERX—Va VEERLET,

* (c)NS-2250# show versiond

System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX: XX
Number of MAC Address : 2

Model : NS-2250-48 (48 port)
Serial No. o XXXXXXXX

BootROM D Ver X.X. X

Main Board CPU : eb00v2 (533. 333328MHz)
Main Memory : 1025216 KBytes

Boot System . backup (Ver 1.0)

Boot Config : external startupl

Main System © Ver 1.0.1

Backup System > Ver 1.0

* (c)NS-22504#
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55,2 SRTFLY I bz TOIE—

ARIEEDOV AT LY 7 7 =27 1E, main & backup M Cabt—325Z N TEET,
VAT ALY 7 b =T (main)E AT LY 7 b T (backup)ll 2 B —9 521X, Fid
X 912 copy system =~ REZETFLET,

(c)NS-22501# copy system main to backup<

Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes. .. done

copy successful

(c)NS-2250#

5.5.3 YATLYVI bz T7DIEIR

TR—, VAT LY 7 U =7 (main) BENTEE TERVREICH>TH, VAT LAY
Zhu T Oavr—EEAZFIHTIE. AT LY 7 Y =T (backup)Z Y AT LY T b
Vx7(mainlla =L T, VAT LAY 7 b =7 (main)ZEIHT 252 ENA[EETT,
AT ALY T b =T (backup)Z Y AT ALY 7 F 7 = 7 (main)il A —+ 5551, R
T LY 7 bz 7 (backup) TEE) L2 T, FiLd X 512 copy system 2~ REFEITL
EJ e

MON> boot —b<
ROM Boot

NS-2250 login: rootd

Password: J_

* (c)NS-2250# copy system backup to main<

Do you copy backup system to main system [y/n] ? yd
Please wait a few minutes...done

copy successful

* (c) NS-2250#

ROM E=% OFMIL 188D ROME=%] 2L T FEW,
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5.5.4 ERTDF7AINIZEKBN—=2a3 0Ty Tin—S308my

N g Ty TIR—=Ta X OFEIZOWNT RIS L ET,

TREOETHNL, AEEED IP 7 KL A% [192.168.1.100) . FTP/TFTP #— D IP 7
KL 2% [192.168.1.101) & LTHAL CTWET,

W=D a7y TIN—=a Ty T REEEICEET D27 7 ANV R 57200 T
TEPFNEIXF LT,

(1) #3757 A NVDOANTFE

N g T o TINRN—=TarZF - ADEST7 7 A0 [(#l)system.2250.v101] = AFL
TLEEW,
7257 7 A NVDAFHFEFT IREARFE S L <38V R— MO £ TBHGEEEN,

@) N=Va Ty F/R=Ta YO T

T T ANEERET DA, ERENE 2 VT LET,

(c)NS-2250# verup cleanupd
clean up successful
(c)NS-22501

(3) #4537 7 A VDR

TROWTNDDITIETENS T 7 A Ve REEITHRE L E T,
C ARHEE O titp 2~ REMHHT 5 Gk
c REEEOD ftp o~ REMHHT 5 HiE
- FTP/SFTP 7 54 7 > b 4% ik

WALLE O titp 2~ > R&2fEH 2 ik

TFTP % — N2 7 7 4 V% system & WO LRI THRIELET,
TiEa~wyr F&2E4TL. TFTP +—,3(192.168.1. 10D 6 E S 7 7 A V2 BE L £,

(c)NS-2250# tftp get verup system 192.168.1.1014
(c)NS-22501
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WALLE D ftp 2~ AT 5 515

FTP YV — 257 7 A V% system & V) AT CIRFE L ET,

AIEFE NS Fiia~y REFEITL, FTP ¥ —-3(192.168.1.10 D205 745 7 7 A V& BfG L
ES

AHEE 1T T system EWVVD T 7 A N TENS T 7 ANVEREFELTLIESN,

FTP #ENRIM L7561, . FIP X EEZFEIT LTI E SN,

T T ANMEIMLTNNA TV E—REFE LT EEN,

(c)NS-2250# ftp verup 192.168.1.101
Connected to 192.168.1.101 (192.168.1.101).
220 FTP Server ready

Name (192.168.1.101:user1): userld

331 Password required for userl

Password:

230 User userl logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> get system. 2250.v101 systemd

local: system remote: system.2250.v101
227 Entering Passive Mode (192.168.1.101, 218, 103).
150 Opening BINARY mode data connection for system.v101 (3866548 bytes)

B
e
B
HAH

226 Transfer complete

3866548 bytes received in 0.333 secs (11607.59 Kbytes/sec)
ftp> quit

221 Goodbye.

#

WEFTP/SFTP 7 A 7 M &AM+ % 51k

enable ftpd =~ K& 3FEIT L AR O FTP »— " Z2H2h2 L £ 9, KIZ. create allowhost
a~vr REFETLT, 729472 bk o O FTP/SFTP ##c 7] L £77,

N—= a7 v Fa—P(verupll AT — RE2RELET,

SSH v ha v HMHLTWS SFTP 7 74 7 > b afHT 55613, 4.6.4 SSH H
—/I\DFFE] & [46.5 RBEY—N\OT7ILAGR #25M L, AEEDO SSH — 1%
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RELTLLIEEN,

(c)NS-2250# enable ftpd<
(c)NS-2250# create allowhost 192.168.1.0/24 service ftpd<

(c)NS-2250# set user verup password<

Changing password for user verup
New password: <

Retype new password: <

Password for verup changed

(c) NS-22504#

FTP/SFTP 7 A7 v "IN b ARIEEIZES 7 7 A NV EEHIELET,

AHEE 1T system EWVVD T 7 A N TENS T 7 ANVEREL T E SN,
FTP/SFTP i E N REX L7256 1%, B, FTP/SFTP X5 2T L T &0,
2T 7 ANMILT AL T U= REF LTI,

$ ftp 192.168. 1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup): verup<d
Password: d

Welcome to NS-2250.
”/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> put system. 2250. v101 system<

local: system.2250.v101 remote: system

227 Entering Passive Mode (192,168,1,100,179,8).

150 Opening BINARY mode data connection for system. 2250.v101
Rt

ftp> quitd

221 Goodbye.

$
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(4) N=Ta T T /NR=Ta T DIIT
verup execute 2~ REZEITLT, X—=Va T v IRX—=Ta Fora2i70WET,

(c)NS-22501# verup execute<

Do you update main-system version [y/n] ? yd_

AR verupexecute AX YU FIXERELI-ER 7 7ML BEUINELINEZHERELET,
verup execute AV Y REERITLERIZ, TS5 —AvtE—UARTEINI=H,
BEEDI77ALVEREEICHEIEL T, verupexecute A > FEETLTK

=&y,
FE verupexecute AX Y REN—D 3Ty TIN—2 3 0D URTRODERE
121X, Z2<DOEFBZET LI EAHYET, REENEHT HFTIE. ER
% OFF IZTLf=Y. RESET R4 v FEWILG VTS, YRATLY Tk
DIT7HIEERLELBYET,
(5) FECHE)

VATFAYT N =T HEEEL £,

(c)NS-2250# reboot<

Do you really want to reboot with main system and startupl [y/n] ? yJ

6) N—=Ta T v /N—=a F T EROMERR
ARBEENFELE L7265, showversion 2~ RZFEITL T, VAT ALY 7 M =T DO/A—
VaraERLTIIEIN,
Fio, REBOBENEFIZEBEL TV Z LR L TIEEN,

(c)NS-2250> show versiond
System . System Software Ver 1.0 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/03 11:15:20
Local MAC Address © 00:80:15:XX:XX: XX
Number of MAC Address : 2
Mode | : NS-2250-48 (48 port)
Serial No. o OXXXXXXXX

R
Boot Config © external startupl
Main System - Ver 1.0.1
Backup System Ver 1.0
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(1) VAT LY 7 Rz T7TOat —

VBEIZIET T, Y AT ALY 7 b =T (backup)b v A7 ALY 7 k7 = 7 (main) & [7] U/3—
TalhbE T EEN, VAT LAY 7 by 2T (main)E AT LY 7 k=T (backup)
(223 B —79 58A1T copy system 2~ REFEITLET,

(c)NS-2250# copy system main to backup<
Do you copy main system to backup system [y/n] ? yd

Please wait a few minutes. .. done

copy successful
(c)NS-22501
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5500 YRATLYITIFITTDANEZ

VAT AT R 2T (TN, A=) ANEZ D FIAICOWTFRICHALET,
THOETHNT, KEBDO IP 7 FL 2% [192.168.1.100) . FTP +— D IP 7 KL &
% [192.168.1.101] & L CaBAL TWET,

1) YATLY T =2T (TN A—D)DANTFE
TA A= [(H)NS-2250.8ys.v101] Z AFLTLZEW,
TNA A=V DAFIFEF RGBS & L I3 A — RO TRAEEa0,

2) HWIATLAALA=VDIIT
TNA A=V EEGET LRI, HWS AT AL A=V 227 VT LET,

(c)NS-2250# clear system—image<

Do you really clear NS-2250. sys system-image [y/n] ? yd
clear successful
(c) NS-22504#

(3) TNA A= DRIEE ~DERE
TEHOWTNINDOHETTINA A —VEREREICEEELE T,
c REEEO tftp 2~ > FAHEHT 5 Gk
c RIEE D ftp o~ REfEHT 5 ik
FTP V7 547 FaEHTHHE

WAZEED titp =~ > R4 2771k

TFTP ¥— N2 7 VA A—T % NS-2250.sys E W2 AT CTHELE T,
Tia~r F2%E4T L. TFTP #—,3(192.168.1.10)0 6 7 /v A A—J 2 BAE L £,

(c)NS-22501# tftp get verup system—image 192.168.1.101<
(c) NS—-2250#
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WALLE D ftp =~ AT 5 515

FTP YV — 27 VA A—T % NS-2250.sys & W ) A HIT CIRELET,

AEEEND Fita~r REFITL, FTP H—,3(192.168.1.10D)23 5 7 /v A A — VU HEfS L
7,

ARAEE (21T NS-2250.8ys W) 7 7 A VA TINA A=V EEF LT IEEN,

FTP #ENRIM LG, mE, FIP X EEZFET LTI E SN,

TNA A—=VIMT ATV E—REFLTIEIN,

(c)NS-2250# ftp verup 192.168.1.101d

Name (192.168.1.101:root) : XXXXXX<

Password: XXXXXXd

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Switching to Binary mode

ftp> get NS-2250. sys. v101 NS-2250. sysd

local: NS-2250. sys remote: NS-2250. sys. v101

227 Entering Passive Mode (192.168.1.101, 89, 41)
150 Opening BINARY mode data connection for NS-2250.sys (11337695 bytes).
S . HIK

ftp> exitd

221 Goodbye.

(c)NS-2250#

WETP 7 47 FafEMT 5 ik

enable ftpd =~ F&F{T L ARIEEO FTP h— 2 F M L E T, KIT, create allowhost
a<w REFITLTC, 27472 MaRno® FTP #EG25Fr LE T,

N=V a7 v a—F(eruplZ/NA T — RERTE L 7,

SSH 7u banrzFH LTS SFTP 7 94 7> b aMHT 285461, 14.6.4 SSHH
—N\DHRFE] L (465 BEH—N\OT7I7LRAHE] 2R L, AED SSH +— 1%
HELTLLEEN,

(c)NS-2250# enable ftpd«

(c)NS-2250# create allowhost 192.168.1.0/24 service fipdd
(c)NS-2250# set user verup passwordd

Changing password for user verup

New password: <

Retype new password: <

Password for verup changed

(c) NS-22504#
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FIP 7 A4 7V "D O AREEIZT VA A=V EERELET,

AREEE (213 T NS-2250.8ys EWV) 7 7 A VA TINA A=V EEF LTI IEEN,
FTP #EICRI L a1E, mE, ET LT EEN,
TNAA—=VIMT AL TV E—REFLTIEIN,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verup<d

331 Password required for verup
Password: d

230~

Welcome to NS-2250.
“/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> put NS-2250. sys. v101 NS-2250. sysd

local: NS-2250. sys.v101 remote: NS-2250. sys

227 Entering Passive Mode (192,168, 1,100,179,8).
150 Opening BINARY mode data connection for NS-2250. sys
S

ftp> quitd

221 Goodbye.

$

4) HRELTETINA A=V DONR—T g R

R LT TINA A= D= g U ERB L ET,

(c)NS-2250# show system—image<
System Image Name : NS-2250. sys

Product : NS-2250
Version : 1.0.1

Date © 2015-XX-XX
Status . available

(c) NS-2250#
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(5) VAT T R =T DY ART

B LT INA A=V H VAT LAY 7 7 =7 (main) iU A M7 LET,

(c)NS-2250# restore system—image to maind

Do you restore NS-2250. sys to main-system [y/n] ? yd
Please wait a few minutes... done

restore successful

(c)NS-2250#

(6)  FHkEHE)

VATFAY T N =T HEEELET,

(c)NS-22504 reboot
Do you really want to reboot with main system and startupl [y/n] ? yd_

(1) R=Va T o7/ R=Ua  Zo EROMER

BRENZICV AT LAY T R 27 ONR—Va VEERLET,

(c)NS-2250# show version<

System . System Software Ver 1.0.1 (Build 2015-XX-XX)
Boot Status . Reboot (05:80:00)
System Up Time : 2015/07/14 10:53:49
Local MAC Address : 08:00:83:ff:4c:b8
Number of MAC Address : 2
Model : NS-2250-48 (48 port)
Serial No. : 20150415

. B8
Boot Config : external startupl
Main System : Ver 1.0.1
Backup System - Ver 1.0

(c) NS-2250#

8) TATFALYTZ7 T Dat — Main—Backup)

VEIZJR LT, Y A7 LY 7 b =T (backup) b ¥ A7 A Y 7 b ¥ =7 (main) & [ U3 —
Tavilhbt T EIN, VAT LAY 7 Y =T (main)x v A7 AV 7 b7 =7 (backup)
\Z a3 B —9 5 8A41F copy system 2~ R&EITLET,

(c)NS-22501# copy system main to backup<
Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes... done

copy successful
(c)NS—2250¢
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5566 YAFLYITILITTDNY I Ty T
VATAI T NI 2T(INA A=)y 7T v T BFEIEICOWNT FERICHE L £,
TEHOETHNL, REBDOIP 7 FL 2% [192.168.1.100) . FTP +— D IP 7 KL &
% 1192.168.1.101] & LCHALTWET,

(1) VATFAEAI T NI 2T (TNAARA—=)VDRN T T v

ROV T 9 TTEYAT LY 7 b7 =T 2IERLET,
main b L <IZ backup DWTHNDL AT LAY 7 b =T EIR LAY I T v 7 LET,

s VRATLY T RO T (main) DIGE

(c)NS-2250# backup system—image main<
Do you really create NS-2250. sys system—-image [y/n] ? yd
Please wait a few minutes... done

backup successful
(c) NS-2250#

s VRTLY T Ry 7 (backup) DIEE

(c)NS-2250# backup system—image backup<
Do you really create NS-2250. sys system—image [y/n] ? yd_
Please wait a few minutes... done

backup successful
(c)NS-22501

2) B2 70 A A—V OWER

BT A TNAR—DONR— g VAR LET,

(c)NS-2250# show system—imaged
System Image Name : NS-2250. sys

Product © NS-2250
Version : 1.0.1

Date © 2015-XX-XX
Status . available

(c) NS-22504#

(B TAARA—TDON I T T
T?ﬂ@b\ﬁ‘ﬂﬁ:@jﬂi’(7ﬂ//f A “—:/\%—f‘ﬁ_”—/\&:;ﬁﬁ% Liﬁ_o
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s AAEED tftp 2~ RAMEHT 5 5k
c REEEO ftp o~ REFEHT 5 5k
<FTP 7 54 7 v M 2T % 5k

WALLE O titp 2~ > R&2fEH 2 ik

TFTP #— 27 )b A A —T % NS-2250.8ys & WO LRTTAY 7T v FLET,
Tia~vyr F2%EFTL, TFTP #—,3(192.168.1.100)~7 )L A A — &% L E T,

(c)NS-2250# tftp put verup system—image 192.168.1.101<
(c)NS-22501

BAEED ftp o~ FEFHT 5 )7k

FTP #— 2 7 /LA 4 — P (NS-2250.sys) & NS-2250.sys.v101 & WO LT TRy 7 7 v 7
LET,

AIEE NS Fiia~r REFEITL, FTP $—,3(192.168.1.100)~ 7 )L A A — T & HEi%E L F
T

FTP &E N KM L2 561%, FE, FTP AE2EITL T Z &0,
TNARA=DEMTARLF U E—FEEL TSN,

(c)NS-2250# ftp verup 192.168.1.1014

Name (10.1.1.1:root) : XXXXXXd

Password: XXXXXXd

ftp> hash<

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Switching to Binary mode

ftp> put NS-2250. sys NS-2250. sys. vi014

local: NS-2250. sys.v101 remote: NS-2250. sys. v101
227 Entering Passive Mode (10,1.1.1,89,41)
150 Ok to send data

Rt HHHHH : A

ftp> exitd

221 Goodbye.

(c)NS-2250#

WETP 7 747~ b &AL %51k

enable ftpd =~ F&3FEIT L AR O FTP — " ZH2h2 L £ 9, KRIZ. create allowhost
av U REFETLT, 27472 Mk o O FTP Bk #57n LE 77,

N—= a7 v Fa—P(verupll N2 T — RE2RELET,

SSH v ha v ZHMHLTWS SFTP 7 74 7 b afHT 55613, [4.6.4 SSH H
—/I\DHRE] & [4.6.5 BEH—/N\OT7IEIFHR 2W L., KEEDO SSH — 3%
RELTIEEN,
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(c)NS-2250# enable ftpd«

(c)NS-2250# create allowhost 192.168.1.0/24 service ftpdd
(c)NS-2250# set user verup passwordd

Changing password for user verup

New password: <

Retype new password: <
Password for verup changed

(c) NS-2250#

FTP 7 747 hCAREBDO T NA A=V EBSLET,

TRUT 7 VA A —(NS-2250.sys) & NS-2250.5ys.v101 £V 5 7 7 A VB TRy I T v
LTWET,

FTP #EICRIM L2 HaiE, HE, FEfT LTSN,

TNA A—=VETNNALF IV E—REFE LTSN,

$ ftp 192.168.1. 1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup): verup<d

331 Password required for verup
Password: d

Welcome to NS-2250.
“/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> get NS-2250. sys NS-2250. sys. v101d

local: NS-2250. sys.v101 remote: NS-2250. sys

227 Entering Passive Mode (192,168, 1,100,179,8).
150 Opening BINARY mode data connection for NS-2250. sys
S

ftp> quitd

221 Goodbye.

$
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FEICLDHKR— AT OREFLEWNEFIE

RN—trru77 A0 fxff L, FIP X° TFTP Tk 3 2 FIEICOWTHMIA L £,

(1) FEC L DA — br 7 ORF

R— o ZEEETDITE, TiED X 92 logsave 2~ REEHLET, VU TR —
FafRE L Clogsave 2~ REEITT L L FFE LIV Y 7R — FOKR— b 7nltty
#5_YYMMDDHHMM.log] &\95 7 7 A VA THREFESNET,

(c)NS-2250# logsave tty 14
(c)NS-22501

RFESNTeAR— a7 77 A4 LD—%IE, loginfo 2~ NTHERT HZ N TEET,

(c)NS-2250# loginfod

Total (1K-blocks) Used Available Use%
308983 2064 286447 1%
Size SaveTime Name

82 Jul 9 21:09 tty01_1507092109. log

(c) NS-2250#

(2) B— b a7 OlEd

FTP ¥y —NZAR— b Z 2 RjF T DT Tt~ FEFTLET,

(c)NS-2250# ftp log 192.168.1.100<
Connected to 192.168.1.100(192.168.1.100).

220 FTP Server ready
Name (192.168.1.100:user1): userl

331 Password required for userl

Password:
230 User ne logged in

ftp> put tty01-1507092109. logd
local: tty01_1507092109 remote: tty01_1507092109

227 Entering Passive Mode (192.168.1.100, 147, 214).

150 Opening BINARY mode data connection for tty01_1507092109
226 Transfer complete

82 bytes sent in 0.000324 secs (253.09 Kbytes/sec)

ftp> quitd

221 Goodbye.
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TFTP % —NCAR— a7 2 RGFT DT FRea~y FEFITLET,

(c)NS-2250# tftp put log tty01-1507092109. log 192. 168. 1. 100
(c) NS—-2250#

FTP 7 747 MR — br 72 BET 258X T OIE¥(ELFITLET,

FTP 7 A4 7> hinbAR— a7 28T 580 FTP 7 74 7 > b b A E 2 v 7
Ba—HFlog TT /EATE L LIICHELET,

SSH 7u FanzFHL TS SFTP 7 74 7> &+ 28541%,. 14.6.4 SSHH
—/\DHRFE] L [4.6.5 BEH—/IOTF7IEREIE] 2B, AED SSH H—N
ERELTLLIEE,

(c)NS-2250# enable ftpd

(c)NS-2250# create allowhost all service ftpdd
(c)NS-2250# set user log passwordd

Changing password for user log.

New password: d

Retype new password: J_

Password for log changed

(c) NS-22504#

FTP 7 54 7 v b AREEICe V7 EfG2—Flog) Tr VA > L, RIFLTZA—ba 7R
HHZLEEHERLET, (MOT 4L 7 NIRRT 7 A VOEEIIITORWNWTLEE Y, )

$ ftp 192.168.1. 1004

Gonnected to 192.168.1.100

220 (Welcome to FTP service.)

530 Please login with USER and PASS.
Name (192.168.1.100:10g): logd

331 Please specify the password
Password: J

230 Login successful.

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 222, 247)

150 Here comes the directory listing

drwxr—xr—x 3 200 0 1024 Oct 16 12:02 logfiles
226 Directory send OK
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ftp> cd logfilesd
250 Directory successful ly changed.

ftp> Isd
227 Entering Passive Mode (192.168.1.100, 222, 247)
150 Here comes the directory listing

-rw-rw-rw—- 1 200 200 118902 Oct 11 05:41 tty01_1507092109. log
-rw-rw-rw—- 1 200 200 3072016 Oct 12 01:21 tty01_1507091021. log
-rw-rw-rw—- 1 200 200 102420 Oct 11 05:47 tty02_1507091447. log
-rw-rw-rw- 1 200 200 3072016 Oct 11 01:22 tty03_1507091022. log
226 Directory send OK

ftp>

RFELIER =77 A% FTP 7 74 7 TG L 7,

ftp> get tty01-1507092109. logd

local: tty01_1507092109. log remote: tty01_1507092109. log

227 Entering Passive Mode (192.168.1.100, 200, 242)

150 Opening ASCII mode data connection for tty01_1507092109. log (28 bytes).
#

226 File send OK

28 bytes received in 0.0013 seconds (22 Kbytes/s)

ftp> quitd

R—=rv 777 AT ftp O delete =~ > R THIBRTE £,
ARERR—hr ZI3HIBR L T2 S0y,

ftp> delete tty01-1507092109. |ogd
250 Delete operation successful.
ftp>

$
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5.7 REZIBHFARICRTAE

AIEEORE & LIGHEMEHCRETIZIL, clear startup =~ K& FEIT LT,
BEDAZ—=RT v T 7 ANOHENHI L2 al 7 v a VEEEL TETORY —

FT 777 A W(USB AE U EAREEBNILORAS — T v 7 1~4 7 7 A V) 28T
HTENTExET,

(c)NS-2250# clear startup alld

EE

write A Y FIFEFTLGVTLSES WD, wite ATV FEERITTHE. RED

SUZoaAVIAINTIANEMDRE— T YT I 7L IICEEEZSA
TLEWET,

EFin 77 7 A4 NPT 535 A 13, shutdown logelear =~ o REZZEFTL T 72 &Y,
MON>~" 11 > 7 hidgFEoR Sl b AREEOER A OFF 12 L £,

(c)NS-2250# shutdown logcleard

Do you really want to shutdown and clear log files [y/n] ? yd

MON>
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Ao a—Tr 20

6ETIE, AEBEBON T TV a—T 4 L ZIZOWTEHBHLTWET,
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6. 1

6-2

FSTILREOBE

AEEED NT T L, KEEON— Ry =7 RE Xy NU—J@BEOBR N7 7L, v
VT IVIBEORE N7 7V Sl sk T,

AEEEIT D N T TVRFEE LTS, TOERS D WIFBGEEL, AEZS
L TR L TL 72&0,

Fro, WA —LAX=TU0 THFEHR 12X, REEO FAQ RHEING e &g S
TWETOT, ULFDOURL 2B LT 7Z&E,

http://www.seiko-sol.co.jp/
ekt b L <HERZERBUE~FIWEDET 25813, RESHG, =7 — @R EE2FRT

% show support 2~ ROFEITRER G EA LT S0,
FEAMIL T5.1.2 B OEEMRO—FERR] 2 IZHRITZE 0,



6E +rSTNYa—TFa4Y

6.2

6.2.1

REBON—FYzT7ICEETSE ST

I TEARBEEO N R =T IZEET D N7 T AOR T ECOW T L,

BRAALENMEE DXL

TROMRZ L THAREEDOEFENALZRNEPOWER 7 o 70N ET LARV)EAIT., ALk
BOMEEEZ2 bNET, HONCAEBEOEREZ OFF I LT, B A —7 L5133 L,
B EE LT &0,
BRI —T7MI, BRI TTnETN?
\z

c BIHAA v FIL, ONIZ22 - TUWVET A2 (NS-2250-16/32/48/16D/32D/48D)
carey MCERAMEG SN TWETN?
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6.2.2 STATUS SV THRITFRFRML TLHIEEDRL

AIEE DB Z ON 1T 5 &, POWER T > 7728 EAT L@ 2 Bils L £7,
EFICARIEENEH LI2GA1E, 27T STATUS 7 0 7 BNHEIT LET,

AEEOERZ ONIZLTH., STATUS T o 7N AL L= F FOWRERF N0 | EIEL
TWAELERIETEREZSRL THHLL TS EE 0,

STATUS 5 v J*1

1

2

3

4

PRARE/ w75 5%

N= R =7 OYHUERTET LE LTz,

BRAZ ON I LZERIE, B oIREBIZRY £,

BHZ ONIZL72% T, ZOEEOREN < HEIT, AEEOHIE L E 2
bivEd, EENLETT,

HE2Z2WB7 2 k(POC) ZFEFTL T ET (FIS0RPH) .
ZORENFSGAIL, AEEOKELEX ONE T, BENSLETT,

ROME=% % FEITLTWET ({3 ™) .
ZORENF B, AEEOKEEEZONET, BEBNLETT,

AT NEBEH (Ist Boot) T,
ZOWREPFLSIGAEIL, REEOMEEEZEZ ONET, EENLETT,

CAT LEBE T,
S ORIEBHE AT, ARBROUIEL B2 SN T, ERSLETT,

VAT LMEENH (USB 7> 6 3% E & A &) TT,
ZOWREPFSIGAIL, REEOBEEEZEZ ONET, EENLETT,

© | @@ @ O|0O | e

Ol @ | ® | ® | O |O

Ol @ |0 |]0O0 |0 |0

HO2W7 2 & (POC) # EITHICT T — &M L L7z,
AEEEOBFEEEZ GNET, EANKETT,

ROM & =4 ZFITHIZ= T —Z MM LE Lz, BENLETT,
[Enter]F¥—%#M7 &, =7 —RXAvEe—URRRINET,

EHIE My FTerr A~y REETTH L, ST —A vt
—UNEREINDIZERNHVET, LRROZT—A v —TERELT, &
HAEEELTEI,

AT LEENF (Ist boot) IC= T —% M LE L7z, BEAMLETT,
[Enter]F¥—%#M7 &, =7 —RXAvEe—URRRINET,
EHIT.MN>Tr Y R Terr A~y REETTH L, Sl — A vt
—UNRRRINDZENLVET, ERRO=T—RA v b—U &KL T E
AR LT IEE,

O

O

O

VAT NEBTET

O

@)

USB AEVIZT 7 A (write 2~ REFTHRE)
ZOWREPFSIGAIL, REEOBEEEZEZ ONET, EENLETT,

1 :STAIUS S TMESE. TO:GEM1, T@: =41, TO: &Kl #RLET,
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6.3

6.3.1

BISICBEEY 5 S TILOXN

BWEICET2 N7 70, FTROFETHD ST Z EnTEET,

s Y= B FRGFEENTNWDET T — A v — U DR
AREEOREIREH D WVITEBEEFTICZ T —RA v E—UREREIND L. TOZT— A v
t—vikary—rua i FEInEd, VT TIARRELEEAIE. 2 —b
B SIRFEENTNDEIT— A v —ValRTHZETRHAT L N TEET,
.« BRTE DR

AEENER LT EBVICEELRWEEIL REAHRT 5 2 & THULTE H55
Db ET,

C REEED T T OIRREIZ X D — T VL BE IR R O R

T NBIELLERIIVTWNDNE I &2 WIIWER REERIEAE L T D
E D DOIERI IR ERIITZE T,

s awy N2 X 2EEREOHR
ARILEOBERED 2 WVITMEHEREZ R T L2 LN TEET,

FNITNY a—=T 4 TIMET D a v FOFEMIZ, WHELEE 2 i30Mo Ta<r k
DI27L2R] ZZRLTIIZS0Y,

avyY—I)ILay DR

AEENFTRTIA v E—V(a V=14 vE—)E, CONSOLE R— M ans
LRIFFIC, vy Y — Il bRESINET, BENREAELLLER, 2y Yy— el %m
ZRL T I —DOFEZHER LTI EIN,

REBEBDO AL =NV A —U% ) TIVH A LIHER LT-WIGETE. AKEE O CONSOLE
A— MIEEEHGRK (X —I TV 7 M Ly a7 ) 2 L TS0,
Telnet 7 A4 7 hAHEHA L TRy U —27 EOWRNOAREF |0 74 LTWDHEE
X, su a2~ RCEBEEH2—PIZBITLZ%. console 2~ REZFE{TLT, a2/ —
NAvE—U% Telnet 7 747 2 MZHERINDELIICLTLLIEE,

B, sua~vy FCEBEEH—FIT/R 5721412, show log =~ F23T+ 5L, o
VY= Aa T EBERTHIENTEET,

ETOary Y —inal ezt 554

(c)NS-22501# show log consoled

RO 20170 Y —n 7 E2FRT HBE

(c)NS-2250# show log console 204
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6.3.2 REDHER

AREENEX LI EBVICEEL2WGEIE, KEEOBREZHR LTI LI,
RIEBEBORTEX., For=v P ar 74 R RTHIEICLVERTEET,

echo “SYSTEM configuration...”
#

set timezone Tokyo

#

#

echo “IP configuration...”

#

set hostname NS-2250

set ipaddr ethl 192.168.1.1/24

#

echo “IP6 configuration...”

#

create ip6

set ipbaddr ethl 2001:db8::2/64
#

echo “User configuration...”

#

create user setup group setup uid 198

create user verup group verup uid 199

create user log group log uid 200

create user somebody group normal uid 100
create user portO2usr group portusr uid 501 encrypt
$1$26Zk1eRm$60Tw3/CeqafvL jVLn jn5SMh/

set user port02usr port 1,2,3,4,5,6,7,8,9, 10
#

echo “IP ROUTE configuration...”

#

create ip route default gateway 192.168.1.254
#

#

echo “IP6 ROUTE configuration...”

#

create ip6route ::/0 gateway 2001:db8::ffff

#

(c) NS-2250#
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6.3.3 *rv FI—VBEDEK NS TILOXL

(1) LINK/ACT T > 7 Dl
TREHBIOLUTO@)ZMERELTH, AEEOHHEIZH D LAN K — k@ LINK/ACT 7
VITMBEAT LR WIGRIE, REBOBEEB X bNET,

cLAN 77— 7 L%, AREEO LAN AR — MIIELLS #i STV ET7n?

cLAN 7 =7 WE, REEEO LAN R — b Ol (N7 v F L) (12
ELLERINTWETN?

cLAN 7 —T7 L mBAH L T, LINK 7 AT OEE TTNne

(2) ping/pingb =2~ > R&{EM L 72 R
AREEFE DY —)L) G ping/pingé 2~ REFEITL, REENL T T4 7 2 MKIC
ping ZEET 5 Z E 2R L T 7Z 30,

(c)NS-2250# ping 192.168.1.100 4

PING 192.168.1.254 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp_seq=0 tt|=64 time=0.497 ms
64 bytes from 192.168.1.100: icmp_seqg=1 ttl=64 time=0.352 ms
64 bytes from 192.168.1.100: icmp_seq=2 tt|=64 time=0.345 ms

—— 192.168.1.100 ping statistics —

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.345/0.398/0.497/0.070 ms, pipe 2
(c)NS-2250#

(c)NS-2250# ping6 2001:db8::22 J

PING 2001:db8::22 (2001:db8::22): 56 data bytes

64 bytes from 2001:db8::22: seq=0 ttl=64 time=0.177 ms
64 bytes from 2001:db8::22: seqg=1 ttl=64 time=0.150 ms
64 bytes from 2001:db8::22: seq=2 ttl=64 time=0.148 ms

—— 2001:db8::22 ping statistics —

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.148/0.158/0. 177 ms

(c)NS-2250#
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(3) show <> RIT X B HER
ping/ping6 =~ ¥ R CTHUEMER CTEX 2WGAIEL, UTOHHZMHER L T ZI W,

« RIEE O LAN RN — R ORENTHAZEE (NTRAL v Fd) ORELEHLTWD
L EMERL TN,
B2, AREE L EE O — Iy — g v (%)) OFREN B L TWD
L EMERL TSN,

(c)NS-22504# show ether
Eth Link Nego Speed Duplex MDI

eth1 UP enable  1000Mb/s full md i
eth2 DOWN enable — _— S
(c) NS-2250#
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CARIEBEBDO LA R — FDOEZEAT R T — AU X ERER LT, BFIRETS

WZ EEERL TS EEN,

(c)NS-2250# show stats ether J

<{Receive Statistics>

{Transmit Statistics>

Frames Bytes Frames Bytes
ethi 687962 45761090 332 23382
eth2 1 60 0 0
(c)NS-2250# show stats ether ethl J
Statistics etht
{Receive Statistics> {Transmit Statistics>
Frames 688847 Frames 332
Bytes 45818311 Bytes 23382
Errs 0 Errs 0
Drop 18931 Drop 0
Fifo 0 Fifo 0
Frame 0 Colls 0
Compressed 0 Compressed 0
Multicast 688535 Carrier 0

(c) NS-2250#

CAREEEDIPT RLALERY A7 RIELWI E 2R LT EE N,

(c)NS-22504 show ipd

© NS-2250
TopKeepAlive 180

[Paddress (ethl) : 192.168.1.1/24

IPaddress (eth2) : -
(c)NS-22501

Hostname

(c)NS-2250# show ip6d
[Paddress (eth1) : 2001:db8::2/64

[Paddress (eth2) : -
(c)NS-2250#
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I TAT VU MNRRBERD Ay U= T FLRIZER I TV DG, show ip

=

route/show ipbroute I~ REFEITL, 7 T4 7 2 MK ~DRAZ T (v 7 #EEENIE

LEERESNTNDLZ EEfERLTIZEN,

(c) NS-2250#

show ip route

(c) NS-2250#

destination netmask gateway met iface status
192.168.1.0 255.255.255.0 — 0 ethlt -
0.0.0.0 0.0.0.0 192.168.1.1 0 etht -

(c) NS-2250#

show ip6route

(c) NS-2250#

destination gateway met iface status
2001:db8::/64 — 0 ethl -
::/0 2001:db8::ffff 0 ethl inact

(4) BAEY— DT 7 & ZHIROFER
Telnet <° FTP 7 T A 7 > h ) B AR E (2B ¢
RBLT 7 ERHIREMER LT ZEN,

TE WG EIE, KEEOKTEYS — DIk

(c)NS-2250#

<telnetd>
status
port

<sshd>
status
port
auth
host_key

<ftpd>
status

(c) NS-2250#

show service 4

> enable
023

© enable
D22
> public

device_depend

© enable

show al lowhost 4

(c) NS-2250#

Service Address/Mask Access tty List
portd/telrw all all
telnetd all -
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(5) FTP v > 3 » Uk
ftp/ftpd/sftpd Dt > > 5 U RHENL TE WAL, Tioa~y RE2FELT LT, Mmfiliic
s T ET,

(c)NS-2250# disconnect ftp <
(c)NS-2250# disconnect ftpdd
(c)NS-2250# disconnect sftpdd
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(1) ¥V TNr—TLO%kR
TREHZHERALTHL VY TVEENTERWGAIE, AEEOKEEEZEZ ONET,

YT =TT, REEO Y T AR MIELSEEINTHWETN?
U TN =T L, BERRGHESERICE LRI THWET N ?
TN =TI DOFEBITIE L SN TOWET N ?

U TN —T VDGR Rk 7 Z (NS-354 DB9-RJ45 Z5#h =1 % 7 # /NS-490
DBO-RJ45 Mo r 7 & (7 v 2) |ZfE > TWER AN ?

VU TR MBI R Z ORI, Bt [REFIEE] Z23HLTIES,
Bt — L — DIl L T D BERERATR b TR 12 &L,

(2)  show 2~y R L HHER
show 2~ RZFITL, VU TNAR— FOR— b= LEF—EADRRELHHERL
TL7EE W,

VU TINR—=FORENVIELNT E 2R LT EEN,

(c)NS-2250# show tty 3 4
tty : 3 “Tokyo-Switch-3”

baud © 19200
bitchar : 8
parity © none
stop 1
flow . none

detect_dsr : off
(c)NS-22501
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C AR P ANOREER - FFESPIELWNT 2R L T ZEN,

(c)NS-2250# show portd<
auth status © none
connect status : direct
base port number
telnet rw : 8101 ro : 8201
ssh rw . 8301 ro : 8401
timeout status
idle_timeout : off

ro_timeout : off
menu status : auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro
1- 8101 8301 - - -
2 - 8102 8302 - - -
3 - 8103 8303 - - -
4 - 8104 8304 - - -
b - 8105 8305 - - -
6 - 8106 8306 - - -
1 - 8107 8307 - - -
8 - 8108 8308 - - -
9 - 8109 8309 - - -
10 - 8110 8310 - - -

(c) NS-2250#

SR b PRARAE A RN LT 5, HRE LA — ha—FIC RO Y 7

VR — PR SNTND Z L EMERE L TS TEENY,

(c)NS-2250# show user

User-Name Category (Uid) Publ ic-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

port02usr portusr (501) 1-10,13

(c) NS-2250#
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s &R L2V U TV — R OFFPRIL 2 #ERR LB TE D2 i L T 72 a0y,
Ty va VOPHBRENEN > TWDEE, /=< /b — FTHEREAD VI TILR
— b~E, PRI = THET 0 Z I TE £ A

(c)NS-2250# show portd sessiond

telnetrw: 3 ro: O
ssh rw : 0 ro: 0

available session ( telnet only : 95 / ssh only : 95 )

tty . Label Session-Limit
Type Login-User Local Remote
tty 1 : DB-server RW: 2 / RO: 3
rw 1 portOlusr tel:23 192.168. 30. 145: 4731
rw 2 portQ2usr tel:23 192.168. 30. 146: 3495
tty 2 : L3SW No. 08 RW: 2 / RO: 3
rw 1 portO3usr tel:4740 2001:dba::2.4740

(c) NS-2250#

T Yg TR E PNEWIEES T disconnect =¥ R CARE R E v o g v 2@l H I W4
HZ EHAHETT,

(c)NS-2250# disconnect portd tty 1 rw 14
(c)NS-22501

LT WS Y TR — M, WEIEa— T DB v g VS TN E S I E R
LTLEEN, By va O ENE N> TWBIEAE, JEEL— Y TEREEAD
TUTAR—FNL, ST — RCEFETAZLIITEXERTA,

(c)NS-2250# show ttymanage session

tty Login-User Remote
1 extOlusr 172.31.100.67:37726
2 ext02usr 172.21.100. 69:50961
3 ext0O3usr 2002::200c:417b. 36876

(c) NS-2250#
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Ty a o TWAEE, Bl A a—TF DTN, AFSEHERLTIIEEN,

(0)NS-2250# show user login

User—Name Dev Login-Time Idle Remote-Host
extOlusr 0  Mar 25 11:24:13 00:00 172.31.100. 67
ext02usr 1 Mar 25 20:09:38 00:34 172.21.100. 69
extO3usr 2 Mar 25 21:05:10 00:20 2002::200c:417b
(0) NS-2250#

Ty g B E PNEWEES T disconnect =¥ KT device 5 EZIEET HZ L T, Ik
Ba—Y oty g 2N+ 52 LG A[EETT,

(c)NS-2250# disconnect device 04
(c)NS-22501

« SSH Y — HEREAFIH L TV AEAIE, SSH Y — "OFIEFRMNIE LW & 2R
TLTEE N,

(c)NS-2250# show service d

<{telnetd>
status : enable
port 023
<sshd>
status : enable
port 222
auth © public

host_key : device_depend

<Ftpd>
status : disable

(c) NS-22504
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IR R =D T B AFIRTHEUDO LY TIAR— FRFA SN TWD I &R L
TL7EEW,

(c)NS-2250# show allowhost

Service Address/Mask Access tty List
portd/sshrw all all

portd/telrw all all

telnetd all -

(c) NS-2250#

VU TINR—=FDOEZENT AR T —h T X afER LT, BRIk TRNWE
LERFER LT IEE N,

(c)NS-2250# show stats tty 3
tty © 3

TX Octets © 1152

RX Octets 1 2432

Error Parity : 0

Error Framing : 0
Error Overrun : 0

Break Count : 0
Status : DSR:on CTS:on DTR:on RTS:on GCD:on

(c) NS-2250#

(3) hangup ==~ NIZ Xk AR
show a~ 2 RICXDMEREEMLTH, “ VU T7ILR— MR LIz EHxges & wlE
TERWEAIE, YUV T7AR—%2 Y&y 9% hangup 2~ R&FE(TL T, @ENE
BT 50E0EHERLTIIEIN,

(c)NS-2250# hangup tty 1 4
(c) NS—-2250#
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6.3.5 RADIUS EREE#48E/RADIUS 7 0 > MERED + 5 TIL DAL

(1)

A4E(E O RADIUS FRREFERE/RADIUS 7 4 7 > MREREZNIE L <EME L 2 WiGEIE, LT O
IV T aFEm L TIEEW,

RADIUS 2REEH— N/RADIUS 74 7 > h Y — RO
RADIUS RFEY— NRADIUS 7 7 v Y — "B EEB L TWVWBH Z &, BLO, RADIUS
FEEY— NRADIUS 7 A o P — IR ELLSRE SN TWD Z 2R LT E& 0,

< AHERE NS RADIUS FBFFY —/X/RADIUS 74 7 > M — N2 Ping X & £+ 2

* RADIUS FBFEH—//RADIUS 7 # 7 » b H—/3T RADIUS H— 71 /5 A8
EEFLTWET

« RADIUS FRFEY — R DFRFER— b, RADIUS T H T > b —R"DT 7 hR— |k
ITIAREBEORELHSTWNETN?

* RADIUS REREY—/N/RADIUS 7 H 7 > b — N ERIEFED T —7 Ly PF—F—K
LCWEFTMN?

« RADIUS FRREY — N2 —HFITIE L B SNTWET N ?
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(2)  show @~ RIZ X % RADIUS #HAEHERE/RADIUS 7 1 7 o MMEBE DO HERE
TFRED show 2~ REEITL, i/ 7 H vy bR E, REE O RADIUS RFEZ 7 A
7Y MRADIUS 7AHDU L NI FGA TV NOBRE, TV BAITN—THRENIELWNWI L&
R LT &N,

- WAE A& RADIUS RBEEY 74 7 > bk iE DR
(show auth/show auth radius/show auth access_group =~ > K)

(c)NS-2250# show auth J
<auth information>

Mode : radius
su_cmd username : root

(c)NS-2250# show auth radius <
auth radius information>
Retry 3

Default User : none

{radius server 1>

IP address ©192.168.1.1
Port number : 1812
Password . stored
Timeout : 3

NAS_ID : SmartCS

Attribute of portusr D o—
Attribute of normal e
Attribute of root —

{radius server 2>

IP address ©192.168.1.2
Port number : 1812
Password . stored
Timeout © 3

NAS_ID : SmartCS

Attribute of portusr D o—
Attribute of normal e
Attribute of root —
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cSITWLSa—TF4045

(c)NS-2250# show auth access—_group <

Protocol : Radius
Attribute : Filter-ID

<{root>
attr @ admin_grp

<normal>
attr : normal_grp

<{portusr>
attr : port_grp
port : 1-32
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T P FERXERADIUS TH T b7 T4 7 2 FiREDHETR (show acct/show acct
radius 2=~ K)

(c)NS-2250# show acct d
<acct information>
Mode : radius

(c)NS-2250# show acct radius
<acct radius information>

Retry : 3
Auth_deny_stop : remote
Session_id : 1335319398
{radius server 1>
IP address : 192.168.1.1
Port number : 1813
Password . stored
Timeout : 3
NAS_ID : SmartCS
{radius server 2>
IP address : 192.168.1.2
Port number : 1813
Password . stored
Timeout : 3
NAS_ID : SmartCS

- RADIUS BGEZ 7 A 7 > b Ot M O #e78 (show stats auth radius)

(c)NS-2250# show stats auth radius
<auth radius statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0

*RADIUS 7 H U N7 T4 7 v NOfMeHEROMETE (show stats acct radius)

(c)NS-2250# show stats acct radius
<acct radius statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3
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(3)

trace 2~ RIZ X DHER

RADIUS#FEZ 74 7> MRADIUS 7 H V> v 7 AT v b OFFENIE LWEE L, trace
o< REFETL T, AEELE RADIUS FREEY—/3N/RADIUS 74 v > b — 3D
RADIUS Yu hailx FL—X L TLFEEW, D trace 2~ FOEREZHBEIT LT,
RADIUS F#FEY— 32 RADIUS 7 A U > M — "G AREEICNESLT P BEa— bR
FELLRERSATWAIZ EEERLTLIIZIN,

trace 1~ 2 R L~UL 1(EED)/ L ~UL 2GEHD/ L~ 3GEMI+Hex & > 7)) D 3 B % iR
—hFLTBVET, HOZHDOETFL—=A LV EIFELTLLEE N,

728, trace 2~ R K 1000 X7y hETRL—ATEET, 774/ M50 37
v RN CT, BPThL—RAEKTTHEHE51F Ctrl-C TEIEL TS ZX0,

L1 (B
(c)NS-2250# trace ethl radius level 1 «

13:49:00. 626823 1P 10.1.1.1.16494 >10.1.1.2. radius: RADIUS, Access Request (1),
id: Oxaa length: 70

13:49:00. 627522 1P 10.1.1.2.radius > 10.1.1.1.16494: RADIUS, Access Accept (2),
id: Oxaa length: 33

13:49:00. 663995 IP 10.1.1.1.16604 > 10.1.1.2.radius—acct: RADIUS, Accounting
Request (4), id: O0xf6 length: 70

13:49:00. 670326 IP 10.1.1.2.radius—acct > 10.1.1.1.16604: RADIUS, Accounting
Response (5), id: 0xf6 length: 20

13:49:11. 646968 IP 10.1.1.1.16714 > 10.1.1.2.radius—acct: RADIUS, Accounting
Request (4), id: 0x8b length: 82

13:49:11.648192 IP 10.1.1.2.radius—acct > 10.1.1.1.16714: RADIUS, Accounting
Response (5), id: 0x8b length: 20
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(c)NS-22501# trace ethl radius level 2 <

13:49:42.287299 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 98) 10.1.1.1.16510
> 10.1.1.2.radius: RADIUS, length: 70
Access Request (1), id: 0x36, Authenticator: db690celef1d774451fec2bcfa651857

Username Attribute (1), length: 6, Value: root

Password Attribute (2), length: 18, Value:

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2250

Accounting Session ID Attribute (44), length: 11, Value: 234661181

13:49:42. 287431 1P (tos 0x0, ttl 64, id0, offset 0, flags [DF], proto 17, length: 61) 10.1.1.2.radius
> 10.1.1.1.16510: RADIUS, length: 33
Access Accept (2), id: 0x36, Authenticator: faa3a7d57a244bbb74f581a62b970364
Filter ID Attribute (11), length: 13, Value:NS-2250_ROOT

13:49:42.325874 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 98) 10.1.1.1.16636
> 10.1.1.2. radius-acct: RADIUS, length: 70
Accounting Request (4), id: Oxb6, Authenticator: 55059f3f0ce697bdb606325686a447f0

Username Attribute (1), length: 6, Value: root

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2250

Accounting Status Attribute (40), length: 6, Value: Start

Accounting Session ID Attribute (44), length: 11, Value: 234661181

NAS Port Attribute (5), length: 6, Value: 20000

Accounting Authentication Attribute (45), length: 6, Value: RADIUS

13:49:42.326965 IP (tos Ox0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 48)
10.1.1. 2. radius—acct > 10.1.1.1.16636: RADIUS, length: 20
Accounting Response (5), id: 0xb6, Authenticator: 54f30340feaf432ec3126f66dcdd4d8a

13:49:46. 318409 IP (tos 0x0, ttl 64, id0, offset 0, flags [DF], proto 17, length: 110) 10.1.1.1.16762
> 10.1.1.2. radius-acct: RADIUS, length: 82
Accounting Request (4), id: Oxbc, Authenticator: 6d5bd82dfe59131294ad2128ede30780

Username Attribute (1), length: 6, Value: root

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2250

Accounting Status Attribute (40), length: 6, Value: Stop

Accounting Session ID Attribute (44), length: 11, Value: 234661181

NAS Port Attribute (5), length: 6, Value: 20000

Accounting Authentication Attribute (45), length: 6, Value: RADIUS

Accounting Termination Cause Attribute (49), length: 6, Value: User Request

Accounting Session Time Attribute (46), length: 6, Value: 04 secs

13:49:46. 319471 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length: 48)
10.1.1.2.radius-acct > 10.1.1.1.16762: RADIUS, length: 20
Accounting Response (5), id: Oxbc, Authenticator: 9881fcdab1b0fd70b436429f9cbdd84c

6-22



6E +rSTNYa—TFa4Y

6.3.6 TACACS+H#EED b5 T LD
ARHEE D TACACSHERENIE L <EVME LR2WE ST LT DU 5 252 L TS 72 &0y,

(1) TACACS+H— S DRER
TACACS+H— "N EE L TWNDHZ &, BELY, TACACSH— "B ELLFES T
HTEEMERLTIIZEEN,
« AUEE D TACACS+H— N Ping X & 42
* TACACS+H— 3T TACACS+H— T 7 F ANEEH L TWETN?
» TACACS+H— "D KR — FNF =1L TCP(49) TT 7 ?
* TACACSH+H— NEREBED T —7 Ly PHF—T—FH L TWETN?
« TACACS+H— 22— IFXIE L B SN THET N ?

(2)  show =< FIZ X B TACACSHHERE DR
TELD show a2~ RE2EIT U GRIEAGR T o v bR L  AREEE O TACACS+D
T IO RAITN—THENIELWZ E 2R LT IEEN,

2
i

+ TACACS+3RFE/ KT D% TE e 7

(show auth/show auth tacacs/show auth access_group =~ > K)

(c)NS-2250# show auth <
<auth information>

Mode :  tacacs
su_cmd username © root

(c)NS-2250# show auth tacacs <
<auth tacacs+ information>
Default User : none

Service Name : smartcs

<{tacacs+ server 1>

[P address ©192.168. 1.1
Port number : 49
Password . stored
Timeout : b

<{tacacs+ server 2>

[P address ©192.168.1.2
Port number © 49

Password . stored
Timeout : b
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(c)NS-2250# show auth access—_group <
Protocol : Tacacs+
Attribute : UserSpecific (Attribute Value Pair)

<{root>
attr_val : grp=admin_grp

<normal>
attr_val : grp=normal_grp

<{portusr>
attr_val : grp=port_grp
port : 1-32

« TACACS+T B 7 o s DR EMEZS (show acct/show acct tacacs 2~ K)

(c)NS-2250# show acct d
<acct information>
Mode . tacacs

(c)NS-2250# show acct tacacs <
<acct tacacs+ information>
Auth_deny_stop © remote
Task-id o 31

{tacacs+ server 1>

IP address ©192.168.1.1
Port number © 49
Password . stored
Timeout © 5

{tacacs+ server 2>

IP address ©192.168.1.2
Port number © 49

Password . stored
Timeout © 5
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« TACACS+3ZFE/ARE DM aHE M O ffe78 (show stats auth tacacs)

(c)NS-2250# show stats auth tacacs <
<authentication tacacs+ statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8
2 192.168.1.2 3 0 0

* TACACS+7 h v v kN O#EHESHR OMEZS (show stats acct tacacs)

(c)NS-2250# show stats acct tacacs <
{acct tacacs+ statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0
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(3)

trace 2= NIZ XL Bk

TACACS+DF%EMNIE LWEA I, trace 2~ REEITL T, AREE L TACACS+HY—
1> TACACS+7'u h=L% hL—RA L, TACACS+Y— "G DIRENRNH D 2 & &R
LTL &N,

728, trace =<2 KK 1000 /X7 v hETHhL—RATEET, T 74/ ME 5037
v FCT, P TR —RZKTT 5551 Ctrl-C TIEILL TS ZE 0,

(c)NS-2250# trace ethl tacacs<

Apr 19 14:00:02 port_telnetd: LOGIN BY somebody FROM 10.5. 30. 145

14:00:02. 913056 IP 10.5.31.186. 1477 > 10.5.31.178. tacacs: S
1949630245:1949630245(0) win 5840 <mss 1460, sackOK, timestamp 215552175
0, nop, wscale 2>

14:00:03. 034334 IP 10. 5. 31.178. tacacs > 10.5.31.186.1477: S
1621187922:1621187922 (0) ack 1949630246 win 5792 <mss 1460, sackOK, timestamp
537047041 215552175, nop, wscale 2>

14:00:03. 035030 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 1 win 1460
<nop, nop, timestamp 215552176 537047041>

14:00:02. 937741 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: P 1:13(12) ack 1 win
1460 <nop, nop, timestamp 215552187 537047041>

14:00:02. 938023 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 13 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938169 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: P 13:69(56) ack 1 win
1460 <nop, nop, timestamp 215552187 537047069>

14:00:02. 938436 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 69 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938716 IP 10.5.31.178. tacacs > 10.5.31.186.1477: P 1:18(17) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 938827 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 18 win 1460
<nop, nop, timestamp 215552187 537047069>

14:00:02. 938901 IP 10.5.31.178. tacacs > 10.5.31.186.1477: F 18:18(0) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 972637 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 19 win 1460
<nop, nop, timestamp 215552191 537047069>

14:00:03. 037855 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: F 69:69(0) ack 19 win
1460 <nop, nop, timestamp 215552197 537047069>

14:00:03. 038097 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 70 win 1448
<nop, nop, timestamp 537047094 215552197>




6E +rSTNYa—TFa4Y

6.3.7 IPsec #4EED k5 TIL D 3L

AIEE D [Psec FEAEIC L 2 @(E 8 IE L SEME L ZR2WEEIE. LR O 4310 2 50 L T<
TZEW,

(1) ARIEEORE/ T A—H Lxtm2EE o VPN Lb— X O EMER
BHERENELWNE I NEHERL T EEN,
« RPEEEE O VPN L— 2 138 L TV ETH 2
« RIEE DS KO VPN L—Z |2 Ping 1@ X F91 2
< XFEEE O VPN L— & L OFFIEIEARIT L THETN?
- kA 2EE O VPN L— & L O EH HIZIE LW T2 2

(2)  show @i~y RIZ Xk DHERR
TELPD show @i~ REZFEITL, IPsec DIRFEZ TR L T IZ &V,

# show ipsec status detail

# show ipsec spd

# show ipsec sad

(3) trace 2= NIZ X AHER
TREOD trace 2~ R&EFEITL, AEE L VPN L—4 D ISAKMP 7o k=1L ESP
a ranritr hb—ALT, VPNL—EZNOLDIEENHDELERL T ZE0,

# trace ethl ipsec level 2

(4)  loglevel =~y FIZ X AHER
RO loglevel 2~ > K& FfT L, A& L VPN L—# MO ISAKMP 7' h 2V 0D iH
ERNEEHI LTI,

# loglevel ipsec 2
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6.3.8 tty T R—SHEED + S TIL DRI

ABEED tty ~F—UHEBICLD2BENELLIELARWEAIX. [6.34 2 7ILiEE
DY 8T TNV OFL) IZNAZ T, LTI 323 LT 70,

(D) tty =3 —VHBEEZFIAT 2720 OIELZ— (extusr) BWEERINTND Z L 2R LT
<TEEW,

(c)NS-2250# show user 4
User-Name Category (Uid) Public-Key Port-Access-List
root root (0)
setup setup (198)
verup verup (199)
log log (200)
somebody normal (100)
extOlusr extusr (401) 1-32
portusr portusr (500) 1-32
port02usr portusr (501) 1-10, 13
(c)NS-2250#

(2) PRI tty v R —UBREDHRI T HEShTna 2 e L, HIOT U TR — b~
DT 7 AMERPBEEFRZ SN TND I EEZEERLTIZIN,

(c)NS-22504# show user extOlusr 4
User-Name ‘extOTusr
Category (Uid)  :extusr (401)
Permission

normal ‘on

root ‘on

ttymanage ‘on
Port-Access-List:1-48
Public—Key
(c) NS-22504#
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6.4 ZO/MD ST

ZOMD b T T D TR OV TR L £7,

6.41 EEEEIL—HD/I\RT—KFEsh=EEOX0

EEEHD —PFONRRAY— REENEEAR, AEBO VY 7ILR— MNOEHRR & B
L<C. ROM E=#%%###L £, k_ﬁﬁbfmﬁmx5~h7/7774w%mﬁ
AT, VAT LAY 7 o272 EBHLREEZHLL 7,

EEEH L —FONRY = REFENIET 52 LT TEERFA, RF— T v 7774
NOETEIHT S Z L TRAT— REYHL L 7,
MHHEOFIEX Ptz 2R L T E &0,

O RIEFEDOEIRZ ON (2 LT, “Hit Enter key to stop autoboot...” NFER I 725,
VE—F—ZTFL, MON>71 o7 RS ET,

Hit Enter key to stop autoboot:
MON>

@ boot =<2 KD fileno 7> a VEIREL T, HREEZRIFELTHAWVE LT
BWEENAT—= RO L TWDAL— T v T T 7 A )V GiiridE T, Tﬁ
OENE, EEIRHIZBEIN S USB AE U O startupd 7 7 A V& FGHAIAALTWNE
j—O

MON> boot fileno=4 4

Welcome to NS-2250 Console Server

Starting Bootlog daemon: bootlogd.

. BEAYE—UHARTINET

NS-2250 login:

@ ARIEFEICT A L CREBFICHARAENDIAL - NT v T T 7 A NVEFRL, 7
74w_~—zbbﬁﬁbi¢o

(c)NS-2250# show config startup 1 external J

@ EEWFICHAIAENDAZ— T v 77740 (Bl : USB A€V @ startupl 7 7
AN) ML L £,

(c)NS-2250# clear startup 1 external J
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© ALEEZFEE L £,

(c)NS-2250# reboot <
Do you really want to reboot with main system and startupl [y/n] ? y 4
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A1 1—HIER—E

ARIEBEIZBREEINLTVDEE =TI, FTB LTS 7 —7IZx LT PR ORI 5 ST
WET,

< — > E, EEEHEDER L2 normal /v —T7 O —HTF, <AR— ha—>E,
FEEE BE DMERK L 72 portusr 7 /V—7 O 2—HTF, <JRiEa—H >3, HEEEHEEDER L2
extusr 7L —7 O —H T, ZOMO—WX, REEO THHMAEHZH S0 CDBEHFINT
WHa—HTT, Agtxda VT 4R v—iZbhbt T, 2—FE2BIMHEIFRL T EE,

—WIEROFTEMIL,
BB, =T OHRIIAETETLZ LT TEERA,

2.3 XU Ta488 22BLTIEIN,

HER
TR TR EBO | KRT— KD ﬁﬁﬁgg ﬁﬁ%a? %@TEB T;;Z;Q t@%;%:
BRE RE/EE 054 054> | ons(y (BEMEHE | (BEEASRHES
DT ER) DT +ER)
root*! root O @) X X O X X
;%_'%—Efiii root O O O X O X X
somebody* 2 normal X X @) X @) X X
i —H>%2 I normal X X O X O X X
R —HH2 | extusr Oy Os O*e X X X QX7
setup setup X X X @) X X X
verup verup X X X O X X X
log log X X X O X X X
portusr®! portusr X X X X X O*s X
R—=hz—9> portusr X X X X X O*4 X

%1 aA—Hroot E&L WU portusr (FHIRTEFELEA., Ff-. BRIEEFET S LEITEEEA,

%2 somebody. <—fEI1—H>, <HERA—YDE. suaAT U FERTI S L TCEBEBI—HICBITI I LN TEET,

%3 portusr (&, "n— b1 —HEREEHEEN OFF DIFSIZ. KREENAALMICHET 51— TT,
FIAEEARLI—FEFE>TR—FF—NRIZF I ERTEZIELEETEEH A,

¥4 GR—ba—HORDYTFTILR—KZTIERTBIZIE, PVUTFLR—bADT I CREEZRETILENHYET,

%5 RADIUS/TACACS+%: E DMEREREEH— /NI BEEEERZ L 22— E2ERIT K, Telnet/SSH 4S5S4 7> kpary—ILiR— k
NOAREBICEEEL LTEERT A VT HILLAHETY,
HMIEa<T Y K77 LR create auth access_group root 37 > K4 set auth radius server root A< K, BLU.

M$$%C 7 hUEax—RERADIUSEREE/ 7HO Y bH—/EREF] ZSEBLTLLEEEL,

X6 LRI —YDIE, SSHTOHRAREBE~OTA VT EHENTEET,

T <HRBRI—YOMtty TR —DHEEEETT RICE. SUTALR— bADT I RIELREERET IHELNHYETS,
WEEBREFABICOVTIE M47.7 a2V —IL7 5t AEE (Ansible & DEH) DRTE] 2BBLTLEELY,
X8 REA—YOTEREBORELEELZLEETIICIE.

A-2

RETERERREHTETILENAHYES,




7%% B
SSH 2 Z1 7> FYZ FDEFH

18 B TiT, ARLEEICT 7 B AT 2REMR SSH 7 747 > MY 7 FOERBIZHSWT
B L TWET,

B-1



B1SSHY 3547 bV D MERAK

XU T o BEREA TRIL L T D AREEE X, Telnet Y— N2 h1 2 T, SSHv2 (Secure Shell

Version 2) % — "Z2#5# L T ET, BFENAEDBE L S Cud SSH 7' k =2/Lid, Telnet

Ta har k) b ERERBEEEZITI ZENTEETOT, X2V T4 2FELTWHR
vy =7 CEFHESNTVET,

ARETI, REEO SSH V— e ZFIHT 2 TR SSH 7 Z A4 7 V7 oS
HEIZDOWTEBA L £97,

+ UTF-8 TeraTerm Pro with TTSSH2
UTF-8 TeraTerm Pro with TTSSH2 (UL F TeraTerm] & FEOYNE ) 1%, TeraTerm
Project IZ X WIEIEBSD 74 B AD F TR SN TWHL 7 U —Y 7 by =7 TY,
FEILLIETRHROF—L_N—=22 T E N,
http:// osdn. jp/projects/ttssh2/

+ Poderosa
Poderosa I% Poderosa 7’2 =7 MIZ LV, Apache 71 &2 2D F THAT S AL TY
H7YV—=I T R T7 T,
FELLITITROR—LR—2%2 T BTSN,
http:// osdn. jp/projects/sfnet_poderosa/
F7o, AEEEO SSH Y— N3 2 HIEOFESF X2V AR —FLTWET,

« XA T — R (Basic)iki
« A BAFEPublic) R FE

FNENORIF ST T T 27200 SSH 7/ 947 MY 7 b FIEEZ, V7 b
= T BRI THEMNLET,

B-2



18 B SSHY 47> kY7 ~DERAS

B.2 /YR — R (Basic)iR 5L D &5k F IEHI

ZZ7T j: ZIK @ SSH qj_‘_‘/\@wunftjiﬁﬁ)/\x U — ]\(BaSIC)uuu Eéh(b\é%
HDSSH 7 747 v N7 NOBERRFIRFIZ OV TR L £,

SSH 7 747 > by 7 hinbid 2aMc, 4.8 REEH 2ZML T, TrioAd
B SSH ¥ —"BENTT LTSI L 2R LTI IZEN,

« SSHY— ORI ED Tbasic] ICREINTWNDHZ &

AN— b2 —VFEFEOREN basic] ITREINTWEZ &

cKROTY TR — M LT, SSHZ T4 7 > MIRSSHEERt - FF i STV A T &
« RIEEOSSHY— T LT, SSHZ T4 7 MIASSHEEfe A FF i S TnH 2 &
PR — LB L OSRA T — RRBG IR TS D L
CEER Y RRGEO Y T AR — M LT, T ERAEHFAIR TS Z &

CITHTRORELZEELET,

« ARLEE : 192.168.0.1/24
— ha—¥4 : port

« XA — R : port

s BEEE VY T VAR — | ¢ ttylo

« TCPAR— h &= ;8310 (RN E)

« SSHiEfEE— K N AT— KRG

B-3



B.2.1 TeraTerm D& FIE(/NR T — REREE)
TeraTerm % L) L £9°, TeraTerm Z #3425 & PO ANBEE AR RINET,
[RA B WCAEEDIPT RLAZ AT LET,
[ —b A ] (FSSHZEIR L £,
[TCPAR— k| IR DOSSHAR— h DTCPAR— hESZEZ AN LET,
[SSH/N—37 2 o] [XSSH2% 3N L F 7,

X

TT55H: LS
® TCP/IP A2 (T [192.168.0.1 v
M2 - 1{0)
H—E 2 O Telnet TCP#A:— - #1(P): B30
® SSH SSHAi—2/ 3 . (V):|88HZ
O @i
0+ LIS UNSPEC ~

O )7L e

CIf, + v T A~

B-1 TeraTerm /NR ™ — REBEE(HT L LMER)

[OK| Z3R2 &. WIREEEROBRICIT FRED & O R mmA R RS ET,
el 21 2T 2 & RELETZ OBETIRRSNEE A,

FEalra—

AR =T known hosts U2 RIT L PSRN TLGER A
19z, 165.0, 1"IEEEEAH T BE A HIEE R isiEmL
LAF L TR —FOEn® LTS EEE T A,
[CEELT FEN.

iR % known hosks U 2 R CENDL3RSRESETTE,
(3. »rOfesOESIIRNED AL

il =T host key M7+ =200
| 25:82:40:96:75:58:25:65:50:86:c7: Let6be 1 uebibe |
A2 % known hosts U2 MZIEMDE S (4

| wmis | | mew |

X B-2 TeraTerm /AR — REEE(EF 1Y) T 1 ZE)



{1$%B SSHYSA 7> bV 7 FOERM

SSH #BAEDEH N ERSINETOT, FitPHBZHEEL T ZE0,
[ —H4 ] IR —h2—YHEATILET,
[RAZL—X] [ZR—ha2—HFDAT—REASLET,
[T —r T XA MEMH] 28R ET,

PLEZE AT, #ERLZL TOK] &R L CRICEARE T,

Logging in ko 192.1658.0.1

SERAETY
2—H = | port |
KAZL =7 () o |

@7 LT A MEER L

(I RSAJDSA key %{EFE Private key Filz: | |

thosts %{%P (55HL) | |
Huost private key File: | |

O Flords LARAFEDHERF —f -1 12850770

[ ok | | e |

B-3 TeraTerm /\X 77— REBEE(SSH F25E)

TeraTerm & AFEEOM T SSHv2 OWENHN. LET, REETHR— ba 7 2R1FET
REZ L TWIIE, AEBOR— M — "Rz —HENEREINET, N— b 7 &%
FLRVERETOHNZE, TOEETY TAR— MORBN RSB SI R ShE
7,

B°192.168.0.1 - Tera Term VT M=
IrOUME RRE EEG Tob0—b@r s ERW AaLH)

ozt ¢ "Smart(s”
abel © "Tokyo-Switchl”
1 : display Port Loz
2 1 dizplay Port Log (LAST)
2 . gtart tty connectlon
: cloge telnet/zsh sezzion
b @ zhow all commands
ty- 1 rw>

£

B-4 TeraTerm /AR 7D — RFEEFHARZEEDR— b —/\A =2 —EMHE)

B-5



B-6

B.2.2 Poderosa D& FIE(/ XX 7 — FE3EE)
Poderosa ##EE) L, [7 7 A /1] — [Hi#l Telnet/SSH ##i| AL 7,

Bk Poderosa

LI B0 GirleShift+N
A Telet /SSHIBRT NG, Alt+N
iR cyamindBin o).

oDl — ey FER 0.
AL Py MRS

AT Crl+Shift+i

B-5 Poderosa /\R 7 — FEREE(FT#R Telnet/SSH #&#it)



8% B SSHOYSA4 72 V7T DERAB

PSR

HAFRRSNETOT, TRROHEHAZADNLET,

[RA B CAREEDIPT RLAZ AT LET,

7o k=L |ZSSH2 AR U £9,

[AR— ] IZKERSSHAR— FDOTCPAR— FE S A2 AN LE T,
(TH v bR —ha2—FHEALET,

[EREE 15 382U — REBIRLET,

WELZS TOK] 2R L TR~ERET,

WA e rs_—q
A2 H) 19216601 v]
JObLE  |S5H2 v]
=T 310 v
SEHASA -4
PHIMA oot 3
Smef AR |-"ﬁ1':-"—f: v|
MAT L= |****| |
- I | |
A-21 )l
OoqiERIL il vl
OHIFTFFEE
TVI-FrHE  us v]

O-ALTI-2 | Lt v
EEFOREW  [oR S
TR | wterm w |
| ok | [ Het |

X B-6 Poderosa/\R 77— REREE(HRERR)

MIEEERG L FRED A v B —VBEPFRINET, NIV 28R L TR~ERE T,

Poderosa 4

2

zzh hogtkey fingerprint c1:33ebd7:f3b01:a1:43:8d1 25044 ecc2dB:fa
SSHT =D R ssh_known_ hosts(C8HFEN TLER A BRELTRITLETH 7

RN I

X B-7 Poderosa /SR T — REBE(tF¥ ) 71 Z48)

B-7



B-8

Poderosa & ARZLE D] T SSHv2 DIBE ML L, ALLETH— b 7 2RFET 5
B LTOWhIE, AREOR— b — " A= —BEPFRSNET, N— o7 2k(F
LRWRE THIUT. ZDEE Y TR — MIORPNIRERR SR it S 3,

4 192 168.0.1 - Poderosa |:||E|{g|
JPALE REE V-G W=Dtk ML
L E ‘ g ] B | ] tIfT CR » ToO-—T448 utf-8 ~ @ [} eeneric v‘

¢ 1192168101

Host ¢ "Swartci™

Label : "Tokyo-3witchil™

1 : display Port Log

2 : display Port Log (LL3T)
3 I start tty conhection

4 : close telnet/ssh session
5 & show all comnands
CLty-l:irws>

—

B-8 Poderosa /8R 7 — FERFE(AREEDR— Y —/3\ 4 = 1 —EMH)



18 B SSHY 47> kY7 ~DERAS

B.3 ZABA%(Public)s25E O #4% F IEH)

: : T j: 2’: O) SSH ‘H_"_/\@mu uﬁﬁﬁﬁ‘/\ﬁaﬂ%(Pubhc)m niET '_‘/:E’é ﬂ“(b \ O)
SSHZ 747> Y7 hOEGFIAGIZ OV THA L £,

SSH 7947 Y7 "biET AR, (4.8 J/EEHF 2B LT, FiLoAdk
BOSSH »—R"BENETLTWNWDHI L %:ﬁﬁn LTL7EEW,

-SSH%~/\0).M EDY Tpublic)] IZRRESNTNAHZ &

— h 2 — YR ED [basic] ICREINTNADHZ &
-ﬁ%®/)7wm MZkE LT, SSHZ A 7o FsSSHEE e 2 F Al STV 5 2 &
< REEEDOSSHY—NTxt LT, SSHZ 4 7 > b ASSHEEft A 7F ]l ST Z &
R EARBIORRT - RRBFEIN TSI &
B — YRR ROV ) TAAR—= MK LT, 77 RBAZFATENTNDH I &

ZZITCHTROREAEELET,

< ARIGE : 192.168.0.1 / 24
s R— b —V4 : port
BT ) TUR— B o ttylo

- TCP R— h &= : 8310 (FIHIERE)
« SSHiEfFE— F E/NE K SR

ANBRSERRREIL S A D — REBRE L 8720 . SSH 7 T A 7 ¥ MAITCABHSEALTE S % {ERL L |
ALEE AN ABRGE 2 B ST 2 FIEALE T,
AIEEBY R — M T HARBIE TR0 FATT,
- AP . OpenSSHZ +—~ » b
B S8 )73 0 RSAJE (Fe k2, 048bit) / DSAJE (Jz K1, 024bit) / ECDSAHS 54
(128/256/521bit)

B-9



B-10

B.3.1 TeraTerm O FFija% & (2B #ERGE)
AL | SSH ##5t 9 A RillC. TeraTerm TR/ M B Z/ER L £,
TeraTerm Z##E LT, [fRE] — [SSHKey DAkl 2R L FET,

Tera Term - [dizconnected] VT Z E|r>__(|

FrAE REE PSS OOt Eh gLt HY
| iR (0.
P ErI .
Fa4HED.
F—h— PR
2P ILA—FE.
JoEaip.
S5H o b FetiH.
S5H SRR RO AL.
A= I23 I —F A
SSH Kew M B
TCPAP.
ARG
FDimERTE id)

SRTEDIFTFE).
SRTE DRI AG R

F—guilERdale .

(>

=

B-9 TeraTerm XBH##EREE(SSH Key DA RX)



8% B SSHOYSA4 72 V7T DERAB

BT 2 BEEA R RS NS, RSA & L1 DSA OB b Tz L, T4k
EMTLES, #PERSNIZRIC, "ATL—XORENRTE DL IR ETOT,
INAT =R AN LET,

e RRTL—X WEREZIE ST 572D D N2 T — R T,
ARIEEDONRZAT — R E3BRH Y A, SSHEER DORRIZ
MEIZRDETOTENRNIE LTI,

TTSSH: key DS ﬁﬂ
key 547
OFsA - OFsh - ODas

key A7 =71 |**** |
M —FDhEEE: |**:+c*| |

| publickey— 1§77 | [ private key—{R7F |

B-10 TeraTerm ABASEEREE (key DYERL)

NBHSEE 7 7 A NVITRTF LET,

Save public key as: @
IBFIBIAAG: | J 7 T8 v 0a =
435 2F FD
i e 55 ()
Bik{Eok 74l | | Data )
— L DVD-RW B3 (ED
Fr— : e
@ |[2owmsoe
Fanbys (2D ERTD
A Pk
; 2rA B r5apu vl B
v #rho=D 27 LDFERR T |SSH2 RS# keylid rzapubl vl T

B-11 TeraTerm ABAMERFE(A RO RFEME)



B-12

WICHERE 7 7 A VITRIFLET,

Save private key as:

RETBBAG: | ) 7 TS v @@

—_ 435 13 FD (A
[ £ e SYS (0
BiR{Eof 7). |5 Data ()
~ L DVD-R 154 (B
¥ L DVD ES4F ()
LDV E57 O

FARbT
w4 FELA
A T8
- Fod VBN [ =2 . e
VA FAD=D o LORERT:  [SSHE RSA keylidrsa) v (e ]

B B-12 TeraTerm ABR#EFREL(FZ RO RFEHE)

BEORENPHET L12 5 Key OAERRBEIAENTF ¥ B THLETIZS W,

INPREE L A T 7 A VITIRIF LT D, AR Z AREE TR L £, RF LA
BT HFAPET 4 ZTHOTIES Y, TReiEmE o) RSA @R LI 5HE 1Rk

SNTZABREOHFI T,

| id_rsa.pub - XEHE
J7AIF) EEE) SH(0) FRNV) ~ILIH)
ssh-rsa AAAAB3NzaCve?Eaaal [wALAIEAL Bs+OGFz2 507 o000/ eFul gt cOkDb

Fv0eeuMRPRyCatWR] jUFJ rMEEZFR33YPOOr T7sBLI runchB8swllipiel 1t 1GoJG
Teoba Ve M f+0 TndvEMEel+ek 15t Dzubl habheeVeldkaD M3 vk 7Y ot KOwEP

ADRAUSBRJKAFS = templooao:

X B-13 TeraTerm AR II(ARENDIE—)



{1$%B SSHYSA 7> bV 7 FOERM

AREEEIZT 74 LT, setuser sshkey 2~ RCTa b — L7=ABR#EE &L ET,
WRIZEATE AN LICEE L TLIEE,

(c)NS-2250# set user port sshkey public ssh-rsa

AAAAB3NzaClyc2EaaaBlwAAAIEAt8s+CGFz2sg7900Ap/eFu8gtcOkDbF/y0eeuM

RPRyQgtWRJjJUFJrMQ8ZFR33Y4POQrT7sBUtrunch8swQipie01t1GoJGTzobs7Vg

TN £+01m9v8M6eX+gKIX5tDzub3/hg5hcgVeUAkgDIN3wvk7YotXCyEPADRAUVE5

hJKdF8= temp@xxxxxd

(c)NS-2250# writed




B-14

B.3.2 TeraTerm O $&#t 5 (2> BASREREE)
NBHEE A RIEE 1288 L2 5. TeraTerm 7> H AEE DR — b — TR EZITWVET,
TeraTerm ZALE) 35 &, HERALDO ANBENFRINET,
o [ARA R ITAREBOIPT FLAZ AT LET,
[—b 2] [FSSHAZ IR L £,
« ITCPAR— b IZHGAR— FDOTCPR— FEFE AN LET,
[SSH/N—7 3 > ) IESSH2IZ72 > T\ D 2 & # B L 77,
PLE&E AT, BRL7Z6 TOK) 38R L CRIzEER £,

TTSSH: HLO S [z|
® TCF/IP A (T 192.168.0.1 v
M2 1) 10)
H—E 2 O Telnet TCPA:— k- #(P): 8310
® 55H SSHy =37 3 (V)1 |SSH? &
O Fdit
0+ LIS UNSPEC

O 1) 7)LE):
Ok F+ 1) ~JL

B-14 TeraTerm ZABASEEREE(F7 L LVER)




{1$%B SSHYSA 7> bV 7 FOERM

SSH #HAME AR RINETOT, FTROHEEARELET,
[—P4 | [ZR— ba—PHE AN LET,
(SR 7 =R IZHERRFRRICEA LT XA 7 L —X% A LET,
TRSA/DSA keyZ M) ZIBIRL, WERO T 7 A NAZHEELET,
FREMAEESINZS TOK) Z&RL, HEmaHha L £,

EEX]

Logging in ko 192, 168.0.1
EEEETE

3=t —a: | part |
MAZ =2 | Hkkck |

O F =T A MEER L

(3) R5A/D5A key S{EE [Private key file: | | C¥d_rsa |

O Fo bt LA AREIEERF — R — R A 83071700

| o || smemEn |

X B-15 TeraTerm 2ABH$2ER5E(SSH F23L)

PRREIC Y5 & TeraTerm & AMEE DM T SSHv2 O[5 3N L 97, ARUEE

— b VR RAET D EE L TWIUE, A%k %@i}‘v—}\*)‘“—/\)‘%:“—ﬁﬁb@%ﬂ“éé’bi
T, R—ha 2R FELRVEETHIUE, TOFEETY TAKR— MIORDBNTERXT
SR IR SN E T,

@°192.168.0.1 - Tera Term VT =3
D REE HEEQ Jeh0-0 sk AT

ozt ¢ TSmartCs”
abel @ "Tokyo-Smitchl” 1
1 display Port Los
2 @ display Port Log (LAST)
3 ! start tty comnection
D cloze telnet/=sh session
b ! ghow all commands
ty- 1 >

E B-16 TeraTerm ABSZRIE(ALEBOAR— b —/\A Z 1 —EMH)

B-15



B-16

B.3.3 Poderosa M EAITE% 7E (22 B EREL)
AdEEZ SSH ##5t 4~ 2 AillC. Poderosa TABHS/M B EZ/ER L £9,
Poderosa ZiE# LT, [V—) — [SSHEIERY 4 —F] 2R L F T,

&% Poderosa
HAARY AL THY

el s 000 -z [ Poderosa A% 04 MFRTED.

FEEEROIAT L -AEER.

DIAE =L TT ARG

A0
SRS e L AT T D0

B-17 Poderosa 2ABA#EEREE(SSH B D EHTE %)



{1$%B SSHYSA 7> bV 7 FOERM

SSH DR Y 4 ¥ — FEEPFRSNETOT, FLOHAZHRELET,

TN XL EORTSETT AT, DSAE T IIRSAZ I L £ 97
ETRY : i b7 AT Ui (RSAIE2048, DSAIX1024) 3R L £ 7,
CRAT =X RERERE LT 2720 DNRA T — RTT,

AREEEDNRAY — R ETEMRH Y A, SSHER DERIZ
PENZR D EFTOTENZNE SIC LTS EEN,

FRERELLDL TR~ Z@ERLET,

SSHBPERT 15 — I° X
SSHoMERET R SRRt LE T, —s',w:ruxm:tj R
El AT LA EA LTS

TILAUZ L RS v|

Fo (B 2048 v |

HAT =L ok |

W2 A G pkk |

B2

B-18 Poderosa A BSEEREE(SSH BIERK Y « F'— F 1)

BEOIERARED 7, SLBEZAERT D70~y A2 A v — VHEERAN TEYICEN L
£, MON=PEETBE LIZOEmEAY EDY £7,

SSHBPEREM . — ¢ X

BELRLLET . O PR TS AL e
T, fLera gL TEE .

B-19 Poderosa A BSEEREE(SSH BIERK Y « ' — K 2)



BNERSNDETHLET,

SSHEFERIF — %]

SLETMERF RO E LIz, SROE BT THTHSY
220 CDL I RS CoeEl .

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi

ey

B-20 Poderosa ABAS2EREE(SSH SR ™ « ¥ — F 3)

MERET LE L) OBENA TS R~) Z3RLET

SSHEIEERD 14 — I %]

ERMTET LELE.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi

| Eetl | [ e |

K B-21 Poderosa ABASEFEEI(SSH BIERDET)



{1$%B SSHYSA 7> bV 7 FOERM

R SNz %a 7 7 A VIR TFE L ET, &OIC TEREZAIZ M CTRIF] 23RN0,
WEHE 7 7 A VIRFELE T, BOLRNIEE CTRNEFERICHEALETOTOND &
INRFL TL7ZE W,

SSHEFERIF — %]

EBASE T L i, MEERED IR ML, 2offs!
F— b MEEOTAEED

[ WERERE R TIRFE. |

| SECSHREATLRIREEREUTIRES. |

| OpenSSHRER T A RREE 2ATE O TIRTEQ).. |

| #evtn | | %7 |

B-22 Poderosa AR (FZRDOEREF)

WERERFT 2B e BRLTT 7 A VITRIFLET,

HERO T PR
IRTEFBBAL | J 74 TR v @2 &
. JA35 12F FD )
e 5YS T

BifiEolr )l | Data (D)

ﬁ_h L1 DVD-RW ST ED
@ 0VD K3 {F)
FAnhyy | [SDDESTD

T4 FE1Ah

‘ 74 Tk1-8

—

1 Fubi-4 27 B

ns2240accesspry v (e
A NDERT: v/ Azl

X B-23 Poderosa AFSEERII(BERDODRESFTDIEE)

B-19



RIS ARG RAF L ET, [OpenSSH LA TRBA#EZ 4 R 2111 THRAF)] 23R L T
[FERIZORAF L TS 7280,

SSHBTERT A —F (%]

FRNASE T L L, IEERED —hILRA M. s
B bl MEEOTEE

[ WERE RO TIRTE. |

| SECSHRERTLRAREEmEIITIZEG. |

| OpenSSHETN TR ERATE D TIRIFO). |

| #eutl | | =T |

K B-24 Poderosa ABASEFEII(ARBDORE)

NARERGET DRI E2RIRL TT7 7 A VITRIFLET,

AR (277 (0penSSHI4 — T3 |} HE3
BTFEIBHARQ: | ) 71 1~ v 0@
r JA 35 1F FD A
! @ 5YS (T
B fELTrA )L | |5 Data (D)
- L DVD-RW B3 (ED
@ LDVD K54S (F)
Ly LLDVD BT @
o FEash
‘ 21 ToH1-#
RS Sy ns-2240] v [ mEe |

e ILOFEERT: | SSH Public Keytpub) v| Feol

B-25 Poderosa AFASEERGI (AR ORFISFFDIETE)
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8B SSHYSA4 72 V7T DERH

INPHEE L R T 7 A NVITIRIF LT 6. AR A ARERE IR LT, RF LT:’AF%%%
BT HFRAPET 4 ZTHOTIEZS Y, TRRiEE SR RSA 8RR L2 5HE 1Rk
SNTZABREOHFI T,

. L wan
FrAILF) EE(E) SH(0) |FRNV) ~ILT(H)

ssh-rsa AMAABINzaCTwcZEASALRT ALADE Aotk 3A rlT TSLYGDIGHSY YA -
+f J iUa0wd BMJEDL TCPBw I ARUHBK+ MG M5 § 94K | AT1H+IUBHYRY O

+ABT0kUF DAF38AeFeBO05GmTMacCh e YorMe ID8 24 SWUETPOOC)SxamzDnt 10heHi f i1 2RI TaiutahD1rR 1
+HDs4EVY4WY o i e8vzBX0m rOuzbFust 88 12QTERYZ j waPalszmyME | owlnyv Eze

+]1 TFpS9YsJ2WRa4 4FG i ESPMNFef nY rB1Hsh Keldhd3 «t EiRDBkR=ZpbiF zMiMed P i o=B i veg T ZUj edgq
Of wr Y BUGOSR rahvbXegHt MaST 3Y2ew==

B-26 Poderosa AFBERFL(2AMABD I E—)

ZIK%E 07 A LT, setusersshkey 2~ R CTatbt —L7=ABELZEGELET,
BWHIZEATIZAY FRHADOTHEE LT EE,

(c)NS-2250# set user port sshkey public ssh-rsa

AAAAB3NzaClyc2EAAAABIAAAQEAVO+K3ArM1ISLYGDIGHSYVAVt+nYjmMUaDw4BM

JEDLICP6w/9AhUHBK+JINXG/Ns5tj694KiAT1Wk+UBHYRYOm+A870kULfOAF38AgE

eBO05GMTNgcC5¢c1VoXM6ID8g4 9WUE7POOCISgxwzDnY1o5gH fi2RITIgjutahDln

RI+5Ds4EVY4WYgie8vzBX0mrOuzbFwsf88IgQTfRV2jwgPaOSzmYNEiowCmy/Eze

+1TFpS9VxJ2WRa44FGiESPNFefnVrB1Hs5KsWdhd3xtEiRD6kRsZpb0FzNmMgdrP

10sBivcgTM12zUjedggDfwnYVE6UGOg5r5hVbXgHtMgSf3V2ew==4

(c)NS-2250# writed
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B.3.4 Poderosa M it FIE (2 BABEEREE)
INBREE A RS E IR ER LT 5. Poderosa 7> B AREEE DR — b — N T ATV E T,
Poderosa #iLE) 7" 5 &, HrllEEHEE AR RSN ET,

[RA B WCAREEDIPT RLAZ AN LET,

7w k=)L) ([ ESSH2Z 38R L £,

[ — b IS RSSHR— P DTCPAR— FFEFE AL ET,
[(THTv bR — b2 —FHEATLET,

[RRRES 1] (X ABHSEZ @RI L £,

[RAT7 L= [ THERIFICHER L7 "2 7 L —X % AT LET,
M7 7 A ITERR LT 7 A V2 IR L £ 7,

Ulbza AT, S8R L5 TOK) AR L TRICERE T,

HR e X
7, D 118216801 v |
JORILEY | SSH2 v |
(T 310 v |
SSHMZA-R
T ||:u:|rt » |
SEIAEL |£3F',;E]§E v |
HATL—F0R  wonn |
2 WA |D:¥n3224ﬂaccess.prv |E]
B—=F)|
O MEERIL L v |
O RIESEES
T2O-FHE w8 v
O—HLT I WE“ v|
SETOIEEN  [oR v
FEEE | xterm v |

[ ok | [ #et |

X B-27 Poderosa 2\BAf2EREE (AR ER)
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{1$%B SSHYSA 7> bV 7 FOERM

PREIZ A EN % & | Poderosa & ARHEE DT SSHv2 OIE(E 25N L £, ALLE THR—
b 72 fFTOREL LTOE REEOR— b — " A =a —EHEPERSNET,
N—=ha 72 RIFLRVRETHIUL, TDOEET Y TR — MIORBPNT 5%
alCERt SN ET,

4 192.168.0.1 - Poderosa M=
TAME REE TG Y-MD ek NI

PE PS> e R  IV3-F4u8 uti-8 x P [ eereric 1)

4 119216801

Host : "SwartCs"

Label : "Tokyo-3witchl™

1 : displavy Port Log

2 : display Port Log [(LAST)
3 : start tty connection

4 : close telnetf/ssh session
5 : show all comands
tLty-1l:rw>

B B-28 Poderosa ARBFRIL(AEEDHR— bH—/3A =2 —ETH)
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747 C
FrRIVEa—RFE
RADIUS nlbtn.lz:/77j ’7/ /‘#_/ \;,{Zzﬁ/i./

$82CTI1L. 7 MU B =— & RADIUSFRGE 7 H U v b — SBEFNZ DWW THH L TWET,

C-1



C.1

C-2

RADIUS Z25E#EE/RADIUS 7 170 > b iRE

AEEEIZ RADIUS FRFEEEDRR EZ1T O &, AEBEICe VAV LERROAREEDO T Y 7 LR — |
’\777’122 L7zBRC, AREEE O RADIUS Ak 7477/ MMI$EE &7 RADIUS $REEY— 3~
B .&E*(Access Request Ry RNEEELT2—F0R pft%ﬁl/‘iﬁ‘

RADIUS 85FY— T —F ORI LTI 5 &, RADIUS FEFEV— NFERGER T D7 > |
(Access Accept /7 v M) EAREEEICHE LET, REBEITZE LRI N v MZEENT
W57 MU Ea— MEBRIZESWTEWELET,

RADIUS FRFEV— T —V OFRFEIC KT 5 &, RADIUS FREEV— NITERGEHE G D7 v b
(Access Reject 7377 v N & ARIEEIZIEF L E T,

AAEEIZ RADIUS 74 7 > MEREDREELITO &, 2—H O s Xon s 79 sOT Y
¥ ME#Z RADIUS 7 v > b Y= NICEFELTT AV > M ERFELET,

RADIUS FEREH— /S TRRAEICHIIT % & A%LED RADIUS 7 AV b7 47 M
RADIUS 7 v > b ¥ —Z7 vk START 7 v F&XE L ET,
2—PFRREEOFHEK T(2 77 7 M) L7 Y RADIUS RBGEY — N TRIAEIZKILT D & |
KIEEDORADIUS T v b7 47 > MEIRADIUS T A v o b =7 A7~ k STOP
Ny bEEELET,



1Tfi C 7 |" U t ad— |“ & RADIUS/n:L. nIE?jJ rb ~ l“-'j-_/\nQIEﬁlj

C.2 RADIUS nn..\nl—t*j-_/\‘s 1.:-?'67 ~ U t“l_ ~

ﬁ"t D RADIUS [ uE7 74 VavS }\Z)‘ RADIUS Bty uﬂi"j_"—/\ Jié'fgj—é? ]‘ U [ ]‘ %‘F%Q:

RLET,
& C-1 RADIUS ZBFEH—/N\ZEET AT LI E21—F
7hrJEa—t+8 | S | EOER S| b~
UserName 1 | SIRING %ﬁgiéiz;Ziiiﬂhanwémﬁf%iﬁ
User-Password | 2 | STRING | "ol 5 B0 RA T — BT, /AT = R

JEEEE TNy 2 EINTWET,

AIEEOIP T RVATYT, 7ThIEBa— b 2E[FLEY
FAT v NOWINEH S ET,

AKIEBFBDOHRA LT, ThIEa— 2R ELEZZ TIA4
7 hOBRNCHERENET,

set auth radius server nas_id =~ K%&ffi 5 & NAS-Id
WALBE OSUFFIBFEAN SN TREE S E T,

Tty g EHNNT S ID T, #EENTaZ=—7 i
Ml & o= TEENET, LyvarIDRT 7R
Acct-Session-Id 44 | STRING | ZREIZA > 7 VA b LEEERFEH S ET, RFEER
Nry RISty ar ID X, TAHAT R
START/STOP /X% v MR UF i fHbivE T,

NAS-IP-Address 4 IPADDR

NAS-Id 32 | STRING

C-3



C.3

C-4

REEMNLET 5 RADIUS

an.\nIE-'j-_/ \0)7 k U t a—hk

AREEE HLEES 5 RADIUS wuftﬁ‘—/\@T P Ea— bz FPRIRLET,
ZELESGE., AEEIZZOT P Ea— P 2EHELET,

TERUNDOT R E2—

\

* C-2 AEBHUET S RADIUS BEEH—/1 D7 ) Ea1—Fk
FrYEa—+4% | BE EDH A b
Filter-1d 11 | STRING | =—HIZRET D7 4 VF 4 TT, 2—FOMBILHR—

ha—YNRNT7 7B RAARER Y T AR— FE2fEELET,

B —

UTFOHEIC—a—ehi LET,

A 3 | set auth radius server normal

filter_id_headNS-2250_NORMAL M E I N TEY

“NS-2250_NORMAL” 2>546F 5 Filter-1d % ARZE{E

=15 L?‘:f)%/a\o

A 4L |2 create auth access_group normal radius

filter_. 1d normal_grp N EINTED, normal_grp”
LERE Sz Filter-1d # REEE N ZAF L2546,

W E S —

UTOBAICEEEE—F LR LET,

AREEE |2 set auth radius server root filter_id_head

NS-2250_ROOT N EINTEY, “NS-2250_ROOT”

NHUEE D Filter-1d 2 ARIEE N Z(E LI2H G,

ARIEE T create auth access_group root radius filter_id
admin_grp 2% EINTEY ., "admin_grp” & FHE X
N7z Filter-1d # AR2EE N %5 LI=%HE,

mrR— 1**“5“

UTFTOEBAICR— =V HhiLET,

AKRIEEIT set auth radius server portusr filter_id_head

NS-2250_PORT 3% & S TH Y (“NS-2250_ PORT” yiR

i E D Filterld # KEBE N ZFE LI

“NS-2250_PORT1-16,24” L 8 E SN TV DHH{AEIT i %

DOFR— ha2—FET U TR — h1~16,24 127 7 AT

5z k NTEET,

ARIERE T create auth access_group portusr port 1-16,24

radlus fllter id port_grp NEXE SN THE Y, "port_grp”
E I NT- Filter-1d # RIEENZE LA, TOR

~k1—$mvu7wﬁ—hy4&ML77tx¢5:

EWTEET,

Filter-IdA3 84k S T2 WA Filter-1dOfE A

set auth radius server {normal | root | portusr} filter id_head
a<> K, BLU, create auth access_group tnormal |
root | portusr } radius filter_id=~ > K CHE LW
NoOXFEIE L LRV AL, set auth radius
def_user =~ > FOREIZHE > TRFELBEL ST E
7,




18 C 7 rJEa— k& RADIUS/EREET7 h o> MY —/ B EHI

RADIUS #FEH— /"D 2 —FZHE D Filter-Id 7 b U B o — FBRE S, ThEhO=2—HIC
3%%49 2% set auth radius server {normal | root | portusr } filter id_head =~ F§ L<IE
create auth access_group 2~ RBREEINTWEHEAIX, FROZ—FTur /A LET,

07 A CEEOESNEL, O E E 2 —Y (root), @— % = — ¥ (normal), @R — k= —(portusr)
<7,

FA V7 FE— ROLAEITIE, KER 74 U TIET 7 B AERO@D 5 HELEDOFEH WD TR
TAY L, B= b =D T 7 AZIQODOT 7/ AR S HGEDOH R T4 TEET, L
7 ME—ROBR T A URICIE, TO2—FORYT 72 AHEROQOD 5> HH o & b ELEDR

WwWhboTa AL LET

*x C-3 #EHFilter-ld 7 ) Ea— FERIFICERA IS —Y

- Filter-Id O ENE XAV FE—FR tLZ hE—F
- set auth radius server {normal | root | KIKT 7 A Nl N A S

portusr filter id_head =~ RORED L

< 1% create auth access_group =~ KD

B E N
HEEHE— HEEEHEa— X (7 7 & AAH) HEEHE—
e — — =4 X(7 72 ARA) | —fga—HF
A—bha—W X (7 7 & AAH) A—bha—W A—bha—W
EEEH o — Y2 — Y EEE o — X (7 7 & AAH) EEE o —
EEEHo — /R — o —H HEEHEa— A—bha—W HEEHEa—
— L —Y/R— 22— — = — el N — = —
EEER— o —Y/R— ha—H HEEEHEa— A—bha—W HEEHE—

C-5




C4

C-6

RADIUS 7HhD Y b —NIZEETSHT7 FIEa2—F

A2EfED RADIUS 70 b7 74T b RADIUS 7 AU b —NIZEET L7 MU B

P& FTRIRLET,

START IZOR >\ TWD 7T MU BEa— MIT7 BT START /N7 > MIHMSILET,

STOP iZOMB 2N TWHT M B a—

MET BT STOP /37y MM S ILET,

& C4 RADIUS7HY Y rH—NIZEETHT7RIE2—F

ZhJEa2—+E

fEnE

START

STOP

n B

User-Name

STRING

O

O

FRAEEZ T D — P4 TT,
ARIEE TR 64 LT D User-Name ZiBfETE £9,

NAS-IP-Address

IPADDR

O

O

AEEOIPT RLATY, 7 Ea—FEiEELE
7747 NOEMCHEREINET,

NAS-Id

32

STRING

ARIEEBDORA N TY, ThYEa— 2R EFELEY
FAT L FOFRINAEHSET,
set auth radius server nas_id =~ N&ff9H &,

NAS-Id IZEE DX FFI B M S TEE SN E T,

NAS-Port

INTEGER

ABEED tty T 5T,

FA V7 b= ROFR—bha—H : tty F75(1~48)
L7 b E—FDOR—F2—H:0

a Y = O—fRIFFHE— 1 10000

telnet/ssh O— /it —V : 20000+ 2 &N pty FH =
PR —Y © 20000+ 2 BN pty K=

Acct-Status-Type

40

ENUM

THY L ha O TY,

7 #7» b START /3% v MMZid 1(START), 77 v v~
k STOP /347 v MZiL 2(STOP) 2 & S v 37,

1: START

2 : STOP

Acct-Session-Id

44

STRING

T Oy arIDTY, 77 RAEREITA
YUY A LT E(=— 7 72 10 BB OF ) 2 E
HanEd,

Acct-Authentic

45

ENUM

:"—‘H-O)uu uJ‘.E@jiJ:VCTJA
1: RADIUS 73
2: LOCAL 383

Acct-Session-Time

46

INTEGER

I —HFNY— R EZ T - K (sec) T,

Acct-Terminate-
Cause

49

ENUM

0|0

Ty va CYIEEH T,
1: User-Request
a— b OYIWTERIC X 2 DI
15: Service-Unavailable
i*‘ﬂ‘ﬁ‘%*‘f%‘ﬁ‘ B R EAREENEETE 0
WZEIWE (B FRRERER, TTY R— DT 7 & AHE
Bﬁﬁi‘fxw%é\ka)




1Tfi C 7 |" U t ad— |“ & RADIUS/D'L. n.[ETjJ rj ~ l“-'j-_/\nQIEﬁlj

C.5

C.5.1

C.b5.2

RADIUS nn..\anZ/T h rj v hY—y \15']0)&7&15']

Z Z ClX Livingston 52 ® RADIUS H— SO EFI 2 7iH L 97,
RADIUS = NIZEH>TRHETZ 7 ANLRLT M) Ea— R EALRDFEToT, 9, ZFHD
RADIUSRFHT BT " — RO~ =2 TV afER L TLTF &V,

D347 2 bDOEE

RADIUSFEFE/ T v > h ¥ — NZRADIUSHEGE T B vy Y —REFRHT D27 T4 7 v (R
&) % BEk L E T,

Livingston 52 ® RADIUS FBRE/T A0 hH— T, RIEEBDIP T RLARKA MR LT
=7 L vk ﬂF*-(ff’J’testlZS)755 clients 7 7 A /WIT&EEE L £9,

U—7 Ly MR —|3ARERE L RADIUSEEGE/ 7 B U Y —A"TRILLDOEZBE L E7,

RADIUS G8RE/7 A1 > k% — 3D clients 7 7 A /L D% EH

#client Name Key
SmartCS test123

RADIUSEE 7 w7 Y — 3D clients 7 7 A WA E DR A " 288 L4513 . RADIUS
SEN T A R Y — 3D hosts 77 A JMIAEBOIP Y RL AZBEELF T,

RADIUS §8RIE/7 A 7 > k% —/3D hosts 7 7 A /L DR EH]

| 192.168.1.100 SmartCS

A—H D&

RADIUS muu 4j‘“—/§@C:L“—"j:7Ey“\"f% Lij—
Livingston 52 ® RADIUS FEAEY— /3 Tld, =—HIEH % users 7 7 A /MITHEK L 77,
Z'K,H:%/Cmu uﬂi(% é RADIUS :L”—'H-Zl @ﬂikj{%ﬁ X 64 B'C%“CT

RN— b2 =Y DA% RADIUS BGEY — NIRRT 25 A1, TR L 91ie, 2a—FH LT —
RaX L £7,

users 7 7 A VR TEH] 1

#tR— b —4 (User01) MEEE
User01 Password = “pass1111”

#R— b —4 (User02) DERE
User02 Password = “pass2222”

#tR— b —4 (User03) MEEE
User03 Password = “pass3333”

C-7



BEIZM o H— & 2 CTHIH LT % RADIUS §RAEY— 32 9 354, RADIUS §8iEY— /30 users
T 7 ANVIIEIAREEN YR —FLTWRNT N Ea— FRRESNTNDLIENH D £,
ZDXIRBEATH, AEEITI Filter-ID 7 F U B a— bOXZFME L ET O T, KRICRIEAR < 3R
FENTAE T,

BlZIE, FRROLIZRT M) Ea— MRREINTWNE L THRIETEET,

users 7 7 A VIR EH] 2

#R— b 1—4 (User01) DERE

User01 Password = “pass1111”
Service-Type = Framed-User,
Framed-protocol = PPP,
Framed-1P-Address = 255. 255. 255. 254,
Idle-Timeout = 3600

tR— b —4 (User02) MEEE

User02 Password = “pass2222”
Service-Type = Cal |back-Framed-User,
Framed-protocol = PPP,
Framed-1P-Address = 255. 255. 255. 254,
Idle-Timeout = 1800

#R— k1 —4 (User03) ME&E
User03 Password = “pass3333”
Service-Type = Login-User,

[ E]

set auth radius def user none =2~ RNRFREIINTWHHA, ERRORETHE2—YF DT 7R
ESIN T LENET,

A—bha2—HF L LTT 7 ERAZHFA T B5E1L, set auth radius def _user portusr # 7% L T <
f\-él/\o

EEHRL =Y/ —P/R— ha—F R EOa—F IV —T28A LI GEIE, RX—T D
FﬂterIdT}\)t:wl\%ﬂfﬁbt REGIZZHR L TRELTIEIN,



1Tfi C 7 |" U t ad— |“ & RADIUS/n:L. nIE7jJ rj ~ l“-'j-_/\nQIEﬁlj

A= ba =¥ TlER< — i —PEALEE o —% 5 RADIUS @BGET 25813, IROWT i

MDAy RCa—P TN —T 2T 572002 — PR 2 AREBEITRELET,

- filter_id_head #4254

set auth radius server normal filter_id_head NS-2250_NORMAL [ =—]
set auth radius server root filter_id_head NS-2250_ROOT [EEE o —)
set auth radius server portusr filter_id_head NS-2250_PORT [R— F=—]

T RATN—E U THEREENT 256
create auth access_group normal radius filter_id normal_grp [ %= —]
create auth access_group root radius filter_id admin_grp [MEEE o —)

create auth access_group portusr port 1-16 radius filter_id port_grp [A— b=z—¥]

RADIUS #BFEY— NMZiX, AFO XS FilterrID 7 Y B a— FEREL TS0,

users 7 7 A VR TEH] 3 (filter_id_head ZfE AT 5HH)

t —Ba1—Y0HRE
somebody Password = “abc
Filter-1d = “NS-2250_NORMAL”

“ ”

t REEHEI—YDRTE
root Password = “def”
Filter-1d = “NS-2250_R0OOT” ,

# R—F1—HDHE (R—FEREBELBEWVEE. 2ETOYY TILKR— KT Y £ XAHE
port01 Password = “port01”
Filter-1d = “NS-2250_PORT” ,

t R—bF21—YDERE (FIHELRATEDLYTILR—LZHIE : 1-16,24)
port02 Password = “port02”
Filter-1d = “NS-2250_PORT1-16, 24" ,

# R—FA—HDHRE (FUVELRTEEL ) TILR— FZHIR : 20-24)
port03 Password = “port03”
Filter-Id = “NS-2250_PORT20-24" ,

users 7 7 A NVEREFI 3 (T 7 BRI N— L FHHERFH T 284)

t —R1—TDEKE
somebody Password = “abc
Filter-1d = “normal_grp”

“ ”

I EEEEI—YDHRTE
root Password = “def”
Filter-1d = “admin_grp”

portZZ Password = “portZZ”
Filter-Id = “port_grp”

t R— b2 —HDHRE (V) TILKR— DT Yt XX create auth access_group THETE)

C-9



C.6

C-10

RADIUS 7H Y bH—/\DF7AHHv Oy

RADIUS 7 v v b — NS ND T I 7> a7 oflziidE L ET,

Livingston 52 RADIUS 7 7 7 > b — T detaill 7 7 A M T H o> ba 7 2B HLET,
THT b aZOHINERADIUS 7H Uy b — N2 ko TRV ET, 7H T a7 oM
WZOWTiX, ZHHDORADIUS 7 H U v b —_DO~v=aT7 VEZRLTIEI,

Tue Sep 23 13:51:12 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 32

User-Name = “portuserl”
Acct-Session-1d = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 13:51:58 2008
Acct-Status-Type = Stop
NAS-1P-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 46

NAS-Port = 32

User-Name = “portuserl”
Acct-Session-1d = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 14:20:00 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168.1.100
NAS-Port = 16

User-Name = “portuser2”
Acct-Session-1d = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 14:30:58 2008
Acct-Status-Type = Stop
NAS-1P-Address = 192.168.1.100
Acct-Terminate—-Cause = User—-Request
Acct-Session-Time = 658

NAS-Port = 16

User-Name = “portuser2”
Acct-Session-Id = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 15:01:11 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168. 1. 100
NAS-Port = 10000

User-Name = “somebody”
Acct-Session-Id = “25002251”
Acct-Authentic = LOCAL
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Tue Sep 23 15:02:13 2008
Acct-Status-Type = Start
NAS-1P-Address = 192.168.1.100
NAS-Port = 10000

User—-Name = “root”
Acct-Session-Id = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:15 2008
Acct-Status-Type = Stop
NAS-1P-Address = 192.168.1. 100
Acct-Terminate—-Cause = User-Request
Acct-Session-Time = 122

NAS-Port = 10000

User—-Name = “root”

Acct-Session-Id = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:14 2008
Acct-Status-Type = Stop
NAS-1P-Address = 192.168. 1. 100
Acct-Terminate—-Cause = User—Request
Acct-Session-Time = 183

NAS-Port = 10000

User-Name = “somebody”
Acct-Session-Id = “25002251”
Acct-Authentic = LOCAL







178 D
ROM E=—%

8% D TiT. ALEEO ROM E=Z oW THA L TWET,

D-1



ARAGETLUF O#EZ1T 9 & ROM £ =ZIZBITL X,

AREEE % shutdown 2~ R TV v v N U LTZ5GA

AR¥EE & L) L C [Hit Enter key to stop autoboot:] NFERIN/-E &2, a2
V=B Y A= X —E T LGS

AIEED AT LY T N7 2T M LOBEBTE 7 LEES

ROM =% 27T 5L, MON>7 7 " REREINET,

ROM =4 TIFLL T OEIEZAT O Z &N TEET,

av UK

HERE/ERBA

error

TT5—RAyE—TERFRLET,
VATFAY T N =T ML OBETE Y LS, Kav v
REETFTTLEX T LEEEHARERINET,

(f5]) shutdown 2~> KTy v v N 7L SHT-5BE
MON> error

BOOT FACTOR : SHUTDOWN [80/02]

boot
[-m|-b]
[1]-el
[fileno=]

BEA T a A BELTIVATAY 7 =T 2EEFLET,

-m: VAT LY T b Y =7 (main) TEB) L ET

b VAT ALY T b= T (backup) TEBI L £

1 HEENTORAL — T v T 7 A NV EGIAAALTEEN L ET,

e USBAEYDAF— T v T T 7 A NVEFHAALTRELET,
fileno=: {5 EINT=ESFDAX — T v 77 7 A )V Fidir A CTRE)
LET, HHEETEZHEFIT1~4 TT,

(f51))
MON> boot —b

B, AT a7 L Thboot A~ REEITLIEEAIX, LT Tl
#HLET,
c VAT AY T F U271 main TEETL F9,

c USBAEFYNHAINTWIIIEUSBAEY DAX— T v/
T AN FASITWRITIUEAREENTOA Y — T v 7
T 7 ANE GRS ET,

« VAT LRED default startup 2~ > RTHRESN TV 5E S

DAZ— KT T T 7 A )V EGHHRARET,




f7ER E
NS-2240 )5 DR EBITHDEE R

{185 E TlE. NS-2240 26 OB EBITROEERE SRITOWTHAL TWET,

E-1



E.1

E-2

NS-2240 5 5 DEREBITHRDIE R

NS-2240 D% E1x NS-2250 THIH T £7°,
NS-2240 D% E % NS-2250 (177 5 & . BEIIZ NS-2250 @ CLI 7 4 —~ v MMIAEH#:
Shas s £,

(1)

set ipaddr 10.1.1.1 — set ipaddr eth1 10.1.1.1
set logd output cf — set logd output flash

NS-2250 /% NS-2240 75 Tl 2 HHB OHARA LR L TE Y £9°,
NS-2240 OFRE % NS-2250 IZBITT H2561E, HEIIS U T, TraOFRTEEXEF L TL
72X,

- DSR 5 5 BHEMEBED T 7 + /L ME

DSR G 5B RE DT 7 4V MEZZEH L E LT,

NS-2240 NS-2250
DSR #HEED T 7 + /v ME on off
DSR F 7 v 7EHOT 7 v ME on off

NS-2240 LRI LR ECTHHAIN I EAIT. Frtda~<r KT NS-2250 O EEZEE LT
< 71:_.%1/\0

(c)NS-2250# set tty 1-48 detect-dsr ond
(c)NS-2250# set snmp tty 1-48 dsrtrap ond
(c)NS-2250#

s BA DS = DT T F ME

BA LS = DFT 74V MEEZEELE LTz,
NS-2250 {Z5%E 7 7 A /VIZ set timezone Tokyo Z % ET 5 Z & TJIST ks L TWET,

NS-2240 NS-2250
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GNU GENERAL PUBLIC LICENCE
Version2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free
software—to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation's software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give
the recipients all the rights that you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they know their rights

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software

Also, for each author’s protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems
introduced by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free programwill individually obtain patent |icenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be licensed for
everyone' s free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification fol low.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The “Program”
below, refers to any such program or work, and a “work based on the Program” means either the Program
or any derivative work under copyright law: that is to say, a work containing the Program or a portion
of it, either verbatimor withmodifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term “modification”.) Each licensee is addressed
as “you”.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of having
been made by running the Program). Whether that is true depends on what the Program does

1. You may copy and distribute verbatim copies of the Program' s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

e a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change

e b) You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be licensed as a whole at no charge
to all third parties under the terms of this License

e ¢) If the modified program normal ly reads commands interactively when run, you must cause it
when started running for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and a notice that there is nowarranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normal ly print such an announcement, your work based
on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written

entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Program.
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In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

e a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

e b) Accompany it with a written offer, valid for at least three years, to give any third party
for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

e ¢) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it

For an executable work, complete source code means al | the source code for all modules it contains

plus any associated interface definition files, plus the scripts used to control compilation and
instal lation of the executable. However, as a special exception, the source code distributed need
not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating systemon which the executable runs, unless
that component itself accompanies the executable

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code

. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void
and wil | automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as
such parties remain in full compliance

. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Program (or any work based on the Program), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Program or works
based on it.

. Each time you redistribute the Program (or any work based on the Program), the recipient
automatically receives a | icense fromthe original |icensor to copy, distribute or modify the Program
subject to these terms and conditions. You may not impose any further restrictions on the recipients’
exercise of the rights granted herein. You are not responsible for enforcing compliance by third
parties to this License

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
(not limited to patent issues), conditions are imposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do not excuse you from the
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10.

conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent |icense would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

[f any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply and the section as a whole is intended to apply
in other circumstances

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public license
practices. Many people have made generous contributions to the wide range of software distributed
through that system inreliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the |imitation as if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar inspirit to the present version, but may differ
in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Program specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is
copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing and reuse of software general ly.

NO WARRANTY

11.

12.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANGE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER

OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
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OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INAGCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change all versions of a program——to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other work
released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for them if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it
in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you received. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps:
(1) assert copyright on the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no warranty for this free
software. For both users’ and authors’ sake, the GPL requires that modified versions be marked as changed, so
that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users’ freedom
to change the software. The systematic pattern of such abuse occurs in the area of products for individuals to use,
which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to prohibit
the practice for those products. If such problems arise substantially in other domains, we stand ready to extend
this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the special
danger that patents applied to a free program could make it effectively proprietary. To prevent this, the GPL
assures that patents cannot be used to render the program non—free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS
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0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright—like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as
“you”. “Licensees” and “recipients” may be individuals or organizations.
To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission,
other than the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a
work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or
secondarily liable for infringement under applicable copyright law, except executing it on a computer or modifying a
private copy. Propagation includes copying, distribution (with or without modification), making available to the public,
and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere
interaction with a user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for the work (except to the extent that warranties are provided), that licensees may convey the work under
this License, and how to view a copy of this License. If the interface presents a list of user commands or options,
such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object
code” means any non—source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among
developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major Component, and (b)
serves only to enable use of the work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”, in this context, means a major
essential component (kernel, window system, and so on) of the specific operating system (if any) on which the
executable work runs, or a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install,
and (for an executable work) run the object code and to modify the work, including scripts to control those activities.
However, it does not include the work's System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not part of the work. For example,
Corresponding Source includes interface definition files associated with source files for the work, and the source
code for shared libraries and dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of
the Corresponding Source.
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The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given
its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having them
make modifications exclusively for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not control copyright. Those thus
making or running the covered works for you must do so exclusively on your behalf, under your direction and control,
on terms that prohibit them from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is
not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti—Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or
restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to
the extent such circumvention is effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a means of enforcing, against the
work’s users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices stating
that this License and any non—permissive terms added in accord with section 7 apply to the code; keep intact all

notices of the absence of any warranty; and give all recipients a copy of this License along with the Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty
protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of
source code under the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions
added under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

¢) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the
work, and all its parts, regardless of how they are packaged. This License gives no permission to license the work in
any other way, but it does not invalidate such permission if you have separately received it.
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d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do
so.

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright are
not used to limit the access or legal rights of the compilation’s users beyond what the individual works permit.
Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non—Source Forms.

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine—readable Corresponding Source under the terms of this License,
in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software
interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at no
charge.

c) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and honcommercially, and only if you received the object code
with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer
equivalent access to the Corresponding Source in the same way through the same place at no further charge. You
need not require recipients to copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different server (operated by you or a third
party) that supports equivalent copying facilities, provided you maintain clear directions next to the object code
saying where to find the Corresponding Source. Regardless of what server hosts the Corresponding Source, you
remain obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer—to—peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under subsection
6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a
System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is
normally used for personal, family, or household purposes, or (2) anything designed or sold for incorporation into a
dwelling. In determining whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, “normally used” refers to a typical or common use
of that class of product, regardless of the status of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non—consumer uses, unless such uses represent the
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only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from a modified
version of its Corresponding Source. The information must suffice to ensure that the continued functioning of the
modified object code is in no case prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the
conveying occurs as part of a transaction in which the right of possession and use of the User Product is transferred
to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install modified object code on the
User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product
in which it has been modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and protocols for communication
across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a
format that is publicly documented (and with an implementation available to the public in source code form), and
must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or
more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as though
they were included in this License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those permissions, but the entire Program
remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases
when you modify the work.) You may place additional permissions on material, added by you to a covered work, for

which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized
by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the
Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such
material be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or

modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these
contractual assumptions directly impose on those licensors and authors.
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All other non—permissive additional terms are considered “further restrictions” within the meaning of section 10.
If the Program as you received it, or any part of it, contains a notice stating that it is governed by this License along
with a term that is a further restriction, you may remove that term. If a license document contains a further
restriction but permits relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non—permissive, may be stated in the form of a separately written license, or
stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License (including
any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b)
permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received notice of violation of this
License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your receipt of
the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you do
not qualify to receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary
propagation of a covered work occurring solely as a consequence of using peer—to—peer transmission to receive a
copy likewise does not require acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to
run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance by
third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one,
or subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party’s predecessor in interest had or could give under the previous paragraph, plus a right to possession of
the Corresponding Source of the work from the predecessor in interest, if the predecessor has it or can get it with
reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
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License, and you may not initiate litigation (including a cross—claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed by making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which
the Program is based. The work thus licensed is called the contributor’s “contributor version”.

A contributor’s “essential patent claims” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of making,
using, or selling its contributor version, but do not include claims that would be infringed only as a consequence of
further modification of the contributor version. For purposes of this definition, “control” includes the right to grant
patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non—exclusive, worldwide, royalty—free patent license under the contributor’s
essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the
contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue for
patent infringement). To “grant” such a patent license to a party means to make such an agreement or
commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is
not available for anyone to copy, free of charge and under the terms of this License, through a publicly available
network server or other readily accessible means, then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular work, or (3) arrange,
in a manner consistent with the requirements of this License, to extend the patent license to downstream recipients.
“Knowingly relying” means you have actual knowledge that, but for the patent license, your conveying the covered
work in a country, or your recipient’s use of the covered work in a country, would infringe one or more identifiable
patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise
of, or is conditioned on the non—exercise of one or more of the rights that are specifically granted under this License.
You may not convey a covered work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by you
(or copies made from those copies), or (b) primarily for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to 28
March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others’ Freedom.
If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work

so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty
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for further conveying from those to whom you convey the Program, the only way you could satisfy both those terms
and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with
a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and to
convey the resulting work. The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13, concerning interaction through a
network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version
of the GNU General Public License “or any later version” applies to it, you have the option of following the terms
and conditions either of that numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License, you may choose any version
ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy’s public statement of acceptance of a version permanently authorizes you to choose that version
for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are
imposed on any author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE,
BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO
LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil

liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for a fee.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA  02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public
License, version 2, hence the version number 2.1.]

Preamble

The |l icenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software—to make sure the software is free for all its users

This license, the Lesser General Public License, applies to some specially designated software
packages—typically libraries—of the Free Software Foundation and other authors who decide to use
it. You can use it too, but we suggest you first think careful ly about whether this license or the
ordinary General Public License is the better strategy to use in any particular case, based on the
explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get it if you want it; that you
can change the software and use pieces of it in new free programs; and that you are informed that you
can do these things

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights
or to ask you to surrender these rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get the
source code. If you link other code with the |ibrary, you must provide complete object files to the
recipients, so that they can relink them with the library after making changes to the |ibrary and
recompiling it. And you must show them these terms so they know their rights

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this
|icense, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want tomake it very clear that there is nowarranty for the free library.
Also, if the library is modified by someone else and passed on, the recipients should know that what
they have is not the original version, so that the original author’s reputation will not be affected
by problems that might be introduced by others

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of a free program by obtaining a restrictive
|l icense from a patent holder. Therefore, we insist that any patent |icense obtained for a version of
the |ibrary must be consistent with the full freedom of use specified in this |icense.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
This license, the GNU Lesser General Public License, applies to certain designated libraries, and is
quite different from the ordinary General Public License. We use this license for certain libraries
in order to permit linking those libraries into non-free programs.

When a program is |inked with a library, whether statically or using a shared library, the combination
of the two is legally speaking a combined work, a derivative of the original library. The ordinary
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General Public License therefore permits such linking only if the entire combination fits its criteria
of freedom. The Lesser General Public License permits more lax criteria for linking other code with
the library.

We call this license the “Lesser” General Public License because it does Less to protect the user’'s
freedom than the ordinary General Public License. It also provides other free software developers Less
of an advantage over competing non-free programs. These disadvantages are the reason we use the ordinary
General Public License for many |ibraries. However, the Lesser |icense provides advantages in certain
special circumstances

For example, on rare occasions, there may be a special need to encourage the widest possible use of
a certain library, so that it becomes a de-facto standard. To achieve this, non—-free programs must
be allowed to use the library. A more frequent case is that a free |ibrary does the same job as widely
used non—-free libraries. In this case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License.

In other cases, permission to use a particular library in non—free programs enables a greater number
of people to use a large body of free software. For example, permission to use the GNU C Library in
non—-free programs enables many more people to use the whole GNU operating system, as well as its variant,
the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure
that the user of a program that is |inked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification fol low. Pay close attention
to the difference between a “work based on the |ibrary” and a “work that uses the library”. The former
contains code derived from the |ibrary, whereas the latter must be combined with the library in order
to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software |ibrary or other program which contains a notice
placed by the copyright holder or other authorized party saying it may be distributed under the
terms of this Lesser General Public License (also called “this License”). Each licensee is addressed
as “you”.

A “library” means a col lection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software library or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is covered only if its contents constitute a work based on the Library
(independent of the use of the Library in a tool for writing it). Whether that is true depends on
what the Library does and what the program that uses the Library does

1. You may copy and distribute verbatim copies of the Library' s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee
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2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

* a) The modified work must itself be a software library

* b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change

* ¢) You must cause the whole of the work to be |icensed at no charge to all third parties under
the terms of this License

* d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
well[-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. To do this, youmust alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source along
with the object code

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, in isolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that
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uses the library”. The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables

When a “work that uses the Library” uses material from a header file that is part of the Library
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined by
| aw.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file isunrestricted, regardless of whether it is legally aderivative work. (Executables containing
this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

* a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked with the Library, with
the complete machine-readable “work that uses the Library”, as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents
of definitions files inthe Library will not necessarily be able to recompile the application
to use the modified definitions.)

* b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the library already present on the user’ s computer
system, rather than copying library functions into the executable, and (2) will operate
properly with a modified version of the library, if the user installs one, as long as the
modified version is interface—compatible with the version that the work was made with

* ¢) Accompany the work with a written offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost
of performing this distribution.

* d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

* e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception

the materials to be distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies the executable

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normal |y accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you distribute

7. Youmay place library facilities that are a work based on the Library side-by-side inasingle |ibrary
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8.

10.

11.

12.

13.

together with other |ibrary facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

* a) Accompany the combined |ibrary with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

* b) Give prominent notice with the combined library of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatical ly receives a | icense from the original licensor to copy, distribute, |ink with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients’ exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public l|icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, theoriginal copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public

License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

F-19



Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a license version number, you may choose any version
ever published by the Free Software Foundation

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the
free status of al | derivatives of our free software and of promoting the sharing and reuse of software
general ly.

NO WARRANTY

15.  BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANGE OF THE LIBRARY IS WITH YOU. SHOULD THE
LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INGIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INAGCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc.

59 Temple Place — Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing
it is not allowed.

[This is the first released version of the library GPL. It is numbered 2 because it goes with version
2 of the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and change
free software——to make sure the software is free for all its users

This license, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other |ibraries whose authors decide to use it. You can use it for
your libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the library, or if you modify it.

For example, if you distribute copies of the |ibrary, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get
the source code. If you link a program with the library, you must provide complete object files to
the recipients so that they can relink them with the library, after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

Our method of protecting your rights has two steps: (1) copyright the library, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the library.

Also, for each distributor’s protection, we want to make certain that everyone understands that there
is no warranty for this free library. [If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original version, so that any problems
introduced by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that companies distributing free software will individually obtain patent licenses, thus in effect
transforming the program into proprietary software. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not licensed at all.
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Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
which was designed for utility programs. This license, the GNU Library General Public License, applies
to certain designated libraries. This license is quite different from the ordinary one; be sure to
read it in full, and don't assume that anything in it is the same as in the ordinary license.

The reason we have a separate public |icense for some |ibraries is that they blur the distinction we
usual ly make between modifying or adding to a program and simply using it. Linking a program with
a |library, without changing the library, is in some sense simply using the library, and is analogous
to running autility programor application program. However, in a textual and legal sense, the |inked
executable is a combined work, a derivative of the original library, and the ordinary General Public
License treats it as such

Because of this blurred distinction, using the ordinary General Public License for libraries did not
effectively promote software sharing, because most developers did not use the libraries. We concluded
that weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of all
benefit from the free status of the libraries themselves. This Library General Public License is
intended to permit developers of non—free programs to use free |ibraries, while preserving your freedom
as a user of such programs to change the free libraries that are incorporated in them. (We have not
seen how to achieve this as regards changes in header files, but we have achieved it as regards changes
in the actual functions of the Library.) The hope is that this will lead to faster development of
free libraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a “work based on the library” and a “work that uses the library”
The former contains code derived fromthe |ibrary, while the latter only works together with the library.

Note that it is possible for a library to be covered by the ordinary General Public License rather
than by this special one

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which contains a notice placed by the
copyright holder or other authorized party saying it may be distributed under the terms of this
Library General Public License (also called “this License”). Each |icensee is addressed as “you”

A “library” means a collection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software library or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter
translation is included without limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is covered only if its contents constitute a work based on the Library
(independent of the use of the Library in a tool for writing it). Whether that is true depends
on what the Library does and what the program that uses the Library does

1. You may copy and distribute verbatim copies of the Library' s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
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with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee

. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library

b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change

¢) You must cause the whole of the work to be |icensed at no charge to all third parties under
the terms of this License

d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application-supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. Todo this, youmust alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library.
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, in isolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is
a derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms
for distribution of such executables

When a “work that uses the Library” uses material from a header file that is part of the Library
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined
by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative work. (Executables
containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also compile or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked with the Library, with
the complete machine-readable “work that uses the Library”, as object code and/or source
code, so that the user canmodify the Library and then rel ink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents
of definitions files inthe Library will not necessarily be able to recompile the application
to use the modified definitions.)

b) Accompany the work with a written offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost
of performing this distribution

c) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

d) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.
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10.

11.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception,
the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normally accompany the operating system. Such a contradiction means you
cannot use both them and the Library together in an executable that you distribute

Youmay place | ibrary facilities that are a work based on the Library side-by-side inasingle |ibrary
together with other |ibrary facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

b) Give prominent notice with the combined |ibrary of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, |ink with, or
distribute the Library is void, and will automatically terminate your rights under this License
However, parties who have received copies, or rights, from you under this License will not have
their |icenses terminated so long as such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatical ly receives a | icense from the original |icensor to copy, distribute, |ink with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients’ exercise of the rights granted herein
You are not responsible for enforcing compliance by third parties to this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

[f any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public l|icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a licensee
cannot impose that choice
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12.

13.

14.

NO

15.

16.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License.

If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, theoriginal copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the Library General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. [f the Library does not specify a |icense version number, you may choose any version
ever published by the Free Software Foundation

If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally.

WARRANTY

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD
THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NEGCESSARY SERVICING, REPAIR OR CORRECTION

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INGIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INAGCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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u-boot/xinetd DSA1 R

Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

libpcap/ftp/strace/telnet—server/tcpdump/u-boot DS54t/ X

Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this |list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS'" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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dropbear/slim3 D54t X

The MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “Software”), todeal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE
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libcap DT/t R

Redistribution and use in source and binary forms of |ibcap, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain any existing copyright notice, and this entire permission
notice in its entirety, including the disclaimer of warranties

2. Redistributions in binary form must reproduce all prior and current copyright notices, this list
of conditions, and the following disclaimer in the documentation and/or other materials provided
with the distribution

3. The name of any author may not be used to endorse or promote products derived from this software
without their specific prior written permission

ALTERNATIVELY, this product may be distributed under the terms of the GNU General Public License, in
which case the provisions of the GNU GPL are required INSTEAD OF the above restrictions. (This clause
is necessary due to a potential conflict between the GNU GPL and the restrictions contained in a
BSD-style copyright.)

THIS SOFTWARE IS PROVIDED ""AS IS’' AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE AUTHOR(S) BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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net—snmp/net—-snmp-libs D54/t X

———— Part 1: CMU/UCD copyright notice: (BSD |ike) ————
Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work — 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of California not be used in advertising or
publicity pertaining to distribution of the software without specific written permission

CMU AND THE REGENTS OF THE UNIVERSITY OF CALTFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS.  IN NO EVENT SHALL CMU OR THE REGENTS
OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
THIS SOFTWARE.

——— Part 2: Networks Associates Technology, Inc copyright notice (BSD) ————

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’ " AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LTABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPEGIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY; WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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——— Part 3: Cambridge Broadband Ltd. copyright notice (BSD) ———

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from
this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ""AS IS'" AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LTABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

———— Part 4: Sun Microsystems, Inc. copyright notice (BSD) ———

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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——— Part 5: Sparta, Inc copyright notice (BSD) ——-

Copyright (c) 2003-2004, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’ " AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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openssh/openssh—server D51/t X

1)
Copyright (c) 1995 Tatu Ylonen <ylo@cs. hut. fi>, Espoo, Finland
All rights reserved

As far as I am concerned, the code I have written for this software
can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be
called by a name other than “ssh” or “Secure Shell”

¥ ¥ X X ¥ ¥ X ¥

[Tatu continues]

* However, [ am not implying to give any licenses to any patents or
copyrights held by third parties, and the software includes parts that
are not under my direct control. As far as I know, all included
source code is used in accordance with the relevant |icense agreements
and can be used freely for any purpose (the GNU license being the most
restrictive); see below for details

* X % ¥ ¥

[However, none of that term is relevant at this point intime. All of these restrictively licenced
software components which he talks about have been removed from OpenSSH, i.e.,

- RSA is no longer included, found in the OpenSSL library

— IDEA is no longer included, its use is deprecated

- DES is now external, in the OpenSSL library

GMP is no longer used, and instead we call BN code from OpenSSL
Zlib is now external, in a library

The make-ssh—known—hosts script is no longer included

TSS has been removed

MD5 is now external, in the OpenSSL library

RC4 support has been replaced with ARC4 support from OpenSSL
Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic algorithms used in this software are publicly available
on the Internet and at any major bookstore, scientific library, and patent office worldwide. More
information can be found e.g. at “http://www. cs. hut. fi/crypto”

The legal status of this program is some combination of all these permissions and restrictions. Use
only at your own responsibility. You will be responsible for any legal consequences yourself; [ am
not making any claims whether possessing or using this is legal or not in your country, and I am not
taking any responsibility on your behalf.
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NO WARRANTY

BECAUSE THE PROGRAM IS LIGENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

2)
The 32-bit CRC compensation attack detector in deattack.c was contributed by GORE SDI S.A. under
a BSD-style license

* Gryptographic attack detector for ssh - source code

*

* Copyright (c) 1998 CORE SDI S.A., Buenos Aires, Argentina.

*

* All rights reserved. Redistribution and use in source and binary
* forms, with or without modification, are permitted provided that
* this copyright notice is retained.

*

* THIS SOFTWARE IS PROVIDED ““AS IS’ AND ANY EXPRESS OR IMPLIED

* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS

* SOFTWARE.

*

* Ariel Futoransky <futo@core-sdi.com>

* <http://www. core-sdi.com>

3)
ssh-keygen was contributed by David Mazieres under a BSD-style |icense

Copyright 1995, 1996 by David Mazieres <dm@lcs.mit. edu>.
Modification and redistribution in source and binary forms is

permitted provided that due credit is given to the author and the
OpenBSD project by leaving this copyright notice intact.

* % X ¥ ¥
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4)
The Ri jndael implementation by Vincent Ri jmen, Antoon Bosselaers and Paulo Barreto is in the public
domain and distributed with the following license:

* @version 3.0 (December 2000)
*

* Optimised ANSI C code for the Rijndael cipher (now AES)

*

* @author Vincent Rijmen <vincent.rijmen@esat. kuleuven. ac. be>

* @author Antoon Bosselaers <antoon.bosselaers@esat. kuleuven. ac. be>
@author Paulo Barreto <paulo.barreto@terra. com. br>

This code is hereby placed in the public domain

*
*

*

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHORS "' AS IS’ AND ANY EXPRESS

* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE

* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPEGCIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROGCUREMENT

* OF SUBSTITUTE GOODS OR SERVIGES; LOSS OF USE, DATA, OR PROFITS; OR

* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

* LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
* NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS

* SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

5)
One component of the ssh source code is under a 3-clause BSD license, held by the University of
California, since we pulled these parts from original Berkeley code

Copyright (c) 1983, 1990, 1992, 1993, 1995
The Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

3.Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "“AS IS’ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS:; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE

KK X KK KX KKK X KKK KKK KKK KKK XX

F-35



6)
Remaining components of the software are provided under a standard 2-term BSD licence with the
following names as copyright holders:

Markus Friedl|
Theo de Raadt
Niels Provos
Dug Song

Aaron Campbel |
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

7
Portable OpenSSH additionally includes code from the following copyright
holders, also under the 2-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs

Juha Yrj

Michael Stone
Networks Associates Technology, Inc
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones
Darren Tucker

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

IMPLTED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED

IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE
DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF

*
*
*
*
*
*
*
*
%
s THIS SOFTWARE IS PROVIDED BY THE AUTHOR ““AS IS'' AND ANY EXPRESS OR
%
%
%
%
*
*
*
*
 THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE
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8) Portable OpenSSH contains the following additional licenses:
a) mdbcrypt.c, mdScrypt. h

“THE BEER-WARE LICENSE” (Revision 42):

<phk@login. dknet. dk> wrote this file. As long as you retain this
notice you can do whatever you want with this stuff. If we meet
some day, and you think this stuff is worth it, you can buy me a
beer in return. Poul-Henning Kamp

* % X ¥ ¥

b) snprintf replacement

Copyright Patrick Powell 1995

This code is based on code written by Patrick Powel |
(papowe | |@astart. com) It may be used for any purpose as long as this
notice remains intact on all source code distributions

¢) Compatibility code (openbsd-compat)

Apart from the previously mentioned |icenses, various pieces of code
in the openbsd-compat/ subdirectory are licensed as fol lows:

Some code is |icensed under a 3—term BSD |icense, to the following
copyright holders:

Todd G. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS’ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* [MPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

* K K X X X X X X X ¥ X ¥ ¥
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Some code is licensed under an ISC-style license, to the following copyright holders:

Internet Software Consortium.
Todd C. Miller

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND TODD C. MILLER DISCLAIMS ALL

WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES

* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE

* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES

* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN

* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE

* ¥ % X ¥ ¥

Some code is licensed under a MIT-style license to the following
copyright holders:

Free Software Foundation, Inc

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the
“"Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, distribute with modifications, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software

OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT
IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name(s) of the above copyright
holders shall not be used in advertising or otherwise to promote the
sale, use or other dealings in this Software without prior written

*
*
*
*
*
*
*
%
*
*
*
* THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS
*
*
*
*
*
*
*
*
*
*
* authorization.

¥ X X X X X X X X X K X X X X XXX X X X X ¥
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/%

*

*

*

OpenSSL/SSLeay DS54tz X

LICENSE ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay |icense apply to the toolkit.

See below for the actual |icense texts

OpenSSL License

Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the

distribution.

3. All advertising materials mentioning features or use of this
software must display the following acknowledgment:
“This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact

openss |-core@openss|. org.

5. Products derived from this software may not be called “OpenSSL”

nor may “OpenSSL” appear in their names without prior written
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* permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following
* acknowledgment:

* “This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit (http://www.openssl.org/)”

*

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ""AS IS'" AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES:

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE

*

*

*

*

*

*

*

*

*

*

*

*

This product includes cryptographic software written by Eric Young

*

(eay@cryptsoft. com). This product includes software written by Tim

*

Hudson (tjh@cryptsoft. com).

*

*/

Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft. com)

All rights reserved.

*

*

This package is an SSL implementation written

*

by Eric Young (eay@cryptsoft. com).

*

The implementation was written so as to conform with Netscapes SSL.

*

This library is free for commercial and non—-commercial use as long as

*

the following conditions are aheared to. The following conditions

apply to all code found in this distribution, be it the RC4, RSA,

*
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*

*

Ihash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms

except that the holder is Tim Hudson (tjh@cryptsoft. com).

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

“This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)”

The word 'cryptographic’ can be left out if the rouines from the library

being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from

the apps directory (application code) you must include an acknowledgement:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG ""AS IS’ AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE
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* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution |icence

*

[including the GNU Public Licence.]
*/
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tel D51t AR

This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc.
Scriptics Corporation, ActiveState Corporation and other parties. The following terms apply to all
files

associated with the software unless explicitly disclaimed in individual files

The authors hereby grant permission to use, copy, modify, distribute, and |icense this software and
its documentation for any purpose, provided that existing copyright notices are retained inall copies
and that this notice is included verbatim in any distributions. No written agreement, |icense, or
royalty fee is required for any of the authorized uses

Modifications to this software may be copyrighted by their authors and need not follow the licensing
terms described here, provided that the new terms are clearly indicated on the first page of each file
where they apply.

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR
ANY

DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLTED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. THIS
SOFTWARE IS PROVIDED ON AN “AS IS” BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE
MAINTENANCE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

GOVERNMENT USE: If you are acquiring this software on behalf of the U.S. government, the Government
shal | have only “Restricted Rights” in the software and related documentation as defined in the Federal
AcquisitionRegulations (FARs) inClause 52.227.19 (¢) (2). If youareacquiring the software onbehalf
of the Department of Defense, the software shall be classified as “Commercial Computer Software” and
the Government shall have only “Restricted Rights” as defined in Clause 252.227-7013 (¢) (1) of DFARs.
Notwithstanding the foregoing, the authors grant the U.S. Government and others acting in its behalf
permission to use and distribute the software in accordance with the terms specified in this license

telx D1t RX

Copyright 1992-1999 Kar| Lehenbauer and Mark Diekhans
Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear inall copies. Karl

Lehenbauer and Mark Diekhans make no representations about the suitability of this software for any
purpose. It is provided “as is” without express or implied warranty.

tcp_wrappers DS54t X

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by other
copyrights.

Thismaterial wasoriginallywrittenand compiled by Wietse Venema at Eindhoven University of Technology,
The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies

This software is provided “as is” and without any expressed or implied warranties, including, without
limitation, the implied warranties of merchantibility and fitness for any particular purpose
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u-boot DSA/ R

The eCos license version 2.0

This file is part of eCos, the Embedded Configurable Operating System.
Copyright (C) 1998, 1999, 2000, 2001, 2002 Red Hat, Inc

eCos is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 or (at
your option) any later version.

eCos is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY:; without
even the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License along with eCos; if not,
write to the Free Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301
USA.

As a special exception, if other files instantiate templates or use macros or inline functions
from this file, or you compile this file and |ink it with other works to produce a work based
on this file, this file does not by itself cause the resulting work to be covered by the GNU
General Public License. However the source code for this file must still be made available
in accordance with section (3) of the GNU General Public License

This exception does not invalidate any other reasons why a work based on this file might be
covered by the GNU General Public License

Alternative licenses for eCos may be arranged by contacting Red Hat, Inc. at
http://sources. redhat. com/ecos/ecos—| icense/

###HECOSGPLCOPYR I GHTEND###H

References
1. http://www. gnu.org/licenses/license—Iist. html

This source code has been made available to you by IBM on an AS-IS basis. Anyone
receiving this source is |licensed under IBM copyrights to use it in any way he or she deems
fit, including copying it, modifying it, compiling it, and redistributing it either with or
without modifications. No |icense under IBM patents or patent applications is to be implied
by the copyright license

Any user of this software should understand that IBM cannot provide technical support for
this software and wil |l not be responsible for any consequences resulting from the use of this
software.

Any person who transfers this source code or any derivative work must include the IBM copyright
notice, this paragraph, and the preceding two paragraphs in the transferred software

COPYRIGHT I B M CORPORATION 1995
LICENSED MATERIAL - PROGRAM PROPERTY OF 1 B M



zlib D1t R

This software is provided "as—is’, without any express or implied warranty. Inno event will the authors
be held liable for any damages arising from the use of this software

Permission is granted to anyone to use this software for any purpose, including commercial applications
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software

3. This notice may not be removed or altered from any source distribution
php D1 RX

The PHP License

version 3.01

http://www. php. net/license/3_01. txt
lighttpd D512 R

The BSD 3-Clause License

https://opensource. org/l icenses/BSD-3-Clause

lidpd DA A

The license below applies to most, but not all content in this project.
Files with different licensing and authorship terms are marked as such
That information must be considered when ensuring licensing compliance

ISC License
Copyright (c) 2008-2017, Vincent Bernat <vincent@bernat. im>

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE
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