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= i BA
enable 1ldp =~ FCHREZ AL L £,
B35 L ethl, eth2 TLLDP 47y F&2EZIELET,
HREA ML n ¢ € 7
EEMMRIL 30 T,
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SYSLOG 7 7 A 7 > MHk#E

FTP/TFTP 27 7 A 7~ MHRE

X = U T ¢ BEHE
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776

4 traceroute I <> ROMHEREH
DNS $—  BEEWRFIZ, traceroute v ROHNFERND IP 7 KL AZ AR A MIZHZE#HE L THIIL T
WELEN, IPT RVATHATD L) IfEEE AT LE L,
DNS Y= 306 DJSE NG AT, A4 L7 U MRERIRRIH T %5 & T traceroute DEITNFFZ I H
TENEELS Y F9,
5 UE— D 5D DoS DMEFetk D%t
LT oMaTRtEIcstis UE LT,
- CVE-2017-5970
IP A7 araWB LAy FaZIETHILICLD, B—XART T v 2T HAHEEND 2T

(63

- CVE-2017-6214
UE— 25 URC 7T FINLTHNIZTCP Ny M EE9 5 & R — 712/ 2 JREVED & 2 Meu it
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Version1.2 (1) !)—XH : 2016/10/28)

Version 1.2 TIZLL FOMREILESL AN ESBEEZITVE LT,

1 IPsec #4REDIBN

VPN L— % & DO T S bilfE 217 9 IPsec BEREA BN L E L7z,

[Psec ¥t & Bk 54 = = —H & IPsec #fi 2% T D L AR X O G IZxHE L TWET,

FHATL A (PSK IZ X A S8R EA R — R L TRV, K8 a2V va O iEEL Fr v
ET— R THETEET,

4 <UE-Mib=> N\ RV E— ( <> = )
BEEAR Q
s NS-2250 VPN
K& : : e Internet L—A »
—, (]
] av-ib -Eﬂ
\_ A-b J k J

IPsec DFEFEIFRESLEIEE— N, BREFRER IR v a VEITTRO LB TT,

IEH SR BA
B Re Hai A eEEPSKIC X 2 588G
#EE— K Fo L E—R
aRx T a K HRK8axsvay

Ay hU—27 (7 %y ) EIZ IPsec IRT v a %
TESL T D 7280 DR IE D T

ARG RE DPD(Dead Peer Detection)i & % k > ¢ /Lid{E M DR H
Z DA NAT k7 _—H LEE(ESP @ UDP 4 7k 1 v )

AHEEILLL N O IKE ISAKMP-SA(Phase D#§REZ AR — R L TV ET,

EE i BA
IKE 7o k =b IKEv1/IKEv2
B Z 7 L= XA 3DES/AES128/AES128CTR/AES256
PEET L= ) DN MD5/SHA1
DH 7/ L—~7 2(1024bit)/5(1536bit)/14(2048bit)
ISAKMP-SA o417 3600~86400 (5 7 + /L bk 10800 )
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AIEEILLL T O IPsec-SA(Phase2)REA AR — F L TWET,

15H

58

a7 L=l XL

3DES/AES128/AES128CTR/AES256

FARET LY K L

HMAC-MD5/HMAC-SHA1

DH 7 /v — 7 (PFS #EJiik) | 2(1024bit)/5(1536bit)/14(2048bit)

IPsec-SA DA 1R[]

3600~86400 F( 7 # /L b 3600 )

IPsec H§RE L RV T ¢ 7HERE L OFFRIZTE EH A,

Firewall (ipfilter)#&RE DB

RE T 7' AHIREIT 9 72912 Firewall (ipfilter) HREZIEIE L E L7=,
AIEBIIA VBT oA AZEETENET DI EN A T ANEBEE AR LT 4 LEO2FEELE T HR— b

LCWET,

HOEMEDO VAT DIBFINTWAEIN M 7 0L Z L, Firewall #EEZ BN L7=HFEIZ
TCP-ESTABLISHED »¥%4 v K /Related X7 v N/ V—TF N ZF XA ZADr NGB BELET,
EILhA T AN EDE T — I LAY/ EEITTEER A,

HAZDLT 4 IVEFA L H T 2 ADZIEEHTREEND, 2 —PRREFRER T 4V X TY,
HAS DT 4 VHTEEEETRK 64 = N U OBENAEETT,

IHH

-~

GBI

=022 N Ve
74 NE ()
T A IVH
Fe gl

EILVRA YT A NNBFETOVAT MIBEFEINNTND T 4 LHET
T, TROZENRTy hEeZlBLE T,

« TCP-ESTABLISHED /X% v K

Related /X% h (TCP LIS TR Y H#IFF S 537 v b
(tftp/sntp/nfs (udp) /radius/icmp echo/IKE %)

ST Ry T TS ADRT b

Firewall BEREZ AT D L HBMICEEL £ (57 7 4L M &
2 o 74N OHIRRLEEITTE A,

T AL I
7 A4 (315)

HABZLNT fIVEFA BT oA ADZEH TR I N D2 —F RN
BRIEFREIR 7 4 NV H T,

BV RA T 4 NE OB TSN ET
HEEAATRKNG64 = Y BGERTEET,
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A BT AR

ethl: LAN1 &R— |
eth2: LAN2 ;R— |
bondl: R F 4 7 AR— b

IPT7 FL A

SAT EETLIPT RL2&
DA: %5 IP 7 KL A

T 4 IVH

At

A==y

ICMP: ICMP % A =7 (0-255)
TCP: TCP Av— k&5 (1-65535)
UDP: UDP "R— K %5 (1-65535)
ESP: ESP 7’1 |k =)L

ALERE

accept: %&1E

drop: BEHE

Firewall (ipfilter) SBEZ BN LA, &7 4 VXX TRIOIEF CTHM S E T,

3 Telnet 7 74 7 2 MEREDILIE

NS-2250 Efiif2 ]
H—R\OT YRR
(allowhost)
|
IPsecHZIBFIZR RILAHY
ARSLIANS BITLTOANEA
! FoRILRISE SRS
EILR2T4ILE BE/N\TYNIEEINET
1
£UBITLR ]
{=(input) %4E (output)

AIEEIZHEH LTV D Telnet 7 7A4 72 PO Ay —T7 T % Ctrl+]EENOEE /b cx b k)

(CHERESRIR L £ L7z,

ARSBEPLIRIC L 0 | BEA BV — S 2 LTZEREE FCTelnet I K28 7 A & i H 0 i L CTHIH
THHBITBWT, Telnet v ¥ a VOUIWIEOBIENTE 5 X 12720 £9°,
AHEFEVLIEICE VY, set telnet cmdchar = <> R&ZBMLTEY £,

MTU % EXET D HEEE BN

KEBEBDA L E T2 A ZADONMUELEE T HHRELZBIMLUE LT,
AREEREBINZFEVY, set ipinterface mtu I~ RZBIMLTEBY ¥4,
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5 Off-Path TCP Exploits Mag5f4 (CVE-2016-5696) D)%
TCP 71 k = /L1 RFC 5961 12 & ¥ DOS B {i % T Challenge ACK DEEBAFIBET S L HoFEESHL TN

ij‘o
ZORIREFMA LTcaxr v a AL T — X IEADKEZ 52T 2 ATREMEDS B D Mags M ckbic LE Lz,
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Version1.1.1 (1)) —XH : 2016/7/8)

Version 1. 1.1 TIZLA T OREREILIE 21TV E LT,

1 U TR — b O DSRAZ 5B HEERE D HLiR

U TR — RO DSREFEBH I TR -V 7 A BMLE L,

R DR S (edge) 1%, DSR E 5 DB 2 i ([T LTI Y | EBEO X m#EE O DSR 15 5 EB LM
AR ED T DT REROGESERICL ST 2HE61H Y £,

BT-THEIE L7 H R (polling) 1X. M ZFE0/I2 Ty, DSR 125 DWEEDS OFF—O0N & T} ON—OFF ~%J 10
RUBL RV AICE T ER R L ET,

ARERETRILIZ LV . set tty detect_dsr =2~ RiZ edge & polling A7 a v &#EBMLTHBY 7,
Ko< FOF 7 /b M of f (X)) T,
on A7 a VEBRLIEGE DT 7 4V MM edge T,

set tty <ttylist> detect_dsr { on [{edge | polling}] | off }

18



SRTAN TR T Versionl. 1 VY — X/ — ]

Version1.1 (1)J1)—AXH : 2016/5/13)

Version 1.1 TIZLL FOMREILESL AN ESBEEZITVE LT,

1 BT 4 v ZHEEDBN

250 LAN R— F ZRAEMIZ 1 DDA — k (bondl) & L TEIETE % X O MREEAITWE LT,
BEE— BT 774 7/ Ny Ty 7 HRTT, BECHEMRT R - MIT /7 4 TR—bOHZT, Ay
T o TIR—= PO ZELE Ny MINE CRES L E T,

T 4 v THERER DI, 9% IP 7 KL A% 15T bondl DAITHEE L ET,
TITATR=bENRNY I T vTR—b DUV EDLVIL, 77T 4 7R—rsDV 7 X7 I b A
) Bz & switch bonding 2~ RIZL D FET Y Hx 0 2 FXEYFR— ML TWET,

Voo 7y LB REVIZH FHA,

77T 4 T AR— MY IR FEAERFITIL GARP ZEH L ET,

v ) )

Master |/F w W
LANIEE
/\ /\
\—m/ eth2 th1 th2
et et € €
Slave I/F (Active) (Backup) (Backup) (Active)
LAN1 LAN2 LAN1 LAN2

set portd tty label =<2 RTHRETAVIY TAR— DT YLLZIZAR—ZAZFHTE 5 L 5%
EHRLELE, AR—AEZELXTIOHRE, 7 Nva—T—ar THAREXTHITREELET,

3 trace icmp HEBEDIBMN

radius/tacacs {ZZ icmp DT —X % FL—ATEX 5 L HIT, trace 2~ ROA T g 4T icmp ZBMN
L¥E L7,
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4 GNU C 74 77V (glibc) MEF9ME (CVE-2015-7547) D&t his

GNU C 7 A 77 Y (glibe) Ma55ME (CVE-2015-7547) Z XL L £ L7z,
HY AT AY 7 R T7 TINS H—_GEEZ L TWDEAE, LT vy ROABT I CTHaFH % D 2
BT HAREENRS Y 7,
WagatE DB E Z T2y V2B LR E, A¥ vy I —N"—Tu—%EZ L, a~v . FOFIP iRk
DEREK T T 256050 £7°,

« ping/telnet/traceroute =<2 K

« R— k8w 7o FIP %15
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Version 1.0.3 (1JY)—XH : 2016/3/14)

Version 1.0.3 TIILLTFTORESZL L F LT,

1 VAT LSRR 5 AR EA OxHL

I ON P EENC L 0 ASLE 2B L2, £ 100 A2 Watchdog Reset 23EE L, ¥ AT AN FEE

TOREG L LE L,
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Version 1.0.2 (1)) )—XH : 2016/1/20)

Version 1.0.2 TIZLLTFTORESZXAL L F LT,

1

3

FEORFZ NPT TLE O REEOXL

FICBR < 10 AT FRionwT o a~y REF 715 &, 2@ O RIC(Real Time Clock) IZARIE 72 fE
NEZIAEN, 12 ALK %E@’Cﬁ*ﬂﬁ)ﬁ—ﬂéxﬁ/‘\%ﬁﬁk LE L7,
«date b L< (% date ntp 2~ NIZ L DHEFZIR T
* reboot 2~ K
- shutdown =~

AREATRICICARERENFEZAEN TS, 12 HURRICEE ZEE) T 25 £ TOMIZIE LWKZIR S AT
AMIEH SN TEY VAT LAOEBEICEEITIH Y TH A,

12 AU ICARSE & 28 L CRZIN TS &, 3 Y — LT 7 & 2 EOMEEIZIEREIZEMEL £975, NS-
2250 DW= 77X Syslog MANIEZRRFZNZ 72 0 £97,

NTP B — "L 2 ST 2% ELZ SN T ThH, 10 HiZ Eftoa~y REFEfTINZHE81T. ROH
L& S NTP Y — 30 BRG] 2 G35 & CORITIAERIFLN /20 £77,

HAEEORBICL ) | RERT ST 7 A ARG S D R AS D%

EEEBRFOHRFL Y QEEBNIHIRFE SN TWD TR T 7 A A~DT 72X (BR{F - Z8R) HIEDRH L
WA, BT 7 A RIS E T,

« RIENEORRTE 7 7 A IV

VN NGRS AN =/

VU TNAR—FOR—Fu s

 logsave A~ RiIZ K> CTHRFENZAR— b s

Bl Z IXEEEEE L write I < RREICL > THELXZRFLTEDOD, date 2~ RRONIP — D7 7 &
Al ETCRIKD VAT ARANRKE BEICRENTHE, RET 7 A NVOT 7 AARHIEESNTH
FRE@R L 0 bRKED L DT> TVET, KTADi&@t@%;&%ﬁﬂiw%774w77txaﬁ
D1HUEHLWGSE 7 7 AV EIEE L TLE S RESGTT,

2B USB AEVITRIFESN TV DHRET 7 A MIPI LI EH A,

BFZIETE OB . AT AR SN D REA O %L
PEEFEENIZIZ date a2 RRONIP V=T 7 v AR ETURAT AN RKRELBEIZEEINTZD

5. restore AV RICKLA VAT AETLEITHY) Ea~w RRZ T —L 720 | restore 2~ NIZTIHRE
L7218 7055 (main/backup) D AT ARHIBRENSBENH Y 3,
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Version 1.0.1 (1J1)—XH : 2015/10/23)

Version 1.0.1 TIZLA F OMEELESCARESELEEZITWE LT,

1

5

B LB oD 2

WET7 7 ANDPOHRAPIADED a2 RF =y JAEZZEE L, EERFLEE O 280 L E L7,

echo =T~ NOfAESEE

echo a~ v FEEEFOLEMINDHDE L, @H D CLI (Command Line Interface) TiIfif & FR L72
WEHHEREERE LE LT,

BRENHZ CLT Bt LIATEIC, REICEEND echo a2~ ROWMANEEDHFIZ/mD 2 L2
FERTEET,

TREE DRI DZZAZ /T v b ZEFET DA EA O

ZENT Y hOY—AIP 7 FLUARZE LAN A— FORKBERICEENTWARWES., Z0ry N &
BEELTLEIAREEULE LT,

delete ip route DR EA % 5fiL

R U TR D7 — MU oA D— FREEREIINTWVDHEA, delete ip route =<2 K T/— b
ZHIRT S, HELIENAL—FERRAZL—FZHIBRLTCLE O ARBES 2L E LT,

Telnet/SSHE v a v boar v — a7 AR EIET 5 REES 2 Xl
Telnet/SSH 7 A 7 "B ARIEEIZZ 74 L console on I~ REZE[TLTFDOEYy 3 ETa
VY —na T LT LA, FH O SSH B TREAEIZARIT 5 & Telnet/SSHE v v a > Ed=

= Na THAOPFIELTLE O GER O LR EGZRL L E LT,

DN =
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