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Telnet
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SSH PR— FNE
AERN=Y” SSH Version2 (RFC4250~4254, 4256 |Z HEHL)

FRIEST
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e T LT Y XA
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hmac-shal
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BEAZHRT T Y K
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ecdh—sha2-nistp384
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diffie-hellman—groupl4-sha256

diffie-hellman—groupl6-shab12

RANET LTY XA

ssh-ed25519 (#&F : 256bit)

ecdsa—sha2-nistp521 (#F : 521bit)

rsa—sha2-256 (##F : 2048bit)

INBREET LT X 4

ssh-ed25519 (#EF : 256bit)

ecdsa—sha2-nistp256 (#£ : 256bit)

ecdsa—sha2-nistp384 (#£ : 384bit)

ecdsa-sha2-nistpb21 (#£ : 521bit)

rsa—sha2-256 (##F : 1024~4096bit)

Break {5 54LER

Break over SSH
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F-. XA LY RNE—FR, BL Y hE—RICEAR— M — —kge L 138z, SSH +S
DART LY MEGHEEE (sshxpt) ZFEHA L CHR— NI T 7B AT H5FENTEET,
FEMIIE 2.1.6 SSH RS U RRT L2 MMEGHEE (sshxpt) | 25 L T 7Z X0,



2.1.2 R—bY—N—~DEHKHFILY FE—F)

A VLT FE— CAREEOVY TR — MIEY Y THE TCP A— M &%
Telnet/SSH 7 74’7/ FTHEL T, ¥4 L7 MIERAGEISR~T 7 82T 5F—FT
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REFATDE., L0 PNICERNBERE~T 7 A TX$T,

)T INA—T I
BEART R
Telnet/SSH 4547k
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Ak At At Ak

Y

=== =\ ===\ =\
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AV hE— RTERHRTIHEEIL. TEROR— ESEHE-TCT77EALET,

1EE HERR R— FESOYHIE & %
U TR — MNP S EAE
PR Telnet (8101~8148) | X R & O H TR a1/ 73
e RW(Read/Write) | SSH(8301~8348) AIREZRE— R T
X1 12OV Y TR — MR K2 E
yia rETHERTEET,
U TR — MIHEE S EAE
SRBEERNIEN T LT — X & F
e Telnet (8201~8248) | =¥ U 7§ 5E—FTY,
T p RO (Read Only) SSH (8401 ~8448) Tel?et/SSH TIAT B D
X1 EEIXTEET A,
12D Y TR —MIEK3E
v a s ETHRTEET,

¥1 R— +rESOHFFEEDD Y TILHR— UL > TEAVET,

(XA VT FE— FERIFOT 7 & 2 T51E)

Telnet 7 74 7> b, AEEBOT Y 7)UR— K 11 12/ —~/LE— RCERT 55
X, T2 L9 T telnet 2~ ROFFLa v 2EELET,

# telnet NS-2260 8111 J

Telnet 7 5472 hinh, AEBEBOL Y TR — K 11 ITF=F —F— RN CHEHRTL5E
1T, FEto X diTtelnet 2~ ROAF L a v 2EELET,

# telnet NS-2260 8211 J

SSH 7 9 A4 7 v bbb, REEDOL Y TR —F 1112/ —~/LE— T, R—hax—H%
—(portuser01) CHEfE I DAL, FtD X HICSSHa~y R4 7y a v EBELET,

# ssh portuser01@NS-2260 —p 8311

SSH 7 747 v b, REEDOT Y TOVAR— K 11 ICE=F¥—F— KT, K—bh=z—H
—(portuser01) TRt T A5 1%, PRt L 9ICSSHa~y ROA T v a VEFELET,

# ssh portuser01@NS-2260 —p 8411




2.1.3 R—=bY—N—~DEHKELY FE—F)

L7 bE— L, Telnet/SSH 7 T4 7 > FInOARMEREICT 7 & A L, EARGGAEE R —

ERRTENTWAHER—bELYZ P A=a— &ﬁm1214$—htp7hx_l—%§%)

ﬂ%?&ﬂxbtwv}T»f~ N DR ERIRT H 72T T, BRI SRS ~ O & Al
BBETHE—FTYT, AERIIER— L7 MEREL LIFONE T,

YT IT—T I
BRI R
Telnet/SSH 4547k

CONSOLE

T s
telnet SmartCS FICLLELEELEEEE >
1 SWIClh A E
2: Server-X .
" P || messus
: NS-2260. :

| (&=

B 2-4 R— rH—N—~DEHEELY FE—F)

AHEREEZFMT DL, LLTOAY » b2 H Y £,

(1) R—rELY FAZa—2FALEEET7 IR

T A LT VBRSNS EDT Y TAR— MIER STV A0S0 b0
BTH, FANZY Y TR = b OT BRGSO BB S 288k L TR,
R—bEL 7 P A=2—=TY U 7R — S LEEAOISPHRTE £, €O
R—bhEVLZ b A=a—0n5T ) TR — &S &2 BRI e R R~ EC
TIRATEERY, o, TYWMIHEEA ZHRL TRV ETH, Telnet/SSH &
vareREELIEEE, HNOEINGHMG 2RI T (V) 7 VAR — bMEZBE L
T) 77EATLHZEHARETT,

BB, A—FELI MA=ma—|ZiE, T27BA LIa—% ISz ) TR
— MDBEROAPFRRINE T, TOZ—F—IZFAI SN TR Y TR — D
BFERITF— LY MA=ma— R EINFEHADT, X2V T 4 —HTHELL
TRV £,

(2) 27479+ —ILKRY —DEHRIE
Telnet/SSH” 747 N ERIEEDOMICT 7 A4 T 7+ — VIS TET DL TH A LY
FE— RE2FIHTIHBE XA L7 FE— FMEHAT2E2TCOTCP R— 27 747
U — IV THATHLERHY £9, B 7 bE— FEHATHIE. Telnet/SSH DIE
R — M(TCP:23/22) # FF A3 5 7217 T, BERISHEIRIC T 7 v AT 5 Z L3 Al & 72
nET,
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RB.EL 7 b E— FTIEEBERASBIA~DOT 7 A L AEE~D T 7 A 1%, [7 U Telnet
#—,3— (TCP:23) /SSH #—/3— (TCP:22) #fHLTEY £7°,

YL 7 hE—FTlH, 778 AZ2ER L=V =D —F—DHAITIT, AREE~
ousA L EHBLES, T/ AZERLZ2—F =B R— b=V —DFEITF, B
BB A~T 7 B A LB LR — L7 P A=a—%FKR LET,

=P IERENTZR— VLI P A=Za—nBT 7R ALTEWY U TUR— b & B
FH (V) —=~vVE—RE=F—F—F) Z@RTLHZLI2ED, I TAVR—-MNZT 7
ATEET,

BRI R BRI R BRI R
[ swrna—t1 | [ surna—t2 | [ surnsti—tas |
8 % Y
RWHKR—k Q ¥ ] RWTR—FQQ RWR—hk Og
i O ROR—H + OROR—h O ROK—+

{ . *’—Ftl/?i\;‘:_—,_— ------ i ----- ;

v
AEE
Byqy
‘ ARE
==\ —\ [\
Telnet(23)K—H= SSH(22)—H= Telnet(23)K—kI=

R—ba—HTAY(Y K—pa—HTOTIY —RI—HTATIY

K 2-5 AEBEOJTAVELEERMREE~DT I LADIRY 721+

FEoXoIC, BV FE—FRTRHT 7 AT H2—F—L TEIMEA2 LT LETOT, K
— hrEeL 7 MEREERIAT 2HEAIIAR— b2 — VP —GHERE R ONICT A0 ERH Y £1°,



2.1.4 R—bELY bAZa—

AR—hELZ hA=a—FEL 7 FE— RBREHZHA— b2 —HF—TCAREEIZT 7R L
TR FREND A =2 —T7,

R—=brEVI NA=Za—IZET 7 BEARHFAIENTWNDE LY TILR— RO T )UEH & |
R—=brEVLZ M A=a2—FREOT ) 7ILR— FORARENFRENET,

ARA =2 —%FHT I, BEESSEEOF AR 2R LoD, X0 I 56
AT 7B ATEET,

cAR—hEL 7 M A= 2 —DFRH

# telnet NS-2260

Console Server Authentication.
login: user1 J

Password:_J

Host : “SmartCS-1”
login from 192.168.1.1

user (user1) Access TTY List

tty : Label RW RO
1 : Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo-6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 : Switch-Tokyo-7F-00001 1 0
6 : Switch-Tokyo-7F-00002 1 0
(HE)
Enter tty number to access serial port
<ttyno> : connect to serial port RW session (1 -48 )
<ttyno>r : connect to serial port RO session ( 1r - 48r)
I : show tty list
I<ttyno>-<ttyno> : show a part of tty list
d : show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e : exit

2-9




tty> 3 ¢

2-10



oS
anp
or

A=tV Z A= 2= FTRISEHT DIHERPFRINET,

H HEER KRTEABE
tty B rRE/e v ) TR — MEBEREREINET,
Label ER— MIHRE LT ~ERAERENE T,
BAED ) —~ )T — ROPERIBE RN TR INE T,
¥ D BB OR— b=V —EnFRrEINET,
RW Full D KRBy Ya U ETERINTWAIREETTY,
sz LixaTEEREA,
N/A D ZOR— MIIEERT DI NL D FHA
RO BAEDET=Z —F— ROPERERNFRINET,

WAEIZRW LFEBRTY, EREZZR LTI ZE0,
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R—brEL 7 PA=2a—TEETE a3~ FE FRICEHLET,

av vk H A A 145
AN o - SR tty>1
<ttyno> BELEVY TR — NI =</ E— RTERLET,
tty> 24
Gt s . e S tty> 1r
<ttyno>r BELEVY T AR — MIE=F—F— R TR LET,
tty> 24r
Opseripy | BEEETHER S ) TR = bk AR L E T tty> 1
FPARE SN U TR — NN, #Efialfe/e > U 7L
R—ho—RaEfrLET, tty> 12-24
<ttyno>D#iFHIE E tty> 116-32
I<ttyno><ttyno> 9-24  H— FD 2D 24 AEET HHA u;Lg
-12 R=FrD 10056 12 ZBETHHE tty>120-
3- A—hD3LBERET D56
VU TR — M L TV D 2 — P —IE R OFEH
(telnet/ssh ®EEL IP 7 KL A/R— M F A/ —F—4)
EERRLET,
(Fr=-p1)
tty 1 : Switch-1 RW:2/RO:3
d rwl telnet:4731 10.1.1.1:23 userA tty>d
rw 2  telnet:3495 10.1.1.2:23 userB
tty 2 : Switch-2 RW:2/R0O:3
rwl telnet:4740 10.1.1.3:23 userC
rol telnet:3851 10.1.1.4:23 userD
U TR = MCEERE L TV D — T —FH O M
(telnet/ssh DEETL IP 7 KL A/IR— M FE /2 —F—4)
AR E CR T LE T, BAEAEFRAEALId a2~
F&FE L TT, tty>d2-24
tty>d16-32
dsttyno><ttyno> | o o s tt§> 112
2-24 HR—FD 20 24 HIEET HHE tty>d20-
-12 R=FrD 10056 12 2BETHHE
3- N— o3 LUBELIRET 256
R—hrtlL 7 P A=a2—=TANWRERI~ Y FIZOWT, | tty>h
h/?/<TAB> VT EBLET, tty> 2
?R<TAB>* AL CHRA—ONEFEERTLET, tty> <TAB>
A=t 7 M A=a2—%#%T L. Telnet/SSH v 3
e tty> e

CEOIET L ET,




c (BL 7 FE— REREEDOT 7 & A HL)

Telnet 7 54 72 b6 AREEDOS Y 7LR— K112 ) —</LE— R THEET 585511,
AHEE D Telnet — X—(TCP:23)ICT7 7B AL, R— b kL7 hA==2—T1Z2BRLE
ﬂqo

# telnet NS-2260

Console Server Authentication.

login: user1 J

Password:_J

Host : “SmartCS-1”
login from 192.168.1.1

user (user1) Access TTY List

tty : Label RW RO
1 : Switch-Tokyo-6F-00001 1 0
2 : Switch-Tokyo-6F-00002 2 1
3 : Server-A 0 N/A
4 : Server-B 0 N/A
5 : Switch-Tokyo-7F-00001 1 0
(HE)
Enter tty number to access serial port
<ttyno> : connect to serial port RW session (1 -48 )
<ttyno>r : connect to serial port RO session ( 1r - 48r)
I : show tty list
I<ttyno>-<ttyno> : show a part of tty list
d : show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e : exit
tty> 1 4

Telnet 7 7 A4 7> b b AREEDO T Y T AKR— b LIZE=F—F— N TERT I HEI1X.
R—=FrELZ FMA=Za2—TIlrZ®IRLTT 7 EALET,
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# telnet NS-2260.

Console Server Authentication.
login: user1 J
Password:_J

cIR— kLY FAZA—ARTREINET

tty> 1r d
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2F B R

SSH 7547 v b, AEBO YT ILAR— K 112/ —</LE— RTHERTLIHESIL.
AAEE D SSH Y — —(TCP:2ICT7 7V B AL AR—hEL 7 hA=2—T12EIRLET,

# ssh portuser01@NS-2260 J

Console Server Authentication.
portuser01@192.168.1.1’s password:_l
cAR—kELY FAZ2A—DRTRESNET

tty> 1 4

SSH 7 A7 v ki, AEEOL Y TILR—F 1IZE=F—F— R TERT LHAL.
FTHROLIHE—FELY FA=Za—TIlr ZBNLTCT 7R LET,

# ssh portuser01@NS-2260 J

Console Server Authentication.
portuser01@192.168.1.1’s password:_l
cIR—kELY FAZ2A—DRTRESNET

tty> 1r

2-15



2.1.5 R—bY—nN—S=Za1—

2-16

R— ==X =2 —F Telnet/SSH 7 74 7> b H ) T ILR— b ~T 7 E A LT
FRlcRnEnda~y RA=2—T,
A= FP— =R =2 —TlL, F— b ZOFFEEBIESCEARSSHEIRA~DT 7 A, B
KGR~ Break (5 DEER EOBMEEZITH) Z LN TEET,

R b= N"— R =2 =~ DY Fa— ey v a VP T a— Nab b0 LORE
THI LT, BHARERICT 7 A LR TOR - M — "= A= —2RRSEDLHZ
ENRTEET,

Flo, A=Y —"—R =2 —2FRETIC, BHHE, GHARERIT 7827528

T&EET, A= M —N"—=RA=a—DORRZIMIET D HIEIL,

Za—MOXRR] ERLTLIEEN,

[4.4.2 R—FH—/—4

N hP—N—A = —THIETE D a~ P2 FRIZRE#HLET,

&S Aza— @ B

R—=rELZ M A=2—|ZRY £,

0 return Port Select Menu RA =23 L7 b PRI OAFRIRS
NFEI¥, XA L7 bE— RBREFEIERINE
A,
vl 7. f“—‘ 7. \o‘—‘ 4 E A

1 display Port Log %%z;;—_o hOAR= kv 7DD
1 o SR, S =

2 display Port Log (LAST) ;) TR FORIOB— b0 T ERALE

3 start tty connection S VTR hOE Y 23 S EIEEE— RIS

Y DB, B SRR L,
4 close Telnet/SSH session Telnet/SSHOY v g T LET,
5 show all commands ETha<vy ReFRLET,
) VIUTNVR—=FDR— 2R RLT

6 display & erase Port Log BB L%

7 erase Port Log YUTNNER—bFDOR— b 7 EEIBRLET,
VU TNNAR—=FOFR— a7 TORESIT

8 send Port Log WBA—LT KL A/FTP H— N — &I
EELET,
YU TR — hOR— ka7 ORGFRESIRE

9 show Port Log configuration ARG, EEEdet— " —p VOB EIFEREETRL
\iﬁ_c

10 send break to tty U TR — MIZ Break 52X E L E T,

R— h =N R = o —a<w 2 ROZEMIT.

Uy,

(A< RYT7LUR] #BRLTLES




2F B R

A=t —N"—=R=a—NDOa~v REFEITTIHEIT. A==2—IlFRINTWDIHET
EANTTLET,

# telnet NS-2260 8101 <
-— RW1
Host : “SmartCS-No1”

Label : “Switch-Tokyo-6F-00001"

. display Port Log

: display Port Log (LAST)

. start tty connection KEBOR— F—N—IZ7 9 ERTBE,
. close telnet/ssh session R— bH—N—A 21 —ARTENET,

. show all commands

Gl AW N =

tty-1:rw>1 4
Sep 8 11:16:15 ether: port 1 LINK DOWN. } ERxZEHEon T ERT
Sep 8 11:16:15 ether: port 2 LINK DOWN.

tty-1:rw>3 4
Welcome to XXXXX BERNRIBICT I ERATEET,
XXXXX login:

R —NR—=R=ma—DLETOavy R—EE2HXH RRIELEEIT. 5 show all
commands] ZERL F9,

tty-1:rw> 5 4
-— RW1
Host : “SmartCS-No1”

Label : “Switch-Tokyo—-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

6 : display & erase Port Log

7 : erase Port Log

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw>
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RN— b == RA=a—2HFERSELHE1T [?7) £7213 ITAB] 2 AHLET,

tty-1:rw> 2
— RW1
Host : “SmartCS-No1”

Label : “Switch-Tokyo—-6F-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 : start tty connection

4 : close telnet/ssh session

5 : show all commands

6 : display & erase Port Log

7 : erase Port Log

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty
tty-1:rw>

BRI T 7 R A LB TR — b= "= A ma—~ RO L b TEET,

R— b= =R =2 —DOYFLFa—F (Eyva VHFCFEa— R E LT Cl-AR
EEHLP LRI L TRITIE, BRMRMIRCT 7 e A L% TS “CirllA” Z AL
TR —NR— A= —|IRAZENTEET,

# telnet NS-2260 8101 <
-— RW1
Host : “SmartCS-Nol”

Label : “Switch-Tokyo-6F-00001"

. display Port Log

: display Port Log (LAST)

. start tty connection

. close telnet/ssh session
. show all commands

Gl W N =

tty-1:rw>3 4

Press “CTRL-A" to return this MENU.
Welcome to XXXXX

XXXXX login: sskkkx d

Password: skrkkx d

#




1o

oS
anp
or

“CTRL-A" = A A

-— RW1

Host : “SmartCS-No1”

Label : “Switch-Tokyo-6F—00001"

. display Port Log

- display Port Log (LAST)
. start tty connection

. close telnet/ssh session
. show all commands
tty-1:rw>

Gl AW N =
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2.1.6 SSH bS5 U ART L > MEHHEEE (sshxpt)

2-20

SSH kT > AT Lo MEREEE (sshxpt) 13, RIEEDO U TR — MIE Y ¥ THNT
TCP ;R— & 5% SSH 7 74 7> b THRE L T, EHEAISL & BB 0mE %23 514
RETY,

AL hE—FRKREBL 7 FE—REFEHLZBEELIZEZRZY, R—F ) —NR—RX=a—
BFRATH L7 BRI SkEs & OmEERBLET,

EABE OB Y —/L TAnsible] &HE#ET H5E12, ifhD Ansible €2 = — /L& K%k
BEERH L CEESESZ ENFRETT,

AREE Z it L CEAN SIS OBRIELZIT 2 5813, ) 7va— MO S N B AT
SkER & OF TG RERE 21T 9 / —~ /b — REEH L £,

SSH k7 v AT L b EE (sshxpt) Z A2 ET 2 121%, TELOFRIC set portd tty
session I~ FOEKEIZ sshxpt A7 v ara~r RERELET, HELEY U TR
— MZBWT, AEEETHEHAT 5 TRIZFEHK DO TCP A— MM S ET,

(C) NS-2260# set portd tty 1-32 session both both sshxpt<

SSH b+ T > AT L v MEERHEEE (sshxpt) TEERET D 5A1E. FEOFR—  EFEMH- T
TIEALET,

25 ¥R R— FES OB s _#

U T IVIR— MR SR
KGR & ORI A EAE B3
"RE/2E— R TT,

12OV Y 7R — MR K2E
via ETCHERTEET,

) —=)L ) SSH(9301~9348)
e RW (Read/Write) e

¥1 R— +rESOHFFEBEDL Y TILHR— UL TEAVET,

F7o. SSH R T AT L MERIERE (sshxpt) Z 45 L 72 B S8R ~ D 7 7 & A
W2, T —FE2RET2LIORET LI LATEET, #METLH8T=— NIk TEELR
L] [CRJ [CR+LF] [LF] Oonb@RLEd, THHmEOREX, FEERL)
MRESNTVET,

AILEO ) TR — b 1SR S B GG ~DO T 7 ¥ ARICE T2 — FE LT
CR ZXfE45121d, Fitda~vr FE3TLET,

(c)NS-2260# set portd tty 1 connted send _nl crd




2.1.7

—I_ |~:L -'j- nlb I:I

A= b=V —FEREL, ERAREIRICT 7 e 2T OIc e — Y —Dr s A /uwft%T
PERE T, Telnet/SSH 7 7 A 7 E M BARIEE DR — b — =27 7 B AT HERIC
—P—HENRAT = FOANZERL T, U 7R — MTHpE LI ﬁﬁ%%“m®K
ET 722 %BELET,

Flo. R— b 2—F—DOFEFEZIE RADIUS FBREY — 3 —= TACACS+#— " —ZF 7 %
TEHLTEET,

AEME 12.3.2 RADIUS EBEEHERE/RADIUS 7o hHRE) . 12.3.4 TACACS+iRE | =2
LTLZSNY,

BENREE | | ERxdms BRI RIE
[ svrnsk—t | [ suragk—r2 | | suzng—tn |
Telnet 6\/ SSH 6 SSH é AEE
RWA—FS O Telnet ~ RWHK—+A RWa— 4

It ROE—k : H

Telnety 547k TelnetyZ47 b SSHIZAT7 Uk

2-6 R— I‘:L_"j'_ﬁfn

AREEE O TG HMREO AR — b 2 —H —38GEIX OFF ©¥, &— h=—¥#—GE) OFF 0
Bl v A U ERBERT LT MERRINLER A,

7J_\9"_‘ ]‘:L"_“]j_ wuuﬂf% ON T}:)k\ éf@“/U 77/1/7]'\9"— H:ﬂbf\ Dﬁ/f V%%*T
L2707 MIRERRSNVET,

R—belL 7 MEE (EL7 bE—F) 2MHT 25838 KEZAZICL T ES0,
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« R— b2 — P —FEGE ON, R— b —/ =X =2 —0FF DGHEH

# telnet NS-2260 8101

Console Server Authentication.

login: userl d KEBOR— b1 —F—5B5E
Password: sekkksrskkk

Welcome to XXXXX
XXXXX login: } ERdggEn oL T

s R— P —P—FREEON, HR— P Y — =A== —O0N DIGH

# telnet NS-2260 8102 J
Console Server Authentication.
login: userl < REBOK— b 21— —RiE
Password: sekkskkskkksk o
-— RW1
Host : “SmartCS-No1”
Label : “Switch-Tokyo—-6F—-00001"

1 : display Port Log

2 . display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

tty-2:rw>3 4

Welcome to XXXXX

XXXXX login: }%ﬁﬁ%ﬁ%@jmyjh
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2F B R

BB, A= bra—P—SEEE AT EAIF. A— b —PF—%2&HL T, BEELIA—
=P =T 7 AZHATEHV)TAR—FERELTEBMERNHY 3, LHH
FRF(R — b 22— W —FEA OFF DAL, £ THOY I TILR— ML TT 78 AT 5
ZEMTEFETN, F—bax—P—FEE2 ONIZTDH L, B Liza—HP =T 7R %
HFA T AU TIR—FERELRZWRY, U TAAR—=MUIT 7 BATEEHA,

BRI R BRI RS

User Access Port

suzuki | 1,2,3

tanaka | 1,5,6

sato 7

Telnet/SSHYZ A7k

2-7 R=bra—H—DL Y T7ILKR—+b7IERHIR
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2.1.8 Z0HDKR—

2-24

b —/\—HaE

R b — =BT TR O AR — F L TWET,

B BE H ]
Break {3 5 4LER Telnet/SSH 7 Z A 7> DO ZE LI NT 7 —20 X% v T 7 X
—=X° Break over SSH % . Break f§5 & LTIV TR — MIEE
for L2 BEAIRI Sas ITi5E L 9,
TR OF EIL OFF T4,
WITa— ROZENE | Telnet 7 F7A T bbEfELIESITa— REEHBLET, &

{Ta— ROE#L, B L]
% LR\ Z8H) OFNLEINLET,
TR EIL [CRHLF % CRIZEHL) T,

[CR+LF % CR |22 #4| TCR+LF

BT = — FORE0EE

S%b7/2~7v/bﬁﬁ%%@wmw%ﬁﬁbf A o) G
R DBRIC, ST — RERETH N TE 4, AL

%%ﬁ:ﬂﬂ L Ttk Ansible B2 2 — )L Z8IE B 5 BRICERTED

BT F9,

T35 e R DX E 1 OFF T,

U TILIR—bD
XY T

U TV — MR SRR VBT X D K oo BEE4 R
EOTXNEBRETDHIENTEET, TULIHETE LT
135K 32 XFE T,

THHMRFORE TITRTOL U TILR— MI T~
TWVWEE A,

IRESH

74Fw&47~Cﬂf
RV IR 12 & B F
BT

BRESNIZWEH, 7 A FAREE (Telnet/SSH 3R A A S 7 — %
DN TORVIREE) 295 &, HEIMICE v v a v &2 Ukr
LET,
AFEEEIT TRLORRETEME L 9,

L M A== IT /A LIZIREE

c = == =2 — T 7 A LTREE

VU TNR—= D) == RRNIZT 7 A LI-RkE

TA RNVEA~—OREHFAIL 1~60 43 TT,
7 7 4V ;i OFF CT9°,

¥ v g  OYITITBEREIC
(f81)

TA RAE A~ —iRiE
L. R— hH—r3—2
!

TA RVEA 3w —fRilte, A— b= =R =ma—%K&TL,
Bl M A=a—%FR

TohEd,

Bt% VT IR—= b ~DT 7B AEKT
—a—%FIR

!
TARVEA<w—RiEt%, BV P A=ma—%K&TL, BEyv
a &I

tyiagrEA~—(l

ot 42 fo R F) )
Eel]ciy

kB HE

Telnet/SSH RN G U TR — hDEF =X —F— K(RO) |28
L%, BESNEREARR LD, 20® v v a &Rl
MBI 9 2 H6EE T,

tyvTa XA —OFRERMIT 1~1440 53 TT,

57 %/ MMX OFF C1,




2F B R

KRGO v v | R— M= —RED /) —~/LE— K (rw) & tty ~F— VHEHRED
7 e Tty a v OPHZRET S Z LN TE 9, Peikte 2 A
TEHZET WTFhOMEEDY v 3 U BEICHEET 5 581T
Z DM OFERE % L 7= BRI S as ~ DI TE £H A,
TG R OFR EIL ON T,
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2.2 R— kb OS#EE

2.2.1 R—bOTHEOHE

T ba ZHEEEIL S ) TR — MCER SN TV D BRI RN O ZE LT — 2 &

FEENTER D FLASH A€ VU —X° RAM EICPRAFT 2 H6RE T, BEtixt G 1Z Telnet/SSH
I ITAT VMRS TV RWIEE T, BHEIISHERNRET e 7%, REEOR
—hrZELTRFETHZENTEET,

RIESNZAR— o 2%, Telnet/SSH 7 54 7 > M InbAREE 2/ U CHEAR SRR 10T
TR AT HIFICE R TEET,
F72 FREDHFETHA~ELY 72 &L B A[gE T,

NFS #— 3—~7 7 A )L HERAT

FTP $——~7 7 A L BEEE

Mail $—/R—~ X —/LF— & THEEE

SYSLOG H— "=~ vt — H#%E

SR 75 FTP/SFTP 7 7+ A2 L 5 Hufs

S5 FTPITETP H— R —~D%(E

BRI RS

Ns-2260 | ¥ & !
-
° —_———— = A = °
————— - \ ===
| BEERE | B8 iz:fé 1 1
v
— D (I
SYSLOG/NFS#H—/% FTPH—/3 Mall"j' " FTPISFTPYSA 7k

TFTP/FTPH—3

2-8 R— bOJHEE

AHEBEII UL T OB RE TR SN TV ET,
W= b SRR
« B A LAE L THERE
s mJA AL T RERE
RN PE 2
- R— b 1 7 %EHERE(SYSLOG/NFS/FTP/ A — 1)
EHEREOFE M 2 DL FICRBA L £ 9,
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2.2.2 R— b OJREFHEE

R— b u Z RS, B SEESRSE 5 v 7 A ASLE IS L T 5 FLASH #
Y —=° RAM ([ZfR1FT DHRRE T,

ARIEEICRFETE DR — b 7OREL, THHOBRIC LV LD Y £9, REEITRF
TEXLOR— bR VEBROERERLT Y TR — MIRETE DR — o V5 EOREHM
FRELZBL TS, R= b7 2RKETLIREE, VY TAR—- M LICHREL
TeR— b 7EBROGHN, AEEIRFTE ORI 7FBEORKRELZBZ RN E D
WCEHR L TRIEL T EE W,

o SO E e
K O REE R RETEHH— FOIE
8 DR
ARLEENE D NS-2260-16 48MByte 100KByte~8MByte
FLASH A & U — {17 NS-2260-32 96MByte (Default:3MByte)
NS-2260-48 144MByte
AREEENE D NS-2260-16 8MByte 100KByte~2MByte
RAM {R1EHF NS-2260-32 16MByte (Default:500KByte)
NS-2260-48 24MByte

RELIEA— b JORGFEEEZBZ HHR— M 725 LESEIL, HWE#R S B3F
TENFET,

F7o. FETAR— e 72N FLASH A€ U —IZR{EL. FTP/SFTP 7 7 A4 7 > b &4l

MLTR= b 7205 L7120 FTPITFTP b — "—ICFHTHETLHI L b TEET,
HANL, 15.6 FEICLDZR—FOJTORFLREFIE 2R TSV,
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2.2.3 34 LREB 2 THEEE

2-28

N—=Pa 7 DZA DAL THEREIL, R— b r ZICRZ 2 2T 2ETY, # A4 LARH
v THEREDY ON D6, FR— P THREINTFA DAL T HRICHES T, R—br 7

(R IRl S E T,

B ik an 2 b w73 L THA STV 5813,

SNTZF A DAL TR

THREZAINZIFI SN E S, ALLEICn Z7BH SNTEREORR N, Z A LA Z TR
DRFZIAEE THHE L ve ZRAREE I SR EE T, BRSSO L e

) SRR DA S L E

REB. AEREENCT DL, AHINTEL A LAZ T OT =2 EETRETE DR —

b IRENDIRL IR T,

A LRE D THEE SR E(E =
B A NAR L THEREDENE ON/OFF Default: OFF
B A DAZ TN 3 fb~65535 # Default: 60 F

A LAZ o TORNIT<ER A B K TIMEZONE 4>T4,

<Mon Aug 10 17:42:38 JST 2025> <—HALREZVT

ether: port 1 LINK DOWN. \

ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL.

ether: port 2 LINK UP 100M FULL. >

ether: port 3 LINK DOWN. BEEXZEEODS
ether: port 4 LINK DOWN.

ether: port 3 LINK UP 100M FULL.

ether: port 4 LINK UP 100M FULL. /

<{Mon Aug 10 17:43:38 JST 2025> <—44LRH>T
ether: port 1 LINK DOWN.
ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL. ERXgHEODT

ether: port 2 LINK UP 100M FULL.




2.2.4 O5A4VRE D Tikge

RN—bruarsZoarZ L  AX o THEX, YITAR—MNIT 7 A L2 —Y =D 7o
veu T U NOG R — o ZIZZIHd AHERE T,

AHEREIZ S Y TR — MEICRETE, 74 /L MIOFF T4, v/ A v 2% o THiex
BINZTHE, Tt L Hrul 4 A2 TNER— b ZIZZH S ET,

BB, AHESNEn A R T OT—ZBIETIRETE AR — b SBZEND L 72
nE9,

<{Mon Aug 10 13:00:26 JST 2025 login RW1:userA 10.1.1.1>

<Mon Aug 10 13:05:30 JST 2025 logout RW1:userA 10.1.1.1>

2.2.5 R— b O TR

>

v— b e 7 ERRERRIE, RELTWAR— AR — M= =X =2 —THERT HI%
T,

R— h P —"—2 == —@ [1idisplay Port Log] <> [2:display Port Log(LAST)| % &R
FTAIUL, REEBIRFESNTER - e V2R RTHIENTEET, KREEICKEDOR Y
PMEFENTEY, BHOn 2R LEVWERIE, v/ 77 A L0&b 0 2255 5000
LT EFRT 5 [2:display Port Log(LAST) | B8R L TL 72 &0y,

punsiyg
o

R=FP—=NR—=RA =2 —TERENDIT TN 1 R=VIZINESRWVERIE, R—tn %
AR more BREA iV 2 7% 1 X—UFOFRRLET, [-- more <Press SPACE for
another page, ‘q’ to quit> --| & FR IN TV D EHE Tl A=A H —TRR— VB FEIR,
U H—rF—TRITEER, q 2~ FCTmore REAZ K TEELZ N TEE T,

# telnet NS-2260 8101
-— RW1
Host  : “SmartCS-Nol”
Label : “Switch-Tokyo-6F-00001"
1 : display Port Log
2 : display Port Log (LAST)
3 . start tty connection
4 : close telnet/ssh session
5 : show all commands
tty-1:rw> 1 4
ROM BOOT. . .
Boot Status : Normal Reboot ERdR#HEOO)
System Up Time : Wed Sep 6 13:11:30
Serial No. 99900080
— more <Press SPACE for another page, ‘q° to quit> —
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2-30

R— MR A=Z2—TRRINLT— bu 7 ZHERT 55813,

Logl & L< (% I7:erase Port Log) %3#&R L £,

[6 : display & erase Port

ZOBMEEIToTH, EBRICAREENTBICHRAEINZA— he ZRHIBRE D DT Tldd
D FEHA, ZOEEX 1 display Port Log) TBEICE RENT- 0 F A2 IELRIZTTDHETT

ﬁ_O

tty-1:rw> 5 4 —R—rOS£BIBRT AT RERTT H=0HIT5 £5FIR

— RW1
Host © “SmartCS-No1”
Label : “Switch-Tokyo—6F-00001"

1 : display Port Log

2 : display Port Log (LAST)

3 . start tty connection

4 : close telnet/ssh session

5 : show all commands

6 : display & erase Port Log —R—rOJERRLTHIBKRLET
7 : erase Port Log —R—+rOJZHBRLET

8 : send Port Log

9 : show Port Log configuration

10 : send break to tty

tty-1irw>_7 J —R— AT ZHIRT BHEE 7 &#R

tty-1:rw>




2.2.6 R— k07U EERAE (SYSLOG/NFS/FTP/ A —)L)

RN— b r 7E{EHEE

. A ECH L T B b o 7 R S R REE S — S — e

EETOMEETT, A= v 2% SYSLOG == NFS h—_—ZRF LD £
— MIBEESNE FTP ==X — L7 FLRITEET DI ENTEET, ODE&DDY
U T NR—= MIBEEOREE LS — =28k T 5 2 & b T& £, Mail y—/3—L FTP
Y= "= FFRRFICEAT L Z L3 TEEEA,

R—brOJ&EEL

w %

SYSLOG H—rS—

ARLERE T8 Gk STz SYSLOG Hr— N—ZR— b a7 &2 EE L ET,
U T VAR — MMEIZ SYSLOG 125{5 O i (ON/OFF) 2 8k CX £,
AR |2 Bk T X 5 SYSLOG H— " — T Kk 2 B TT,

BEAX GHS R O T — X 2 5T 5 &, AREEEICHE S vz SYSLOG
e R—~a F ) TV A NTERE LT,

NEFS H—r3—

ABEE N ZBER SNV NFS h— =2 — b e 7 2R F L £ T,

U TV — F I NFS {77 DA #E (ON/OFF) & 84k T& £,
AAEE B GRTE 5D NFS —"— T/ K 2 B TT,

BRI SRR DT — X B 595 & AREEEICRRE ST NFS H—
NRe=~ta T % VT NEA NARFELET,

FTP H#—/—

VU T IVIR— MOBEEESNZFTP Y — =D — Y —ZR—n /%
EELET, K= I TROFERMELZH LI L SITEEFEIN
9, 0L oDV Y TR — MIEEFETE D FIP —— (FTP = —
P 1TFK 2 I TF, FEHAR— Me2) il E CEEICRRTE ET,

A—T KL A

DU TR — MBS Mail —"—D A —/LT KL A (THR—
fa 7 %2R ELET, R— b I FTROBERMEEMZ L LI
EEINET,

OEDDOV Y TR — MIBEEFTE D Mail — 33— (A —/LT KL &)
WK 2T, (R — Mek2) i & CLEBE IR TE £ T,
SMTP-Auth (Zxfis L7z Mail — 3—|2H A — LA R[F TE E T,
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A b1 /% Mail/FTP ¥ —/S—IC (55 5 R FRO L350 TF, #E L RIA4LM
ET-T L F— bR 7 RIRRREIEHE SRR SR — b r 7 & BRI LE T,
H— b1 7 DRERIFICEEIR & H— ko S RREOW S 27 LESH AT, K- e
VAR TR ORI AT LIERHC R — b a7 2R LSRRI AR LE T

R—bOJOEEEHE R E B ® &

WAF IR 0-65535 (%) | i LIZtEMIMR S L ICR— h e 72515 L %
T, REMRIC 0 28R LB A1k, RIEMIE
DT LI & 72 W FHRIC L > T 7 & %fE
LE9, Default 1% 60 4T3,

A— b 7 OFHER 10-80 (%) ZELFe 7B AR— e S REORTE LR
WCEL7ZObAR— b 72 %E L ET, Default
1 80% T,

Flo, R— k¥ —s3—2=2—7T [8send Port Log] ZERL, H— hr /% FEh%ET
HZEHLTEET,
2B, FIP/A =V THEE LI r IR — =@ o e e Th, RELEr 7 0R
EIfTbhEEA,
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2.3

ZSS

2.3.1

A%

THHMREO 2 —WF—1X, FTROIZNV—T4 L a—H—ID TAREE
Ti%@i_ﬁ:_ID X, AEEANTID AEERS N TEY, Zv—7
E D 737

tHal) T —HEE

:L_"j' MIE/WL.\HIEE% HE

RESNTWETS,

B, X270 —MEL L, =—V—FH GG L KB ——DT 7 &
Al RAERE 2 58 L TV E T,

BT — P —DOBEMI R E OB KO E T O MR A L T ET,

RSN TOET,
NTEFE S LR

a—

y
ID

g—7

2 8

w® &

root

A e

2

root | T35 AR IRFIZ B Gk ST B ARSE B 2 A A
T AR — Y —TF, EEORELLHEA LT
FrRavry REETTLHIERTEET,

CONSOLE R— b uad A 4252 & iLAkE

T, Telnet/SSH 7 A 7> b bITEER 7 A
VTCEFEHA, Telnet/SSH 7 74 7 binbu
A4 T 55E1F, —a—F =Kk —¥—Tn
TA L LTERIC su o~y FCEBEH 22— —IC
BITL S, KAa—F—JHIBRTE EEA,

somebody

100

normal

— g — 1 —

somebody (% T3 R RFIZ B R STV D — 2 —
F—T7,

Bigitk 2 kiR 9 % ping a2~ KRR EEFEITTH T
ENTEET,

— R —— DFREHATO Z LT TEET A,

setup

198

setup

Ty N7
2

Ty b7y o= IAREEOREA X — T
v 77 7 A NW)% FTP/ISFTP 7/ 54 7 v + Tk&/lE
T5HEXIFEHT -V —TT,

T HARFIZ B SR SNTOET,

Telnet/SSH 2 7 14 7 > +=x° CONSOLE ~— k7>
bAoA AxTE A,

verup

199

verup

N— g
Ty S a——

NV a7 v T a—P—[IREED AT LY T
2T DONR=a T o T INRN—=Ta By %
FTP/ISFTPV A4 7> N TITH & AT H2—
H—T7,

TH ARSI N T E9, Telnet/SSH 7 7
A7’ CONSOLE R— bbb ua 7 A N3 Tx
F¥A,

log

200

log

R—tus
g ——

A— b~ S —Y—3R— a7 % FTP/SFTP
IIAT Y NTRGT S EXIERT A2 —F—T
ﬁ—o
TR IZ B SR SNTOET,

Telnet/SSH 7 74 7 > s CONSOLE 7R — k2 5
nJA4NETEET A,

portusr

500

portusr

T -

portusr (LA — b —F —F8FEN OFF O & & |24,
ERNERICE AT 285k e ——TF,
TR IR SN TOET,

Telnet/SSH 7 7 A 7 > s CONSOLE 7~ — k) i
Oy A NETEERA, Fo, Aa—P—ZHIRT
XFEHA,
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FERRARREF 2 U T 4 — R o—IZfE, BHEIT, FROa—F =820 — K& %
o EnTEET,

1—9—%

a—+H—ID

gn—7

w =

<R — P>

100~190

normal

REBEBOEHENTFTE D K2 —Y—T7,
THEMEFICRFEINL TR WD & LAMT
somebody & [FIFETY,

<L —P—>

401~410

extusr

g —

REZLVMERE T ENTEH—F—
<1, HEERZMFEHL TWARWES T normal 7
N—T D —H— L FEIEROHERERH Y £33, SSH
& HTTP/HTTPS(REST API ¥§#E) LIS TlIALE
~ERT D ENTEE YA,

T/, tty v~ R — UHEREDMERNT 57 E ORTEE
179 2 & TSI ~OT 7 B AN FH L
DET, BRERBENRKIZONTIE 14.7.7 =2
VY —)L7 7 & ZHRE(Ansible & DEHE) DR E
L1479 a2 Y —17T 7 & 2HEEREST API &
OEHE)DOHTE] #SRLTIIEE N,

<R— pz—H—>

501~599

portusr

A b

ARIEFBOEHENBERTE DR — b2 —¥—7T
J, A— bz =¥ —FFEMN ON O & Xz,
Telnet/SSH 7 A4 7 b IvHAHR— b ——(Z
TI7eASTHA=Y—=TF, F—bx—¥-T
Telnet/SSH 77 7 4 7 > < CONSOLE &~ — k%>
ODAMEE~ 7L THIEIFTEE A,

a— W —HEFRDOFEMEI

8 A 1—H—#ER) 2L T EEn,

RADIUS X° TACACS+7¢ & DINHBFRGEY — N—|ZE MR % © D2 — P — 2 AERk 31U,
Telnet/SSH” 7 A 72 b0y Y — LR — M b AREEICERE L L CE#ER /A 0T 5
ZEBARETTS,
Mo~ R 77 L2 AD create auth access_group root =~ > KX set auth radius

server root filter id_head =~ K,

H—/\—REH 2L T EE,

M$8%C 7 RJEa2—F&ERADIUSERBEE/ 7Ho > b



2.3.2 RADIUS EBEIEH#AE/RADIUS 7 17 > +H&RE

AFEE L, RADIUS BEEV— \—Ta—WF—%383E9 % RADIUS #%iE7 714 7 b, 1
TA e T Ty NeEOT Ly MEHRE RADIUS 7T hH U v hH—R_—|{ZEET D
RADIUS 7w v b7 FAT v MEHEH L TWVET,

RADIUS #BFEV—/3—/RADIUS 7 h U b — "=l =P —%HTH L T, 22—
P—1HRCT 7 B REE S — nE T 5N TEET,

RADIUSEREE Y —/\
RADIUS7 ho > kH—/N

@@ [E8=

BEfRRME || BRSNS

THR—H—N\THER

REBAOOTAY_
AR ER/THhIUT40T 245
AR E/ THhIVTAVT NS
Telnet/SSHYZAT7 >+

B 2-9 RADIUS 225fH—/\—/RADIUS 7 H D > b H—N—TOI1—H—EE

A2eE D RADIUS 3Gk 74 7 X RADIUS 7 A v 7 A4 7 » ME. LT OFRE
ZHAR—FLTWET, RADIUS —"—[IOKRELT b Y B a— FOFEMIT, [4.6.3
RADIUS FREEHRE/RADIUS 7H o v MEREDERTE B LU R C 7 HRUYEa— I~t RADIUS
REE/ THO 2 bY—N—F]EH 2ZRL T 7ZE0,

* RADIUS G8GEZ 7 A 7 |k

B AE B
RADIUS #BFEV— —D K | 26
£y
RADIUS #BGEAR— K 1812 & 1645 LN (7 7 /L | 1812)
T 7 AR RADIUS #BFEH — =205 245 &5 Filter-1d 7
M Ea2— FOEEIZLY  A— ha2—F—n7 7
TARATELYY TAR—FEHIRTE E7,

RADIUS 7 b7 T AT 2 b

W RE B B
RADIUS 7Hh U yv hh—n—0Dk | 26
R ERIL
RADIUS 71 7 > hilh— b 1813 & 1646 1L (7 7 /L | 1813)
7 Hh Uy MER = XN HBRMEE & & TRICT T o M #H

(START/STOP) Z 515 L £,

A2eE O RADIUS #8GiE7 74 7 b & RADIUS 7 AU b7 T A 7 > MEMNL L CTEE
LTWET RBREL T AV FOm G 2R LY (GRREE T 2R 52 L b TE £,
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ENE
GHEIRA~T 7 B A LIRS
RADIUS BBk — 83—

SN

_;‘L“—L’

R IEIZ

— R —
22— —0 3FHETT, su 2~ R&EFE[T Ltﬁ%ﬁ I root &\ 93_*7L A TCHRRESILE T
(utquE:L“—"j- Zl

CEDEEAETT)

B — R —

ZRHATEE, avy—nnhbon A 0, Telnet/SSH 7 74 7 2 k)b EEH%S
L= %%RADIUS.JM ﬁ‘—/\—fuwfﬁ‘é ENTEET,
mquE’C%f):L“—"j‘

k

j-_\A @ FTP/SFTP ‘H_“—/\“_%%IJ)EH?—%):L“—‘H_ ff RADIUS Ao ‘H_“_/\“—«Cmun

THZ LTI TEERA, £/2. SSH —R_—D 2 —H—
Bb. AEES LIFAREEDS Y T AR—r~D SSH 77 v 2T+ 52—V —%
RADIUS #iFH — _—THIFT 5 Z L ILTEEH A, KREBAIICZ—F—4 L 2T —

FaREHLTIRIH LS 7ZE 0,

I]lLA FL[E& 4) 7 %/\Eﬂ%

- L

CRXRE

Li=%

a1—4H—
— g KEEHE /G R—bk EubTvT N—=2av7yF =7
a—H— a—H— a—H— a—H— a—H— a—H— a—H—
(normal group) (root) (extusr group) (portusr group) (setup group) (verup group) (log group)
arvy—Ilb O O
Telnet O O O
SSH (Basic) O O — O
SSH(Publ ic) — — — —
FTP — — —
SFTP — — —
O : RADIUS §BiEY —/\—T#FEE 1T £,
O —fa—PF =Rk ——Tr 7oA L7tk su 2+ RI{TIFIZ RADIUS 783
P N—TRIEEIT X E T,
RADIUS 72 £ DANEFRBEEY — N —ICE MR Z & D2 — P — 2 AERL T 1L,
Telnet/SSH 7 74 7 > b v Y — )Lk — N DAREEICEHF & L CHEER 7 A
B ELABETT M=~ KU 7 7 L AP create auth access_group root
o< KX° set auth radius server root filter_id_head =~ K, BIX O, AEFHEOD
38 C 7 RUEa—rERADIUSEREE/ 7 H oY bH—N—EFEH 25 L TL<
7ZEW,
— RADIUSFRREIZV AR —F L TR FHAAREEO O — I NBFETITFHL TZE 0,
B, o —V—HEEEH—Y—/ R — 2 ——% RADIUS WIET A SR, 22—
Y —FER % X BT 57212, RADIUS ik — —D 2 —HF—FFIZ Filter-Id 7 ~ VU
Ea— 2R TH50ER"HY 3, Filter-Id 7 FU E=— | 73>f£l/‘7ﬁ/ﬁ\’?" Filter-Id 7 h
JE2— IRRREINTNTEH, ZOREMTL—F =7 L —T %R TERWIGAEIT.

set auth radius def_user =~ > RO TEEIZHE > CEREFMENMTHOILE T,

RADIUS #
FEH%RE/RADIUS 7 57 o hHRE

v uJTE/Tﬁ '7 Ve l\"j'“—/\“—@ﬁ)’%ﬁ?

7 FY B a— F O

l4.6.3 RADIUS &2

BRIE) BLO M85 C 7 Y Ea— k& RADIUS
HoD b —N—REH 2L TIESW,

HUBE/-?




(1) :L_-H: Fn nIE(Dl“Er_

RADIUS #FEZ 74 7 v bOREEZARLEEICRE L TWDLGE, 2 —F —RGEDIEF TR
HEEO v — I VERFE>RADIUS & .:EODJIIE%{?T% bk,

AEENERD 10— I )VEBFEZ AT o T2k 3 én~% DEFEIN TR0 E LT8R
J— RA—&Klz LY 22— — mﬁm%ﬁbt (2, A%EE X RADIUS BEEY— /3 —{Z38
REERZEELET,

RADIUSBFET AT v FORENPAREBICRTESN TOARWESIT. kRSB, ARk
EWNERO v — I VRFED & CTEME L 77,

SREERAsE

RADIUSEEFE

BEES eda)

2'10 :l-_'U2 nunE@”LE%(RAD'US)

(2) RADIUS EB5EY 54 7 » D ENME

A2EE D RADIUSERAEY 74 7 NOREEITH & 22— —0NAREE ICa /A LD,
A RIS T 7 2 A LTZIFIC ﬁ“%@RAmUsa747/%iRAMUSM£ﬁ~
A~mﬁﬁgkﬂﬁ/b%%hbn—#—mu EITVWET,

RADIUS fBFEV— = BR8FEF A 287 v RS SNTHAIE. RIk~0r 7oA oK
— "= N ~DT 7B ANAREE 72D FT,

RADIUS fBFEV— = BRBFHER 7 v R IRE SN HATE, T ORET, AEEO
RADIUS #BiEZ T 4 7 > +id RADIUS #—/X—~ Dk &%*%%Tbiﬁ

S RADIUSERBEEH—/ 1 4 RADIUSEREEH—/\1
[ e | (emmooc) [ e | [ousmm

TOtREA TORRER

RADIUSEBEER SN RADIUSERBEE Kk 8K

X 2-11 RADIUS BZ2EIH—/N\—D L DIEELRH HEE
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A2EiE O RADIUS #8GiE7 7 A 7 > b3S RADIUS #BGEY — N —IZRFEER T v b & 251
L. RADIUS GEFEH— = BT S ISE N W a1, AdLiE D RADIUS B5E7 74 7
Y MEIRESNIAA LT U MR E THE L RESNEBEEZ DY I A 21TV ET,
RADIUSBFEZ A4 7 > bD U b TABEDT 7 4V I3 A LT U MR OT 7
A/ MEBBTT, ZA L7 7 MBI OY FIAREIIEELET L LN TEET,

RADIUS 7 b7 547 83 RADIUS 7 0 o = _—ZHET DT U b
START /"7 > FEBXOT U b STOP /N7 v b b RO IR 21TV E T,

% RADIUSERFEH—/\1
[ HEE ] [ (F543Y) ]

FREEER

\s
Retry = 1
@ BHER
mEes | ——
Retry = 2
Timeout FREEER
mEEs | ——
Retry =3
Timeout EHIES
maes | —— |

2-12 RADIUS ZBEEH —/\—D L DIEEN LGS

2 5® RADIUS FBREV—_—% i HT 2R ENAREEITON TV AEEIT, AEEO
RADIUS #BFFZ7 7 4 7 > b X RADIUS f8iE Y — X —1GEA1%E 5 1 © RADIUS #BFEH— 1
—NZRRREER % 2415 L £ 9, RADIUS LV —/3—1 OISE N2 WA 12iE, RADIUS
ALY — 3 —2GH RIS 2 © RADIUS FEAEY— N—)IZFRREE R 2 2415 L £ 9, RADIUS
FRREY— 3 —1 OIRREICEAfR 72 < . M DOFBAEE R IT LT RADIUS FBGEY —/N—1 |[Z5(F
EhET,

RADIUS 7 1w s 7 47 +3 RADIUS 7 h U b —_—ZXET D77 b
START /7> B LT Dk STOP /X7 M b [AERD FELE 2TV E T,

[ KEE ] [RADIUSEE%E")’—/ﬂ [RAD!USEEEE‘H‘—/ \%

(F314<)) (ZHV51))
Retry = 1
Timeout
whes | o —— | BHER

FoeRwm | —— |

2-13 2 5M RADIUS FBEEH—/\— & FF DAL E 1
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2F B R

F v b U—27 X RADIUS F8REY —/—OEE) A L, RADIUS BGEY—/13—1 BL O
RADIUS FEREH—/3— 2 O 7 & HIGEN WA X, AdLE D RADIUS f8iE7 74 7

VMERESNZY N T A BEEICET A £ T RADIUS BGFY—/3—1 & RADIUS ZRGEY
—N—2 IR HICBFEER 2R L ET,

RADIUS @8iEZ 74 7 > MIE SN2 Y b7 A B 5 MO 5EI213, &4l RADIUS
RRREY— 31 ICRRREEDR 235 L, € D%, RADIUS @GEY—/3—2->RADIUS kY
—/3—1>RADIUS G&GEY —/3—2 OJEH TEEER /7 v b & 5 [Hlfk LET,

RADIUS 7 1w v v 7 47 +H RADIUS 7 U v b —_—ZXETHT7 BV b
START /7 > hB XTIk STOP /X7 b b [AERDO FIELUE 21TV E T,

o RADIUSEBEFY—/\1 RADIUSEREEH —/\2|
[ HEE J [ (F51%) (EhoH)

Retry = 1
Timeout
B 4238 REEER

Retry = 2 \
Timeout PEER

mhgs ) ——

Timeout

it
|

Timeout REEER
BERIARE

Rett 5
L \%’

BESNUMAERICEELTY
ISEMNEVES, TORIEFREALET .

2-14 2 {0 RADIUS FBEEY—/N\—D S EEDGE LN E EDFREEENE
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2.3.3 RADIUS IC& B1—HF—JIL—TDHAES Y TILKR— DTV £ XHFIR

(M

AEEETIE, RADIUS RBEEV—"—ZFH L C, EEEFR2— Y —/—FK=2—HF—/FR— |
A=Y =R —Y =T N —TEZHH LD K= bra—F =DV TILR—=F~DT
7 AfilRE — It EHT 5 ZENTEET, BESTETEBUTO 250G ERH Y £,

filter_id_head ZFIBT % 5%

RADIUS #—R_—2 &SN TV H2—H—0 Filter-Id 7 FJ B 2— ko, —%—Ff
B ET 5+ — b=V —NT IV ATELV Y TAR— MEREREL., K
EEIZ2— PR 2R ET 20 OARZHE L THH LT, REEO BN LEL
aw RN AERRR— b= =D U TILR— hDT 7w AMETR E OB %9 CRADIUS
FRREY — X —"ToEhE LI WEAIC Z OfBE R 1 5 L HF] T,

ERADIUSH—/\E&E

a1—H4 5 I—T 4 (Filter-1d5% &)

somebody Normal RADIUSH—/3

root Admin

suzuki Port1-10 B %

tanaka Port11-20 = =

yamada Port21-32
NS-2260-1 NS-2260-2
EEr EE
W Filter Id_head:& & M Filter Id_headi% &

A—HER | FIL—T& a—HER | JIL—T &
—fEa—4 Normal —fg1—4 Normal
HiE1L—Y Admin HEL—Y Admin
Repa—4 Port R—bka1—¥ Port

2-15 1—H—FIL—FOHEAE ) FILHKE— FDOF 7 & R4 (filter_id_head)



(2)

TORRITN—EVTHEEFIRT 55E

RADIUS H—"— 22— =BT 5 7V — 74 2R E L, REEIZIT = —F—Ff5]
BIZITN—TEHELTHRALEST, A— b= =07V —F 12TV TR — h~
DT 7 AL —FEICRE LET,

YT NR—= NDOT 7w ARENEBE IR D856 (B Z20F, Groupl ICATET 5= —V —
X7 78 ATELHVY 7R — b 1~10, NS-2260-2 TiL 15~20 /2 FD K H I Fe D
BE) REHOT 7B AT N—T %8G D 5E . RADIUS #B3EY — /S — O — % —{#5)]
REDHE 2 THEL LS 5 WIRAIC 2 OMEEZ 5 5 & BF] T,

BRADIUSH—/\ERE

144 J—7%
somebody Normal RADIUSH—/3
root Admin
suzuki Groupl B %
tanaka Group2 = |=
NS-2260-1 NS-2260-2

FYmo oo -
g\t ()

W7 7RI IV—EVTHE

W7 9ERTIN—EVTHE

a—HER | YL—TE TOERE a1—HER | FI—TF4% FHOERKE
—fg1—4 Normal BRETEFEEA —fga1—4 Normal BRETEEEA
1 —Y | Admin HHEL—Y | Admin
R—ba—4 | Groupl ST ILR—F1~10 R—bka—4 | Groupl ST ILR—R15~20
R—bka2—% | Group2 ST ILR—R11~20 R—b2—% | Group2 ST ILIR—k21~30

2-16 A—H—JIL—TDHEMNES ) TILKR— DT I RGBT I ERTIL—
E>4)

FfiZa~2 KU 77 L AOD set auth radius server { portusr | root | normal }
filter_id_head =~ > K. create auth access_group =~ K, AKED [4.6.3 RADIUS 52
SE#EEE/RADIUS 7Hho Y PEBEDERTE ) BLUAED 48 C 7~ Ea— k& RADIUS
REE/ T AT b —R—&EH 2L TITEE0,

2-41



2-42

2.3.4 TACACS+tgE

AIEE L, 22— =D =Y =TI —TDRR, 2—F—ou /L /a 77T D
THI T 4T hB 279 TACACS+D 7 S5 47 MEREA##H L TWET,
TACACS+#—N—la—HF—2 B L CEHEITIUL, =2 —F—HFRST 7 B R EREZ —
*mff!iﬂ“é ZEMTEET,

ARIEEIZIL TACACS+H—"—% 2 B FE THHTXET DT, TACACS+HIH— =N E
ftéﬂf%éi‘%ﬁkf%ﬁ'ﬁﬁf% S

[T

BE q = B s
TACAGS+H—/3 BERRRT R AR BERRRIRAEER
R—b—N\TFHIEX

AREB~AOOTAY
PRELARRBRER/ThOUT4VT%E IJg_l

REEARICE/ THIVTAVT IS
Telnet/SSHO A7k

2-17 TACACS+H—/IN—TO1—H—&1E

KREEE L TACACS+D 7 T A4 T v "MRELZ R — b L CWET,
PAR—FLTWAHERERIZITRO LB TT,

+ TACACS+##E
B AE B 2]
TACACS+H— N\—Dg KB |26
TACACS+7R— b TCP(49) [# &
7 7 & AR TACACS+H— = b EEFEENEHT U Ea— b

R A= ba—HF—R7 7 EATEL YTV
— hEHIRTE £,

VA7 P — B AR MBI &R TERICT D > MME#R

(START/STOP) #1615 L £

ARIGHE D TACACSHEREITFRRE/ AL L 7 A7 > FOVISE L TEE L TWET, F8RE &R/
THY F@i’(@%ﬁﬁ%%ﬂﬂﬁ“é ZLb, AR AT b TEET,

TACACS+H —_R—llOFRESLT b U B a— FOFEMIL. [4.6.4 TACACS+HEEEMDERTE
LT TZEN,



2F

#EE

AHRE
IR A~T 7 & A LT Wi

TACACS""H-"_/\“—THAL‘ nLET % ) :L"_-]j-

ERHTAE, 3 y—unbonr 7oA R0, Telnet/SSH 7 54 7 2 k6 BEfL%T
1z, —H—% TACACSH;L—/\—mwm“é EMTEET,
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R—ka—4 | Groupl YT ILR—k1~10 R—k2—4 | Groupl DT IR—b15~20
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AHEED FTP/SFTP % —N"—Z7 VA TE ol Ry a1ty a T,

FTP/TFTP & 5 1 7 b ik

AL = T 9T T7ANRR—= b7 7 A% FTP/TFTP J——IZEF LY,
FTP/TFTP ¥ —"—=nO AL =T v T T 7 ANV AT KLY T T 2T 7 7 A & Bifs
T BT

N—2a 7y T/ IN—2 3 08 Ulkke

AIEEIL, FTPITFTP 7 747> b L IX FTP/SFTP Yy —R_R—% > T AT ALY T K
TxT Ty A NNEAREBEICEMNTHIEIICED, VATAY T N 2T ONR—=Ta T
TRN—=Va AT EITHIZENTEET,
AIEEDN—Va VT v TR —=Ta Ao r0ikiE, [bE BEERSE 2R TL
72 &0,

DSR {E 5 BHs iR itk AE

DSR 575 ® ON—OFF/OFF—ON D& 4 7 2 BE T9, AREAFIT I 5 Z & THE
xS OEELZZ R B L, V) TATr—TVOMEERIET 2 2 ENTEET,
XAEED DTRE 52V A —F LTOWRWES, ZET25DSREGHAEL LY, NI
VxR T okt H Y £9 O T, DSRESEBMRHEIEZ OFF ICL TS 7230,

2-53



2-54

(12)

(13)

(14)

(15)

BENEIR AR
T REERNIICEESEELLSEE T, VA vy T Ry 704 <~—ICX) InbokE
FrlEA L, BEIC) 77— M oETY,

BEL LY
IR A — TN ORE & T M T,

54 LU— e
AAEBATRS 544 b — R RET B e T

KT 1 VT HEE

250 LAN R— F 2 RAHD 1 R— & LTEES ¥ 28ETT,

EZEMMERT 2R =27 77 4 TR =, FER— 2y 77 v 7T HR—=F LD
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RoF 4 THBERZ AT 5 L. bondl & W HRAER— RN TE, ZORMER— FIHE
AR— b ethlleth?2 VB LEd, (RER—F2~RE—A X —T A A, BT Y
BR—F2AL—T A H—T 2 ALIFNET,

Ry T 4 o TRSEENE R 7211 IP 7 R L R T FEFR— D ethl/eth2 TiE7 < bondl 2
HELET,

Master I/F w W
LANIEE

< <
N N— N N
Slave I/F eth1 eth2 eth1 eth2
(Active) (Backup) (Backup) (Active)
LAN1 LAN2 LAN1 LAN2

X 2-22 RoTF a4 Ttk



RT o4 THEREO R Z TRICEEH L £

Ry 7 4 v e

w H

JLRJ7

74—/ kb kLT A (Active-Backup) 2

250 LAN R— FREFIZY 77y 7LTNTH, T
DOXT VT ATHR—=FD1IAR—FDHRTT,

AT 4 v 7 HSRE BRI F ] ethl 258 NIV E T,

YTk TRO2FAEIR—FLTWET,
< U7 EERIIC LS AU
s Ay R XK D FEEEE
UV RLUIFEHTITVEE A,
PR OB T 7T 4 7 A — MPERHZ GARP ik L £,

AT 4 v TEEREDEEIT ethl @ MAC 7 RLARXMEH S
F9, LAN1AKR— DV 7 X B, LAN2 R— MOEHS
N5 GARP Y — A7 KL 2% ethl ® MAC 7 KL ATT,

Uo7y TR

Ny J T o TR=bDY 7T v TRHEE, i H TR 7R EE &
70 % F TOREREH T,

1~60 )V CERENARETT,

77 4 )V X OFF(RHEFER] 72 L) T,

2-55




(16) IPv6 @1S#aE
AAEE D TPv6 BIEREREDHARIC OV T L £,
IPsec #&BE A BR < T~ TOEEL IPv6 THIH AlRE T,
IPv6 BIED A T Aa<w FE LT, pingb, traceroute6 72 EFIHTE£7,
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ALEE DR ELE T LE RIS 4 Ansible R CHENFEITTABICHEMN LE T,

Y — LT 7 & AR
AREEFE D Y T VR — MM ST B RS 83 12 % LT Ansible T~
V REFITT HHERE T, AHEREIX. LR tty ~ % — VRe 295 2 & TEMEL

7,
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(19)

(20)

ABERE 2 BN 72 S BRICHEE 7038 € =~ > FX° Ansible £ ¥ 2 —/VOREIZOW T,
AFED [4.7.6 CLI 22~ > FEEBE (Ansible & OEHE) ORE) . 477 2y —LT 7%
ZHHE (Ansible & D) OFRE] 2, WD a~v RY 771 2] . [Ansible &M
A R) ZZRLTIEIN,

REST API ##E

REST API DU 7 = A b M LT, ALEL IOAREED VU 7 LR — M ST
WD B SRS e B ET 5 2 LN ATEET Y, REST APIHEREZ MM+ 5 2 & T, LT D 2
DOOREBERFIHFIREL 720 £,

CLI =~ NihE
RERFERCHHF, 2> Y —n ZOREG LMK £ %2 REST API THEITT S ERIC
AL £,

g —VT 7 AR

ARIEBEDO Y T VR — MMIEEG ST D AR 85125 L C REST API T~ v
R & F4T9 HHERE T, AHSREIL. R tty ~ 32— Ve 245 2 L TEIEL £
kR

it

=

ARERE 2 BN K BRI ZRFRE 2~ > R URL OFFMIZ YW TIE AEDT4.7.8
CLI o< > F#8E (RESTAPI L&) DERE . 14.7.9 2>V —ILT7 Y 2 AHEHE (REST API
EDEE)DHKRE] . Bk a<wo RKY27L>X) . [REST APl BAAA K 2%
LT IZEw,

LLDP #gE
LLDP % L TALLE Oz RIS E I S@mm L2 0 | BRERE D S Oz
IS HHRRE T,

IHHE B2l

enable 1ldp =~ FCHREZ AL L £,
HiMbd 5 & ethl, eth?2 TLLDP /XA v k& 65%(3

BRREA L L%,

EEMRIX 30 T,
AEBEITEBE KL L AR/ B 2R E L E T,

Chassis 1D ethl DVAC 7 KL AR S ET,

Port ID ethl 22HEET HHEE Tethl) | eth2 M HEET
D8AE Teth2) L7220 9,

Time To Live 120 # G,

Port Description ethl 225 FET AEE1E Tethl] | eth2 2 HEET
LA Teth2) 720 £,

EE N B (TLY) System Name set hostname I~ RCTHELIZFA M ERD F

7,

System Description SNMP @ [sysDescr] &R UAE & 720 £97,

ZEHBIZ SNMP-MIB FHiBED 2.1.1 system(l) 7 L—
7 EBRLTTFEN,

Management Address A B =T A AR EZIN TS IPv4, IPv6 7 K
VAR I OFTOEHESNET, A F—T A AD
HEEEE 1T bondl, ethl, eth2 DIEE 220 £3,

Flo, T RUVARBREOLAIIRIBE L 720 £,




PIF 2 o0fF#RFETREYR—FLTWVET,
IHMER R c EENT v MEH
» A5 3 v MER (summary/detail)

BFora~y FOFEMIZOWTIE, ko o<~ RV 77 L0 2] Z22RLTL
7ZEW,
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SETIT, BB HIELCELELE, By b7 v IFEIE EOREICET AMEELTHAL T E
kR
VEEZ IR DHNICLT Bie A< 1230,



3.1 &R FL

311 AEV—H—FDHEA

AEEOBEREZ ANDSANS, AEEICFAMSNTHDAETY = — FE2RBEEDO AT —
ﬁ~hxmyk_ﬁﬂbf<téwo

AEYH—K NFoLBERTEET BRI
(5 ~LE) mLAL

E 3-1 AEU—H— FDOFEA(SmartCS)

Smwwsi%%W%’yx%Ay7hvi7%%%LT£Di#@ﬁ AEY —TJ1— KM
FASN TR THRIHTE T2, EEMERFICZBRIEENRHIITZ D L)1,
T AFY == REHALTIRPLZE 0,

BB, AEY—D— e AETICAREEEZESH L I-5HE.
LEENTICE Y Ho v £,

AIEE O EFREICHOWTE, Bt [BREFIEE] 22 L T 7EE0,

& DHEIRAT SRS

5

AR AEVHA-FEFREREERATY ., REELUNMIEEALGBLTILEZSLY,
BEDMDEEIHALEGES, ARETERICRBTELRLLBLILLEHED
FEREGYFET,

3.1.2 AEY—H—FDEmYSL

E1k-3729

X 3-2 AE!Y—hH—FDOEY 4 L(SmartCS)

3-2
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3.1.3 EEEEIRRDHER

HEZENT 2123, FANCAREEORRELRET DLENDH D £3, REBOEIEDR

R, EEEHEROITWET O T, RIEEOEBEIR L ANDANT, 23 B bR 4 B

L TK< f;éb\

Jtlﬁﬁfijﬁ%ﬂ{i A2LiED CONSOLE R— Mok T 2 7iEE . AEED LAN1 A— b
Xy NU—7 %N LTERT 2 HERH Y iT

%%E’?fiﬁ%ﬁf{% CONSOLE AR— MZ#ke T 2515 REEOT — MDA v &—UpEE

BEEBHMRICERINETN, *y NU—2 %5 LTT&@L?‘ZD*E'/::\ IEFRRINEE A,

(1) CONSOLE "R— M4 D854
A2 D CONSOLE A"— bk (RJ-45 8pin =27 #) L HEEE LG AR D COM 47— b (D-sub
an2%7&)%HE@NS%4N%RM5W@377&%ﬁLT4 PRy Nr—T v
(W71 —5UTP r—7 /b, A1 b)) ZfEoTERL TS IEIN,

78 3 2 DCOMA— k<
RYHH3

S —YrRybr—TIL

NS354 DB9-RUASZEH D 15 4

H 3-3 AEBELEBEEHEERD COM HR— M EH

A4EE D CONSOLE R — hOi%iE (LE AR & FRICEH L E7,
EEEHERD Y TR — hOFREEALEED CONSOLE FA— MIAELE T E N,
IE B WEE

R 9600bps

74 R 8 b

XY F o — 7L

2Ry FEy R 1Eyk

7 v — 4 XON/XOFF
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(2) v NU—ZICHRT A
WEEFREZ Ry U — 71285 L, RKEEO LAN1 A— 20 LT, Telnet 7 547
Vb AERICa S A LET,

EEEHIRR
D NS-2260
(===} LAN
192.168.0.2 | 192.168.0.1

Telnet7ARaJL

M 34 AEBLEBEEHIBERORY FT—9

ZIK”tEODI%ﬁHB#ODE;’ETEi X MU —7 FOEHBRNOAREBORENTEXDH LD
TEONRT A — 57 WHOLNPLDOHFEEINLTOET, Xy NUV—7 2 L TAREED
B ;E%ﬁo%é.\m EEBHEARAOR Yy NT—7 ORELEREENTERT 20y NV —7
7%vxKAbﬁT<téw

TR T IPv6 TR RS RE 1T 2ESh T,

-¢~

H H WEAE
RA N NS-2260
. LAN1: 192.168.0.1/24
NEPZS
P F LAN2: 72 L
PEGERFR IP 7 R LA ALL
Vidre—1r & Telnet
. LAN1: Auto Negotiation
LAN A= b LANZ2: Auto Negotiation

AIEENEE) L7, EEEFWEKD Telnet 7 7 A 7 b bAREEICER L, EHET
— RIZBITLTOD console av U REFETLTLESY, Z0avwy REFETTHE,
AEBEBDOa LY — )V A o —UNEEEREALD Telnet 7 74 7 > MTHAOEINET,
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3.1.4 &5

AELET AC B — 7 Ve L CREAZEB L4,

ACER T —7 Vet L, AREOFEIZHDLERAA v F O [ [z LIALEREZ
ON (L THELEE L E3 ( [O) 23 OFF TF) ,

TIE AC EFRET A OFITYT, ACI00V LIS TN T 2581300 BREFIEE) %
ZRLTZS Y,

BRRA v FOFFOIKE

AC1r Ly b+

ACI00VER— T L

3-4 KREEDEIRON

AREFITERZHRAT D L GARP /Y7 v b E X O'Unsolicited NA/X7 » F&EH L ET,
IP 7 RLUARERE ST LAN R— MIA =Ry M= AR HEA SN TV DHRETAH
PEE 2 LB 0E GARP /37 » 3 X0 Unsolicited NA /7~ RS HEBIHICEH S E
T, Y == N OFRELKWRFZ, Xy N — 7 gm0 — /=0 ARP 7—7 /v
BLONDP 7 —7 VRN EHBICHE T S v E T O THEMTT,

GARP /37~ 3 LN Unsolicited NA /37w MMIEI ON LISMI TREZ A 2 v 7 Tk
ShET,

LAN H— F® LinkUp I

IP 7 N L AZEH
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3.1.5 #E:R

AHEEDOEREZ ON IZTHET— "B EY £3, REEORTHICH D 4 DD STATUS
FUTTT— " NIEFITEITL TWASZ 2R L TLIZE N,
TT—NEETSHLESTATUS 7 7R HIER L. 7 — "IN EFICKTT 5 L 450 STATUS

oI AETHEITLET,

T— b DEITIREE

N= RU=T T T

HZo 2k 2 k (POC) FE{THh

ROM & =% —54TH

AT LiE@hh

VAT LAEEIE (A —H— RO E
% HEAIAFRH)

STATUS 5 > 7% 1
1121314
o &6 o o
®@ OO0 |0
C|@®@ 0|0
0|0 @O
® O/ e O
® O @ O
O]lO0 0|0

7
O
O
O
O AT ADE— R
O
)
O

VAT ALY T7 MU T REGET

¥ 1 : STATUS 7 7/ACT Z 7 DitHiE, [0 {H4T) , @ : T ZRLET,

B OSTATUS SU T 1~4 ARARERIFAMNLEFED L ZX, AEBOHELE
ZAbNET, 6FE FSTLYa—FTa4oF] ITR-THB/LTLESLY,




3E BEDfHh

EBREZ ON T2 &, AT A MDREITSINEZRICVATAY 7 MU= 7 ERE L E
T, VAT LAY T My =T NEET S L EEEFHRERICERHA -V BT |
NS-2260 login: | BERSNET, BEIA v E—IHFICTT— A v —INERENT
WRWZ L AR LTS 7ZE N,

INIT: version x.xx booting
Welcome to NS-2260 Console Server

Starting Bootlog daemon: bootlogd.

System . System Software Ver 1.0 (Build 2025-02-14)
Boot Status . Power on
Local MAC Address DOXXIXXIXXXX XX XX
Number of MAC Address @ 2
Model : NS-2260-32 (32 port)
Serial No. T OXXXXXXXX
BootROM D Ver x.x
Main Board GPU : A15 (1500MHz)
Main Memory : 1010028 KBytes
48
NS-2260 login:
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3.1.6

AIEEZAFIET 51203, AEEOREEZAF— T v 77 7 A VIRFLTHD, FiLd
FET shutdown =~ > KZFEITL T, MON>7' 1 7 FRFREND D, £00%, Ak
&R STATUS2 7V I NRM T 50 %F>Tob, BIRAA v F % OFF (2T 50E
B —T N ERNTLIZEN,

o=
= [

CSD ENEFTERAA Y FERELBVDTCESL,
BREOEEICHYET,

O AEBICoIA L TCEBEHA—F—ICBITLET, v/ A0 77 hO
T, 13.2 Yy T YTDFIE) R L T &N,

® write A~ FEETLTC, Fv=ov P ar 74 08 AZ— T v 7T 77 AT
HELET,

® shutdown =< > REZFEITLET,

(c)NS-2260>_su<
Password: o

(c)NS-2260# write<

Do you really want to write internal & external startupl [y/n] ? y<
write external startupl

.................... writing

write internal startupl

.................... writing

(c)NS-2260#

(c)NS-2260# shutdownd
Do you really want to shutdown [y/n] ? y<

MON>

@ VATALAYTZ7 b Mu=TMEILETSLE, AREEOFIHIZSH D STATUS2 7 > 7" M A
TL, VAT LhayY—Z ROM £=%—n7 a7+ TMON> | NERS

nE9,

® TATFALAYT R =T REIELTWAZ & 2R L%, EEOEP L OFF 12
LTL7Z&E0,
AMEEIIARREEHIZH DERAA T O (O] Mz LAALTEREZ OFF (2L
9,




3E BEDfHh

3.2 ty b7y TFEIE

AEEO®Y VT v 7 FIEEZR 3-5 IR LET, WEAZRTET D2~ FOFEMIL, Bl
O MAavToRYIrLUR] #8BLTLLEEN,

Ag4>9 %

EESEI (DS

A 4

Ex;'_.f(ZIVV I‘@%‘?ﬁ')

HEITFAIL
(RA—+T79TI74)L)IC
BREEEZTAD

CONSOLEAR— hFE7HITR Yy bU—7 FEOEH
RN D, AREBE BRI N2 ——4 LR
ATU—REREL TR A v LET,

ExRITO DI, EEEHEL -2/ F

aul
<t R

WET~ REFEITLT, KREBORTEZITWV
F£9, I TRESHEERIT. EEOBMEC
KBS ETN, FRETZ 7 A NVAF— T v
TrAWICIFEZIAENTOEYA, ERE
OFF I2¥ % LR ESNFBRITLbNET,

RE LI REBRET 7 ANAL— T v T 7
7 A INCEZARET,
HEERATIUL, BIEZ OFF ICL THAEREN
RITKRbLNT ., ROEERFIRIT LI E DX
M E T,

X 35 &ty b7y TFIE
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3.2.1

(1)

(2)

(3)

agqy/agr7y k

CONSOLE &— MMIEm L 3mSR A E-I1I Yy NU—2 L7 4T v FgRM S
AIEFICa A a7 ML EEAHBALET,

YA Ualgeli1—4—

T3 HRFIC AL IC e /(o C& D a—HF— 2%, — = —H%— Tsomebody] & %
Bla—H— Troot] NBEFHESNTNET, LB, Wa—F =D 2T —FIRESH T
FHEA

148 IL—T8|  HE # =

root root RS o — Y| TSN TWET, OAT—
— RITARZRE)
EEORERA VT F L ADa~<y RNELT
TEFET,

ARa—HF—FHIFRTZ EHA,

somebody |normal g —Y— | THHARHCESR SN TV ET, XA T —
RIEARKE)

Btk 2R3 5 ping a~ v K7 K& FELT
THZENTEET,

CONSOLE R— R IC#E L - EBEBmANO QT M VT B156

AAEE 2B 5 LAIEEE ORI 7 0 7 b (ogin: | NERENETOT, KEEIC
BHikInNTnd —fae—V—FmdEEE s ——Da—Y -4 L X2TU—-FEZ AL
Ta A v LET (LHHATRFO—f = — 3 — [somebody | ¥ L 0% Bl —4 — [root |
WA = NEIRESNTWVERA)

« —fg2—— Tsomebody] TrZ A T 55

NS-2260 login: somebody<
Password: <
(c)NS-2260>

cBEBREH o —— [root] Tu s A LT 554

NS-2260 login: rootd
Password: <
(c)NS-2260%

Tuar T NORBOXLFEFR /A v a—F—DENNZLY, S ——DIFEIL [>] |
R —F—DEASIT #] OXHI2EPY $1,

XY RID—=OEDHSATY MERMSOT A VT BIHE

Ty MU= EDY T A7 MR bARLEE (LG RO IP 7 LA 1192.168.0.11)
IZ Telnet B35 &, 77 b login: | NFERENFETOT, REFITEREFESTW
B — D a— P L RAT— RE ALl LET,
HEEEHL—Y—IRry U —27 E® Telnet 7 747 FHEER A TEERA,
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(4)

(5)

(6)

= —Tr s Lk, BEEHEL P IIBITL TSN,

$ telnet 192.168.0.1«

login: somebodyd
Password: <

(0) NS-2260>

7a 7 SOOI AR — S OEWIZ LY . CONSOLE R — bk O3B IR A D
bul A LEREE ) . Xy T —27 LD Telnet 7 547 > bbb ua A v Lz
niF®J®i9kwbDifo

Fv hU—27 ED Telnet 7 5A T bnbuZ A v LiBEOT 0 07 sOFSIL, #
DEIZ 0 DBIEICZENTWSESNE VT b E T,

—A——HhSEEETEI—Y—ITBITT HIH5E

=Y — 73>%%IE§”§£E¥:’-“—‘H‘ WCBATT 2120, sua~y REFEITL, EEEHEa—
W=D AT — K2 AN LET (LHHAREOEEE = — W — lroot] 1Z/3A T — KX
MESNTWERA)

(c)NS-2260> su«
Password: <
(c)NS-2260#

A7 DAE

a7 7 v AL, logout 2~ REiTexit 3~ REFETLET, £/2, sua~v v
RCTRBAT LI EE L — =0 6 i —F —IZR 555 b logout =+ > R & 7= |dexit
avy REFTLET,

CONSOLE R— b Diiskinbr 77w b5 &, 7r 7 b INS-2260 login: | NHERRS
nctersA4 bz EYd, Ay I —2 EdO Telnet 7 747 binbw s 70 M5
EL I TAT Y MEROT BT MIRD 7,

CONSOLE R— FDliR/N60 77 U b LICEE

(c)NS-2260> logoutd (exit A< Y FHEHE)
NS-2260 login:

F FU—27 ED Telnet 7 7A 7 Einbua 770 kN LTCGE

(0)NS-2260> logout< (Ff=l%. exita<w > R)
$ (FayFhrE. 9547 MERIZE-TELEYED)
Z D

2= —DBENMHIRLNRAT — ROER L, HEEHL—F—DRTI ZENTEET,
2 —YP—DIBN/EIEEIT create user/delete user =~ F&EfHLET, XAUV—FNDOEH
I% set user password =¥ FEZMHHLET, Fa~r RoEMEL, Ta<wo kY27 L
VR EZBRLTIIESN,




3.2.2 CLI mfEAAE

AZLEO CLI O L2 LU PR LET,

(1) ARV ESA UiREHEE
CLIoa~> R A UimEMEL TRICREH L ET,

RES— B
hackepaed = RO | KWL LET
el T DB DL E W E L ET
ORR BN | BT L E T
s BV TR LET,
[Ctr1]+[A] =Y NEhkav RIA4 L OFBEICBEL £,
[Ctr1]+[E] N—=YNEka~xy R4 DERBEICBEILET,
[Ctr1]+[U] ETOXFEHELET,
[Ctr1]+[K] =Y VUBEDFINEHEELET,
[Ctr1]+[R] E2TOXTFEHRRTLET,
[Ctr1]+W] B =V VENIOTFEBIR LT,

(2) EXBRY#E:E

CLI ot X b URkRER FRIZFEEHEH L E7,

wET— 3] 1
[T] (E&HD IR CWARIOavw Y REFRRLET,
[Ctr1]+[P]
(1] CFRED I NTCWAHBOa<vwy RERRLET,
[Ctrl1]+[N]

(3)  HBXAIL THEE/WHTTEIERE
CLI OHESC~ V7 REMf seiE 2 P RICRIR L £

R — o/ (2
[Tab] AT FRE e m~ v RO 2R R LET (aie L)
[?] AN FRE e m~ v RO 2R R LEST (Baid )
[Ctrl1]+[T] AT FRE/ e m~ v RO 2R R LET (Baie L)
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(4)

a7 v FABSHRE
AN LT O FINS A< FRF—U — FOBEMN 1 DIZEE 25615, LTRLIED

LFEEWETDHZENTEET,
Bl z1x, v Y —)nu 7 %FKRT 5 show log console < > R,

HIEMTEET,

lsh log con| &&M&ET

(c)NS-2260# show log consoled

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

(c)NS-2260# sh log con<

Oct
Oct
Oct
Oct
Oct

6 12:37:12 port_logd:
6 12:37:12 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:
6 12:37:14 port_logd:

<TTY1D
<TTY2>
<TTY3>
<TTY4>
<TTY5>

<TTY1>
<T1Y2>
<TTY3>
<TTY4>
<TTYS>

started
started
started
started
started

started
started
started
started
started
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3.2.3

HREATY FEDORLAHS

AEETIE, TOTXFAN T 7 ANVETHER LR ET~Y Y REEZ a8 —&X—X | (&
Ea~y FHEOWLIAR) L, RIEEBORELZITO 2L bARETT, AELFIHT L2
LITkY, av FOANIAZE/NRIZMA D Z LN TE | REEOREMEEN R
AT ET,

AMge = FIH T 25518, RE =2~ FEEZ U LIATATIC terminal editing disable =2~ >
RZ2FAT L CATREZ BN E L T E 3 W, it LIABDSE T L2 5| terminal editing
enable =~ > N& AT L T, 1THELAZICHRE L T LSV, 1TRENEDIIHRE SN
TWBHEIE, a2 R4V ETH— A X —DOBECLFEOHANMTZETADT, IE
BELTLEEN,

create ip host termO1 192.168.0. 101 FLATaATY FE
create ip host term02 192.168.0. 102

(c)NS-2260# show ip host<
Hostname [Paddress Port

(c)NS-2260# terminal editing disable<

(la< o FEDORLAHA)
(c)NS-2260# create ip host term01 192.168.0. 101
(c)NS-2260# create ip host term09 192.168.0. 109

(c)NS-2260# terminal editing enabled
(c)NS-2260# show ip host«

Hostname [Paddress Port
term01 192.168.0. 101 -
term02 192.168.0. 102 -

RIET 7 A N% FTP/SFTP T7 7 A Mk 5 kb A E XV R — L T ET,
FEANE ThE BEERST) 2R LTLEEN,

JFE CONSOLE /R— FDIHRICHREIAY Y FEDR LAAETIHAIE. 54—+
VILDEETALAE1T7HY 1 REECEELTILEIL,

FE Telnet V547V MaEERAT HHE(E. teraterm FEDEET 1 LA HEK
ETERT7IVr—2avEFRATHERENTT., COXSHEREEZREHLT
WL Telnet 9547V FTHREQATY FEOFRLAAETSHEIK. 1 17
FEEBICREENOIOVT MXFIEFOITI/OLRELTABLTL S,

EE NS-2240. NS-2250 MEEZ#ITT SIS ETERALNHY £, ML MFKRE
NS-2240. NS-2250 5 DEREBRITHDEIER] ESRBL T,
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3.2.4 REDFHARAH ERTF

(1)

AB—=K T T T7AMIAFT) —H— RLEEBNEBICKE 4 77 A0H0 F1,
AREEBNEERT D EEIAF—NT v T T 7 ANVONERT =T a7 47 L LTt
FIAEIL, REEOHRE L L THbIVET,

AEY—=H—FKPHASNTODEARIT, AFV—I—ROT 7H IV DAX— T v/
TrANNT =T ar7 g 7 e LTaHmrAENET,

AEY =N — RBFHFAINTWRWGET, REENTICRFESNTWVWET 7 4L FDO A
=T T TrANNT =T ar7 4 7L LTamArAENET,

77 ARE (ACT 7 7 RdTH) ZrE, AEY —h— NI EETT,

THHEFEEDT 7 4V FOARZ— T v 77 7 A /ViL, startupl 7 7 A /L TT,
EERFCHAEND AX — T v 77 7 A L%, default startup =2~ > K& EFT L TE
FI5ZENTEET,

PIER A T 1J (RAM)
e —

EEMIER

startupl 7 711

startup? 7 711

startupd3 7 711

startued 7 71 )L

S |
AE—H—F

ggﬂt‘ o =E T AU
AR—FTFw fﬁ default startup=</ T
SrrLEEE ¢ stanl a0 wrTE

startup? 7 71 )L
c_— - - = 7

startup3 7 7)1
c - - - 7

startupd 7 7 )1
c - - 1]

X 3-6 HEDRE

RKIEFEBDOA L T 4 THERETDHE, TJor=v a7 0 JITRENKMISIET,
Frv=yZar7 4 ZIFNEAEY — (RAM) ETEHEINTRBY, AEELHEZEd S
EETLIREFHEESNTLENET, 47 write I~v 2 FEETLTT =7 ay
TAT AL — T v T 77 A MIRGFLTLIES N,

BEODRERE REDREXZEELEZWNMEGS)

write I~ F&2 472 a VIELTEITLET, A7V a VERETTIC write 2~ N&
FITT DL, BEBFICHARAENT-AX = T v T 77 AR, AEY —Dh—REEEN
Hom IR TEINET,

3-15



(c)NS-22601 write

Do you really want to write internal & external startupl [y/n] ? y
write external startupl

.................... writing

write internal startupl

.................... writing
(c)NS—-2260#

(2) AFY—H—FDstartup2 77 A ILICEREZREFT H5E
write < KD/3F A —%—|Z Tstartup 2 external] ZfE L CETLET,

(c)NS-2260# write startup 2 external<
Do you really want to write external startup?2 [y/n] ? vy
.................... writing

(c) NS-22604#

(3) HERNIOD startup2 77 M ILIZKREERET H5E
write 2~ RO/ X —H—|Z Tstartup 2 internal] ZfHE L TEITLET,

(c)NS-2260# write startup 2 internal<
Do you really want to write internal startup2 [y/n] ? y<

................ writing
(c)NS-2260%#
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3.2.5 HiEE

(1)

(2)

(3)

AIEE 2 HiEE) T 5I1201%. reboot =~ REFEITLET,

BEOBEHUFH AT avERELLZVESR)
reboot I~ R&EA T a VIELTEITTLHE, EEHL TWDIARX— T v 774
VIS AT Y 7 k7 = 7 (main/backup) THEHE) L 97,

(c)NS-2260# reboot<
Do you really want to reboot with main system and startupl [y/n] y<_

AEIY—H—F®Dstartup2 77/ LDREZHZAHAATEEET S5
reboot 2~ KD/ /3T A —H —|Z [startup 2 external] T L TEITLET,

(c)NS-2260# reboot startup 2 external<
Do you really want to reboot with main system and external startup2 [y/n] y<

LERNED startup2 77 M LDBREZHARAATEEHT H15E
reboot 2~ KD/ /3T A —H —(Z [startup 2 internal ] ZHRTE L CTEITLFT, EENE
D startup2 7 7 A WMITBRIF SN TV DR ENE TR E 2 FEE) L £,

(c)NS-2260# reboot startup 2 internal<
Do you really want to reboot with main system and internal startup2 [y/n] y<







2R E

4ETIE, AELEOEEOREICHOWVTHHALTWET,
TEREZMRD D RN LT FBH A TZE 0,
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4.1

4-2

Y bIT—YDEHE

4.1.1 REEDKRRAMG/IP7TELADER

THHERFOARZEE DR A M4 1T TNS-2260) T,

RA NG EEFET HITIE, set hostname =~ > REFEFT L E T,

FRARGITHRETE D XFE, FAORKTE “ 7 (TrF—n—), “T (/7)) B
FO T (Ry DBREHTEET, 2720, SCFINORM)O LT & itk O SLFIF R FT
RIFNENTEREAL, £72. Fy FORIRZRIZIEANAS 7, Ry b, T — =3 T
TEHA, BA MORRKIFHIT 64 LFTT,

(c)NS-2260# set hostname Smart(CS<
(c) SmartCS#

IP7 FLRAEFRy b= R7 DOFRENT set ipaddr 2~ K TITWE T,
THHEREOAREBEDOIP 7 KL AL %y h~A 71T [192.168.0.1/24] T,

(c)SmartCS# set ipaddr ethl 192.168.0.100/24<
(c) SmartCSt#

IPv6 7 FL A LRy h< A7 DREIL set ipbaddr 2~ K TITWET,
create ip6 2~ > R CTIPvBEEHEREZ A 2NIC L7-& T set ipbaddr =~ > R THELE T,
TR T IPv6 B EHEREIX LY L e > TRV, T RLABBREIN TV ER A,

(c) SmartCS# create ip6<

(c) SmartCSt#

(c)SmartCS# set ip6addr ethl 2001:db8::1/64«
(c) SmartCStt

2 5® LAN R— N ZFHT 55413, LAN1 & LAN2 O FiIcB 3972y o IP T
KL RAZEHFET DI, 25O LAN KR— FE2FED 1 AR —h & LTEEI TR T 47
HREOWFNngd ZHHAL 7ZE& v,

W2 SO LAN R— 28 5w 7 A b THHAT 2 5E

(c)SmartCS# set ipaddr ethl 192.168.0.100/24<
(c)SmartCS# set ipaddr eth?2 192.168.1.100/24<
(c) SmartCS#

W2 SO LAN A— 2RI LB AL FTRAT 256 (R 7 1 & 7HRE)

(c)SmartCS# enable bondingd X TENIEEEEZSHRE
(c) SmartCS# set ipaddr bondl 192.168.0.100/24<
(c) SmartCStt

R T 4 v T RE R B3 %1213 disable bonding =2~ > K& FEIT L £,
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=

¢t

AT T HEEAIZLIIES., ethl IZREEINATLS IP 7 FLRE ethl
PHRELDBIL—T 4 VT HFEN bondl [CHER S, eth2 ITHREFESATWSIP T
FLRIZEEESNET,

AT U BEEEDIZLIEE . bondl [TEREESNTWAIPFZPRLREIL—T
4 OB EMNethl ITHERINET,
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ALEEDHRA FHLIP 7 R LA EONEHIE, showip 2= N TR TE £,

WA T o THEEN OS5 6

(c) SmartCS# show ip<

Hostname : SmartCS
TcpKeepAlive : 180

IPaddress (eth1) : 192.168.0.100/24

[Paddress (eth2) : 192.168.1.100/24
(c) SmartCSt

WA T ¢ THRENE DL E

(c) SmartCS# show ip<

Hostname . SmartCS
TcpKeepAlive : 180

IPaddress (eth1) : -

IPaddress (eth2) : -

[Paddress (bond1) : 192.168.0.100/24
(c) SmartCStt

ALEE D IPv6 7 R L ZADE#HIL. showipb =2~ FTHRTE 7,

WA T 1 TRRREN B DG E

(c) SmartCS# show ip6d
[Paddress (eth1) : 2001:db8::2/64

[Paddress (eth2) : 2001:db9::2/64
(c) SmartCSt

WA T 4 THRENAE DL E

(c) SmartCS# show ip6<
IPaddress (eth1) : —
IPaddress (eth2) : —-

[Paddress (bond1) : 2001:db8::2/64
(c) SmartCStt
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AREBOIPvAT RLVAIPv6 T RLA(Y 7 m—H LT RLRAET)DOFE#HRS 2 20 LAN
A—FD MTU OFEME, V7 IKEEIL, show ipinterface =~ FTHERTX £,

WA T TRREDN B DO SE

(c) SmartCS# show ipinterface<
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8

static ::1/128
ethl  up 1500 static 2001:db8::2/64

link fe80::a00:83ff: feff:dede/64
eth2 up 1500 static 192.168.0.1/24

| ink fe80::a00:83ff:feff:dedf/64
(c) SmartCSt#

BT o THERENAZNDOGE

(c) SmartCS# show ipinterfaced
ifname state mtu attr address/mask

lo up 65536 static 127.0.0.1/8
static ::1/128
ethl up 1500 - -—
eth2 up 1500 - -
bond1 up 1500 static 2001:db8::2/64
link fe80::a00:83ff:feff:dede/64
(c) SmartCS#
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RT 4 o THEREORBII FREO =~ FTHRTE £7,

(c) SmartCS# show bonding<
<bonding information>
Status : enable
Mode . active-backup

<master bond1 information>
Status D up
Up Delay Time(sec) : off
Last change time : Fri Apr 25 13:04:51 JST 2016
<slave information>

interface active status failure_count

ethi * up 0

eth? up 0
(c) SmartCSt

TIT 4T R = MNITROa~vy RTHVBEILHENTEET,

(c) SmartCS# switch bonding eth2<

Fri Apr 25 13:30:21 bonding: bond1 Switch succeeded (eth2 selected).

(c) SmartCStt
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4.1.2 RET 49 I9N—T 4 VT DETE

ART 4 v 7 — N ERET DHITIL., createip route 2~ REEITLET,

(c)NS-2260# create ip route default gateway 192.168.0. 254«
(c)NS-2260%#

TEOMIT LAN1(IP:192.168.0.100)1Z 172.16.1.0/24 O AR — . LAN2(192.168.1.100)
T 74V Mb— FaEHZLTHET,

(c)NS-2260# create ip route 172.16.1.0/24 gateway 192.168. 0. 254«
(c)NS-2260# create ip route default gateway 192.168.1.254«
(c)NS-2260%

20O LAN R— 2R bv7 A N THIHL, #Ei® LAN R — MZF U0
— FERET DAL — MCA RN v 7 @ : 0~10002 E#£ L £7,

BWHED A R Y v 71 0High) T, ER/NS WA MY w7 BMERIhET,

A Ui — FBEERE SN TWDEHEE, LANA— MRV o7 ¥y o358 69K
5D LAN R— MZEZRSNTWDHA— MEHEHLET,

(c)NS-2260# create ip route default gateway 192.168.0. 2544
(c)NS-2260# create ip route default gateway 192.168.1.254 metric 100«
(c) NS-2260#

IPv6 DA X T (> 7 )— b EEET HIZIE, create ipbroute 2~ > REFEIT L ET,
TEOBE LAN1(IP:2001:db8::2)iZ 2001:dba::/64 OfER/L— b LAN2(2001:db9:2)12 5
T AN M= ETERELTWET,

(c)NS-2260# create ip6route 2001:dba::/64 gateway 2001:db8::ffff«
(c)NS-2260# create ip6route default gateway 2001:db9::ffffd
(c)NS-2260%

ANY 7 DOEFITEITIPv4 EREFEICa~> RN T metric A7 Y a VA EL E T,

(c)NS-2260# create ip6route default gateway 2001:db8::ffff o
(c)NS-2260# create ip6route default gateway 2001:db9::ffff metric 100«
(c) NS-22604
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N—T 4 T T —T NOERIL,

WA T o THEEN OS5 6

show ip route 2~ > R CHERTE £7,

(c)NS-2260# show ip routed

destination netmask gateway met iface status
192.168.0.0 255.255.255.0 — 0 ethl -
192.168.1.0 255.255.255.0 — 0 eth2 -
0.0.0.0 0.0.0.0 192.168. 0. 254 0 ethl -
0.0.0.0 0.0.0.0 192.168.1.254 100 eth2 -
(c)NS-2260#

WA T 1 TRENADDSE
(c)NS-2260# show ip routed
destination netmask gateway met iface status
192.168.0.0 255.255.255.0 — 0 bondl -
0.0.0.0 0.0.0.0 192.168. 0. 254 0 bondl -

(c) NS-22604#

IPv6 OD)V—T 4 > 77— 7 )V OfE#HIL, show ipbroute 2~ R TR TEE T,

WA T 1 TRREN B DG E

(c)NS-2260# show ip6routed

destination gateway met iface status
2001:db8::/64 -— 0 eth1 -
2001:db9::/64 —-— 0 eth2 -
::/0 2001 :db8:: ffff 0 ethl inact
::/0 2001 :db9: : ffff 100 eth2 inact

(c) NS—-22604#

BT o THERENAZNDOGE

(c)NS-2260# show ipbrouted
destination

gateway

met iface status

2001:db8::/64 —

::/0 2001 :db8: : ffff
(c) NS-22601

0 bondl -
0 bondl inact
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41.3 NSO S47 > FDERE

DNS 7 947 v ba&ET AT, setdns =< N, set dns localdomain =~ K& 3
1ITLET,

(c)NS-2260# set dns 1 192.168.0. 21«
(c)NS-2260# set dns localdomain example. co. jpd
(c)NS—2260#

DNS 7 74 7 v FOfF#IL, showdns 2~ NTHERT 22N TEET,

(c)NS-2260# show dnsd
Local Domain:example. co. jp

No. DNS Server

1 192.168.0. 21
2 —
(c) NS-22604#

IPv6 DEREETDNS 7 74 7 FaRET 256 bRKETT,

(c)NS-2260# set dns 1 2001:db8::124
(c)NS-2260# set dns localdomain example. co. jpd
(c)NS-2260%

(c)NS-2260# show dns<
Local Domain:example. co. jp

No. DNS Server

1 2001:db8::12
2 -
(c)NS-2260#

IE DNSUSAT7UrDHREZEITIE. DNS H—N—DREIZE>TIFRT+—< Y
APMETTEHIENHY FT, R— FOJTEENBERICITOASRETIK. @Y
—/3—(Mail/FTP/Syslog) M & &% DNS 4 —/\—THREIEF I, IP7 KL R %iE
ELTHRESNDIEEZHBNELET,

4-9



CONSOLE 7/R— FDE&RE

TR D AZEE D CONSOLE AR— M, FEROMENHRE SN TNET,

H H MEAE
{RIEH 9600bps
T—H R 8bit
NRUT 4 — 7L
Aby7EY LEy b
7 v —fil4E XON/XOFF

CONSOLE "R— FDREZEF T 511X, set console =2~ FEFEITLET,

(c)NS-2260# set console baud 115200«
(c)NS-2260# set console bitchar 7«
(c)NS-2260# set console parity evend
(c)NS-2260# set console stop 24
(c)NS-2260# set console flow none<
(c)NS-2260#

A D CONSOLE R — FNOREEZELTH & BH RO T ILIR— FORE L
= ALY SR 7m/7bF@Nsmm#J#EL<§Téhﬁ<&5%Am@@i
T, FEE IR DT Y TIOLAR— F O E & AL E O CONSOLE A — F O EICHEDLET
N5 [Enter] ¥ —%2 AL, a7 I\75>IEL<?%T§2}’LZ) LERER LTI &N,

CONSOLE R— hD{E#IE. show console =< N TR T £7,

(c)NS-2260# show console<
Baud 115200
BitChar .

Parity : even

Stop D2

Flow © none

Syslog > on

(c) NS-2260#
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D) TILR— FDFRE

THHEREOAREBOLTOL Y TIAR— MI, FTROMEHREINLTWET,

' H MEAfE
{RIEH 9600bps
T—H R 8bit
XY F o — 2L
ARy 7EY R 1y b
7 1 — 4] NONE
DSR (DR) {5 54 & AE OFF

U TIOVAR— NOREEZELT HITIX, settty 2~ RERITLET,

(c)NS-2260# set tty 1-16 baud 9600«
(c)NS-2260# set tty 1-16 bitchar 8«
(c)NS-2260# set tty 1-16 parity noned
(c)NS-2260# set tty 1-16 stop 1d
(c)NS-2260# set tty 1-16 flow noned

(c)NS-2260# set tty 1-16 detect—dsr off<«

(c)NS-2260# set tty 32 baud 115200«
(c)NS-2260# set tty 32 bitchar 7«
(c)NS-2260# set tty 32 parity evend
(c)NS-2260# set tty 32 stop 24
(c)NS-2260# set tty 32 flow xond

(c)NS-2260# set tty 32 detect—dsr on<




LU TR — FOEHRIZ, show tty =2~ R THERTX 7,

(c)NS-2260# show tty 1<

tty 1
baud 9600
bitchar : 8
parity . none
stop 1
flow  none

detect_dsr : off
(c)NS—-2260#

(c)NS-2260# show tty

base —-dsr-

tty baud bc parity st flow dct

1 9600 8 none 1 none off
2 9600 8 none 1 none off
3 9600 8 none 1 none off
4 9600 8 none 1 none off
5 9600 8 none 1 none off
6 9600 8 none 1 none off
7 9600 8 none 1 none off
8 9600 8 none 1 none off
: HH

(c) NS-22604#
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4.4  KR—rH—N—DFKE

441 BEE—FOERTE (ELY FE—F/54 LY FE—K)

— M —R—OEHE— NiX, THHWRFECIEZ A L7 R E— RIZEESNTHET,
AR—hEVI MA=a—% o TEHERGEHEELS — LB B L7255 13, set portd connect
select 2~ FEHELET,

(c)NS-2260# set portd connect select<
(c)NS-2260%

— ==X 1 L7 FE— REZFHT 554 1L. set portd connect direct =~ > K
%ﬁﬁbiﬁoI%ﬁﬁ%@&ﬁi&4v7k%~bfﬁmf\Tﬁmzva@tvy
FE—RNOHXA L7 ME— RICHRE— NEERT258ICFETLET,

(c)NS-2260# set portd connect direct<
(c) NS-2260%#

[+ &]

L7 bE— FERHATAEAIL. A— ha2—% —BGEEX ON 2L T, &A— h=—H
—EBETHMNENHY T, Fo, ELI FPE—RTEHVITAR— b DOTRY 7L
R— M= "= A== XFa— Ry v a VSR — R)ARE L2 5 AMEF]
T, L7 bE— FEFIHT D551, set portd auth basic =~ R, set portd tty label
a2 K72 5N set portd tty cmdchar 2~ > FEZFRE L CHA LT Z &0,

(c)NS-2260# set portd auth basic<

(c)NS-2260# set portd tty 1 cmdchar 01«

(c)NS-2260# set portd tty 1 label Osaka-L3SW-1«
(c)NS-2260# create user portOlusr group portusr password<
New password: <

Retype new password: <
(c)NS-2260# set user portOlusr port 1-324
(c)NS-2260%
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4.4.2 R—brH—N—AZa2—DFRFR

A= ==X =2 —DFFHEIL set portd menu 2~ > R TITVET,
A= "= =R =2 —OFRRIZOWTIL, BEPHRIE IZER R IZIERR D 3 DOFREDN

AETHY, TOMERR -t ZRETR— a7 2R/ETL0E 500

£9, TREIXZOBEKREZEZLZLDOTT,

EITRIE L

EE2AKOR—F+OYJ
REHRE

Y R—rDR—FB T
RIFRTE

R— b —N— A =2 —BF

(set portd menu)

Auto
(set logd output) (set logd tty log) (default) on of f
on(default) OFR) OGER) X (FEFR)
flash/ram(default) off xGEor) | OGen) | xGEr)
off off X (FEFEIR) OFER) | XOEEER)

EEDLBY, REEO TG HMMIREDO R — Fh— " — X = 2 —DFRFET B #hHH]
(QutdlIZHREENTWVET, £/-. TTY R—brOR— b o Z3EET IR EODIC R - T

WETOT, THEMBEOBRELZFM L TV D56,

ICRRSNET,

e b — =R = a2 — N H B

A=~ ZRAFOF IR R — ==X =2 —2FRSE L5 E1E. set portd

menu on X E L ET,

(c)NS-2260# set portd menu on<

(c) NS-22604#

A= b 7 RFORECERR S A — M — "= =2 — 2 RR LRV E D IZT DI,
set portd menu off 2~ RZHRTELFT,

(c)NS-2260# set portd menu offd

(c) NS-22604

A— "= "= A =2 —DOF % HEPHB] S5 I121%, set portd menu auto #FE1T L E T,

(c)NS-2260# set portd menu auto<

(c) NS-22604#
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4.4.3

4.4.4

4.4.5

7|-€_ I"‘j'_/(_O):L_'H: nn..\n].—t (-I_\ I‘:L_-‘j: n:L. nIE)

Telnet 7 74 7 > R OREBFDO R — b —N"— {27 7 A LTBIZEET S5 — h=2—
W —FREEIE, I%mﬁﬁfifmﬁﬁbj_&iéhfwiﬁ A— b —F—FiEx 3R
FEH Y | IZEF T BHITIE, set portd auth =~ FEFEITLET,
ﬁ—%n~$~£&%FM£%DJ_ﬁiﬁé&\ﬁﬁﬁméT@yUTwﬁ—%fﬁ—
b o— Y —FREEARRE N EME L £ 7,

(c)NS-2260# set portd auth basic<
(c)NS-2260%

SSH 27 747 v FaFHAT5561%.14.6.4 SSHY—N—DFRFE| Z2SHL T EE0,

R—bH—N—D7HRAGHR FEHETO RO EEREE—F)

THHMAEEDO R — F == 7 7 & AR (7w bar gt — ) (2
Telnet/SSH @ / —~ /L E— FRW)D A BFF ] S TWVET,

Telnet/SSH &/ —~ /L& — Kt ET=4—F— NRO)DH S EFHTE D L HITH— b
—NR=D7 7 AGIREETT 555 T a~vy REFEITLET,

(c)NS-2260# set portd tty 1-32 session telnet bothd
(c)NS-2260# set portd tty 1-32 session ssh both<
LI

(c)NS-2260# set portd tty 1-32 session both both«
(c)NS-2260#

F72. SSH h T 0 AT L 2 MERHERE (sshxpt) 2550 & 72 > TV D UREED B L2
WX, 2~ RORKIZ sshxpt A7V a U EEE T, BUERESINTW DR e ko
V& T — R AR LT set portd tty session =~ > REFEITLET,

(0)NS-2260# set portd tty 1-32 session both bothd

R—bo—N—0B#HLY L3 ViR

1OV TNR—=NMIK LT/ —<LE—FRRK2EBY VI, T=4—F— K
ﬁStV?ayiT%ﬁT%iT

7272, tty v x—VBRRIC Lo CBfEHR O Y TR — MIxLTiL, /S —</LE—RT
%ﬁfé:kﬁ?%iﬁho

Pt rlRe/et v v a VEER TSI RO a vy REFEITLET,

(c)NS-2260# set portd tty 1-32 limit rw 2 ro 3¢
(c)NS—2260#
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446 R—rH—nN— (FA4LY FE—F) ORER—IFESOERE

£V U TINVR— FTEEL TV D Telnet/SSH @/ —< /L E— KL E=H—F— KDV —
v AR — hF 5 1L, set portd telrw/telro/sshrw/sshro 2~ R CEET L Z LN TE £,
Telnet/SSH @ /) —< /L& — KEE=F —F— ROV —ERR— hESEEET LT,
1025~65000 OHIFH THIH L TCWRWER— FEEZEZREL T ZEV,

(c)NS-2260# set portd telrw 10001«
(c)NS-2260# set portd telro 11001«
(c)NS-2260# set portd sshrw 12001«
(c)NS-2260# set portd sshro 13001«
(c) NS-2260#

A= F =R —DZFHR— FEFIL. show portd 2~ R TR TE F7,

(c)NS-2260# show portd<

auth status . basic

connect status : direct

base port number
telnet rw : 8101 ro : 8201
ssh rw . 8301 ro : 8401

timeout status

idle_timeout : off

ro_timeout : off
menu status . auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro
1 L3SW-1 8101 8201 8301 8401 60 120
2 L3SW-2 8102 8202 8302 8402 60 120
3 Serverl 8103 8203 8303 8403 60 120
4 - 8104 8204 8304 8404 60 120
5 - 8105 8205 8305 8405 60 120
6 - 8106 8206 8306 8406 60 120
 HBg
31 - 8131 8231 8331 8431 60 120
32 - 8132 8232 8332 8432 60 120

(c) NS-22604#
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4.4.7 SSH b5 VANRT L2 ERHEEE (sshxpt) DRER— FESDEE

EZUTIR—FTEHELTWDSSH k7 0 A7 L MMERREEE (sshxpt) D P — B AR
— h&513. set portd sshxpt 2~ RTEETHZ N TEES, Y—EAR— I+ EF%E
ERT 551X, 1025~65000 OFEFH THH L T\ eWnWAR— MBS EHEL TS E I,

(c)NS-2260# set portd sshxpt 20001«

4.4.8 R—ba1—H—mi:EM

R— h 2 —HF—ZBITHI21L, create user 2~ REZFETLET,

A= b= —ZFZT7 78 AEHFATHVITNAR—NEHETOILERNHY T DT,
create user I~ R®D port 77 3>, H L< (L set user port 2~ REETLTTZ

CARHATHL ) T AFR— FERELTE I,

LFoflL, A— h=2—% —portOlusr 1Rk L. > U T /AR —F 1~8 & 17 DFt 9 K—

MZT 78 Az 5582K L TVET,

(c)NS-2260# create user portOlusr group portusr port 1-8,17

Password <

New password: <

Retype new password: <
(c)NS-2260#

FREOa~y FTHREBRORENTE ET,

(c)NS-2260# create user portOlusr group portusr password<

New password: <

Retype new password: <

(c)NS-2260# set user portOlusr port 1-8,17d
(c)NS-2260#

A= ha—PF—D—ELBIEIL. showuser =T~ N THERTX £,

(c)NS-2260# show userd

User-Name Category (Uid) Public—Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOlusr portusr (501) 1-8,17
(c)NS-2260%#
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4.4.9 SYUTFTIR—FDIRILETE

U TV — MO ST A SRR VBT B L 91T, U TR — MO
B EDTNNVERETDHIENTEET, T-VUIERE TE D FANIHR A 32 LT TT,
TYUVIZHE TE D LTI EADORETL” 7 (T U ——) | ““ (g T72) (77 (R
v ) L@ (Ty hw—2) B (A—R) MEHTEET,

AR—=A LG XFINOHEAIL, T NI F—TFT—2 a VTHAE TSI TR E L ET,

(c)NS-2260# set portd tty 1 label DB-server<
(c)NS-2260# set portd tty 2 label “L3SW No.08”d
(c)NS—2260#

VU TNR—MIRELET UL, A= = "—DF L7 FE— REF— ML 7 M
AE)=° show port =~ > K, show portd session =~ R E TR RENET,

(c)NS-2260# show portd sessiond

telnet rw: 3 ro: O

ssh rw: 0 ro: O

available session ( telnet only : 93 / ssh only : 93 )

tty : Label Session-Limit
Type Login-User Local Remote

tty 1 : DB-server RW: 2 / RO: 3
rw 1 portOlusr tel:23 192.168. 30. 145: 4731
rw 2 portO2usr tel:23 192.168. 30. 146: 3495

tty 2 : L3SW No. 08 RW: 2 / RO: 3
rw 1 portO3usr tel:4740 2001:dba::2.4740

(c) NS-22604#
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4410 K=k —R—Dt v ¥ 3 Y EABYIMEEEDRE

AIEBITT A BAZA =T A FABERRICE 2y v a o EbE#ES &y v
a v H A ~—(GEKTEERIFDIC & 5 B E IR 2 58 L TV ET,
KEEREZ AT DI TRROa~ > FE2F T LET,

T A R4 A ~—(@dle_timeout) %€ L7=HE1X, L7 h A =2 =R — hh—/3— 2R
—a—FRE, BEO, YU TAR—- D =< - FRWERRICBW T, BRESh
e 77 4 RVIREE(Telnet/SSH MK 25 A 17— # BRIV TV RWVIRRE) 255 & %
Dy arEEHIRICEELEST, 74 NVE A ~—OEREIX 1~60 43, 77 4V
MZ OFF ¢,

Ty g COUMITEERICITORET,

(511)
TA RV EA<—f@E, YIVTAR—b~DT 7 2RAEZKTL, A= —s—R=
:L“—f&%%
!
TA RVEA~—fKila%, F— b —N"—RA=a—%KTL, BV P A=a—%FR
!

TA RNVEA~—fitk, EL7 P A=ma—%2KTL, Bydaragk

t v g Z A <—(o_timeout) % E L7=HA 1%, Telnet/SSH v K2>H v U 7 LR — b
DFE =X —F— FRONZER LIEE LI-HBARET 5 &, 0¥ vy g o &5#fpicy)
WrLEd, ByiardA~—0RERMIL 1~1440 57, 7 7+ /v b OFF T7,

(c)NS-2260# set portd idle_timeout on 30«
(c)NS-2260# set portd ro_timeout on 180
(c)NS-2260# set portd tty 1-32_timeout on
(c) NS-2260#

4.4 11 20D R— b —/—HEEEDHRE

(1) Break (E5DUNEHENDER
AREEE I Telnet/SSH Y 74 7> bInH3fE LIZNVT 7 L—27 ¥ ¥ 5 7 % —=X°Break over
SSH %, Break (5 & LT U 7R — MOBR LT- AR S R S5 Z LN T
X FET, TIHHERFOAEEIX OFF T4, &N brk_char none OHE1E, ¥ —I /L
Mo NV 7 L—2 %% 5 7 %—= Break over SSH #iXE L7200, A—FA=a—7D
“10:send break to tty” # AT L CTH, v U 7L — MZ Break 15 513245 S EH A,
AHREZ ~ ) TR — b 1~16 & 32 ITRET D12, FTreda~vr FeETLET,

(c)NS-2260# set portd tty 1-16 brk_char brk<

(c)NS-2260# set portd tty 32 brk_char brk<
(c) NS-2260%#
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(2)

©)

HITa—FOZERE

AIEE T telnet 7 T4 7> b DZE LTESITa— REEHR L TU Y TAR— b~k ET
HZENTEET, T2 — FOEHIL, TEH¥2 L], [CR+LF % CRIZZEH#:) . [CR+LF
Z LF I2EH) O o#EIRLET, I%Hjﬁﬂ#ﬁa)’z“fﬁ*i [CR+LF % CR (225 #] 23E%
EINTWET,

%472 — R(CR+LF) % LF IZEHBT 5121k, Freoa~y REETLET,

(c)NS-2260# set portd tty 1-16 nl I[f<
(c)NS-2260%

R—bY—NR—A 2 —DOUEBEXFI—F (v arvdXFa—F) OZERE
ﬁ"’fﬁxf%%’f%%”" LTV BALTEBRTR= == A =2 —2RRT DT

—h—A"— A =2 =D Fa— Ny v g sPECFa— I\“)%E&ﬁé LET,
;‘fif‘% LU Fa— I FRO LB TF, ZRMOZ—IF Y7 MZk->Tix
A— R G TOENTW DY FR TR ERRDIGENH Y 7,

a— R G a— R g T
00 [Ctrl-@] 10 [Ctrl-P]
01 [Ctrl-A] 11 [Ctr]-Ql
02 [Ctrl-B] 12 [Ctr]l-R]
03 [Ctrl-C] 13 [Ctrl-S]
04 [Ctrl-D] 14 [Ctr]-T]
05 [Ctr]-E] 15 [Ctr]-U]
06 [Ctrl-F] 16 [Ctrl-V]
07 [Ctr]-G] 17 [Ctrl-W]
08 [Ctrl-H] 18 [Ctr]l-X]
09 [Ctrl-1] 19 [Ctrl-Y]
0a [Ctrl-J] la [Ctrl-Z]
0b [Ctrl-K] 1b [Ctrl-[]
Oc [Ctrl-L] lc [Ctrl-/]
od [Ctrl-M] 1d [Ctrl-]]
Oe [Ctr]-N] le [Ctrl-~]
of [Ctrl-O] 1f [Ctrl-_]




4F HERE

A= b= =R =2 —OYFEF 22— NiE, set portd tty ecmdchar =~ > N CE&ETE
9, R— b —"—=RX =2 —DGRELF a2 — FIZ 0x0L(Ctrl+A) ZFZET 212iE, TaLo
avy REETLET,

(c)NS-2260# set portd tty 1-16 cmdchar 01«
(c)NS-2260# set portd tty 32 cmdchar 01«
(c) NS-2260%#

K= F == EIERIL. show portd tty 2~ N THR T £,

(c)NS-2260# show portd ttyd

tty label rw ro session to brk nl cmd
1 L3SW-1 2 3 both rw off - cor 1
2 L3SW-2 2 3 both rw off - cr 1
(&%)

(c) NS-22604#
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4.5

4-22

R—~OJ DEE

4.5.1 R—rOJHEDETELFL

(M

(2)

A— k0T EOET
THAROR— b o /I, FROBE THELTOET,

PR bR 7R : RAM(RAM/FLASH/OFF 75384 il #
s UTRAR—FOR— b JEE A 7R — K ON
c VU TR — bOR— b r SRR E : 500KByte(RAM &% &R DT 7 4 /L M)

A=t u ZORFRIC RAM b L<IX FLASH Zi®R L, ¥ U 7R — MRl e 7 Z0RAF
TOREMTONTND &, REEOR— o ZEESHBICEELE S, R—tr
BERED TIGHIMIRFIL, TRl a~» FEFETLIREEFCTY,

(c)NS-2260# set logd output ram<
(c)NS-2260# set logd tty 1-32 log on size 5004
(c) NS-2260%#

BRAFFEDS RAM OGAITEE L HEE T e AR— e VBN EHESnET,

FLASH OB 13EEZHES L THR— e i3l Esn T, RAM ICHRKEDOR— K
O ERGFTDHIENTEET,

R—bo 7FEBEBIOETHEE, 12.2.2 R—rOFRE#EE & 1452 R—+r0O
TREDHRTE) 22 L TS,

(c)NS-2260# set logd output flash<
(c)NS-2260%

R—bOJ#EEDEL

A— v e E I3 5 HiER EESIKCOFFIZT 5 kL U 7 VR — g2 OFF
WCTHHEDO2BONRHY FT, 0B, A— bu i#iE% OFF 127 5 & set portd menu
on [ZLZ2WRY, R—hP— =R oo —IMEINEHA, BT 14.4.2 KR—FrH
—N—=AZa1—0DOFRK| 2ZML TSIV,

A= FHEEEZEB 2R CTOFF ICT A1 Tt~y FEEITLET, Ra~vr N
FITTHE, VI TAR— MR — b JEEREN ON ICREZINLTWVTEH, 2 Thv
TR — FOEREN OFF [2W) 0 b £4,

(c)NS-2260# set logd output off«
(c) NS-2260%#




4F HERE

A—bua 7#iEL > U 7 VR — FMEIZ OFF (12§ 51213, set logd tty log 2~ > R&FE[TL
£7

(c)NS-2260# set logd tty 1-32 log off«
(c)NS-2260%

AR AR—bOJHBEEZEESARTOFF ICLIKELS ONIZERT S E, VU TILR—

FZEDR—FOJTHEAZT N ITOIYBDLY, S0 7a0T74TITRIRE
nEY,

4.5.2 R—+OJBREDHKTE

RN—boa S BEEEZETTHI20E, setlogd ttylog =~ FEFEITLET,
AIEEIRAFATEDLR— M VR BEORKER TV Y TR — F D EIRFETELR— R
JTREORTH, THHARROREMIT, 2.2 R—rOJ#EE) 22 LT EE0,
YUTIIAR— K 1~8 DR— ha Vi ES IMByte, vV 7 /AR — bk 32 DAKR— hu VKR
%Z 2MByte I[ZAH T 521X, T a~vy REFETLET,

(c)NS-2260# set logd tty 1-8 log on size 10004

(c)NS-2260# set logd tty 32 log on size 2000«
(c)NS-2260#

4.5.3 34 LRIV TDHERE

R—F T DFALAZ L THRER ONIZT 5121, setlogd tstamp 2~ FEFEITLE
T XA LAK T RIBRIL 35 65535 FPOFIPA T ETE 9, 2. LGHAIFD
A A DA THEREIZ OFF, Z A LAZ T % ONIZLTZBAED I A DAL THRDOT
7 vV MiE 60 T,

A LA T HREZE 300 MICAEHR T 52T, Fieoa~xyr FaRTLET,

(c)NS-2260# set logd tstamp on interval 300«
(c)NS-2260%
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4.5 4 A4 VREVTDETE

4-24

R—huron 722 7Hies ONIZT 51T, set logd tty Istamp =2~ R& 3
TLET, /A AZ U THiEZ ONICT 5L, YU TAR—MIT 7 ERALTca—
—purZArea 7Ty NORANRKR— e ZIZHHISET,
THHMREDO v 7' A v 2% 7 HEREIX OFF T,

VIUTNR—=R1 O T A AR T EHEITT HITIE, TiDa~vy REFATLET,

(c)NS-2260# set logd tty 1 Istamp on<
(c)NS-2260#

g A AR T ORAEFIELL T T,

<Web Jun 24 13:00:26 JST 2025 login RW1:userA 10.1.1.1>
<Web Jun 24 13:05:30 JST 2025 logout RW1:userA 10.1.1.1>

tty ¥~ 2 — UHSRETAIEB O ) TAR— N A v Lima—F—n u sl A rta sy
7 ROFZNIAR— b e ZIZZR S EE A,




4F HERE

4.5.5 A—LEEDHRE

EHIRICAR— b 7% A — )LikET 51213, add logd tty mail =< > K, set logd tty sendlog
O REFEITLET, YIUTAR—F1OKR— b %, Mail —3—(192.168.1.1)IC
AA— I 587 T mgr@example.co.jp ~, 60 73flfES L < 1XZHR— o 72 80%IZ 2 LizH
WA= NVEET DI, FTidoa~yr REEITLET,

(c)NS-2260# add logd tty 1 mail 1 mgr@example.co. jp 192.168.1. 1«
(c)NS-2260# set logd tty 1 mail 1 port 587

(c)NS-2260# set logd tty 1 sendlog mail ratio 80«

(c)NS-2260# set logd tty 1 sendlog mail interval 60«

(c)NS-2260#

EEEIND A= VO TIHHWRFOREIL, LFO LY TY,

BTV r b i portlog TTY %=

cEEHFA—NLT FL A :portuser@ ARIEEDFA ML .7 v—HO VKA AL
N =74 SN % =V

« SMTP-Auth #4E : OFF

EETHA—ILDOY TP =7 h% [Data-Center L3SW| . EEFA—NLT FL 2%
lsmartcs@example.co.jpl « B™— F BT 7% A —)LOAITHEM L TEET DHIZEFE,. Tied
avy REFEITLET,

(c)NS-2260# add logd tty 1 mail 1 subject "Data—Center L3SW”<
(c)NS-2260# set logd tty 1 mail 1 sender smartcs@example. co. jp<
(c)NS-2260# set logd tty 1 mail 1 type bodyd

(c)NS-2260#

R— a7l 7 7 A VICKNT 2R EEZ B 7o 6 (set logd tty mail type
attachment FHEKE)., "—bu JITEEL LV TAR— 1 ES, BE#RSI AT
INS-2260TTY01_20250807152011.log] 72 D7 7 A W& TSN E T,

F7-. SMTP-Auth #REN M FE /R Mail b — R — |2 A =V E2EETIHEHEIL. Frina~v
FCa—%—4 L FOFTiX mailuser) & RA T — RERE L £,

(c)NS-2260# set logd tty 1 mail 1 auth mailuser password<
SMTP-Auth password <&

Retype SMTP-Auth password <

(c)NS-2260#

AR R— bFOJEENMERICTONSRETIE Mail —/—D&FTZ DNS H—/—T
BRSETIC. BEIPFFLRAEHEELTRESN S EEHENELET,
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4.5.6 FTP X{EDERE

EHIMIZA— b v 7 % FTP %59 %121, add logd tty ftp =~ K, set logd tty sendlog
O REFEITLET, YUTAR—F50DKR— s %, FTP 4 —,3—(192.168.1.1)D
loguser2 ~. 60 k@S L < TR — b1 728 80%IZE LIZLAIC FTP X(E4 521X, F
Lo a~y REFITLET,

(c)NS-2260# add logd tty 5 ftp 1 loguser?2 192.168.1.1 password<
FTP password <

Retype FTP password <

(c)NS-2260# set logd tty 5 sendlog ftp ratio 80«

(c)NS-2260# set logd tty 5 sendlog ftp interval 60d

(c)NS-2260%#

R—bu 2%, HBESHEZ FIP —R_R—Da—P—DhR—LF 4 L7 MUID, HEEL L
U7 A= &S, BMERNA -7 TNS-2260TTY02_20250807175530.log] 72 & D~
7 AWV THRAFSIVE T,

FE AR—bOJEESMEEICITONASRETE, FTIP 4—/\—0%HT% NS 4—/3—T
RRESETIC. EEIP7FLRAZEELTRESNSCLEEHENLET,

cll
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4.5.7 SYSLOG EX{ZDERTE

AR— k7% SYSLOG %153 5121% set logd tty syslog =~ > R&EITL £,
SYSLOG #15 % ONIZ L7z ) 7L — hCEMM G MN D A v — Ui ahb &
9 <IZ SYSLOG #r— = FEENFE T,

U TIR—=F1~16 £ U 7R — bk 32 DR — k1 7 % SYSLOG ¥— —|[Z%ET 5
BARTROa~y FEETLET,

(c)NS-2260# set logd tty 1-16 syslog on<

(c)NS-2260# set logd tty 32 syslog on<

(c)NS-2260# set syslog host 1 10.1.1.1 portlog—facility localQ syslog—facility
locall <

(c)NS-2260# enable syslogd

(c)NS-2260#

A— ka7 ® Syslog ik 7 +—~ > MITROa~v s RCERLET,
AAEEDRA F{ROF A DAL T HBINLTY  <TTY HEE>2<T WA SICEETSH 2
ENRTEFET, BHORTA—HF—FHAHEDLE TConZTHI L TEET,

(c)NS-2260# set logd tty 1 syslog format hosthame on<
(c)NS-2260# set logd tty 1 syslog format tstamp on<
(c)NS-2260# set logd tty 1 syslog format label ond
(c)NS-22601#

Syslog #— N—{lll D F&R =i
(T4 FERTE)
Jun 10 10:45:40 port_logd: <TTY01> ether (3) :UP

(hostname on E%7ERs)
Jun 10 10:45:40 NS-2260 port_logd: <TTYO1> ether (3) :UP

(tstamp on & EH)
Jun 10 10:45:40 Dec 10 10:45:35 port_logd: <TTYO1> ether (3) :UP

(label on E%XTEM)
Jun 10 10:45:40 port_logd: <Tokyo-Switch-1> ether (3) :UP
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SYSLOG D% &% show syslog =~ R CHERTE £9°,

(c)NS-2260# show syslog

Syslog Status:enable

No. Syslog Host Portlog-Facility Syslog-Facility

1 10.1. 1.1 localO locall
(c)NS—-2260#

SYSLOG #— "—D &L, 14.7.3 SYSLOG 7 54 7> FDEE| 2L T Z3V,

AR R—bOJEENMEREICITONDRE 'Cli SYSLOG H—/X—®D £ i % DNS H—/\—
THRRESETIC, ERIPFRFLRAZHEELTRESNDSEEZHENELETS,

ol
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4.5.8 NFSEZ{EDERTE

AN— w7 % NFS #—

—IZRAFT D11 set logd tty nfs =~ REFITLET,

Bt RN DT — 2 2%E T2 L A= b 73T SIENFS — "=l fRfF S E T,

TUTNR=F1~16 LU TR — K 32 DAR— b r 7% NFS H—3—|

I, TRtoa~r REFATLET,
NFS r—N—Zfpffsnicn Zidun—7—va 752 L B ARETY, Nl E I H

1lHOOFR O 7y A vea—T—var LET,

RIFT %G

(c)NS-2260# set logd tty 1-16 nfs ond

(c)NS-2260# set logd tty 32 nfs ond

(c)NS-2260# set nfs server 1 10.1.1.1 path /mnt/nfslogd

(c)NS-2260# set nfs rotate on 0 0 1 * *o

(c) NS-22604

S

(c)NS-2260# enable nf

NFS O#& €l show nfs 7~ R CHERTE £,

<NFS information>
Status

Rotate

Minute

Hour

Day

Month

Day of the week

<NFS server 1>
IP address
Path
Protocol

Mount status

()

<{NFS server 2>
€19
(c)NS-2260#

(c)NS-2260# show nfsd

: enable

i on

©10.1.1.1
: /mnt/nfslog
©udp

© mount
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4.5.9 R—hrOJTEREDHER

4-30

R— o Z7OFERFHRIT, showlogd =~ FTHRATE £,

(c)NS-2260# show logd<
Log stored in © FLASH

Total Log Size : 144000 KB (Free 0 KB / Total 144000 KB)

Timestamp : off, Interval Time : 60 sec

(c)NS-2260# show logd tty 1«

tty ¢ 1
Log : on, size : 1000 KB
Syslog output Soon
Timestamp . off
Hostname . off
Label S on
NFS output Soon
loginstamp . off
Trigger : Interval © 60 min
Ratio : 80 %
SendLog : mail

FTP server (1) D -
Auth account : -
FTP server (2) D=
Auth account : -

SMTP server (1) 0 192.168.1. 1
Auth account @ -
Mail addr . userl1@example. co. jp
From addr . portuser@S-2260 (default)
Subject : "portlog tty_1” (default)
Type . attachment

SMTP server (2) ©192.168.1.1
Auth account  : user2
Mail addr . user2@example. co. jp
From addr . portuser@S-2260 (default)
Subject © “portlog tty 17 (default)
Type . attachment

(c)NS-2260#




4F HERE

4.6 X)) T4 —DERE

4.6.1 21— —DEEFLHEHIKR
AEETIZEMNCHDOE Ca—YF—2BML7ZY ., HIRTDHZ ENTEET,
ALEEIC — 2 —P —(userl) & RN — b 2 —H —(portl) Z &k 3 521X, create user =<
v REEITLET, createuser 2~ FOFEMIE A< FYIJ7 LR 2L TL
72 &0,

2

(c)NS-2260# create user userl group normal passwordd
New password: <

Retype new password: <

(c)NS-2260# create user portl group portusr port 1-16 password<
New password: <

Retype new password: <

(c) NS-22604#

AIEE D — 2 —H —(userl) & AN — b= —H —(port) Z HIBRT 521X, delete user =~
Y REFTLET,

(c)NS-2260# delete user userl<
(c)NS-2260# delete user portil<
(c)NS-2260%

AIEEIZEEEINTWS 22— ——& X show user 2~ NCHERTAHZ LN TE £,

(c)NS-2260# show user<

User-Name Category (Uid) Public-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr por tusr (500) 1-32

portOlusr portusr (501) 1-32

(c)NS-2260#

a— W —IEREEE = — Y —ID/ VL — L) DL, [2.3.1 A—H—&H/RFHEE)
EBBLTLIEEN,
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4.6.2 12— —/IRRT—FDHE

THHRRFHCBRER SN TV D 2 —F = INTh b SR — FARESN T EEA, =
—P—IRT — RERET DI, Fidd X 912 set user password =~ R&EEITL
7,

NAT—REEETL5H86, FLavry FefHLET,

(c)NS-2260# set user root password<
New password: <
Retype new password: <

(c)NS-2260# set user somebody password<

New password: <
Retype new password: <

(c)NS-2260# set user log password<
New password: <

Retype new password: <

(c)NS-2260# set user verup password<d
New password: <

Retype new password: <

(c) NS-22604#

MRS —F— T, 2 TO—F—D AT — REEET A LN TXET,
a—YP—OMHERR—B& 1L, {18 A 1—H—4ER) 2R L T 7E&,
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4.6.3 RADIUS BRE#£AE/RADIUS 7 1 > hH&HE

RADIUS AN niE"j_"—/\"_/C:L“_‘H_ %mu uLE L/fx_ D RADIUS 7% '7 Vg ] ‘H‘“—/§~K773 ]7:/
ha 7 ERET A TFRoa~vy REFITLET,

(1) RADIUS ZBEEV 54 7 > FDERTE

FRRE S % RADIUS IZA® L C, RADIUS §8FEY—/3—1 12 172.31.1.1, RADIUS 3
AR— 121645, > —7 L v hF—(abedel) 2 B6FxT 25T FOa~y REFEITLET,
TRRETIEI RADIUS f8GEE D 22— % — 3T _RTCAR— b —HF—L L TUEINET,
i — L BEEE o — Y IAREE ONEERRE (7 — W VFERE) TIThLET,
RADIUS #BFEAR— kO TR O E L 1812 T,

(c)NS-2260# set auth mode radius<

(c)NS-2260# set auth radius server 1 addr 172.31.1. 1«
(c)NS-2260# set auth radius server 1 port 1645«
(c)NS-2260# set auth radius server 1 key password<
[¥—% Ly k*F—(abecdef) AF]

(c)NS-2260#

o — Y =R E S H o — 9 —Z% RADIUS FRGFY — N —TRIAESE 2B AT, %R

(42— =T N—TDHEME ) TILR— DTV 2 RFRDEFRE (filter_id_head) |
T GB) A—H—FIN—TDHNES)TILR— DT REIBROERE (FH/ERATIL
—EVI#EE) | 2B L TSN,

(2) RIS F7HIUbI347 2 FDRE
757w b Ji%Z RADIUS (A& LT, RADIUS 7 7 ¥ b —/3—1 {2 172.31.1.1,

RADIUS 7 7y FAR— FMNZ 1646, > —727 L v FF—(abeded) # &5 ALEAIILL FD =2
< REETLET, RADIUS 7 v v hAR— hO LHmOFKREIL 1813 T,

(c)NS-2260# set acct mode radius<

(c)NS-2260# set acct radius server 1 addr 172.31.1.1«
(c)NS-2260# set acct radius server 1 port 1646«
(c)NS-2260# set acct radius server 1 key password<
[¥—% Ly k*F—(abecdef) AF]

(c) NS-22601

4-33



(3) RADIUSFBEE/7HD v FEKRNTY bDY RS54 /8 4 LTI MEDERTE

RADIUS wuuiE/Tﬁ'j/ }\g;}z/\b‘/ ]\0)) }\7/])IE%I\ ﬂhniE/Tjj'?/l\ﬁ:\/q/\b‘/ }\@
HA LT MNEREZRET DHEIZLUTOa<r REFEITLET,
THHMERECIEY M7 A B3 3, ¥4 L7 U MEIZ S B TRESNTVET,

(c)NS-2260# set auth radius retry 5d

(c)NS-2260# set auth radius server 1 timeout 10«
(c)NS-2260# set acct radius retry 54

(c)NS-2260# set acct radius server 1 timeout 10«
(c)NS-2260#

4) 2—H—TNL—TOHEMNEL)TILR— DTV ZAHRDERTE (flter_id_head)

RADIUS FRiECa—H =7V —T7 DBl & >V TR — sO7T 78 AHIREZ1T 2 HE X,
set auth server {normal | root | portusr } filter id_head =1~ KT, #iERFIZ RADIUS
FRET— "= 5k H T < 5 Filter-1d OSEIACFAN A2 #0]& L THWT, 22— —7
=T DN EAT ) EOICRELET, TENENDO2—H — T/ —F TR ETE L5+
129> TY,

LA DRRE %47 > 72K, RADIUS SRGEY — " —Z8 Gk S fu7e =2 — % — Filter-Id 7 U
Ea— MECED, ROLIITEMEL £,

(c)NS-2260# set auth radius server 1 root filter_id head NS-2260_R0O0T
(c)NS-2260# set auth radius server 1 normal filter_id_head NS—2260_NORMAL.

(c)NS-2260# set auth radius server 1 portusr filter_id head NS-2260_PORT«
(c)NS-2260%

4-34

Filter-Id7 RV = — MEANS-2260_ROOTH S M4 E 5 XFHTH - - HEI1ciE, #
Da—H —ZHEEEH L —F— L L TR ET,

Filter-Id7 kU ¥ =— MEZINS-2260_ NORMALM S 45 % 5 L4 Tdh - I 8B-A 12,
ZDa—Y—% —ffa—HF—L LTHRNET,

Filter-Id7 F YV v = — MEANS-2260_PORTHIAE D LFHTH - - HBEITIE. £
Dax—H—% R — hax—HF—L L THEWET, £72, "NS-2260_PORT1-10"D X 9 IZ,
NS-2260_PORTO %A — M E5 2R T SLFFN BN TN DA, sl STV DR
— h DT I AMENRERESIVET,




4F HERE

WRADIIST — (E85E

a—HE

THUE 2 —h58TE

somebody

Filter-Id = NS2260 NORMAL

root

Filter-Id = NS2260_ROOT

suzuki

Filter-Id = NS§2260 PORT1-10

tanaka

Filter-Id = NS82260_PORT11-20

vamada

Filter-Id = NS2260_PORT30-32

RADIUST —1 %

S

SmartCs

Wfilter_id_headS¥5E

J—FFER

filter_id heads%7F

X 4-1

RADIUS

BEETE2—

NS2260 ROOT

—fgi—*

NS2260 NORMAL

=k l—H

NS2260 PORT

A—HY =G IIL—TDHEANE ) TILKR—

kD7 4 & R %R (filter_id_head)

FGRENR L CH 22— — 7 L —T N SN2 WA OEMEL T (6) 2—%

—JIL—THRFETELVNI—HF—DT IV ERFEDEE] 2L TIEIN,

0 JA CREOEEIEL, OBEE 2 — Y —@oot), @ —H —(normal), @FK— h

—H— (portusr) C¥, XA L7 hE— ROLEIZIX, KlIke /AT i?&ﬂz?ﬁ*@l@%@@
DO HEEEDOFENEDOTRZ AL, A= == D7 7 ERIODT 7 & AHEN
bOGEDHTA L TEET, BV FE—RDOR T A URFZIE, 202 —H—DFD

77 AHEROOOD 9 b oL bBEEDOFHNED TR T A L LET,

+ RADIUS ¥ —/3—® Filter-Id i ENE ALY hE—NR L7 hE—F
+ set auth radius server {normal | root | KIKT 7 A N N/ 7

portusr {filter_id_head =1~ > KO ENE
HEEEH —— HEE o — Y — X (T 7 & AAH]) HEEEH o — Y —
— o — — g —— X(7 77 & A7) — g ——
A— bz —H— X(7 77 & A7) el el
EEEH— Y —/ 2 —— HEE o — Y — X (7 7 & ART) HEEE o — Y —
EEEHL—Y—/R— b —F— TEEE B — Y — e FEE G P o — Y —
e b e — o — A—ha—H— — e —H—
EEE L — Y —— e ——/R— ha—W— | EEFH—— e FEE G P o — Y —

AREREIL. NS-2260 O BNV 7r WG — —EH %2 RADIUS ¥— —721F TR
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SHTWBEAITEL T, iz, NS-2260 DEEN DL, B—bha—HF—HIzT 7 &
ATEDLYVITIAR— FREETE 52845 @0serl 13U 7/LR— bk 1~10 2. user2 (L
YT ILR— 1 20~30 127 7B AR 2 ENZFIH LET,

EE AEBEIAEBROO—HIILZEI>RADIUSRIIDIEE TA—H—RE 2T VVET,

— 21— —% RADIUSRIT 2 IEEEREBENICER I TS —R1—Y—%
BlIRgd %h. B L<IE. RADIUS H—/N\— (&8 L1-/\RT— RERLE BRI —
FESHRELTLESL, — B2 —HF—0D/X\RT— FRAZEFINTLEWNEEIE, /N
RAT—=FRIZY A=V F—F ANDE T TREERNOO—HIILEBIETRHRHILOT A >
NEBEE B Y ETDTITFELESLY,
HEEBIL—H—TOOY A O su a7y FETHLREBETY, RADIUS H—
—[ZBBRLI=RNRT—REBRLEDZNRRT— FEEBEEIL—V—IZRELTLES
W IzZL, EEEEBI—Y—(root)[F— i1 —F—LERYHIBRT I LIETE
FH A,

FMIa~2 FU 77 L2 AD set auth radius server { portusr | root | normal }
filter_id_head =2~ K, BX O, AED [{$§8C 7 rJEx—r& RADIUSEBEE/ 7 H™
U RY—N—EH WL TS,

B) A—H—JL—TOHEAEL ) TILR— DT I RFROFBE (T I 2R TIV—E LTk

TR — L THEREIL. Bk filter id _head #EIZ. RD 2 L OBERE A 5R{L L T
WET,

EEH L — Y —/— e — Y — /R — b2 — P — T OB T 2 e TE T,
T&txyw—t/ﬁ% S, == =Tkt LCRERET Bl 2 OB T &
TR AT N—TF L ENET,

RADIUSH—— iz =Y —=NRT 57 7 B AT N—TDOHhzERLL, 77 A
TN—TDEFL R — 2= —D7T 7 AMEORE %A NS-2260 /|25 ET 5 Z &I
kv, 77 8ATHNS2260Z LICHRMR DL U TIVR— DT 7w AMEREHRETE E
R

TIRATN— THREE T HI2IL, create auth access_group =1~ K CHEEE
}?Ei:l'—"f—/*&“n—"j"——/d‘“‘— ha2—F—DT7 7R TN—T e REBEBICREL, 22—V —
REE% RADIUS [CAFE LE T,

(c)NS-2260# create auth access_group root radius filter—_id admin_grpd

(c)NS—-22601t create auth access_group normal radius filter—id normal_grp<d

(c)NS-22601t create auth access_group portusr port 1-10 radius filter—id portgrp <
(c) NS-22601
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LU D% ﬁiﬂ%ﬁofzﬁﬁ RADIUS FBAEY— \— |28k S iz —H —0 Filter-d 7 b U
B2 — MEIZ RO X SITEMEL £
Filter- IdT ]\ ) v 2 — MEZ2admin_grp TH o 72 BEICIE,. T D2 —F — &L EE o
—P—L L THRWET,




4F HERE

Filter-Id7 F U = — ME2normal_grp TH > 7=5A1CE, £ —H—% —ffk2—
P—L LTHRVET,
Filter-Id7 kU B =— M2 port_grp TH > 7= HEITIEL, £ D 2—W —%port_grpT 7

BRI N—TIE L TWDHR— b —HF—L L“Ci’&b\i@’o F7-. port_grp7 7 & A
IN—TIZRLTNWHa—HF—F, a~vr RTHEINTND U TR — F1-10~
DT I AMENFEEINET,

(filter_id headﬂ)/ﬁm . Iy RTHRE LTS EFilter-Id7 bV B = — MEDE
SASCEHN S I L Tl 0 £ 9708, 77 B RXA 7 —E B TIEEe T
LG 24T o ’C:?o DES, )
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ERADIUSH—/\ERE

a—44 FrJE2—FEEE
somebody Filter-Id = normal_grp RADIUSH—/3
root Filter-Id = admin_grp
suzuki Filter-Id = port_grp E %
tanaka Filter-Id = port_grp = =
yamada Filter-Id = port_grp |
NS-2250 W7 JERTL—EV T HE
e = a—HFER| TIL—T% TOERE
T EEEELY | admingp | RECEETA
— {2 —4 normal_grp
R—ka1—¥ port_grp YT ILR—k1~10

K 42 1—H—FIL—TOHEANES) TILE— DT I EREIR(T 7R T IL—T)

0¥, RADIUS NI L Tha—HF— T L —FRNEEINLWIREOEIEIT T (6)
A—H—FTIL—THIEETELNLI—HS—DT7 IV ERFEDNDHKRE] 2L T EEW,

07 A UEEOERIEL, OEEEF 2 —Y —(oot), @k —Y —(normal). @F— b=
—H#— (portusr) T¥, ¥ A L7 FE— ROLFEITIE, KiEw 7 A o TE7 7 & ZAHRO@
D) BLEREOEHNEDOTET A L, R == ~DT 7 RIODT 7 & AHEN
boGHEOHRRTA L TEET, BLI bE— RO A UEIZIE, £O2—P—DFFD
77 BAMROROOD > HH o L bEBREEOE N O TR A LET,

« RADIUS H#—/3— Filter-1d % ENE XAV hE—F ‘L7 hE—F
- create auth access_group 2~ KD AKKT 77 A R—FrT7 7 EX

BEPIE

R — Y — EEEH—F— | X (/AR | EEEHa——
g — Y — e X (TR ARA) | —m——

M b X (7 7EARE) | H—ba—— | R pa——
PRI — Y —/— = — o — BEEH—F— | X (T /AR | EEEH——
PRI — —/ R p o — PEEEa—F— | Ko ba—y— | R —
I e e — e — e i . e

YR — A — /—fl e — PEEEa—F— Ko ba—P— | R —

A= b a—y—
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AREREIL. NS-2260 DEHN%E <, 220, HHOKR— ha—HF—D7 7 BRI N—T %%
SR LTZWEGESe, NS-2260 FiIZR— h2—F—NT 7 ATEX5V U T AR— FNRERD
BE Wz userl N7 7 B ATE LU 7 ILR— L. NS-2260-1 TiE 1-10, NS-2260-2
TIX 15-20 72 &) TR EZIT O & ERITT,

BEL LT, 2B0DNS-2260 TV U TAKR— DT 7B AENRRILRD 2 OOKR— h2—
V—=OT 7w AT N—T 2Bk HRER 2 FR L E T

BNS-2260-1 O E

HEEHEH L —Y—DT 78 AT N—T : admin_grp



45 HERTE
— = —DT I AT N—T : normal_grp
R—bha—HF—7 72T N—F : port_grpl
port_grpl® U 7 IVAR— FDT 7 & A :1-10
R—bra—HF—o7 72T N—F : port_grp2
port_grp2® U T IVAR— R DT 7 & A : 31,32
(c)NS-2260-1# create auth access_group root radius filter—id admin-grp<
(c)NS-2260-1# create auth access—group normal radius filter—id normal_grp<
(c)NS-2260-1# create auth access_group portusr port 1-10 radius filter—id port—grpl <
(c)NS—-2260-1# create auth access_group portusr port 31,32 radius filter—id port_grp2 <
(c)NS-2260-1#
BNS-2260-2 D E
HEEEH—Y—DT VAT N—T : admin_grp
— = =T 7RI N—T : normal_grp
A—ha—F—D7 7R T N—T : port_grpl
port_grpl® T U 7 ILVR— NDT 7 & A : 15-20
A—ha—F—D7 7R T N—T : port_grp2
port_grp2® U T ILAR— FDT 7 A 1 1-5
(c)NS-2260-24# create auth access—group root radius filter—id admin_grp<
(c)NS-2260-24# create auth access—group normal radius filter—id normal_grp<
(c)NS-2260-24# create auth access—group portusr port 15-20 radius filter—id port_grpl <
(c)NS-2260-24# create auth access—group portusr port 1-5 radius filter—id port_grp2 <
(c)NS-2260-21t
FE AEEBRFAREERNOO—HILEI—-RADIUSEIIDIEE CA—H—RIE1TLVET,

— 1 —H—ZRADIUSERIEY 2B A IFAKERNICERIN TS —R1—Y—%
HIBR 9 oM. 3 L <IF. RADIUS H—/N\—[Z&F L=/ R T— F&E&é/\xv—
FEBRELTLCEEL, — B1—F—DNRT—FREFIATULEWNEEIE.

AT—=KRIZVE—UF—EAND T TREERADO— h)bn.anE'CEJZIjJL,EIO'r/

MNAREEBYETDOTITEIELZEL,

HEEEIL—HF—TOOSA U0 su a7y FETELRZFETI, RADIUS H—/\
—(ﬁﬁb#nxv FREBRLGDIZNRAD—REHEBEEEBI—H—ITRELTLES
o 2L, EEEEI—Y—(oot)[E—RA—V—LEBLVHIBRT S LIETE

3512—/\10

FEMlX o~ KU 77 L AD create auth access_group 2~ K, BLO, AED [{+
$82C ZHRUEa—FERADIUSERBEE/7H DY bH—N—E&EH 2L T EI,
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6) A—H—TIL—THIRETELNLI—HF—DT I ERAFEDHRE

RADIUS ZEEN KL L TH 22— — 7 — TR E T E A —— (RADIUS #EFEY—
N5 Filter-Id 7 MU Ea— MAREONTI 2o 7256, Filter-Id 7 U B = —
M3 create auth aceess group =~ > KI5 X O set auth radius server {normal | root |
portusr | filter_id_head =~ R THELZWTNOXFH E L —H LARWES) OT 7
¥ 2 FHVEIL. set auth radius def user =2~ RORTIZ L VIRE D 4,

ZOaxy FARESNTORWGEIE, 2= =V —TPRREETE RN —F—%2 R
—ha—PF =L LT, £2TOV I TIR—MIT 7B ATE HHEREMNEGLET,

a— P =TI —TFREETE RN —F—DT VAR ELT AT, LToa~vr
AT LET,

(c)NS-2260# set auth radius def_user none<
(c)NS-2260#

(1) NAS-Id7 FUEx—HMEDER

RADIUS S — =T U v b — =27 T4 T 23 NS-2260 Th D Z L &l
BERNL—F—DIZ NASTAd D7 N Ea— FOEEZRETAICIIUTOa~ > ReFET
LET, 20a<wy FRRESNTOARWVERES . NAS-Td (1T ARLERE O£ iS5 E S Ll
IhET,

(c)NS-2260# set auth radius server 1 nas—id SmartCSd

(c)NS-2260# set acct radius server 1 nas—id SmartCSd
(c)NS—2260#

(8) suavy FETHOBIAL—TF—LZDER

—fz—YF—Tu A LIFKllsuav F’i’?‘éﬁﬁ"é CHEEEH o — 0 B 2 N
TEFET, 20 su a2~ RaFEFT LRI RADIUS SBikicfibil 5 22— —4 % root T
KR

IET A2 — Y2 B ETIHEEIILUTOa~v FEFEITLET,

(c)NS-2260# set auth su—cmd username csadmin<
(c)NS-2260#




4F HERE

(9) I—Y—RBEAERBEOTHHI 2 bk STP /X4y FOEEFEDETE

a— Y —FRIAEREEFEOT 7k STOP /%47 v F® % 7%l set acet radius
auth_deny stop 2~ FCTRELET, PO XD IZoff ZRXET D &, FRIEITRB L T
L7 72k STOP /8% v hOEHIEAT N ER A, THHFFFOREL remote(RADIUS
PBRESER I C DT B 7 > b STOP /87w R &+ 5)Td,

(c)NS-2260# set acct radius auth_deny_stop off«
(c)NS-2260%
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4.6.4 TACACS+HEREMEETE

TACACS+H —N"—Ta—¥F— 4B/ KRB L0 TH T b Z & RFET 5T TLo
Av U REFATLET,

(1) TACACS+H$REDERTE

2—HP—FBIAEE T U b & TACACSHIZZEF LT, TACACS+H— =D IP 7 F L R |Z
172.31.1.1, ¥—7Z7 L v ¥ —I|Z abedef ZXET AL AIILUL TOa~v >y REFETLET,
TR E TIETACACSHEFE SN D 22— — (T T X TR — bx—P— L LTUHE S E T,
— e —— G EEE P — [ IAREE ONEEERE (2 — W VFEEE) TIThbhLET,
AAEE TlE TACACS+Y — R —{lld R — h &K 5% TCPAYEEIZ L TWET,

(c)NS-2260# set auth mode tacacs<

(c)NS-2260# set auth tacacs server 1 addr 172.31.1.1«
(c)NS-2260# set auth tacacs server 1 key password<
[¥—2 Ly k*F—(abedef) AF]

(c)NS-2260# set acct mode tacacs<

(c)NS-2260# set acct tacacs server 1 addr 172.31.1.1«
(c)NS-2260# set acct tacacs server 1 key password<
[—2 Ly k*—(abedef) AF]

(c)NS-2260#

*EQJF#F%%E%EJF%“—% TACACS""H-"_/\'— ntu uIEé“tJ:ZDiEA TﬁL@ r (3)
TFOERRTIN—EVTHEEICLZ1A—F—SIL—TOHENEL) FILKR— DTt R
BOKRTE] 2L TLTEE N,

(2) BALTYHMEDERTE
TACACS+DFRALIARIT T SOZA LT U NG ZRET 25T TOa~v s R

EITLET,
HAALT U MOTHHEMEIZ S B THREIINLTWVET,

(c)NS-2260# set auth tacacs server 1 timeout 10«
(c)NS-2260# set acct tacacs server 1 timeout 10«
(c)NS-2260#
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4F HERE

@) A—HF—JL—TOHEREL ) TILR— DT I RFROFE (T IR TIL—E YD)

T AT I—E L TEEREIX. create auth access_group 2V R CIEES Pl — Y —/—
=P —/R— h =P =2 272007 F Y Ea—h EEORT 2 AMEE 8L
THEALET, A= bra2—P—l2ET7 78 RAEZHFATEY TILR—= DY A M —FEIC
HELET,

ZOT7 FY Ea— FOLARENZ OBITIE grp) & E(Z OFITIL grp=admin_grp 72 &) DT
TEEEHEEMEEICRD D 2N TEET, TACACSH — =D —HF—FHIZDH,
ZOaAv Y RTHRELET MU Ba—hEfEONT ZRE L TLZE,

ETACACS+Y—/\ERTE

1—H4E FRIE2—REEDRT
somebody grp = normal_grp TAGACS+H—13
root grp = admin_grp
suzuki grp = port_grpl B %
tanaka grp = port_grp2 - (=
NS-2260-1 NS-2260-2

B s

e =

W7 9ERTV—EVTRE W7 9ERTN—EVTHRE

a—HER] FrJE2—bE DT ILiR—bk a—HER| FrJE2—kE DT ILR—bDT
BEORT DT AHE BORT Y RIE
HEBEEL—Y grp = admin_grp | BREFRA HBEEI1—Y | gp=admin_grp | RERT
—fga—+ grp = normal_grp —fga—4 grp = normal_grp
R—ka—4 grp = port_grpl 1~10 R—ba—¥ grp = port_grpl 15~20
grp = port_grp2 11~20 grp = port_grp2 20~30

4-3 A—HF—JL—TOHEINEL I TILR— DTV ZXHIBRDEKE(TACACSH)

AIEEIZA T OREEAIT o 72k, TACACS+H— "=l INca—F—D7 FJ =
—hMZEY, KOXIICa—F—FBINRESNET,

(c)NS-2260tt create auth access—group root tacacs attr grp val admin-grpd

(c)NS-22604t create auth access—group normal tacacs attr grp val normal_grpd

(c)NS-22601t create auth access—group portusr port 1-10 tacacs attr grp val port_grpl <

(c)NS-22601t create auth access—group portusr port 11-20 tacacs attr grp val portgrp2 <
(c) NS-22604

grp7 F VU B = — MEMadmin_grp TH - = HA T, T2 — W — 2 EEEH 2 —
— & LTHRWET,

grp7 F VU B = — MEAnormal_grp CH 2L EICIE,. T2 —Y—% —fka—H—L
LTHNET

grp7 bV B 2 — MEMport_grpld L < idport_grp2 TH > -5HEI21F, T2 —V—
Zport7 7B AT N—TIZB L TCWAR— h—WF—L L TRNET, 72, portT 7
BRI —=FICR L TN D a2 —PF—liFa~vr FTHESNLTWDH Y U TAR— b~
DT 7 AMEERELET,
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TACACS+DFE/ AN K L Th 2 —HF — T L —F R E SN2 WS OEIEIL [ (6)
A—H—FTI—THIEBETELNLI—HF—DT IV ERFENDHKRE] 2L T EE,

=PRI N —T VR ESN TV HHEEOR 7 A REOEEIAIL, OFEEH —
P —(root), @ = —V —(normal). @K— b=z —%— (portusr) 9, #A L7 hE—
ROLGEITIZ ARE R 74 o TET 7B AHEROQD 9 LEEEDOFEm VLD TR A L,
A=Y —=R—= DT I BRIQODT VAR D DIEEDLE T A TEET, BL Y
FE—RouZA U HHIE, 02— —DFOT 7 AHEROOOD > bt - & HEE
EosnwsoTr A LET,

create auth access_group 2~ > KD E XA L7 NE—F L7 FE—F
KET 7R | H— kT sk

PEEE P — Y — EEEHL—— | X (T 7 vARA) | EEEHEL—P—

B e X (77 EARA) | gy

R i X (77 AR | A ba—gpe | R ot

EEEHL—Y —/— k= — P — EEEH—— | X (T 7 vARA) | EEEHEL—P—

Ty N EEFHE—Y— | F— ho—— | R —

R h g K ha—y— | g

YRR — /) EEFRD—Y— | Fe ho—e | R —

I

T RAT = THERIE. REBEOEENLZNGE, EROR— = —DT /&
AT N—THBEFE L T-WERE, EEAICR— a2 ——NT 7B RXATELY Y TLR—
DR DA (BIZIX, userl X7 7B ATE 52U 7 /LA — NI, NS-2260-1 TiX 1-10,
NS-2260-2 TiE 15-20 72 &) (ZFIHT 5 & HF] T,

A—H—TIL—ThHEETELRVNI—Y—DT7 I ERFEDHRE

TACACSHBFHARBMNK L T 2 — P — N — T 0N ETE 22 —%— (TACACS+
PN 2= —FER 2B T 27 P Ea— FRELNTI RN T2HES, 7 b
U B 2— hEEDLT A create auth aceess group =~ K TIE LW DXXFH| &
H = LAWER) OF7 7 A H5EIL, set auth tacacs def user I~ ROFEREIZ L Yk
F0FET,

Zoaxy FRRESNTORWGEIR, 2— = L —TRREETE RN —F—Z R
—haz—PF =L LTH, ETCOVYTNAR—-NMNIT 7 AT LHEREMNGLET,

2P TN T RREETER VLY —DT 7 ¥ AE T HITE, UFoa~vr Nz
FITLET,

(c)NS-2260# set auth tacacs def_user noned

(c) NS-22604#
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4F HERE

(5) suav Y F%ﬁ'ﬁ@m nIE:L -‘j- %0)7&"_%

—fra—YF—Tr I L FiICsua~vy FEF T2 L EEEH - —1TRD 2 &N
TEET, 20 su 2~y FEFATLTRIZ TACACSHREREILME i D o — P —4 13 root
‘/C\\‘a—o

WAET D =P = EETLLEIFUTOa~r REEITLET,

(c)NS-2260# set auth su_cmd username csadmin<
(c)NS—2260#

(6) A—H—FBEERBEDTH 2k STOP /X7y FDEHFEDETE

2 — Y —FWIELWEEO T B v b STOP /X% » b @ % H 5T set acct_tacacs
auth_deny_stop 2~ FTHELET, TP LI off ZFHTETH &, FREICKKL T
HT7 Ak STOP X7 » b OEHITITWE R A, THHFRFORE L remote(TACACS+
PRRESSER I C DA T 7 > b STOP /87w R &k 5)Td,

(c)NS-2260# set acct tacacs auth_deny_stop off«
(c)NS-2260%

4.6.5 TELNET H—/N\—DEE

TELNET % ——OR— FESZELTT LT Fita~r FEFTLET,
RETE % TELNET % —/3—D R — 37513 10256~65000, 7 7 /b MM 23 TT,

(c)NS-2260# set telnetd port 2023«
(c) NS-2260%
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4.6.6 SSHH—/N\—DEE

(M

4-46

(2)

)

SSH 7 74 7 v b HABEESKR— M — =27 7 AT 5HI20F, A%EIC SSH —
/\~®ﬁ£f€7§>%£fﬁ‘o

KEEE O SSH —_— %, 2 —HF—ID L 2T — R& T 5 /32U — F(Basic)ilil & .
A%%%ﬁ%#éﬂ%%@mmomﬁmzL@%%f FLTWET, X2V T —%H
RT 585415, ABHFEPUblic)FRIAFZIBIR L T 2 &V,

Ib%ﬂjﬁﬁ%@ SSH DFEREST UL A B HE(Public)i8FE T,

SSH -ﬁ-»—/v—@ /?E%f?? 5 &i\ (4 4 3 7ﬁ_ F*j'_/t—@l_"f nn..\nIEJ &U (4 6 5
EBY—N\—DT7 I ERFIR] bSRLTIZEN,

SSH /XX — K (Basic) FREEZ1THBE

(c)NS-2260# set sshd auth basic<
(c)NS-2260# enable sshdd
(c)NS-2260#

SSH D 2BABE (Public) BBEEZ 1T OB E

(c)NS-2260# set sshd auth public<
(c)NS-2260# set user userl sshkey public ecdsa—sha2-nistp256
AAAAE2V jZHNhLXNoYTItbm|zdHAYNTYAAAATbmI| zdHAYNTYAAABBBI 1tUwO | QLHFZEYM1F72v INrk
UGb29aQZ1934YgJ9282YKBp4F9PY2 | JNBKGFvimCEfWD4ei/01gkoWT008YZuY= test<
(SSHY ZA4 7> M RTERL-AMBEHEELET. £ROTIE11TTT, )
(c)NS-2260# enable sshd<
(c)NS-2260%#

SSH 7 747 MK CAaBREZ ARk T 2715, 8B SSHO 47U YT bOME
ABl ZzZR LT ZE,

SSHDKR— +ESEZLEET 5158

SSH #—"—DR— b GEEETHITITFiL =~ FEFTLET,
RIETE 2 SSH —_"—0DR— FFEH1E 10256~65000, 7 7 + /b MME 22 TT,

(c)NS-2260# set sshd port 2022«
(c)NS-2260#




4F HERE

SSH #—/X—DfkEEIL. show service 2~ KR CHERTE £,

(c)NS-2260# show serviced

<telnetd>

status : enable
port : 23
<sshd>

status : disable
port 122

auth : public

host_key : device_depend

<ftpd>
status : enable
(c)NS-2260#

4.6.7 Web H—/\—DEEE

(M

(2)

)

REST API FEREZ A3 212, ALEEIZ Web Y — S —DBRENPLETT
AILE D Web —/S— X HTTP & HTTPS AR — F L TWE T,
TIHHRRHIT E D B B N2> TWET,

HTTP Z BT 5158

(c)NS-2260# enable http<
(c)NS-2260#

HTTPS ZB%ICT BI5E

(c)NS-2260# enable https<
(c)NS-2260#

HTTP/HTTPS OR— FESZ2EET 558

REST API #§BEDH— & AR — FFEH 1L, set http/https port 2~ RTEETHZ LN
TEET, RETED Web +—_—DR— FFFIEL 1025~65000 T, T 7 /L b iE
HTTP(10080). HTTPS(10443) T,

(c)NS-2260# set http port 20080
(c)NS-2260# set https port 204434
(c)NS-2260#
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4.6.8 KIEHS—/I\—DT Ut AHIE (al lowhost)

AREETTRICRT S —"=—DT7 7 A ZHIRTLH LN TEET, AELETEEL TV
D —=N=T8IZ, a5 27 747 MaRORy NT—7 7 RUAZET 5
LT, 94T MmRINODT 78 AZHIRT D ENTE LT,

T 2 REIRA TIHHARO | THHAERICEREZFTL T
BETEDY—/\— 7 9t AR B2FxY I—9FKLZR
Telnet $h—/3— E) ALL
SSH H— /" — e N
FTP #—/3— s -
AR— r¥—s3—(Telnet / —</LE—R) AT ALL
AR— h ¥ —,3—(Telnet E=H—F— k) EiEk) -
R R ——(SSH / —~ /LE— F) W -
H— P —"— (SSHE=F —F— F) by -

AIEBEBOLHHWEEOAY — T v 77 7 A MZIE, FitDa~< >y RRREINTHET,
(LA allowhost R 7E)

create allowhost all service telnetd
create allowhost all service portd telrw all

AIEED Telnet — "—|ZT 7B ATE D 1xy NU—712192.168.1.0/24 & 2001:db8::/64
., EEO Y T AKR—=F1-8 & 1DIC Telnet O/ —</LE— P2 a1y MU
— 27 £ 1L7T192.168.1.0/24 &£ 2001:db8::/64 % 1BINT 521X, Fitd &L 9 IZ create allowhost
a~v s REETLET,

(c)NS-2260# create al lowhost 192.168.1.0/24 service telnetd<
(c)NS-2260# create al lowhost 192.168.1.0/24 service portd telrw 1-8, 17«
(c)NS-2260# create allowhost 2001:db8::/64 service telnetd«

(c)NS-2260# create allowhost 2001:db8::/64 service portd telrw 1-8, 174
(c)NS-2260%#

B —N—NHEA L TCWET 7 A —ElX, show allowhost =~ N TR T £7,

(c)NS-2260# show allowhost<

Service Address/Mask Access tty List
portd/telrw 192.168.1.0/24 1-8, 17
portd/telrw 2001:db8:: /64 1-8, 17

telnetd 192.168.1.0/24 -

telnetd 2001:db8:: /64 -

(c)NS-2260#




4F HERE

x

et

create allowhost A< > FIX, LDTHALIEHFBICETEMINnEzT ., HlIXIE. TED 2
IHEHRINTVSGEEIX.2TEEIFMSINFELAFELITIL delete al lowhost
a7 FTHIBRLTCEEL,

create allowhost all service telnetd

create allowhost 192.168.1.0/24 service telnetd
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4.6.9 Firewall (ipfilter/ip6filter) MERE

4-50

ZA5A > ¥ —7 = A AT Firewall(pfilter/ip6filter) Z %X ET 5 Z L I12 LV, IP 7 KL AR
7'a hanfEhll, N— R EFRETT 7 EAGIREZIT) 2N TEET,

TFEREOHIIE LANL AR— MZ Firewall BEZ 1TV, X550 IP 7 KLU AN 172.16.0.0/24 H»
5 ® ICMP/telnet/snmp DA% Fil S HHE T,

(c)NS-2260# create

ipfilter input line 1 accept ethl any 172.16.0.0/24 icmp<

(c)NS-2260# create

ipfilter input line 2 accept ethl any 172.16.0.0/24 tcp 23<

(c)NS-2260# create

ipfilter input line 3 accept ethl any 172.16.0.0/24 udp 1614

(c)NS-2260# create

ipfilter input line 4 drop ethl any any any<

(c)NS-22601# enable

ipfilterd

(c) NS-22604#

[AERIZ ip6filter Z X ET DAL FRED X 21220 £9, BELIP T KL A732001:db8::/64
5 D ICMPv6/telnet/snmp D F % %5 S B 5 5% E TY,

7B, TRl L D ITHER S DDHBT 7 AFFA] LEAAITIL drop &5 & 5 RGEIE,
Neighbor Discovery Tffifi4 2 ICMPv6 ® % A 7 135 (Neighbor solicitation) . 136

(Neighbor advertisement) OFFRA[EXEZ LT HEKL T E SV,

(c)NS-2260# create

ip6filter input line 1 accept ethl any 2001:db8::/64 icmp<

(c)NS-2260# create

ip6filter input line 2 accept ethl any 2001:db8::/64 tcp 23«

(c)NS-2260# create

(c)NS-2260# create

ip6filter input line 4 accept any any any icmp 135<

(c)NS-2260# create

1
2
ip6filter input line 3 accept ethl any 2001:db8::/64 udp 1614
4
5

ip6filter input line 5 accept any any any icmp 136<

(c)NS-2260# create

ip6filter input line 6 drop ethl any any any<

(c)NS-22601#t enable

ip6filterd

(c) NS-22604#




4E &[iE

RIE

TEtiX IPsec 3% 7E

BT VPN T 25D 7 4 VX —REFI T,
IPsec Z R T DG EITEEIL LIBO Ry S 7 4 V2 —RENLEL 72D F97,

#il 213 IPsec 18512 £ 5 VPN #5417\, SSH/SFTP IZ L W AREEICT 78X+ 5D T
HALE. IPsec ilf5 ® IKE(UDP 500), NAT k73— /L(UDP 4500) & SSH/SFTP(TCP
2 HFFH[TDHTNRDT 4 NH —RELEHERLET,

(c)NS-2260# create

(c)NS-2260# create

(c)NS-2260# create

(c)NS-2260# create

(c)NS-2260# create

(c)NS-22601# enable

ipfilter input line 1 accept ethl any any esp<
ipfilter input line 2 accept ethl any any udp 500
ipfilter input line 3 accept ethl any any udp 45004
ipfilter input line 4 accept ethl any any tcp 224
ipfilter input line 5 drop ethl any any any<
ipfilterd

(c) NS-22604#
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Firewall(ipfilter) DF%EILX Fit D 2~ K CHERT D2 FHENTE £,

(c)NS-2260# show ipfilter input<
status

enable

{ipfilter preset input table>

num target
1 ACGCEPT
2 ACCEPT

{ipfilter configurable input table>

num target
1 AGGEPT
2 ACCEPT
3 ACCEPT
4 ACCEPT
5 DROP
(c) NS-22604

in
*

lo

in

ethil
ethi
ethi
ethil
ethil

destination
0.0.0.0/0
127.0.0. 1

destination
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

source
0.0.0.0/0
127.0.0.1

source

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

prot
all REL, EST
all

prot

esp

udp 500
udp 4500
tep 22
all

Firewall(ip6filter) DFXEIL Fat D 2~ > R CHERT H2HENTE 7,

(c)NS-2260# show ip6filter input

status :

enable

<ip6filter preset input table>

num target in

1 ACCEPT = /0
2 AGCEPT o ::1

<ip6filter configurable input table>
num target in

1 ACCEPT eth! ::/0

(c)NS-2260%

2 ACCEPT ethl ::/0
3 ACCEPT ethl ::/0
4 DROP  ethl ::/0
5 ACCEPT * /0
6 ACCEPT = /0
1 ACCEPT = /0
8 ACCEPT = /0

destination

destination

source
/0
o

source
2001:db8: : /64
2001:db8: : /64
2001:db8: : /64
/0
/0
/0
/0
/0

prot
all REL,EST
all

prot

i cmpv6

tep 23
udp 161
all

icmpv6 135
icmpv6 136
icmpv6 135
icmpv6 136

4-52




4F HERE

Firewall(ipfilter) D#EHERIT TR DO 2~ R CHERT HHENTE £,

(c)NS-2260# show stats ipfilter input<

(c) NS-22604

pkts target
0 ACCEPT
0 ACCEPT
0 ACGCEPT
0 ACCEPT
0 DROP

{ipfilter preset input statistic>
pkts target in destination

0 ACCEPT 0.0.0.0/0

0 ACCEPT lo 127.0.0. 1

<{ipfilter configurable input statistic>

in destination
eth1 0.0.0.0/0
eth1 0.0.0.0/0
eth1 0.0.0.0/0
eth1 0.0.0.0/0
eth1 0.0.0.0/0

source
0.0.0.0/0
127.0.0.1

source

0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0
0.0.0.0/0

prot
all REL, EST
all

prot

esp

udp 500
udp 4500
top 22
all

Firewall(ip6filter) DFEHERIT TR DO 2~ N CHRRBTHIENTE 4,

(c)NS-2260# show stats ip6filter input

<ip6filter preset input statistic>
pkts target in destination

0 ACCEPT = /0

0 ACCEPT lo

o

<ip6filter configurable input statistic>

pkts target in destination
/0
/0
/0
/0
/0
/0
/0
/0

0 ACCEPT etht
0 ACCEPT etht
0 ACCEPT etht
0 DROP  etht
0 ACCEPT *
0 ACCEPT
0 ACCEPT *
0 ACCEPT *

(c)NS-2260%

source

/0

0

source
2001:db8::/64
2001:db8::/64
2001:db8::/64
/0

/0

/0

/0

/0

prot
all REL, EST
all

prot
icmpv6

tep 23
udp 161
all

icmpv6 135
icmpv6 136
icmpv6 135
icmpv6 136
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4.6.10 IPsec MEEE

IPsec Zfi~> T VPN &L L7 — 2 BEEZE ST DL Tiia~ry REFATLET,

<UE—Milsr> I R E— K <D H-PhsE>
BEEL S 30.1.1.1 20.1.1.1 L=J
s
& 5 = Internet VPN @ ___
=53 [ |

BEHR 10.1.1.0/24
#aE | oY-l ) INS-2260-1 NS-TOKYO k -1.1.0/

A=k

4-4 |Psec|Z& B VPN £

TREOBIERE 5T VT U X A(AES128), FBRET /L= U X A(SHAL), DH 7 /v—7"2
(1024bit) T IPsec (2 L 5 b RV & L AR & —FRE THRT 26T,

X2V T 40— — U =AID & L TAREEIZIINS-2260-1, xf 12 E O ID |2 NS-TOKYO
ZHEL T, IKE THW A FridbAHEZ2 58 L £7,

IPsec b > RV ORIIZ NAT 2 E 23 H 5554 13 set ipsec conn leftid <X° set ipsec conn rightid
EHRELTLIEEN,

(c)NS-2260# create ipsec secret psk NS—-2260-1 NS-TOKYO password<
Pre-Shared-Key password (BRIXERZEZAN)
Retype Pre-Shared-Key password (BRIXAREAN)
(c)NS-2260# set ipsec conn 1 auto add<

(c)NS-2260# set ipsec conn 1 leftid NS—-2260-14
(c)NS-2260# set ipsec conn 1 rightid NS-TOKY0<
(c)NS-2260# set ipsec conn 1 left 30.1.1.1«
(c)NS-2260# set ipsec conn 1 right 20.1.1. 1«
(c)NS-2260# set ipsec conn 1 leftsubnet 30.1.1.0/24«
(c)NS-2260# set ipsec conn 1 rightsubnet 10.1.1.0/24«
(c)NS-2260# set ipsec conn 1 keyexchange ikevl<
(c)NS-2260# set ipsec conn 1 ike aec128-shal-modp1024<
(c)NS-2260# set ipsec conn 1 esp aec128-shal-modp1024<
(c)NS-2260# enable ipsec conn 1<

(c)NS-2260%#

EAT 5%y hU—2712 K-> TlE. set ipinterface mtu =~ > KT MTU % )72 12 5%
FELTL &V, Feoflix LAN1 @ MTU % 1280byte (Z#%&E L TV E7,

(c)NS-2260# set ipinterface ethl mtu 1280«
(c) NS-22601
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IPsec D#EREIRBIZ TRLO 2~ R THER T2 FENTE £,

(c)NS-2260# show ipsec statusd
Security Associations (1 up, 0 connecting):
conn_01[37]: ESTABLISHED 118 minutes ago, 30.1.1.1[NS-2260-1]...20.1.1.1[NS-TOKYO]
conn_01{133}: INSTALLED, TUNNEL, reqid 2, ESP in UDP SPIs: cc2ac764_i ¢f835d47 o
conn_01{133}: 30.1.1.0/24 === 10.1.1.1/24
(c)NS-2260#
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EREEDRE

4.7.1 SNTP V547 2 FDERE

SNTP 7 A7 FaRETAHIZIE, Fidd X 91T set sntp server =~ F, set sntp
polltime =2~ > K& FEITL EJ, SNTP H—3—(172.16.1.DIZHR— 1V > 7 ¥ £ ~—900
TAREEORZA 2R SE 2551, Tiioa~vr FEFEITLET,

SNTP #— "— 3K 2 B E THRETEET,

(c)NS-2260# set sntp server 172.16.1.1«
(c)NS-2260# set sntp polltime 900«

(c)NS-2260# enable sntp<
(c)NS—2260#

SNTP 7 7 A 7> b DiREEIX, showsntp 2~ R CHERTAZ LT £,

(c)NS-2260# show sntp<
<sntp information>

status . enable
poll interval : 600

last sync server : 172.16.1.1

{primary server>

server address ©172.16.1.1
last access time : 2025/06/05 20:17:10
access result o 0K

<{secondary server>
server address D
last access time @ ———
access result Do
(c)NS-2260#
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4.7.2 SNWP T—2 x> FDERRE

(M

(2)

©)

SNMP = —> = F &% ET 5121, SNMP $—/ 13— SNMP + 7 v 7EOREEIT -
7-%. SNMP = — = FE2HRNC LET,

SNMP —/N\—¢&a3a2a=FT14—NDETF
SNMP Versionl1/Version2c #fEH T 5% 4, SNMP — R — %2 E T HIZ1L, set
community 2~ FEEITLET,

172.16.1.1 ® SNMP ¥ — "—n 53 I = =F ( —public T, #HAHRO)DT 7 A%
T[T 2REEITHICIE, Fitoa~y REFITLET,

(c)NS-2260# set community 1 name public view ro manager 172.16.1.1<

(c)NS-2260# set community 2 name public view ro manager 172.16.1.2«
(c) NS—-2260%#

FiRa~ o RERELT I®) SNNP ZT—S x> FOEDNE] 21795 &, SNMP H—/3—)
5 D Versionl/Version2c DWW T 11D Get BRIZ &0 L E T,

SNWP L —H—mDER7E

SNMP Version3 = i3 584, SNMP 22— —F7 =7 hERET HITIE. set
snmpuser 2~ FEFEITLET,

K55 72 md5 #fEH T 5 SmartCS &\ 9 2 —H —%FET HITIL, Treda~vr Kx
FITLET,

(c)NS-2260# set snmpuser 1 name SmartCS auth md5 password
authentication password
Retype authentication password

(c)NS-2260%#

tia~r REHRELT TGSNW T—2 o FOERE] 21795 &£, SNMP H—/3—M»n
5 ? Version3 @ Get FRIZISE L F97,

SNWP + 5w TDEIEXDHRTE
SNMP K7 v 7 OEEFEHEERET HITIE, set trap manager 2~ REZFATLET,
SNMP |7 v 7OHEFERIC 172.16.1.1, M7 v 7D a I 2=7 ¢ —|Z public #&XE

(Version1/Version2 OA). &5\ L SNMP == —H—(2 1 & EVersion3 DEE)T 5
1213, Fitoa~vwr RE2ETLET,

(c)NS-2260# set trap 1 manager 172.16.1.1 name publicd
(c)NS-2260# set trap 2 manager 172.16.1.2 name public version v2<

(c)NS-2260# set trap 3 manager 176.16.1.3 version v3 snmpuser 1
(c) NS-2260%#

SNMP Version1/Version2/Version3 JEZ D k7 v FIZkHE L TH YD | REEREET D B
T TONR=Y g UIBERERETE £9, Versiond Zf5F L7254 . snmpuser DF (1
~DEREL TSN, X=va VEXEHEE LeWEE1E SNMP Versionl XD b+
T T REFEINET,
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4)

®)

(6)

N

SNVP D EIRIFHR D ERE

SNMP OEBIE# FRES T, &) 5% ET 512X, set snmp location =~ 2 R, set

snmp contact 2 v FEZFATLE T, HELHITIZ “Server Room in TOKYO” | A&
“Administrator 03-1234-7777" ZiXET HITI1E, Titda~r FEFEITLET,

(c)NS-2260# set snmp location “Server Room in TOKYD” <«
(c)NS-2260# set snmp contact “Administrator 03-1234-77771" <«
(c) NS-2260%#

=1 —]

snmpEnginelD DX E
SNMPv3 i#{E THFRICEM EN 5 snmpEnginelD % 7% &7 5 I21%. set snmp engineid
v FEETLET, RELESGA. v RX— Y v —IZ@M S 115 snmpEnginelD O 7 +
—<v MILTFO X270 £7,

[8000010704) + X EME D ASCII L 55
KRERE 2B L7281 ethl ® MAC 7 RLAMNRESH, 74—~ MIUTDO LI
AU S

8000010703 +ethl ® MAC 7 KL &
snmpEnginelD (Z”SmartCS001” 45 E ¥ 521X, Tt a~wr REFETLET,

(c)NS-2260# set snmp engineid “SmartCS001” o
(c)NS-2260%

SNP=T—o x> FOEMELE
SNMP =— = h&EHNIT D21, enable snmp 2~ REFETLET,

(c)NS-2260# enable snmp<
(c)NS—2260#

BEHRIDEISVTDER
TR D SNMP = — 2 = o b SERT 5 b7 v 73, FTROMARES N TVET,

kST X EME
Coldstart Trap ON
Authentication Failure Trap ON
Link Trap ON
Power Trap ON
Bonding Active Switch Trap ON
Serial DSR Trap OFF
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BRIy 72EFTHI20F, TROLIZK F Ty IS Li-a~r FEFEITL

i‘g_o

(c)NS-2260# set

snmp

coldstarttrap offd

(c) NS-22601# set

snmp

authentrap ond

(c) NS-22601# set

snmp

linktrap ond

(c)NS-22601# set

snmp

powertrap ond

(c) NS-22601# set

snmp

bondingactswtrap ond

(c) NS-22601# set

snmp

tty 11 dsrtrap ond

(c)NS-22601# set

snmp

tty 12 dsrtrap ond

(c)NS-2260# enable snmpd

(c) NS-22604
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SNMP =— = > b ®OYRHEEIT, show snmp 2~ FTHERTE £,

(c)NS-2260# show snmp

status . enable

location . Server Room in TOYKO

contact : Administrator 03-1234-7777
engineid : 8000010704536d6172744353303031
linktrap > oon

powertrap > on

authentrap > oon

coldstarttrap > on

bondingactswtrap : on

dsrtrap (tty1-8) © off off off off off off off off

dsrtrap (tty9-16) o off off off off off off off off
dsrtrap (tty17-24) : off off off off off off off off
dsrtrap (tty25-32) : off off off off off off off off
dsrtrap (tty33-40) : off off off off off off off off
dsrtrap (tty41-48) : off off off off off off off off
—— trap configurations (1 entry) —-

{trap 3>

manager address : 176.16.1.3

community D=
version w3
snmpuser : 3

-—— community configurations (1 entry) —
{community 1>
community > public
manager address : 10.5.28.12
——— snmpuser configurations (1 entry) ——
<{snmpuser 1>
name . SmartCS
auth protocol : mdb
priv protocol D=
<{snmpuser 2>
name D=
auth protocol D=
priv protocol D=
<{snmpuser 3>
name D=
auth protocol D=
priv protocol D=
<{snmpuser 4>
name D=
auth protocol D=

priv protocol D=
(c)NS-2260#

4-60



4F HERE

4.7.3 SYSLOG 7 547 > FDERE

SYSLOG 7 747> F&ERET HIZIE, set syslog host 7~ REZFEITLET,
SYSLOG #—,3—(172.16.1.D)Ic, AE@E D SYSLOG %27 7 >V 7 1 —locall, /R— k1

J% 773V T (—locald & LT SYSLOG #izikd 2EIE,. Ficha~r REFEITLE
kR

(c)NS-2260# set syslog host 1 172.16.1.1 syslog—facility
locall portlog—facility localQd

(c)NS-2260# enable syslogd
(c)NS-2260#

SYSLOG 7 74 7 b ®OfE#HIL, show syslog 2~ N CTHERTE 7,

(c)NS-2260# show syslogd
Syslog Status:enable

No. Syslog Host Portlog-Facility Syslog-Facility

1T 172.16.1.1

localO locall
(c)NS-2260#
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4-62

BEL P —CHEENOEEZREGTE £,

BEBIZTOAKEZNET O HN THEY VP —ICHEMERET HH AL, set
temperature adjust =~ > NIZJHE T 24 EMEEZHEE L ET,

MIEAA IR 0~20 ORFPA THIE T& . THHAEIZ 0 T,

LU F OB EEIZ-10°C 2 7% ET D54 Ol T,

(c)NS-2260# set temperature adjust 10d
(c)NS-2260#

B Y —DRECH EEDOREIL. show environment =~ K CTHER TE £J,

(c)NS-2260# show environmentd

<Environment status>

Power information

Power unit © AC
Power 1 - ON
Power 2 : OFF

Temperature information

Current temp © 39 deg C
Sensor © 39 deg C
Adjust -0

(c) NS-22604




4F HERE

4.7.5 84 LJ—VDERE

B ALY — 2 HRET HITIE set timezone 2~ > R&EFEITL 7,

show timezone list 2 v R C-ERRINDHIZA LY — A EFBELET,

B ALY =2 DT 7 4/ MEIZUTC T,

AIEE LR E 7 7 A /VIT set timezone Tokyo Z##%ET 5 Z & TH A LY — 1 % Tokyo lZ L
TWET,

(c)NS-2260# show timezoned
Timezone is “Tokyo”

(c)NS-2260# show timezone |ist Hd
D HRR
Hongkong

Honolulu
AR
(c)NS-2260# set timezone Hongkongd
(c)NS-2260# writed
Do you really want to write internal & external startupl [y/n] ? yd_
write external startupl
.................... writing
write internal startupl

.................... writing
(c)NS-2260# reboot<

FE () EBNSEREERAALET, TIAHIL MDA LY —2THS UTC THHED
RRSNFET,
2) BALY—VERELERIBTEEZBREBL TCEEL,
@) BIZ& > TRREREOMEINVVEICLGLIHZELAHYFT .
4) BHNFIRARIIRFTEREED L CIFBEAETIEH LS,
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4.7.6 CLI o< FHEE (Ansible & DEE) DERTE

(M

(2)

CLI =~ FEREZ R T 28813, RIET 7 £ AR — k2 —¥ —ZAFl L. SSH T?D
AET 7 v 2 F9E L £,

CLI a7 > Fiae4dETT 51— —DETE
a—YP—Z BT HITIE. createuser 2~ RAEITLET

Z—W—4 % user0l, /XA U — % ansible ERETHELEIL. FidDa~r REFETL
i‘g—o

(c)NS-2260# create user user01 group normal password<
New password: ansibled

Retype new password: ansibled

SSH &=t DAL

SSH #— _R—0DO#REH T H121%, enable sshd =~ K, set sshd =~ REZFETL £,
SSH #— =% F4k L/RA U — R#iE(basic) 1T 5 L Y RETHHAE. Fitoa<w o K
EEITLET,

(c)NS-2260# enable sshdd
(c)NS-2260# set sshd auth basicd

AREREZ BN BRICH B Ea~ v
Bk Ta< FY 77 L)

[Firewall(ipfilter) | DR ESC [V — —D 7T 7 & X HilfR(allowhost) | DF%E %

LTWaGE, EHAR N PCLO SSH #fi 2 i 45 L O ICRE LTI EIVY,

=2 Ansible &2 = — /L OEERIIZ DV T,
[Ansible BEH T A K| 22 L T Z &0,
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4.7.7 avI—ILT7o A (Ansible & DEE) DERTE

(M

(2)

)

tty v F— UREZ MM T BT, LR — P —ZER L T SSH TOKRKT 7 ¥ A &A%
fbL7c#, tty v %= A7 V=2 FERAIMELET,

tty IR —OHBEE ET T 51—V —DHRE

2 —H—ZEK T DI, create user 2~ REFEITLET,

2 —H—4tuser02//3XA U — Riansible &\ 9 JLiE— W —Z{Ek 35121, Trioa~
NEFITLET,

(0)NS-2260# create user user02 group extusr password<
New password: ansibled
Retype new password: ansibled

T RAFRE/R VY TR — M ERET DI, setuser port 2 REETLET,
user02 W H 2—F =N U TI/R—h 1- 10 IZT7 7 BRATE AL HIRETHITIE. T
Davwy REFEITLET,

(0)NS-2260# set user user02 port 1-10d

tty ~ % — UHSBE DMERR 2 1+ 53 5 121%. set user permission =~ > R&ZFEITL 7,

(0)NS—-2260# set user user02 permission ttymanage on<

SSH DAL

SSH #— _R—0O#REH T 5121%, enable sshd =~ K, set sshd =~ REZFETL £,
SSH #— =% F4k LA U — R#iE(basic) #1175 L 9 R ETHHAE. Fitoa<w K
FEITLET,

(c)NS-2260# enable sshdd
(c)NS-2260# set sshd auth basicd

[Firewall(ipfilter) | DR ESC [HFEY— —D 7T 7 & X HlfR(allowhost) | DF%E %
LTCWB5E, BHEHAANPCOHHO SSHERH Z2H A T5 L IICHE LTI LI,

tty ¥Rx—CFH TPz FOEMIE
tty v 3 —VF 7 V=7 b EAMET D121, enable ttymanage =~ REFEITLE T,

(c)NS-2260# enable ttymanaged

tty v F—VF 7 V=7 FOIREEIX, show ttymanage =~ K CHERTE £9,
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(M

(2)

(c)NS-2260# show ttymanage<
<{ttymanage information>

status : enable

AHERE 2 BTN 72 S BRICHEE 7038 8 =~ > FX° Ansible & ¥ = — /L DFEMIZ SV T,
Bk Ta<r Y772 . [Ansible AN A F] 2R LT 70,

CLI o< > F#%8E (REST APl & DIEE) DETE

CLI ==~ FE§EEZ R T 28813, Y= ——Z/Esk L T HTTP/HTTPS CTOARIKT 7
T RAEAEMELET,

CLI <> FHEEFRTT 51— —DHRTE

2 —H—Z VBT DI, create user 2~ REFEITLET

:L—“b" 4 user03//3A U — Rt restapi &\ 9 iR —H —Z2{Ek 3 521X, Fieoa~
Y REFEITLET,

(c)NS-2260# create user user03 group extusr passwordd

New password: restapi<
Retype new password: restapid

RELARLT JTREE1T 5 Bh, BHEHEBRENSTILERLY $7,
BEEMER 2T 595121, set user permission 2~ K& FEITLE T,

(0)NS—-2260# set user user03 permission root on

Web H—/A\—DHE L
Web $— =% G504 5121%. enable http/https =~ F&3F{T L £7,
HTTP ToH#Rix A3 256, Tieoa~vr REFEITLET,

(c)NS-2260# enable httpd

(c) NS-22604#

HTTPS ToO#fiz A2k o256, FTitoa~vy FEFTLET,

(c)NS-2260# enable https<

(c) NS-22604#

[Firewall(pfilter)ffE REEZLTWAES, BHAZX N PC 2250 HTTP/HTTPS
£ T e R S| unX/\dEﬂ Lf <&V,

ARERE 2 B W27 K BRI R E 2~ > R URL OFEMIZ WL, Bk o=
YRYT7L2XR) . [REST APLEERAA K] 2L T EE0,




4F HERE

4.7.9 a2 V—)LT7Y t AHHE (REST APl & DEEE) DERTE

(M

(2)

)

tty ~ 31— UHBE AT D BRI, fhE 2 — Y — &2 /ER L < HTTP/HTTPS TOAKT 7+
2EAME LT, tty v % —VF TV =7 FEFEMELET,

tty IR —OHBEE ET T 51—V —DHRE

2 —H—ZER T DI, create user 2~ REFEITLET,

a—H—%user04//XA U — Rirestapi &\ 2 LR —W—Z2 BRI 221X, Freoa~y
REFITLET,

(c)NS-2260# create user user04 group extusr password<
New password: restapid
Retype new password: restapid

T RAFRE/R VY TR — M ERET DI, setuser port 2 REETLET,
user04 LWV 2—HF =R U TR —b 1-10 IZT 7 EBATE D L IHFET HITIE, Fid
Davwy REFEITLET,

(c)NS-2260# set user user04 port 1-10d

tty ~ % — UHSBE DMERR 2 1+ 53 5 121%. set user permission =~ > R&ZFEITL 7,

(c)NS-2260# set user user04 permission ttymanage on<

Web —/\—DHF 1L
Web — _X—%H43 5121, enable http/https =2~ K& EITLE T,
HTTP ToO#Ektz Ak 556, Fieda~r FEFTLET,

(c)NS-2260# enable http<

(c) NS-22604#

HTTPS Co#fix At T o546, Tieoa~vy REFEITLET,

(c)NS-2260# enable https<

(c) NS-22604#

[Firewall(ipfilter) 58] DREZLZ L TV 545G, EEAZ N PC 2260 HTTP/HTTPS
Bt a7l X OITHRE L TS IEEW,

tty ¥ x—oF TV FOEIE
tty v x—U A7 V=7 bEAFPLT HITIL. enable ttymanage 2~ REETLET,

(c)NS-2260# enable ttymanage
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tty v R —UF T V=7 FOIRKEEIL, show ttymanage 2~ R CHERTE £9,

(c)NS-2260# show ttymanage<
<{ttymanage information>

status : enable

ARERE 7 B2 BIC L E AR R E 2~ 2 R URI OZEIICHOW T, RBlgo Ta<w
YEY27 LX) . TREST API BRAA K1 2R LT 7E&W,
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4.8 BHEEH
4.8.1 EKHRTE

AR &R LT, Telnet 7 74 7> b BEAGHENCT 71 23 5 AR 72
SVTHRILET
o R — SR

RIEI

XA 17 FE— K (default)

- BERT Gk aR ~ D i 1k : Telnet / —~/LE— K (default)

« RN— b —H—33 : 72 L (default)

< AR— b~ a SRIEE : RAM (default)

< N— b o FHR R RE : OFF (default)

VU TR — b c Y TR — b+ 1~8 O{meEE (19200bps)
sy va T — R 1 1(Ctrl-A)

(&R E]

BERMREES ERARES

Telnets 54 F2h s $
192.168.2.1 NS-2260 L[J

—‘ |‘D @)
login:

- i 192.168.1.100
ogin: H H

192.168.1.254

I 5 —%
[ © 192.168.2.254

® 44 EAHE

[EmMERE]

set hostname SmartCS
set ipaddr eth1l 192.168.1.100/24

create ip route default gateway 192.168. 1. 254
set tty 1-8 baud 19200
set portd tty 1-8 cmdchar 1

(R DfiEER]
1. REEOAFNZ SmartCS.LAN1 DO IP 7 KL A LRy h< A 7(2192.168.1.100/24,
T 7 4V hb— NZ 192.168.1.254 % E LE T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254
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2. YU TIVR— K 1~8 DaEEE % 19200bps (2% E L E T,
set tty 1-8 baud 19200

3. VIUTNAR—=F1~8Dt vy g HEFa— & Ctrl- A ICRELET,
set portd tty 1-8 cmdchar 1

[HE]

AEE T T O THHEWREOREN AT — T v 77 7 A VIBEFEISNTOET,
I%mﬁﬁwn%f 21k, AR A F4IZ NS-2260, LAN1 @ IP 7 F L Z|Z 192.168.0.1/24 7%
WEINTWET, KEED Telnet V— 1 —B LR — b ¥ —3—D Telnet / —~</LE
— R, BTOXY NT—I 0BT 78 ATELLIICRESNTVET,

(55 T D 3 E)

(c)NS-2260# show config running

set timezone Tokyo

set hostname NS-2260

set ipaddr ethl 192.168.0.1/24

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

create allowhost all service telnetd
create allowhost all service portd telrw all
(c) NS-2260%#




4% mERE

4.8.2 BEY—ERDHRE

AELE 2R LT Telnet 7 74 7 > b BEGHUGREERRICT 7 ¥ A4 5 AR 230E L |
AEEZERT 572D DOKFEY —EA(SNMP =— = MSNTP 7 7 A 7 > FSYSLOG
2747 2 METP == 7 7 & AHIR) OB EIC OV THB L £,

c R— P —_—3%E XA L7 FE— K (default)

- AR RS ~ DB 1A : Telnet / —~ /L& — R (default)
« R— b — Y : 72 L (default)

c AR— ~u R : RAM(default)

< AR— kv JHREHRE : OFF (default)

- KFERE SSNMP =— = |k

SNTP 7 Z A4 7 > b
SYSLOG 7 7 A 7 > b
FTP #r—_—D 7 7 & 2[R

(&R ]
SNMP NTP/SYSLOG
EEnguE | | madgmss | 70 T
192.168.1.253 192.168.1.252
Telnet/FTPYSA 7k A A
192.168.2.1 § L]J : L[J [::::J E%% [::::J E%%
NS-2260 [«i2 il = == ==

login:

192}168.1.100

login:

192.168.1.254

—%
: : P [ § 192168.2.254

M 4-5 &HEY—ERDRE

[EmMERE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set snmp location “Server Room in Tokyo”

set snmp contact “Administrator 03-1234-5678"

set trap 1 manager 192.168.1.253 name public

set community 1 name public view ro manager 192.168. 1. 253
enable snmp

set syslog host 1 192.168.1.252 portlog_facility localO syslog facility locall
enable syslog

set sntp server 192.168.1.252
set sntp polltime 1200
enable sntp
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create allowhost 192.168.2.0/24 service ftpd

[E&E DfRER]
1. REEOAFNZ SmartCS.LAN1 DO IP 7 KL A LRy h< A 7(2192.168.1.100/24,
T 7 4L hb— NZ 192.168.1.254 % E LT,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. AED SNMP =—V = > hEFHELET,

AZEE D SNMP = — = MZ, &ESHITE LT [Server Room in Tokyo) . E##
4212 TAdministrator 03-1234-5678) %% E L £,
ARIEED SNMP =2 = M7 78 AXAT& %5 SNMP +—"—%_ IP 7 KL X
192.168.1.253, = X = =7 ¢ —public, 7 7 & A% Read Only |Z[RE L £7,
ARIEENBEETH SNMP 7 v 7L, 2 2=7 1 —% public &£ LT, SNMP #
—/3—(192.168.1.253)1Z 215 L £ 1,
SNMP =— = > h D% E % Efifi L7-1% C. enable snmp 2~ > KT SNMP =—
= MR LET,

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set community 1 name public view ro manager 192.168.1.253

set trap 1 manager 192.168.1.253 name public

enable snmp

3. AEEED SYSLOG 7 74 7 v bEFELET,
R—twu 777 U7 4 —idlocald, RLEEN )T 5 SYSLOG DT 72 VT 4 —%
locall T, SYSLOG #—/3—(192.168.1.253)IZ%15 L £7,
SYSLOG 7 7 A4 7~ s DR E % Ehi L 72% T. enable syslog =~ R T SYSLOG 7~
TAT MM LET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

4. KRIEED SNTP 7 747 » MERRZREL £,
NTP 4 —/3—(192.168.1.252){Z, 1200 F g2 KEZ) Z M S & £ 7,
SNTP 7 74 7 v N OFE 4 Elii L72% T, enable sntp =~ N T SNTP #eE%x
Mz LET,
set sntp server 192.168.1.252
set sntp polltime 1200
enable sntp

5. REEED FTP —"—%HHZ L TT 7 B AHIREZHRE L LT,
192.168.2.0/124 O v b U =27 b DI AIEED FTP Y —/"—I27 7 ¥ A Z7FA L
£
enable ftpd
create allowhost 192.168.2.0/24 service ftpd
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4.8.3 ;R—+OJDEEHRTE

AN—Frnr 7% SYSLOG & LTHATIRES, VI TAR— NI LIHEESNT FTP 4
—A=BEUA—AT FLRICEET HRE, H— brZIcs A bAS T ELMT 5%
EWZDOWTHIALET,

A= F P —R—3RE XA L7 FE— K (default)

- AR R AR ~ DB 1A : Telnet / —~ /L& — R (default)
c RN— b — Y —EE : 72 L (default)

A— ha ZERFS% : RAM (default)

A— b v Jinkigae : ON (SYSLOG/NFS/FTP/ A — /L)
B A DARH TR : ON

(&R ]

Mail FTP/SYSLOG/NFS

Bangus || mawgws | TN Y=n
192.168.1.251 192.168.1.252
Telnet/FTPOSA 7k A A

192.168.2.1 \—1 u
e

192.168.1.254 \J
L—5

[ i 192168.2.254

NS-2260 [Ea=

192}168.1.100

B 4-6 R—~OJDIEREETE
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[EMNE%E]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set syslog host 1 192.168.1.252 portlog_facility localO syslog facility locall
enable syslog

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate on 0 0 1 * *
enable nfs

set logd tstamp on interval 60
set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co. jp 192.168. 1. 251

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co. jp 192.168.1.251
set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject “Server Status”

set logd tty 2 mail 1 sender smartcs@example. co. jp

add logd tty 2 mail 2 user2@example.co. jp 192.168. 1. 251
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “Data-Center Server”

set logd tty 2 mail 2 sender smartcs@example. co. jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1 192.168.1.252 password
[password A #1]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguser1 192.168.1.252 password
[password A A1

add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password A 71]

set logd tty 5 nfs on
set logd tty 6 nfs on




4F HERE

[EREDAEER]
1. REEE O RNZSmartCS, LANIOIPT KL R & Xy b~ A 7(2192.168.1.100/24, T
7V h— h1Z2192.168.1.254% % E L £9,
set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. REEEDSYSLOGY 747 v hERELET,
N—rwa 777 U7 1 —Flocal0, ALEE X )T 2SYSLOGDO 7 7 2V 7 ¢ —%locall
T, SYSLOGH#—/3—(192.168.1.252)IZ 1415 L £ 7,
SYSLOGD R E % Fhiti L 72 T. enable syslog=2~ > R TSYSLOGZ 7 A4 7> b %A
B LET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

3. KEEEDONFST 747 FaRELET,
NFSH—,3—13192.168.1.252, NFSH¥— —D <17 ~/XZ|I/mnt/nfslog, NFSH—
N—lRIFT 20 72 EA 1O —T —va v LET,
set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotateon 0 0 1 * *

enable nfs

4. ZA DAL TRHERRZONIZ L AR — b u ZIZH A LAY 7 %60 RIIE TLIFI L £,
set logd tstamp on interval 60

5. U 7 VAR— F1OSYSLOGH! /) ZONIZERE L, BEBL SR 0 A v v —I R s
HEEIZSYSLOGH — N—IZiHEIND L OICHELET, 61T, A— br 7 ZEHR
(A= NVHEETDHIREELITVET,

TREORETIE, 1807 HMED L <IEAR— b a7 A XDT70%I2E# L725E1C, Mailtr
—/3—(192.168.1.251) # £ H L TA— k 2 7/ Zmgr@example.co.jpll &5 L7,
EESINDA—NDOY T V=l FPROEEEA—NT R A R— ka7 OEEFTIET,
TIHHRFREFORENKBINET, A—VDOY T V=7 MIldportlog TTY_ &5, %[E
FA—)LT R R Zidportusr@ “KEEEBDHRA N” . “B—ANRAAL L7  HR—bnr
TIEA—=NVDRM 7 7 ANV E L TEHESNET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

6. ¥ U TR — F20SYSLOGH 712 ONIZERE L, BEHX SR D A v — U N1 &
BHIEIZSYSLOGY — N—ZEBFEND L HICEELET, I, A— a7z EHN
WA= VEET ODRELITVET,

TRIOBETIE, 1800 D L IIA— ka7 ¥4 XDT0%I25E LIZ 412, Mailtr
—/3—(192.168.1.251) % #&H L TR — bk 1 7 %A userl@example.co.jp &
user2@example.co.jplZ ik LE 9,

userl@example.cojplZiEET DA — /L, 7 V=7 +%& “Server Status” . A—/b
%{E# % smartcs@example.cojpd L £,

user2@example.cojplZiEET D A —/L, V7 V=7 +% “Data-Center Server” .
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A — Vik{E#H & smartcs@example.co.jp & L £,
R— b ZE A= VORI L TEE L E T,
set logd tty 2 syslog on
set logd tty 2 sendlog mail interval 180 ratio 70
add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251
set logd tty 2 mail 1 type body
set logd tty 2 mail 1 subject "Server Status"
set logd tty 2 mail 1 sender smartcs@example.co.jp
add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251
set logd tty 2 mail 2 type body
set logd tty 2 mail 2 subject "Data-Center Server"
set logd tty 2 mail 2 sender smartcs@example.co.jp

7. 2V 7 VAR — F3OSYSLOGH! ) Z ONIZERE L, BEa B 0 A v b —I R s
L EIZSYSLOGH —_—ZiXEEND KO ICRELE T, SHIT, A— e s &2 e
WZFTPRE T D RELITVET,

TREOBRETIE, 1805 MES L IR — ka7 A XDT0%IE# L=Ga1c, FTPY
—/3—(192.168.1.252) Dloguser LIZFTPE L £ 9,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 192.168.1.252 password

[password A JJ]

8. U 7 LAR— FOSYSLOGH /) ZONIZRE L, B SRGRO A v v — Ui sh
L EIZSYSLOGH —— 2k fE D K 9t %EE LET, 61T, A—btr 7 zEHr
WZFTPAET O REZITVET,

TREOBETIE, 1800HES LIIA— ha /¥4 XDT70%I2#E L1-5Ea12, FIPY
—/3—(192.168.1.252) Dloguserl & loguser2(Z FTPi%{E L £,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 192.168.1.252 password

[password A /7]
add logd tty 4 ftp 2 loguser2 192.168.1.252 password
[password A /7]
9. YU T NR— 5 L6ONFSZONIZHRE L, BHAGEERDO A v —URH SN D E

(ENFSH—"—IZRfFEND & O ITHRE Li?‘
set logd tty 5 nfs on
set logd tty 6 nfs on
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4.8.4 R—bOVRELEEREFENER

R— b a7 ORI & RFRE

« R— P —R—3RE

- AR RS ~ DB 1A
« R— b2 —HP—j : 72 L (default)
< R— h m SRATSE

EETHREICOWVTHALET,

XA L7 FE— K (default)
: Telnet / —~ /L& — R (default)

: FLASH(AR— MBI RIRFA B2 L H)

< N— ko SR AR RE : OFF (default)
[(#ErX]
BER Xt R ER BEtRT R
Telnet95A4 7k L]
192.168.2.1
192.168.1.100
192.168.1.254
192.168.2.254
K 4-7 R—FOJREFEAEERER=EDER
[(REEDETE]

set

set
set
set
set
set
set
set
set
set

set hostname SmartCS

ipaddr eth1 192.168.1.100/24

logd output flash

logd tty 1-4 log on size 500
logd tty 5-8 log on size 1000
logd tty 9-12 log on size 1500
logd tty 13-16 log on size 2000
logd tty 17-20 log on size 2500
logd tty 21-24 log on size 3000
logd tty 25-28 log on size 4000
logd tty 29-32 log on size 8000

create ip route default gateway 192.168. 1. 254
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[ERE D]
1. REEE D4 FTIZSmartCS, LAN1IOIPT KL A L Xy b~ A71(2192.168.1.100/24, 7
7 /b hb— R Z2192.168.1.254% % E L7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. A— ba VOREFEEZRAMD O FLASHIZA R LE T,
set logd output flash

3. VUTNR—MEOR— b S ORERKEEREZ TROLIITHELET,

VUTNR—=F 1~4 OFR— bo VORGERE : 500Kbyte
YT IAR— K 5~8 DFR— b u V DIRFER & : 1MByte
SUTIR—F 9~12 DR— b o FORERE : 1.5MByte
U TR — b 13~16 DR — b F OIRIFEE : 2MByte
U TIR— R 17~20 DR— b o FORGER & : 2.5MByte
U TR —F 21~24 OR— bV ORGER & : 3MByte
U TIVR— |k 25~28 DAR— b v VS ORIGERE : 4MByte
DU TR — b 29~32 DR — b o FORIERE : SMByte

set logd tty 1-4 log on size 500

set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000
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4.8.5 R— FOJREREDFEILEER— FF—N—A Z 2 —DRTOHNLE

— b ZRFEREOIFEILE RN — =N A =2 —DOERREZIMIET HREIT OV TR

l_/\iﬁ—o
c R— N — R B XA L7 E— R (default)
B R Geb dm ~ DB 7 14 : Telnet / —~/LE— K (default)
R— P —R— A =0 — : OFF
. T k= — 9 —383 : 72 L (default)
N DL
R b 1 Z R RE : OFF (default)
(& E]
ERNSME | | BENRES
TelnetoS A7k ?ﬁj AT
192.168.2.1 = e e
Ns-2260 [¥E @ = :
P : { 1921681100
; L 192.168.1.254
I
[T 1921682254
4-8 R— bOYVREBEDELLER— b —N—A =1 —DOFRTOHL
[EMERE]

set hostname SmartCS

set ipaddr eth1 192.168.1.100/24

create ip route default gateway 192.168.1.254
set portd menu off

set logd output off

[EREDfEER]
1. AREEE O RNZSmartCS, LANIOIPT KL R & Xy b~ A2712192.168.1.100/24, T
7 IV h— hIZ2192.168.1.254% X EL £,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R— M —R—R =2 —DFEFEMIELET,
set portd menu off

3. N— b u ZHREZXOFFIZ L £,
set logd output off
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4.8.6 K— k21— —ZRF

A—ha—HP—iEEZ ONICL T, R— b2 —P—@HIIT 7 ERATELL I TR &
RETLHZELICED VI TAR=FOEXR2 T 4 —ZED D EICDONTIA L ET,

« N— M= N—FRTE : XA L7 hE— R (default)
- B G aR ~ DB T 1k : Telnet / —~/LE— K (default)
c R— b — Y —3; DY
(7' A A% T HERE ON)
c R— b o SRES : RAM(default)
- AR— b~ u SRR : OFF (default)
(B RE]

BENRME | | BERmE
Telnet?S 47k A A

192.168.2.1 T

NS-2260 |« T

login: E

. | —

User | Access Port
user01 | 1-12
user02 | 13-24
user03 | 25,27,29,31

login:

192.168.1.254

N—%
: : : [ T 192.168.2.254

4-9 KR—ba1—H—5E;

[(REEDEE]
set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set portd auth basic

create user userO1 group portusr password
[password A 73]
create user user02 group portusr password
[password A 73]
create user user03 group portusr password
[password A #1]

set user user01 port 1-12
set user user02 port 13-24
set user user03 port 25, 27, 29, 31

set logd tty 1-32 Istamp on
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[EREDAEER]
1. AREEOLFIZSmartCS, LAN1IOIPT KL A L Xy b~ A7(2192.168.1.100/24, 7
7 /b hb— R Z2192.168.1.254% % E L7,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. R— b2 —HP—FIEEZONIZ L 7,
set portd auth basic

3. F— h 2 —Y—FFETHEAT 2R — b —H% —(user01~user03) Z {Ek L £ 7,

create user user01 group portusr password

[password A JJ]

create user user02 group portusr password

[password A JJ]

create user user03 group portusr password
[password A JJ]

4. R—ha—HP—NT7 7 EATELHV VT IVHAR—FERELET,
userOLiX s U 7 bAR— FD1-12, user02iL VU 7 /LA — hD13-24, user03iL U 7 /v
R— b ?25,27,29,311C7 7 L ATE HHEMREREL T,
set user user0O1 port 1-12
set user user02 port 13-24
set user user03 port 25,27,29,31

5. YU TR — F1~32~DR— hx—HF—pnua /A /a7 7 h&R— o 724
HadA AR T BRI LET,
set logd tty 1-32 lstamp on

create user 2 ¥ R T port 7/ a VEEETLHE, =2—HF—DEkE U 7 LA — |
HIRA 1 oD~y RCIFLET,
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4.8.7 SSH/XXJ— K (Basic) 83

AREBARBE LT, SSH 7 547> Fr 6320 — K(Basic) i CREMR RIS T 7 &

AT B IR RREICHOWTIA L 9,
FRIEFNT Telnet 7 74 7 > FbRIRIZLTWET,

CR— R
- BAR AR IR~ DB T 1

« SSH H— /N —FRE

1 7NA T — K (Basic) i3

XA L7 hE— K (default)
: Telnet/SSH / —~ /L E— K

« N— h2— P —383 oL
C R b m SRR : RAM(default)
« R— b a JiEERERE : OFF (default)
- AAEE D SSH H— /31— R
[(#ErX]
EENgmE | | Bassms
Telnet/SSHOZAT7 b A A ?
192.168.2.1 S i
Ns-2260 | i

192.168.1.100

JL—43

192.168.1.254

T 192.168.2.254

/SR —R(Basic)sR5E

4-10 SSH /SR — K(Basic)s2:E




4F HERE

[EMERE]

set hostname SmartCS
set ipaddr eth1l 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set sshd auth basic
create allowhost all service portd sshrw all

set portd auth basic

create user user0O1 group portusr password
[password A #1]

create user user02 group portusr password
[password A 73]

create user user03 group portusr password
[password A#]

set user userO1 port 1-32
set user user02 port 1-32
set user user03 port 1-32

enable sshd

create allowhost all service sshd
set user somebody password
[password A A]

(D]
1. REEOAFNZSmartCS, LAN1IOIPT KL A & xy h~A7(2192.168.1.100/24, T
7 IV h— F1Z2192.168.1.254% % EL £,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHORGE S KA /A U — R(Basic)iGEICHE L, £ TH ¥ U 7R — hDSSH/ —~
NE—RIZ, BTOFRY NT—=I T RLANSLT 7B ATELLIICHELET,
set sshd auth basic
create allowhost all service portd sshrw all

3. R— ha—HW—GRIAEZONIZ L 7,
set portd auth basic

4. F— b2 —P—FEFECHE AT 2R — b =—H—(user01, user02) % 1Em L 9,
create user user01 group portusr password
[password A 77]

create user user02 group portusr password
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[password A /7]
create user user03 group portusr password

[password A /7]

R h = =RNT I A TEL VYT AR— FERELET,

user01~user03/Z, ¥V 7 /AR —F1~3212T7 7 F AT 5 L HITHEREHRELET,
set user user0O1 port 1-32
set user user02 port 1-32

set user user03 port 1-32

CSSHZ SA T v b ARERBIIr A4 TEH LT, KEBOSSHY — R N—DHRTEL

ITWET, REEOSSHY — =2 G, BTORy U =77 L A5 AR E
DSSHY —N"—{ZT7 7 A TE DL OICRELET, KRIS, ALEIREINLTND
B 2= —DRRAT— REFELTLLIEEN,

enable sshd

create allowhost all service sshd

set user somebody password

[password A /7]

[+ ]

ALEE O TG OFRE L, RLEED Telnet — N— LR — b —_"— {282 TDOX v b
V= MH7 7 EATEDLLIICRESNTVET X2V T 4 —%2 "D 5H720IZ, Telnet
77 AZHIRT 25 AIIE,. TRROa vy F2RIT LTI IEEN,

delete allowhost all service telnetd
delete allowhost all service portd telrw all
disable telnetd



4F HERE

4.8.8 SSH 2AEA%E (Public)#83

AREEE B LT, SSH 7 74 7 v b5 A (Public) i83E CEAR SRR T 7 & R
a‘éﬁz&éﬁf;;&fﬁ IOWTEAL 9,

REHNL Telnet 7 F A4 7 b bR

« R—= b= —FRE
BEH 6T Gt o “\@Tﬁff%jﬁpﬁ
* SSH H— " —FGiE
« R— b2 —H—
< R— h v SRAFSG
H— || G
- AHEE D SSH Hr— 3 —

(#ERE]

LTWET,

A4 L7 hE— F(default)
: Telnet/SSH / —'?}V:E— N
s NBREE (Public) 383

HY

: RAM (default)

: OFF (default)

¥R

Telnet/SSHOYSA 7k
192.168.2.1

login:

login:

NS-2260 IW B=

BRI RMHR BERXREESR

A— A —

T

192.168.1.100

192.168.1.254

[ © 192.168.2.254

/\Fiﬁﬁ_(PUbhc)uun

4-11

SSH A Bf#2(Public)FREE
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[EMNE%E]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth public
create allowhost all service portd sshrw all

set portd auth basic

create user user01 group portusr password
[password A A1

create user user02 group portusr password
[password A #1]

create user user03 group portusr password
[password A A1

set user user01 port 1-32
set user user02 port 1-32
set user user03 port 1-32

set user user01 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaC1yc2EAAAABIWAAAIEAVSIc

AAAAE2V jZHNhLXNoYT I tbm| zdHAYNTYAAAATbm | zdHAYNTYA
AABBBI 1tUwO IQLHfZEYM1F72v INrkUGb292QZ 1 934YgJ928gY
KBp4F9PY2 | JhBkGFvtmCETWD4e i /01gkoWT00o8YZuY= test

set user user02 sshkey public ecdsa—sha2-nistp256

AAAAB3NzaC1yc2EAAAABIWAAATEAVSIc

AAAAE2V jZHNhLXNoYTItbm|zdHAYNTYAAAAIbm|zdHAYNTYA
AABBBI1tUwOQLHTZEYMTF72v INrkUGb29aQZ1g34YgJ928gY
KBp4F9PY2 | JhBKGFvtmCEfWD4ei/01agkoWT008YZuY= test

set user user03 sshkey public ecdsa-sha2-nistp256
AAAAB3NzaG1yc2EAAAABIWAAATEAVSIc

AAAAE2V jZHNNLXNoYTItbm|zdHAYNTYAAAATbmIzdHAYNTYA
AABBBI1tUwOIQLHTZEYM1F72v INrkUGb29aQZ1934YgJ928gY
KBp4F9PY2 | JnBKGFvtmCEfWD4ei/01gkoWT008YZuY= test

set user somebody sshkey public ecdsa-sha2-nistp256
AAAAB3NzaC1yc2EAAAABIWAAATEAVSIc

AAAAE2V jZHNNLXNoYTItbm|zdHAYNTYAAAATbm I zdHAYNTYA
AABBBI1tUwOIQLHfZEYM1F72v INrkUGb29aQZ 1 g34YgJ928gY
KBp4F9PY2 | JhBkGFvtmCETWD4e i /01gkoWT00o8YZuY= test

enable sshd




4F HERE

create allowhost all service sshd
set user somebody password
[password A A]
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(BT DRRER]

1. AREE DA

7 4V hb— MZ192.168.1.254% 5 E L £ 77,

SSH DF v uJ‘.EjjAt % N Fﬂﬂ %(Pubhc) G

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth public
create allowhost all service portd sshrw all

K b —BFEZONIC L E T,

N— b2 — =R+ 5 R — b2 —H¥ —(user01~user03) Z 1k L £,

set portd auth basic

create user user0l group portusr password
[password A JJ]
create user user02 group portusr password
[password A JJ]
create user user03 group portusr password
[password A JJ]

5. R—ha2—HV—NT IV BRATEELITNVR—FEHRELET,
user01~user03/%, >~V 7R —F1~32ICT VB ATEDL L I)ITHERREZREL 7

6.

R— b

set user user0O1 port 1-32
set user user02 port 1-32
set user user03 port 1-32

2—F—fFIZSSHZ 74 7> b CIERL L= AR B6 L E 7,

set user userOl sshkey public ecdsa—sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVSIc

AAAAE2V jZHNhLXNoYTItbmlzdHAyNTYAAAAIbm] zdHAyNTYA

AABBBI1tUwO1QLHfZEYM1F72vINrkUGb29aQZ1q34YgJ928gY
KBp4F9PY21 JhBKGEvtmCEfWD4ei/01qkoWT008YZuY= test

set user user02 sshkey public ecdsa—sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVSIc

AAAAE2V jZHNhLXNoYTItbml zdHAyNTYAAAAIbm] zdHAyNTYA

AABBBI1tUwO1QLHfZEYM1F72vINrkUGb29aQZ1q34YgJ928gY
KBp4F9PY21 JhBKGFvtmCEfWD4ei/01qkoWT008YZuY= test

set user user03 sshkey public ecdsa—sha2-nistp256
AAAAB3NzaClyc2EAAAABIWAAATEAvVSIc

AAAAE2V jZHNhLXNoYTItbml zdHAyNTYAAAAIbm] zdHAyNTYA

AABBBI1tUwO1QLHfZEYM1F72vINrkUGb29aQZ1q34YgJ928gY
KBp4F9PY21 JhBKGFvtmCEfWD4ei/01qkoWT008YZuY= test

SmartCS., LAN1DIPT FL R &3y b~ A 712192.168.1.100/24,

=

ICREL, &2 CHO Y TR — FDSSH/ —~ /L
F—RNIZATDORY NT—I T RL AWML T 7B ATEA L5 ICERELET,



4F HERE

7. SSHY A7 v MinbAREEICO 7 A U TELH LI, KEEDOSSHY —"—DORESL
ﬁwiﬁoﬁ%E@%H#~A~%ﬁﬁ L. AREEDOSSHY — R—IZ2TOXRy Y
— T RLVAMLT 7 BATELXOICHRELET, KEIC, REEICREINLTVD
0 A4 a—PF—DNRAT = REFHELTIIEIN,

enable sshd
create allowhost all service sshd

set user somebody password
[password A JJ]

8. ARIEE D 2 — Y —(somebody)IZSSHZ 7 A 7 > b THERK L7 /AB#EAZ Bk L £ 7,
set user somebody sshkey public ssh—rsa AAAAB3NzaClyc2EAAAABIWAAAIEAvS5Ic
URdW4mvc+FTIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVNJ jnDw730HKp0gnSZ jOUdq1 JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

[ E]
AEEE O TR RO EIL, AEE O Telnet —/3— LR — b — =& THOX v b
V=T RLAMWLT ZJEATEDLLDIIRESNTVET, EX=2 T4 —Z2mDLT
WIZ, Telnet 77 B A ZHIFRT 25E121L, Fib@a~vr FE2FTLTIEIN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

SSH 7 74 7~ MR CTRMH#EZAERT 5 51EF, 48 B SSHOSA47 VYT FD
ARG ZzZRLTIEE0,
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4.8.9 R—rtLY bERE (R—Fo—n\—0DtL Y FE—F) OEE

A—hrEL 7 MEREKR— h—"—Dt L7 FE— ROEREIZOWTHA L ET,

« A= MY N—ERE BV FE—F
- BERI G aR ~ OB 1k : Telnet / —=</LE— K (default)
« A— b=z —H¥—583 :HY
« IR— ko JRTESE : RAM(default)
- N— b o JHERERERE : OFF (default)
(]

B R iR B R

Telnety 547k '3‘ (. A
192.168.2.1 NS=2260 T

|2 : N B\ i e

login: \ :,, 23
f—‘ i 192.168.1.100

login:

192.168.1.254

I -
[T 192.168.2.254

...................................

4-12 KR— b LY bEE(R— b —N—DE LY FE—F)

[EMNERE]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set portd connect select

set portd auth basic

create user user01 group portusr port 1-32 password
[password A #1]

create user user01 group portusr port 1-32 password
[password A #1]

set portd tty 1-32 cmdchar 01

set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2




4F HERE

(R DfiEER]
1. REEOLFNZ SmartCS.LAN1 DO IP 7 KL A LRy h <A 712192.168.1.100/24,
T 7 4V hb— RZ 192.168.1.254 3% E LE T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. "—hrEL 7 MEREEZEDCLET, m— b —_—DEHET— F% select IZAFE L
i‘g—o

set portd connect select

3. A— hax—H¥—3FE% ON IZL £,
set portd auth basic

4. R— b2 —HPF—FBRECHEHAT H AR — b2 —H —(user01 & user02) % 1ERk L £7°,
A= b= IV TAR—F 1~32D7 7 B AHEEZHE L ET,
create user user01 group portusr port 1-32 password
[password A /7]
create user user02 group portusr port 1-32 password

[password A /7]

5. YU T NR— P 1~32ZHR— b — "= A =2 —DUFELFa— Ry v a R
Fra— R) & LT 0x01[Ctrl-Al & %4k L £ 97,
set portd tty 1-32 cmdchar 01

6. HLVTNR—= MTTNVERELET,
set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-L3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2

4-91



4-92

4.8. 10RADIUS #REMDERE (BAKTE)

AAEEDO T Y T NVR— MZT 7 8 AT 5 AR — h2—%#—% RADIUS#GE Y —/3—/RADIUS
THY Y bYA= T Y D EAR LR EIC OV THA L ET,

< N— M= N—FE : XA L7 hE— F(default)
fﬁﬂ%’& /\@i‘%mﬁﬁ& : Telnet / —~/LE— K (default)
V— b — Y —3RE :HY

. n“\ kv 7 RAFSE : RAM (default)

« R— ko R EERE : OFF (default)

CWRRE/ T A e han : RADIUS

716“‘ I\ :L‘—‘“H:‘—‘@%L RADIUS A nIE Li‘a—
(4’%%:"“‘%*‘ & %%%fil‘—ﬁ— j: = *‘jJ/I/nLA nIE)

[(#ERE]

RADIUS RADIUS
ERXMRESE BRI RER H—\1 H—/\2

192.168.1.252  192.168.1.253

Telnet/SSHYZA 7k A {1 A {1
192.168.2.1 T : T H I:Jj
-] Ns-2260 |0 | == ==

login:
192.168.1.100

login:

192.168.1.254

i ] IL—25
[ 7 1921682254

X 4-13 RADIUS GBEEHEE/RADIUS 7 h ™ > MERE(EARER)




4F HERE

[EMNE%E]

set hostname SmartCS
set ipaddr eth1l 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set user root password
[password A 73]

set user somebody password
[password A A]

set portd auth basic

set auth mode radius

set auth radius server 1 addr 192.168.1.252
set auth radius server 1 key password
[—2 Ly FF—AHN]

set auth radius server 2 addr 192.168.1.253
set auth radius server 2 key password

[—o Ly bF—AA]

set acct mode radius

set acct radius server 1 addr 192.168.1.252
set acct radius server 1 key password
[—2 Ly FE—AHN]

set acct radius server 2 addr 192.168.1.253
set acct radius server 2 key password

[—2 Ly bFx—AA]
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(R DfiEER]
1. REEOLFNZ SmartCS.LAN1 DO IP 7 KL A LRy h <A 712192.168.1.100/24,
T 7 4V hb— RZ 192.168.1.254 3% E LE T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. o —P— L EEEH —F— (I — IV CRRAEL £,
— L —H—D somebody & FEEE L —H —D root IZ/NAY — REFRELE7,
set user somebody password
[password A J7]

set user root password

[password A J7]

3. R—ha—V—BAEZHIZLET,
set portd auth basic

4. BWIESHKNERADIUSHRGEY A7 v FOBREERB I 2WVET,
RADIUSH—/,3—1]2192.168.1.252. RADIUSH#—/3—2(2192.168.1.253% %4k L ¥
T, WEAR— MIF 740 FDO1812ELZFIH L ET,

set auth mode radius
set auth radius server 1 addr 192.168.1.252
set auth radius server 2 addr 192.168.1.253

5.RADIUS#FEY 7 A4 T > "B RIS L —27 Ly bR —2 BB L£T,
RADIUS fBREY — \—ZBER LT — 7 Ly PR —ZREL TLEIN,
set auth radius server 1 key password
[>—2 Ly Fx—AJ]]
set auth radius server 2 key password

[v—7 Ly ¥ —AT]]

6. 7 hFRERADIUST AV Y v FA4 7 NOBREEITWVET,
RADIUSH—,3—1(2192.168.1.252, RADIUSH—/3—2(2192.168.1.253% %k L =
T, THUY FAR—=MIT 74 DO1813F %A L £,
set acct mode radius
set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253

T.RADIUS 7 U b2 AT bBFIAT D —27 by bR —&8EkL 7,
RADIUS 7 U v b — = LIz —27 Ly hF—%2FHEL T E I,
set acct radius server 1 key password
[—27 Ly h&F—AJ]]
set acct radius server 2 key password

[v—727 Ly F%—AJ]]



4F HERE

[RADIUS Hr—/N\—lDE&E]

RADIUS —R—Da—P—ERT 7 A MIRET D7 b Ea— MiIZFELHEH L ET,
AIEE NFEFE T & D RADIUS 22— —4 O KL FRIL 64 LFTT,

#t R— ka1 —H— (user01)
user01 Password = “user01”,

# R— b1 —H— (user02)
user02 Password = “user02”,

B AEEIIZIELET Y Ea— kD95 b User-Name & Filter-Id D& fiFR L £ 37,
LERST, LTFOLEdRT M Ea— N CHLERTAZENTEET,

t R— k21— — (user01)

user01 Password = “user01”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600

# R— ka2 —4— (user02)

user02 Password = “user02”,
Service-Type = Login,
Login-Service = Telnet,

T RUE=2— FOFEMIT (48 C 7 rJYEa2—FERADISERIEE " 7hHD Y bH—nN—5&
Efl 2L TIIESI,

22— — T N—T %P &/ 5 create auth access_group =~ > K1 X ¥ set auth radius
server {root | normal | portusr } filter id_head =~ FEAMEEICRE L TV RWEES
I%. set auth radius def_user =~ RO EMEIZHE > T — P —DORGELEEI TV E T,
set auth radius def_user =~ R E SN TWRWEEIX, RADIUS #BREH—/3—T
WikEshlza—H—DHrb, 2—HF = N —T5ETCE RN —P— (TR — bz —H—
ELTHRW, 2 TOVITAR—MNIT 7 EATEDMHBEEZS LET, set auth radius
def user none &% EINTWNDGAIL, Y2 —HF—DT7 7 RFELTINET,

e — R B — Y — % RADIUS LY — S— CTRIAT 2HA, H— ha—
PoATT 7R AEFFAT 52U T AR— NERET 2HEE, WS- VUBEO [4.8.11
RADIUS SREEHERE/RADIUS 7 717 > MMEEEDERIE (S ABRSE 1:Filter_id_head)] & [4.8.12
RADIUS SREEHERE/RADIUS 7 7175 > MEEEDERE (BRRE 2: 7 ¥ £ R T IL—E > J#Ee) |
EBRL TSN,
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4.8 . 11RADIUS #REMERTE (AR 1: filter_id_head)

2‘:%%&:77'{2%@—6;“—‘5“—%\ RADIUS muu "j-‘—/\“—/RADIUS 777:7]7-/ I\‘H_“—/\‘—‘
T BT IREICOVTHHALET,

Z OFITIE RADIUS §BREY — N— T2 — " —FBEEZ T\, il — "= HEE S TL
% Filter-Id 7 F U B 2 — MEIZ X o Tk o — - — 3 dEE ﬁ:~ﬁ~/#ﬁ~%~ﬁ
— h 2= —DOWVTNNTHLINERETHHEICOVTRMLET, A— hax—H%—
W7 7 BATELV Y TR — %ﬁlmf%é%ﬁ@k@\mwlmvu7wﬁ~h1~
10 (12, user2 (£ U 7 /LR — b 20~30 (27 7 & A 0] 7 ENIAKRFRE&EAT 9 & AFR T3, E ~
DR— b a2—HF =D U T IR— D7 7 & AT RADIUS #REFH— S—IT Filter-Id
7hIbEa—MEELTHRELET,

« B— F Y — N : XA L7 bE— K(default)

« BRSO RIS ER ~ D REGE T 1 : Telnet / —~ /L& — K (default)
- AR— h 2 — P —3GE B

Nl NN /g Y e : RAM (default)

- N— b o ZlR AR RE : OFF (default)

CERFE/ T AU RS ban : RADIUS

T RCO—H —% RADIUS FEFEL £ 77,
VYT NE—NOT V& AREX RADIUS FREEH— N

TRELET,
22— =T N —TNEEETE VN —— X7 /&
AEESLET,
(R ]
RADIUS RADIUS
BRI R BRI R AN H—\2
Telnet/SSHYS A7k /:am /:a — 192.168.1.252  192.168.1.253
192.168.2.1 i T H
] Ns-2260 | Cl
T { 192.168.1.100
H login: :
192.168.1.254

I ; L—4
[ T 1921682254

K 4-14 RADIUS S2:T#4E/RADIUS 7 H ™y > k#ke(filter_id_head)




4E &[iE

RIE

[EMNE%E]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set portd auth basic

set
set

set
set
set
set

auth
auth

auth
auth
auth
auth

mode radius
radius retry 5

radius server 1
radius server 1
radius server 1
radius server 1

[—P Ly bE—AA]
set auth radius server 1

set
set

set
set
set
set

auth
auth

auth
auth
auth
auth

radius server 1
radius server 1

radius server
radius server
radius server
radius server

[—o Ly bF—AA]

set auth radius server 2

set
set
set

set
set

set
set
set
set

auth
auth
auth

acct
acct

acct
acct
acct
acct

radius server 2
radius server 2
radius def_user

mode radius
radius retry 5

radius server

1
radius server 1
radius server 1

1

radius server

[—O2 Ly bF—AA]

set acct radius server
set acct radius server
set acct radius server
set acct radius server

[—2 Ly hF—AA]

addr 192.168.1.252
port 1645

timeout 10

key password

portusr filter_id_head NS-2260_PORT
normal filter_id_head NS-2260_NORMAL
root filter_id_head NS-2260_R0OOT

addr 192.168.1.253
port 1645

timeout 10

key password

portusr filter_id_head NS-2260_PORT
normal filter_id_head NS-2260_NORMAL
root filter_id_head NS-2260_ROOT
none

addr 192.168. 1. 252
port 1646

timeout 10

key password

addr 192.168. 1. 253
port 1646

timeout 10

key password
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[ERE DEEER]
1. AEEOLFNZ SmartCS.LAN1DOIP 7 KL 2 LRy h~2Z712192.168.1.100/24,

T 7 4V hb— RZ 192.168.1.254 3% E LE T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

A= b —F =i AN L ET,
set portd auth basic

. PREE R E RADIUSEREE Y A4 7 POREEITWVET,

RADIUSH —/3—112192.168.1.252, RADIUSH—/3—2(2192.168.1.253 % & &k L &
T PREAR— MZIX16456F 2R EL £,

set auth mode radius

set auth radius server 1 addr 192. 168. 1. 252

set auth radius server 2 addr 192.168.1.253

set auth radius server 1 port 1645

set auth radius server 2 port 1645

. RADIUS DIL\HIE7 7/])7/ I‘T*”ﬁﬁjﬂé =7 Ly ]‘9"( %y_\zﬁbijﬂ

RADIUS JBFFE— N —IZB K L72v—27 Ly hF—ZRELTL I,
set auth radius server 1 key password
[>—7 by F¥—AT]
set auth radius server 2 key password

[>—7 Ly h¥—AJ]

. RADIUSFRGEZ 7A T DU FTA IR A LT U MEZRE L ET

U RNIAMEE R, XA L7 7 Mz 10 IZRELET,
set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

R AEEE A — Y — 2T D 72O O — Yk 2 Rk L E T,

RADIUS GRGEV — =L@ & L5 Filter-ID 7 b VU B = — b O SEEECTFFI N
NS-2260_NORMAL 72 & [F— = —H%— NS-2260_ROOT 7z & |45 F = — 1 —
LEEBI 5 X 91T set auth radius normal/set auth radius root =~ FEZRELET .

set auth radius server 1 normal filter_id_head NS—-2260_NORMAL

set auth radius server 1 root filter_id_head NS—2260_ROOT

set auth radius server 2 normal filter_id_head NS-2260_NORMAL

set auth radius server 2 root filter_id_head NS-2260_ROOT



4F HERE

7. 7J_\9"— }‘:L“—"j-“—%ﬁgh%ljj—é f:&b@;“—ﬂ- n&%lj%%%ﬁ Li‘é— RADIUSuAu niE‘H_"_/\
—n BB I N A Filter-ID7 Y B = — b ORIEFFHNANS-2260_ PORTZA & 1EA

— ha—VP— #8195 KL 9 Tset auth radius server portusr 2~ FZHE LE7,
set auth radius server 1 portusr filter_id_head NS—2260_PORT
set auth radius server 2 portusr filter_id_head NS—2260_PORT

TR AZHFATLY Y T AR— 11624 %R — b2 —HP =R ET HHA I
RAMUSMH%~N—%@Fm@ﬂ)7buE:~%@WNsmaumRm1&M”
ERE L E T, NS-2260_PORT O X 9 (ZFEFORLHEH N W GE, AREEILTXTO
SUTIR—=NIT I BATEXAHEREZFELET,

8 A— P — TN —TPETERNL—F—DT VA FiEERELET,
a—YP— TN — TN E T & 2 WA (Filter-ID 7 kU B = — k2% RADIUS RGFY-—
NN BIEH S NRWEAR, Filter-ID 7 b U B a2 — MERSALEE T T 2>
=~ NOLZENZ, ZDO2—F—DT 7 AREREN 5D X 51T, set auth radius
def user =~ R&ZEITLE T,

set auth radius def_user none

9. 7 X ERADIUS 7 AV b7 ATV NORELXITHVET,
RADIUS #—/3—1 (Z 192.168.1.252, RADIUS ¥ —/3—2 (2 192.168.1.253 % &k
LET,
THT Y RAR—=MIIX 1646 FEHREL F T,

set acct mode radius

set acct radius server 1 addr 192. 168. 1. 252
set acct radius server 2 addr 192.168.1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10.RADIUS 7w v 7 IA 7 FTHT 53— Ly FER—%BEkLET,
RADIUS 7 U v FH—R—T&GK LT —7 Ly FF—ZRZEL T XN,
set acct radius server 1 key password
[v—27 Ly F—AT]
set acct radius server 2 key password

[>—7 Ly F¥—AM]

[ ZE]

AAEE | IALEE N D 17— B LERFEF—RADIUS RFEDIEE T — P —FBAEE TV E T,
—fx—% —% RADIUS #iEd 258 1L. AEENITBEFR SN TV D — K —F—ZHIER
T35, b L<IE, RADIUS = N—|ZBERK LIZ/NAT— RERRDNRNAT—REFRT L
TLEE, a2 —F =D/ AT — RRBEIN TV WEEE, RSAT— R ¥ —
VEFR—EANDTETTAREBREOD —IVRIECHR L A VAFREE R FT O TIHE
BLEEY,

BEEHLZ—F—ToOr /A X su 2~ RETRELERETT, RADIUS H— 3 — 2%
FRLTZNRRAT = RERRDNAY — FEEEEH2 — P —CRELTIESWN, 2L
HEEAL —Y —(root) T — k2 — VP — L B VHIERT S Z LiIXTEEHA,
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[RADIUS Hr—/\—IlDE&E]

RADIUSnAu nLE‘H_“—/\”—@:L"—'H-"— 77/],/1/ LE&E#%T }\ ) Eo— h{ﬁj%uaﬁ L/ij_
AIEE INFREET & 5 RADIUS = — W —4 DR KCFEIX 64 CFTT,

# R—r1—H—D&HKF

portuser01 Password = “portuser01”,
Filter-1d = “NS-2260_PORT1-16" ,
t 12U F7ILR—FA-16) 279 X ETHE

portuser02 Password = “portuser02”,
Filter-1d = “NS-2260_PORT5-9, 20, 24" |
# 1) 7ILAR— (59,20, 24) 1279 = AE[HE

portuser03 Password = “portuser03”,
t 1 CDBE. REBDOHRTEM set auth radius def_user none THY . HD.
t A—H—RBINEETETLLDT, COI—HF—DF7 I ERITEEINET,

t —M1—H—DEHF

somebody Password = “network”,
Filter-1d “NS-2260_NORMAL” ,

abc01 Password = “abcdef”,
Filter-1d = “NS-2260_NORMAL” ,

t XEBEEI—Y—DERK

root Password = “admin”,
Filter-1d = “NS-2260_R0OT” ,




4F HERE

B AEERIIZELEZT b Ea— hD 95 5 Username X° Filter-1d ® A% iR L £ 97,
LERST, LTFOLERT M Ea— N CHERETAZENTEXET,

# R—ba—H—0%EHF

portuser01 Password = “portuser01”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-1d = “NS-2260_PORT1-16"
8 12 FIUR—bA-16)IZT7 U X A[RE

portuser02 Password = “portuser02”,
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-1d = “NS-2260_PORT5-9, 20, 24"
Filter-1d = “access. include. filter-A”"
# 1> 7IILAR— bk (5-9,20,24) 127 9 & R ATHRE

portuser03 Password = “portuser03”,
Idle-Timeout = 600
# 1 2DGE. REBEDRENM set auth radius def_user none THY ., N,
# A—H—ERHIBEETELLDT, ZOA—HY—DT7IERIIEEFINET,

# —B1—F— DB

somebody Password = “network”,
Service-Type = Login,
Login-Service = Telnet,
Filter-Id = “NS-2260_NORMAL”

abc01 Password = “abcdef”,
Service-Type = Login,
Login-Service = Telnet,
Filter-Id = “NS-2260_NORMAL”

P XEEEEI—H—DZ5E
root Password = “admin”,

Filter-1d = “NS-2260_R0OT”
Idle-Timeout = 600

7 R Ea— FOFEMIE 8 C 7R Ea— & RADIUSEREE "7 H Y Y —N—F&
BBl 2SR T ZSINY,
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4.8.12RADIUS #EEDERE ICARE 2 : 7V R T L—E 2V JTHER)
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ﬁ Iﬁa 77-&%?—6;"—‘5_'—% RADIUS 3% A "j-\'_/\“—/RADIUS 77717]7-/ f\"j‘“—/\“—f
TUEBT DR EIC OV TR LET,

Z OFITIL RADIUS BREY — " —Ta2—HP —GBFEZ 1TV, GE— =05k 56 1 TL %
Filter-Id 7 h U Ea— MEIZ X > T iS22 —F—DHET 57 7 BA 7V —7 BLU,
EEEHL—Y— /2 —F—/R— b2 —F =DV TNERET HHEIC OV TR L
7

K= b 2= —NT I ERATEDLL Y TAR— 2 SmartCSF 272 556 (B 1%, userl
NT 7 ATEHTY TR — ML, SmartCS1 TiE 1~10, SmartCS2 Tl 15~20 72
ONCARBREEFT S LR TT, ZOHETER— 2= —DT7 7 AT AL—T T LD
UTZNR— DT 77 AEIIAREEICHELET,

« R— P —R—3FE XA L7 E— R (default)
- AR R AR ~ DB 1A : Telnet / —~/L%E— R (default)
-T }‘:L_“'j'_‘nuu HY
k7 7R : RAM (default)
. dﬁ k& J R RE : OFF (default)
cREE/ T U T e kA : RADIUS

T ARTCO2—H—% RADIUS #BFEL £,
R—=ba2—PF—DT7 7RI N—TTL DT
NWR— NDT 7 AMEIIAREBRICHEELE T,
22— =T N —TPEFETE RN —F—IT 7

TAEHESLET,
[(#RE]
RADIUS RADIUS
BERRT AR BEARI R H—/\1 H—/\2
Telnet/SSHZS A7 Uk /:aﬁ /? — 192.168.1.252  192.168.1.253
192.168.2.1 i T

i

Iogm—‘ NS-2260 |1t

: 192.168.1.100

login:

192.168.1.254

[ & i ] i L—4
[ § 1921682254

4-15 RADIUS F2EE#EE/RADIUS 7h Y v MERE(T VR T IL—E VD)
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[EMNE%E]

set hostname SmartCS
set ipaddr eth1 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set

set
set

set
set
set
set

portd auth basic

auth
auth

auth
auth
auth
auth

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[—o Ly hF—AA]

set
set
set
set

auth
auth
auth
auth

radius server
radius server
radius server
radius server

[—2 Ly FEF—AN]

create auth access_group

create auth access_group

create auth access_group

create auth access_group

set auth radius def_user

set
set

set
set
set
set

acct
acct

acct
acct
acct
acct

mode radius
radius retry 5

radius server
radius server
radius server
radius server

[—o Ly hF—AA]

set
set
set
set

acct
acct
acct
acct

radius server
radius server
radius server
radius server

[—2 Ly hFx—AA]

_ - =

addr 192.168.1.252
port 1645

timeout 10

key password

addr 192.168.1.253
port 1645

timeout 10

key password

root radius filter_id admin_grp

normal radius filter_id normal_grp
portusr port 1-16,24 radius filter_id grpl
portusr port 20-32 radius filter_id grp2
none

addr 192.168. 1. 252
port 1646

timeout 10

key password

addr 192.168. 1. 253
port 1646

timeout 10

key password
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[FRE DRG]
1. AEEDOALATNC SmartCS,.LAN1 D IP 7 KL A L Xy b~ A 712 192.168.1.100/24,

T 7 4V hb— FZ 192.168.1.254 Z &% E LT,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

2. ﬂf“—]\l“—‘ﬁ_ mu\uﬂf%ﬁ)‘j} Li‘é—o

set portd auth basic

FREH N ERADIUSREREY 74 7 ¥ NOBEEITVET,

RADIUSH —/3—1(2192.168.1.252, RADIUSH—/3—2(2192.168.1.253% &% L %
R

FREEAR— MIT1645F 2R E L £,

set auth mode radius

set auth radius server 1 addr 192.168.1.252
set auth radius server 2 addr 192.168.1.253
set auth radius server 1 port 1645

set auth radius server 2 port 1645

. RADIUS .mpE7 TAT P TCHAT =27 Ly FER—2BELET,

RADIUS JBFFE— =28 L2 —27 Ly hF—ZREL T,
set auth radius server 1 key password
[>—2 by F¥—AN]
set auth radius server 2 key password

[>—7 Ly FE%—AJ]

. RADIUSFRGEY 7A4 T DU M T AL A LT 7 MEZRE L ET,

U NIAMEE B[R, XA L7 7 Mz 10 IZERELFT,
set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

LR EEE R — S — 2B T DT VA TN =T BB LET,

create auth access_group 2~ N T, RADIUSFEGE Y — /3 —7 Ll %1 & 41 5 Filter-ID
7 b VU B = — MEA normal_grp 72 H1F %= — —, admin_grp 72 HITEEE
— =BT LR IRELET

create auth access_group normal radius filter_id normal_grp

create auth access_group root radius filter_id admin_grp

R— b =P =% T H72DDT 7 AT N—TE Bk L ET,
create auth access_group =~ > KT, RADIUSFRZEV—/S—2 5@ %0 &1 5 Filter-ID
7 hU B =— MED grpl 726 EA— hax—H—LFBIL, U 7R — ~(1-16,24)
NDT T RVAEZHATLHEIICRELET, RERIZ, 778X 70— grp2 72 b,
U TIVR— M20-32)~DT 7 L A EFHATH L I ICHELET,
create auth access_group portusr port 1-16,24 radius filter_id grpl
create auth access_group portusr port 20-32 radius filter_id grp2



4F HERE

8 TV RAITN—TPFFETE RN —F —DORGELELZFE L 7,
TR AT =T PEEETE VA (Filter-ID 7 kU = — k23 RADIUS #GEY
—R= LA E N WEEP, Filter-ID 7 h Y B2 — FOXFH & SmartCS (2%
BRENTET 7B ZA TN =N =B LRNEE) ICFO—F—DT 7 ANRELS SN
5 X 512, set auth radius def user 2~ > R&EITLET,

set auth radius def_user none

9. 7o b HEXERADIUS 7 AU b T4 T FOREEITWVET,
RADIUS #—/,3—1 {2 192.168.1.252, RADIUS #—/3—2 |Z 192.168.1.253 % &k
LET, 7HUY bAR—MZIX 1646 HAKEL ET,

set acct mode radius

set acct radius server 1 addr 192.168.1.252
set acct radius server 2 addr 192.168.1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10.RADIUS 7AW U N7 FA4 T N CRIIT AL —7 Ly hE—% 8L ET,
RADIUS 7 U ¥ FH—R—T&GK LT —7 Ly FF—%REL T XN,
set acct radius server 1 key password
[ —7 by F¥—AT7]
set acct radius server 2 key password

[>—7 Ly F%—AM]

[(HHE]

AL I IAIERE N O 10— )VEREF>RADIUS #EFDIEE T — Y —HAF 2TV E T,
—f—H —% RADIUS ik T 25 &1L, ABEENIZEFZ SN TV D —fk—F—Z2HIkR
T500, b L<IE, RADIUS — " —CB Gk LI/ SR — RE BB AT — REHEL
TL7ZEN, —fF2—F—DORRT — RRBEHFIN TV RWEAEE, NRAT— R ¥ —
VX = ANDTET CAEEREOE — I NVBRETHRII La 7 A UBRAEEE RV ETOTIE
BELEEW,

EEEH - —Ton /A = su 2~ RETH G EETT, RADIUS ¥—/3— 2%
FRLToNAT = RERRDNRAY — FEEEEH 2 —PF—ICRELTIEEN, 2720
EEEHL— —@oot) T2 — P — L BARVHIRT L L IXTEEHA,
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[RADIUS Hr—/\—IlDE&E]
RADIUSFGEY —N—Da2—Y—FER T 7 A MIRETDHT M Ba— Mz LET,
AAEE D FRFET & 5 RADIUS = — % —4 O KT 64 LFTT,

# R—r1—H—D&F

portuser01 Password = “portuser01”,
Filter-Id = “grp1” ,
# 1S 7ILR—+(1-16,24) 1272 XA HE

portuser02 Password = “portuser02”,
Filter-Id = “grp2” ,
# 12U TFIER—F(Q20-32) 279 XAHE

portuser03 Password = “portuser03”,

# 1TCDBE. REBEDHZEM set auth radius def_user none THY . hhD.
t A—4—BANFETETHRLDT, COLA—F—DT7HERIHIEEFTENET,

t —M1—H—DEHF

somebody Password = “network”,
Filter-1d = “normal_grp” ,

abc01 Password = “abcdef”,

Filter-1d = “normal_grp” ,

t EBEBI—Y—DEF

root Password = “root”,
Filter-1d = “admin_grp” ,

manager1 Password = “manager1”,
Filter-Id “admin_grp” ,

suzuki Password = “suzuki”,
Filter-1d = “admin_grp” ,

7 R Ea— FOFEMIE (8 C 7 RYEa— & RADIUSEREE 7 Ho Y bY—N—5&
BBl 2L T ES0,




4F HERE

4.8. 13 TACACS+HRE M R TE (EAE

KIEBEDO Y T ILR— MIT 78R TEHR—

%)

T HRA BB OV THA L £,

R b AR
BEA R Spg s~ D 7 1k
o b o — R

- W— ba ZRAES

= b w2 iR
CFRRE/ T T R m A

XA L7 hE— K (default)
: Telnet / —=< /L& — K (default)

:HY

: RAM (default)

: OFF (default)

: TACACS+

A— b= —D I TACACS+RFEL £,
(e —— LR EE o — Y — X o — B LERFE)

b —#'—%& TACACS+¥#—/S—C s

(4 R[]
TACACS+ TACACS+
BER I R AR BER T RS H—/\1 H—/\2
Telnet/SSHASAF ok /:a — ? — 192.168.1.252  192.168.1.253
192.168.2.1 T :

Iogm—‘ NS-2260

login:

&

e

{ 192.168.1.100

192.168.1.254

192.168.2.254

4-16 TACACS+HgE(EAER)
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[REEDFRE]

set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set user root password
[password A 73]

set user somebody password
[password A A1

set portd auth basic

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 key password
[—2 Ly FF—AN]

set auth tacacs server 2 addr 192.168.1.253
set auth tacacs server 2 key password

[—2 Ly bx—AA]

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 key password
[—2 Ly FF—AN]

set acct tacacs server 2 addr 192.168.1.253
set acct tacacs server 2 key password
[—o Ly FF—AN]
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(R DfiEER]
1. REEOLFNZ SmartCS.LAN1 DO IP 7 KL A LRy h <A 712192.168.1.100/24,
T 7 4V hb— RZ 192.168.1.254 3% E LE T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. —fa— Y- EEEH — Y — (I — WV TREEL £,
— L —H—D somebody & FEEE L —H —D root IZ/NAY — REFRELE7,
set user somebody password

[password A J7]

set user root password

[password A J7]

3. R—ha—V—BAEEHIZLET,
set portd auth basic

4. TACACS+DFERE KRB AEFHE L ET,
PIFIX TACACS H—/3—1 12 192.168.1.252, TACACS+H—/3—2 (2 192.168.1.253
ZRET DG OBITT,
=7 by hF =X TACACS+H— _—{TBE LI F —ZHE L T EIN,
set auth mode tacacs
set auth tacacs server 1 addr 192.168. 1. 252
set auth tacacs server 1 key password
[—2 Ly hx—AN]
set auth tacacs server 2 addr 192.168. 1. 253

set auth tacacs server 2 key password

[v—7 Ly bF—AT]

5. TACACS+DT h v FaRELET,
VI FIE TACACS+H—,3—1 (2 192.168.1.252, TACACS+H#—/3—2 |Z 192.168.1.253
w2, G ORI T,
v—7 Ly bF =X TACACSH+H — R —|ZHFE L X —Z2REL T EIW,
set acct mode tacacs
set acct tacacs server 1 addr 192.168. 1. 252
set acct tacacs server 1 key password
[—7 Ly hF—AT]]
set acct tacacs server 2 addr 192.168. 1. 253

set acct tacacs server 2 key password

[V —727 Ly F%—AJ]]
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[TACACS+H—/\— I DEX ]

LIFIE Free TACACS+H —N—DOREFI(2—F—ERT 7 A MIRET 27 P Ea—
M)z FEH L £ T,

AZEE Y, TACACS+D = — W —FBREN ) L7212, service=smartcs &\ 5 7 b U B =

— % TACACS+H— \—|ZiEF L CTKBREZITWET, AT OREIL, TACACS+HH—

—filTlEservice7 h Ea— a2 F v 7EFTITIDERAT— RS XA ﬁZL’Cb\Z}”L
TR AEFATHHETT, ZOEHIL TACACS+Y— " —{C o —H —Ffjl| 2 5%

TR FHEADT AREEDT 7 /1 b OFE(set auth tacacs def_user portuser)iZ & U .

PREL 72— =3 R — ba—%—L L THEbIET,

ARIEBENFRIETE D TACACS+2— ¥ —Z DI K LFRIT 64 LFETT,

accounting file = /var/log/tac_plus. acct

#t R— ka1 —4— (user01)

user = user01
default service = permit
login = cleartext “user01”

#t R— ka1 —4— (user02)

user = user(2
default service = permit
login = cleartext “user02”

service 7 F U B a— FMRICEBICKETA 7T P Ea— F HEOT 2R ETIEL. HFx
REBEAERHLTNTE, OO0 a—F —EHRTEHMT LR TXET,
AEEIGKT T Y Ea— MZ OB T grp=port)iddH 52 UHOAEBEICRE STV D
PERHD ET, BRI TWARWT N Ea— h2REEDPZELESGA. B/ LET
M) Ea— MIEREINET,

# R— ka2 —4— (user01)
user = user01
login = cleartext “user01”
service = smartcs {
grp = port
]
service = PPP {
grp = abc

TACACS+H— _A—{ITIFEHDOT b U B a— b ZIEEICKT Z & L AETT,

7272 L. Free TACACS+#— =%, HHEODFE 7 M) Ba— MEERTZ LI TEES
ADTIEELES Y, BHO7 b)) Ea— FZ2iRTEAIE. FioflokHicEno7
kU = — hgrp/attrl/attr2 %) 22 F L CHHL T 7Z S0,
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# R— k21— — (user02)
login = cleartext “user02”
service = smartcs {

grp = port
attr1 = def
attr2 = xyz

J*?*ﬁ»~7%%%éﬁ%cmﬁew&am%sywpﬂVVF%K% WICRELTW
WA TE, set auth tacacs def user =~ 2 ROREMWEIHE » T2 —F — DOFRIFALE LT
zbz%iﬁ‘o set auth tacacs def_user =~ > RBFHE I N TV WAL, TACACS+H—

TRFESNza—Y—DoH, 2—F =N —TE/FETE RN —HF—%FKR— =
~—4JL ELTHWV, 2TOVITNAR—NMNIT 7 ATEDOHEREZMNGLET, ZOHE
7% normal @ E'A&’ iﬁ—“—"f“—ﬁ\/l/*—fﬁ%ﬁiﬁf“% mna— P — o — P — L LT
VN, none DGAIITEY 2 —HF—DT 7 ERAEESLET,

— R — Y= EEE I —— % TACACS+“H‘_/\~’CWEE“9’—5%/EI\%\ A—hz—H—

W27 7B REFA TV TAR— FaRET DH IR IR~—VLIEDT4.8. 14 TACACS+
HWREDRE | 22 LT ZEn,
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ARIEEIZT 78 AT Ha—H—% TACACS+¥— "—T— BT 2R EIT OV T L
£

ZOFHITIE TACACS+H— " —Ta—W—FFEE 1TV, TACACS+H— =565 T
KAHT7 M Ea—hefEOXTIZL ST, S —VF—PEHRBRTLT7 7 AT L —TE
B —Y—[— 2 — —/F— h 22— ) BLOKR— b2 —HF =D U TILAHK— b ~D
TR AMEERRIET DR EICOWTRE L ET,

K= b 2= —NT I ERATEDL LY TAR— 2 SmartCS 272 556 (B 1%, userl
NT 7 ATEHTY TR — ML, SmartCS1 TiE 1~10, SmartCS2 Tl 15~20 72
ONCAHRBREEFT S LR TT, ZOHETER— 2= —DT7 7 AT VL—T T LD
YT NWHR—= DT 7 AMEFAREEICRE L ET,

« R— P —R—3FE XA L7 E— K (default)
- AR R AR ~ DB 1A : Telnet / —~ /L& — R (default)
-T }‘:L_“'j'_‘nuu HY
k7 7R : RAM (default)
. dﬁ k7 JHR SR RE : OFF (default)
- BEE/ T HU T a kA : TACACS+

T RC O —H —% TACACS+ERIE L £,
RN—ha—HPF—DOT VAT N—FTLD VT
R— DT 7B AMIIAREERIZRELET,
A=W =T N—TRRETE RV —F—IT /&

AEHEELET,
(&R ]
TACACS+ TACACS+
BERRxT R BERRxT R H—/\1 H—/\2
Telnet/SSHYS A7k A — A —1 192.168.1.252 192.168.1.253

192.168.2.1 :

o | NS-2260 |%Ei B = . =
. | : : 192.168.1.100
H ogin: E E

192.168.1.254

& ] IL—4
[T 1921682254

4-17 TACACS+ERE(7 2 R T IL—E %)
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[EMNE%E]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode tacacs

set auth su_cmd username

set auth tacacs server
set auth tacacs server
set auth tacacs server
[—V Ly bx—AN]
set auth tacacs server
set auth tacacs server
set auth tacacs server
[—Y Ly bF—AN]

set acct mode tacacs

set acct tacacs server
set acct tacacs server
set acct tacacs server
[—V Ly bx—AN]
set acct tacacs server
set acct tacacs server
set acct tacacs server

[—9 Ly bF—AHN]

1
1
1

create auth access_group

create auth access_group

create auth access_group

create auth access_group

set auth tacacs def_user

admin
addr 192.168. 1. 252
timeout 10

key password

addr 192.168. 1. 253
timeout 10
key password

addr 192.168. 1. 252
timeout 10
key password

addr 192.168. 1. 253
timeout 10
key password

root tacacs attr grp val admin_grp

normal tacacs attr grp val normal_grp
portusr port 1-16, 24 tacacs attr grp val grpl
portusr port 20-32 tacacs attr grp val grp2
none
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[FRE DRG]
1. AEEDOALATNC SmartCS,.LAN1 D IP 7 KL A L Xy b~ A 712 192.168.1.100/24,

T 7 4V hb— FZ 192.168.1.254 Z &% E LT,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

. 7J_\9“_‘ ]\:L“—‘H_ mu\uﬂg%ﬁ)‘j} Li‘é—o

set portd auth basic

. TACACS+DFEF AR AR E L E 7,

LUFIE TACACS+H—/3—1 12 192.168.1.252, TACACS+#—/3—2 {2 192.168.1.253
EREET HGBAEOHITT, XA LT U MI10BIZEELET,
=7 by FF =X TACACS+ Y — _—TBE LI F —ZRE L T EIN,
REEEHL—YP—|ZE BT 5 su 2~ FFEITREIE root TiX72 < admin T TACACS+
P —IZREEL £ 7

set auth mode tacacs

set auth tacacs server 1 addr 192.168. 1. 252

set auth tacacs server 1 timeout 10

set auth tacacs server 1 key password

[—7 Ly Fd—AT]

set auth tacacs server 2 addr 192.168. 1. 253

set auth tacacs server 2 timeout 10

set auth tacacs server 2 key password

[—727 Ly Fx—AN]

set auth su_cmd username admin

. TACACS+D 7 17 v b E2HFELE T, TACACS+H —,3—1 2 192.168.1.252,

TACACS+H#—/3—2 2 192.168.1.253 2Bk LET, ¥ A L7 7 MI 10 ITEREL
ESC AN
=27 Ly FF—X TACACS+H — N — T L F —ZREL T EIN,

set acct mode tacacs

set acct tacacs server 1 addr 192.168. 1. 252

set acct tacacs server 1 timeout 10

set acct tacacs server 1 key password

[—27 Ly h&F—AJ]]

set acct tacacs server 2 addr 192.168. 1. 253

set acct tacacs server 2 timeout 10

set acct tacacs server 2 key password

[v—727 Ly F%—AJ]]

L R P AREE . — P — 2R T 72D DT B AT N —T B ER LET,

create auth access_group 2~ KT, TACACS+H— —MLilHInsd7 M B
— MNZ OB T grp) DAEA normal_grp 72 & (F—fk = —¥ —_ admin_grp 72 & (X34 E
B Y-+ 5L oRELE T attr ITHETH7 MY B=2— 25N val
(ZHRET DO (THREEHE MERICRO L Z LB TEET,

create auth access_group normal tacacs attr grp val normal_grp

create auth access_group root tacacs attr grp val admin_grp



4F HERE

6. N— b=V —ZBHT2720DT /BRI N—T 8L ET,
create auth access_group 2~ > KT, TACACS+H— "—M L@ 57 M B
MZ OBITIE grp)DEDS grpl 72 HER— Fax—P— LI L, U 7R — b
(1%2@“@77t1%ﬁ7¢5iﬁuuﬁbi¢lﬂ%\gm2&%ﬁ\997w
N20-32)~D7 7B R EFFATHEOICHELET, attr (THET L7 MU E=
— l\ DL R BT val IZHRET D2EOT IXEEFEHEIMERIZRD D Z ENTE
7,

create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2

1. T RBATN—=TPRECE RN —YF —ORFHLIR AR E L ET,
T RATN—=TRRFETERWGS (ZOREFTIE grp 7 MU Ea— bR EHS
NRWIGEEC, grp 7 b U B = — h DA create auth access_group 2~ 2 N TiRE
L7 =B L WGEE) 20— —D7 7R EHESELET,

set auth tacacs def_user none

[(HHE]

ARIEE IARIEENO o —H VEEFE>TACACSHRFIEDEE T —Y —BFF 2 I TV 97,
—ft 2 —H—% TACACSHEIET DAL, AREBEBNIZEE SN TV D — 2 —F —%Hl
bR 2 D, nmmmﬁ%—ﬂ~L%ﬁbtﬂxv—bkﬁﬁéﬂxv—b% RELTLZ
IV, R —DRAT — RRBEFEINTWARWEESIE, AT — R ¥ —rF%—
EANDTE T CTAREEO G —INAVBIETHIIL e VA U RAEEL 2D FTOTIEREL R
YA

EEEHL——Tou /4 oRLsu a2~ RETRELREETT, TACACSH — R — (2%
FRLTENAT = RERER B R2AT — REEEER —F—ZRELTIZIN, 2L
EEEHL—Y —Coot) T2 —F — L BARVHIRT L Z LI TEEHA,
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[TACACS+H—/N— D EEFE]

TACACS+Y¥—"—=Da—H —EEK T 7 1 )V
ARIEENRFETE D TACACS+ —HF—H DR LFRIL 64 LFTT,

- Lt

IR TE

TAH5T7 R Ea—

Mol z s L £ T,

accounting file = /var/log/tac_plus. acct

t —a1—HY—0ZF
user = somebody

login = cleartext “network”

service = smartcs {
grp = normal_grp

}

user = abc01
login = cleartext “abcdef”
service = smartcs {
grp = normal_grp

}

it REEEIL—S—DEEE
user = admin

login = cleartext “network”

service = smartcs |{
grp = admin_grp

}

user = managerl

login = cleartext “manager1”

service = smartcs {
grp = admin_grp

}

t R—ba—F—D&E
user = portuser01

login = cleartext “portuser01”

service = smartcs {
grp = grpl

}

# 12U 7IIR—b(1-16,24) 127 Y = X ATEE

user = portuser02

login = cleartext “portuser02”

service = smartcs {
grp = grp2

}

# 12 T7IER— b (20-32) ICT7 9 & X8

user = portuser03

login = cleartext “portuser03”

default service = permit

# 12DBE. REBDHFEMD set auth tacacs def_user none THY. MDD,

# l_ﬁ_gm#ﬁmfggu@r\_ml Y—DT7 IR FEEENFET,




4F HERE

O EODa—H— 2% L CTEHEOMHERW 2 1, EEEFH L —— L R— h 22— —DHER)
ERETHELTEET, 2L, #EOFA—T NI ta— 225347 MORTZ
EMTE R Free ® TACACS+Y—R_—%2FHENTWBEEIL, 2 —F—7 L —THEIT
TR Ea2—FEEGELTWEELSMLERHD F9,

accounting file = /var/log/tac_plus. acct

user = portuser01
login = cleartext “portuser01”
service = smartcs {
admin = admin_grp
port = grpl
}
# 12U TILR—(1-16,24) 1279 £ RATRE

user = portuser02
login = cleartext “portuser02”
service = smartcs |
admin = admin_grp
port = grp2

# 12U 7IILAER—bk0-16,24) [CT7 9 £ XA

ZOHE. WEOREIFIUT L2 £,

create auth access_group root tacacs attr admin val admin_grp

create auth access_group portusr port 1-16,24 tacacs attr port val grpl
create auth access_group portusr port 20-32 tacacs attr port val grp2
set auth tacacs def_user none

4-117




4. 8. 15LANTTREBRH (2 DO LANR—+E2EG 5T A2 FTHA)

200 LAN R— & 870587 A2 M THRIHT 5 LAN UEHER OB EIC W T L E
kR

R R
- BAR AR IR~ DB T 1

XA L7 hE— K (default)
: Telnet / —=</L&— K (default)

« R— b —H—3EGE : 72 L (default)
cR— ko SRS : RAM (default)
- B— b u JliskE e : OFF (default)

YT AR— U T LR — R 1~48 OAGEHFE (9600bps)

login:

login:

1921681.100\ eth1

/]
192.168.1.254

[(#ErX]
EERR Rt RAEES BERRA T RS
Telnet7 547k - =
192.168.3.1 NS-2260

BE)

IL—raE
—
LinkDown

eth2] 192.168.2.100

L—4

JL—43

192.168.2.254

X 4-18 LAN TR#ERQ 2D LANR— r 2 B4 5 E5 A2 FTHA)

[EMNERE]

set hostname SmartCS

set ipaddr eth1 192.168.1.100/24

set ipaddr eth2 192.168.2.100/24

create ip route default gateway 192.168. 1. 254

create ip route default gateway 192.168.2.254 metric 100

[ERE DfiEER]
1. REEOAFNZ SmartCS.LAN1 DO IP 7 KL A LRy h< A 7(2192.168.1.100/24,
LAN2 DIP 7 KL A L X v b~ A 72 192.168.2.100/24 % &% & L £7,
ZNF1 LAN1 & LAN2 ©OF 7 )L hLb— R & E# L. LAN2 /> metric % 100 (2
HEL TNy T v —MILET,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
set ipaddr eth2 192.168.2.100/24
create ip route default gateway 192.168.1.254
create ip route default gateway 192.168.2.254 metric 100
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4.8 16LAN TRER (R T 1 > JH#8E)

T 1 THEREL

L e
BEA R Gpk s ~ D 7 1k
A b o — R

-ﬁ—bmﬁ%@%

- AN— b e JER AR

Z& % LAN JLRMR OB EICOWTHM L £7,

: XA L7 bE— K (default)

: Telnet / —~</L&— K (default)
: 72 L (default)

: RAM (default)

: OFF (default)

s YT AR—k Y TIOLR— b 1~48 DIEEHE (9600bps)

(]
ERAREE | | BANRES
Telnety 547k
s e Tl
. 3. ;[_) SN
—| | eth1 eth2 ‘
login: . 777—471—\
login: LmkDow? e K—I)
Switch ‘ ’ Switch
| 192.168.1.254]
IL—4
|
4-19 LAN TRER(K T 1 > JHEE)
[BnE&E]

enable bonding

set hostname SmartCS

set ipaddr bondl 192.168.1.100/24

create ip route default gateway 192.168. 1. 254

[EREDfRER]
1. AT 4 THREEZANILET,

enable bonding

2. ARIEEDLENZ SmartCS.bondl DIP 7 FL AL Xy h~ A 712192.168.1.100/24,
T 7 AV hb— T 192.168.1.254 X E L £7,
set hostname SmartCS
set ipaddr bond1 192.168.1.100/24
create ip route default gateway 192.168.1.254
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4.8.17 IPsec MEEE

IPsec #%AEIC X 5 VPN OB EIC OV TH L £77,

« R M N V7 b=
- BRI s ~ D BRI 1A ©SSH J —=< /L F— K (default)
« R— b —H—FGE T HY
c e b o SRR : RAM (default)
- R— b u FliikE e : OFF (default)
« Y TILR— b 2 VU TR — b 1~48 DAREEE (9600bps)
- IPsec 5 : VARV H— W55 )5 (AES128/SHAL/modp1024)
(]
<UE—Miks> I I E— R T —
BEAEN S 30.1.1.1 20.1.1.1 Q
s ==\
DO s wre 5 Internet VPN » —
IL—43
P ey I
#aE | 2ov-u NS-2260-1 NS-TOKYO 110/
A=b _J

® 4-20 IPsec (=& % VPN #5%

[EmMERE]

set hostname SmartCS
set ipaddr eth1 30.1.1.1/24
create ip route default gateway 30.1.1.2

set sshd auth basic
create allowhost all service portd sshrw all

set portd connect select
set portd auth basic

create user userO1 group portusr password
[password A 73]
create user user02 group portusr password
[password A 7]
create user user03 group portusr password
[password A #1]

set user user01 port 1-48
set user user02 port 1-48
set user user03 port 1-48
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enable sshd

create allowhost all service sshd
set user somebody password
[password A #1]

create ipsec secret psk NS-2260-1 NS-TOKYO password
Pre-Shared-Key password (BRTERZAN)
Retype Pre-Shared-Key password (BETRAERZEAN)
set ipsec conn 1 auto add
set ipsec conn 1 leftid NS-2260-1
set ipsec conn 1 rightid NS-TOKYO
set ipsec conn 1 left 30.1.1.1
set ipsec conn 1 right 20.1.1.1
set ipsec conn 1 leftsubnet 30.1.1.0/24
1 rightsubnet 10.1.1.0/24
1 keyexchange ikevl
1 ike aec128-shal-modp1024
set ipsec conn 1 esp aec128-shal-modp1024
enable ipsec conn 1

set ipsec conn
set ipsec conn
set ipsec conn

set ipinterface ethl mtu 1280

create ipfilter input line 1 accept ethl any any esp
create ipfilter input line 2 accept ethl any any udp 500
create ipfilter input line 3 accept ethl any any udp 4500
create ipfilter input line 4 accept ethl any any tcp 22
create ipfilter input line b accept ethl any any icmp any
create ipfilter input line 6 drop ethl any any any

enable ipfilter

[ERE DfiEER]
1. AEEEOAFNZSmartCS, LANIOIPTY KL R Ly h~2A27(230.1.1.1/24, T 7 4 /L
RL— RMZ30.1.1.2% % E L E T,
set hostname SmartCS
set ipaddr eth1 30.1.1.1/24
create ip route default gateway 30.1.1.2

2. SSHOFEAEF X% /R AT — R(Basic) i8iEICRE L, &2 THO VY TR — FDOSSH /) —~
NLE—RIZ, Z2COXY NT—=I T RLAMWLT V7 BATELLHICKELET,
set sshd auth basic

create allowhost all service portd sshrw all

4-121




3. A—IrELZ MERBEZANCLET,
R— b —_—DFHEE— N% select ITEE L ET,
set portd connect select

4. R— b2 —HF—FEFEAXONIZ L £7°,
set portd auth basic

5. A— ha—W —GRIECHEHT 58— h=—% —(user01, user02)% {ERk L £,
create user user0l group portusr password
[password A JJ]
create user user02 group portusr password
[password A JJ]
create user user03 group portusr password

[password A /7]

6. R—ha—HP—=RNT7 7 EATELHVITLR—-FERELET,
userO1l~user03(%, U 7 /ILVAR— F1~48IZT7 7 B ATE D L) ITHERZRE L £,
set user user0O1 port 1-48
set user user02 port 1-48
set user user03 port 1-48

7. SSHZ A4 7 b ARE#EIZR VA4 TEXH L9112, AEEDOSSHY —R—DRES
ﬁmiﬁoK%E@%H%~A~%ﬁw L. 2TOFRy NT—2 7 RLADLARER
DSSHY— =27 7 EATEDLLIICRELE T, ®EIC, RLEBEIBREKINTVND
07 Ay a—PF—DRAT — REREL T IEEN,

enable sshd
create allowhost all service sshd

set user somebody password

[password A /1]

(7 2]
AEEE O TR ORE X, AEED Telnet —/3— LK — P —"— T2 THOF > h
J— I NET VA TEDLLICRESNTWET  EXa ) T 4 —2E D 572012, Telnet
77 AEHIRT AGAIZIE. Treoa~vr REETLTIEIN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

8. IPEHR O E 1TV E T,
IKETHW S Halidt A8 2 5ak L £,
X2 U7 4= — U AIDE UTAREEIZIINS-2260-1, xtAZE@E OIDIIZ
NS-TOKYO%&E L £7,
create ipsec secret psk NS-2260-1 NS-TOKYO password
Pre-Shared-Key password (BRIHERZEAN)
Retype Pre-Shared-Key password (BRIXBERZAN)
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. IPsect&fi DR AN it E L £ T,
IPsectft HR 22 TS 5 VAR Z—& LTEMESE, HIREMN & xfn ODIPT

RL ARy MU — 27 1FlaBekLET, IKEZ' 1 b a/LIIKEvI TR ek L, I s

FEO TN Y X ARLDH Y vV —71Faecl28-shal-modpl024 % 3 55 E%’fﬁb‘iﬁ—

set ipsec conn 1 auto add

set ipsec conn 1 left 30.1.1.1

set ipsec conn 1 right 20.1.1.1

set ipsec conn 1 leftsubnet 30.1.1.0/24

set ipsec conn 1 rightsubnet 10.1.1.0/24

set ipsec conn 1 keyexchange ikev1l

set ipsec conn 1 ike aec128-shal-modp1024
set ipsec conn 1 esp aec128-shal-modp1024
enable ipsec conn 1

10. fEfT 23>y hU—27I12 X o TiL, setipinterface mtu =~ > KT MTU % @72l

11.

WCERELTLEEW,
TEEOFIIE LAN1 ® MTU % 1280byte (Z5% & L TV E T,
set ipinterface ethl mtu 1280

VBT U C Firewall(ipfilter) D% & # 1TV E 97,
IPsec ZFIH T 25 IFEEILIBEONRT y M T 4V F—REPLE LR £,
Bl 21X TPsec #1512 & %5 VPN ##i 217\, SSH/SFTP (2 & V) RKEBEIZT 7 ®8ATH
DO THiX, IPsec {5 ®» IKE(UDP 500)., NAT F 7 /X—4 /L (UDP 4500) &
SSH/SFTP(TCP 22), ICMP ZFFr[J 5 FredD 7 4 VX —KEZ &L E T,

create ipfilter input line 1 accept ethl any any esp

create ipfilter input line 2 accept ethl any any udp 500

create ipfilter input line 3 accept eth1 any any udp 4500

create ipfilter input line 4 accept eth1 any any tcp 22

create ipfilter input line 5 accept eth1 any any icmp any

create ipfilter input line 6 drop ethl any any any

enable ipfilter
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4-124

RIEEDZEA o H—T = A AT

R SR

*EXT%F&DD“\@@fJLﬁ%&‘
\— }\ :L"—']j- mu il

-$ kv 7 ERAFS

< AR— oo SR RE

« VYT IIVAR—F

by varhFEa - R
- Firewall (ipfilter) BERE

i H 35 Firewall DX EIC DWW T L £7,

XA L7 bE— K (default)

: Telnet / —~</L&— K (default)

: 72 L (default)

: RAM (default)

: OFF (default)

(U TR — R 1~8 OIREHE (19200bps)
: 1(Ctrl-4)

AL BT 4 — T Rk

[(#RE]
BRI R BERT RAE AR
Telnet75A4 7>k A 1 A —
192.168.2.1 NS—2260 5 L[J i LIJ
,..—‘ |*f’/ &) =
jogin:
i logi 192.168.1.100
H ogin:
192.168.1.254
& F ] IL—3
E : [ 7 192.168.2.254
4-21 Firewall %5E
LEMESRE]

set hostname SmartCS

set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168. 1. 254

set tty 1-8 baud 19200

set portd tty 1-8 cmdchar 1

create ipfilter input line 1 accept ethl any 192.168.2.0/24 icmp

create ipfilter input line 2 accept ethl any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept ethl any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop ethl any any any

enable ipfilter




4F HERE

(R DfiEER]
1. REEOLFNZ SmartCS.LAN1 DO IP 7 KL A LRy h <A 712192.168.1.100/24,
T 7 4V hb— RZ 192.168.1.254 3% E LE T,
set hostname SmartCS
set ipaddr ethl 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. YU TNHR— b 1~8 DIRIEHE % 19200bps IZ5RE L £,
set tty 1-8 baud 19200

3. YUT WK=K 1~8Dt vy a Pl Fa— Nz Ctrl A ISREL £7,
set portd tty 1-8 cmdchar 1

4. LAN1 A— MIZ Firewall 3% E %17V, 192.168.2.0/24 7»5 @ ICMP/telnet/snmp &
telnet / —~/LE— ROKR— K7 7 & A(TCP 8108-8108) D A% F5ile X+ 5 5% iE 21T
WET,

create ipfilter input line 1 accept eth1 any 192.168.2.0/24 icmp

create ipfilter input line 2 accept ethl any 192.168.2.0/24 tcp 23

create ipfilter input line 3 accept ethl any 192.168.2.0/24 udp 161
create ipfilter input line 4 accept ethl any 192.168.2.0/24 tcp 8101-8108
create ipfilter input line 5 drop ethl any any any

enable ipfilter
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4.8.19IPv6 DERTE

4-126

ALEE & IPv6 BREECZRHWEZZ L BE0

e A
- B Geb f ~ D Bl 1k
R
cR— ke SIRAESG
- AR— b o J Rk RE

REZDW T LET,

XA L7 FE— F(default)

: 72 L (default)
: RAM(default)
: ON(SYSLOG/NFS/FTP/ X —JL)

: Telnet / —~ /L& — R (default)

2001 :dba::2 NS-2260 |€@ —1 §

login:

login:

2001:db8:2 }

L]

IEEN,

@E

- K FERRE :DNS 7 7 A4 7 v b
Telnet — "—D 7 7 & ZH[R
R— " P —=R_R—D7T 7 & 2R
(R ]
Mail FTP/SYSLOG/NFS
sangRs || wawges | 7 o
_ 2001:db8::5 2001:db8::6
Telnet/FTPOZA Tk

2001:db8:ffff

{ 2001:dba:ffff

~_/

DNS
H—\
2001:db8::12

-

[EmMERE]

4-22 |IPv6 DHFE

set hostname SmartCS
set ip6addr ethl 2001:db8::2/64
create ip6route default gateway 2001:db8::ffff

set syslog host 1 2001:db8::6 portlog _facility localO syslog_facility locall

enable syslog

set nfs server 1 addr 2001:db8::6 path /mnt/nfslog

set nfs rotate on
enable nfs

001 % x*

set logd tty 1 syslog on
set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co. jp 2001:db8::5

set logd tty 2 syslog on
set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co. jp 2001:db8::5

set logd tty 2 mail 1 type body
set logd tty 2 mail 1 subject “Server Status”
set logd tty 2 mail 1 sender smartcs@example. co. jp
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add logd tty 2 mail 2 user2@example.co. jp 2001:db8::5
set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject “Data—Center Server”
set logd tty 2 mail 2 sender smartcs@example. co. jp

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70
add logd tty 3 ftp 1 loguser1 2001:db8::6 password
[password A A]

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguser1 2001:db8::6 password
[password A A]

add logd tty 4 ftp 2 loguser?2 2001:db8::6 password
[password A 73]

set logd tty 5 nfs on
set logd tty 6 nfs on
set dns 1 2001:db8::12
set dns localdomain example. co. jp

delete al lowhost allentry
create al lowhost 2001:dba::/64 service telnetd
create al lowhost 2001:dba::/64 service portd telrw

(& E DfRER]
1. RIEEOLENZ SmartCS.LAN1 D IPv6 7 KL A & R b~ A2 7122001:db8&::2/64,
77 4V hb— KT 2001:db8:ffff 5% E L £ 7,
set hostname SmartCS
set ip6addr eth1l 2001:db8&::2/64
create ip6route default gateway 2001:db8::ffff

2. SYSLOG 7 9A4 7 FERELET,
RN—btw27 7707 4 —iFlocald, REENH 195 SYSLOG D7 7> VT 4 —%&
locall ¢, SYSLOG #—/3—(2001:db8::6)IZ3%f5 L £ 7,
SYSLOG D% & & Flii L 7214 . enable syslog =~ FTSYSLOG 7 747 b &
Bz LET,
set syslog host 1 2001:db8::6 portlog_facility localO syslog_facility locall

enable syslog

3. AEEDONFS 7 747 v MaRELET,
NFS $—/3—1% 2001:db8: :6, NFS Y —,N—D< 17 ~ /N A /mnt/nfslog, NFS H—,3
—RFTon 7 amA 1B OO cr—T —va v LET,
set nfs server 1 addr 2001:db8::6 path /mnt/nfslog
set nfsrotate 0 0 1 * *

enable nfs

4. ) 7R — F1OSYSLOGH /1 ZONIZRRE L, B SBEEmD A v =Y &
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ZEEIZSYSLOGH —N—ZEE SN L OICHRELE T, 62, A— e 7 & EHRY
WA= VIEETDREELITVET,
TROBRETIE, 1800 MRS L <IFR— a7 ¥ A XDT0%IE# L725E12, Mailth
—/3—(2001:db8::5) Z % L TA— h 17 7 Zmgr@example.co.jplZ 415 L E T,
EEESNDA—NDOY TVl NROREEA—NLT FLA K= r 7 OREHTE
T RFOR EDN KM I NET, A—LDY T /:7 ] (ZiEportlog TTY &= Ji“::
FA—LT KL R ZiTportust@ “KEEDKRA N7 . “a—B )V KAALL”  KA—bnm
TIEA—=NVORMN 7 7 AV E LTHEEINET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 2001:db8::5

. VU TR — F20DSYSLOGH /1 #ONIZERE L, BT R A yJZH\‘/‘%?Hjjjézh

ZEEIZSYSLOGH — A" —{ZiEEND L HOITRELE T, S HIT, A—ha 7 a2 EHR
WA= VIRETORELITVET,
TROBRETIE, 180D L IR — ka7 A XDT0%IZEE LI-8412, Mail
—/3—(2001:db8::5) & #%H L CAR— h 1 7 Zuserl@example.co.jp &
user2@example.co.jplZ ik LE 9,
userl@example.co.jplZ 55T D A — VX, ¥ 7 V=2 b%& “Server Status” | A —/b
%{E# % smartcs@example.cojpd L £,
user2@example.cojplZikET D A —/iL, 7 V=7 +%& “Data-Center Server”
A — LIk & smartcs@example.cojpd L £,
A= b I A=VOERLIHEM L TEELET,

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 2001:db8::5

set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp

add logd tty 2 mail 2 user2@example.co.jp 2001:db8::5

set logd tty 2 mail 2 type body

set logd tty 2 mail 2 subject "Data-Center Server"

set logd tty 2 mail 2 sender smartcs@example.co.jp

. YU TR — F3DSYSLOGH! /) ZONIZERGE L, Bt Ridn o A v v — Ui sh

LHPEIZSYSLOGY —AN—ZHESND L OICHEL LT, 6T, R— b r 7 & ELRY
WCFTPAET OREZITWVET,
TROBRETIE, 180 S L IR — a7 A4 ZDT0%I25 Liz&12, FTPH
—/3—(2001:db8::6) Dloguser IZFTPE(E L £,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguser1 2001:db8::6 password

[password A 77]
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7. U 7R — MOSYSLOGHI /12 ONIZERE L, BB GR O 2 » £ — VR S
L EIZSYSLOGH —"—ZXEEND KO ICRELE T, SHIT, A— e s &2 el
WZFTPRE T DR ELITVET,

TREORETIE, 18073 S L IA— a4 A4 XDT70%I2iE L725E12, FIPY
—/3—(2001:db8::6) Dloguserl & loguser2/Z FTP/E L 9,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 2001:db8::6 password

[password A JJ]

add logd tty 4 ftp 2 loguser2 2001:db8::6 password

[password A JJ]

8. YU T NWR—FsL6MONFSZONIZHRE L, BHIGEERDO A v -V IS5
(ENFSH—N—IZRAF SN D L D ITRE Li?‘
set logd tty 5 nfs on
set logd tty 6 nfs on

9. KEEEDDNS 7 747 MEREERELE T,
A HIfRERT HERD DNS $—/3—& LT 2001:db8:12 5% & L £7°,
o —H)L KAA L LT example.cojp Zi%E L E7,
set dns 1 2001:db8::12

set dns localdomain example.co.jp

10. A2 D Telnet —/3— LR — b ——~D7 7 L AHIREHELET,
2001:dbas/64 D b T =27 nE DI, AIEED Telnet H——B LOR— FH—
N—=ZT 7 AZEHFTLET,

TR ORE TIXT X TOR Y T =T InbDT 7B ARFAI SN TWET DT,
1L DIT delete =~ RTREDHIFRZFEITLET,

delete allowhost allentry

create allowhost 2001:dba::/64 service telnetd

create allowhost 2001:dba::/64 service portd telrw
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SETIH, AEOEH LR FIZOVWTHHALTVET,
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5.1

5-2

ZEFRBMORT

511 N—=Foz7HEHR/VI bz T7RRORT

KRIEEDON— R =2 THERSCV AT LY 7 b =27 OEREYFERT HI21L. show version
avr REFITLET, Ka<vr Rk, VATAY 7 b0 =T7 ONR—Y 3 UOREEH,
VAT AEEEEE, VY TAE SR EE R LET,

(c)NS-2260> show version

System : System Software Ver 1.0 (Build 2025-xx-xx)
Boot Status . Reboot

System Up Time : 2025/03/18 08:28:34
Local MAC Address © 00:80:xx:xx:xx
Number of MAC Address : 2

Mode | : NS-2260-48 (48 port)
Serial No. I OXXXXXXXXX

BootROM “Ver 1.0

Main Board GPU : A15 (1500MHz)

Main Memory : 1010028 KBytes

Boot System : main (Ver 1.0)

Boot Config . external startupil
Main System Ver 1.0

Backup System “Ver 1.0

(c) NS-2260>
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5.1.2 REFRBRO—ERT

ARIEE O ECHEHE R, 7772 o EFREY L TR RT5I121E, show support =
~ U REFATLET,
show support =@~ > R )3 22 E G A TRICFEH L ET,

show support 5%k

Version information

SYSTEM information
temperature information
Host information

slot information

CPU information

Memory information

Process information

Bonding information

Ether port information
Ether port statistics information
IP6 information

IP host information

IP route information

IP6 route information
ipfilter information
ip6filter information

ipsec information

IP/IP6 statistics information
DNS information
ARP/NDP/TCP/UDP information
User information

Login User information

SNMP information

LLDP information

SNTP information

Syslog information

NFS information

AUTH Access_Group information
AUTH information

ACCT information

Portd information

Portd session information
Ttymanage information

Logd information

Logd stats information
Console information
Console stats information
Service information
HTTP/HTTPS information
Allowhost information
Startup config information
Running configuration
system information

network information

pci information

system profile

proc information

ipcs information

process memory information
ttymanage log

command log

webapi log

console log

boot log

system log

ARawr NiE, BEICERINTEZA v —U0MEHER RO REOR 72 £ R LET
DT, KRR EHE I E SN TS CONSOLE A— bk ETEITTH LY, Xy hT—
7 &% U7z Telnet/SSH 7 74 7 > b b FEATTHIEH> R L TWET,

723, show support =~ > R TR RSN DKM R 7 ORFRITEITARK 50017CTF, T
Du 7 EFRT H4E1E. show support detail =~ REZEITLTLFEW,

Zoawy FOHDNEL, BtV R — FRRICENT 2 5O THARICE L TEBEATE
EH A,

5-3



5-4

TF2IE show support =~ > KDFEITHI T,

(c) NS-2260# show supportd
===== start of show support =====
Wed Mar 05 09:59:36 JST 2025

===== Version information =====

System : System Software Ver 1.0 (Build 2025-02-14)
Boot Status . Power on

System Up Time : 2025/03/05 09:56:33
Local MAC Address DOXXIXXIXX XX XX XX
Number of MAC Address : 2

Mode | : NS-2260-32 (32 port)
Serial No. DOXXXXXXXXXX

BootROM : Ver x.x

Main Board CPU : A15 (1500MHz)

Main Memory : 1010028 KBytes

Boot System > main (Ver 1.0)

Boot Config . external startupl
Main System :Ver 1.0

Backup System :Ver 1.0

show timezone
Timezone is “Tokyo”

Is /etc/localtime

| rwxrwxrwx 1 root root 25 Mar 5 09:56 /etc/localtime —>
/usr/share/zoneinfo/Tokyo

show environment

<Environment status>

Power information

Power unit : AC
Power 1 : ON
Power 2 : OFF

Temperature information

Current temp © 39 deg C
Sensor : 39 deg C
Adjust -0

: HBEE

===== end of show support ====
(c) NS-2260%#




5%

EELRST

show support 2~ KO FE[THER % supportlog 7 7 A WIZRIETHZ &b TE T,

RAFTELHR— MERIT 1 ST,

(c)NS-2260# show support file writed
write support log..

complete.
(c)NS-2260#

RIFRRLY A XL Fiioa~y R CTHERRTE 77,

(c)NS-2260# show support file infod

<{show support log file>

name date size

support. log 2025/03/3 14:57:28 183502

(c) NS-22604#

{#7F L 7= support.log 7 7 A /LT Fi® 22~ > KT FTP/TFTP H— " —|ZHzECTE 7,

(c)NS-2260# ftp support <FTIPH—/I\—@D IP 7 KL A>d
HLLIE
(c)NS-2260# tftp put support <TFTP H—/N\—@D IP 7 FL X>d

FTP 7 54 7> F 5 supportlog 7 7 A W E UG T 25513 FRROBEEZ TV E T,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verupd

331 Password required for verup

Password: J
230~

Welcome to NS-2260.
“/verupfiles” : version-up files

”/support” . support files
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230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files

ftp> cd supportd

250 CWD command successful

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 232, 70).

150 Opening BINARY mode data connection for file |ist
-rw-rw-rw— 10 root 214866 Aug 20 13:29 support. log
226 Transfer complete

ftp> bind

200 Type set to I

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> get support. logd

local: support. log remote: support. log

227 Entering Passive Mode (192.168.1.100, 219, 240).

150 Opening BINARY mode data connection for support. log (214866 bytes)
SRR R R R

226 Transfer complete

214866 bytes received in 0.0156 secs (1.3e+04 Kbytes/sec)

ftp> quitd

221 Goodbye.

$

support.Jog 7 7 A LV OHIBRIZ Fita~ > RE2FTT 50, b LITEELHFES L T
éb\c

(c)NS-2260# show support file deleted

delete support. log [y/n] ?_yd
(c) NS-2260#
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5.2 aAVI40NDERE

521 RA— 79T IT74ILD—ERT

AEEBEILZSEDAZ— T v 7T 7 AMATY —H—RIZ 4774/, REENEIZ 4 7
7AW EFALTWET,

AIEEIZAEY) —H— RBFHEASNTODEEAIE, AT —D—RDT 74/ FDAK—
Ny T AANRE T 4 S LTHPAENE T,

AEY =N — RBFHAINTWRWGE, REENBOT 74V NDAZ— T v 777
AN EFEFIAFET,

PIERA E 1 (RAM) j‘

[ R i T o ]

»  startupl 7 771

»  startup? 7 7)1

L TR N S T L, WL S T

[
N
(
L
[-; startup3 7 711
(
L

> startupd 7 77 L
writed = v K — FCED
AE—H—F

E£EHAD ( #eENIO L T AT
AR—=bFFu " 5 default startupd< 2 FT
AP e L' startupl 7 7))L speeores

» startup2 7 7

» startupd 7 711

S Y ) Vs N WL T S

(
L
[-; startup3 7 7L
[
N

51 RA—F 7V TI7741
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AB— KT v 7774 ND—EFKRIL, show configinfo 2~ FEFEITLET,

(c)NS-2260# show config infod
boot startup : external startupl

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup2 Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup2 Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c) NS-22604#
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522 RA—+rT7 YT IT7A4ILOHREDORTE

ARAEEDNEBFICHAAANTEA L — b T v T 7 7 A VO REFRRT DI,

show config

startup 2~ F&EFEITLET,

(c)NS-2260# show config startup<
=== show external startupl ===

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2260

set ipaddr ethl 192.168.0. 1

#

# User configuration

create user somebody group normal uid 100
create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

#

# Network service configuration
create al lowhost all service all

(c) NS-22604#

HBELIEAZ =T v 777 ANEERTIHEEW : A€V —HhH— KO startupd 7 7 A
L. FRE?d X 912 show config startup =~ RIZA T a V2 ELTEITLET,

(c)NS-2260# show config startup 4 externald
=== show external startup4 ===

# System configuration (external #4)
#

# System configuration

set timezone Tokyo

#

# IP configuration

set hostname NS-2260

set ipaddr ethl 192.168.0. 1

. HBEE

5-9




5-10

5.2.3 BHBICHEAFALCREI— 7Y T I7AILDER

EEHFICTHARAEND AL = T v T 77 A NE, AEY —h— R EREBEBNE O HIZ
bV, THHEFEIIWTND startupl 77 A VINT 74V NDAZ— T v T 774 )Lk
LTRESNTHET,

AREBIZAT) =D — FRBPHEAINTWEIEHEEIL, BT ATV —I—ROT 75V DR
H—= b T o T 7 ANNHEPAENET, ATV —H— FRFHAINTOARWEGES, AR
BERNEOT 74NV DAL= T v 77 7 A AR HPAENE T,

TIANENDARAE = NT w777 A NVEELT HIZIE, default startup =~ > REFEITL
7, X, ARV —D—FROT 74NV NDAX— T v 7774 )V% startupd 7 7 A
JVIZEFT A1, Tred L 51T default startup =~ RKiZA 7 v 3 v &2f8E L TELT
L%,

(c)NS-2260# default startup 3 externald
(c) NS-2260%#

FIFNVNDAF— KT v 7T 774 /ME, show configinfo =~ FTHRTE 1,
T I FNVEDAR— T v 777 A M default WiC T+) NFEREINET,

(c)NS-2260# show config infod
boot startup : external startupl

internal startup files

name date size default
startupl Jul 3 19:28 762 *
startup2 Jun 2 09:35 445

startup3 Jan 2 09:35 445

startup4 Jan 2 09:35 445

external startup files

name date size default
startupl Jul 3 19:28 762 *
startup2 Jul 2 09:35 455

startup3 Jul 2 09:35 445

startup4 Jul 2 09:35 445

(c) NS-22604#
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524 RA—F+F7VTITF7AILDaE—

AR — KT v 777 A)NE b —F BT, copy startup =~ REZEITLE9, Hl 2L,
AEY —T— FO startupl 7 7 AV & AEF YV —TI— RO startup2 7 7 A ViZ2 b —7 5%
A, Fied X 912 copy startup 2~ RiIcA 7 a v aEELTEITLET,

(c)NS-2260#t copy startup 1 external to startup 2 external<
Do you really want to copy external startupl to external startup2 [y/n] ? yd_
(c) NS-22601

5,25 RA— k79T I774ILDHREDH )T

AR T T T 7 ANOFE %7 VT3 5H(LIGHERFMEHIEITITIE, clear startup 2~
v REFEITLET, FIzIE AEY—0— R EE@ENRO startup2 7 7 A VO &S Y
T HEAEIT. Ti® & 912 clear startup =~ RiA 7T a U2 EL TEITLET,

(c)NS-22601t clear startup 24

Do you really want to clear external & internal startup? [y/n] ? yd_
(c) NS-2260t

TRTCDOALX = NT T 77 ANET VT THHEEIT FRDalld 7 a V2T L TET
LET,

(c)NS-22601t clear startup alld

Do you really want to clear external & internal startupl-startupd [y/n] ? y<d
(c) NS-2260t
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526 Sy arI40DRE

AREEE T EBFICHRAAATEAZ — T o T 7 7 A VTR EN TV ARE I~ R,
LENEE L% CEETHENET LEREa~ Y FE, REBEONHATY —LIZT
v T ar T4 7 LTERLTWVWET,

REBEBDT =T a7 0 JhEFRT HITIL, show config running =~ > REFETLF
T,
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(c)NS-2260# show config running<

echo “SYSTEM configuration...”

#

set timezone Tokyo

#

echo “IP configuration...”

#

set hostname NS-2260

set ipaddr ethl 192.168.1.1/24

#

echo “IP6 configuration...”

#

create ipb

set ipbaddr ethl 2001:db8::2/64

#

echo “User configuration...”

#

create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

create user somebody group normal uid 100
#

#

echo “IP ROUTE configuration...”

#

create ip route 0.0.0.0/0 gateway 192.168.1.254
#

#

echo “IP6 ROUTE configuration...”

#

create ipbroute ::/0 gateway 2001:db8::ffff
#

#

echo “Network service configuration...”

#

enable sshd

create allowhost all service telnetd
create allowhost all service portd telrw all

#
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5-14

AEEED FTP Y —R_R—%2FHL T, A= T v 777 A NEGRETHZ ENTEET,
(NS-2240, NS-2250 O E##5i% T 5561 8K E NS-2240, NS-2250 ™5 DXREFH
TEOZFER] 2Z2RL T3, )

FTP W — R =L BDAX— T v 777 A4 VOERKEIT, REED IP 7 KL X%
1192.168.1.100] \.FTP 7 54 7> FDIP 7 L 2% [192.168.1.1] & LM L £

(1) AR E

AREEE D FTP REXITVET,

enable ftp =~ N CFTP % —"—%jL#i L, FIP 7 747 > F WL REED FTP —
N—|ZT 78 AT& 5 L 91T create allowhost 2~ REFEITLET,

FTP THRIHT % setup =2 — W —|Z AU —RZRELET,

SSH Yu ha/L#FHLTWD SFTP 7 94 7 > & HT 585A41%, 14.6.4 SSHH—
N—DFHRE| & [4.6.5 HEHF—N—DT7IVXFR 2L, KEED SSH H—~
—EZBREL TSN,

(c)NS-2260# enable ftpd«
(c)NS-2260# create al lowhost all service ftpdd

(c)NS-2260# set user setup passwordd
Changing password for user setup

New password:<
Retype new password:d
passwd: all authentication tokens updated successfully

(c) NS-22604#

2)FTIP 7 747 > b CHfE L, REEDRAZ — R NT v 77 7 A VETHET L5E
AE Y —H— KD startupl 7 7 A L EEET 5 FNEIC OV T L £,

FTP 7 247 R Cftp a~r REFEITL T, setup 2—H—Tur s/ 1 LET,

$ ftp 192.168.1. 100«

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP Service

Name (192.168.1.100:setup) : setup<

331 Please specify the password
Password:<

230 Login successful.

ftp>
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FTP TAREEIZ A LIeh, lsa~vr REFITLTAZ— N v P77 A VEHER L
9, REBEBNEDOAS — T v 777 A /UL internalfiles 7 4 L7 "V IZ, AEV—%h
— RDOAZ— T v 7757 A )LiL externalfiles T 4 L7 b U O FITHEE I N TWETS,

cd =~ R TCexternalfiles ICBEI L, HE., ls A~ RTCAX— T v 77 7 A VETHER
LET, o7 4 L7 FURT 7 A VOBEIEIIITHRN TS E S0,

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

[ rwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
[ rwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfilesd
250 Directory successful ly changed

ftp> Is<
227 Entering Passive Mode (192.168.1.100, 43, 110)
150 Here comes the directory listing

~rW-rw-r-- 10 198 720 Oct 08 12:52  startupl
~rW-rw-r—- 10 198 534 Oct 06 10:33 startup2
—rW-rw-r— 10 198 534 Oct 06 10:34 startup3
—rW-rw-r— 10 198 534 Oct 06 10:34 startup4
—rW-rw-r— 10 198 2 Jun 25 10:21  startup_number
226 Directory send OK.

ftp>

AE Y —H— KD startupl 7 7 A /L% CS1-startupl &\ 5 7 7 A /L4 THG L, FTP %
BT LET,

ftp> get startupl GS1-startupld

local: startupl remote: CS1-startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quite
221 Goodbye.
$
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(3) FTP 7 A4 7> b TR L, KEEICAZ — T v T T 7 A NV aink$ 556

FTP2Z A7V NEDARZ— T v T7 7 A4 )NV%E AEY —J— RDstartupl 7 7 A /VITHE
ETHFIMECHOWTEHA L £,
FTP 7 247> R Cftp a~y REFEITL T, setup 2—HF—Tur s/ LET,

$ ftp 192.168.1. 100«

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP service

Name (192.168.1.100:setup) : setup<

331 Please specify the password
Password:<

230 Login successful.

ftp>

FTP TAIEICn /A LTeh, s a~v U RERITLTAZ— T v 77 7 A VAR L
F9, REBEBNHLDORASX — T v 77 74 /Vidinternalfiles 7 4 L7 FUIZ, AEV—H
— RDAZ— 7 v 77 7 A )ViT externalfiles 7 4 L7 b U DO FIRE I TWET,
cd =¥ KTexternalfiles 7 4 L7 MVICBEIL, B lsa~vy RCAXY— T v 77
7ANEHERLET,

T 4 L7 NIRRT 7 A VORI ITDRN T IZEN,

ftp>_Isd

227 Entering Passive Mode (192.168.1.100, 83, 33)

150 Here comes the directory listing

[ rwxrwxrwx 10 0 10 Oct 06 07:51 externalfiles
[ rwxrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfilesd
250 Directory successful ly changed

ftp> Is<
227 Entering Passive Mode (192.168.1.100,43,110)
150 Here comes the directory listing

—rW-rw-r— 10 198 720 Oct 08 12:52 startupl
~rW-rw-r—- 10 198 534 Oct 06 10:33 startup2
—rW-rw-r—- 10 198 534 Oct 06 10:34 startup3
~rW-rw-r—- 10 198 534 Oct 06 10:34 startup4
—rW-rw-r— 10 198 2 Jun 25 10:21 startup_number
226 Directory send OK.

ftp>
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FIP V 9A TV FDAX— R T v T 77 A )N% AT —F— D startupl 7 7 A /WITHx
EL, FTPZ#TLET,

ftp> put CS1-startupl startupl<

local: GS1-startupl remote: startupl

227 Entering Passive Mode (192.168.1.100, 191, 54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK

720 bytes received in 0.00026 secs (2. 7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.
$

FTP TAE VU —H— R startupl 7 7 A VIZHEEE L TH, startupl 7 7 A VORTEILT
YU ary 7 4 ZITIEK S ER A,

Sy rar 7 4 JIT startupl 7 7 A VDORIEE KRS 54T, AR A LS L
TLIEEW,

(c)NS-2260# reboot startup 1<
Do you really want to reboot with main system and startupl [y/n] y<_
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528 RA— 7T I7A4INDEEFIPHISA TR

(1)

AIEEBDODFTP V5 A T v "2 LT, A — T v T T 7 A NEHEETHZ N TEFE
7,

(NS-2240, NS-2250 O E&H it d 5841 T8 E  NS-2240, NS-2250 m 5 DEREF
THOZEER] 22 LTEEN, )

FIP 7 547 Y MCEDAZ =T v 777 A VOREF, AEED IP 7 FL 2%
[192.168.1.100) . FTP #—"—DIP 7 KL 2% [192.168.1.1) & L Tt L £,

REBDOAZ— T S 77 A% FIP h—_— R fFT D54

RIEED AT Y — A — KD startupl 7 7 A /L%, CSl-startupl £\ 5 7 7 A /L4 T FTP
PR RAFET D FMAZ DN T L E T,

(c)NS-22601t ftp setup external 192.168.1. 14
220 FTP Server ready.

Name (192.168.1.1:user1): userld

331 Password required for userl
Password:

230 User user1 logged in.

ftp> put startupl CSi-startupld

local : startupl remote: GS1-startupi

227 Entering Passive Mode (192.168.1.1,170, 246).

150 Opening BINARY mode data connection for CS1-startupt
ftp> quitd

221 Goodbye

(c) NS-2260¢
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(2)

FIP r—R—D 2 E — T v F 7 7 A N RLEE AR GET D5

FTP Y — _R— T & T3 CSl-startupl 7 7 A NVEZARKEEDAEY —H— KD
startupl 7 7 A JVIZRAFT D FIAIC DWW TR L £ 77,

Bk LT A A — b T v 7T 7 A VO RBIIIALLE O R 23 LB T,

(c)NS-2260# ftp setup external 192.168.1.1
Connected to 192.168.1.1 (192.168.1.1).

220 FTP Server ready.

Name (192.168.1.1:user1): userld

331 Password required for userl
Password:

230 User user1 logged in.

Remote system type is UNIX.

Using binary mode to transfer files

ftp> get CS1-startupl startupl<

local : startupl remote: GS1-startupi

227 Entering Passive Mode (192.168.1.1, 216, 249).

150 Opening BINARY mode data connection for CS-startupl (1476 bytes)
ftp>
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529 RA— 7T I7ANDEEAFIPHYSA TR

AMEEDARZ— T v 77 74 V% TFTP r—_—IffFE L= . TFTP % — " — &
LCWAARX— R NT w777 A Ve AEEICIETHZENTEET,
(NS-2240, NS-2250 D% E X AT 25,51 T8k E  NS-2240, NS-2250 75 D

B
BATROERR 22RL TS, )

TFTPIZ L DAL — T v 77 7 A VOERFNEL AEEDOIP T N1 A%1192.168.1.100] .
TFTP #+—_—D IP 7 R 2% [192.168.1.1] RELFHH L ET,

(1) AREEDORZ— T v 7757 A% TFTP — =R AFT 555G
ARIEEDAS — T v 77 7 A% TEFTP Y — — R GFT DL T OBIEEIT WV E T,
startupl 7 7 A /L% TFTP % — N —IZfRAFT 5 FIRIC OV TR L £ 77,
(c)NS-2260# tftp put setup startup 1 external 192.168.1.1<
(c) NS-2260¢#
(2)

TRTP = NR—THEHL TCWVWD AL — T v 77 7 A NV EAREE |(CEIRET DHE
TFTP #— "—TEH L T\ 5 startupl 7 7 A L& REEE IZRGFT 5 FIHIZOW T L
F9,

Bk LT A X — b T v 7T 7 A VO RBIIALLE O FEEh  LB T,

(c)NS-22601t tftp get setup startup 1 external 192.168.1.1d
(c) NS-2260t
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5.3

avy—IILasdnRA

RIEEHEDa YV — LA vE—1F, CONSOLE AR— MZ#ske L 3EE S RICE I N
T, £, FRENTZaV YA A=V, arY— bt LTAREENICH G
a3,

AEEIRFLTWDARETOa Y —u V2 BHRRT HIZIEL, show log console =+ >
REFITLET, 7 a VL TEITTH E 1MByte 2 %Téﬂi?‘o

(c)NS-2260# show log consoled
Sep 23 15:24:05 port_logd: <TTY32> started
1MByte # &R~

(c) NS-22604#

ForRT AT HERET H8E 1. show log console =~ o RIZIT8ZfE L CTEITLET,

(c)NS-2260# show log console 204
Sep 23 15:24:05 port_logd: <TTY32> started
20 TR ERT

(c) NS-22604#

BRI TWELETOary Y —LnuJEH#r7T 5120E, show log console detail =~
R&EFATLET,

(c)NS-2260# show log console detail<
Sep 23 15:24:05 port_logd: <TTY32> started
2TOOTERT

(c) NS-22604#

ay =)L A v t—% CONSOLE R— CHipE L7 3@ a B R I 2R L s b | [AlR

\Zxy hU—27 L Telnet/SSH 7 74 7 v hRICa Y Y=L A v =T FREED

1Z1%. Telnet/SSH 7 A4 7> I/ 5 console 2> REFEITLET,

o=y RETRIL, HhEhbary Yy — A yt—U0 Telnet/SSH 7 74 7 > b OEiHE
_i'%mé?hiﬁ‘o

A=A AvE—VORREEIET S E X console off I~ REFEITLET,

(0) NS-2260# consoled AVY—ILAytE—CFRE
(0)NS-2260# console offd ary—LrvtE—TkERT
(0) NS—2260#

ayYy—nu 7t SYSLOG #— "—IZXE L TRFT S22 L b TE ¥, SYSLOG #
—AN—OFREFET. 1473 SYSLOG V5472 FDERE] 2L TIZ30,
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SNMP 2L 5K EEDEHE

ARIEEE X SNMP Versionl/Version2c/Version3 %A — kL TWEF, SNMP ¥—/3—M»n
FET D MIB OEREAREE N ZET D L. TOERIZLTe—Y 3 JEAO MIB &
% SNMP H— —{TIR L 7,

o, KEEITSNMP 7 v FEREHEEZFTA LTV L DT, il b DR K TALEE ) 7
EE) U720 AR E 2B L QO DB SR N & D o LTEIREIZ ,SNMP k7 » 7% SNMP
=N - xR L TEEZ2HLED I ENAETT., MT v T
Version1/Version2/Version3 FE XD WT NN TEET IV EREET DI LB TEET,

ERMREE || ERNRMES

SNMPH—/\

L]

TINAI]

|zm Ehi

Ke _ NS-2260

SNMP rS5v S
SNMP MIB7 7+ R [Serial DSR Trap
B SR Coldstart Trap
[ VFD#EHER TOfth
ZDith

5-2 SNMP #gE

ALEE DO SNMP #REZFIH I 5121k, Fied FIECTAREE & SNMP H— 3—%

RELET,

O ALEEDO SNMP = — 2 = v MEGEARE L £7,
AIEED SNMP —=— = > MEREIX 2.4 EREE#EE] 22 L T30,
AAEED SNMP = — 2 = MEREDOHTIL 14.7.2 SNPT—S Y FODRE] 225

LT EEN,

Q@ AREBEZEHTH-OOERAEBROIP T FLR/aI 2=F 4 —IT7 7 & ZAH)
% SNMP Y — _— |2 E L £7,

® WMEITEL T, SNMP H— _—CAEBEDO MIB 7 7 A L% A »R—F LET,
AEE D MIB 7 7 A MiE, #dk— 53— (httpsi//www.seiko-sol.co.jp/) 725
Ao ma—RLTL I,
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5.5

SRTLYIT DI TDOER

ARIEEDL AT LY T M =T OREERIZHOWTHA L E T,

AEBOL AT NV T 87 = TIIARENEICRE L TCWET,

BEEICHAT A AT AY 7 T 27 (main) &, AT AY 7 b7 = 7 (main) 3F ] T
ERWEAIERAT A AT ALY 7 b xT(backup)® 2 DDV AT ALY 7 MU =T &

WL TWET,

TD2ODODVAT LAY T MU TIZFHF T HEZDLZ ENTEET,

(main)

[ :/X7_'-/-\‘/7"'717}

(backup)

{ 917_'!-\‘/7#'717}

K 53 YRTLYIT I TOER

55,1 @8I BLRATLYITI 97O YEZ

BET LV AT LY 7 My =T 280 E 2 55k reboot v R THRET 5 714 L ROM
FT=H—THRETLHIED 2FENH Y £,

reboot A< RIZXDEENICAT LAY 7 =7 08 ) B
HEIFICHEAADL T AT LAY 7 b7 =T Z reboot < RTHRETAZ ENTE LT,
FHRBEFFC AT LY 7 b v =7 (backup) & Gt AiATeiG AL, Tt a~y REFEITLE
7,

(c)NS-2260# reboot backupd
Do you really want to reboot with backup system and startupl [y/n] ? y<

5-23
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(2)

ROM E=X —|ZLDEEBICAT LAY 7 b7 =27 OUIY B2

TEEOFEP ON B L < 1% shutdown =2~ > RETHRICHAAL T AT LAY T v =T %
ROM E=#—TCIRETDHI LN TEET,

VAT LY T b =T (main) M SO H I L EE TE WAL ROME=4 —T,
boot b =~ FEFITL T, YAT LY 7 bv=T (backup) TEEIL T EEW,

ROM £ =4 =X DT AT LY 7 b U =7 OUVFEZFIAZLLFIZHI L £,

(DAL > CONSOLE 7K — b IZ 56 8 B R 2 5t L 97,
OALEEOEPR A ON I LT, HEEEHIEARIC “Hit Enter key to stop autoboot:” 73

Frahieb, $<SIZYVZ—rF—2M L, ROM £E=%—0O MON>7'n 7 %
FORSEET,

Hit Enter key to stop autoboot:
MON>

@boot a~v > RiZ-b A7 arvaHELT, VAT ALY 7 U =7 (backup) %
ALEh L E T,

MON> boot —b<
INIT: version x.xx booting

ROM =% —Dz ML 48D RMME=H2—] BB L TIEEW,
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(3)

VAT ALY T MU= T ORER

VAT LY T by =T (backup) NEEIT L L, FRRO LT Ry T AL EFT (TR
Y7 NORNT ¥ BFERINET),

NS-2260 login: root<

Password:<
* () NS-2260#

BELEVATLAY 7 b7 CRELIZZ & 2MERT H72DIZ, show version 2~ N
BIATLC, BBILESVAT LAY 7 b7 EX—Va v EERLET,

(c)NS-2260> show version

. System Software Ver 1.0 (Build 2025-xx-xx)
. Reboot

: 2025/03/18 08:28:34
© 00:80:xx:xx:xx

D2

: NS-2260-48 (48 port)
T OXXXXXXXXX

“Ver 1.0

: A15 (1500MHz)

: 1010028 KBytes

: main (Ver 1.0)

. external startupl

: Ver 1.0

: Ver 1.0

System

Boot Status
System Up Time
Local MAC Address
Number of MAC Address
Mode |

Serial No.
BootROM

Main Board GPU
Main Memory

Boot System

Boot Config

Main System

Backup System
(c)NS-2260>
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55.2 PRATFLY I+ FDIE—

5.56.3

ARIEFDO AT ALY 7 U =7 1E, main & backup fl Tabt—345Z N TXET,
VAT AV T by =T (main)E Y AT LY 7 b7 (backup)ll 2 B —9 521X, Fied
X 912 copy system =~ REEITLET,

(c)NS-2260# copy system main to backup

Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes. .. done

copy successful

(c)NS-2260#

VRATLYVI T DIEIR

TR—, VAT LY 7 by 7 (main) NEN TEE CXR2VREICH-TH, VAT LAY
72T Oar—EEAFIHTIIE. AT LAY 7 Y =7 (backup)E L AT LY T K
727 (mainliZa =L T, YAT ALY 7 b =T (main)ZEIRT2 2 &L BNA[FETT,
AT LY T b T (backup)Z Y AT ALY 7 7 =7 (main) il 2 B —4 585481, VA
725V 7~ v =7 (backup) TEBE) L7-% T, FFid X 912 copy system =~ REFEITL
£

MON> boot -bd
INIT: version x.xx booting:

NS-2260 login: rootd

Password: d

* (c)NS-2260# copy system backup to maind

Do you copy backup system to main system [y/n] ? yd
Please wait a few minutes. .. done

copy successful
* (¢c) NS-22601

ROM =% —Dz ML [{48D RME=42—] BB L TIEEW,
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55,4 N= 3 7y T /N—=CavsHy

NR=Da VT T PR=Ta BT OFIEICONTFRRICHA L £,
TROETHNL, AEED IP 7 FL 2% [192.168.1.100) . FTP/TFTP #—/—o IP
7 L A% [192.168.1.101) & LCHHILCWET,

1) A A=Y T 7L NVDATF
NR=Tq T T INR—=Ta B HDOA A=V 7 7 A1 [(f])system.2260.sys.100] %
ATFLTLEEN,
AA=T T 7 ANDANFHEZ, BERBEE S L3R — MO TBMEGE<
S0,

(2) A A=V T 7 A VD%
TROWTNNDOFIETA A=V 7 7 A N EARIEEICHIRE L E T,
c ARHEE O tftp 2~ K& 25 ik
c REEBEO ftp o~ REHEHT L HiE
* FTP/SFTP 7 5 A4 7 v b &fEHT 5 Hik

WAEE O titp =~ > &M 2 5k
TFTP #h—/"—ZA A= 7 7 A /L% NS-2260.sys & VD ARTTRIELE T,

TEHa~y REFETL, TFTP +—3—(192.168.1.10D)06 A A— T 7 A L EFE L F
TO

(c)NS-2260# tftp get verup system—image 192.168.1.101d
(c)NS-2260#
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WALEED ftp 2~ > Ra 4 5 ik

AIEFE NS Fita~y REEITL, FTP —3—(192.168.1.10D)0 A A —V 7 7 A L%
B LET,

AAEE (1T VT NS-2260.sys EWVV) 77 A LML TA A= T 7 A VERIEL T EE W,
FTP #ENRML7ZGATE. BE, FTP X ELZFTLTIIEE N,

ARA=T T 7 AERT AL F Y —F— REFELTLEEN,

(c)NS-2260# ftp verup 192.168.1.101<
Connected to 192.168.1.101 (192.168.1.101).
220 FTP Server ready.

Name (192.168.1.101:user1): userld

331 Password required for userl

Password:

230 User user1 logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> binaryd

200 Type set to I

ftp> get NS-2260. sys. 100 NS-2260. sys

local: NS-2260. sys remote: NS-2260. sys. 100

227 Entering Passive Mode (192.168.1.101, 218, 103).
150 Opening BINARY mode data connection for NS-2260.sys (3866548 bytes)

B T A A
B T T
B T
B

226 Transfer complete

3866548 bytes received in 0.333 secs (11607.59 Kbytes/sec)
ftp> quit

221 Goodbye.

#

BFTP/SFTP 7 A4 7> M &I 5 JiiE

enable ftpd =~ R&ZEITL, AEED FTP — =% F&Z L £7, &I, create
allowhost 2~ RZEITL T, 7 IA4T7 v FaRMN 5D FTP/SFTP e A 3F 7] L £,
N=D g7 v 7Fa—P—(eruplZ/ ATV — RZHREL£7,

SSH 7u ha s ZFALTWD SFTP 7 94 7 > M aEHT 2854815, 14.6.6 SSHH—
N—DHRE| & [4.6.8 EBH—N—DTF7 I EAFR 22W L, REED SSH #—
—EZBRELTLEEN,
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(c)NS-2260# enable ftpd<
(c)NS-2260# create al lowhost 192.168.1.0/24 service ftpd<

(c)NS-2260# set user verup password<
Changing password for user verup

New password: <

Retype new password: &
Password for verup changed
(c)NS-2260%#

FTP/SFTP 7/ A4 7 & FInOAIEBIZA A=V T 7 A NV EHRIELE T,

ARIERE 1TV T NS-2260.8y8s £V 77 A NATA A=V T 7 A NERFEL T EEN,
FTP/SFTP £E 0N KR L 725613, FE, FTP/SFTP #E2FEITL T EI,

AR T 7 AEIRLT AL F Y —F— REFELTLLEEN,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verup<
Password: d

Welcome to NS-2260.
“/verupfiles” : version-up files
”/support” . support files

230 User verup logged in

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).

ftp> binaryd

200 Type set to I

ftp> cd verupfilesd

250 CWD command successful

ftp> put system. 2260. vi00 NS-2260. sys

local: system.2260.v100 remote: NS-2260. sys

227 Entering Passive Mode (192,168, 1,100, 179, 8).

150 Opening BINARY mode data connection for NS-2260. sys
HHHHHHHHHHHHHH

ftp> quitd

221 Goodbye.

$
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B) "=V a7 v/ N=Ta T RO
show system—image 2~ RT, RIXL72A A= 7 7 A /LB WEYNEE STV D0
MR LET,

(c)NS-2260# show system—image
System Image Name : NS-2260. sys

Product : NS-2260
Version 1.0

Date © 2025-03-17
Status : available

(c) NS-2260#

WHT 5 Version WIELWEH DT > TWADRER L ET,

4) N=Ta T o7/ RN=Ta Xy DFET
restore system-image I~ FZETL T, N=Va T v TIN=Ua U Z U 2TV E
TO

(c)NS—-2260# restore system—image to main

Do you restore NS-2260. sys to main-system [y/n] ? yd

(5) FHiEZHEh

VATFLAY T N =T AEEELET,

(c)NS-2260# reboot<

Do you really want to reboot with main system and startupl [y/n] ? yd

6) N—=Ta T v /N—=D g B R ROMER
AIEEBNHFHEE L5, showversion 2~ REFEITLT, YATAY 7 M7 =T D/R—
Va R LT IEEN,
T, REBEBOKENEFICEHEL TWAZ LE2HER LT EIN,



5%

EELRST

(c)NS-2260> show version
System :
Boot Status

System Up Time

Local MAC Address
Number of MAC Address
Mode |

Serial No.

BootROM

Main Board CPU

Main Memory

Boot System

Boot Config

Main System

Backup System

(c)NS-2260>

. System Software Ver 1.0 (Build 2025-xx-xx)
. Reboot

: 2025/03/18 08:28:34
: 00:80:xx:xx:xx

D2

© NS-2260-48 (48 port)
TOXXXXXXXXX

“Ver 1.0

: A15 (1500MHz)

: 1010028 KBytes

: main (Ver 1.0)

. external startupl

: Ver 1.0

: Ver 1.0
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() VAT AT 2T DOa’—

MBEIE LT VAT LY 7 by =7 (backup) b v A7 LAY 7 b =7 (main) & [/ C/3—
U NCHDLETLEE Y, YAT ALY 7 by =T (main)% > A7 LY 7 7 =7 (backup)
\Za B —3 B5A1% copy system 2~ REETLET,

(c)NS-2260# copy system main to backupd
Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes. .. done

copy successful
(c) NS-2260%

55,5 SRFLYIEIDITDNYIT YT

5-32

VAT T N =T BNy T v T HFEIECHOWT FRRIZHAL 9,
TEROETHNL, AEBED IP 7 FL 2% [192.168.1.100] . FTP +—"—®D IP 7 F L
A% [192.168.1.101] & LCBALCTWET,

(1) SATEIY T NI 2T ORI T S

Ry I T T TEHIAT A7 b =T BERLET,
main b L < % backup DWTNNDL AT ALY 7 b= TBIR LNy 77 v 7 LET,

s VRATLY T RO T (main) DIFE

(c)NS-2260# backup system—image main<
Do you really create NS-2260. sys system—image [y/n] ? yd_
Please wait a few minutes... done

backup successful
(c)NS-2260#

s D RT ALY T DT (backup) DIHFE

(c)NS-2260# backup system-image backup<
Do you really create NS-2260. sys system—image [y/n] ? yd_
Please wait a few minutes... done

backup successful
(c) NS-2260%
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(2) HETDHA A —TOMER

show system-image =2~ RC, 55T HA A —T D=V a VAR LET,

(c)NS-2260# show system—image
System Image Name : NS-2260. sys

Product : NS-2260
Version 1.0

Date : 2025-03-17
Status . available

(c) NS-2260#

(3) A A= I T v
THROWTNNDOFETA A=V — R — Tk LT,
c RAEE D tftp 2~ REFHT 5 i
c RIEED ftp o~ REEHAT 55
cFTP /A7 v T 51

WAEE O tftp 2~ > Ra 5 ik

TFTP % —/3—|ZA A —T % NS-2260.sys L WO LRI TRy 7 7 v 7 LET,
Tia~y F&EFETL., TFTP —/3—(192.168.1.100)~A A — &zt L ¥4,

(c)NS-2260# tftp put verup system—image 192.168.1.1014
(c) NS-22601

WALEED ftp 2~ RaME4 5 ik

FTP $—/3—{ZA A —(NS-2260.sys) % NS-2260.sys.v100 L W I A HI TNy 7T v 7 L
£7,

AREEEND TRt a~vy REFET L FTP ¥ —/3—(192.168.1.100) ~A A — V& Hzk LET,
FTP iXEN R L2561, B, FIPEEZFETLTIEIN,

A A=VIEFEMT AT —F— FEELTLEEN,

(c)NS-2260# ftp verup 192.168.1.101d

Name (10.1.1.1:root): XXXXXXd

Password: XXXXXX<

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Switching to Binary mode

ftp> put NS-2260. sys NS-2260. sys. v100<

local: NS-2260. sys remote: NS-2260. sys. v100
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227 Entering Passive Mode (10,1.1.1, 89, 41)
150 Ok to send data.

Rt : HEE

ftp> exitd

221 Goodbye.

(c)NS-2260#

WETP 7 747 M aMH$ 5 51k

enable ftpd =~ REZEITL, REED FTP ——%2HHZ L E 7, KIT, create
allowhost 2~ REZEITL T, 774 T Mk bH O FTP # a3 LE7,

N—= g T v Fa—P—(verup) /XA U — RZHREL£7,

SSH 7u ha v ZFHL TS SFTP 7 7947 > FaEHT28481%, 14.6.6 SSH H—
IN—DRE| & [4.6.8 EFH—N\—DT7 IV AFHR 220, AREED SSH H—
—ZRELTLLIEEN,

(c)NS-2260# enable ftpd<
(c)NS-2260# create allowhost 192.168.1.0/24 service ftpd<

(c)NS-2260# set user verup passwordd

Changing password for user verup
New password: <

Retype new password: &

Password for verup changed

(c) NS-22604#
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FTP 7 A7 > hTAIEEDA A=V EZFLET,

TEEIEA A — P (NS-2260.5ys) % NS-2260.5ys.v100 £ WD 77 A VZ TRy 7T v 7 LT
WET,

FTP X F IR LI=5a13, BE, ETL s,

AA=VIFMT AL TV —F— FEFELTIES,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 192.168.1.100 FTP server ready

Name (192.168.1.100:verup) : verup<d

331 Password required for verup
Password: J

Welcome to NS-2260.
" /verupfiles” : version-up files
”/support” . support files

230 User verup logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> hashd

Hash mark printing on (1024 bytes/hash mark).
ftp> binaryd

200 Type set to 1

ftp> cd verupfilesd

250 CGWD command successful

ftp> get NS-2260. sys NS-2260. sys. v100<

local: NS-2260. sys. v100

227 Entering Passive Mode (192,168, 1,100,179, 8).
150 Opening BINARY mode data connection for NS-2260. sys
RS

ftp> quitd

221 Goodbye.

$
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FHILSR—FOTORFLNEFIE

R—=tu %77 A VIRAFE L, FTP X TFTP THaxk 3 2 FIEICOWTHA L £,

(1) FENZ X DAR— b 7 OREF

R—ba 7R ET D0, FieD X 512 logsave 2~ REHHALET, U T AKR—
FEfRE L Clogsave 2~ REZFATTLH L FHEE LT U TR — FOKR— ha 7 Hltty
%5 _YYMMDDHHMM.log] &\9 7 7 A M4 TIRIFENE T,

(c)NS-2260# logsave tty 14
(c)NS-2260%

BREINTZR—ba 7 77 A LO—%&L, loginfo 2~ RCHRT I LENTEET,

(c)NS-2260# loginfod

Total (1K-blocks) Used Available Use%
308983 2064 286447 1%
Size SaveTime Name

82 Jul 9 21:09 tty01_2507092109. log

(c) NS-22604#

(2) B— Fr 7 Diidk

FTP % —"—lZR— b 7 2R/EFETLICIE TRRa~y FeETLET,

(c)NS-2260# ftp log 192.168.1. 1004
Connected to 192.168.1.100(192.168.1.100).

220 FTP Server ready.
Name (192.168.1.100:user1): userl

331 Password required for userl

Password:
230 User ne logged in

ftp> put tty01-2507092109. [ogd
local: tty01_2507092109 remote: tty01_2507092109

227 Entering Passive Mode (192.168.1.100, 147, 214).

150 Opening BINARY mode data connection for tty01_2507092109
226 Transfer complete

82 bytes sent in 0.000324 secs (253.09 Kbytes/sec)

ftp> quitd

221 Goodbye.
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TFTP #—"—ZR— b a7 2REFET LI TR~ FE2FITLET,

(c)NS-2260# tftp put log tty01-2507092109. log 192. 168. 1. 1004
(c) NS-22604

FTP 7 547 > bipbAR— a7 2liG4 25813 FRRoE(E2FTLET,

FTP 7 A7 > bR — b 72 BASF$T 580Z, FTP 7 74 7 > MO AIEEIZ 7 7 H
Fa—H—og) CTT 7 EATE DL IICHELET,

SSH 7w hanzfHLTnWD SFTP 7 74 7 > a4 55613, 14.6.4 SSHH—
N—DRE] L 1465 FEHY—N—DOT7VEAHR, ZZML. K&ED SSH H—A
—ZRELTLLIEE N,

(c)NS-2260# enable ftpd

(c)NS-2260# create allowhost all service ftpdd
(c)NS-2260# set user log passwordd

Changing password for user log.

New password: {4

Retype new password: J4
Password for log changed
(c)NS-2260#

FTP 7 74 7 v b b AREEICr ZfG2r——log) TrZ A v L, RIFLIEAR—Fr
WD EaMRLET, (OT 4 L7 F)RT 7 A NVOEBEIIITHORNTIZE N, )

$ ftp 192.168.1.1004

Connected to 192.168.1.100

220 (Welcome to FTP service.)

530 Please login with USER and PASS.
Name (192.168.1.100:10g): logd

331 Please specify the password

Password: 4
230 Login successful.

ftp> Isd

227 Entering Passive Mode (192.168.1.100, 222, 247)

150 Here comes the directory listing.

drwxr-xr—x 3 200 0 1024 Oct 16 12:02 logfiles

226 Directory send OK.
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ftp> cd logfilesd
250 Directory successful ly changed

ftp> Isd
227 Entering Passive Mode (192.168.1.100, 222, 247)
150 Here comes the directory listing

—-rw-rw-rw- 1 200 200 118902 Oct 11 05:41 tty01_2507092109. log
—-rw-rw-rw- 1 200 200 3072016 Oct 12 01:21 tty01_2507091021. log
-rw-rw-rw- 1 200 200 102420 Oct 11 05:47 tty02_2507091447. log

-rw-rw-rw— 1 200 200 3072016 Oct 11 01:22 tty03_2507091022. |log
226 Directory send OK.
ftp>

RFELIER— b7 77 ANV 2 FTP 7 947 > F TR LET,

ftp> get tty01-2507092109. logd

local: tty01_2507092109. log remote: tty01_2507092109. log

227 Entering Passive Mode (192.168.1.100, 200, 242)

150 Opening ASCII mode data connection for tty01_2507092109. log (28 bytes).
#

226 File send OK

28 bytes received in 0.0013 seconds (22 Kbytes/s)

ftp> quitd

R—hv 777 A0 ftp @ delete =2~ R THIFRCTX 97,
RE AR — b ZI3HIBRL T E &0,

ftp> delete tty01-2507092109. |ogd
250 Delete operation successful.
ftp>

$
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5.7 RE T TIGHAERICRY 77iA

=111

AIEE O T % LIGHAEFZE T2, clear startup 2~ REFEITLET,
BEDAX— T v T 7 ANDIHENYL LY al A7 a U EHRELTETD AL —
T o777 A NMAEY —H— RERBEENBORAL — T v 7 1~4 7 7 4 /W) EHHUE
THZENTEET,

(c)NS-2260# clear startup alld

FE O wite ATV FEETLEVTLESWL, wite ATV FEEITTDE. BED
SV aAvIA TN TIAINEDRE— TP YT I7AIICEEETEINT
LEVET,

£ 77 7 A4 VLT 585A1E, shutdown logclear =~ > REFEITL TL7Z &Y,
MON>7' 1 > 7 " PRERENT OAREBOERZ OFF IZ L E7,

(c)NS-2260# shutdown logcleard

Do you really want to shutdown and clear log files [y/n] ? yd

MON>

5-39






6 =

Ao a—Tr 20
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6.1

6-2

S TIILLEOBE

KIEEDO T T VE, REEBON— Ry =T RE Ry NU—Z@EOER N7 7, v
U T IVBIE O T T Bl v 4 ?%ﬂiﬁ"

AEEEIM LD N T TIURRE LTS EIE, TOERS D WVIFBLE AR L, AEEZS
ML TR T 7ZE0y,

Fio, AR — L= 0 THIFE#R 12X, REE O FAQ 0BT /e K3 ##k 41T
WETOT, UFOURL 2L T 7ZE0,

https://www.seiko-sol.co.jp/
ekt b L <IZREARHEE~RIWEDET 25615, RESHEN. =7 —FlR e FRnrT

% show support =~ > FDFEITHER & T LT < 72 &0,
FEMIIE T5.1.2 HERBRO—ERTI # TSHITEE 0,



6.2

6.2.1

AEEON—FOz7ICEAET BT T

TEHAREBON— N7 =TT 2 N T T VORI FEICOW T LE T,

- >

BRAA S VNEE DAL

TROMERE L THARBEEOEFRN/ALZ2ZWPOWER 7 725 LRV)EATT., A%
BOMEEEZ DNET, BHONICAREEDOEREZ OFF IC LT, BRIy —7 121373 L,
ERZEIHEL T ZEV,

BRI —T7 WL, BRI TTOETN?
cBIHA A v FIL, ONIZAR > TWETIN?
carvky MIEERMVE S TWETN?

7ok

-
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6.2.2

STATUS 5 v T mATE IE R L TL S IHE DKL

AILEDOERAZ ONIZT 5 &, POWER 7 0 7708 jUT LEEE 2 B4 L £,
IEFICARSEE N EE) L 72 9a13, 2To STATUS 7 0 7 HET LE T,

AILEDOEREZ ONIZLThH, STATUS 7 7T Lo E EOREAFENTZ D | S
TWLHEAEEFTREZRLU THLL TS ZE W,

S1TATU827/37° >.<41 3/A;T ” T
N R =T OHHEERTET LE LT,

o ol oo o B % ON I L7z BRI, —BRZ oREBIZZ2 ) 9,
FBIRE ONIC LB T, Z0FTORENFE HEIL. AREBOKFEEE XL
NFEJ, EENMLETT,

el ololo o Eaé@%ﬁfx k(POC) ZFEITLTWET (L0 . ‘
ZORENFE HEIEL, AEEOMFEEEZ ORET, BEBALETT,

olelolo o ROME=F —%ZFITLTWET (3R .
ZORENFE AL, AEBEOMELEEZ bhET, BEENLETT,
VAT LD — RPTT,

OO OO O |- g 5o, ASEOMNE: S bNET. ERALETT,

elole|o| o |¥R7rEDTTT, s N
ZoRENE JAIE, AEBOWEEEX ONET, BEPMLETT,

el lole!| O ° VAT LEEIR (A E Y — I — RO LR EE GLAIAHRF) T,
ZORENFE AL, ABEBEOMELEEZ DET, BENLETT,

olololo o Bo2Wi7 X & (POC) ZFATHICZ I —Z i L E LT,
AEEOMEEE 2 DNET, BEBIMLETT,
ROM E=# — 2 FITHICZ T — 2R LE L, EEANETT,
[Enter] ¥ —&#4 L MON>F o7 " RFRENET,

Ol©] O| O O EHIZ, MO T B T err A~y REETFTTLHE, oI —A vt
—VUNFRENDZERDHY ET, LROTT—RA v —VFTEELT, &
A KL T 7E30,
VAT LRI — 2R UE Lz, EEBANETT,
[Enter] ¥ —&#4 L, MON>T o7 hRFRENET,

O|lO0]©| O O EHIT, MON>Z a7 T err A~y REETT DL, ST —A vt
—UNEREINDIZENDHVET, LFHROTT—A v b—TEEHELT, &
AR L T 72 &0,

O|lO]O| O O VAT AEEET

olololo ° AEY = — T 78 AH (write 2~ REfTHR L)

CORES K HFEIT, AEEOHREEEZ ONES, EHALETT,

¥ 1ISTATUST v F/ACT T » 7 Dit 5%, TO: LT, T@: 54T, TO: Mk #R-LET,




6.3

6.3.1

BISICBEY 5 5 TILOXN

WEICET L M7 7ML, TRROFETE 352 LN TEET,

c A= TIUREINTNDE T T — R v —T DR
ARIEEDEREFH D VITHEETIZZ T — A v E—URERIND &,
FOLT—RAyb—=ViFaryy—ra B FEEINnNET,

NI TANRELESGEIZ. 20— Aa IR EINTWAEET— A ybE—T%
ERTHZ L TRHATHZENTEET,

.« BXE DMERR

AEENER LIZEBVICEELARWGAIX, REAHRT S Z L THILTX 255035
nE1,

c REEE DT T OIRREIZ K D — T VBB IE IR BE D HERE
T=TNBRIELLERINTWNDENE I D, HDWEWENREENEEL TWDHNE D
DD FEARR L BT A E T

s o<y FIZLDEEREORMR
ARIEEOWEIRED 2 WVITHEHEREMER T HZ N TEET,

FNITNY a—=T 4 I T D~ FOGEMIZ, WELEE 2T Ta<ws
DI77L2R] #ZRLTIIZSN,

ary—IiLaOy DR

ARIEBEBNFERTDHA v E—D(a =1 Ay E—)E, CONSOLE R— hizH1&n s
LRIFFIZ, vy Y — e JIlbREFINET, BERRELZGAIZX, 2y —nar%
SR T I —OREEMHEREL T EI,

REBOaA L =NV A=V % Y TAHA LR LI WEEAEIT, A%EE O CONSOLE
A— MOEEEHGR (¥ —I TV Y7 FEHBE LIy a2 l) 286k L TS0,

Telnet 7 74 7> hZHEH L THy U —7 EOMKMNOAEREICE 74 LTWDEA
X, su a~v 2 RCEEEHL—V —IZB{T L7k, console a2~ REFE[TLT, vV
— LA yE—U% Telnet 7 747 > MZHLERINDLHITLTLEEN,

2B, su vy RCEEEFH—F—|(Z/2-7-1%IZ, showlog 2~ REFETTHE, =
Y= n T ERERTHIENTEET,

ETOary—irulEErRTHEL

(c)NS-2260# show log consoled

%%ﬁ@ 20T Y —)vua PR T HES

(c)NS-2260# show log console 204
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6.3.2 BREDMEE

echo “SYSTEM configuration...”
#

set timezone Tokyo

#

#

echo “IP configuration...”

#

set hostname NS-2260

set ipaddr ethl 192.168.1.1/24

#

echo “IP6 configuration...”

#

create ip6

set ip6addr ethl 2001:db8::2/64
#

echo “User configuration...”

#

create user setup group setup uid 198

create user verup group verup uid 199

create user log group log uid 200

create user somebody group normal uid 100
create user portO2usr group portusr uid 501 encrypt
$1$26Zk1eRm$60Tw3/CeqfvL jVLnjnbMh/

set user portO2usr port 1,2,3,4,5,6,7,8,9,10
#

echo “IP ROUTE configuration...”

#

create ip route default gateway 192.168.1.254
#

#

echo “IP6 ROUTE configuration...”

#

create ip6route ::/0 gateway 2001:db8::ffff

#

(c) NS-22604#




6.3.3 v FT—VBEDHESK LS TILOML

(1) LINK/ACT 7 > 7 DReds
TRRHEABICUTO@) 2R L TH, AREDEHEIZH S LAN K— h® LINK/ACT 7
YIDIIT LR WG EE, AREOHIEE 52 bET,

« LAN 7 —7 Uid, ARIEE O LAN R— MIIE LS SN TWETN?

« LAN 77— 7 uid, AREEE O LAN AR— F OXJ[EPEEE (NTRAL v F R L) 12
EL{EREINTHETN?

AN —T VB ThH, LINK 7 AT o £ THne

(2) ping/pingb 2~ R&EfEH L 7=
AHEE D= — L pinglping6 a2~ K& EIT L AKEBE N 2 T4 7 > MiRIC ping
WEUET 5 Z L EHERL T ZE,

(c)NS-2260# ping 192.168.1.100 4

PING 192.168.1.254 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp_seq=0 ttl1=64 time=0.497 ms
64 bytes from 192.168.1.100: icmp_seq=1 tt1=64 time=0. 352 ms
64 bytes from 192.168.1.100: icmp_seq=2 ttl1=64 time=0.345 ms

-—— 192.168.1.100 ping statistics —

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.345/0.398/0.497/0.070 ms, pipe 2

(c) NS-2260#

(c)NS-2260# pingb 2001:db8::22 J

PING 2001:db8::22 (2001:db8::22): 56 data bytes

64 bytes from 2001:db8::22: seq=0 tt1=64 time=0.177 ms
64 bytes from 2001:db8::22: seg=1 tt1=64 time=0.150 ms
64 bytes from 2001:db8::22: seq=2 ttl|=64 time=0.148 ms

-—— 2001:db8::22 ping statistics —

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.148/0.158/0. 177 ms

(c)NS-2260%#
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(3) show a2~y RIT L A HER

ping/ping6 =~ R CEHEMR TE WG EIX, LFTOHEAZMIR L T 7E3 W,

« REEE O LAN B — D OBRENKTFVLER (ATRAL v FRE) O

LT EEMERLTIES N,

o, ARIEE L SmEEE O — RIS — g3 o (B8, ER) O

LT EEMERLTIES N,

By

ixX &

BN

Ax JE

LEHELTY

N—F LTV

(c)NS-2260# show ether
Eth Link Nego Speed

Duplex MDI

eth2 DOWN enable —-

(c) NS-22604#

eth1 UP enable  1000Mb/s full




CRIEEDO AN R — FOEZED T ERT— 0 X iR LT, BERREET

NI EEMHFR LTI EEN,

(c)NS-2260# show stats ether J

<{Receive Statistics>

{Transmit Statistics>

(c)NS-22604#

Frames Bytes Frames Bytes
etht 687962 45761090 332 23382
eth2 1 60 0 0
(c)NS-2260# show stats ether ethl
Statistics ethl
{Receive Statistics> {Transmit Statistics>
Frames 688847 Frames 332
Bytes 45818311 Bytes 23382
Errs 0 Errs 0
Drop 18931 Drop 0
Fifo 0 Fifo 0
Frame 0 Golls 0
Compressed 0 Compressed 0
Multicast 688535 Carrier 0

CAREEEBDOIP T RLAL R Y PRI NELWIZ 2R L T EE N,

(c)NS-2260# show ip<d
Hostname : NS-2260

: 180

0 192.168.1.1/24

IPaddress (eth2) : -
(c) NS-2260%

TcpKeepAlive
[Paddress (etht)

(c)NS-2260# show ip6<
IPaddress (eth1) : 2001:db8::2/64

IPaddress (eth2) : -
(c)NS-22601
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I TATV MRRBEID Ry U= T FLAIZERG SN TV A AL, showip
route/show ipbroute 2~ REFEITL, 7747 2 MRSDAZ T 4 v 7 FREED

ELKHRESNTNDZ L 2R LTI EEN,

(c)NS-22604#

show ip route

destination netmask met iface status
192.168.1.0 255.255.255.0 0 etht -

0.0.0.0 0.0.0.0 192.168. 1. 1 0 etht -

(c) NS-2260#

(c)NS-2260# show ip6route

destination gateway met iface status

::2/0
(c) NS-22604#

2001:db8::/64 -—
2001:db8: :ffff

0 eth1 -
0 ethl inact

(4) BFEY—_R—D 7T 7 ¥ AHIROfER
Telnet ° FTP 7 74 7 > b OARBEEIZHER T WS IL AREEO LY — A —Dik

L7 7 v AHIRZHR L TSV,

(c)NS-2260%#

<telnetd>
status
port

<sshd>
status
port
auth
host_key :

<ftpd>
status

(c) NS-22604#

show service <

. enable
023

. enable
222
: public

device_depend

: enable

show allowhost <

(c) NS-22604#

Service Address/Mask Access tty List
portd/telrw all all
telnetd all -




(6) FTP & v 3 DUk
ftp/ftpd/sttpd D& v > a2 VRSHENL TE R WAL, Tl 2~ RE2FIT LT, @filiic
P52 &b TEET,

(c)NS-2260# disconnect ftp 4
(c)NS-2260# disconnect ftpd<

(c)NS-2260# disconnect sftpdd




6.3.4 L) TFILBEDER T TILOXL

6-12

(1)

(2)

TN —T I DORERR
TREBZHERALTHLV U TLVBENTERWGEEIL, AEEOBELEEZONET,

U TINT =T E, REBOV Y TIOUR— MIIELL B ENTHETN?
U TN =TT, ERRGHESRICE L SERIILTWE TN

VU T =T IVOFERITIE LS #E STV ET M ?

< U TN —T VDR % 7 % (NS-354 DB9-RJ45 ZEHa =1 % 7 &% /NS-491
DB9-RJ45 i 2 7 % (7 v ) [Zfi&E > TV EHAN?

VY TIVR— B a2 7 X ORI, B TREFIEE) 22 L T 7ZEN,
Wt R — AR — DI L TV A R D TR 80,

show 2~ FIZ L AHER
show 2~ REZEITL, VU TAR— bR — Fh—_— KT —EXADRIEL R
LTL7E&EW,

VU TNAR—FORENPELWNWZ AR LT EE N,

(c)NS-2260# show tty 3 <
tty : 3 “Tokyo-Switch-3”

baud : 19200
bitchar : 8
parity © none
stop o
flow . none

detect_dsr : off
(c) NS-22601




o F— M= N —DIREE & R —

FEENELWZ EZ2fER LT EEN,

auth status  none
connect status : direct
base port number

timeout status

(c)NS-2260# show portd<

telnet rw : 8101 ro : 8201
ssh rw : 8301 ro : 8401

(c) NS-22604#

idle_timeout : off
ro_timeout @ off
menu status : auto
tty Label Listen Port TimeOut
telrw telro sshrw sshro idle ro
1- 8101 - 8301 - - -
2 - 8102 - 8302 - - -
3 - 8103 - 8303 - - -
4 - 8104 - 8304 - - -
5 - 8105 - 8305 - - -
6 - 8106 - 8306 - - -
1 - 8107 - 8307 - - -
8 - 8108 - 8308 - - -
9 - 8109 - 8309 - - -
10 - 8110 - 8310 - - -

C K= b PRI A LTV A BAI, HE LA — ba—F—IC RO
YT A RS TS D E R HR LT EE,

(c)NS-2260# show user
User—Name Category (Uid) Public—Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

port02usr portusr (501) 1-10, 13
(c)NS-2260#
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s R LTI2W T ) TV — P ORI Z RS L1kt TE 22l LTS Z a0,
Ty va VOPHBRENEN > TV DS, /=~ IbE— FTERHEADO LY TR
— b~id, R —Y =TT D Z LIFTE A,

(c)NS-2260# show portd session<

telnetrw: 3 ro: O
ssh rw: 0 ro: O

available session ( telnet only : 95 / ssh only : 95 )

tty . Label Session-Limit
Type Login-User Local Remote
tty 1 : DB-server RW: 2 / RO: 3
rw 1 portOlusr tel:23 192.168. 30. 145: 4731
rw 2 portQ2usr tel:23 192.168. 30. 146: 3495
tty 2 : L3SW No.08 RW: 2 / RO: 3
rw 1 portO3usr tel:4740 2001:dba::2.4740

(c) NS-22604#

T Yg TEE PNV disconnect 2~ 2 R TCARE R E v g v & iAW
5L HAEHETT,

(c)NS-2260# disconnect portd tty 1 rw 14
(c) NS-2260%

B LW U TR — M, SRR =V =Dt v v g Vo TR E D ATk
BLTLIESN, By v a O EDRH N2> TWDHEGE, JhiE2—3 — Tt
BDLYTIVR— T, /=~ E— R THRTHZLIITEXETA,

(c)NS-2260# show ttymanage session

tty Login-User Remote
1 extOlusr 172.31.100.67:37726
2 ext02usr 172.21.100. 69:50961
3 ext03usr 2002::200c:417b. 36876

(c) NS-2260#




o alrBNEoTWBEGE, B A ra—YP—DT N A AFFEHR LTI,

(0) NS-2260# show user login

User—Name Dev Login-Time Idle Remote-Host
extOlusr 0 Mar 25 11:24:13 00:00 172.31.100. 67
ext02usr 1 Mar 25 20:09:38 00:34 172.21.100. 69
ext03usr 2 Mar 25 21:05:10 00:20 2002::200c:417b

(0) NS-22604

T g Tz = NEWEA T disconnect =+ 2 KT device B AIREET HZ & CTUHLE
= =Dt v a EEEHEFNCOINTT S Z &b ARE T,

(c)NS-2260# disconnect device 0d
(c)NS-2260#

« SSH Hr— N—HEBEZFIH LTV A A I1E, SSH 3 — " —DEREE A E LW 2 & A fEdd
LTL &,

(c)NS-2260# show service J

<telnetd>
status : enable
port © 23
<sshd>
status : enable
port D22
auth : public

host_key : device_depend

<Ftpd>
status : disable

(c) NS-22604#
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AR = R—DOT 7B AHIRBTEYLOL Y TIAR— RSN TWD DL 2R
LTL &,

(c)NS-2260# show al lowhost <

Service Address/Mask Access tty List
portd/sshrw all all

portd/telrw all all

telnetd all -

(c) NS-22604#

VU TNR=FDEZIEN T HARET —h T U H R LT, BERIRE TRV
LERMER LT EEN,

(c)NS-2260# show stats tty 3
tty © 3

TX Octets 01152

RX Octets 2432

Error Parity : 0

Error Framing : 0

Error Overrun : 0

Break Gount : 0
Status : DSR:on CTS:on DTR:on RTS:on GD:off

(c)NS-22604#

(3) hangup =~ NIZ X BHHER
show 2~ RIZ K DMEBAFEM L CTH, U 7R — MMIHfe L7 B ke & s ¢
X720 EIX, YU TAR— &2 Yy b5 hangup =~ R&EFEITL T, BENEIH
TOME DI M EMER L TIZEN,

(c)NS-2260# hangup tty 1 <
(c) NS-22601




6.3.5 RADIUS EREEHERE/RADIUS 7 H o > FHEED b5 TIL DXL

AL E D RADIUS #RFFERE/RADIUS 7 4 w7 o MERENIE L < 8fE L2 WE&1X, LLTFO
V3T EFEmL T 7ZE0,

(1) RADIUS ZBEFH— X—/RADIUS 7 H 7 > hH— N—DhE
RADIUS RE— _X—/RADIUS 7 Z 7 » b — "= EE L TWB Z & B RADIUS

FREY—/S—/RADIUS 7 A 7 > b —N"—=RIEL<REINTNDLZ L 2R L TLES
Wy,

o AREEE 7> 5 RADIUS F8FEY—/ X—/RADIUS 7 A 7 > b — R—|Z Ping IFJ@ & £9 /1?2

* RADTUS FEREY—/3—/RADIUS 7 A1 7 > b —/N—"T RADIUS —_"—7' 1 77 L) LHE)
LTCWETN?

« RADIUS FREEY— R—DFHIEAR— k., RADIUS 7 U v b Y —R—DT v v hiR— b
AEEEDOBRELHS>TWNETN?

* RADIUS #BFEH—/3—/RADIUS 71 7 o hH— =L KIEEDO T —7 Ly h ¥ —3—
LTWETN?

« RADIUS §8GEY — R — Il 22— P —[FIE L BEEINTOETN?



(2)
TED show 2~ > REFET L,

V' MRADIUS 7 H O NI4T v FOHRE.

L/T< 71:_.31/\0

* FILAHJ‘-EjiAE& RADIUS uupE7 7/])7/ }\

show =< > NIT X % RADIUS #3GEA%EE/RADIUS 7 71 7 o M BERE DR

uALuIE/777:7'7/ ]\jit& K %@ RADIUS uLuIE7 TFAT
T RBATN—TRENE LW & &R

R E DR

(show auth/show auth radius/show auth access_group =~ K)

(c)NS-2260# show auth <
<auth information>
Mode
su_cmd username :

© radius
root

(c)NS-2260# show auth radius

<auth radius information>
Retry : 3

Default User : none
{radius server 1>

IP address

Port number

Password

Timeout

NAS_ID

Attribute of portusr
Attribute of normal
Attribute of root
Require_msg_auth

{radius server 2>

IP address

Port number

Password

Timeout

NAS_ID

Attribute of portusr
Attribute of normal
Attribute of root
Require_msg_auth

0 192.168.1.1
© 1812

. stored

03

. SmartGS

©192.168.1.2
: 1812

. stored

03

. SmartGS
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(c)NS-2260# show auth access—_group <

Protocol : Radius
Attribute : Filter-ID

<{root>
attr : admin_grp

<normal>
attr : normal_grp

<{portusr>
attr : port_grp
port : 1-32
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6-20

T H T NERERDIIS TH T NI T4 T MiREDHEF (show acct/show acct

radius =<2 K)

(c)NS-2260# show acct <
<acct information>
Mode : radius

(c)NS-2260# show acct radius
<acct radius information>

Retry 3
Auth_deny_stop : remote
Session_id : 1335319398

{radius server 1>
[P address : 192.168.1.1
Port number : 1813

Password . stored
Timeout 03
NAS_ID : SmartGCS

{radius server 2>
IP address : 192.168.1.2
Port number : 1813

Password . stored
Timeout 03
NAS_ID : SmartGCS

* RADIUS #BFEZ 7 A 7 > b O iHE#H O 78 (show stats auth radius)

(c)NS-2260# show stats auth radius <
<auth radius statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8 0
2 192.168.1.2 3 0 0 0

*RADIUS 7T > v T4 T 2 NOHEHEROHMEFE (show stats acct radius)

(c)NS-2260# show stats acct radius <

<acct radius statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3




(3)

trace 2= RIZ XK B HER

RADIUSERGEY 794 72 MRADIUST v v "7 54T 2 OB ENIE LWIEAIL., trace
o<y REFET LT, AEE L RADIUS $8GEY—/3X—/RADIUS 7 A v b — R—f D
RADIUS 7u haiz FL—ALTLEEV, £O0 trace 2~ ROFERZ M LT,
RADIUS FEFEY—/3—=2> RADIUS 74 7 > b — "= AEEE N ERT P B —
FRELLRSTWDZEEHERLTLIIEEN,

trace =¥ RiZL~UL 1)/ L0 2GEM)/ L ~L 3GERI+Hex & 2 7) D 3 BERE & R
—hLTBVET, BHUIZHDE TR L —ALLEREL T EEN,

728, trace =< RidfHx K 1000 X7 >~ hEThL—RATEET, T 74/ ME 50 37
v N CF, BPTRL—REKTTH8561E Ctrl-C TIEIEL TS Z&E0,

UL 1 (R

(c)NS-2260# trace ethl radius level 1

15:13:44. 783325 1P 172.31.2.106. 22171 > 172. 31. 1. 244. 1812: RADIUS, Access-Request
(1), id: Oxdf length: 88

15:13:44. 785371 1P 172.31.1.244.1812 > 172.31.2.106. 22171 RADIUS, Access-Accept
(2), id: Oxdf length: 52

15:13:44.786946  IP  172.31.2.106.17574 >  172.31.1.244.1813:  RADIUS,
Accounting-Request (4), id: Oxba length: 88

15:13:44.794988 [P 172.31.1.244.1813 >  172.31.2.106.17574:  RADIUS,
Accounting-Response (5), id: Oxba length: 20

15:13:51.858646  IP  172.31.2.106.22241 >  172.31.1.244.1813:  RADIUS,
Accounting-Request (4), id: 0x67 length: 100

15:13:51.861080 IP  172.31.1.244.1813 >  172.31.2.106. 22241: RADIUS,
Accounting-Response (5), id: 0x67 length: 20
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< LU 2 (GER)

(c)NS-2260# trace ethl radius level 2
15:14:47.565937 IP (tos 0x0, ttl 64, id 39839, offset 0, flags [DF], proto UDP (17), length 116)
172.31.2.106.23544 > 172.31.1.244.1812: RADIUS, length: 88
Access—Request (1), id: 0x69, Authenticator: ff6fee6f6f80c2a3aaldf520c4545¢0b
Message-Authenticator Attribute (80), length: 18, Value: .....E....F. &
User-Name Attribute (1), length: 6, Value: root
User-Password Attribute (2), length: 18, Value:
NAS-IP-Address Attribute (4), length: 6, Value: 172.31.2.106
NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Session-1d Attribute (44), length: 11, Value: 423354498
15:14:47.567978 IP (tos 0x0, ttl 64, id 60987, offset 0, flags [none], proto UDP (17), length 80)
172.31.1.244.1812 > 172.31.2.106. 23544: RADIUS, length: 52
Access—Accept (2), id: 0x69, Authenticator: 88b25159eafbeeaabcd9be60f0f16ea’
Message-Authenticator Attribute (80), length: 18, Value: b..f.."..%P0..N
Filter-Id Attribute (11), length: 14, Value: NS-2260_R0OT
15:14:47.569348 IP (tos 0x0, ttl 64, id 39840, offset 0, flags [DF], proto UDP (17), length 116)
172.31.2.106. 24439 > 172.31.1.244.1813: RADIUS, length: 88
Accounting-Request (4), id: Oxbd, Authenticator: 92c5b41750d6b509ffc7a0el1fc8f0782
User—Name Attribute (1), length: 6, Value: root
User—Password Attribute (2), length: 18, Value:
NAS-IP-Address Attribute (4), length: 6, Value: 172.31.2.106
NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Status-Type Attribute (40), length: 6, Value: Start
Acct-Session-1d Attribute (44), length: 11, Value: 423354498
NAS-Port Attribute (5), length: 6, Value: 10000
Acct-Authentic Attribute (45), length: 6, Value: RADIUS
15:14:47.571601 IP (tos 0x0, ttl 64, id 60989, offset 0, flags [none], proto UDP (17), length 48)
172.31.1.244.1813 > 172.31.2.106. 24439: RADIUS, length: 20
Accounting-Response (5), id: Oxbd, Authenticator: 8c63661163e798f56a0f14b8810574c4
15:14:54. 268034 IP (tos 0x0, ttl 64, id 40268, offset 0, flags [DF], proto UDP (17), length 128)
172.31.2.106. 16653 > 172.31.1.244.1813: RADIUS, length: 100
Accounting-Request (4), id: Oxb6, Authenticator: fb886a9a571117¢cab7e68234b63eb068
User-Name Attribute (1), length: 6, Value: root
User—Password Attribute (2), length: 18, Value:
NAS-1P-Address Attribute (4), length: 6, Value: 172.31.2.106
NAS-Identifier Attribute (32), length: 9, Value: NS-2260
Acct-Status-Type Attribute (40), length: 6, Value: Stop
Acct-Session-1d Attribute (44), length: 11, Value: 423354498
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NAS-Port Attribute (5), length: 6, Value: 10000
Acct-Authentic Attribute (45), length: 6, Value: RADIUS
Acct-Terminate—Cause Attribute (49), length: 6, Value: User Request
Acct-Session-Time Attribute (46), length: 6, Value: 07 secs
15:14:54.270458 1P (tos 0x0, ttl 64, id 1180, offset 0, flags [none], proto UDP (17), length 48)

172.31.1.244.1813 > 172.31.2.106. 16653: RADIUS, length: 20
Accounting—Response (5), id: Oxb6, Authenticator: aa25c04ccdd9cc0871feeebcfch76475
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6.3.6 TACACS+HEED k5 JIL D XA
ARHEE D TACACSHERED IE L CEMELR2WEA T LLTFOUI0 5 2% L T 7230y,

(1)  TACACSH+H— S — DR
TACACS+H— "—NEFH L TNDE Z &, BL, TACACS+HY — R—RELLFEINT
WHZEEMERLTIIEIN,
< RAEE DD TACACS+H— " —[Z Ping lT@ & £T 702
* TACACS+H—/3—"C TACACS+¥— =710 7' F LNEE L TWET 2
« TACACS+H—/N—D 7R — K F B 1L TCP (49) T/ ?
* TACACS+H— N— L RIEED T — 7 Ly bF—F—FH L THETM?
* TACACS+H— R —Z a2 —HF —[FIE L BE SN TWETN?

(2)  show =~ RIZ X B TACACSHERE DHETR
T show 2~ REEFT L ZRANAZRIT v IR E  ARKEEE O TACACS+HDERE.
T I EATNV—TRENE LW EEHERLTLTEE,

» TACACS+3RRE/ KGR D FE e

(show auth/show auth tacacs/show auth access_group 2~ > K)

(c)NS-2260# show auth 4
<auth information>

Mode . tacacs
su_cmd username © root

(c)NS-2260# show auth tacacs <
<auth tacacs+ information>
Default User : none

Service Name : smartcs

{tacacs+ server 1>

IP address 0 192.168.1.1
Port number © 49
Password . stored
Timeout © 5

{tacacs+ server 2>

IP address 0 192.168.1.2
Port number © 49

Password . stored
Timeout © 5
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(c)NS-2260# show auth access_group <
Protocol : Tacacs+
Attribute : UserSpecific (Attribute Value Pair)

<{root>
attr_val : grp=admin_grp

<normal>
attr_val : grp=normal_grp

<{portusr>
attr_val : grp=port_grp
port : 1-32

« TACACS+7 1 7 v b DR EMEZR (show acct/show acct tacacs I~ K)

(c)NS-2260# show acct J
<acct information>
Mode . tacacs

(c)NS-2260# show acct tacacs <
<acct tacacs+ information>
Auth_deny_stop © remote
Task-id 231

<{tacacs+ server 1>

[P address ©192.168.1.1
Port number © 49
Password . stored
Timeout © b

<{tacacs+ server 2>

[P address ©192.168.1.2
Port number 249

Password . stored
Timeout : b
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* TACACSH+:EAE/ AR O #EFHE M DO e (show stats auth tacacs)

(c)NS-2260# show stats auth tacacs <
<authentication tacacs+ statistics>

Id IP address Send Rcv_Allow Rcv_Deny Rcv_Error Timeout
1192.168.1.1 121 110 8
2 192.168.1.2 3 0 0

- TACACS+7 I 7 v N OFEEROMEZL (show stats acct tacacs)

(c)NS-2260# show stats acct tacacs <
<{acct tacacs+ statistics>

Id IP address Send_Start Send_Stop Rcv_Resp Rcv_Error Timeout
1192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3
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(3) trace A<y RIZT X BHER

TACACS+DREEMNIE LWGATE, trace 2~ REFEITL T, A%E & TACACS+H—

—[ > TACACS+7' v has% Fb—AL, TACACS+H—"—nLDINENH L Z L &
ABLTLIEEN,

728, trace 2~ RiFHKK 1000 X7y hETHRL—RATEET, 774/ ME 50 37

v R CF, BPTRL—REKTTH8561E Ctrl-C TIEIEL TS E&EW,

(c)NS-2260# trace ethl tacacsd

Apr 19 14:00:02 port_telnetd: LOGIN BY somebody FROM 10.5. 30. 145

14:00:02. 913056 IP 10.5.31.186. 1477 > 10.5. 31.178. tacacs: S
1949630245:1949630245(0) win 5840 <mss 1460, sackOK, timestamp 215552175
0, nop, wscale 2>

14:00:03. 034334 IP 10.5.31.178. tacacs > 10.5.31.186. 1477: S
1621187922:1621187922 (0) ack 1949630246 win 5792 <mss 1460, sackOK, timestamp
537047041 215552175, nop, wscale 2>

14:00:03. 035030 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 1 win 1460
<nop, nop, timestamp 215552176 537047041>

14:00:02. 937741 1P 10.5.31.186. 1477 > 10.5.31. 178. tacacs: P 1:13(12) ack 1 win 1460
<nop, nop, timestamp 215552187 537047041>

14:00:02. 938023 1P 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 13 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938169 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: P 13:69(56) ack 1 win
1460 <nop, nop, timestamp 215552187 537047069>

14:00:02. 938436 1P 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 69 win 1448
<nop, nop, timestamp 537047069 215552187>

14:00:02. 938716 IP 10.5.31.178. tacacs > 10.5.31.186.1477: P 1:18(17) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 938827 1P 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 18 win 1460
<nop, nop, timestamp 215552187 537047069>

14:00:02. 938901 IP 10.5.31.178. tacacs > 10.5.31.186.1477: F 18:18(0) ack 69 win
1448 <nop, nop, timestamp 537047069 215552187>

14:00:02. 972637 1P 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 19 win 1460
<nop, nop, timestamp 215552191 537047069>

14:00:03. 037855 IP 10.5.31.186.1477 > 10.5.31.178. tacacs: F 69:69(0) ack 19 win
1460 <nop, nop, timestamp 215552197 537047069>

14:00:03. 038097 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 70 win 1448
<nop, nop, timestamp 537047094 215552197>
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6.3.7 IPsec ##HED k5 TIL DXL

(1)

(2)

(3)

(4)

AEEE D IPsec HEREIC L D EENIE LS EELZ2WEGEEIX. LTFOIY 43iF 2% L T<
77‘;. élf\o
ARIEE D E /N T A —H — L% dEE O VPN L— & — DR E R

K FERR EﬂEwakﬁﬁ%ﬁnLT<téwo

© KFAEEE O VPN b—Z — 38 L DN E T ?

o« ASEE 7 5 5%k 0D VPN Jb—Z — (2 Ping 3@ & £ 002

- kFAEEE O VPN L—Z — L OFEFIEAERIT - L TV ET?
o SPAEEE O VPN L—Z — L OF/FEREHERIZIEL W TT N ?

show 2~ RIZ L AHER
TED show =~ R&FEFTL, [Psec DIREEATER L T &V,

# show ipsec status detail

# show ipsec spd

# show ipsec sad

trace 2~ RNlZ X %ﬂ@mu
‘ﬁmnman/h%iﬁL:i # & VPN L— & —[od ISAKMP 71z | =21 & ESP
7 halm L —ALT, VPNALV—X—0EDI0ENH D ELHER L T IEEN,

# trace ethl ipsec level 2

loglevel == NIZ K DR
TELD loglevel 2~ RAZZEITL, AREE L VPN L—4% —[D ISAKMP 7' & k 2 /L@
WENEEZH L TIIEIN,

# loglevel ipsec 2




6.3.8 tty YR—HEEED T TIL DXL

ALEED tty ~ 2 — UHEREIC L D@ENE L EELZRWEEAIL.

[6.3.4 © ) 7ILRIE

DERE b TILOFA) (TAT, ATFOEIY 5 292 LT 7280,

(1) tty v 32— VHREZ AT 2 720 DIRIR = — Y — (extusr) WG SN TWD Z L 28 L T

STEEWY,

(c)NS-2260# show user <

User-Name Category (Uid) Public—Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)
log log (200)

somebody normal (100)

extOlusr extusr (401) 1-32
portusr portusr (500) 1-32
port02usr portusr (501) 1-10, 13
(c)NS-2260#

(2) PRIV —IT tty ¥R —VHREDOHERA TG ShTnd 2 L &y
DT 7B AMERPBEFSINLTND 2R LT EENY,

HEID T U TIVR— b

(c)NS-2260# show user extOlusr d

User—Name
Category (Uid)
Permission
normal
root
ttymanage

Public—Key
(c)NS-2260#

cextOlusr
‘extusr (401)

on
on
on
Port-Access-List:1-48
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6.4 ZTOMD LS T

ZOMD b T TN E AT D IR OV TR L £,

6.41 EEECHI—F—ND/I\RT— Fxshi=E&8nxtin

A_

EEEH—F —D/RAT — RN HA L, AREDO CONSOLE A~ — hMIE B EZ
B C. ROM E=X — 48 x93, &_aibfw&wx&~b7/7774w%

BIAALT, YATFLAY 7 Ny =T EEE LR ELZIEE L ET,

FBEEHL—P —DRRAT = REFEZYE LT 2 2 LIXTEERAL, AF— T v 777
ANDETENIULT D2 L TRAT— REHEL £,

VDO FIRE TRESBE L T E I,

1. AREEEOEIRAZ ON 2 LT, “Hit Enter key to stop autoboot...” WE/RI 725,
VA2 —oF—%FL, MON>7 27 FaFRESEET,

Hit Enter key to stop autoboot:
MON>

@ boot 2~ KD fileno A7’ v a v EHREL T XTERIFL TRV LIEF &
HENRAT—ROHALTCWDIAY = NT v 7T 7 7 A NVEgIirdE T, Fid
B, EERHCB SN D ATV — I — RO startupd 7 7 A V& FHHAIAATVE
TO

MON> boot fileno=4 J

Welcome to NS-2260 Console Server

Starting Bootlog daemon: boot |ogd.
BEAvE—CHRTESNET

NS-2260 Iogin:

@ ALEBEICH 7 A v LCRBIFHIHAIAEND AZ — T v T 77 AV EFKFL, 7
FAMTR—Z P UIRE L ET,

(c)NS-2260# show config startup 1 external J

@ EEFFICHAAENDAX =T v T 7740 (Bl : AEVU—H— KD startupl
TrAN) ML L £,

(c)NS-2260# clear startup 1 external
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® ALEE 2 B L ET,

(c)NS-2260# reboot
Do you really want to reboot with main system and startupl [y/n] ? y 4
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11 5R A
I —+H—ER

A-1

fF8 A TlE, 22— —OHERICHOWTHBI L TWET,



A1l 1—H—EE—E

AREFI BRI N TN D
WET,

B4 a—PF—I2iE, FIE LTS 2 A— 7okt LT FRROMEMRA 5 X<

< fa—Y >3, EEEEENER L normal /v —7 O —W—TF, <h— ha—HF—>
WX, EEEBEEVDER LT portust Z—F D —H—TF, <JLiR—V—> 3, HEFHEN
ER L7z extusr 7V —7 O —H—TF, ZOMO2—HF—%, K& @I%Hjﬁﬁ% HonT
OEEFEINTWDL2—HF—TF, HgLtXx=a T4 —FY vr—llbbd T, =—F—%BI/HEIR

LTSN,
a—PF—EROFEMIE,. (2.3 XU To—#EE 2L TIESN,
B, 22—V —OHRIIETETLHZ LT TEEFA,
HER
1—H—% HIL—TF% 4 4 R— rH——| tty v&—
g0 | (xo—re| FEIAO | BEEED | ONOE | norsez | ok
E HE/EE o454 o454 oas4> (BEXREE | (BEIRMESE
DT I ER) DT I ER)
root® 1! root O O X X O X X
S L
;ziﬁ_';j‘%x 5 root O O O X O X X
somebody* 2 normal X X O X O X X
R — P —>%2 | normal X X O X @) X %
LR — P —>%2 | extusr O O*s O X X X okl
setup setup X X X O X X X
verup verup X X X O X X X
log log X X X O X X X
portusr! portusr X X X X X O X
(R— b z—4%—> |portusr X X X X X O*4 X

%1 a—H—root E& U portusr (FBIBRTEELA, £z, BAIEERT S LETEERAS

EWI—HF—(IBTTEENTEET,

FADT I EREZREST PLENHYET,

It

%2 somebody, <—fi1—H—>, HIEI—HY—DE, suaI Y FERTTSHIETEE

%3 portusr [&, R— b1 —H—BEFHEED OFF DIFEIC, AEENRNBMICFAT 51— —TT,
FIRABEIARL—F—ZF > THR— b —N—IZT7 I ERTBHIEETEEEA,

¥4 R—ba2—FORYFIR—FTIERTBICE, DU TILR—

35 RADIUS/TACACS+7: & DAVEREREI H—N\—ICBEEEHERZ L D1 —F—FEM I hIL, Telnet/SSH V547> kP2 Y—)LiR—
FASAREBEICEEEL LTEERT A VTHIELARETT,
HMIXav > FY 77 L2 AMcreate auth access_group root < > K45 set auth radius server root A< > F, 8L U,
$%C ZRUEa—FERMISEI/7HYY bH—N—REH ZBELTLEELY,

¥6  GhARA—Y—D Ik, SSH COAKREBADIT AT BHIEMNTEET,

X1 <GRBEA—F Ottty YR—UHEEERIT T BICIE, VU TILR—bADT IR REREERETIHLENHY FT,
WEREREARABRICOWTIE M4.7.7 a2 y—ILT7Y tX##E(Ansible & DEE) DERTE] ZSHBLTLEEL,

%8 R —Y D TAREBEDRELEFLEETOICIE. RETEBEEEREZMNET ILELHYET,
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1747 B
SSH 2 Z14 7> kY27 FDEFH

B-1

{143 B Tix, AEEIZT 7 82T 5REFEMRSSH Z 54T NV 7 RO AFNZOWTEHA L T
WET,



B.1 SSH 77’{7/ kv I“tnru\nlEji:_r—t

XU T 0 —HEREZ R L TV A AR X, Telnet —/S—212 T, SSHv2 (Secure Shell
Version 2)%— —%#d# L CWET, BEANRBK T T\sd SSH 71 hz2/biE, Telnet
7a ALk b ZEREEEITTO ZENTEETOT, EFa2 VT4 —2B@LTNDHRY MY
— 7 CELFHESNTWET,

AREETIE, AEEE O SSH — N~ FIHT 2 Fied SSH 7 F4 7> b Y 7 SO FHFEIC
U‘Tnﬁ% Liﬁ—o

» Teraterm
TeraTerm Project IZ XY BSD 74 B AD FCRAMEINTNWEL 7 V=Y 7 by =7 T,
FHLSIFETROR—LRR—T% TREL SN,
https://teratermproject. github. io/

ifc\ 2,: %O) SSH -]j-"_‘/\“— X2 %i*ﬁ@munﬂzjiﬁ%ﬂ-j— }‘ L/‘/Cll\i‘é—

« /XA U — R (Basic)i&iE
/\Bﬁf@(Puth)uu ML

FTNENOEFESF X TER T H720D SSH 7 747 v vV 7 VoG TFIEEZ, V7 b =T HIZ
WIH TR LET,



BZ /{Z '7 - F(BaSiC)nth\nIE@*&%JL%JIg{gI]

I DT ASERE O SSH Y — N —DERIE AN A T — F(Basic) ZEE TR E SN TV A4 7 SSH
TIAT N7 NOERFIEFIZOWTHALET,

SSHZ 747 MY 7 MbEHT DA, 4.8 BRESH WL T, TiioARLEED SSH
P N—=RENTTLTNDZ & &R L T fiéb\o

« SSHY— N—DFEFEREDS Thasic] IZHREINTWNDH I &
ROV TR — MR LT, SSHYZ T4 7 2 MRSSHERZ PRI SN TND T &
« RIEEDOSSHY— N—Zxf LT, SSHY T4 7 > M RSSHEERE 2 FF Al S TN A T &
A B L UVRA T — RSN TS D &
P — =N BEDOL Y TAR— MK LT, 77 AZHFATENRTND I L

T TROREEZHEELET,

N : 192.168.0.1/24
AN— ha—W—4 . port
« INAT— K : port
A T AR— N o ttyl
- TCPAR— &5 : 8301 (FIHI% m)
- SSHEfEE— K : NAU— N3

B-3



B.2.1 TeraTerm MD#EfHEFIE (/XX T — FEREL)

TeraTerm % ##) L £ 3, TeraTerm % EE)T 2 L BEHILOANEE P REINET,
[RA ] ICARBEEDIPT RLAEZ AN LET,
[ — v 2] [ISSHAZEIR L F 9,
[TCPAR— k) (ZHRZRDSSHAR— F DTCPAR— h&EHE AL ET,
[SSH/X—0 g o) [HSSH2 & 384K L ¥ 97,

Tera Term: FTLAVEES X
O TCP/IP MAND: | 192.168.0.1 -
- Jar g ll{e])
#-FA: (O Telnet TCPI—MHP): &
O ssH SSH/(-<3u(V): ssH2 -~
O =01t

IP/-232(N): AUTO

I 2TFIAE COM3: Intel(R) Active Management Tecl

Fol | ALVIE)

X B-1 TeraTerm /SR 77— REREE(HT L LMES)

[OKJ ZiEiRT 5 & MIREROBRIZIZ TRO & O Rl BE A &R shEd,
AT 245 L, RELERT ZOBEITRRSNEE A,

rT— x|

known hostsUZARCH-/("192.168.1.11"D IV FUREYEHA. ESES TR
# BELLIELTVY-/(DAVEL TV SR ERERYETOT, +4ESL TR
!

known hostsUZAMDZOFA MERIILTRTT 3L, RENSIOESFEEEY
7.

(Bl A ML
giEg\vva7NdUAL: OMDs @ SHASE
SHA256:55K045kP LNAxkRAZznRNpiZBP Dm1elLX1HSPPZKxnWx Q)

+---[ECDSA 521]---+
Sk, E

ookt .

o
SHOL 4t
I |
Suto L 8=

oo

00,0 .
o=

Tag
+---- [SHAZEE] --—--+

B O MEknown hostsU A RZEINE 3(A)

B-2 TeraTerm /XX T — R (¥ T4 —E45)




SSH FEBREDOH AN R R INET DT, FrROHEHEEZREEL T LX),
[2—Y—% | TR — 2=V —HE AL ET,

[(RATL—X] TR — b= —DRAT—RFEZ AN LET,
[TV A RAT—RE[EH ] ZHIRLET,

Pba AN, #ERLEDS TOK) Z3@IR L CRICHERE T,

SSHETE — X
054 5 192.168.0.1
ZAHBETT.

1-TF&(N): port -

HATL-Z(P): 0000 v

B8 (A0-FEATVLICEET M
O I-YIyNEZET 3(0)
SS9
O LA UIAT-FEESLD
() RSA/DSA/ECDSA/ED2S5 10685 {E5

Ea
[=]
%
il
(5]
(%]
e
rt
a0

O ¥-il-F1 /95971 TE/EEID
() Pageant®{E3

B-3 TeraTerm /8R 7 — FEEEE(SSH 52:E)

TeraTerm & AILE DM T SSHv2 OGN L ET, AEE THR— b r 7 ZRFT DRESR
— h Y= NR—=R =2 —DOFREEZH I L TOIIE, REBEBOR— b —_— X =2 —WE R R
RINET,

= 72 RFLRVRERR— P — =R =2 —DFRRENE THNIEL, TOEETY
TV — MR AR B R SV E T

B-5



B-6

> display Port Log

> display Port Log (LAST)

. start tty connection

: close telnet/ssh session

ty;1

show al | commands
rw> i

E B-4 TeraTerm /SR —FK

ERE
Ac A

(REBOR— Y —/\—A Z 2 —EMH)



B.3 ’J&Faﬁﬁ_(PubIIC)qu@Tﬁﬁ?JILﬁWJ

T TR, AREEEO SSH Y — —0F8EE T RN AR #E(Public) F8F TR E S TW 584 ® SSH
oA TN YT NOBERFIAGIZOWTERIA L £7°,

SSHZ A7 v MY 7 bbbt 5, 4.8 BESEHF 2L T, TiooALEEO SSH
‘ﬂ"—‘/\‘_“ Eﬂ)mTLTb\é &%EEN'L‘ Lf<fléb\o

* SSHY — N—DFWFERED [public) ITREINTNDH I &

s KBOTY TR — MR LT, SSHZ 74 7 > RBSSHEERE ZFF A SN TNDH &
« RIEEDOSSHY —/N—ZxF LT, SSHZ T4 7> MMISSHEER A FF Al SN TCND T &
LA B LU AT - RRBREINLTWDH 2 L

B ROV ) TAR— MR LT, T7R2AZHFTINTWNWEHZ L

I TRTROBEABELET,

N : 192.168.0.1 / 24
A— bz —H—4 . port

BT U TR — b ©ottyl

- TCP 7K— FF 2 : 8301 (WIHIER7E)

- SSHE(EE— K /NEEE TR

J-&Fﬂlﬁfﬁm‘u [T/XNAT — }\wunftg_’_;ﬁ:fﬁw SSH 7 747 ME'“C/\E'ﬂ%%/ﬂM%%T’EEJZL jzlij:%{ﬁ”
\ZABRSE A BT D FIAS MLETT,
AEEFE RV R — MTDHABEICOVTE, 2.1 R— b —\—#gE) 22 L T 7EE0,

B-7



B-8

B.3.1 TeraTerm D qija% & (B #EFE)
AREEEIC SSH #5559 BRI, TeraTerm T/ABHS/ R HFEA1ERL L £,
TeraTerm #ACEI LT, [EE] — [SSH #ARL] Z8IRL F 7,

¥ Tera Term - [FREBEIVT

JrfIlF) |EE) FEES IVFO-HO) DavFEoW) ALTH)
EE(T)...
I AFEI(W)...
JAIMF)
F-H-FIK)...
U= b E)...
TOF2(P)...
S5H...
SSHEEL(A)...
SSHERE(O)...
SSHEEFL(N)...
TCP/IR..

ZMIEMEEE(D)...

DERF(S)...
EAAH(R)...
EETAA.

-V IEHRH(L)..

B-5 TeraTerm ABA##EEEE(SSH Key DA RK)



BT DBE AR RSN S, B AR L,

MRk 2N LES, #NERsSht

RIS, NATV—=ADORENTEDL L IRV ETDOT, "ATL—X2 AN LET,

XA T L—X  EEE R SALT AT DNRNA T — R
ARIEEDNAT — R LIRS D T A, SSH Bt DRI

MBIZRDFTOTENRNEIIZLTLIEEND,

<t

-
-

TTSSH: 84k X
BOER : £5(G)
© ECDSA-256 () ECDSA-384 256 FL30
(O ECDSA-521 () ED25519 AJLTH)
BrErlilis.
g20/77L-7: 9000
Z270-Z0EE: 0000
TAO): tect
@ borypt KDFRERL(K) STUVEEN): 16
| AEROEED | BERDNEEP)
X B-6 TeraTerm ABHSEEEEE(key DYERK)
NERgEE 7 7 A MTRAF L ET
o L EROSEE: %
« v A & e O-ALFAY @ ~ O-flb 742 %= o
B2~ FLLTALS- =- 0
> WFAIT OneDriveTemp
> | FEh Perflogs
> W7 Program Files
N Program Files (x86)
s EETL ProgramData
N
L Fovo-F » AD3ZA 17604078 I710 KB
FrAL&N): [idecdsa -
T4 LMFEHE(T): SSH2 DSA key(id_ecdsa.pub) v
~ TANT-ORET Trall

B-7

TeraTerm AFASEEESH (AR O REFEHE)

B-9



WICHEREA 7 7 A MIRGF L ET,

M BERORTE

+ v & » [E% - Seiko Holdings Corporation > FFaivh »

EE - FLWTA LS~

~

> Wl TAGRT 5 i
> & FFaxvk afterSentDocuments @
> N ESFe Office QAR L FYTL—+ ®
> &5 sakura-tag-v2.4.2-build4203-a3e63915b-.. (2
> T EETAN Zoom ®
[ Bty »
L Fovo-F »
o FFLAvE »
R E0Fr »

2024/12/1214:31

2024/12/12 1431

2024/12/12 14:31

2024/12/12 14:31

TP L& (N): |id_ecdsa

J7ALDFEFE(T): SSH2 ECDSA key(id_ecdsa)

~ JAlS-0FET

Footll

B-8 TeraTerm ~FABRII(RERORFER)

FEDLRAEDE T LTz b Key OARKBEHITF ¥ > BV THALE TS 7ZE0,

INBRBE L BB E T 7 A MTIRTE LT D, A2 AREE ISR L 9, 7 LT AB#E T X 2
F=F 4 ZTHWTL &V, FTilldE 5k 7T RSA 238K LA B S - AR S 1]

’C“‘j_‘o

B ccdsapub - 99515 o8

TPUD WEE TRO BRSO Y-MD BEQ MYFIW ALTH
D@ HAd oo las mPesBSS MmN D
1 [YAAABBBEABOGZTP2hF7t j5GDTa8vnptaHgkBT+IFF/Svu2fnKsKr i 55Ys FUOU048h357ezu ] rlyahliSRQA6n/EVIsuG= test
211 1w LF UTF-8 wA 225%

B-9 TeraTerm AFABEERIL(AREOIE—)



AREEEIZa 74 2 LT, setuser sshkey 2~ R Cab'— L7=AREEL B L £,
WHIZEATZ AW LIZER LT 7E S0,

(c)NS-2260# set user port sshkey public ecdsa-sha2-nistp256

AAAAE2VjZHNhLXNoYTItbmlzdHAYNTYAAAATIbm1 zdHAYNTYAAABBBI1tUwOlQLHE
ZEYM1F72

vINrkUGb29aQz1g34YgJ928gYKBp4F9PY21JhBkGFvtmCEfWD4ei/0lgkoWT008Y
ZuY= testd

(c)NS-2260# writed




B.3.2 TeraTerm D&k FIE (AFASEEREL)
INBRSE A ARIEBE IR L2 5, TeraTerm M HARIEE DR — P — R —ZHHm 2TV E T,
TeraTerm ZEEIT 5 &, BEFILOANBERIRRINET,
[RA B ICAREEDIPT FLAZ AN LET,
[Y— B R ] [ISSHZEIR L £,
[TCPAR— k| IZHHRAR— FDTCPR— hEFEZ AN LET,
[SSH/N— 3 ) [ ESSH2IZ72 > TWA Z L AR L7,
PLEZEAT), BIRL7=6 TOK| i8R L CRICERE T,

Tera Term: FLWEER X
O TR/ HAND: | -
- [ (o]
$-F%: O Telnet TCPTi—F#(P):  A301
O ssH SSH/{-Fa/(V): SSHz -
Ozate IP/{-TiaY(N): AUTO -~
1 2UTIAE COM3: Intel(R) Active Management Tecl

vt ALFH)

X B-10 TeraTerm ABASEFREE(ET L LMES)



SSH FRAEME AR RINETOT, TieOHEHEZRELET,
l2—HP—4] TR —ba—P—FE2 AN LET,
[INZAT7 L= \ZHAERRFICE ] L7 " A7 b= &2 A LET,
IRSA/DSA/ECDSA/ED255194E 44 5 | ZI®IR L, REBEHDO 7 7 A WA ZHREL £7,
ERAERESNZS TOK] Z8R L, #iabin L £7,

SSHEEAL
074 2 192.168.0.1
FANBETT.
I-FE(N): port
IATL=Z(P): 0000
IAT-FEATY EICRET 3(M)
O I-vvbE£d 3(0)
FEAE
O FLA A AT-FEEIL
© BSA/DSA/ECDSA/ED2S5198E(ES

HEEK: C¥Users¥R3016¥0neDrive - Seiko Holdings Corp: |_|
rhosts(S5H

Q F-i-F 9397 TEAEED

() Pageant®{E3

oK EEE(D)

B-11 TeraTerm /ABA#2ERZE(SSH 325F)

it .

FRREIZAET 5 & TeraTerm & AZEE O T SSHv2 DOIBAE 23EST Li*ﬂ“ AIEFETR—a s

%i’f%fﬁ‘é RERXR— FH—"—A =2 —DFRRRELANI L TOIUT, REEDOR— FH—
—AZa—EENERFINET,

A—bhr 72 RGFLRVER E%T—%%~A~%%;~®%fﬁm#ﬁﬂf%hi FToEEVY
TR — MO n TR G s B s E 3,

“NS-2260"

: display Port Log
: display Port Log (LAST)

. start tty connection

. close telnet/ssh session

© show all commands
ty-1:rw>

X B-12 TeraTerm ABSIRII(AKEDHR— b —/\—4A — 1 —E@)
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7E% C

FrRUVE2—RE
RADIUS FZaE~" 727 > kY —/V—RE B

C-1

8 C TlL, 7 F Y Ea— & RADIUS #GE/ T H U2 b #h—n
TO

—HEFNZ DV TRH LTV E



CA

C-2

RADIUS FEREHRE/RADIUS 7 h o > higgE

AZEE I RADIUS FRREREOREZITH &, AREEICR 7 AV LTERRRARIEE DT Y 7 LR — b
’\7?“!27( L7l A% O RADIUS 385E7 T A 7 > MEIFRE & vz RADIUS #BREH—/ 38—~
By nEEZK(Access Request /X7 v R &EEF L T2—HF—DFR nﬁ%ﬁb‘iﬁ‘

RADIUS F8GEY — \—Ta2—Y—DOFFENKENT 5 &, RADIUS FBREY — N —IREFERE D /37
v h(Access Accept /37 v B)AAIEFICIEE LET, AREEITZE LRGER S v MICE £
NTHW5H7 b BEa— MERICESHTEMELE T,

RADIUS F8REH— \— T2 — P —DORBFEIZ RN T 5 & RADIUS #BGEY — N —IFEREES D /37
> M(Access Reject /37 v M EARLEEIZEFE LET,

AEEEIZ RADIUS 7 U Y MEREOREZITH) &, 22—V —0u s/ 08770 NOTH
7k rﬁi&z»:» RADIUS 7H U v b —R—ZEELTCT AUy MERERGTFLET,
RADIUS ZRGEFH— N—T#IEICKLhT 5 &, AREED RADIUS 7hH U M7 A4 7 v M
RADIUS 7 1 7 > b —_"— {27 17> k START /37 v b & 245 Lia“

=P PNARLEEOFHEZK T (2777 b)) L0, RADIUS FBGE Y — N— TR LT 5
ELOARMEEDO RADIUS 7 H 7 v b7 A4 7> MZ RADIUS 74 7 M%/\— Tk
STOP /37 v & EELET,



C2

RAD'US I:IIL.\HE-U-_/ \_lv

EETHT7RJEaL—F

ARIEED RADIUSFRFEY 74 7> DX RADIUS A — N —IZE(ET 57 MU Ba— F & FFRIZ
RLUET,
#& C-1 RADIUS BFEH—/N\—ICEETHF7 Y E2—F
7hJEL—+% &S i A =
) . X7y bR HMAC-MD5 F = v 7 % A TY, 237

Message-Authenticator | 80 | STRING v R OH X A AL E
) uﬂi%x j’%):“—_ﬁ‘ %Tjﬁ

User-Name 1 STRING ALEE 1T K 64 LT F TD User-Name ZiBFETE £
.é—
uuuﬂi}i}x j’%):“—'ﬁ“—@/\x U — ]\qu INAT— R

User-Password 2 STRING RMEE L HI Ty S STVET,

oL AEEO P 7 RUATY, 7 h) Ba—haEEL

NAS-IP-Address 4 IPV4ADDR 727747 bOBINEEH S ET,

KEBED IPv6 7 KL AT, —X—DF7 KL AN
IPv6 @ ¥ & NAS-IP-Address T % 7 <

NAS-IPv6-Address 95 | IPV6ADDR | NAS-IPv6-Address #2518 L £,

T RIEa2—= EEELZY T4 7T FOBNEH
SNET,
AIEEDORA LT, Th)Ea—hekE LY
FA T NOWINERSET,

NAS-Id 32 | STRING set auth radius server nas_id =T~ R&ffH &,
NAS-Id (BB DO SLTFHIREM SN THEEINET,
tyvvarE#HNITS ID T, BENTZ=—7
FHEHE A SR T 2ENET, By ar ID I

Acet-Session-Td 44 | STRING T RARABEREBIZA VA N LULTERMEAEINE

T, PRREER Ny R CEH Sy v a v ID I,
717>k START/STOP /X7 v MI b [E U B 03ME
DIVET,

C-3




C.3

C-4

REEMNLET 5 RADIUS

an.\nIE-'j-_/ \_0)7 k U t a—hk

74:«{:1: Z)‘Liij_é RADIUS muniE‘]j_"_/\"_@T ] U E=z— }\ %Ti’% :/ji‘ Lij—
TRUSNDOT M) Ea— b aZELLGA, REEIIZOT P Ea— M EHLET,

ﬁ C'2 Z‘%Eﬁfmiﬂ—a—é RADIUS I:IIL.\DIE-U-_/\_0)7 I~ IJ t a1— I~

7hrJEa—F4E

BS

[EIOF:T

R

Message-Authenticator

80

STRING

Ny R HMAC-MD5 7= v 7 % A T3, "7
v b E ARG I bIVE T,

ZENT Y MIRT U Ea— MREENRTND
ZOMENFEM L —H LRWgGEIids y I\%E&’%L
E9,

ZENRT Y MEAT MY Ba— MBREER TN
&, set auth radius server require_msg_auth :l'\’/
ROBREN on DFEIIT 7 » N ERHE L, off D
W3y T\ﬁ&fi%rﬂfffz LET,

Filter-Id

11

STRING

P —ZRET DT ANV —% T, 22— — D]
LR — ba—P—NT 7B RA[GERV Y TILAR— &R
H/:E’L/ij—o

B ——

UTOGEIC—fa——t & LET,

A 4 & |Z set auth radius server normal

filter_id_head NS-2260_NORMAL M E &L TE

D | “NS-2260_ NORMAL” MHIAE % Filter-1d % A%

ENZE LIS A,

ARIEEIZ create auth access_group normal radius

fllter id normal_grp 235%E &4 CE Y | “normal_grp”
BE ST Filter-1d 2 AREE P =E LG E,

WEEE o — Y —

DTG EEER—— R LET,

ARIEEI|Z set auth radius server root filter_id_head

NS-2260_ROOT & E X THEY | “NS-2260_RO0T”

M HIEE % Filter-1d Z A E N Z(E LT E,

K 4L {E T create auth access_group root radius
filter_id admin_grp 2% /& STk Y . ”admin_grp”
L BRE S iUz Filter-Id # AIEE R ZA(E L2 B4,

WR— T\ﬂ-ﬁﬁuﬁ

LA 0% A—ha—V— B LET,

A A ES ﬂ: set auth radius server portusr
filter_id_head NS-2260_PORT AR E INTE Y
“NS-2260_PORT” /»5Hh4%E % Filter-1d ZAZEE NS
Fw_;ﬁao “NS-2260_PORT1-16,24” & F%E ST\
DAL, FOFR— b —P—FT U TR — bk 1~
16, 24 c’Tﬁtza“é ZEMNTEET,

AR EE{E |2 create auth access_group portusr port
1-16,24 radius filter_id port_grp Wi E I 1 TH
Y. "port_grp” & FRE X7z Filter-1d A% ENZA(E
Liet, TOR—ba—HF— 3T V7R — K 1~
1624 17 7 B AT H LR TEET,

Filter-Id 23 & &k STV 7R WA Filter-Id D fE 23

set auth radius server  {normal|root | portusr}
filter_id_head = ~ > K | ¥ X ', create auth
access_group inormal | root | portusr ; radius

filter id=~ o RTHELIZWTNLOICTFH L b —FL




ROEA T,
fENHRE - TERRGELBE M THhLE T,

set auth radius def usera~ > FOKE

RADIUS #BiEH— =Dz — W — (2D Filter-1d 7 bV o — AR ESH, ZNEND=L—
P —IZ3% 249 % set auth radius server {normal | root | portusr } filter id_head =~ F# L <
I create auth access_group 2~ RBRE SN TWHLEAE, FEOZ—F—Tr A LET,

07 A CREEOERIAET, OEEE L —Y —(@oot), @2+ —H —(nhormal), @HK— b=z —H—

(portusr) T,

A LT FNE— ROBEAIZIE, KiKka 74 Tl 7 7 B ZHBOQD 5 LELEDE LD TR
AL, BR—= P —=R—= DT 7 RIQODT I AN HHEEDOHAA T AL TEET, L7
FE— RO 7 A UBHIIX, TO2—HF—DF2T 7 ¥ AHEROQOD 5 Hh o & HELEDOFE N

boTr s A LET

& C-3 #E#Fiter-ld 7 b)) Ea— FEEBICERIASI—Y—

« Filter-Id Of% EHNE

- set auth radius server {normal | root |
portusr (filter_id_head =~ FOEED L
< I¥ create auth access_group 2~ KD
B EPA

A LV7 FE—F

AIKT 7 & A

A= T 7R

L7 bE—F

HEEEH —— EEEHL—Y— | X(T 7 EAFRA) | EEEFH—Y
o o — e X(T 72 ART) | —fr—H—

R h e — X(T 7R AR | B—pa—F— | B pa—y—
HEEE o — Y — [ — P — EEEHL—Y— | X(T 7 EARA) | EEEFH—F
HEEHL—Y—/R— f 22— — HEEHL—YP— | R ha—W— EEEH o —
=R — h = — — e —— N— h—H— — e ——

EEEHL—Y /g —P—/FR— b 2—¥ | BEEFHEL—Y— | F— h2—H%— EEE#H o —

C-5




C4

C-6

RADIUS 7HhD Y hHY—IN—IZEET ST FJEa—F

Al

ORADIUS T T b4 7 FHBRRADIUS T 7 v by —N"—IZEETHT7T MU E=
”—}\%‘Fi‘% *—mbi‘j—o
START IZOBOWTWAT N Ea—RMNIT7 72 s START %47 v |

I S L E T,

STOP IO DNWTWAHT MY Ea— MIT A7k STOP X7y MM VLT,

=& C-4 RADIUS7H Y hH—/N—

[CEEIT ST FVEa—F

ZrJEa2—F+2 &BE BN START | STOP w =
User-Name 1 | STRING O O | #FiLxE =T 52— —4TT,
AIEE 1K 64 LT O User-Name ZEBFECTE £,
NAS-IP-Address 4 IPV4ADDR O O AEEDOIP 7 RLATY, 7Y Ea—baEFELE
74T v NOFRNHEH I NET,
NAS-IPv6-Address 95 IPV6ADDR O O AIEBEBDOIPV6 T KLATT, H— =07 KL RAHIPv6
DYE NAS-IP-Address Tli7e< NAS-IPv6-Address
EEELET,
ThIEa— EEELEY FA4T7 2 FOBINIHH X
WET,
NAS-Id 32 STRING O O AKEEDRANETT, TV Ba— b 2XE LY T
A7 FOBRNEHSNET,
set auth radius server nas_id =~ R&ff9H &
NAS-Id (ZAEBEDOSLTFIIBEM SN TEEINET,
NAS-Port 5 INTEGER O O ARIEED tty F 5T,
ZA VLT hEB— FOR— h2—H— : tty F5(1~48)
‘L7 FE—FOKR—bz—F—:0
a2y = O— I — % — 1 10000
telnet/ssh O —fi%/FrHE =~ — - — : 20000+ 2L EN pty F
2
BEAE oL —— : 20000 R FEN pty
Acct-Status-Type 40 | ENUM O O | THyr b 7o TT,
77k START /%7 v MZIX 1(START), 7Hh v v
K STOP /3% v MiZiE 2(STOP) 3 S E 9,
1 : START
2 : STOP
Acct-Session-Id 44 | STRING O O | 7ThurrsotyvarID T, 778 RAEREIZA
Y7 U A kLT fE(m=— 2 72 10 SR O =) HMt
SNET,
Acct-Authentic 45 | ENUM @ O | 2—¥%—mi uﬁ@ﬁffﬁ“
1: RADIUS #il
2: LOCAL #i
Acct-Session-Time | 46 | INTEGER X O | =¥ —nP—t R &ZF 7= (sec) TT,
Acct-Terminate- 49 | ENUM X O | Byva Ol T,

Cause

1: User-Request
Z—F =5 OEIMERIZ X 5 Bk
15: Service-Unavailable
Z— P —NERTHY— R EREEN R TE 2D
(B (1 : REEEREL, TTY R — b DT 7 & AHER
BIRNGERE)




C.5

C.5.1

C52

RADIUS an.\nIE/TjJ rj v hY—y \_1E|10) EE1§|]

Z Z T Livingston ;2 ® RADIUS ¥ — _— DR EH ZHHA L £,
RADIUS —R—{l Lo THETZT 7 A NELRLT P Ba— FRERDETOT, 47, ZHHD
RADIUS ptuuﬂE/TjJ '7-/ ] ‘H_"—/{‘_‘O)V::L?/I/%E%%}‘S\ LT< f:él/\o

D347 bDEE

RADIUSEEGE 7 H > b ¥ — "= |ZRADIUSERRE T h v v "= N—ZFHT57 747> FOK
HE) R L ET,

Livingston 2® RADIUS F8GE/ 7 W v R —R_—TH, KEBEDOIP 7 RL ALK R M5
(2> —7 Ly h % —(fi:itest123) % clients 7 7 A VT HER L E T,

=7 Ly bR —(3AREE L RADIUS 3G/ T H U v b —_R—TR U b DAL E7,

RADIUS $B3E/ 7 1 7 v v Y —3— clients 7 7 A /L DR EB

#client Name Key
SmartCS test123

RADIUS GBGE/T #1D > FH—/3—D clients 7 7 A JVIZALEE DR A M 2 B8k LT
RADIUS &G/ 7 17 > b —/3—?D hosts 7 7 A WMIIALEED IP 7 KL A %ﬁﬁbiﬁ_o

RADIUS 23/ 7 H % > k¥ —,3—0 hosts 7 7 A /L DR EH

192.168.1.100 Smar tCS

1—HF—DEHF

RADIUS #EREY — =l —H — %2 He L E T,
Livingston -2 RADIUS F8iEH— 13— Tl, 2 —¥—IF#% users 7 7 A MG L T,
AHEE CTRGET X % RADIUS = —H—4 O KL TFRIL 64 LFTT,

A= ha—HF—DH% RADIUS FGEH — S—IOBET 2B, Fiad L 510, a—F—4 L s
AT — REBELET,

==

users 7 7 A VIR EH] 1

#R— k21— — (User01) DERE
User01 Password = “pass1111”

#R— b2 —H— (User02) ME&E
User02 Password = “pass2222”

#R— k2 —H— (User03) DERE
User03 Password = “pass3333”
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BEIZf DY — A THIH L T\ % RADIUSRERE—/3— %A 5 555 RADIUS FEREH—/3— D users
T 7 A MIIAREER YR — L TWeWnWT R Ea— FRRESNTNDLIZENH £,
ZFOLIBRPPETH, AMEL Filter-ID 7 F U B a— FOAZFMMLET O T, FiCHER <R
RETZE T

FlzIE, TReOE 2T M) Ea— MAREIN TV E L THIRFETEXET,

users 7 7 £ ViR EH 2

#R— b 21—+ — (User01) MERTE

User01 Password = “pass1111”
Service-Type = Framed-User,
Framed-protocol = PPP,
Framed-1P-Address = 255. 255. 255. 254,
Idle-Timeout = 3600

#iR— k22— — (User02) MEETE

User02 Password = “pass2222”
Service-Type = Cal |back-Framed-User
Framed-protocol = PPP
Framed-1P-Address = 255. 255. 255. 254,
Idle-Timeout = 1800

#R— b 21—+ — (User03) DERTE
User03 Password = “pass3333”
Service-Type = Login-User,

(i 2]

set auth radius def user none =~ > RAHEINTWDHEE, LRRORETIE2—F—D7 7 &
AFHES ST LENET,

R—ha—HF—L L TT7 7 ERAEZFFT 55514, set auth radius def_user portusr Z#E L T <

720,

R — | — P | P fp B D 7 E TR LIV, K

N—=T?D Filter-Id 7 NV B a— 2R LEZREMNZSHM L TREL TSI,




A= ba—P =721 TlE7e<, Ra—PF—2EEEH 2 —V—1 RADIUS 8ZET 285813, kD
WO a<wy RCa—F—I N —T%2#BT 2572002 —V =52 REBICRELET,

- filter_id_head Z{FHT 554

set auth radius server normal filter_id_head NS—2260_NORMAL [~z ——]
set auth radius server root filter_id_head NS-2260_ROOT [FEEE e —Y—]
set auth radius server portusr filter_id_head NS-2260_PORT [R— b =z2—W—]

T IR AT N—E L THREE T D54
create auth access_group normal radius filter_id normal_grp [ —9—]
create auth access_group root radius filter_id admin_grp [HEEHa——]

create auth access_group portusr port 1-16 radius filter_id port_grp [&A— h=z—H—]

RADIUS #iEH— " —12i%, AFO X 9T Filter'ID 7 h Y Ea— AR EL T ZIN,

users 7 7 A /VEHEW 3 (filter_id_head Z{HHT 54E4)

# —R1—F—DRE
somebody Password = “abc
Filter-1d = “NS-2260_NORMAL”

“ ”

t HEEEIL—HF—DEKTE
root Password = “def”
Filter-1d = “NS-2260_R0O0T”

port01 Password = “port01”
Filter-1d = “NS-2260_PORT”

t R—ba——DHKE (FOEATESE L TILKR— FZHIR : 1-16, 24)
port02 Password = “port02”
Filter-1d = *“NS-2260_PORT1-16, 24" ,

#t R—h1—F—0DHRE (FUVEATESLL) TILER— FZHIR : 20-24)
port03 Password = “port03”
Filter-1d = *“NS-2260_PORT20-24"

B R— b1 —H—DRE (R—FEHEELLGWEE. 2TOVYTIR— KT X8
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users 77 A NVEHREH 3 (T 7 BRI NL— TR AT A84)

#f —fa1—Y—0NHTE
somebody Password = “abc
Filter-1d = “normal_grp” ,

“ ”

t EEEEIL—Y—0DE%TE
root Password = “def”
Filter-1d = “admin_grp” ,

tAR— b1 —HF—DRE (V) FTILKR— DTt AHE(L create auth access_group THEE)
portZZ Password = “portZZ”
Filter-Id = “port_grp” ,




C.6

RADIUS 7AY Y rH—N—DF7AHYY bOY

RADIUS 7 1 7 v b — =T EN DT U > ba 7 ofZ5i# L £,

Livingston ;2 RADIUS 77 7 > k¥ — 3—|d detaill 7 7 A /VIZT AU > ha T aEMLET,
THhUrhaZomE RADIUS 7hH Uy hh—N—ZXoTHRRVET, THUY ha s OqE
MZONWTiH, ZRHORADIUS 7 A U v b —N—D~v=a2 7 VEBR LT &N,

Tue Sep 23 13:51:12 2024
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1. 100
NAS-Port = 32

User-Name = “portuser1”
Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 13:51:58 2024
Acct-Status-Type = Stop
NAS-1P-Address = 192.168. 1. 100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 46

NAS-Port = 32

User-Name = “portuser1”
Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 14:20:00 2024
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1. 100
NAS-Port = 16

User-Name = “portuser2”
Acct-Session-Id = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 14:30:58 2024
Acct-Status-Type = Stop
NAS-I1P-Address = 192.168. 1. 100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 658

NAS-Port = 16

User-Name = “portuser2”
Acct-Session-I1d = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 15:01:11 2024
Acct-Status-Type = Start
NAS-IP-Address = 192.168. 1. 100
NAS-Port = 10000

User-Name = “somebody”
Acct-Session-1d = “25002251”
Acct-Authentic = LOCAL
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Tue Sep 23 15:02:13 2008
Acct-Status-Type = Start
NAS-I1P-Address = 192.168. 1. 100
NAS-Port = 10000

User—Name = “root”
Acct-Session-I1d = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:15 2008
Acct-Status-Type = Stop
NAS-I1P-Address = 192.168. 1. 100
Acct-Terminate-Cause = User-Request
Acct-Session-Time = 122

NAS-Port = 10000

User—Name = “root”

Acct-Session-I1d = “25002654”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:14 2008
Acct-Status-Type = Stop
NAS-I1P-Address = 192.168. 1. 100
Acct-Terminate-Cause = User—-Request
Acct-Session-Time = 183

NAS-Port = 10000

User-Name = “somebody”
Acct-Session-1d = “25002251”
Acct-Authentic = LOCAL
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T8k D Tix, AED ROM £=4 —IZHOWTHHL TV ET,
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D.1 ROM =4 —

ARAGETLLFO#EAEELTT S & ROM £ =% —(ZBITL £,

ARIEE % shutdown =2~ KTV v N U LIZGEA

AL E % B L C [Hit Enter key to stop autoboot:] 2AFE RS N/-& &2, a3
V= Vinh U A = T —E R LA

RKEFBOVAT LY 7 MU 2T B LNOBEBETY Y LGS

ROM EF=4—c{7+ 5L, MON>7 a7 FRFRRINET,

ROM =4 —TIIUTOBREZITO 2N TE £,

avyU kR

e/ 58

error

TT7—RAov—VEERLET,
VATLAY T N 2T M B OBEBTE Y U LIRS Aaw R
EEITTHEF LRI RENET,

(f#]) shutdown =~ R T v v N TV XEHE
MON> error
BOOT FACTOR : SHUTDOWN

boot
[-m | -b]
[-i]-e]

[fileno=]

HEA T a v EEELTCYVATAY 7 Ny =T A8 LET,

‘m: VAFALY 7 87 =7 (main) CEB) L F T

b VAT ALY T b =T (backup) TEEI L £

A BEENEIOAS — T v ST 7 A N EEHEMAALTREILET,
el ARV —H—RDAZ— R T w777 A )VEFHIAALTERE L E
T

fileno=: i E SNTZE DAL — N T v T 7 7 A V& wi ik o TLd)
LET, IHETELEEIT1~4 TY,

(f511)
MON> boot —b

BB, A7 a7 LT boot 2w REFIITLEEAIL. LT T2
BLET,

« AT ANV T MY 7 main TEREI L E1,

c AFY =T —FRFHFAESNTOIUEAET Y —H— KD R X — |
T T T 7 AN, FBASHTORITIUEAREENETO A X — k
T T 7 AN EGHRAIET,

« VAT LAERED default startup 2~ R THESNTWHE S
DAX— T T 77 A NEFRBABET,




1ER E
NS-2240, NS-2250 5 Dk EFEITHFD

<, e
> =
VA By i WiTT

{18k E TIX. NS-2240, NS-2250 Mo DR EHITRDIERICOVWTHALTULET,
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E.1

E-2

NS-2240 Mo DEFREBITRDIER

NS-2240 OFFEIT NS-2260 THIH T £,
NS-2240 OFRE % NS-2260 [ZBATT 5 &, HEIIZ NS-2260 @ CLI 7 4 —~ v MIEH#
SN I FET,

(f1)

set ipaddr 10.1.1.1 — set ipaddr ethl 10.1.1.1
set logd output cf — get logd output flash

NS-2260 1% NS-2240 75 Fit 2HHH OHAFEAZZEFE L THBY £,
NS-2240 OFHE % NS-2260 [ZBITT 2561%,. LBEISU T, TROBRTEEF L TL
72 &N,

- DSR {5 5-BHEMERED T 7 4 /L ME

DSR 15 5B REDT 7 4 /L MEZEF L E LT,

NS-2240 NS-2260
DSR BHEEED T 7 /1 Ml on off
DSR F 7 v FEHDOT 7 v ME on off

NS-2240 LR URETHHINDEGAIE. Pt~ N T NS-2260 OFREEZEHE LT
<TZEW,

(c)NS-2260# set tty 1-48 detect—dsr ond
(c)NS-2260# set snmp tty 1-48 dsrtrap ond
(c)NS-2260#

B A D= DT T F L ME

BA LS = DT 74V MEEEE LE LT,
NS-2260 X5 E 7 7 A /LI set timezone Tokyo ##%E T 5 Z & TJIST ks L TV E T,

NS-2240 NS-2260

BALS—2DF 7 4V ME JST UTC

FTP <° TFTP T NS-2240 O%E % it AIAT AT, XA LY — 2 O%EN UTC 12729 £
FTDOT, NS2260 DX A LY —2BERLTLIE S,

(c)NS-2260# set timezone Tokyo<
(c) NS-2260%#




145 E E=BYIFITTSAEVR

E2  NS-2250 Mo DEREBITROIER
NS-2250 D% 1% NS-2260 THIH T £,

NS-2250 D% E % NS-2260 ([ZBATT % & HEIYIZ NS-2260 O CLI 7 #+—~ v MIZAH#
Sl s Ed,

Efsinbavo R

set ether xxx [ mdi | mdix ]
& NS-2250
set ether eth1 nego enable mdix

set ether eth2 nego disable full-100 mdix
®NS-2260

set ether eth1 nego enable

set ether eth2 nego disable full-100

{

mdi/mdix DFFEIZ DOV T, A% < config XA E T, REMITOWNTIX
4T Auto [HE &2V £7,

set sshd strong encryption { on | off }
& NS-2250

set sshd strong encryption on
& NS-2260

2

strong encryption D% EIZ DT NS-2260 Tl & 720 £,
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F18=&Y2br0xz754t2R

SysVinit/bootlogd/busybox/e2fsprogs/ethtool/
freeradius/iptables/libgce/linux/logrotate/pam_tacplus/
procps/proftpd/strongswan/u-boot/udev/vzctl/Linux—-PAM/iproute2/pciutils

D1tV A

GNU GENERAL PUBLIC LICENCE
Version2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc
51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this |icense document, but changing
it is not allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free
software—to make sure the software is free for all its users. This General Public License applies
to most of the Free Software Foundation' s software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by the GNU Library General Public
License instead.) You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the software, or if you modify it

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give
the recipients all the rights that you have. You must make sure that they, too, receive or can get
the source code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which
gives you legal permission to copy, distribute and/or modify the software

Also, for each author’s protection and ours, we want to make certain that everyone understands that
there is no warranty for this free software. If the software is modified by someone else and passed
on, we want its recipients to know that what they have is not the original, so that any problems introduced
by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that redistributors of a free program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any patent must be |icensed for
everyone's free use or not licensed at all.
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The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The “Program”,
below, refers to any such program or work, and a “work based on the Program” means either the Program
or any derivative work under copyright law: that is to say, a work containing the Program or a portion
of it, either verbatimor with modifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term “modification”.) Each licensee is addressed
as “you”.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running the Program is not restricted, and the output from the
Program is covered only if its contents constitute a work based on the Program (independent of having
been made by running the Program). Whether that is true depends on what the Program does

1. You may copy and distribute verbatim copies of the Program' s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License
and to the absence of any warranty; and give any other recipients of the Program a copy of this
License along with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based
on the Program, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

e a) You must cause the modified files to carry prominent notices stating that you changed the
files and the date of any change

e D) You must cause any work that you distribute or publish, that in whole or in part contains
or is derived from the Program or any part thereof, to be |icensed as a whole at no charge to
all third parties under the terms of this License

e ¢) If the modified program normal ly reads commands interactively when run, you must cause it
when started running for such interactive use in the most ordinary way, to print or display
an announcement including an appropriate copyright notice and a notice that there is no warranty
(or else, saying that you provide a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this License. (Exception: if the
Program itself is interactive but does not normally print such an announcement, your work based
on the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Program, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Program, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
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or collective works based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with
a work based on the Program) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

e a) Accompany it with the complete corresponding machine-readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

e b) Accompany it with a written offer, valid for at least three years, to give any third party,
for a charge no more than your cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

e ) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it

For an executable work, complete source code means all| the source code for all modules it contains

plus any associated interface definition files, plus the scripts used to control compilation and
instal lation of the executable. However, as a special exception, the source code distributed need
not include anything that is normally distributed (in either source or binary form) with the major
components (compiler, kernel, and so on) of the operating system on which the executable runs, unless
that component itself accompanies the executable

If distribution of executable or object code is made by offering access to copy from a designated
place, then offering equivalent access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not compelled to copy the source
along with the object code

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under
this License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void
and wi || automatically terminate your rights under this License. However, parties who have received
copies, or rights, from you under this License will not have their licenses terminated so long as
such parties remain in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Program or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Program (or any work based on the Program), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Program or works
based on it

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject
to these terms and conditions. You may not impose any further restrictions on the recipients’ exercise
of the rights granted herein. You are not responsible for enforcing compliance by third parties
to this License

7. If, as a consequence of a court judgment or allegation of patent infringement or for any other reason
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10.

(not limited to patent issues), conditions are imposed on you (whether by court order, agreement
or otherwise) that contradict the conditions of this License, they do not excuse you from the
conditions of this License. If you cannot distribute so as to satisfy simultaneously your obligations
under this License and any other pertinent obligations, then as a consequence you may not distribute
the Program at all. For example, if a patent |icense would not permit royalty-free redistribution
of the Program by all those who receive copies directly or indirectly through you, then the only
way you could satisfy both it and this License would be to refrain entirely from distribution of
the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply and the section as a whole is intended to apply
in other circumstances

It is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system, which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License

If the distribution and/or use of the Program is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the |imitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ
in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Program specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of this License, you may choose any
version ever published by the Free Software Foundation

If you wish to incorporate parts of the Program into other free programs whose distribution
conditions are different, write to the author to ask for permission. For software which is copyrighted
by the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions
for this. Our decisionwill be guided by the two goals of preserving the free status of al | derivatives
of our free software and of promoting the sharing and reuse of software generally

NO WARRANTY

11.

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANGE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION
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12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER,
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share
and change all versions of a program——to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other work
released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for them if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it
in new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you received. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps:

(1) assert copyright on the software, and (2) offer you this License giving you legal permission to copy, distribute
and/or modify it.

For the developers’ and authors’ protection, the GPL clearly explains that there is no warranty for this free
software. For both users’ and authors’ sake, the GPL requires that modified versions be marked as changed, so
that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users’ freedom
to change the software. The systematic pattern of such abuse occurs in the area of products for individuals to use,
which is precisely where it is most unacceptable. Therefore, we have designed this version of the GPL to prohibit
the practice for those products. If such problems arise substantially in other domains, we stand ready to extend
this provision to those domains in future versions of the GPL, as needed to protect the freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the special
danger that patents applied to a free program could make it effectively proprietary. To prevent this, the GPL

assures that patents cannot be used to render the program non—free.

The precise terms and conditions for copying, distribution and modification follow.
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TERMS AND CONDITIONS
0. Definitions.
“This License” refers to version 3 of the GNU General Public License.
“Copyright” also means copyright—-like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as
“you”. “Licensees” and “recipients” may be individuals or organizations.
To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission,
other than the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a
work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or
secondarily liable for infringement under applicable copyright law, except executing it on a computer or modifying a
private copy. Propagation includes copying, distribution (with or without modification), making available to the public,
and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere
interaction with a user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for the work (except to the extent that warranties are provided), that licensees may convey the work under
this License, and how to view a copy of this License. If the interface presents a list of user commands or options,
such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object
code” means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used among
developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major Component, and (b)
serves only to enable use of the work with that Major Component, or to implement a Standard Interface for which an
implementation is available to the public in source code form. A “Major Component”, in this context, means a major
essential component (kernel, window system, and so on) of the specific operating system (if any) on which the
executable work runs, or a compiler used to produce the work, or an object code interpreter used to run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate, install,
and (for an executable work) run the object code and to modify the work, including scripts to control those activities.
However, it does not include the work's System Libraries, or general-purpose tools or generally available free
programs which are used unmodified in performing those activities but which are not part of the work. For example,
Corresponding Source includes interface definition files associated with source files for the work, and the source
code for shared libraries and dynamically linked subprograms that the work is specifically designed to require, such
as by intimate data communication or control flow between those subprograms and other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts of
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the Corresponding Source.
The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given
its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having them
make modifications exclusively for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not control copyright. Those thus
making or running the covered works for you must do so exclusively on your behalf, under your direction and control,
on terms that prohibit them from making any copies of your copyrighted material outside their relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is
not allowed; section 10 makes it unnecessary.

3. Protecting Users’ Legal Rights From Anti—Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws prohibiting or
restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures to
the extent such circumvention is effected by exercising rights under this License with respect to the covered work,
and you disclaim any intention to limit operation or modification of the work as a means of enforcing, against the
work’s users, your or third parties’ legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program’s source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all notices
stating that this License and any non—permissive terms added in accord with section 7 apply to the code; keep
intact all notices of the absence of any warranty; and give all recipients a copy of this License along with the

Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty
protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form of
source code under the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.

b) The work must carry prominent notices stating that it is released under this License and any conditions
added under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
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copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the
work, and all its parts, regardless of how they are packaged. This License gives no permission to license the work
in any other way, but it does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them do
so.

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright are
not used to limit the access or legal rights of the compilation's users beyond what the individual works permit.
Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts of the aggregate.

6. Conveying Non—Source Forms.

You may convey a covered work in object code form under the terms
of sections 4 and 5, provided that you also convey the
machine—readable Corresponding Source under the terms of this License,
in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software
interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at no
charge.

¢) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and noncommercially, and only if you received the object code
with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer
equivalent access to the Corresponding Source in the same way through the same place at no further charge. You
need not require recipients to copy the Corresponding Source along with the object code. If the place to copy the
object code is a network server, the Corresponding Source may be on a different server (operated by you or a third
party) that supports equivalent copying facilities, provided you maintain clear directions next to the object code
saying where to find the Corresponding Source. Regardless of what server hosts the Corresponding Source, you
remain obligated to ensure that it is available for as long as needed to satisfy these requirements.

e) Convey the object code using peer—to—peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under subsection

6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a
System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is
normally used for personal, family, or household purposes, or (2) anything designed or sold for incorporation into a
dwelling. In determining whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, “normally used” refers to a typical or common use
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of that class of product, regardless of the status of the particular user or of the way in which the particular user
actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non—consumer uses, unless such uses represent the
only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from a modified
version of its Corresponding Source. The information must suffice to ensure that the continued functioning of the
modified object code is in no case prevented or interfered with solely because modification has been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the
conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized), the
Corresponding Source conveyed under this section must be accompanied by the Installation Information. But this
requirement does not apply if neither you nor any third party retains the ability to install modified object code on the
User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User Product
in which it has been modified or installed. Access to a network may be denied when the modification itself
materially and adversely affects the operation of the network or violates the rules and protocols for communication
across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section must be in a
format that is publicly documented (and with an implementation available to the public in source code form), and
must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or
more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as though
they were included in this License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those permissions, but the entire Program
remains governed by this License without regard to the additional permissions.

When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases
when you modify the work.) You may place additional permissions on material, added by you to a covered work, for

which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if authorized
by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the
Appropriate Legal Notices displayed by works containing it; or

c) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such
material be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or

e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or
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f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these
contractual assumptions directly impose on those licensors and authors.

All other non—permissive additional terms are considered “further restrictions” within the meaning of section 10.
If the Program as you received it, or any part of it, contains a notice stating that it is governed by this License along
with a term that is a further restriction, you may remove that term. If a license document contains a further
restriction but permits relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable terms.

Additional terms, permissive or non—permissive, may be stated in the form of a separately written license, or
stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License (including
any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and (b)
permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior to 60 days
after the cessation.

Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received notice of violation of this
License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your receipt of
the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you do
not qualify to receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary
propagation of a covered work occurring solely as a consequence of using peer—to—peer transmission to receive a
copy likewise does not require acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors, to
run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance by
third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one,
or subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party’s predecessor in interest had or could give under the previous paragraph, plus a right to possession
of the Corresponding Source of the work from the predecessor in interest, if the predecessor has it or can get it

F-12



with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may not impose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross—claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed by making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which
the Program is based. The work thus licensed is called the contributor’s “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of making,
using, or selling its contributor version, but do not include claims that would be infringed only as a consequence of
further modification of the contributor version. For purposes of this definition, “control” includes the right to grant
patent sublicenses in a manner consistent with the requirements of this License.

Each contributor grants you a non—exclusive, worldwide, royalty—free patent license under the contributor’s
essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the
contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue for
patent infringement). To “grant” such a patent license to a party means to make such an agreement or
commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work is
not available for anyone to copy, free of charge and under the terms of this License, through a publicly available
network server or other readily accessible means, then you must either (1) cause the Corresponding Source to be so
available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular work, or (3) arrange,
in a manner consistent with the requirements of this License, to extend the patent license to downstream recipients.
“Knowingly relying” means you have actual knowledge that, but for the patent license, your conveying the covered
work in a country, or your recipient’'s use of the covered work in a country, would infringe one or more identifiable
patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise
of, or is conditioned on the non—exercise of one or more of the rights that are specifically granted under this License.
You may not convey a covered work if you are a party to an arrangement with a third party that is in the business of
distributing software, under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by you
(or copies made from those copies), or (b) primarily for and in connection with specific products or compilations that
contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior to 28
March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others’ Freedom.
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If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty
for further conveying from those to whom you convey the Program, the only way you could satisfy both those terms
and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.

Notwithstanding any other provision of this License, you have permission to link or combine any covered work with
a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and to
convey the resulting work. The terms of this License will continue to apply to the part which is the covered work,
but the special requirements of the GNU Affero General Public License, section 13, concerning interaction through a
network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License from
time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to address
new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version
of the GNU General Public License “or any later version” applies to it, you have the option of following the terms
and conditions either of that numbered version or of any later version published by the Free Software Foundation.
If the Program does not specify a version number of the GNU General Public License, you may choose any version
ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy’s public statement of acceptance of a version permanently authorizes you to choose that version
for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are
imposed on any author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS
WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT
HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS PERMITTED ABOVE,
BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD
PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH
HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
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If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil
liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for a fee.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA  02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.
[This is the first released version of the Lesser GPL. It also counts as the successor of the GNU Library Public
License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software-—to make sure the software is free for all its users

This license, the Lesser General Public License, applies to some specially designated software
packages——typically libraries—of the Free Software Foundation and other authors who decide to use
it. You can use it too, but we suggest you first think carefully about whether this license or the
ordinary General Public License is the better strategy to use in any particular case, based on the
explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get it if you want it; that you
can change the software and use pieces of it in new free programs; and that you are informed that you
can do these things

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights
or to ask you to surrender these rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get the
source code. If you link other code with the library, you must provide complete object files to the
recipients, so that they can relink them with the library after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

We protect your rights with a two-step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library.
Also, if the library is modified by someone else and passed on, the recipients should know that what
they have is not the original version, so that the original author’s reputation will not be affected
by problems that might be introduced by others

Finally, software patents pose a constant threat to the existence of any free program. We wish to make
sure that a company cannot effectively restrict the users of a free program by obtaining a restrictive
license from a patent holder. Therefore, we insist that any patent |icense obtained for a version of
the library must be consistent with the full freedom of use specified in this license

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
This license, the GNU Lesser General Public License, applies to certain designated libraries, and is
quite different from the ordinary General Public License. We use this license for certain libraries
in order to permit linking those libraries into non-free programs.

When a program is linked with a |ibrary, whether statically or using a shared library, the combination
of the two is legally speaking a combined work, a derivative of the original library. The ordinary
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General Public License therefore permits such linking only if the entire combination fits its criteria
of freedom. The Lesser General Public License permits more lax criteria for linking other code with
the library.

We call this license the “Lesser” General Public License because it does Less to protect the user’s
freedom than the ordinary General Public License. It also provides other free software developers Less
of an advantage over competing non—-free programs. These disadvantages are the reason we use the ordinary
General Public License for many |ibraries. However, the Lesser |icense provides advantages in certain
special circumstances

For example, on rare occasions, there may be a special need to encourage the widest possible use of
a certain library, so that it becomes a de-facto standard. To achieve this, non-free programs must
be allowed to use the library. A more frequent case is that a free library does the same job as widely
used non—-free libraries. In this case, there is little to gain by limiting the free library to free
software only, so we use the Lesser General Public License

In other cases, permission to use a particular library in non-free programs enables a greater number
of people to use a large body of free software. For example, permission to use the GNU C Library in
non-free programs enab|es many more people to use the whole GNU operating system, as well as its variant,
the GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure
that the user of a program that is linked with the Library has the freedom and the wherewithal to run
that program using a modified version of the Library

The precise terms and conditions for copying, distribution andmodification follow. Pay close attention
to the difference between a “work based on the |ibrary” and a “work that uses the library”. The former
contains code derived from the library, whereas the latter must be combined with the library in order
to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice
placed by the copyright holder or other authorized party saying it may be distributed under the
terms of this Lesser General Public License (also called “this License”). Each |icensee is addressed
as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently
| inked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software |ibrary or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without |imitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation
of the library

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is coveredonly if its contents constitute a work based on the Library (independent
of the use of the Library in a tool for writing it). Whether that is true depends on what the Library
does and what the program that uses the Library does

1. You may copy and distribute verbatim copies of the Library s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
with the Library

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
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on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

% a) The modified work must itself be a software |ibrary

* b) You must cause the files modified to carry prominent notices stating that you changed the
files and the date of any change

* ¢) You must cause the whole of the work to be |icensed at no charge to all third parties under
the terms of this License

% d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely
well-defined independent of the application. Therefore, Subsection 2d requires that any
application—supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. To do this, you must alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

[T distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compelled to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, inisolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms for
distribution of such executables
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1.

When a “work that uses the Library” uses material from a header file that is part of the Library
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined by
law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file isunrestricted, regardless of whether it is legally a derivative work. (Executables containing
this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself.

As an exception to the Sections above, you may also combine or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

* a) Accompany the work with the complete corresponding machine-readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with
the complete machine-readable “work that uses the Library”, as object code and/or source
code, so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents
of definitions files inthe Library will not necessarily be able to recompile the application
to use the modified definitions.)

* b) Use a suitable shared |ibrary mechanism for linking with the Library. A suitable mechanism
is one that (1) uses at run time a copy of the |ibrary already present on the user’s computer
system, rather than copying library functions into the executable, and (2) will operate
properly with a modified version of the library, if the user installs one, as long as the
modified version is interface-compatible with the version that the work was made with

* ¢) Accompany the work with a written offer, valid for at least three years, to give the same
user the materials specified in Subsection 6a, above, for a charge no more than the cost
of performing this distribution.

* d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

* e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception

the materials to be distributed need not include anything that is normally distributed (in either
source or binary form) with the major components (compiler, kernel, and so on) of the operating
system on which the executable runs, unless that component itself accompanies the executable

[t may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normal |y accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you distribute

You may place library facilities that are a work based on the Library side-by-side in asingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:
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11.

12.

13.

* a) Accompany the combined |ibrary with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

* b) Give prominent notice with the combined library of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, |ink with, or
distribute the Library is void, and will automatically terminate your rights under this License
However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it

Each time you redistribute the Library (or any work based on the Library), the recipient
automatical ly receives a | icense from the original |icensor to copy, distribute, link with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions on
the recipients’ exercise of the rights granted herein. You are not responsible for enforcing
compliance by third parties with this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order,
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances.

[t is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License

If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the |imitation as if written in the body of this License

The Free Software Foundation may publish revised and/or new versions of the Lesser General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
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Foundation. If the Library does not specify a |icense version number, you may choose any version
ever published by the Free Software Foundation

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving the
free status of all derivatives of our free software and of promoting the sharing and reuse of software
general ly.

NO WARRANTY

15.  BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH YOU. SHOULD THE
LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION

16.  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INGIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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This file contains the copying permission notices for various files in theGNU C Library distribution
that have copyright owners other than the FreeSoftware Foundation. These notices all require that
a copy of the noticebe included in the accompanying documentation and be distributed withbinary
distributions of the code, so be sure to include this file alongwith any binary distributions derived
from the GNU C Library

All code incorporated from 4.4 BSD is distributed under the fol lowinglicense:Copyright (C) 1991 Regents
of the University of California.All rights reserved. Redistribution and use in source and binary forms,
with or withoutmodification, are permitted provided that the following conditionsare met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. [This condition was removed. ]

4. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS "“AS IS'" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

The DNS resolver code, taken from BIND 4.9.5, is copyrighted by UCBerkeley, by Digital Equipment
Corporation and by Internet SoftwareConsortium. The DEC portions are under the following |icense:
Portions Copyright (C) 1993 by Digital Equipment Corporation.

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies, and
that the name of Digital Equipment Corporation not be used in
advertising or publicity pertaining to distribution of the document or
software without specific, written prior permission

THE SOFTWARE IS PROVIDED ""AS IS’ AND DIGITAL EQUIPMENT CORP.
DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
DIGITAL EQUIPMENT CORPORATION BE LIABLE FOR ANY SPECIAL, DIRECT,
INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING
FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

The ISC portions are under the following |icense:

Portions Copyright (c) 1996-1999 by Internet Software Consortium.
Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above

copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED “AS IS” AND INTERNET SOFTWARE CONSORTIUM DISCLAIMS
ALL WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES
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OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL INTERNET SOFTWARE
CONSORTIUM BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR
PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

The Sun RPC support (from rpcsrc—-4.0) is covered by the following
license:

Copyright (c) 2010, Oracle America, Inc

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above

copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials

provided with the distribution

* Neither the name of the “Oracle America, Inc.” nor the names of its
contributors may be used to endorse or promote products derived

from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
“AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT

INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES: LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE

OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

The following CMU |icense covers some of the support code for Mach
derived from Mach 3.0:

Mach Operating System
Copyright (C) 1991, 1990, 1989 Carnegie Mellon University
All Rights Reserved.

Permission to use, copy, modify and distribute this software and itsdocumentation is hereby granted
provided that both the copyrightnotice and this permission notice appear in all copies of thesoftware,
derivative works or modified versions, and any portionsthereof, and that both notices appear in
supporting documentation

CARNEGIE MELLON ALLOWS FREE USE OF THIS SOFTWARE IN ITS ““AS IS

GCONDITION. GARNEGIE MELLON DISCLAIMS ANY LIABILITY OF ANY KIND FOR

ANY DAMAGES WHATSOEVER RESULTING FROM THE USE OF THIS SOFTWARE

Carnegie Mellon requests users of this software to return to

Software Distribution Coordinator
School of Computer Science
Carnegie Mellon University
Pittsburgh PA 15213-3890

or Software.Distribution@CS. CMU. EDU any improvements or

extensions that they make and grant Carnegie Mellon the rights to
redistribute these changes
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The file if_ppp.h is under the following CMU license:

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution
3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY CARNEGIE MELLON UNIVERSITY AND
CONTRIBUTORS "“AS IS'' AND ANY EXPRESS OR IMPLIED WARRANTIES
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE UNIVERSITY OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INGIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER
IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The following license covers the files from Intel’s “Highly Optimized
Mathematical Functions for Itanium” collection:

Intel License Agreement
Copyright (¢c) 2000, Intel Corporation
All rights reserved

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* The name of Intel Corporation may not be used to endorse or promote
products derived from this software without specific prior written
permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
“AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL INTEL OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The files inet/getnameinfo.c and sysdeps/posix/getaddrinfo.c are copyright
(C) by Craig Metz and are distributed under the following license:
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/* The Inner Net License, Version 2.00

The author (s) grant permission for redistribution and use in source and
binary forms, with or without modification, of the software and documentation
provided that the following conditions are met:

0. If you receive a version of the software that is specifically labelled
as not being for redistribution (check the version message and/or README),
you are not permitted to redistribute that version of the software in any
way or form.

1. All terms of the all other applicable copyrights and |icenses must be
fol lowed.

2. Redistributions of source code must retain the authors’ copyright
notice(s), this list of conditions, and the following disclaimer.

3. Redistributions in binary form must reproduce the authors’ copyright
notice(s), this list of conditions, and the following disclaimer in the
documentation and/or other materials provided with the distribution

4. [The copyright holder has authorized the removal of this clause.]

5. Neither the name(s) of the author (s) nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY ITS AUTHORS AND CONTRIBUTORS " “AS IS'' AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

If these license terms cause you a real problem, contact the author. */
The file sunrpc/des_impl.c is copyright Eric Young:

Copyright (C) 1992 Eric Young

Col lected from libdes and modified for SECURE RPC by Martin Kuck 1994

This file is distributed under the terms of the GNU Lesser General

Public License, version 2.1 or later — see the file COPYING.LIB for details
If you did not receive a copy of the license with this program, please

see <https://www. gnu.org/licenses/> to obtain a copy.

The file inet/remd.c is under a UCB copyright and the following:

Copyright (C) 1998 WIDE Project.
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution
3. Neither the name of the project nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE PROJECT AND CONTRIBUTORS "“AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE PROJECT OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
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DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

The file posix/runtests.c is copyright Tom Lord:
Copyright 1995 by Tom Lord
All Rights Reserved

Permission to use, copy, modify, and distribute this software and its
documentation for any purpose and without fee is hereby granted,

provided that the above copyright notice appear in all copies and that
both that copyright notice and this permission notice appear in

supporting documentation, and that the name of the copyright holder not be
used in advertising or publicity pertaining to distribution of the
software without specific, written prior permission

Tom Lord DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL TOM LORD BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF
USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR
OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANGE OF THIS SOFTWARE.

The posix/rxspencer tests are copyright Henry Spencer:

Copyright 1992, 1993, 1994, 1997 Henry Spencer. All rights reserved.
This software is not subject to any license of the American Telephone
and Telegraph Company or of the Regents of the University of California

Permission is granted to anyone to use this software for any purpose on
any computer system, and to alter it and redistribute it, subject
to the following restrictions:

1. The author is not responsible for the consequences of use of this
software, no matter how awful, even if they arise from flaws in it

2. The origin of this software must not be misrepresented, either by
explicit claim or by omission. Since few users ever read sources,
credits must appear in the documentation

3. Altered versions must be plainly marked as such, and must not be
misrepresented as being the original software. Since few users

ever read sources, credits must appear in the documentation.

4. This notice may not be removed or altered.

The file posix/PCRE. tests is copyright University of Cambridge:

Copyright (c) 1997-2003 University of Cambridge

Permission is granted to anyone to use this software for any purpose on any

computer system, and to redistribute it freely, subject to the following
restrictions:

1. This software is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE

2. The origin of this software must not be misrepresented, either by
explicit claim or by omission. In practice, this means that if you use
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PCRE in software that you distribute to others, commercially or
otherwise, you must put a sentence like this

Regular expression support is provided by the PCRE |ibrary package,
which is open source software, written by Philip Hazel, and copyright
by the University of Cambridge, England

somewhere reasonably visible in your documentation and in any relevant
files or online help data or similar. A reference to the ftp site for
the source, that is, to

ftp://ftp. csx. cam. ac. uk/pub/software/programming/pcre/

should also be given in the documentation. However, this condition is not
intended to apply to whole chains of software. If package A includes PCRE,
it must acknowledge it, but if package B is software that includes package
A, the condition is not imposed on package B (unless it uses PCRE
independently).

3. Altered versions must be plainly marked as such, and must not be
misrepresented as being the original software

4. If PCRE is embedded in any software that is released under the GNU
General Purpose Licence (GPL), or Lesser General Purpose Licence (LGPL),
then the terms of that licence shall supersede any condition above with
which it is incompatible.

Files from Sun fdlibm are copyright Sun Microsystems, Inc.:
Copyright (C) 1993 by Sun Microsystems, Inc. All rights reserved.

Developed at SunPro, a Sun Microsystems, Inc. business
Permission to use, copy, modify, and distribute this
software is freely granted, provided that this notice
is preserved.

Various long double |ibm functions are copyright Stephen L. Moshier:
Copyright 2001 by Stephen L. Moshier <moshier@na-net.ornl. gov>

This library is free software; you can redistribute it and/or
modify it under the terms of the GNU Lesser General Public
License as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
Lesser General Public License for more details

You should have received a copy of the GNU Lesser General Public

License along with this library; if not, see
<https://www. gnu. org/licenses/>. */
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GNU LESSER GENERAL PUBLIC LICENSE
Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

This version of the GNU Lesser General Public License incorporates
the terms and conditions of version 3 of the GNU General Public
License, supplemented by the additional permissions listed below.

0. Additional Definitions

As used herein, “this License” refers to version 3 of the GNU Lesser
General Public License, and the “GNU GPL” refers to version 3 of the GNU
General Public License.

“The Library” refers to a covered work governed by this License
other than an Application or a Combined Work as defined below.

An “Application” is any work that makes use of an interface provided
by the Library, but which is not otherwise based on the Library.
Defining a subclass of a class defined by the Library is deemed a mode
of using an interface provided by the Library.

A “Combined Work™ is a work produced by combining or linking an
Application with the Library. The particular version of the Library
with which the Combined Work was made is also called the “Linked
Version”.

The “Minimal Corresponding Source” for a Combined Work means the
Corresponding Source for the Combined Work, excluding any source code
for portions of the Combined Work that, considered in isolation, are
based on the Application, and not on the Linked Version

The “Corresponding Application Code” for a Combined Work means the
object code and/or source code for the Application, including any data
and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License
without being bound by section 3 of the GNU GPL.

2. Conveying Modified Versions

If you modify a copy of the Library, and, in your modifications, a
facility refers to a function or data to be supplied by an Application
that uses the facility (other than as an argument passed when the
facility is invoked), then you may convey a copy of the modified
version:

a) under this License, provided that you make a good faith effort to
ensure that, in the event an Application does not supply the
function or data, the facility still operates, and performs

whatever part of its purpose remains meaningful, or

b) under the GNU GPL, with none of the additional permissions of
this License applicable to that copy.
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3. Object Code Incorporating Material from Library Header Files

The object code form of an Application may incorporate material from
a header file that is part of the Library. You may convey such object
code under terms of your choice, provided that, if the incorporated
material is not limited to numerical parameters, data structure
layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the
Library is used in it and that the Library and its use are
covered by this License

b) Accompany the object code with a copy of the GNU GPL and this license
document.

4. Combined Works.

You may convey a Combined Work under terms of your choice that,
taken together, effectively do not restrict modification of the
portions of the Library contained in the Combined Work and reverse
engineering for debugging such modifications, if you also do each of
the following:

a) Give prominent notice with each copy of the Combined Work that
the Library is used in it and that the Library and its use are
covered by this License

b) Accompany the Combined Work with a copy of the GNU GPL and this |icense
document.

¢) For a Combined Work that displays copyright notices during
execution, include the copyright notice for the Library among
these notices, as well as a reference directing the user to the
copies of the GNU GPL and this |icense document

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this
License, and the Corresponding Application Code in a form

suitable for, and under terms that permit, the user to

recombine or relink the Application with a modified version of

the Linked Version to produce a modified Combined Work, in the
manner specified by section 6 of the GNU GPL for conveying
Corresponding Source

1) Use a suitable shared |ibrary mechanism for linking with the
Library. A suitable mechanism is one that (a) uses at run time
a copy of the Library already present on the user’s computer
system, and (b) will operate properly with a modified version
of the Library that is interface-compatible with the Linked
Version.

e) Provide Installation Information, but only if you would otherwise
be required to provide such information under section 6 of the
GNU GPL, and only to the extent that such information is
necessary to install and execute a modified version of the
Combined Work produced by recombining or relinking the
Application with a modified version of the Linked Version. (If
you use option 4d0, the Installation Information must accompany
the Minimal Corresponding Source and Corresponding Application
Code. If you use option 4d1, you must provide the Installation
Information in the manner specified by section 6 of the GNU GPL
for conveying Gorresponding Source.)

5. Combined Libraries
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You may place library facilities that are a work based on the
Library side by side in a single library together with other library
facilities that are not Applications and are not covered by this
License, and convey such a combined library under terms of your
choice, if you do both of the following:

a) Accompany the combined |ibrary with a copy of the same work based
on the Library, uncombined with any other library facilities
conveyed under the terms of this License

b) Give prominent notice with the combined |ibrary that part of it
is a work based on the Library, and explaining where to find the
accompanying uncombined form of the same work

6. Revised Versions of the GNU Lesser General Public License

The Free Software Foundation may publish revised and/or new versions
of the GNU Lesser General Public License from time to time. Such new
versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the
Library as you received it specifies that a certain numbered version
of the GNU Lesser General Public License “or any later version”
applies to it, you have the option of following the terms and
conditions either of that published version or of any later version
published by the Free Software Foundation. If the Library as you
received it does not specify a version number of the GNU Lesser
General Public License, you may choose any version of the GNU Lesser
General Public License ever published by the Free Software Foundation

If the Library as you received it specifies that a proxy can decide
whether future versions of the GNU Lesser General Public License shall
apply, that proxy s public statement of acceptance of any version is
permanent authorization for you to choose that version for the
Library.
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u-boot DTAM X

GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc

59 Temple Place — Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this |icense document, but changing
it is not allowed.

[This is the first released version of the library GPL. It is numbered 2 because it goes with version
2 of the ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users

This license, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other libraries whose authors decide to use it. You can use it for
your libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge
for this service if you wish), that you receive source code or can get it if you want it, that you
can change the software or use pieces of it in new free programs; and that you know you can do these
things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or
to ask you to surrender the rights. These restrictions translate to certain responsibilities for you
if you distribute copies of the library, or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the
recipients all the rights that we gave you. You must make sure that they, too, receive or can get
the source code. If you link a program with the library, you must provide complete object files to
the recipients so that they can relink them with the |ibrary, after making changes to the library and
recompiling it. And you must show them these terms so they know their rights

Our method of protecting your rights has two steps: (1) copyright the library, and (2) offer you this
license which gives you legal permission to copy, distribute and/or modify the |ibrary.

Also, for each distributor's protection, we want to make certain that everyone understands that there
is no warranty for this free library. If the library is modified by someone else and passed on, we
want its recipients to know that what they have is not the original version, so that any problems
introduced by others will not reflect on the original authors’ reputations

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger
that companies distributing free software will individually obtain patent l|icenses, thus in effect
transforming the program into proprietary software. To prevent this, we have made it clear that any
patent must be licensed for everyone's free use or not |icensed at all.
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Most GNU software, including some libraries, is covered by the ordinary GNU General Public License
which was designed for utility programs. This |license, the GNU Library General Public License, applies
to certain designated libraries. This license is quite different from the ordinary one; be sure to
read it in full, and don't assume that anything in it is the same as in the ordinary |icense

The reason we have a separate public license for some libraries is that they blur the distinction we
usual ly make between modifying or adding to a program and simply using it. Linking a program with
a library, without changing the library, is in some sense simply using the |ibrary, and is analogous
to running a utility program or application program. However, in a textual and legal sense, the |inked
executable is a combined work, a derivative of the original |ibrary, and the ordinary General Public
License treats it as such

Because of this blurred distinction, using the ordinary General Public License for l|ibraries did not
effectively promote software sharing, because most developers did not use the libraries. We concluded
that weaker conditions might promote sharing better.

However, unrestricted linking of non-free programs would deprive the users of those programs of all
benefit from the free status of the libraries themselves. This Library General Public License is
intended to permit developers of non-free programs to use free libraries, while preserving your freedom
as a user of such programs to change the free libraries that are incorporated in them. (We have not
seen how to achieve this as regards changes in header files, but we have achieved it as regards changes
in the actual functions of the Library.) The hope is that this will lead to faster development of
free libraries

The precise terms and conditions for copying, distribution and modification follow. Pay close
attention to the difference between a “work based on the library” and a “work that uses the library”
The former contains code derived fromthe |ibrary, while the latter only works together with the library.

Note that it is possible for a |ibrary to be covered by the ordinary General Public License rather
than by this special one

GNU LIBRARY GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. ThisLicense Agreement applies to any software |ibrary which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Library General
Public License (also called “this License”). Each licensee is addressed as “you”

A “library” means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executables

The “Library”, below, refers to any such software |ibrary or work which has been distributed under
these terms. A “work based on the Library” means either the Library or any derivative work under
copyright law: that is to say, a work containing the Library or a portion of it, either verbatim
or with modifications and/or translated straightforwardly into another language. (Hereinafter,
translation is included without limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For
a library, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and instal lation
of the library.

Activities other than copying, distribution and modification are not covered by this License; they
are outside its scope. The act of running a program using the Library is not restricted, and output
from such a program is coveredonly if its contents constitute a work based on the Library (independent
of the use of the Library in a tool for writing it). Whether that is true depends on what the Library
does and what the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library s complete source code as you receive
it, in any medium, provided that you conspicuously and appropriately publish on each copy an
appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer
to this License and to the absence of any warranty; and distribute a copy of this License along
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with the Library

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

. You may modify your copy or copies of the Library or any portion of it, thus forming a work based
on the Library, and copy and distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) The modified work must itself be a software library.

b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

¢) You must cause the whole of the work to be licensed at no charge to all third parties under
the terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied
by an application program that uses the facility, other than as an argument passed when the
facility is invoked, then you must make a good faith effort to ensure that, in the event
an application does not supply such function or table, the facility still operates, and
performs whatever part of its purpose remains meaningful

(For example, a function in a library to compute square roots has a purpose that is entirely
wel |-defined independent of the application. Therefore, Subsection 2d requires that any
application—supplied function or table used by this function must be optional: if the application
does not supply it, the square root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work
are not derived from the Library, and can be reasonably considered independent and separate works
in themselves, then this License, and its terms, do not apply to those sections when you distribute
them as separate works. But when you distribute the same sections as part of a whole which is a
work based on the Library, the distribution of the whole must be on the terms of this License, whose
permissions for other |icensees extend to the entire whole, and thus to each and every part regardless
of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written
entirely by you; rather, the intent is to exercise the right to control the distribution of derivative
or collective works based on the Library

In addition, mere aggregation of another work not based on the Library with the Library (or with
a work based on the Library) on a volume of a storage or distribution medium does not bring the
other work under the scope of this License

. You may opt to apply the terms of the ordinary GNU General Public License instead of this License
to a given copy of the Library. Todo this, youmust alter all the notices that refer to this License,
so that they refer to the ordinary GNU General Public License, version 2, instead of to this License.
(If a newer version than version 2 of the ordinary GNU General Public License has appeared, then
you can specify that version instead if you wish.) Do not make any other change in these notices

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU
General Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that
is not a library
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object
code or executable form under the terms of Sections 1 and 2 above provided that you accompany it
with the complete corresponding machine-readable source code, which must be distributed under the
terms of Sections 1 and 2 above on a medium customarily used for software interchange

If distribution of object code is made by offering access to copy from a designated place, then
offering equivalent access to copy the source code from the same place satisfies the requirement
to distribute the source code, even though third parties are not compel led to copy the source along
with the object code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with
the Library by being compiled or linked with it, is called a “work that uses the Library”. Such
awork, in isolation, is not a derivative work of the Library, and therefore falls outside the scope
of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is
a derivative of the Library (because it contains portions of the Library), rather than a “work that
uses the library”. The executable is therefore covered by this License. Section 6 states terms
for distribution of such executables

When a “work that uses the Library” uses material from a header file that is part of the Library,
the object code for the work may be a derivative work of the Library even though the source code
is not. Whether this is true is especially significant if the work can be |inked without the Library,
or if the work is itself a library. The threshold for this to be true is not precisely defined
by law.

[f such an object file uses only numerical parameters, data structure layouts and accessors, and
smal | macros and small inline functions (ten lines or less in length), then the use of the object
file is unrestricted, regardless of whether it is legally a derivative work. (Executables
containing this object code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the
work under the terms of Section 6. Any executables containing that work also fall under Section
6, whether or not they are linked directly with the Library itself

6. As an exception to the Sections above, you may also compile or link a “work that uses the Library”
with the Library to produce a work containing portions of the Library, and distribute that work
under terms of your choice, provided that the terms permit modification of the work for the customer’s
own use and reverse engineering for debugging such modifications

You must give prominent notice with each copy of the work that the Library is used in it and that
the Library and its use are covered by this License. You must supply a copy of this License. If
the work during execution displays copyright notices, you must include the copyright notice for
the Library among them, as well as a reference directing the user to the copy of this License. Also,
you must do one of these things:

a) Accompany the work with the complete corresponding machine-readable source code for the Library
including whatever changes were used in the work (which must be distributed under Sections
1 and 2 above) ; and, if the work is an executable |inked with the Library, with the complete
machine-readable “work that uses the Library”, as object code and/or source code, so that
the user can modify the Library and then relink to produce a modified executable containing
themodifiedLibrary. (It isunderstood that the user who changes the contents of definitions
files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

b) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of
performing this distribution

c) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place

d) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.
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10.

11.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception
the source code distributed need not include anything that is normally distributed (in either source
or binary form) with the major components (compiler, kernel, and so on) of the operating system
on which the executable runs, unless that component itself accompanies the executable

It may happen that this requirement contradicts the license restrictions of other proprietary
libraries that do not normal |y accompany the operating system. Such a contradiction means you cannot
use both them and the Library together in an executable that you distribute

You may place library facilities that are a work based on the Library side-by-side inasingle library
together with other library facilities not covered by this License, and distribute such a combined
library, provided that the separate distribution of the work based on the Library and of the other
library facilities is otherwise permitted, and provided that you do these two things:

a) Accompany the combined |ibrary with a copy of the same work based on the Library, uncombined
with any other library facilities. This must be distributed under the terms of the Sections
above.

b) Give prominent notice with the combined |ibrary of the fact that part of it is a work based
on the Library, and explaining where to find the accompanying uncombined form of the same
work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly
provided under this License. Any attempt otherwise to copy, modify, sublicense, link with, or
distribute the Library is void, and will automatically terminate your rights under this License

However, parties who have received copies, or rights, from you under this License will not have
their licenses terminated so long as such parties remain in full compliance

You are not required to accept this License, since you have not signed it. However, nothing else
grants you permission to modify or distribute the Library or its derivative works. These actions
are prohibited by law if you do not accept this License. Therefore, by modifying or distributing
the Library (or any work based on the Library), you indicate your acceptance of this License to
do so, and all its terms and conditions for copying, distributing or modifying the Library or works
based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient
automatical ly receives a | icense from the original licensor to copy, distribute, |ink with or modify
the Library subject to these terms and conditions. You may not impose any further restrictions
on the recipients’ exercise of the rights granted herein
You are not responsible for enforcing compliance by third parties to this License

[f, as a consequence of a court judgment or allegation of patent infringement or for any other
reason (not limited to patent issues), conditions are imposed on you (whether by court order
agreement or otherwise) that contradict the conditions of this License, they do not excuse you from
the conditions of this License. If you cannot distribute so as to satisfy simultaneously your
obligations under this License and any other pertinent obligations, then as a consequence you may
not distribute the Library at all. For example, if a patent |icense would not permit royalty—-free
redistribution of the Library by all those who receive copies directly or indirectly through you
then the only way you could satisfy both it and this License would be to refrain entirely from
distribution of the Library.

[f any portion of this section is held invalid or unenforceable under any particular circumstance
the balance of the section is intended to apply, and the section as a whole is intended to apply
in other circumstances

[t is not the purpose of this section to induce you to infringe any patents or other property right
claims or to contest validity of any such claims; this section has the sole purpose of protecting
the integrity of the free software distribution system which is implemented by public |icense
practices. Many people have made generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that system; it is up to the author/donor
to decide if he or she is willing to distribute software through any other system and a |icensee
cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest
of this License
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12. If the distribution and/or use of the Library is restricted in certain countries either by patents
or by copyrighted interfaces, the original copyright holder who places the Library under this License
may add an explicit geographical distribution limitation excluding those countries, so that
distribution is permitted only in or among countries not thus excluded. In such case, this License
incorporates the limitation as if written in the body of this License.

13.  The Free Software Foundation may publish revised and/or new versions of the Library General Public
License from time to time. Such new versions will be similar in spirit to the present version, but
may differ in detail to address new problems or concerns

Each version is given a distinguishing version number. If the Library specifies a version number
of this License which applies to it and “any later version”, you have the option of following the
terms and conditions either of that version or of any later version published by the Free Software
Foundation. If the Library does not specify a |icense version number, you may choose any version
ever published by the Free Software Foundation

14. If you wish to incorporate parts of the Library into other free programs whose distribution
conditions are incompatible with these, write to the author to ask for permission. For software
which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we
sometimes make exceptions for this. Our decision will be guided by the two goals of preserving
the free status of all derivatives of our free software and of promoting the sharing and reuse of
software generally

NO WARRANTY

15.  BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE LIBRARY, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE LIBRARY “AS 1S” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANGE OF THE LIBRARY IS WITH YOU. SHOULD
THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION

16.  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER
OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE LIBRARY AS PERMITTED ABOVE, BE LIABLE
TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA
BEING RENDERED INAGCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE LIBRARY
TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.
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Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this |ist of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the fol lowing disclaimer in the documentation and/or other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE GOPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

libpcap/ftp/telnet—server/tcpdump/u—boot/portmap DS54 X

Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution

3. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS’ AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LTABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

F-37



dropbear D514t X
Portions of the client-mode work are (c) 2004 Mihnea Stoenescu, under the

same license:

Dropbear contains a number of components from different sources, hence there
are a few licenses and authors involved. All licenses are fairly
non-restrictive

The majority of code is written by Matt Johnston, under the license below.

Portions of the client-mode work are (c) 2004 Mihnea Stoenescu, under the
same |icense:

Copyright (c) 2002-2020 Matt Johnston
Portions copyright (c) 2004 Mihnea Stoenescu
All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software”), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR GOPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

LibTomCrypt and LibTomMath are written by Tom St Denis and others, see
| ibtomcrypt/LICENSE and |ibtommath/LICENSE.

sshpty.c is taken from OpenSSH 3. 5p1,

Copyright (c) 1995 Tatu Ylonen <ylo@cs. hut. fi>, Espoo, Finland
All rights reserved

“As far as | am concerned, the code I have written for this software
can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be
called by a name other than “ssh” or “Secure Shell”. ”



loginrec. ¢

loginrec. h

atomicio. h

atomicio. c

and strlcat() (included in util.c) are from OpenSSH 3.6. 1p2, and are |icensed
under the 2 point BSD |icense

loginrec is written primarily by Andre Lucas, atomicio.c by Theo de Raadt.

stricat() is (c) Todd C. Miller

Import code in keyimport.c is modified from PuTTY's import.c, licensed as
fol lows:

PuTTY is copyright 1997-2003 Simon Tatham.

Portions copyright Robert de Bath, Joris van Rantwijk, Delian
Delchev, Andreas Schultz, Jeroen Massar, Wez Furlong, Nicolas Barry
Justin Bradford, and CORE SDI S.A.

Permission is hereby granted, free of charge, to any person
obtaining a copy of this software and associated documentation files
(the “Software”), to deal in the Software without restriction
including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software
and to permit persons to whom the Software is furnished to do so
subject to the following conditions:

The above copyright notice and this permission notice shall be
included in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION
WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE

curve25519. ¢:

Modified TweetNaCl version 20140427, a self-contained public—-domain G library.
https://tweetnacl. cr. yp. to/
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dropbear/slim3/libxml2 D51t X

The MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and
associated documentation files (the “Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or
sell copies of the Software, and to permit persons to whom the Software is furnished to do so, subject
to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial
portions of the Software

THE SOFTWARE IS PROVIDED “AS I1S”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT
LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.
IN NO EVENT SHALL THE AUTHORS OR GOPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.
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libcap DS/t R

Redistribution and use in source and binary forms of libcap, with
or without modification, are permitted provided that the following
conditions are met:

1. Redistributions of source code must retain any existing copyright
notice, and this entire permission notice in its entirety
including the disclaimer of warranties.

2. Redistributions in binary form must reproduce all prior and current
copyright notices, this list of conditions, and the following
disclaimer in the documentation and/or other materials provided

with the distribution.

3. The name of any author may not be used to endorse or promote
products derived from this software without their specific prior
written permission

ALTERNATIVELY, this product may be distributed under the terms of the
GNU General Public License (v2.0 — see below), in which case the
provisions of the GNU GPL are required INSTEAD OF the above
restrictions. (This clause is necessary due to a potential conflict
between the GNU GPL and the restrictions contained in a BSD-style
copyright.)

THIS SOFTWARE IS PROVIDED ""AS IS'' AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTIGULAR PURPOSE ARE DISCLAIMED

IN NO EVENT SHALL THE AUTHOR(S) BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVIGES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE

USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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libpcre DS54t RX

PCRE LICENCE

PCRE is a library of functions to support regular expressions whose syntax
and semantics are as close as possible to those of the Perl 5 language.

Release 8 of PCRE is distributed under the terms of the “BSD” licence, as
specified below. The documentation for PCRE, supplied in the “doc”
directory, is distributed under the same terms as the software itself.

The basic library functions are written in C and are freestanding. Also
included in the distribution is a set of C++ wrapper functions, and a
just—in—time compiler that can be used to optimize pattern matching. These
are both optional features that can be omitted when the library is built.



net—snmp/net-snmp-libs DAt X
Copyright (c) 2018 The Meson development team

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the “Software”), to deal
in the Software without restriction, including without limitation the rights

to use, copy, modify, merge, publish, distribute, sublicense, and/or sell

copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR

IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY,

FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT
SHALL THE

AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER

LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM,

OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THESOFTWARE.
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net—snmp/net—snmp-libs D1t RX

——— Part 1: CMU/UCD copyright notice: (BSD |ike) ———
Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work - 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appears in all copies and
that both that copyright notice and this permission notice appear in supporting documentation, and
that the name of CMU and The Regents of the University of California not be used in advertising or
publicity pertaining to distribution of the software without specific written permission

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS
OF THE UNIVERSITY OF CALIFORNIA BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT

NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF
THIS SOFTWARE.

———— Part 2: Networks Associates Technology, Inc copyright notice (BSD) ————

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may
be used to endorse or promote products derived from this software without specific prior written
permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " “AS IS’ AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INGIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY; WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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——— Part 3: Cambridge Broadband Ltd. copyright notice (BSD) ————

Portions of this code are copyright (¢) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from
this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ""AS IS’ AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES: LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

——— Part 4: Sun Microsystems, Inc. copyright notice (BSD) ——

Copyright (¢) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS'" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED.  IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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——— Part 5: Sparta, Inc copyright notice (BSD) ——

Copyright (c) 2003-2004, Sparta, Inc
All rights reserved

Redistribution and use in source and binary forms, with or without modification, are permitted provided
that the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and
the following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions
and the following disclaimer in the documentation and/or other materials provided with the
distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " "AS IS’ " AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

———— Part 6: Cisco/BUPTNIC copyright notice (BSD) ———

Copyright (c) 2004, Cisco, Inc and Information Network
Center of Beijing University of Posts and Telecommunications
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

* Neither the name of Cisco, Inc, Beijing University of Posts and
Telecommunications, nor the names of their contributors may
be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS " “AS
IS"" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE GOPYRIGHT HOLDERS OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INGIDENTAL, SPECIAL
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUGH DAMAGE.

——— Part 7: Fabasoft R&D Software GmbH & Co KG copyright notice (BSD) ———
Copyright (c) Fabasoft R&D Software GmbH & Co KG, 2003

oss@fabasoft. com

Author: Bernhard Penz

Redistribution and use in source and binary forms, with or without
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modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright notice,
this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

* The name of Fabasoft R&D Software GmbH & Co KG or any of its subsidiaries
brand or product names may not be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER "“AS IS'' AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT HOLDER BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS: OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN
IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

——— Part 8: Apple Inc. copyright notice (BSD) ———
Copyright (c) 2007 Apple Inc. All rights reserved

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions
are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above
copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided
with the distribution.

3. Neither the name of Apple Inc. (“Apple”) nor the names of its
contributors may be used to endorse or promote products derived
from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY APPLE AND ITS CONTRIBUTORS “AS 1S” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL APPLE OR ITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES: LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

———— Part 9: SciencelLogic, LLC copyright notice (BSD) ———

Copyright (c) 2009, SciencelLogic, LLGC
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions are
met:

* Redistributions of source code must retain the above copyright notice,
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this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

* Neither the name of SciencelLogic, LLC nor the names of its
contributors may be used to endorse or promote products derived
from this software without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
""AS IS'" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT
HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS
OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE
USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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openssh/openssh—server DTt X

1)
Copyright (c) 1995 Tatu Ylonen <ylo@cs. hut. fi>, Espoo, Finland
All rights reserved

As far as | am concerned, the code I have written for this software
can be used freely for any purpose. Any derived versions of this
software must be clearly marked as such, and if the derived work is
incompatible with the protocol description in the RFC file, it must be
called by a name other than “ssh” or “Secure Shell”

¥ X X ¥ X X % ¥

[Tatu continues]

However, I am not implying to give any licenses to any patents or
copyrights held by third parties, and the software includes parts that
are not under my direct control. As far as I know, all included
source code is used in accordance with the relevant |icense agreements
and can be used freely for any purpose (the GNU |icense being the most
restrictive); see below for details

*

* X % ¥ %

[However, none of that term is relevant at this point in time. All of these restrictively licenced
software components which he talks about have been removed from OpenSSH, i.e.

- RSA is no longer included, found in the OpenSSL |ibrary

IDEA is no longer included, its use is deprecated

DES is now external, in the OpenSSL library

GMP is no longer used, and instead we call BN code from OpenSSL
Zlib is now external, in a library

The make-ssh—-known—hosts script is no longer included

TSS has been removed

MD5 is now external, in the OpenSSL library

- RG4 support has been replaced with ARC4 support from OpenSSL
Blowfish is now external, in the OpenSSL library

[The |icence continues]

Note that any information and cryptographic algorithms used in this software are publicly available
on the Internet and at any major bookstore, scientific library, and patent office worldwide. More
information can be found e.g. at “http://www.cs. hut. fi/crypto”.

The legal status of this program is some combination of all these permissions and restrictions. Use
only at your own responsibility. You will be responsible for any legal consequences yourself; I am
not making any claims whether possessing or using this is legal or not in your country, and I am not
taking any responsibility on your behalf
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NO WARRANTY

BECAUSE THE PROGRAM IS LIGENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT
PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR
OTHER PARTIES PROVIDE THE PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR
ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU
FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE
USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH
ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES.

2)
The 32-bit CRC compensation attack detector in deattack.c was contributed by GORE SDI S.A. under
a BSD-style |icense

* Cryptographic attack detector for ssh — source code

*

* Copyright (c) 1998 CORE SDI S.A., Buenos Aires, Argentina.

*

* All rights reserved. Redistribution and use in source and binary
* forms, with or without modification, are permitted provided that
* this copyright notice is retained

*

* THIS SOFTWARE IS PROVIDED ““AS IS’ AND ANY EXPRESS OR IMPLIED

* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS

* SOFTWARE.

%

* Ariel Futoransky <futo@core-sdi.com>

* <http://www. core-sdi.com>

3)
ssh-keygen was contributed by David Mazieres under a BSD-style |icense.

* Copyright 1995, 1996 by David Mazieres <dm@lcs.mit. edu>.
%k

* Modification and redistribution in source and binary forms is
* permitted provided that due credit is given to the author and the
* OpenBSD project by leaving this copyright notice intact.
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4)
The Ri jndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto is in the public
domain and distributed with the following license:

* @version 3.0 (December 2000)
*

% Optimised ANSI C code for the Rijndael cipher (now AES)

*

* @author Vincent Rijmen <vincent. ri jmen@esat. kuleuven. ac. be>

* @author Antoon Bosselaers <antoon. bosselaers@esat. kuleuven. ac. be>
@author Paulo Barreto <paulo. barreto@terra. com. br>

This code is hereby placed in the public domain

THIS SOFTWARE IS PROVIDED BY THE AUTHORS " AS IS'" AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT

* OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS: OR
* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

* LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
* NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
* SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE

* ¥ ¥ ¥ % ¥

5)
One component of the ssh source code is under a 3-clause BSD |icense, held by the University of
California, since we pulled these parts from original Berkeley code.

Copyright (c) 1983, 1990, 1992, 1993, 1995
The Regents of the University of California. All rights reserved

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

3.Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS'' AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* [MPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
= LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* QUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE

* K K X X KKK X X X KK X X X ¥
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6)
Remaining components of the software are provided under a standard 2-term BSD |icence with the
following names as copyright holders:

Markus Fried|
Theo de Raadt
Niels Provos
Dug Song

Aaron Campbel |
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

7
Portable OpenSSH additionally includes code from the following copyright
holders, also under the 2-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs

Juha Yrj

Michael Stone
Networks Associates Technology, Inc.
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones
Darren Tucker

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1.Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer.

2.Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution

* X X X X X ¥ ¥ ¥ %

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS'' AND ANY EXPRESS OR

* [MPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED

* IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,

*x INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE
*x DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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8) Portable OpenSSH contains the fol lowing additional licenses:
a) mdScrypt.c, mdbcrypt.h

“THE BEER-WARE LICENSE” (Revision 42):

<phk@login. dknet. dk> wrote this file. As long as you retain this
notice you can do whatever you want with this stuff. If we meet
some day, and you think this stuff is worth it, you can buy me a
beer in return. Poul-Henning Kamp

* X %X ¥ %

b) snprintf replacement

Copyright Patrick Powell 1995

This code is based on code written by Patrick Powel |
(papowe | |@astart. com) It may be used for any purpose as long as this
notice remains intact on all source code distributions

* X ¥ X

c) Compatibility code (openbsd-compat)

Apart from the previously mentioned |icenses, various pieces of code
in the openbsd-compat/ subdirectory are licensed as follows:

Some code is licensed under a 3-term BSD |icense, to the following
copyright holders:

Todd G. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the

documentation and/or other materials provided with the distribution

3. Neither the name of the University nor the names of its contributors
may be used to endorse or promote products derived from this software
without specific prior written permission

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS’ AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* [MPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE

* X K K X X X X X ¥ X X ¥ X
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Some code is licensed under an [ISC-style |icense, to the following copyright holders:

Internet Software Consortium.
Todd C. Miller

Permission to use, copy, modify, and distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND TODD C. MILLER DISCLAIMS ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES

* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE
* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN

* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE

* %X % X X ¥

Some code is licensed under a MIT-style license to the following
copyright holders:

Free Software Foundation, Inc.

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the
“Software”), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish
distribute, distribute with modifications, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included
in all copies or substantial portions of the Software

THE SOFTWARE IS PROVIDED “AS 1S”, WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT
IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR
THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name(s) of the above copyright
holders shall not be used in advertising or otherwise to promote the
sale, use or other dealings in this Software without prior written
authorization

¥ X K XK X K XX KX X XXX KX X X X X X X X
X K X X K X X K X X X X X XX X X X X X X X
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OpenSSL/SSLeay DS5A 2R

LICENSE [ISSUES

The OpenSSL toolkit stays under a double license, i.e. both the conditions of
the OpenSSL License and the original SSLeay |icense apply to the toolkit

See below for the actual l|icense texts

OpenSSL License

Copyright (c) 1998-2019 The OpenSSL Project. All rights reserved

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in
the documentation and/or other materials provided with the

distribution.

3. All advertising materials mentioning features or use of this
software must display the fol lowing acknowl|edgment:
“This product includes software developed by the OpenSSL Project
for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to
endorse or promote products derived from this software without
prior written permission. For written permission, please contact

openss |-core@openss|. org.

5. Products derived from this software may not be called “OpenSSL”

nor may “OpenSSL” appear in their names without prior written
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* permission of the OpenSSL Project.

* 6. Redistributions of any form whatsoever must retain the following
* acknow | edgment:

* “This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit (http://www.openssl.org/)”

*

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "“AS IS’ AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR
ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS:; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED
OF THE POSSIBILITY OF SUCH DAMAGE.

*

*

*

*

*

*

*

*

*

*

*

*

This product includes cryptographic software written by Eric Young

*

(eay@cryptsoft.com). This product includes software written by Tim

*

Hudson (tjh@cryptsoft. com).

*

*/

Original SSLeay License

/% Copyright (C) 1995-1998 Eric Young (eay@cryptsoft. com)

All rights reserved.

*

*

This package is an SSL implementation written

*

by Eric Young (eay@cryptsoft. com).

*

The implementation was written so as to conform with Netscapes SSL

*

This library is free for commercial and non-commercial use as long as

*

the following conditions are aheared to. The following conditions
apply to all code found in this distribution, be it the RC4, RSA,

*
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*

*

*

*

*

*

*

Ihash, DES, etc., code; not just the SSL code. The SSL documentation
included with this distribution is covered by the same copyright terms

except that the holder is Tim Hudson (tjh@cryptsoft. com).

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be removed

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used

This can be in the form of a textual message at program startup or

in documentation (online or textual) provided with the package.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions

are met:

1. Redistributions of source code must retain the copyright
notice, this list of conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright
notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software
must display the following acknowledgement:

“This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)”

The word 'cryptographic’ can be left out if the rouines from the library

being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from

the apps directory (application code) you must include an acknowledgement:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "“AS IS'' AND

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE
FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY
OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.
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* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution licence

* [including the GNU Public Licence. ]

*/
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This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc.,
Scriptics Corporation, ActiveState Corporation and other parties. The following terms apply to all
files

associated with the software unless explicitly disclaimed in individual files.

The authors hereby grant permission to use, copy, modify, distribute, and |icense this software and
its documentation for any purpose, provided that existing copyright notices are retained in all copies
and that this notice is included verbatim in any distributions. No written agreement, |icense, or royalty
fee is required for any of the authorized uses

Modifications to this software may be copyrighted by their authors and need not follow the licensing
terms described here, provided that the new terms are clearly indicated on the first page of each file
where they apply

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT, INDIRECT, SPECIAL
INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS SOFTWARE, ITS DOCUMENTATION, OR
ANY

DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, AND NON-INFRINGEMENT. THIS
SOFTWARE IS PROVIDED ON AN “AS 1S” BASIS, AND THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE
MAINTENANGE, SUPPORT, UPDATES, ENHANCEMENTS, OR MODIFICATIONS

GOVERNMENT USE: If you are acquiring this software on behalf of the U.S. government, the Government
shall have only “Restricted Rights” in the software and related documentation as defined in the Federal
AcquisitionRegulations (FARs) in Clause 52.227.19 (¢) (2). If you are acquiring the software on behalf
of the Department of Defense, the software shall be classified as “Commercial Computer Software” and
the Government shall have only “Restricted Rights” as defined in Clause 252.227-7013 (¢) (1) of DFARs.
Notwithstanding the foregoing, the authors grant the U.S. Government and others acting in its behalf
permission to use and distribute the software in accordance with the terms specified in this license

telx D1 RX

Copyright 1992-1999 Kar| Lehenbauer and Mark Diekhans
Permission to use, copy, modify, and distribute this software and its documentation for any purpose
and without fee is hereby granted, provided that the above copyright notice appear in all copies. Karl

Lehenbauer and Mark Diekhans make no representations about the suitability of this software for any
purpose. It is provided “as is” without express or implied warranty.

tcp_wrappers DTS4t R

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by other
copyrights.

This material wasoriginally written and compiled by Wietse Venema at Eindhoven University of Technology,
The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995

Redistribution and use in source and binary forms are permitted provided that this entire copyright
notice is duplicated in all such copies

This software is provided “as is” and without any expressed or implied warranties, including, without
[imitation, the implied warranties of merchantibility and fitness for any particular purpose
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u—boot DA X
The eCos |icense version 2.0

This file is part of eCos, the Embedded Configurable Operating System.
Copyright (C) 1998, 1999, 2000, 2001, 2002 Red Hat, Inc

eCos is free software; you can redistribute it and/or modify it under the terms of the GNU
General Public License as published by the Free Software Foundation; either version 2 or (at
your option) any later version

eCos is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General
Public License for more details.

You should have received a copy of the GNU General Public License along with eCos; if not
write to the Free Software Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301
USA.

As a special exception, if other files instantiate templates or use macros or inline functions
from this file, or you compile this file and link it with other works to produce a work based
on this file, this file does not by itself cause the resulting work to be covered by the GNU
General Public License. However the source code for this file must still be made available
in accordance with section (3) of the GNU General Public License

This exception does not invalidate any other reasons why a work based on this file might be
covered by the GNU General Public License

Alternative |licenses for eCos may be arranged by contacting Red Hat, Inc. at
http://sources. redhat. com/ecos/ecos-1icense/

#Ht##ECOSGPLCOPYR I GHTEND

References
1. http://www. gnu.org/licenses/license-list. html

This source code has been made available to you by IBM on an AS-IS basis. Anyone
receiving this source is licensed under IBM copyrights to use it in any way he or she deems
fit, including copying it, modifying it, compiling it, and redistributing it either with or
without modifications. No |icense under IBM patents or patent applications is to be implied
by the copyright license.

Any user of this software should understand that IBM cannot provide technical support for this
software and will not be responsible for any consequences resulting from the use of this
software.

Any person who transfers this source code or any derivative work must include the IBM copyright
notice, this paragraph, and the preceding two paragraphs in the transferred software

COPYRIGHT I B M  CORPORATION 1995
LICENSED MATERIAL - PROGRAM PROPERTY OF I B M
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This software is provided "as—is’, without any express or implied warranty. In no event will the authors
be held liable for any damages arising from the use of this software

Permission is granted to anyone to use this software for any purpose, including commercial applications
and to alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the
original software. If you use this software in a product, an acknowledgment in the product
documentation would be appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being
the original software

3. This notice may not be removed or altered from any source distribution
php D51V R

The PHP License

version 3.01
http://www. php. net/license/3_01. txt
lighttpd DS54/ X
The BSD 3—-Clause License
https://opensource. org/licenses/BSD-3-Clause

lidpd DS54t R

The license below applies to most, but not all content in this project.
Files with different licensing and authorship terms are marked as such
That information must be considered when ensuring licensing compliance.

ISC License
Copyright (c) 2008-2017, Vincent Bernat <vincent@bernat. im>

Permission to use, copy, modify, and/or distribute this software for any
purpose with or without fee is hereby granted, provided that the above
copyright notice and this permission notice appear in all copies

THE SOFTWARE IS PROVIDED “AS IS” AND THE AUTHOR DISCLAIMS ALL WARRANTIES
WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN
ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
OR IN CONNECTION WITH THE USE OR PERFORMANGE OF THIS SOFTWARE.

F-61






SEIKQO &l st

support@seiko-sol.co.jp



	表紙
	版権
	はじめに
	安全上のご注意
	取り扱い上の注意
	第三者ソフトウェアライセンス
	目次
	1 章 本装置の概要
	1.1  特長および主な機能
	1.1.1 特長
	1.1.2  主な機能

	1.2  各部の名称
	1.2.1 本体前面
	1.2.2 本体背面

	1.3  インターフェイス仕様

	2 章 機能
	2.1  ポートサーバー機能
	2.1.1 ポートサーバー機能の概要
	2.1.2  ポートサーバーへの接続(ダイレクトモード)
	2.1.3  ポートサーバーへの接続(セレクトモード)
	2.1.4  ポートセレクトメニュー
	2.1.5  ポートサーバーメニュー
	2.1.6  SSHトランスペアレント接続機能(sshxpt)
	2.1.7 ポートユーザー認証
	2.1.8  その他のポートサーバー機能

	2.2  ポートログ機能
	2.2.1 ポートログ機能の概要
	2.2.2  ポートログ保存機能
	2.2.3  タイムスタンプ機能
	2.2.4 ログインスタンプ機能
	2.2.5 ポートログ表示機能
	2.2.6 ポートログ送信機能(SYSLOG/NFS/FTP/メール)

	2.3  セキュリティー機能
	2.3.1 ユーザー管理/認証機能
	2.3.2  RADIUS認証機能/RADIUSアカウント機能
	2.3.3  RADIUSによるユーザーグループの識別とシリアルポートのアクセス制限
	2.3.4  TACACS+機能
	2.3.5  TACACS+によるユーザーグループの識別とシリアルポートのアクセス制限
	2.3.6  各種サーバーのアクセス制限(allowhost)
	2.3.7 Firewall(ipfilter/ip6filter)機能
	2.3.8 IPsec機能

	2.4   運用管理機能

	3 章 設定の流れ
	3.1  起動／確認／停止
	3.1.1 メモリーカードの挿入
	3.1.2 メモリーカードの取り外し
	3.1.3  装置管理端末の接続
	3.1.4  起動
	3.1.5 確認
	3.1.6  停止

	3.2  セットアップ手順
	3.2.1  ログイン/ログアウト
	3.2.2  CLIの使用方法
	3.2.3  設定コマンド群の流し込み
	3.2.4  設定の読み込みと保存
	3.2.5  再起動


	4 章 各種設定
	4.1  ネットワークの設定
	4.1.1 本装置のホスト名/IPアドレスの変更
	4.1.2  スタティックルーティングの設定
	4.1.3 DNSクライアントの設定

	4.2   CONSOLEポートの設定
	4.3  シリアルポートの設定
	4.4  ポートサーバーの設定
	4.4.1 接続モードの設定（セレクトモード/ダイレクトモード）
	4.4.2  ポートサーバーメニューの表示
	4.4.3  ポートサーバーのユーザー認証（ポートユーザー認証）
	4.4.4 ポートサーバーのアクセス制限（接続プロトコルと接続モード）
	4.4.5 ポートサーバーの複数セッション接続
	4.4.6  ポートサーバー（ダイレクトモード）の受信ポート番号の変更
	4.4.7  SSHトランスペアレント接続機能(sshxpt)の受信ポート番号の変更
	4.4.8 ポートユーザーの追加
	4.4.9  シリアルポートのラベル設定
	4.4.10 ポートサーバーのセッション自動切断機能の設定
	4.4.11 その他のポートサーバー機能の設定

	4.5  ポートログの設定
	4.5.1 ポートログ機能の実行と停止
	4.5.2 ポートログ容量の設定
	4.5.3 タイムスタンプの設定
	4.5.4 ログインスタンプの設定
	4.5.5  メール送信の設定
	4.5.6  FTP送信の設定
	4.5.7  SYSLOG送信の設定
	4.5.8 NFS送信の設定
	4.5.9  ポートログ設定の確認

	4.6  セキュリティーの設定
	4.6.1 ユーザーの登録と削除
	4.6.2  ユーザーパスワードの設定
	4.6.3  RADIUS認証機能/RADIUSアカウント機能の設定
	4.6.4 TACACS+機能の設定
	4.6.5 TELNETサーバーの設定
	4.6.6  SSHサーバーの設定
	4.6.7 Webサーバーの設定
	4.6.8  各種サーバーのアクセス制限(allowhost)
	4.6.9 Firewall(ipfilter/ip6filter)の設定
	4.6.10 IPsecの設定

	4.7  運用管理の設定
	4.7.1 SNTPクライアントの設定
	4.7.2  SNMPエージェントの設定
	4.7.3  SYSLOGクライアントの設定
	4.7.4 温度センサーの設定
	4.7.5 タイムゾーンの設定
	4.7.6 CLIコマンド機能(Ansibleとの連携)の設定
	4.7.7 コンソールアクセス機能(Ansibleとの連携)の設定
	4.7.8 CLIコマンド機能(REST APIとの連携)の設定
	4.7.9 コンソールアクセス機能(REST APIとの連携)の設定

	4.8  設定事例
	4.8.1 基本設定
	4.8.2  各種サービスの設定
	4.8.3  ポートログの転送設定
	4.8.4  ポートログ保存先と保存容量の変更
	4.8.5  ポートログ保存機能の停止とポートサーバーメニューの表示の抑止
	4.8.6  ポートユーザー認証
	4.8.7  SSHパスワード(Basic)認証
	4.8.8  SSH公開鍵(Public)認証
	4.8.9  ポートセレクト機能 (ポートサーバーのセレクトモード)の設定
	4.8.10  RADIUS機能の設定(基本設定)
	4.8.11  RADIUS機能の設定(応用設定1: filter_id_head)
	4.8.12  RADIUS機能の設定(応用設定2：アクセスグルーピング機能)
	4.8.13  TACACS+機能の設定(基本設定)
	4.8.14  TACACS+機能の設定(応用設定：アクセスグルーピング機能)
	4.8.15  LAN冗長構成(2つのLANポートを異なるセグメントで利用)
	4.8.16 LAN冗長構成(ボンディング機能)
	4.8.17 IPsecの設定
	4.8.18 Firewall(ipfilter)の設定
	4.8.19  IPv6の設定


	5 章 管理と保守
	5.1  装置情報の表示
	5.1.1 ハードウェア情報/ソフトウェア情報の表示
	5.1.2  装置情報の一括表示

	5.2  コンフィグの管理
	5.2.1 スタートアップファイルの一覧表示
	5.2.2  スタートアップファイルの中身の表示
	5.2.3  起動時に読み込むスタートアップファイルの変更
	5.2.4  スタートアップファイルのコピー
	5.2.5 スタートアップファイルの中身のクリア
	5.2.6  ランニングコンフィグの表示
	5.2.7  スタートアップファイルの転送(FTPサーバー)
	5.2.8 スタートアップファイルの転送(FTPクライアント)
	5.2.9 スタートアップファイルの転送(TFTPクライアント)

	5.3  コンソールログの見方
	5.4  SNMPによる本装置の管理
	5.5  システムソフトウェアの管理
	5.5.1 起動するシステムソフトウェアの切り替え
	5.5.2  システムソフトウェアのコピー
	5.5.3 システムソフトウェアの復旧
	5.5.4  バージョンアップ/バージョンダウン
	5.5.5 システムソフトウェアのバックアップ

	5.6  手動によるポートログの保存と取得手順
	5.7  設定を工場出荷時に戻す方法

	6 章 トラブルシューティング
	6.1  トラブル処理の概要
	6.2  本装置のハードウェアに関連するトラブル
	6.2.1 電源が入らない場合の対処
	6.2.2  STATUSランプが点灯または点滅している場合の対処

	6.3 通信に関連するトラブルの対処
	6.3.1 コンソールログの確認
	6.3.2  設定の確認
	6.3.3  ネットワーク通信の接続トラブルの対処
	6.3.4  シリアル通信の接続トラブルの対処
	6.3.5  RADIUS認証機能/RADIUSアカウント機能のトラブルの対処
	6.3.6  TACACS+機能のトラブルの対処
	6.3.7 IPsec機能のトラブルの対処
	6.3.8 ttyマネージ機能のトラブルの対処

	6.4  その他のトラブル
	6.4.1 装置管理ユーザーのパスワードを忘れた場合の対処


	付録A ユーザー権限
	A.1 ユーザー権限一覧

	付録B SSHクライアントソフトの使用例
	B.1 SSHクライアントソフトと認証方式
	B.2 パスワード(Basic)認証の接続手順例
	B.2.1 TeraTermの接続手順(パスワード認証)

	B.3 公開鍵(Public)認証の接続手順例
	B.3.2 TeraTermの接続手順(公開鍵認証)


	付録C アトリビュートと RADIUS認証／アカウントサーバー設定例
	C.1 RADIUS認証機能/RADIUSアカウント機能
	C.2 RADIUS認証サーバーに送信するアトリビュート
	C.3 本装置が処理するRADIUS認証サーバーのアトリビュート
	C.4 RADIUSアカウントサーバーに送信するアトリビュート
	C.5 RADIUS認証/アカウントサーバー側の設定例
	C.5.1 クライアントの登録
	C.5.2 ユーザーの登録

	C.6 RADIUSアカウントサーバーのアカウントログ

	付録D ROMモニター
	D.1 ROMモニター

	付録E NS-2240、NS-2250からの設定移行時の注意点
	E.1 NS-2240からの設定移行時の注意点
	E.2 NS-2250からの設定移行時の注意点

	付録F 第三者ソフトウェアライセンス
	F.1 第三者ソフトウェアライセンス


