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SSH /XX 77— K (Basic) ZBEE

SSH 2\ BA% (Publ ic) 583

R— e LY MEREOR— b —DEL Y FE—F)

RADIUS SBEF#4EE/RADIUS 7 h ™y o hi%aE (AR

RADIUS 2EF4#KE/RADIUS 7 h ™y > H#%RE (filter_id_head)
RADIUS EREE#RE/RADIUS 7 ho > bHERE (F O R T IL—E V)
TACACS+# Bt (B AHERL)

TACACS+HEE (7 OV R T IL—E > Y)

AB— KTy T T 74l (SmartCs)
AB— kT T 74 )L (SmartCSmini)
SNMP #gE

DATLYIT RO TOERK

3-2
3-2

3-5
3-6
3-7
3-17
3-8
3-1
3-12
3-16
3-20
3-21

4-31

4-33

4-38
4-50
4-52
4-54
4-58
4-60
4-71
4-63
4-66
4-70
4-74
4-76
4-82
4-87
4-92

5-5
5-6
5-18
5-19
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X C-1
X C-2
X C-3
X C-4
X C-5
X C-6
X C-7
X C-8
X C-9
C-10
C-11
C-12
X C-13
X C-14
X C-15
C-16
C-17
c-18
¢c-19
C-20
C-21
C-22
C-23
C-24
C-25
C-26
C-27
C-28
C-29

TeraTerm /SR 7 — REREE (F7 L LMEHE)

TeraTerm /SR 7 — REBEE (¥ U742

TeraTerm /XX 7 — RERBEE (SSH F2EE)

TeraTerm /SR 7 — REBEE (REEBEDR— bH—/\A =2 —EH)
Poderosa /8 X 7 — n..,\nIE (#1#] Telnet/SSH $##5k)

Poderosa /SR 7 — R EBEE (FriR&#Ht)

Poderosa /8 X 7 — nnl..\nIE (X2 T4 28

Poderosa /SR 7 — REBEE (REBEDR— bH—/\A =2 —EH)
TeraTerm 2ABAS2SRAE (SSH Key D4 RR)

TeraTerm 2ABASEEREE (key DERL)

TeraTerm 2N BASEEREE (A O RFEE)

TeraTerm 2ABASEEREE (AR B D RFEE)

TeraTerm 2ABASEEREE (A DI E—)

TeraTerm 2N BASEEREE (7 L L &)

TeraTerm 22 BABEERAEE (SSH 52EL)

TeraTerm ABASEERE (REEBEDAR— bH—/\A — 2 —EH)
Poderosa 2 BA#EEEEE (SSH D HBRITEER)

Poderosa 2NBAB2EREE (SSH BIERK Y« F— K 1)

Poderosa 2 BfSEEREE (SSH BIER™ « F— K 2)

Poderosa /N BASEEREE (SSH SB1ERL™Y « F— K 3)

Poderosa 2 BA#2ERAE (SSH SBIERLDTET)

Poderosa B EREE (FEZ B D RTF)

Poderosa ARASEEREE FEZE RO REFEFTDIEE)

Poderosa 2B EREL (A FABEDRTE)

Poderosa A BASEEREE (AR O RFHZFTDIETE)

Poderosa A BAfREREE (AFABEOD I E—)

Poderosa 2 BASRERAE (ABEHED O A > ~DEM)

Poderosa 2 BASEEREE (¥ i)

Poderosa ARSEEEE (REBDR— Y —/\A = 21 —E@E)

(
(
(
IE (

G-10
C-11
C-11
C-12
C-12
C-14
C-15
C-15
C-16
C-17
C-17
C-18
C-18
C-19
C-19
C-20
C-20
C-21
C-21
C-23
C-24
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#D-3 EHFilter-ld7 ) Ex— FERHIERINSI—Y D-5
#=D-4 RADIUS7AHDY bH—NITEETSHF7RIE2—F D-6
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1.2 HEOLFR
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1-2

1.

1.

1

BRELVELGHEE

CORETIE, ALELEORR & BSEOME 2 L Ed, FMEOFEMIT 12T #ae)

EZRLTIIZEN,

RE=

AIEEIL, ek 48 R— @ RS232 LD RI-45(8 D EV 2 TR ax 7 &) U TR
— NEAEE Lo Y — L — T,

KEAW BiR BE 1) T ILIR— b

SmartCS C ERET IV NS-2240-16 16 A"— b
NS-2240-24 24 HR— h

NS-2240-32 32 "— k

NS-2240-48 2 48 R — h

C ERET IV NS-2240-16D 16 7~ — h

NS-2240-24D 24 Hm— h

NS-2240-32D 32—k

NS-2240-48D 32 48 R — h

SmartCSmini C &JRET v NS-2240-04 %1 4 R—h
C EIFET L NS-2240-04D 31 4 R— b

X1VXTA/7%¢;7wmmm4u%f%WLi#o
X2 AT ALY 7 =7 Versionl.5 LLETEIEL £,

UYL= NI = ERAA, v F IR EDFR y N U — 7 R — R (LU, EEA
kG kAR L PFOVE 9)D CONSOLE A— MEHRESCR V72175 v ) 7 vR— ME
ERL, —TTHICA LT T U ATE HREARMIE L E4,

ARIEE IR SIS N N L2 A v —U 2 BEIICRFE L, SYSLOG H#— 3% NFS
Y= NZEEFE LD  FTP =T 7 A ML LT A= VIRETH N TEET,
(NFS #z3%| i“/X?A Y7 b7 =7 Versionl.7 TxIht L7-#HE T9)

AILBEOREBIZH R SN TCERSRERICZRICT 7B AT 57001, REREIT
%Hﬂ@ﬂ?@ﬁ%k7mrnwkﬂﬁﬁmﬁ%%ﬁbfwi¢ S BT, ALE Bk
SNBSS E RIET 7 B ANDLSFL 2D, YU TR —MNIT 7 8ATH2—
o s URGHEEE, 22— RT 78 ATEL VY TR — N EHIRT 282 FTf
LCTWET,

[ BEAR ST R 483 D CONSOLER— &4 }

AEEDRHER E BERMREBAE AL AV —D DREFEERE }

i
ofé

[ EEDBEL/FET S 2RO ]

X 1-1 XAEEOEE



18 REEOHE

(1) EERxtR#250 CONSOLE R— k& &E#y
ARIERE L, EE OGS0 CONSOLE A— F28ERK L, —IlcA LT F AT
DR L £, EAESRMEs D CONSOLE /RN— M3 E & H#i R (= v ) — L
R)EER T 50 IC, REELZEFTUE, £ FY—2 1O Telnet/SSH 7 7 A 7
k2 6 B G i 85D CONSOLE iR— M7 78 A+ 5 Z ¢ nTca £,
AMEEEZNTDHZ LT, HIZTV) TR — b &R SEE CE L TV D00 X H 10k
BRI BET D 2 N TEET,

YT INT—T I
BRI R
eUSSH poqp | E—
CONSOLE
I.,—I BRI R IR
ogin:. | || | & | ssesssssesesennas
A:\ login:
A (ﬁ BEN RS

1-2 CONSOLE R— FD&H)

AR Y NU—7 2R L CEMR RSO A VT A& Ehi L W AIEEIE, EH T
v MU — 7 ORBEEENFEAE LD | BERNGEHEOREN AT D & BRxS#so
AVTF U AMEEERTI N TEEE A, REBELZFIHL TR I1-3D X5 REHLR > K
U — 7 AT, B Y T — 7 ORKBEESCEMAM RO ENBEL TH,
AAEE (B STV D B 525 CONSOLE R— MIFEFEICT 78 245 2 LR
TEETDOT, AT F U AEEAERIBICEHFET D ENTE, AT AEEICED
HARXbai/METHZ LN TEET,

1
1

avy—ILH—nE |

ﬁmbtﬁﬁﬁii CONSOLEM—h = (1 b0y e
1

|
|

I
T g5 .o

EBRAYNI—0%
BEAE R R —h FIALBERAE

Telnet/SSH 547k

s (10
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1-4

Fio, AREEITEAN GG E T EE R LTS A =2 —n LB FERINT 57200 T, il
I SHEERIC T 7 B AT 5 2N TE LR — L7 MEREZHBRL T ET, K
BERE 2 FIH T TS e — B BT 5 Z N TE ET (RiggIZ A7 Y 7 |
7 =7 Versionl.1 LI TRIHTEE9) .

YT INT—TIL
BRI R
Telnet/'SSH V5147~

CONSOLE

R—k L,

telnet SmartCS PIITCTTITLITED >

BRI

1: Swicth-A

2: Server-X
T L SSE R C
BB

1-4 BERMRBHFO—TEER

EHIT, REEIZ, AEBEOV Y TIVR— MIER SNBSS 8RR, 8o
Telnet/SSH 7 A7 2 MO RIFICT 7 ATELREZEELET, #l2IX 2 50
Telnet/SSH 7 7 A4 7 b2 b [Rl USRI Gbgn 2 BE L 72 0 (REERRIZS AT LAY 7 b
=7 Versionl.7 I CHIHATE £9), 2 Telnet/SSH 7 71 7 > k1 b BT G5
DEREZRITWRN G, RIFFIZHID Telnet/SSH 7 74 7 2 "InbZFD LY T I/VR— NI
SN TWDERI G s = ) v /T 4, Blgama~Ea~y Re&A
T HANCFAE DR 2 E T 2 8RR R &, I ClRl— OB Gias 4 & 8/ #H
THHEICIE, AEEZTEH T2 2 & TR RN ERNTE ET,

Telnet/SSH Telnet/SSH

9347k 9547k

(BB 1EIRK) (E=2VVTERA)

_ _ BRI
login: login:
A A

B RBIROBRE
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(2)

ERMREBNHALL A v E—VDRE /R EE

RIGE IR BN H I LT A v =R — a7 s UTRTE /B L TV ET,
BREINTZAR— e 7, Telnet/SSH 7 7 A4 7 v B ARMEE 2/ L CERXT RN
T REATHRFIR IR TEET,
F 72 TREDFIETHNBA~IY B3 Z L3 A[RE T,
« NFS % —~7 7 A VAT
FTP % —/"~7 7 A )L H#EE(F
Mail — "~ A — L7 — & THENEG
SYSLOG #—/ 3~ 2 vt — H#EhhEE
o6 FTPISFTP 7 7 & A2 L 5 Bt
« AN TFTP H— 3 ~Di%(E
(R—b+ba 7 DONFSRFEE TFTP 7 74 7 > MERRIZY AT LY 7 b7 =7 Versionl.7
TEMNSNZHETT)

e 20T & BT GRS R R L A T b ARRICRAE SR A — fu /R
i — SR ST f— b a7 AR 5 2 & T BT RO BB AR £ KT 5
Z EBARETT,

Telnet/SSH
BERxT R AR kel
- r->
e |
1 (===
AHE | = ! 1
B -'
___-=~~ FHER
-———=== \ -
———— - \ S~
| BB | BEhEniE B8R | 1
- - S D%i
~ s =
=] =
SYSLOG/NFSH—/% FTPH—/\ Mailt—/\ FTPISFTPOZA4T Uk
TFTPH—/

1-6 BEHRXREBES/EALEA vE—DORE/RER/EE
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(3) BEOESIL/TETIEADIL

AIEEOAREE IR SN TERSRERICZRICT 7B AT 57001, REEIX
SSHv2(Secure Shell version2)/SFTP(Secure FTP)DK; 547" 1 k =)L b ABRGERRAE % £
WL TCWET, BEAEROMEAICEY, X2V T HTHLL L TAREREZRHTS
ZENTEET,

T, REENEHY — B X (Telnet ¥—/3%° SSH H— 72 )T &I, 77 B AEFA]
T577A4T7 2 OFy NT—7 T RLAZEEL, AEENEHEY —E2A~DT 7 £ A
ZHIRT S b TEET,

Flo, NRAY— FOAMBEEML > 7o 2 —WPRRIEICMA T, ZO2—FRT 7 B AWRER Y
UTZ7NKR—=FERETHIET, K0MNRtFal T 4 HEARECRY £7,

BRI R S BRI RS

I —

A Pid User | Access Port
1
1 R < suzuki | 1,2,3
T D_H~ tanaka | 1,5,6
-~

: S sato 7
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Telnet/SSHYS A7k
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1.

1.2

(M

(2)

ERA 112
AREHE RS D B RO BEIZ SOV THH L ET,

R— b H—/\#EE

A— b — BRBIL, Telnet/SSH 7 74 72 b O ER 250, FHE Sz
TV — MZ Telnet/SSH & v o a > &8k T HHHE T,

e kA SIS U e b — SR Z 2 — B LT, U TR R CHERE L
TFEMM SO n 72 2R L7V | Break (55 % BHAI G EH T 2 81E21T9 2
ENRTEET,

R b= MRREIY 2 IR O PG E — R 2R L T &,
THHAOR Y NU—ZBREICHDE T, 2 00T~ ROWTAMZER L TAEESL
TR IZE N,

ALV FE—F

ARYEEDOT Y TR — vy 7 anf TCP A— h& 5%, Telnet/SSH 7 7
ATV MDA T L a NHREL T H A V7 MBS GHMER~T 7 B AT 5E— R
<7,

L7 hE—F (K—bELZ MERE)

Telnet/SSH 7 7 A4 7 > N OFEHER — N &5 aflio TARE@EICr 7 4 v L, BEHXIS
HEEN-BEEREINTWVWDHLIR— LY M A=ma—0bT7 7 BALEVWY Y TR
— FNOFE S EBIR L CTHEHEN G ~T 7 EAT5E— R TT,
(AHREIX AT LY 7 v =7 Versionl.1l LIBETHIHA T £9, Versionl.1 D+t
L7 hE—RiZTelnet 7 7A T > b DT 7B AD I, Versionl.2 LIED¥ L7
kE— Fi% Telnet/SSH 7 54 7 > O HF I G LTWET, )

T, A= M — SRR, VU TV — MCEER SR SRR O BMERIT D ) —
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ROW &2 BES . BRI R OBEL ERERRFIIT) 2N TEET,

FEAMIE 12,1 AR— bH—\#Ee) 2B L TLEE,

R— kO HEE
A— b FHEEIX, REEDO U T IVR— MOEER STV DB S b2 /5 L
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SYSLOG ¥ — 32 NFS #— N2 U TV Z A ARIELTZ Y AR — MR E S iz FTP
P RNRORXA— LT FLVRIZEETHZENTEET,
R— o ZHEREIT TRl OMBE A #5#H L CVvET,

- R— b a JERAFEE

c B A DAE L THERE

cm T AR TR

- R— b u FFRoRRE

- R— b v ZEE#EE(SYSLOG/FTP/ A — /L)
FEIE 12.2 R—bOJHEE) 2L TSN,

1-7



1-8

(3) tEFal)T 1 HeE

(4)

X2 VT o HRETCIR, AEEICe A T H2—FEFIR LY, 2—FRIIT 7 EX
FHE/R VU T AR — R ERETHI ENTEET, F-. A#EEIT RADIUS/TACACS+
HREAZ B L TRV ETOT, REEIC0 /A U TH2—FOREBEBDO Y TR — MZ
77 v A4 52— % RADIUS/TACACS+H— A CT—t&H#H L72 Y . RADIUS/TACACS+
Y= NIZT A bu B RFETLHZ ENTE LT, RADIUS F83E/ 7T 7 v MsEEIL Y
AT Y7 h =T Versionl.2 LA, TACACS+HEREIZ L AT LY 7 b7 =7 Versionl.6
DRI TE £,

Flo, A= b= AR EREETHEL CWAEFEY—N"~T 7 EATEXLXy NT—7
RHRANEHIRT D TRV T 4 2T HIENTEET,

AT T2.3 XU TaHEE) 2L TS ZS0,

12 A B AR
HEHEEEREIL, PRI T AEEOREENMERELIT S EE T,
*DNS 7 747 MR
«SNTP 7 7 A 7 e
c RAET 4 I IV—T 4 T HERE
- SNMP =— 0 = o e
 SYSLOG 7 7 A 7 > MHRE
« Telnet/SSH ¥ —/H&HE
« FTP ¥ — B HE
< TFTP 7 A4 7 > hMHkHE
RNV g T TR g o F T NRE
- HEVE SR RE
CIREEE L Y kRE
« B A DY —ERE

B 2 P NS-2240-48/48D D AIZHEH L TRV, VAT LAY 7 U =T
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1.2 ZEBOAH
AL OB IROL T L HEREIC DD TR L £
N= R =T ORI 2 7 2 Of L1 [REBFIRE) 25 L TS0,
1.2.1 XkETE

(SmartCS)
AC EBIRE T /LD NS-2240-16/24/32/48 & DC EJFRE T /LD NS-2240-16D/24D/32D/48D
PR LT SmartCS EMEUNE . SmartCS OARBERTEICIZLL TN EEEI N TV E T,

[NS-2240-48]

ACA Ly
wmEO

STATUS1-4 5> 7
h—FK7o€R527F
PCMCIA h— KX Ow k POWER S v 7

L3185 FREY RESET 24 v F

1-8 FEDEZFF (NS-2240-48 DREIME)

[NS-2240-48D]

STATUS1-4 5> 7
A—F7OERS T
PCMCIA hi—RFZxB v k POWER S > 7

LT H rREY RESET R4 v F

1-9 HBEBDBFF (NS-2240-48D DRIME)
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[NS-2240-16/24/32/16D/24D/32D]

mE0

STATUS1-4 5>

A—FF7ORRS0T
PCMCIAh—FZXDOv k
LT rRE Y RESET XA v F

POWER S > 7

1-10 BEDEFH (NS-2240-16/24/32/16D/24D/32D D HIE)

(SmartCSmini)
ACEIRET /LD NS-2240-04 & DCEJRTET /LD NS-2240-04D % # % L T SmartCSmini
EFEONE T, SmartCSmini OAMKETEIZIZLL FAFEI N TWET,

gan — L
POWER 5 > &
RESET X A v F
h—F7o2RSVT
STATUS1-4 S5 > T
CFA—FZRBYEH
Aoz bRE Y

1-11 BEDEF (NS-2240-04/04D MHIE)
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(1) S>7 (POWER/Hh— K74 & RX/STATUS)

52 TR & o RE

POWER 7 7 | BIRDS ON ORI ST LES,

VAT LT ]\ ?IT@VEE{:T%_LB CFﬁ‘— }‘%fwu;&b

— K7 rvRT T b
AoRTrEAT Y B BT LT

STATUS1 77 ok B 2ZWr7 2 hPOC)EITHIZ AT LET,
STATUS2 7 > 7 wk | BO2kT A b 2053 POC) FATHICRAT LET,
STATUS3 7 >~ %k | 1st Boot, ROM &= EFTH 4T L £ 7,
STATUS4 7 >~ ok 2nd Boot FATHIZHIT LET,

(2) PCMCIAh—FZRBw +/CFA—FKZRBwY
SmartCS ® PCMCIA #— K& 1 v b, PCMCIA PC Card Standard B2 7EHL L 7= £
EFEV D —FOFAM ARy N TT, (JEBONHCF h—Raea "7 v 7Ty vaT7 Xy
HIZHEFELTCZDAR Y MIFEALET,
SmartCSmini ® CF #— K& 1 v hE, CompactFlash™ Association A& (ZHEHL L 7= 4
— RO ARHAe Yy v TT MBONAECEF h—RFE2Z0FEF IRy MIFEALET,
KAy NORIZIIA Vs FRA LT 7R AT T RMFNTNET,

(3) RESET R4 wF
AIEEZ VY FTHEEITHEHLET,

4) AC4>I/yI~
CEFRr—7 N LET,
CEBRr—7 NV Z2Hh <A1 shutdown 2~ REZFEITL TV AT LAY 7 hU =T &k
Téﬁ\3//~WhMmb7meFﬁ%%éﬂé@%%%¢6# ERES S|
® STATUSS 7 > 7N T 2D %2F->Tinnh, ACERTF—T N EHRWTLZE0,

(&DC4>byF
CERTI—TNVEEEEL£1,
C BRI —T7 Nk <HEIL shutdown 2~ RZFITL TV AT LAY 7 by =T &k
Téiﬂr a2 Y — /L ZMON>7' 1 7 EIRFEREIND D ZMEGRT 20, F 7o 3RS & /i
® STATUSS 7 > 7 WRRUT T HD5EFEF->ThH, DCERT —7 NV EHRNT S0,
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(SmartCS)
SmartCS OARKEEIZIZLA FNEEI N TWET,

[NS-2240-48,/48D]

TXIRX 57

ACTS 7

LNKS >

LAN /R— b
DSRZ V7

CONSOLE R— +

ST ILK— b 1-48
ZW TRk TXRX 57

DSRZ v

1-12 BERDAFR (NS-2240-48/48D MDEME)

[NS-2240-16,/24/32]

X/RXZ>F
DSRS >

ATS T
LINKS > T

LAN /R—

CONSOLE R— K
Y TFIVR—k 1-32
X/RX 57

DSRS v

ACA>Ly bk
BRRAYTF

(BI% NS-2240-32 T9)

X 1-13 ZEDLFF (NS-2240-16/24/32 OEME)



H.

158 FEEOHE

i

[NS-2240-16D /24D /32D]

TXRX S5 v

LAN /R—
CONSOLE R— K
Y TIR—k~ 1-32

TXRX 5>

DSR5 >

DCERaRI A
BRRA Y F

(B(F NS-2240-32D ©9)

1-14 FBEDOBF (NS-2240-16D/24D/32D DEE)
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SmartCSmini O AR EIZIZLA TAEEINTWET,

[NS-2240-04]

mEO

X/RX 57
DSRS >
ATS>T

LINKS > T

LAN 7R—
CONSOLE R— k

SYTIR—k1-4
AC1roLy b

(E1% NS-2240-04 T9)

1-15 FEDBF (NS-2240-04 OEM@E)

[NS—2240-04D]

w0

TX/RX 52T
DSRS 7

ATS2T

LINKS > T

LAN /R—
CONSOLE R— k

ST A=k 14 _
TWRKS 2T DCEFEIARY 4

DSRS >

1-16 HEDEFF (NS-2240-04D DE@E)
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(1 42 I7x—RKR—

R— b W RE

CONSOLE " — b | KREEOYHRELR EEITH OO Y TR — FTT,

A G plon & OB Y U T VR— b T9, YU TR — D

BITEBOET VL > TRRD ET,
NS-2240-04/NS-2240-04D(4 78— )

U T IVR— k NS-2240-16/NS-2240-16D(16 K — )

NS-2240-24/NS-2240-24D(24 78— k)

NS-2240-32/NS-2240-32D(32 &— |)

NS-2240-48/NS-2240-48D(48 R — )

7547 v MR E O 10BASE-T/100BASE-TX 7R— KT

LAN ~R—
b ¥,

(2) 5> 7 (CONSOLE /R— k)

07 & HORE

DSR #1155 (AT DIREEFR L E 3, DSR 5 5H

DSR 7>~ B ON D 2 iz LT

TXRX 77 ok T B EZAERHT ST L E T

@) 2T (YYTIIKR—F)

07 & HRE

DSR #lf#E 5 (A DIRREEZ KR L ET, DSR 557

DSk 7= * |oNor s LET.

TXRX 7 7 ok T B EZABERHTRIT L E T

4) 27 (LANKR—F)

S =) ¥ 8E
LINK 7 ok Uo7 T ARV ARRHFRC ST LET,
ACT 57 ok T A IEZERFHC AR LT,

(5) BERERAYF
ALEE O A ON/OFF L £,
[—] ERRSINTOWDMAEILiATeE N, TOJ ERRINTWAHMZH LiATe & OFF
W20 £,
NS-2240-16/24/32 73 & ONZ NS-2240- 16D/24D/32D ICHEH SN ThET,
NS-2240-04/48 72 & TNT NS-2240-04D/48D IZIXEBIREAA v FidxdhH v £H A,



(6) ACA>Lv bk
ACEBIRYr — 7 N aiE L £ 7,
AC EER7r— TN 2K < HE1E shutdown 2~ FEETL TV AT LAY T b =T &K
TEH, arY— LI MON>7' a7 M REREND D EMERT D0, £ 3R E /TH
D STATUSS 7 > 7 NEITTHDEFSTHH, ACERTIF—7 NV EHRNTLIEEN,

(N DCA>Ly b
DC &7 —7 VA L7,
DC R —7 V&K< HEE shutdown 2~ REFIT LTIV AT LAY 7 by T &#
TEE, 2 Y= LIZMON>7' 2 7 ERRREND D MERT DD, F IR E /i
® STATUS3 7 > TN RATT DD %> T, DCEIRT —7 VAR NTLEZEN,
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i

BEDHE

1.3

(1)

(2)

()

A48 T —R 1t

AEEDA BT 2 — ZDHAEIZOWTHBA L 7,
TH MM RO EMEIZ TR TRLLTWET,

LAN 7R— K
W RE E
R— MK 1
R Auto. 10Mbps [H7E, 100Mbps [#E
DUPLEX Auto, & "FEFul)EE, - HEHal)[FEE

CONSOLE 7R— k

oA B
N— MK 1
aXT A RJ-45 (RS232 HEfiL)
{mE L (bps) 2400,/4800/9600/19200,/38400/57600,/115200
T —4 & (bit) 7/8
YT even / odd / none

ARy FE Y b

1/2

7 v — il

xon / rs / none

)7 ILR— b

¥ BE =R OBA
4: (NS—2240-04/NS-2240-04D)
16: (NS—2240-16/NS—2240-16D)
HK— R 24: (NS-2240-24/NS-2240-24D)
32: (NS-2240-32/NS-2240-32D)
48: (NS—2240-48/NS—2240-48D)
SR A RJ-45 (RS232 HEHL)
{5315 (bps) 2400/4800/9600/19200/38400,/57600/115200
T —4# K (bit) 7/8
RNUT 4 even / odd / none

ARy FE Y b

1/2

7 v — il {#

xon / txon™" / rxon™2 / rs / none

DSR(DR) N> 77w THEREHY | on / off
DSR (DR) 18 SR HAEAET? | on / off

X1 txon (&, REEBEDRXEARILT O—HEETIZ, ZIEARDH xon/xoff a—FIZkY 70—

HMEITVES,

¥2  rxon(d. KREBOZEARIL 7 O—HEETIC, EIEARDH xon/xoff a—FIZKY 7 A—H]

HMEITVES,

%3 DSRIEENZEZEHHLT, Telnet/SSHEv L a v LET,
X4 DSRIEEEZBBIRHMBAED ON/OFF (XL RTFT LY 7 b7 Versionl. 2 IETHRHIRATEE T, A
BEDEMIZaOT U RY D7 LU RD set tty 372 KD detect_dsr # 7 3 v E2SBLTL
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FERHCHOWTEIA L TWET,
TERZ MO DRNCLTBHA L T2,

AREDHNE
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m

K b3S

RN b= N~ (XA V7 FE— )
W= b=~ (L7 hE—R)
AR—hrEL T P A=a—

A= hH =R =a—

o b o R
DDA — F Y — SRR

‘— b HhE

A— kv 7 BERE O
— b v 7RISR
B A LAK T HERE
07 A AR THERE
R— b1 7 EoREERE
A— b v 7 E(EHRE (SYSLOG/FTP/ A — /L)

U7 ¢ HRE

o — /R RE

RADIUS ZREFHERE/RADIUS 7 4 7 o b kRE
RADIUS IZ L D2 —HY 7 —T DBl & vV T
NNAR— DT 7 ZHIFR

TACACS+H%HE

TACACSHZ K B2 —H I n—70i5 &) T
JVIR— hDT 7 & AFIR

BV — DT 7 & AR

HFERE
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2.1 R— bH—s\HeE
2.1.1 R— Y —\HEEDOHE

AR— M — $hEIZ. Telnet/SSH 7 94 72 " DO ER 22, f8E SNV
7 LR — MZ Telnet/SSH & v ¥ a &8kt T HHBET7, Telnet/SSH 7 74 7 M &8s
Wt D VT —hary Y — L e LTHEATAZ LB TXET,

LRSI T 7 B AT 5 FEIL, ) —~<LE— Rew) & E=% —F— Fro)d 2 fEE %
YR=—PLTOET, /—<F— Fewld, U 7R — MO S B s
L ORITTHITAEIE 21T 9 & — F(—f&HI72 Telnet/SSH) T4, E=% —F— F@o)lL, ¥
U TV — M SN RS N T 5T — 4 25 =H4 ) VT 5E— R TT,

B R BB RMER BER R R
[ surad—r1 | [ surnk—2 | [ suzns—tas |
i IR 3
RWR—RQ g RWR—QS RWAH—+ Q4
+ Q ROK—F t O ROR—F + O ROK—F

‘ AEE

EE HE

Telnety 517k SSHUZAT Uk

2-1 R— bY—/\HEEOHE

120 YT NAKR— NI/ —<LE—FNIHxK2EYyary, T=F—F—NEIRxK3 k&
vva ryETERTEET,

12oDL ) 7 VAR— MR TEDRRE Y9 V8
VATAEYT N =T VATAEYT N =T
Versionl.7 ULk Versionl.6 DL F
J —=<1E— FRW) 2 1
=% —%— FRO) 3 1

TEEEEKRTIE, /—~vLE— R E A —F— F2HbETCTROEE TRFT LN
TEET,
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2F B R

« VAT ALY 7 M7 =T Versionl.7 UL E

AR SO AV IV
Telnet @ # SSH d #
NS-2240-04/NS-2240-04D 20 20
NS-2240-16/NS-2240-16D 72 48
NS-2240-24/NS-2240-24D 72 48
NS-2240-32/NS-2240-32D 72 48
NS-2240-48/NS-2240-48D 72 48

« AT ALY T =7 Versionl.6 LLF

FEAE RREYya
Telnet D SSH D #
NS-2240-04/NS-2240-04D 8 8
NS-2240-16/NS-2240-16D 32 32
NS-2240-24/NS-2240-24D 48 48
NS-2240-32/NS-2240-32D 64(0x%1) 48
NS-2240-48/NS-2240-48D T2(%2) 48(%2)

X1 VAT ALY 7 hU =7 Versionl.d FTOHRKE v g U #I1% 48 TF,
%2 NS-2240-48/48D 133 AT LY 7 + 7 =7 Versionl.5 LA TEIEL £,

AN— P —oNL, FFEOD Telnet/SSH 72 ha vz R — ML TWET,

Telnet

$K— RS

A=l =% RFC854 |Z #EHL

Break (ER-4LEL | NVT 7' L—2 %% 5 7 X 45

SSH HiR— FRE
7a kan SSH Version2 (RFC4250~4254, 4256 |Z HEHL)
RRES FL—rTFFANMIED ID/NAT— KRR, AR
N PR RSA W5 58 (B R © K 2048bit) /DSA 558 (B : K 1024bit)
(EREE (W= 3DES/Blowfish/AES/Arcfour

Break [ 54l | Break over SSH

BB, R— b —NIEHTH5E—RIZIFA LI bE—FE®L 7 b E— RO 2EEND
DE4, THHOxXY NU—IBEIZCHDE T, AL 7 M E—FH LTV Y M E—
RGR—hEL 7 MERE LIEONET)ONT N OB T — FE BRI L TAREREZ ZF A

<TEZEvy,

AL L7 hE—REELY FE— FOMEED

FEMIIE

2.1.2 R— FH—NN~DEHK (X

ALY FE—F)] BEO 12.1.3 R— b —n~O#EHK(ELY FE—F) ] Z2ZHLT

<TZEvy,
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2-4

2.1.2

R— FH—NADEHEFL A LY FE—F)

AL bE—RiZ, KEBEOY TR —MIEIYDYETHNTZ TCP A— &5 %
Telnet/SSH 7 54 7 FTHREL T, XA L7 MIERGEEER~T 72T 5F— K
'/C“—g—o

BEHLHBRAEEICT 78 AT 57200 TCP R— FEEZIER L TWAEAIX, #4127k
EF—REFHATEE, L0 FNICERSBERE~T 7 A TEE T,

ITNT—T L
BIHR Rk
Telnet/SSH V547~

CONSOLE
R—k L,

telnet SmartCS 8102 PITTCTIITLITED >

login:
BRI R

.

BRI R

22 R— FH—R~DEHE A LY FE— )

AILE 2R L CEAT SRR OBMELAT 5 B8, U 7VR— MTHEEE S vz Bt
G L ORI TG IMBEEZITY /) —~VE— RE2EALET, HDH7 74T bbb
TR GHEZSDOBER AT N S, RRFIZB D7 G4 T 2 "B ZED ) T IVR— MM
SN TV LES G ETE=F ) 7T 58103/ —~vLE—REE=F—F—F
ZOEODVY TIOVR— MIFERFICEIESETHEA L ET,

2BDI FA T MPLREFICEIELIZWGAIL ) —~ v E—RlZ 28y a UEEL T
FIHALET,

STiRFIS RS SERrTR S STiRFIS RS

LUTFIA - AITIA—FT ST — 48

Rt §5 RO?R_::W#:%?% o Rt — §5 .

Telnet(8101) Telnet(2201) SSH(8302)  SEH(8332)
H—t At Ak

v - ¥4
L] ] J O
Telneta 547k SSHISA Tk

23 /—TIE—FELEEZEZ—F—F



HA VI hE— RTEHRTIEAT. TEOR— I NEFEFE-TT 78 ALET,

EEE] HERR R— FESDOMEE " &
U TR — MIEHR S LT
R Telnet (8101~8148) ﬁﬂ%’r%%%% & DTG @R
g RW(Read/Write) | SSH(8301~8348) MARE72E— KT,
X1 12OV U TIVE— MIgK2E
yVa ETHERTEET X2
U TIVR— MM S T B
Bt BNt 527 — 4 %
o Telnet (8201~8248) %a:&u>¢ﬂ{5%*—ﬁfﬁ}
Tk RO (Read Only) SSH (8401 ~8448) Tel{let/SSH TI7AT b D
X1 EEEFTEEREA,
1D 7R — MR K3
v g UETHfiCE K2

¥ R— +FBESOHERTEEOS ) 7ILR— UL >TEBYET,

X2 VRTFTLYT YT Versionl. 7 TEMEh-H#EETT,

(ALY FE—FEREDT V£ RAE)

Telnet 7 A 7> "vb, AEBOS YT AR— K 1112/ —~</)LF— R TELET HES
1Z. FRRo X dictelnet 2~ ROA T3 v 2HELET,

# telnet NS-2240 8111 d

Telnet 7 5 A4 7> Find, AEBO Y T AR—F 11 ICE=F —F— FCHET 85
3. TRt X 91 telnet 2~ ROF L arwiEELET,

# telnet NS-2240 8211 4

SSH 7 747 v hinh, REEDOTY TR — K111/ —~/LE— KT, FA—ha—HF
(portuser01) T T 25/, Tt L2 SSH a~> FKOA v a v ERELET,

# ssh portuser01@NS-2240 -p 8311 J

SSHZ 947 v "b, AEBOL Y T IALR—F11ICE=F—F— T, K—hra—WH
(portuser01) T T 25 G1E. Tt L HIZSSH o~ RoA T v a v 2HEELET,

# ssh portuser01@NS-2240 -p 8411 J
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2.1.3

2-6

e FH— A~DEH(ELY FE—F)

L7 hE— RFiL, Telnet/SSH 7 74 7 MInHARIEBEICT 7 A L, BARRI G5 E )N
—EBRREINTWELIR— L7 MA=a2—GElIX 2.1.4 IR—bELY P AZ2—%S
BINDT 7 A LW Y TR — hOFSERINT 57215 T, BRI SR~ OBkt
FREL T HE— RTI, ARIIFAR— L7 MEREL HIFEOE T,

YT NT—=T L
BT R
Telnet/'SSH V547~

CONSOLE
R—k L,

telnet SmartCS PIITCTIITLITED >

1: Swicth-A

2: Server-X
e : LS ES S0
AEE

BRI RS

E 2-4 R— FH—NRAQEHK(ELY FE—F)

AEREZFATDL. UTOAY v b2R3H Y £9,

(1) R—bELI FAZ2—%FALEEET7TIER

T AL WERSREERN ED LY TR — MIER SN T D000 53RN
BETH, FHNCY U TR — DT ~UICEI R St OB B 4 2 56k L TR TR,
R—hEL 7 PA=a2—TY U TNR= bEGEEEAOMHCHHERTEET, TD
R—=hEL 7 FA=a—=053 Y TR — b 3F 5 & BRI S g~ B
WZT7 7B ATEET, £z, TUMIEEA ZBEL TORWEATH, Telnet/SSH
tyvalrERELIEEE, HOBERIGEREZRL T (U 7R — MNEZ2BHE)
LC) 77E8RATHZELEHHEETT,

BB, R—brEL 7 FA==2—10F, 77 BALEa—VIZHFAENTZV Y TILR—
FNOBEROLNFRRINE T, TOZ—FIZHF I TV Y 7R — FoOfE#R
FR—PELY FA=2— R RENEEADT, EF2 U T A HTHZRLLTIF
AW E7,

(2) 274X +—ILR) o—DfEFRIL
Telnet/SSH 7 7 A 7> b EARIEEOMIZ T 7 A4 ¥ U+ — A BNIET DL THEA L
7 hE—REFHTLEAE, ALV 7 FE—RMERT5L2TO TCP A— 27 7
AXYT A= IVTHAITHMLERHY £7, BT ME— REZFHT X, Telnet/SSH
DOIERER — F(TCP:23/22) 2 #F ][4 57211 T, BHRSEIRICT 782425 2 L30]
&RV ET,



B¥B, BELY FE—RTE, BRIGHEE~DOT 7 A L REB~Or 7 A 0%, R
Telnet #—/3 (TCP:23) /SSH #—/% (TCP:22) Z{EHL THBY £,

(REEE D Telnet —/3N/SS —"OR— FEFITT AT ALY 7 U =7 Versionl.7 LA
FEN DA RRETT)

L7 FE—RTIE, 778 RZER L Za—F R —R2—FOBRAITIE, KEE~DD
TAEHBLET, T/ BRABZER L2 —FRR— b a—FOEAITIE., B G
BT I HRALHWLAR— b EL Y PA=2—Z2FKRLET,
I—HFEEREINTER— LY MA=ma—bT 78R LW U TUFE— | &k
FH () —<NE—RE=F—F—FR) Z@RINTLHZLICED, YU TNVFR—RMNZT 7
ATEET,

BRI R BRI R BRI R
\ ~ \
[ swrna—t1 | [ svrnw—t2 | [ surng—tas |
Rw-r“—h(% RW‘F*I(% RWH— 5
" & roti—t " O rom—t & roti—t
{ 7":_|“t’|/7.")‘:1_ ...... i ..... :
Kvﬁﬁ
=20
‘ KEE
[ ] [J [J
[0 ==\ ===\

Telnet(23)R—hI< SSH(22)R—k= Telnet(23)R—H
R—ba—HTs(I R—ba—¥TRSMIY —fa—¥TOs >

H 2-5 REBEOJTAVEERVREE~DT IV LADIRY 531+

FREokoic, L7 b E—RTCET 78 AT H2—VLTIMEEZLFE L ET DT, KA—
L7 MEREEZFIHT 25813 AR — M — FREEERE R ON (CT 2L ERH Y £,

KKEEREIZ S AT LY 7 b7 =7 Versionl.l LA CIBIN SN BEE T,

Versionl.1 D L7 hE— KiZTelnet 7 747 > 6D 7 7B ADHX i L TWET,
Versionl.2 LD L7 hE— RiX Telnet/SSH 7 5 A4 7 > F O FIZHIE L TWET,
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2.1.4

R—brELY FAZa—

R—hELZ MA=a—TELZ FE— FERIFICA— b2 —PFTAREEICT7EAL
THRRCRREND A =2 —T7,

R—hE L2 MA=2—lCRT 7 EABFTENTNDE Y TAR— hOT LR E
R—hEL 7 b A=a—FRREO T ) TR — hOFI RS R RENET,

KA = o —ZF AT, S St ORI FIR IR A 408 Lo, L 0 il B2 B b 2 ik
BT A TEET,

AHEREIZ S AT LY 7 M7 =7 Versionl.l TIEII S 7ZHERE T,

- AR—bELY b AZ2—DFRTH

# telnet NS-2240 d

login:
Password: 4

Host
login from 192.168.1.1

Console Server Authentication.

userl d

“SmartCS-1"

user (userl) Access TTY List
tty Label RW RO
1 EXAtrax-Tokyo-6F-00001 1 0
2 EXAtrax-IT 2 1
3 BlueBrick-Makuhari-7F-00001 0 N/A
4 BlueBrick-Makuhari-7F-00002 0 N/A
5 Switch-1 1 0
6 Server-A 0 0
€-1:))
Enter tty number to access serial port
<ttyno> : connect to serial port RW session (1 - 32 )
<ttyno>r : connect to serial port RO session ( lr - 32r )
1 : show tty list
l1<ttyno>-<ttyno> : show a part of tty list
d : show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e exit
tty> 3 4

2-8
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R—PFEL7 P AZ2— 23 TRICEWT DHERPERSNET,

HhEHR ECONAES
tty PG ATRER Y U T AR — NEENFREINET,
Label ZR— MIBRE LT UUERNE R INET,
BED ) —<E— ROERIERNERINET,
<Versionl.7 VL k>
BT D BEEER T OR— b ERERREINE T,
Full D ERREYyVa rETERINL TV DIRETT,
VT bZ LIxTEEREA,
N/A D ZOR— MIIERT AR H Y FEA
RW <Versionl.6 UL >
username@IP : HEFEFTITOR—ra—F L L O TAT D
IP7 RLABRFERINET, ZOKR— MMIBITE
FEHLTWD=OERTHZ LI TEERA,
COREEEREE T, ZOR— MIITEEEARE T,
N/A D ZOR— MITHEERT DFF IR H D FHE A,
RO BHEOET=F —F— ROBERIERNERINET,

WAL RW LEERTY, LEiEaZB LTI Za0,
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2-10

Kbt L b A= a—THETE 5o~y a2 FRICRIRLET,

avwo kR H BA A A5l
Sy N ° -~ N tty>1
<ttyno> BELEV U T AR—MZ ) —~VE— RCHER LET,
tty> 24
Sy N ° o S afn g tty> 1r
<ttyno>r BELEVI T VR —NMIE=X—F— RN TR LET,
tty> 24r
gy | BRI S ) T A KRR LE T, tty> 1
FHEBET SN Y TAR— FNNT, Skt rlgE7es ) 7 v
F—bhO—EEBFRLET, tty>12-24
I<ttyno>-<ttyno> <ttyno>D B HE ty> 116-32
224 FR—bD 200 24 HARET DG tty>1-12
-12 R—bD 115 12 ZEETHHE tty> 120-
3- R— D 3UREET D56
VU T VAR — MO L T D e — T E RO FEM
(telnet/ssh DEETT IP 7 R L AR — hEH/I2—F4) %
FrLET,
(Fr 1)
tty 1 : Switch-1 RW:2/RO:3
rwl telnet:4731 10.1.1.1:23 userA
d rw 2  telnet:3495 10.1.1.2:23 userB tty>d
tty 2 : Switch-2 RW:2/R0O:3
rwl telnet:4740 10.1.1.3:23 userC
rol telnet:3851 10.1.1.4:23 userD
Ra<w RFIv AT ALY 7 7 Versionl.7 TIEME
nNi-a~<> KT7,
U TR MICERE L TWD 2 —FEROGEM
(telnet/ssh OEFTE IP 7 KL A/R— F&EB/2—V4) %
FPHIFE TR R LET . R RITda~v 2 REFRLTTT,
<ttyno> D i {5 & tty>d2-24
2-24  KR—FD2M05 24 BIRETIHHA tty>d16-32
d<ttyno><ttyno> 12 He O 1b 12 AR A BA tty>d-12
3- R— b0 3UBREIRET 2%E tty>d20-
RKa<w NIV AT ALY 7 =7 Versionl.7 TEME
hiea~v FTY,
R—=hrELVZ P A=2—TANAERI~ L FIZOW | tty>h
h/?2/<TAB> T, ~VTXEMAILET, tty> 2
?R<TAB># AN L CHA—-ONEERTLET, tty> <TAB>
A—rELZ bA=2—%#T L, Telnet/SSH v =
e tty> e

CEUIW L ET,




(LY FE—FERBOT7VERXAE)

Telnet 7 S A4 7 v "D AREBOL Y TIAFR— M1/ —</LF— RCEETAEAT
AEE D Telnet — N(TCP:2)IZT V7 EAL, K—hEL Y hA=a2—T1 %% Rbi

R

# telnet NS-2240 d

Console Server Authentication.
login: userl J
Password: d

Host : “SmartCS-1"
login from 192.168.1.1
user (userl) Access TTY List

tty Label RW RO

1 EXAtrax-Tokyo-6F-00001 1 0

2 : EXAtrax-II 2 1

3 : BlueBrick-Makuhari-7F-00001 0 N/A

4 : BlueBrick-Makuhari-7F-00002 0 N/A

5 Switch-1 1 0

6 Server-A 0 0

(&E8)

Enter tty number to access serial port
<ttyno> : connect to serial port RW session ( 1 - 32 )
<ttyno>r : connect to serial port RO session ( lr - 32r )
1 : show tty list
1<ttyno>-<ttyno> : show a part of tty list
d : show detail tty list
d<ttyno>-<ttyno> : show a part of detail tty list
h : help message
e : exit
tty> 1 J

Telnet 7 S A4 7 v " b AEBEDOL Y TILR—F1UIZE=F —F— R TEST L581T
R—=FrEL Y NA=Z2—TlrZBIRLTT7EBRALET,

# telnet NS-22404

Console Server Authentication.
login: userl J
Password: 4

cIR—bhELY A Za—DRRSINET

tty> 1r d




2-12

SSHZ 547 kb, REBOY T AFR— K 112 —</LE— R TEFT 55413,
AEEE DO SSH Y — (TCP:22IZT 7 BA L AR— b7 hA=a—T1Z2@IRLET,

# ssh portuser01@NS-2240 J

Console Server Authentication.
portuser01@192.168.1.1's password: J

cR—bELY FAZa—DRREINET

tty> 1 4

SSH 7 A7 v Finb, REEDOLY 7 VKR—F 1LIZE=F—F— FTET 55613,
TROXICAR—PrELI PA=2—Tlr ZRRLTT 7 BALET,

# ssh portuser01@NS-2240 J

Console Server Authentication.
portuser01@192.168.1.1"s password: <

cIR—hELY P AZA—DRTENFET

tty> 1r J




2.1.5

AR— b H—\AZa2—

N— b= A =a2—, Telnet/SSH 7 7 AT b HT U TAR—=b~T 7 AL
FRHCFRRSNDH A~V FA=2—TT,

R—= b= A =2 —=TiE, F— o7 OFMRIELELISGEIR~DT 7 v A Bl
LEEZE~D Break 5 5 DOXER EDOHAELITO Z LN TEET,

B b — A = 2 — DR T — R v v 3 VBT o — B & b b4 Uik
THZ LT, B GRIICT 7 B A LB ThHR— b — A =2 —EFREEH 2 L
MTEET,

Flo, R— M — "R —%2RRETIC, BEE, BEHMEHERICT 78X T52 LT
EFET, A= bV =R RA=a—DFREMIET D HET, 1442 R—bH—nN\AZ2
—DFRTT] EZRL TSN,

R—h =" A= —TEETE D a~vr P FTRICEEHLET,

&S AZa— S

RAR—hrELIZ PA=a2—TEY 7,
AA=a—iTEL 7 FE— FNBIREFEOLFET

0 return Port Select Menu SRE . FA L7 R RIS S 1
T A,
1 display Port Lo YU TNR— FOFR— ka7 Z D
Y § SR UET
VA N— 1 R— 4 I~
2 | display Port Log (LAST) ;;7”T hOEFOR—br T ERRL

YUTNR=bDOE Yy a rEEEE— RNIC

3 start tty connection G0 BE B R T e L

4 close Telnet/SSH session Telnet/SSH Ot v a o ## T LET,

5 show all commands ETCDavy REFRLET,
vl L7 \o‘—‘ /\o‘— 4 /i

6 display & erase Port Log ééi;;o hOHR—= kw7 2RR LT

7 erase Port Log VIUTNAR—FDOR— b JEZHIBELET,
VUTNAR—=FDER— b ETORE I

8 | send Port Log TWDHA—)LT R A/FTP P — 3~ 191
EELET,

U TR —=FOR— b ZORFER RS
9 show Port Log configuration PERIME . ke — "R FPORTERFREFR R L
i‘é—o

10 send break to tty U TR — NI Break E B ZEELE T,

AN— h P —3 X = 2 —® O:return Port Select Menu I A7 A Y 7 v =7 Versionl.l
TEMEINZHEE T,

R MY —NRRAma—a<w FOFEMI, ATV RKYIT7FLUR ] ZBRBL TSN,
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2-14

R= b= A=a—ADa~vy FEFTTLHEIE A=a—ICR RSN TWLHIETZ
AN LET,

# telnet NS-2240 8101 d

—— RWl —————————— oo
Host : "SmartCS-Nol"
Label : "Osaka-Switchl"

1 display Port Log

2 display Port Log (LAST)

3 : start tty connection AKEBOR— b —NIZFTHIERTBE.
4 close telnet/ssh session R— b= AZa—PRRREINFET,
5

show all commands

tty-1l:rw>1 d
Sep 8 11:16:15 ether: port 1 LINK DOWN.
Sep 8 11:16:15 ether: port 2 LINK DOWN. ERXEBEOO T ERE

tty-l:rw>3 4
Welcome to XXXXX BN RMBIZTIERTEET,
XXXXX login:

R =R A =a—0 FEICRERINDAIREBEOR A N4V TR — MOk S
NIRRT R D T~ VL, v AT LY 7 b =7 Version 1.2 TIEMEIN/ZHE T,
AR— M= RA=a—D7Fvm 7 M Version 1.1 KD/ N\— 3 > TiL log>TT 03,
Versionl.1 LAFE Tl tty-1irw>E RARESND L O WCIEEL TR Y £7°,

Versionl.7 CixAR— b — A =a—0 1 {THIZ"- RWI---“2 Dt v a sfERER
RTAHLITIIRLE LT,

R—=hrV—NRA=ma2—DEeCDav F—E2R 13T 585 581X, 5 show all
commands] ZiER L FET,

tty-l:rw> 5 4

-- RWlL -~
Host : "SmartCS-Nol"
Label : "Osaka-Switchl"
display Port Log

display Port Log (LAST)
start tty connection
close telnet/ssh session
show all commands
display & erase Port Log
erase Port Log

O J o U w N

send Port Log

NeJ

: show Port Log configuration
10 : send break to tty
tty-l:rw>




A= b =N A =0 = FERIEDL551F 1?2

£721% ITAB] # A/ LET,

tty-l:rw> ?

-— RWl —-————— - ————
Host "SmartCS-Nol"

Label "Osaka-Switchl"

1 display Port Log

2 display Port Log (LAST)

3 start tty connection

4 close telnet/ssh session

5 show all commands

6 display & erase Port Log

7 erase Port Log

8 send Port Log

9 : show Port Log configuration
10 : send break to tty
tty-1l:rw>

B BT 7 B A L2 O R — b — R A =2 —~REHZ 2 T £,

A= h =A== LFa— ey va yHlcFEa— ReE LTCul-AR

Z o b UDBER L TRITIE,
R— P —=NRA=a—|ZRDHZ LM TEET,

S S amIc 7T 7B A L2 T “Ctrl-A” 2 AN LT

# telnet NS-2240 8101 4

-— RWl ——=————————mm— o
Host "SmartCS-Nol"
Label "Osaka-Switchl"

1 display Port Log

2 : display Port Log (LAST)
3 : start tty connection

4 close telnet/ssh session
5 show all commands

tty-1l:rw>3 4

Press "CTRL-A" to return this MENU.
Welcome to XXXXX
XXXXX login: ***x*x* J
Password: ***x*x* J

Sep 8 14:51:45 login:
#

successful

“CTRL-A" & AJJ]
-— RWl

Host "SmartCS-Nol"

Label "Osaka-Switchl"
display Port Log
display Port Log (LAST)
start tty connection
close telnet/ssh session

: show all commands

tty-1l:rw>

g w N

(root/console)




7|_\° Fa— -U:nu..\n

A— b —WERREIL, B GRERICT 7 B AT LRI —For 71 VERREEAT O HERE
T9, Telnet/SSH 7 747 2 " OLARBEED R — M— T 7 AT LRI, =2—HF
L NRAT— RDANZBER LT, VU TR — M LB RS ~DRIET 7
tx%%ﬁbi?

357’1_ — }‘:L%'}j‘a)wun Kﬂ‘i RADIUS Aty nJ‘_E'}j‘F*/\Ji‘—) TACACS'F_H\P‘/\%*IJ);H—gﬂé CE
%T%i?o

FEAMIE 12.3.2 RADIUS ERETF#%RE/RADIUS 7H o b#ge] | 12.3.4 TACACS+iRE| %%
LT 7EEn,

BER IR BEER BEIRXT RS BERART R AR
l l ~ l
] R G | [ svrnr—ta | | suzng—tn |
Tonet O sH O SSH é *aE
RWiti—h 4 6Telnet RWA—p A& RWA— 4

{1 ROM—F

(=== =2
Telnety 547>k Telnety347 2k SSHYZAT7 Uk

2-6 7'_ l“:l- -U-nn..n

$ %@I%H}%TH#@T ]\:L ']j-mun iOFF “Cﬁ“ j—_ }\:L 'ﬁ_mhnﬁz)‘ OFF@iE/E[\m:\
0y A vEERTL T T MIERSINERA,

A= ha—PFIFEZONIZTARE, 2 TOYVYTIR—MNIXNLT, v A 28R T 5
Ta T NINEREINET,

R—hrtL7 MEE (BL27 FE—F) 2RHT 258 13AKEZ AL TIEE0,



H— b A—HREE N, K— b —/3X =2 —0FF DIBA

# telnet NS-2240 8101 J
Console Server Authentication.
login: userl J AEBDOR— b1 —FEREE

Password: *x#*kkxx#k J

Welcome to XXXXX } ERNgEBEO IO T+
XXXXX login:

R—FA—HFEEON, R—bH—N\AZa1—ONDIFE

# telnet NS-2240 8102 4

Console Server Authentication.

login: userl d AEBOR— +OYEER
Password: * ok Kk k Kk kk kK (J

-- RWl -

Host : "SmartCS-Nol"

Label : "Osaka-Switchl"

1 display Port Log

2 display Port Log (LAST)

3 : start tty connection

4 close telnet/ssh session

5

show all commands

tty-2:rw>3
Welcome to XXXXX } BERMZHBEOTOLT +
XXXXX login:

R—= =N A =2 =0 FIZRRINDAREEBEDR A M0 TV — MIHHRE S
BRI GBI D 7~V E, Y AT LY 7 b U =7 Version 1.2 TIEBMENLZHE T,
Fiz, A=tV —n"RX=a—0D7 17 NI Version 1.1 KD/ N— 2 > Tid log>TT
723, Versionl.1 IFETIL tty-1irw>E RRm SN D L O WTIIEL TR Y £77,
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2-18

BB, A b2 —VEEEZFHATEE6E, R— b2 —VFE2HEELT, BHELEZAR— b2

—PIZT VB AEHFATHLY TR — FE2HELTBLERD Y 9, THHMARGR
— b —H¥ERFHEN OFF OB, £ THOL I TAR—MIKLTT 7R THIENT
FFETH, A—F2—VEEZ ONIZTEHE, B LIma2—VFIZT 78 RAEHFAITHY
TUR—=FEHRTELRWBRY, YU TAR—MUIT 7 BATEET A,

BRI RS BRI RS

User Access Port

suzuki | 1,2,3

tanaka | 1,5,6

sato 7

Telnet/SSHYS A7+

B 2-7 R—ba—HF0)T7ILKR— T ERGIR



2.1.7 ZDtDR— bH—/ BgE

AR NSRRI FRROMRE b Y — R LTV,

# He

B9

Break 15 5-4LEE

Telnet/SSHZ T A4 7V "IBZELIENT 7T L—0 Xy T 7 4
% Break (5 & LT 7R — M L 7= Bt Gepeds iz
REL£T,

T35 AT IR O R E 1L OFF T,

W = — R O% (5

Telnet 7 AT ¥ " OZE LU Ta— F2LEHLFET, &%
fTa— FOEHT, TA¥7 L) TCRtLF % CRIZZA# |  [CRHLF
Z LFIZE#) OFrEEIRLET,

THHFIRE O EIL [CR+LF % CRIZZEH T,

YT IR—RD
SRy T

U TR — MBS TR CE S Lo, U7
NAR— MIEEA R EDTNVERETHIENTEES, 7
ANUVZERE T E D CFITIRK 32 XF T,

(A5 LY 7 F7 =7 Versionl. 6 LLETIIE K 16 X5 T9)
TIHRHFRORTETIIETOYY TR — M T UVIRTE S
IWTWEE A,

TARNKNVEAL<(TA
RVEEHRER) 12 X 5
H &Y W

FE ST, 7 A ROVIREE (telnet/ssh iRy H A )T —
DAL TWRUVNIREE) 35 &, BEIIZE v > a 20k
| =
AHEREIL TREOIRRETEMEL £7,

LY M A== T 7 BRALTREE

cIR— "= R R =2 — T 7R LTIREE

U TNAR—=FD ) —=LET— RFRNIZT 7 &2 LT kEE

TA RVEA~OBRERFIL 1~60 5T,
7 7 %)V X OFF T,

Y v va rOUENIEMEMICI TN ET,

(f511)

TA RLEAL~REE., SUTILR—= DT 7 EAEKT
L., A= F—RR=a0—%FR

!

TA RVAA <%, F—h—_"A=2—%&TL, &
VI A= a— &R

!
TA RVEA <%, BEL7 PAoa—%KTL, Byv
a v a YT

AHEREIX S AT 5V 7 b U = 7 Versionl. 7T CiEIN S /- HEfE T
R

tyyg B A~ (E
s I X 5 B
)

telnet/ssh MR BT U TR — hDE=F —F— K (RO) |28
L%, BESHERMARB LG, 208y v a V&
HIE B3 D HRE T,

Yy va XA~ ORERMIL 1~1440 43 T,

7 7 v M OFF T,
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2.2 R—bOT ke

2.2.1 R—rOJHEOBE

R— b o ZHEREIZT Y 7R — MBS SN TV DB SR O ZE LT — 4 %,
SAER CF 41— FRMENE AT U RAM) EICHRF T 2HEEE T, BT SR
Telnet/SSH 7 54 7 > F 3R SN TWVWARWEAE T, BRI REIRNRET L0 V4%,
AIEFEOR— a7 LTRETLHZENTEET,

BREFINTZAR—ba Zix, Telnet/SSH 7 7 A4 7 v M OARBEEZ I L CERITSREIRIC
T AT HFICEKR R TEET,
F 2 FRROFIETHE A~ HF 2 E R AEETT,
+ NFS $—~7 7 A )L HERAT
FTP #—1~7 7 A L BENEE
Mail $— 3~ A —)LF — & THEEE
SYSLOG #—/ 3~ 2 vt — H#hik(F
S S FTPISFTP 7 7 & A2 X % Bufs
SR TETP H— /3~ D EAE
(R—baZ O NFSHAFEE TFTP 7 54 7> MEREIZY AT LY 7 h 7 =7 Versionl.7

TIEBMINZHETT)
BERART R iR
1 !
Troo-
REE H TS Hl?_i !
.
__--=~~ FHEEE
-_———T|== \ -
————— = \ .
| BEhEnE | B8R BEhERE | |
\4
] ] Ev
[ (N = O
= =
SYSLOG/NFSH—/\ FTPH—/\ Mail 44—\ FTPISFTPYSA4T7 2k
TFTPH—/\

M 2-8 R—boJHaE

AHEHEIILL T OSEHE TR STV E T,
- R— b v S{RIFHERE
« B A DAR T HRE
A AR TR
« R— b v 7R
- R— b v 7 EEHRE(SYSLOG/NFS/FTP/ A — /L)
BHEREDFEMIZ LA FIZF L £ 7,
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2.2.2

R— b0 T RiFHRE

A b Z AT, BEBIRT GRS I T B 1 2 % AR I HEH LT\ B4 CF 7
— FRBEE N A E U (RAMIC R 1T 2 e C T,

AEBIRAFTE DA — ba 7 OREIT, ZFHOKEC/NS CF 7 — MR OF 2 X
WEDY £, AEBEBICHEFTEDIR— b VBEORKESLCY Y 7 VR— MIRETE
HR—ha VRBEOREREITIRELZZRL LK Z3W, A= a2 RETIREIL,
CUTNR— T EICEE LR — bV BREOLFHN, AEFEICRFTELAFR— )
KREORKEEZBZ NI IICFHHE L TREL TSN,

, _ )T ILR— REIC
K— kO I RESE R RETERA—FOY
AEDHREEHH

HIER CF 1 — RIRAFERE | NS-2240-04/NS-2240-04D  12MByte 100KByte~8MByte

NS-2240-16/NS-2240-16D  48MByte (Default:3MByte)

NS—-2240-24/NS-2240-24D  72MByte

NS—-2240-32/NS-2240-32D  96MByte

NS-2240-48/NS-2240-48D  144)MByte
AIEFENTAEY NS—2240-04/NS-2240-04D  2Mbyte 100KByte~2MByte
(RAM) f-17:0% NS-2240-16/NS-2240-16D  8MByte (Default:500KByte)

NS—-2240-24/NS-2240-24D  12MByte

NS-2240-32/NS-2240-32D  16MByte

NS-2240-48/NS-2240-48D  24MByte

RELIER— b ZORGRBZBA LR — b 7 2%E LEhaE, dWiFmnrs LF
TEINET,

Eo, FEITR— b 728 CF UV — Ricfreff L, FTPISFTP 7 A4 7 F&fEH LT

R—=ruaZZ2B&E L0, TFTP »— N FETEETHIZ L L T E9, dFfE, 15.6
FHKBR—FOJTORELEREFIE] 22 L TEE0,
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2.2.3

2-22

B4 LRE D THERE

R—ralZ DA LAZ L THEREIT, RN— o 722 2 2T HHRETY, XA LAH
VTREREN ON DA, FR— M TRESNTZH A D AZ L THRICHE-> T, R—rna
WAL S E T,

A R aR S 73R L TH A SR TV DA, RESNIZAA LAY TR
THREZINZIA SN E 4, RIEFEIC0 ZBRHI STk & ORI G, ¥A4 LAY TG
OFFZINEE THH Lnva ZFRAREEICH T S WEaiE, B a o8 Lne
7 IS ST RRICRER LI S v E T,

B, AEREEEDICT DL, AEISNTE A DAZ T OT =2 BEEITREFETE R —
e IVRENDIRL 20 ET,

BALRE D THEERE REE -3
B A INAEZ L THEREDEE ON/OFF Default: OFF
B A DAH TN 3 b ~65535 F Default: 60 Fb

HALAE L TORNXII<ER A B B JST >7T9,

<Mon Oct 09 17:42:38 JST 2006> <«<HALREAVT
LINK DOWN. A
LINK DOWN.

LINK UP 100M FULL.
LINK UP 100M FULL.
LINK DOWN. >%ﬁﬂ%%$®nﬁ
LINK DOWN.

LINK UP 100M FULL.
LINK UP 100M FULL.

ether: port
ether: port
ether: port
ether: port
ether: port
ether: port
ether: port
ether: port

SwWs WN RN R

J

<Mon Oct 09 17:43:38 JST 2006> <«<AALRAVT
ether: port 1 LINK DOWN.

ether: port 2 LINK DOWN.

ether: port 1 LINK UP 100M FULL. ERngHEOns
ether: port 2 LINK UP 100M FULL.




224 O0A4 VRS THEE

2.2.5

AR—tursZou s 4 AR TFHREIZ. YU TAR—NIT 78X LT-a—Fou /A1
a7 Y N A R— o ZICHIET D RE T,

AIEERRIZ T U TR — MREICERETE, T 74V ME OFF TY, n A v AX 7GR
EEINCT AL, TROLI B S A A2 TRAR— e JIZZH S E T,

BB, HHENZa A VAR TOT— A BIEFTRETEDR—ba V5END L 72
Di‘a‘o

<Web May 02 13:00:26 JST 2012 login RWl:userA 10.1.1.1>
<Web May 02 13:05:30 JST 2012 logout RWl:userA 10.1.1.1>

R— kAT RTHRE

R— v FEZrEREIT, RFELTWDLIR— a7 2 R— b — X =2 —THERT HHERE
<7,

R— k¥ — 3% =2 —0 [1:display Port Log] =° [2:display Port Log(LAST)| %%
T, AREEICRFSNTEA— b e 2R RTHIENTEET, REBEICKREDOR 70
RIFESNTEBY ., KO 722 ULTEWEGEIE. 27 77 A4 L0&D 0 b 5000 3C
FTAaRFRTDH [2display Port Log(LAST)] #3&R L T 72 &0,

A= h =R RA =2 —TFERENDIB TN 1 AXA=VITNESRVEAIX, A— o 7R
BEREIE more BEREZ iV /% 1 X—UF DR R LET, [-- more <Press SPACE for
another page, ‘q’ to quit> -] L KR I TV DHEE TIL, AN—ZAF —TIRR— T E KR,
U&= % —TRITHFER, q I~ R Tmore lREZ R T EELZ LN TEET,

# telnet NS-2240 8101 4

-— RWl —————mmmmmmmmmm -
Host : "SmartCS-Nol"
Label : "Osaka-Switchl"

: display Port Log

: display Port Log (LAST)
start tty connection

: close telnet/ssh session

g w N

: show all commands
tty-l:irw> 1 4

ROM BOOT... 3
lst-boot Ver 1.0

Boot Status : Normal Reboot > BERxZEEREOD S
System Up Time : Wed Sep 6 13:11:30
Serial No. : 99900080

J
-- more <Press SPACE for another page, ‘g’ to quit> --
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2-24

R— b =R =2 =0 EFHICFIRENDARIELED R A MRV Y T IVR— MRS
NI RIS ER D T~ it VAT LY 7 b =T Version 1.2 TIEBIMIH7ZHEHHE TY,
Fo, F— b —_"RA==2—0 a7 MX Version 1.1 KD /N— 2 > Tid log>T9
M. Versionl.1 LAETIT tty- lrw>E RSN D L HICIRIEL TR Y £9°,

R—=FR T A=a—TERRINDIA— a7 ZHIBRT 5551, 16 : display & erase
Port Log) & L <% [7:erase Port Log] %R L £,

ZOEMEEIT - ThH, EBRIINE CF 71— FOAREENEIZRAT SN 2A— b a Z23HIBR
INHHIFTEHY FHA, ZO#E/EIX 11 display Port Log] TEEICE RShi-n /%
FERRIZT DT TT,

tty-l:rw> 5 d <R —+rAJZEIKRT ST FERRT H0HIT5 £ER
—— RWl ————mmmmmmmm e

Host : "SmartCS-Nol"

Label : "Osaka-Switchl"

: display Port Log

: display Port Log (LAST)

start tty connection

: close telnet/ssh session

show all commands

: display & erase Port Log </R—rBJVZERFLTHIBLET
: erase Port Log —R—rOJZFHIBRLET

send Port Log

O J o U w N

NeJ

: show Port Log configuration

10 : send break to tty

tty-l:rw> 7 4 —R— O ZHEIBRT HHEE T 28R
tty-1l:rw>




2.2.6

R— b O % EHEE(SYSLOG/NFS/FTP/ A —)L)

R— b o ZEEHEREIT, ABEEICKM L TWAR— b V2 E SN REE T —ck
154 2H8ETT, A— b7 % SYSLOG H— 32 NFS r— ZRIFE LD | KA — MIZ
BESNE FTP H— R0 — L7 RLRICEETLHZENTEET, 0 EDDL T T
e MIEBOEELE— "5+ 252 L b TE £92, Mail —/3% FTP — %
RS Z LiIE T £H A,

R—brOJEEL

wm &

SYSLOG #—X

ABEE |2 Gk X 47 SYSLOG Hr—NIZAR— e 7 &R EFE L ET,
U 7L — MMEIZ SYSLOG 2515 O A 4 (ON/OFF) 2 Bk TX £,
AR ICBEETX 5 SYSLOG H— Tk 2 BT,

AR SRt I DT — X B 595 &, ABEEITEE iz SYSLOG
P~ Jh ) TIVE A DR L ET,

NFS H—/X

AEEEICEGE I NI NS — 2R — b e 7 2 R/GFLET,

U 7V — NI NFS {R1E DA (ON/OFF) 2 %8k T 97,

AN |ZBRERTE D NFS — NI\ K 2 5T,

BTSRRI O T — 2 5T 5 & ARIEEITRE S 4L72 NFS H
— R~ T YT NE A DHEFELET,

FTP H—/3

U TR — MBS FIP — "2 —HF TR — b o 7 &k
FLET, R—FMe 3 TROEGFELTH- LIz ZITEESN
FT, 0EODTY TAR— MIBEETE B FIP $— /3 (FTP . —H)
F R 2 T, (Pl — o) il £ CLEBEICBRERTE £ 7,

A—LT KL A

YT AR— MBSz Mail H— "D A —/LT KL Z[ZR—k
n7EEELET, A— b X FEOEERMEZM- LI LI
EEINET,

OEDDU Y TR — MIBEEETE D Mail — (A —LT KL R)
IR 2 T, (AR — M) il £ CLEE TR TE £ T,
SMTP-Auth (Z%FJt L72 Mail H— N2t A — L& 65 T E 9,
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2-26

A—bv % Mail/FTP % — NIZEETAHAHRMITEO LRV TF, HBE LA ESM%

=9 &, R—ho ZEERRITEESNERERCR - e 72 HBICRE L ET,

RN— b u T OREFERFITKEERIR & R — v ZRHROW ST 2 € LIz Baid, A—he
TR, WO R & T LR — %Hﬁ%?‘ﬁﬁbtﬂaﬁ‘ﬁ EELET,

K bOUORERYE | BEHE L]

e il 0-65535(%7) | XELLEEERBI LICAR—Fr 7 2E#EL
F9, EEHRIZ o%@?ﬁbt Al FEM
b DRRE TSy & 72 0 FIH =T Otofnﬁ%
EELEJ, Default 1% 60 43T,

A—buZ7ofA%E | 10-80 %) SR Lfem AR b AR OROE LTSI
FlcE Lz bR - bo /&2 %ELET,
Default % 80% T4,

F72, R—bP =2 =2—7T [8send Port Log) Z#i&IRL, R—bur/Z2FEhEET5
TEHTEET,
BB, FTP/A— IV TEE L BN —NZ@mmn o286 ThH, BMELZr FOH%
I ThbihvERA,




2.3 tXxa)T 1 HEE

2.3.1

ZS

MEEA L L T\ E T,

O —HEE/FRERE

Al

BEiX, BF=a VT BREE LT, 22— PR RRREMGEE & Y — DT 7 B R IR

F—F OBERHIERe & OE R JORRGEATT O BREA L TV E T,

THRHFEREO 2 —WFT, TEOTNL—74 L a—P ID TAREEICEFESNTWET,
TROZ—VIDIE

B 755

T AREENTID BEELSNTEY, Zv—7

RESNTWET,

NZEFE S IR 7

a1—4H1D

gL—7

w &=

0

root

root 1% T35 AR IS B Gk S AL T U 2 AR AL % 5
BT LR — O, BEORELEMA T
FrAav U REEFTTHIENTEET,
CONSOLE R—tmbuar A 452 &idnliE
T, Telnet/SSH 7 7 A 7> b bIdERER 7 A
Vv CEFEHA, Telnet/SSH 7 7 A4 7 bbb ua s
AT HEARIT. —E2—YTr s L% su
a<y RCEEFHI—PFIIBITL TSN, K
Z—FIFHIRTE EHA,

somebody

100

normal

— = —

somebody (% T3 R RFIZ B ER STV D —fi 2 —
VANGQE IR

&‘f i%ﬁﬁwuj_é plng av chﬁ &%%ﬁ'ﬁ”ﬂ—é:
ENTEET,

TR PIIEEORELIT ) Z LTI EHA,

setup

198

setup

Yy hT T
Z—

vy T v T =P REAREEOREA T — T v
TI77AMEFTP V747 FCTEZIETHLEE
AT 5 2—9 T,

TG TR I B SR S LTV ET,

Telnet/SSH 7 Z A 7 b<° CONSOLE &~— kH»
baJgA AT TEET A,

verup

199

verup

W= g v
7y S a—F

N=T a7 v 7 a—WFEREEBO AT LY T
N7 ONRN—=Ta T o IN—=Ta Xk
FIP 7/ A7 > FTITD & ZIEHT 2 2—%T
7,

TR RSB R SN TV ET, Telnet/SSH 7 5
A7 > hX° CONSOLE "— k)b 7 A L TE
FHA,

log

200

log

AN N =74
Bfg=—¥

A— e /B a—FiER—btn /% FTP 7 74
7y N TR T S EEIERT 52— TY,
TR BRI NLTVET,

Telnet/SSH 7 7 A 7 > ;<> CONSOLE 7" — k25
074 NETEERTA,

portusr

500

portusr

e b —f

portusr (IR — b2 —HFEFEN OFF O & X |AR%E
EANERNCHE AT 288k e — 9 TF,
TR B SR S N TVET,

Telnet/SSH 7 7 A 7 > s CONSOLE " — h v 5
ny A ETEERA, £, Ka—PFITHIBRTX
FH A,
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2-28

EARABRCEX2 ) 7 4 R =i, BEEZ, TROZ—FNAY — Rk
DT ENTEET,

a1—H4 31— | FL—7 o H ® *=

<—fg—¥> [100~190 |normal |—fFK=—V ARIEEDOFEHENFGETCE S k22— T+, T

BHMAMBICERGE I TV AW Z &AM
somebody & [FIEE T,

R— h2—H>|501~599 |portusr |HN— h=x—H | KIEEBOEHENHEHFTE LR — ha—HT

T, R—Fax—VRIEN ON O & =T,
Telnet/SSH 7 747 > rinbAR— " =T
g AT Ha—HTF, R—brax—H% 7T
Telnet/SSH 7 7 4 7 > b<° CONSOLE 7~ — k2>
ODAMEE~ A U THILIXTEERA,

T—PHEROFEMIT, [F8&B 1—HHER) 2ZRL TS,

RADIUS X TACACS+7g & DAMBFRALY — NI E MR Z b D> — W 2 Ep 3,
Telnet/SSH 7 74 7> by Y — LR — b b ARIEEICEEHS & L CEER /A 7
HZEHAEETT,

RADIUS 285/ 7 v v MEREIZ AT LY 7 h v =7 Versionl.2 LI, TACACS+H#HE
I AT LY 7 b7 =7 Versionl.6 LI CTHIH T £97,

Mo~ KU 77 L AD create auth access_group root =< > K< set auth
radius server root filter_id_head =~> K, [{+§&D 7 k1 Ea— k& RADIUS EB5E/7
AT RY—NEEF 2L TIZEN,




2.3.2 RADIUS S2:E#4#E/RADIUS 7 Ao > H4EE

AEEE L, RADIUS fEFE— " CTa—F %3745 RADIUS #BGE2 7 A4 7> b, v oA
R T Y MR EDT Y MEHRE RADIUS 74 7 vk — N2%EET % RADIUS
THOY NI TAT > MaEHB#HLTHET,

RADIUS #BFEY—/YRADIUS 7 h 7 b — RNl —H 28T 5 2 L T, 22—V FH
T VAR E g E T 5 LN TEET,

RADIUSEREEH—/\ EERENE || HENREE
RADIUS7Z Ay hH—/N R w

Y = |
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AAEEIBRGEFETEDLNTP Y — L VAT LY 7 b =7 Versionl. 7 IR K2 A,
Versionl.6 £ Tl 1 HT9,

AET ALY I—T 14 VT HEe
Py NI REIEREAAT A I N—T 4 7 TEHLET, REEIZITRK 99 #
DABT 4 I N—TFT 4T T T30 hb— hDOF 100 LV — b 3EGETE £97,

SNMP T— = > e

SNMP = —> = > MEREZMHEH L, M0 OAREEOSIFEMRZITO 2N TEET, K
I 13X SNMP Versionl/Version2¢ & Vi — s L TWET,

SNMP = —< = > MEREZ AT T /D SNMP — 3060 MIB 7 7 & A2
ELET, SNMP H+— 3005 Versionl IR D Get B3R % 5%(5 L7513 Versionl T,
Version2c XD Get ER % %15 L725E 1% Version2c TIHZE L £7,

ALEE B TE D5 SNMP #—3 iﬂij( 4B TT,

F7-. b7 v 7% Versionl/Version2 Ol FIZx s L TR, K4 5D b7 v 7 EEL
EARIEEICERTEET, YR—PFLTWD N7 FIIFEDERED TT,

A4 B BA

AEEBNEB L7 & XICEHTAH N T v 7 TT,

Coldstart Trap ABEE O T HEET Coldstart Trap 28 ON |G E ST E T,

LAN — F23 Link Up L7=REICEHT B T v 7 T3, LAN F— |k
Link Trap M Link UpT5%& Link Up hTF v 7F&2EHLET,
ARABEE O TR IL Link Trap 28 ON ISR E SN TWET,

FREEM I E LT & & GEFT LTV VY SNMP — SR IEAR o

Authentication Ra=T 4D SNP ER A2 Z T T2 ) Ik T D T v T,
Failure Trap ALEE O T HREIL Authentication Failure Trap 7% ON |25 E
ShTWET,

U 7 VR — KD DSRIE 55 Up/Down L7ZHFICEH TS T v 7T
4, U T ILR— R D DSRAIEH D ON Z A E A K9 % & DSR On
N7 v 7%, DSRIGH D OFF Z ARIEEE D45 & DSR off 7 v
TEEHLET,

AIEE O TR HERHIZT X TO Y 7 LR — T Serial DSR Trap

Serial DSR Trap

28 ON ICRRE SN TWVWET,

PARIIIE SNMP Versionl 72 5 M Versionl FERD T v T OHDORIET LR, VAT
25V 7 b =7 Versionl.4 W SNMP Version2c 72 & TN Version2 FED b 7 » 712 %t
mLFE L,
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(10)

SYSLOG ¥ 5 4 7 > h#kEE

SYSLOG # vt — % 4M# SYSLOG — NISEETHZ ENTE £,

AAEE 1T, AREE NS5 SYSLOG &R — hr 27 %, SYSLOG ¥ — N2k E9 5 2 &
NTEET,

AREE N 195 SYSLOG &R — hr 7L, [T SYSLOG Hh— kg s g7,
AL (DB ERTE D SYSLOG — "D KT 2 5T,

SYSLOG ##8E 3

o

7u han RFC3164 [Z HEHL

773U 7 41X Local0O~Local? #H¥HR— kL TWET,

S0
SYSLOG 7 7 2 U 7 + 7 7 4V M Locall T,

773U T (1% Local0O~Local?7 ZH AR — L TWET,

N— g YU 3
el N A ( 7 7 4/ N Local0 T,

Telnet/SSH H—/\#4%gE

Telnet/SSH — /3%, Telnet ° SSH 7 74 7> bOEREZ T HY—/TF, UE— |
2y NI =T NOREBORA T T U AZRAT) ZENTEET,

AREEE D Telnet/SSH H— 27 7B ATE Kt v a U #id Telnet/SSH % H o
T4ty arTd,

FTP/SFTP +—/ \##HE

FTP — NI, KEEBDI AT LI T NI 2T T 7 ANRALZ— T v T 77 A )b, R—
faZ%, Xy I—0 EOFTP 7 947 FINBIEZETHODH—/TT,

F 7= FTP [ SFTP &1 o 7= 5.7 7 A NVERE S AIRE T,

AIEED FTP—NIZT7 7 BATE DR KREy v a v Hii2tty v a v TF,

AREED SFTP — N2 T7 72 ATE KRty va i 2Ey v a T,

TFTP 2 54 7 v hHaE

AP = T 9T T7ANRR—a s 7 7 A% TFTP —CEE L7, TFTP % —
NINBAZ = T v T T 7 ANRYVAT LY T b7 =T 77 A VRS T DHETT,
Z OWREIZY AT 5V 7 7 =7 Versionl.7 TEM SN HERE T,

N—=3 0Ty T/ N—2 a8 U HsEe

AEEITZ FTP 7 54T v hafioTI AT LAY T v =7 7 7 A L EARIEBIZET 5
ZEIED, VATFAY T NI 2T OR—T g T TRV a U E T U ETH I EN
TEET,

AIEEDON—2a T v TINRN—=TarZyrphiklL, 1bE BB ERST) 22 L TL
72 &0,

N—=T g U HE T EREIZV AT LY 7 b =7 Versionl.2 TIBI S V- HERE T,

DSR {55 B MR it RE

DSR 15 % ® ON—OFF/OFF—ON DOE® i+ 5T, Az fi+s2LT
B S DEELZERBHE LY, ) T —7 V0% L2 BT 2 LN TE
7



(1) B#EFREE
Fi— AEERNTICEENREELLSE T, VA YT Ry 724 =ICd Y 2 bolEE
AL, BEICY 77— T 2T,

(12) BEtL Y
REY Y CIEEZHNT 2 E T, IRET V1T NS-2240-48/48D O 2## L TH
V., AT LY 7 N7 =7 Versionl.5 LIETEIEL £,

(13) BA LYJ—HHe

ARIEBENFET DX A LY — 0 BRET DHEETT,
AT ANV 7 M7= F Versionl.7.1 LLETEIELE7,
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3.1 EE R FL

3.1.1 48R CF h— FDHEA

(SmartCS)
ARILEOEFRE ANDHINZ, REBEIZFEMEINTOENHAHCF h—FNE2a X7 7Ty
a7 HTEICE Y P LUTAEERBEO PCMCIA h— 2oy MIFEALTL &N,

WLRAENFRE RUH L1 KE

CHbDEELIZLT
BALTLEEL,

AV LISy aATETAR
SERCF A— K

3-1 48 CF h— FD#&A(SmartCS)

(SmartCSmini)
ARIEEDOERE ANDENC, REBICFHEINTWANE CF A— K% CF A—Fxa vy

MZHAL TS 7ZE 0,

SEIKO INSERT A

Copyiight © SeikoSolutions Inc.
Al Rights Reserved. UJ:PSE

Title

Version
Serial No.

TA3-Y)a-va Xk Made in Japan

CHbNEZLIZLT
BALTLESL,

429 bRE Y

CF h— K

3-2 4188 CF H— F D& A(SmartCSmini)
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SmartCS 1TEENTBICC AT LAY 7 hU = 7 2L TEHBY i?@“(‘ S CF 0 — I\“7b§
AASN TV THRATE 908, EEBEERFICHMEENTHITITA D L O, M
71, M CF 1 — REBAL TITHM S,

B, B CF U — FAfMAETICARRE ZEE L2 56, BUEDTMALERLRIFIT
EEANEBIZT D FEDY 7,

SmartCSmini [IM CF 1 — RIZV AT LAY 7 by =7 ML TR £9, 550 CF &
— FEZLTFHALTIRMALSIZES W, M CF I — FEHAETICKEBEZESRHT L LR
TLAYTZ MU= ITEELEEA,

AREE OIS & REIZ OV T, Bt FREFIEE] 2L T Za0y,

SEE SmartCS MAMVER CF A—Ki&k, avnR9 b5 9 a7 8 T20RETHEICE
LRAATLESW, avRP IS5y Y275 TR2IEPCMCIA h— RKZROY +D
ENLEITN-ETEFORETEEBICHLAFHZWTCESY, BEICTHLAD L.
PCMCIAh—FROy FOEVHESLHEEDRRELY FT,

EE SmartCSmini M4V EECF A— KFiZ, CFA—KFRXOvw FOEMSIETNRE=FEFDR
EETEBICIHLAETHWTLLES, EHIZHBLADE,. CFA—FRAOY FOE
UHEBELBECRRELGY ET,

TR WIThOBELVATLY I MOz 7HEEFRICHERCF h—FEEALRY ., 4
“‘B CFh—FZIRWY LIBZEE YATLAY I M 7OBERRETEFE
o MRCF h— FZFIASNDBEE. FAEEDEREANDHICKZEDH—

I~Zl:l Y MZHERCF h— FZE\ALTITRACEELY,

IR MR CF A— REERE %EFH’C?'O AREELSMIFFERALGBNTLESL, PCRE
DHDEEICHALIGE., ARETERBICEHTELLL GG ELEORR L4
YEI,

JEE NS-2240-04/04D & NS-2240-48/48D [ ZNENETILERADSER CF h— K& ER
L TULVET, NS-2240-04/04D. NS-2240-16/24/32/16D/24D/32D. NS-2240-48/48D
DHERCF A— FEANBATERYT S LETEFEEA,
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3-4

HEEEIRRDER
e A BT A1, FANCAEBEOBIEZRET D2LERH Y 9, REEOHAEDZ
X, EEEHEREDOITWETO T, REBEOBFRE ANDAIC, HEEE PR & B
LTLEEN,

HEEE IR R, A%EE O CONSOLE R— Mo 5 ks | AREED LAN R— i
Fv NT—2 B0 LCHERT D HERH Y £,

EE AL CONSOLE FR— Mk 25615, AEEOT— DR vtE—T0
WEEHERICERENETH, Xy PV =220 L THERT B AITIRTENEE A,

fil

i

i

CONSOLE 7/R— kIC#Efi T D156

A4EE D CONSOLE AR — b (RJ-45 8pin =2 17 %) & IEEZEBLHA D COM A — h (D-sub
9pin =17 #) %fIJE?D NS-354 DBO-RJ45 a7 X AN LA —HY 1y hr—7
v (B T7FVBSUTP 7 —7 0, AL —1h) ZfoTHEHELTI I,

(SmartCS)

CONSOLE /R— k=
BYFiFd

A—Y2y b r—T1L

HBEEHEIHRD COM R—
IZERY 15

NS-354 DB9-RJ45 a4y &

3-3 AEELEEBEEEIHARD COM R— k#E#E(SmartCS)
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(SmartCSmini)

KEEEELHARD COM
R—hHEHT S

CONSOLE R— k

{—%%y br—TL

NS-354 DB9-RJ45 iy &

K 3-4 AREEELEEEEIHERD COM R— b EH(SmartCSmini)

A4EE O CONSOLE A — b ORE (L HANRE) 2 PRI L ET,
EEEBIRRO T U T VAR — b O EZAREE DO CONSOLE A — MZAbE T ZE0,

IH B MHAE
(REST e 9600bps
T—F R 8w b
KUY F 7L
ARy 7EY b Iy b
7 v —fil4# XON/XOFF
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(2) Ry bI—DIZEHITIEE
EEEHIARE Xy NU— 7128t L, AEEDO LAN A— %2 LT, Telnet 7 747
VR BAREEIZR A LET,

HESHEIFR AEE
- = T .|
192.168.0.2 192.168.0.1

Telnet7O kL

E 3-5 XEBLEBEEEHmMRORY bT—U Kk

AILE O THMMREORET, *y NV —2 FOFHIRRNOARIEBEORENTEDH LD
2. TRONRFA=EZRHOENUDHREINTWVET, Ry FT—7 &) L TARIEEDOK
EXAT O W AT, WEEHRKROR Yy MY —7 ORELALENTRT o0y NUV—7T
RLAIZEDETI SN,

I\ B MEAE
A R NS—2240
IP7RLA 192.168.0.1/24
LAN 7R — b Auto Negotiation
Pefgear ] IP 7 KL A ALL
Pefgiar ] — B X Telnet

ARAEE N HE) L7-%, HEEEHERD Telnet 7 74 72 " bAMEEICHE L., BHE
= FIZBATL T 5 console 2~ FZFATLTLSIZE N, Z0a~wy FEFTTLH L,
AIEEOa L ) — LAy — N EEE RO Telnet 7 74 7 > M & 4,
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3.1.3 #&E
(SmartCS)
NS-2240-48/48D 1 AC &EJE 7 — 706 L<IE DC B — 7 V24856 L ClEE 2 E# L
F9,

NS-2240-16/24/32/16D/24D/32D 1T AC&EJR 7 —7 /v 6 L X DCEIR T — 7 VA Hfi L,
AIEFEOEHIZH HERAA T O [— | fZHLIALEREY ON 2 L CEEZES) L E
4 ( TOJ {128 OFF T9)

THIXAC EJFRET L OFITT, AC100V LIS TEH T 55565 DC EIRE 7 /L IThI o
REFIEELZZR LTIV,

[NS-2240-48]

AC100V BB, —JLEO v S &8 AC100V BT =2 b
(%1% NS-2240-48 T9)

3-6 AEEDEIR ON(NS-2240-48)

[NS-2240-16/24/32]

EIR ON K5

BRRAAYF
(%1% NS-2240-32 T9)

3-7 AEBEDOEJE ONNS-2240-16/24/32)
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(SmartCSmini)

AIEEDOF I ACEI T —7 06 LI DC BT — 7 V&t L CHREZEE L £,

FIEAC EIRET A OFI T, ACL00V LS TR % 56X DC &Rt 7 VI3R!t
REFIHEELZZRL TIZE,

A1 Ly b

AC100V ER— T IL

ACI00V ERy—JIILAOY I £ 8

(%1% NS-2240-04 <)

3-8 AEEDEIR ON(NS-2240-04)

VAT ALY 7 hy =7 Versionl.7 LV FF¥ A I 7 TGARP N7y bEEHTLH LD
WCHSREYAIE L LTz,

LAN 7F— k® LinkUp B

IP 7 R L AL HE
LAN R— MZA =¥y 8 —7 B A STV HIRAE CALEE 2 B9 111X GARP
N7y R EEIHIICEEESNE T, o Y = RORESCKHEIFIC, Fy PU— T
O — /3D ARP 7 — 7 VD BENEIZ T S AV E o TEFR T,
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3.1.4

HEsE

ABEEDOERZ ONIZTH LT — bBEED £9, REEBEORTHEIZH D 4 DD STATUS
FUTTT = FREFIZEITL TS Z 2R LT EIN, EEOT— ML, Tid
DIEFE T STATUS Z > 7 WNufTLET, =7 —0NRAETSH L STATUS 7 7B Ad L.
T— " RIEFICKE T D E 450 STATUS 7 0 7134 THIT LET,

STATUS S5 > 7% 1
J— b OETIREE
1 2 3 4
[ [ [ ® | — FUZTHIHHLET
®@ O | O | O |BCZlT A KEPC) FTH
O | @ | O | O |B8C#ZWETAb2(EHEPOC) FEITH
O | O | @ | O |RME=XFFETH
O | O | O | @ |l1st Boot/2nd Boot FTH
®@ | O | O | @ | vATAY 7 byx7T s GRERAIAAA)
O | @ | O | @ |vATALY 7 by=T BT GEETAIART)
O | O] O O | ¥YATLY 7 by =T REGET

X1 :STATUS S TmEEE. TO:HTI, T@: |41 #RLET,

FE OSTATUS S U T 1~4WEmRERFATLEFTEDEZ(X, KREBOHELEZ S
hET, M6E FSTULVa—TFTaT] [TH->TRBLTLEELY,

EIRAZ ONIIZT 5 &, BEBZWT A MREITSINTRICVAT LAY 7 by =T PEEH L E
To VAT LAY TZ by 2TREEIT S E, EEFHERICGERHA yE—VE TR T |
INS-2240 login: | WFERINET, EEIA v E—VHIZZT— A v E—URERINT
WIRNZ EZRER LTS IZE 0,
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BootRom Ver=1.X.X

BOOT_ FACTOR: POWERONRESET
Primary POC START

Extend POC START

Hit [Enter] key to Enter Rom-Monitor...
ROM Boot

lst-Boot Ver 1.X.X
2nd-Boot Ver 1.X.X

System : System Software Ver 1.X.X (Build 200X-XX-XX)
Boot Status : Power on

System Up Time : 2006/09/01/ 10:41:54

Local MAC Address I XX IXXIXXIXX:IXX:1IXX

Model : NS-2240-32 (32 port)

Serial No. ! XXXXXXXX

BootROM : Ver x.x.X

Main Board CPU : SH7751R (240.00MHz)

Main Memory : 127496 KBytes

Boot System : main

Boot Config : default media default startup

Welcome to NS-2240 Console Server
NS-2240 login:

EHEh A~ E— O BootROM 133 AT ALY 7 7 =7 Versionl.1 725 BIME N 7-EE
T9, Model i% Versionl.2 2> 5B EN-HHE T,




3E HREDFRN

3.1.5

=i

AEBEZAFIET 2100F, AEBOREEAZ— T v T 7 7 A VTRIFEL TG, Fied
FIET shutdown =~ > FEZFEITL T, MON>7' 2 7 EBARRENDH D, ETold, K
EHiE D STATUSS 7 7N T 5D %FF>Ton, BRAA vF % OFF 1T 5
W —7 N &R NTLTIEEN,

e
= [

ENEFTERRAAYFERELGLTLCESLY,
REOBRRIZHZY FT,

AR A L TEEEH—FICBITLET, v /14 0or 77U FOj
X, 13.2 vy bTYTDFIE 2L TLIEEN,

write 2~ RE2FITLTC, Fvr=u 7 ar I 4 02 AX— T v 774 C
HELET,

shutdown =2~ > R&E{TL£7,

(c)NS-2240> sud
Password: <

(c)NS-2240# writed
Do you really want to write external startupl [y/n] ? y<¢

(c)NS-2240# shutdownd
Do you really want to shutdown [y/n] ? y<

MON>

@

®

VATAY T MU 2T MEIRT D & AREEORTEIZH D STATUS3 7 > 788
ITL, VAT L2 Y= ROM =407 a7 b TMON> | NERI
E3e

VAT LAY T MU =T IMEIEL TS Z EEER L%, EEOEE% OFF 12
LTL7EEN,
NS-2240-16/24/32/16D/24D/32D (IARKE EHIZH 5 EIRA A v F D 1O 7% #
LiAA TEJRZ OFF 12 L £3, NS-2240-04/04D 3 L T8 NS-2240-48/48D 34
BRIZBER SN TWDAERT — 7V ERKNTLTEI N,

= S
BRAAYTF EiR OFF ik AE

E 3-9 AEEODEIR OFF (SmartCS)
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3-12

v b7y TFEIE

KIEBEDOYE Y N7 v 7 FIEEZEK -6 1R LET, HWIEEZRET D a2~ FOFEMIL, B
DO MAavoyRYyI7LUR] 28R LTLLEE N,

Ag429 %

FEEEL—FI45

A 4

BEEQTUFDET)

BREITAIL
(RA—bT79TI74IL)IZ
BREEEZTAD

CONSOLE R— hE7-ldxy hU—2 L%
PR ARMN S, AREE IR S NTZa—P4 &R
AU—R&EHRELTCR A LET,

TEHAT O T2 EEEH 2 —IZ/R 0 £7,

o

configure =~ RZFETL T . a7 4 7E—
MIiZBITLET, RET~ FEFETLT, K
WEOREXITOVET, 22 TRESNHER
X, BEEOBEICKMINETN, RET 7 A
WNARBE—= T w777 A4 MNEHEEIAENT
WEH A, EIEE OFF (T2 @& ESNTIFE
WixkbnEd,

RELIEREBZET 7 ANVAY— T v
77 A INCEEIARLET,

BRE L RAFT UL, EIREZ OFF (L THAER
WL DT, ROELENRECRTE LT3R EN
KBS ET,

310 &y b7y TFIE
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3.2.1

(M

(2)

a4 omgr7y bk

CONSOLE "— MIHf LI EEHM R E IRy N =T EDO T F 4T > MigRMN
OAREEICa AT Ty T A FEERALET,

Ag 4 Ualgera—4
TR ICAERE 0 /o o T& D a—PI2iE, — K2 —Y [somebody) & HE@EEF
Z— Troot] MBFEINTWET, 2B, Max—TFDRAV—RNEIRESINTWEFTA,

A—Y& | TI—T% o4 & &

root root EEEH—Y | DEHMRICRGEIT0ET, (XA T—
NIZREE)

EBEBOBRERA VT T ADa~v Ly RNE
ITTEET,

AR —HFIHIBRTE A,

somebody |normal — g — THHRRFICRER I N TONES, ORAT—
RIXARFEE)

B A2 #3895 ping a2~ N E 25T
THENRTEET,

CONSOLE R— hICHEf L - BEBInRN O OT 4 VT 5156

ARAEE 2 BT 5 LAEE SR ARIC T m 7 b Togint | BWERENETO T, AEEIC
FikSn s —fa—VER3EEEHa— VO —YHLEXRAT—-FKEANLTH
A LET (LGHAAREO — %= —3 [somebody) ¥ X OUEES B2 —Y Troot] (Z/3
AT — RIIRESNTHERTA)

« —f—Y Tsomebody] Tu A T 555

NS-2240 login: somebody+

Password: <
(c)NS-2240>

cEEEEa—Y [root] Tu s A T B5E

NS-2240 login: rootd

Password: <
(C)NS-2240#

Tua T NORKBOXLFII A v —HFOBENNILY . — B —FDEEIE > | &
BEHa—FOESIT # 0L5LbY 1,
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)

(4)

®)

I2YRI—=HEDISATU MFERMNSOT A VT BI5E

Xy NI —=2 L7 747 MmArbARER (TLHEHAARKEO IP 7 KL X
192.168.0.1] ) IZ Telnet ¥kt 42 &, 7o 7 b [login: | NERENETOT, K
EEICEF SN TS e —FDa—PH L XAT—RKE AL Tr A4 U LET,
EEEH—PIIRXy hTU—27 LD Telnet 7 74 T7 v " bEEER 74 L TEEHA,
=Y Tr A Lk, EEEH-FIIBITL T EE N,

$ telnet 192.168.0.1d
login: somebody<

Password: <
(0)NS-2240>

7o N OFETED CFF AR — P OEWIZ LY CONSOLE R — b 03 & B i K 7)»
busA4 LA ) . %y bV —2 EdD Telnet 7 7A4 7> bbbz A v Lz
BT 0] oXHcEbY £,

X hU—27 F® Telnet 7 747 v hvbu s Ay LEGBAOT a7 NOF X, #
FEDEIZ 0 M BNEIZZE N T WA ESRE D T b ivE T,

—RAI—YHLEEEEI—YICBITT S5E

= B IEEEH L —PIIBITT DI, su vy REFEITL, BEEHL—F O
NRAT—FE2ANLET (CHEHAERFO®EEZE 22— lroot) (Z/3A T — NIIRESN
TWEHA) .

(c)NS-2240> sud
Password: <

(C)NS-2240#

A7 LDFAE

a7 7 v hT B3I, logout 2 ~v > FELiTexit I~ REETLET, £/2, sua~
VRTBAT LIZEEE L — o — 2 — IR 555 5., logout =~ RE 721X exit
av s REERITLET,

CONSOLE R— rDliRNHRr 77U 95 E, a7k INS-2240 login: | AFER
ENTrITAUHEBIZRYET, *y U —27 ED Telnet 7 747 bhrbr /7 7 b
T5E 7747 MNROT 0T MIREY £77,

CONSOLE A— DR br 77 v~ LERS

(c)NS-2240> logoutd (exit a<y F1E#H)
NS-2240 login:

Fy hU—2 ED Telnet 7 747 v binba 77 vk LEhE

(0)NS-2240> logout<d  (FflF. exitawy K)
S (FOVTrE, 95470 MERIZCE>TERYET)
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(6)

ZDith
22— OBMERLNSAY — FOEF (T, EEEHL—FOHITH LN TEET,
I —FDIBN/EIRIL create user/delete user 2~ > REHH L E 4, SAT— FOLH T

set user password 2~ F&MHHALET, Ko~ FOFEME, a<vRKYyI27Ly
R #HBLTIEEN,
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3.222 CLIOE—F

3-16

AREBEDa~ L RIAL4Z 7 x—A (CLI) ®OF— RiZiZ, 7L —v a3 E— K&
AT 4 TE—RD2O0F— KBSV ET, XL — 3 F— RNE, VA7 20K
TR HERF TR EOBMERIT ) o~V FRFETTEET, a7 47— RiE, K
WEOBREEIT) A~y RRFETTEXES,

AdEE I A LIZEBITIA L — 3 o — RIZAR Y £9, configure 1~ F&E
1T+, A —varE—F nbar 74 7E—RNIIBfTLES, av 74 7E—F
MHEARL—3 g U E— RICEDBEAIT exit 2~ RE72IT logout 2~ REFEITL £
e

configure =~ NIFEEEH 2 —FOLIATTEETOT, —f=2—H )5 configure
av REFITTHITE, sua~vy REFATL CEEEH—FIZBITL T EI N,

3-11 CLIOE—F

CLImE—FK oy4>va—+ ® 1E
FRL—2 g U F— R | —x VAT AREBIUOHEHERRT S aws
RMNEITTEET,
EEEHa— ARIEE L AT AT DHa~r RNFELT
%2 TEET,

AT 4 TE— RABITTEET, FFFIC=
VI 4T RABIT TR AEEE e —
FiE, 1 2—FOHRIZBESINTWET,

ar7 4 7E—F A — REBEBLZRET DA~ FRFETTEET,

X1 ITBHAERIEX, —#831—4 Tsomebody| MBS hTLET,
X2 TIBHHRE, EBEEI—Y lroot] AEFIATLET,

RADIUS X TACACS+7 & OAMNFRFEY — NI B BMHEIR 2 & D — W 2 {ER T 4L,
Telnet/SSH 7 7 A4 7> koY Y — LR — M b ARIEE | CIEEE 2 — L L CEER
TA T HIEHAEETT,

RADIUS HeIZ> A7 LY 7 U =7 Versionl.2 LfE, TACACSHHERRIZT AT LY 7
=7 Versionl.6 UIFECHRIHTE £,

M a~2 KU 77 L2 AD create auth access_group root =< > K< set auth
radius server root filter id_head =~ K, AE» 1§D 7+ Eax1— k& RADIUS
REL/ T HhO 2 bY—NEEH 2L TIEIV,
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REDFRN

3.2.3 CLIoOERAE

AEHED CLI O 7EZ L FIR LE T,

(1) AU R4 UimEEE
CLLO =~ R A UHEMEL TRICEER L £,

FEr— B %
%ﬁﬁﬁﬁ? B— LD | XFREE L ET
Eﬁﬁﬁhj B DD LA E LET
%;Lﬁﬁfm B N | R LET,
R BN | CFRICBB L E T,

[Ctr1]+[A] =Y NVEa~xy R4 OEBEICEH L ET,
[Ctr1]+[E] N—=INEazxy R4 ORBZICEHLET,
[Ctrl)+[U] ATOLFEBELET,

[Ctr1]+[K] = VDTN ZHELET,
[Ctr1)+[R] ATOLFEERFLET,

[Ctrll+[KliZ> AF LY 7 F 7 =7 Verl.l TEMEIN-HERETT,

(2) EXKNYUeE

CLIOE X N UMEERA TRIZFEEEH L T,

wEYX— ) 1E
[T] (E&ED HEEINTWARIOa<w REFR T LET,
[Ctrl1]+[P]
1] (CF&ED I TWABDavy REFRLET,
[Ctrl]+[N]

() XAV THEE/ESTHERE
CLI OHESC~/V 7 RERE/ e RE 2 T RICFLH L £ 9

mEX— 2 I (2
[Tab] ANFREZR 2= FOBMEFR LET (R L)
[?] ANFREZR A~ FOBMEFR R LET (b D)
[Ctr1]+([T] ANFREZR 2= FOBMEFR LET (R L)




(4)

2wy FARAE
A LTz —E DL F b 2= FRF—U— OB 1 SITEE 255G, ThlED
LFERWT B 2 EBTEET,

Blzix, 2> Y — vl %K T 5 show log console =< > K,

TBILBTEET,

lsh log con| &AM

(c)NS-22404# show log consoled

Oct
Oct
Oct
Oct
Oct

6

6
6
6
6

12:
12:
12:
12:
12:

37:
37:
37:
37:
37:

12
12
14
14
14

port logd:
port logd:
port logd:
port logd:
port logd:

(c)NS-2240# sh log cond

Oct
Oct
Oct
Oct
Oct

6

6
6
6
6

12:
12:
12:
12:
12:

37:12 port logd:

37:
37:
37:
37:

12
14
14
14

port logd:
port logd:
port logd:
port logd:

<TTY1>
<TTY2>
<TTY3>
<TTY4>
<TTY5>

<TTY1>
<TTY2>
<TTY3>
<TTY4>
<TTY5>

started
started
started
started
started

started
started
started
started
started
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3.2.4

BREITY FEHEORLIAHA

AEETIE, PTOTXAN I 7 ANVETERLERET~YY FifZ a8 —&X— X b (GX
Ea~y FEEOW LiIAKR) L, REBORELITO 2L bARETT, AL FIHT L2
CIZEY, a~v Y FOANIAZR/NRICIMA D Z LN TE, REEOREEEDDEN
AT ET,

Atre 2RI T 25618, &E 2~ FEEZ U LIATPRTIC terminal editing disable ==+
VREFITLTC, ITmEEZEMICREL T EIV, i LIARNFET L2 b, terminal
editing enable @~ FZEIT LT, 1TREEZADNERE L T E IV, ITEN LI
RESNTWDHIEZ, 2~ RIA4 v ETH =Y NF—OBBLFOMARTIEEA
DT, HELTLIEEW,

create ip host term0O1 192.168.0.101:}

create ip host term02 192.168.0.102 mLALaYY RE

(c)NS-2240# show ip hostd
IPaddress Hostname

(c)NS-22404# configured
(c)NS-2240 (conf)# terminal editing disabled

(l a7 FERORLAH)
(c)NS-2240 (conf) # create ip host term0l 192.168.0.101
(c)NS-2240 (conf) # create ip host term09 192.168.0.109

(c)NS-2240 (conf)# terminal editing enabled
(c)NS-2240 (conf) # exitd

(C)NS-2240#

(c)NS-2240# show ip hostd

IPaddress Hostname

term01 192.168.0.101

term02 192.168.0.102

ET 7 A N%E FTP T7 7 A VERET D HIEBAREE XV R —F LTCWET, FEHL 15
BEELBRET) 2L TSN,

o R

EE  CONSOLE AR— FDIHRKRIZHREAVT Y FEDR LA#HETSIESIE. 4—ZFILY D
FDEETA LA E11THI=Y 1 BEEIZERELTLEE,

EE Telnet Y547V I, RETALADKRETEFEA, CDI=H, Yy FT—
DEDU AT MHERD Telnet 7 54T MIEREIARY FEOFR LAAZELT
S5&. BRENKRBTIBENDYET, Telnet V5S4 F7 2 FMIHREIATY FED
FRLAHFEITIBAEIE. Telnet 7S A7 2 MMZT, 1 ITEERICAEBIASDOXF
FJIDREFFOI/OGREEABELTLLEEEL,
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3.2.5

3-20

REDRE

AEEORELLEE LIGE., Torov a7 4 JICREDPKBENET, =7
a7 4 ZIEWNEAETY (RAM) O7 7 A VTTOT, AEELEIL/HRLETL ELF
LEBRENHESNTLENWET, B LEHREEZRGAET HITIE, write 2> K& LT
LCT =2 7arvd 408 AS— T v 777 A MRIFEL T E &,

SmartCS ODRAZ— 7 v 77 7 A VI CF I — REEENHBICK 4 77 A1,
SmartCSmini DA X — 7 v 777 A NIIHNE CF I — RKORIZ 4 77 A4VH Y £,
ALEBEBDETHEEICAY—NT ST 7 ANVONEN T =T a7 4 7L LT
MAIAENTE T, For=v T a7 4 ZIINEAETVICL OFEL, REBEOKE L LT
WoiET,

SmartCS D4 . AIEE O PCMCIA 11— K2y MIAECF I — KRB EAINLTWA
LAk, BB CF A= ROT 74NV DAL —NT v T 77 A IVINT =T a
V74 7 LTEARAENE T, AED CF I — RN AINTWARWEGEATE, REEN
IR FE SN TWDT I AN NDAL = NT v T T 7 ANVINT = Tar7 4781
TwAAENE T,

HES CF I — FE2LTHE L 925 SmartCSmini TiE, A CF h— KDF 7 4L kDA
B—= T T TrANNT =0 7arT 4 7 LTurAEET, SMB CF U — Fad
FASNTORWERIIT AT LAY 7 " =27 PR LEFADO TIERLS EE N,

THHWREOT 7 )V NDAX— T v 77 7 A id, startupl 7 7 4 LT,
EENRFICHEAIAEND AX — 8T v 77 7 A4 )V, default startup =~ R&Z (T LTE
FILZEenTEET,

(SmartCS)

RERA E 1) (RAM)
FARL—>3 v

E—F

'{ 3&:‘/]“:»747‘}7

[ il i startupl 7 74 JL } ,,,,, :

L ---E» startup2 7 7 1/ JL } —————§

RN P N startup3Z 7 A JL } —————

L ---E» startupd 7 7 4 )L ] —eeed

Fbo)
SVERCFH— K
BT 4TI,
_P startupl 77 4 )b % default startupa< > KT

writea<w v K

BERAE

RE—+FvT

T7AILEIEE BREEE
i. -4 .E; startup2 7 7 A/ JL } ,,,,, 1
L----E. startup3Z 7 1 JL ] O
L--..E. startupd7 7 1 JL ] ,,,,, |

3-12 EREDHRF(SmartCS)
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(SmartCSmini)

ARL—ay
Tk

REBAE(RAM)

'{ SyzyHavIqy }:

41ERCF
—f> startup 1 771 )L &»
- 'E’ startup 2 771 JL ’}7
@ i--- .-{» startup 3 77 AL }
et

2200 L ] L EmaLIE,
RB—rTVT > startup 4 774k default startupaA YR T
T7AIVELRTE BRELEE

3-13  EEDFRF(SmartCSmini)

(1) BEOERERFE REDRFLAZETELLEGS)
write A~¥ 2 RaA 7o a VELTIATLET, 733 VEABEEETIC write 2w R
EEITTDHE, BEBRFICHRAAENTCAZ — T v 77 7 A VICEEDPRTESIET,
T OARRETHMNE CF 71— RAffA LARE A ES) L 725581%, /8B CF 1— Ko
startupl 7 7 A V3 FRAIAEILE T,

(SmartCS)

(c)NS-2240# writed
Do you really want to write external startupl [y/n] ? y<

(c)NS-22404#

(SmartCSmini)

(c)NS-2240# writed
Do you really want to write startupl [y/n] ? y<¢

................ writing
(c)NS-2240#

(2) SERCF A— KD startup2 27 A VIZHREXRET 158

SmartCS Tl write 2~ RD/XF A —F(Z [startup 2 external] #IFE L CTEITLE
7

SmartCSmini Tl write 2~ KDO/XT X —X|Z [startup 2] ZFELTEITLET,

(SmartCS)

(c)NS-2240# write startup 2 externald
Do you really want to write external startup2 [y/n] ? y<

................ writing
(c)NS-2240#
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€)

(SmartCSmini)

(c)NS-2240# write startup 24
Do you really want to write startup2 [y/n]

? ye

(c)NS-22404

HERNEPD startup2 7 7 A ILIZEREFREFET 158

SmartCS Ti write =2~ RO/ /3T X —X|Z [startup 2 internal] Z#HEE L CEITL F
‘g—o

SmartCSmini (3458 CF 1 — RIZOBRARZ— R T v T 77 AR HY T OT, HEEN
NIRRT TE £ 8 A,

(SmartCS)

(c)NS-2240# write startup 2 internald
Do you really want to write internal startup?2

ly/n] ? yd_

(c)NS-22404

write I~ FOEBSBRNEZRT [...] 1TV AT LY 7 Y =7 Versionl.1 TIEIIN
T2 HEHE T3~
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3.2.6 HEiCE

AAEE 2 HALE T 5 121%. reboot T< 2 FEFEITLE T,

(1) BEOBEHUEFICA T a v EHEELLENGS)

reboot A~ K& 47 a VL CEITTHE,. TIFNVINDAX—NT v T 77 A4V %
FEAIA A TCARIEENFHER L E T,

(c)NS-2240# rebootd

Do you really want to reboot with main system and default startup [y/n] y<_

(2) HEBCF H— KD startup2 7 7 A LDBREZHARATAREEZHEH T H158

SmartCS iZ reboot =~ KD/ /T A —# | startup 2 external | Z#45FE L CTEIT L E 7,
SmartCSmini % reboot 2~ RO /XT A —H|Z Tstartup 2] #HEELFET,

(SmartCS)

(c)NS-2240# reboot startup 2 externald

Do you really want to reboot with main system and external startup2 [y/n] y<_
(SmartCSmini)

(c)NS-22404# reboot startup 2

Do you really want to reboot with main system and startup?2 [y/n] y<_

Q) AKERHOD startup2 77 1 LDHREZHRARAATEAEEEZHEDHT H158

SmartCS I reboot =~ KD /3T X — X |Zlstartup 2 internal | Z#45E L CTEIT L £
AHEEWNHE D startup2 7 7 A WIRGF SN TV DR ENE CAREE 2 FE) L 7,
SmartCSmini DA% — 7 v 77 7 A VTSN CF 1 — FIiZH v £7, EENIIZAF

— T T T ANEHYEFEADT, BENHBORAY— T v 777 A VERELTH
EEICX FHA,

(SmartCS)

(c)NS-2240# reboot startup 2 internald

Do you really want to reboot with main system and internal startup2 [y/n] y<
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AIEE DOMREDR EIT DWW T L TWET,

VB2 A 0B DRNC LT BHA L TEE VY,

il
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b
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o

4.7

N s
e e s

B R R R s s e

e
I = I =

//}é:
Ty NU— 7 OBE
11 REBEORA NL/IPT FLADER

1.2 RBTF A4 I N—T 4 T DRE
1.3 DNSZ 4T FORE

CONSOLE R — k D% &

U TIIVR— N DOERE

R— F = DO E

1 ¥t —FORE(EL Y hE— R/ XA L7 bE—NF)
A— hHP =R =z —DFER

AR N YR 2 — PRI (R — b = —FFBAE)

B M= DT 7 & AR HEfe 7 2 2L & BT — K)
R— M — OBt v > a UHE

R b= (F A L7 FE—R) DZER— N EFOLEH
AR— b —HF DB

VUTINER— DT TERE

R—hH =Dt v g HEUIEREEDRE

.10 2O O R — F Y — SRR DR E

R— a7 ORE

1 A= bu ZHEEDOFEIT L5

2 K— ol REOBRE
3 AALARZLUTDOHRE
4 vl A LAB T DORE
5 A—/VERFEORE
6 FTP £[E OB E

7 SYSLOG &8 D% E
8 NFS E[F DR E

9 R— b FREDHER
XU T OFRE

L1 = OREE & HIR
2

3

4

5

6

7

H

© 00 N O O B~ W DN

Z—PRRAT — ROFRE

RADTUS FREFHERE/RADIUS 7 1 7 > MEERED R IE
TACACSHEERE DX iE

TELNET Y — DR E

SSH H— "D E

BIE— DT 7 & AR

HEHEORE
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L
o0

Ll

il e
% 0 0 @ © 0 W oD ®

7.
7.
7.
7.
7.

1
2
3
4
5

© 00 N & O B W DN

— =
]

.12

8.13
8.14

SNTP 7 A4 7 > s DRRETE
SN\MP =— = > FDORBRE
SYSLOG 77 74 7 > s DX IE
BEL Y OBRE
B ALY — 2 DFRGE

S

FEARGE

BV —ERADRE

R— b a S OEERTE

A— b o FRAFSE R FAREDER

R— b 7 OBRIFHEREDE L & R — b — R =2 —FROHIE
A— b2 — 585

SSH /R A U — K (Basic) 3

SSH ZABH# (Public) 787

F—hELZ MERRGK— R —D& L7 hE—R) OBRE
RADIUS FRZEHERE/RADIUS 7 4 v o MERED R E GEAR TE)
RADIUS ZRFFEERE/RADIUS 7 41 7 o MMERED R E

(e HERE 1:filter_id_head)

RADIUS ZRFFRERE/RADIUS 7 1 7 o M EEBED
USHBRE2: T 78R L—E L JHERR)
TACACS+H¥HE DX E (FEARFX E)
TACACSHEERE DFXE X E: 7 7 B A 7 /v— B JHEHR)

£

e



4E FHERE

4.1

4.1.

1

2y bI—UDERE

FEEDKRRAME/IPT FLADEE

TR OARIEE DR A M 1x [NS-2240) T,

KA NG EEHET 5HI21E. set hostname=x~> REZFEFTLET,

FA MR ETE 5 XTIE, FAOFRKTE “ 7 (Trd—n—) “T (7). B
T (Ry DAMERTEET, 2720, SUFHNORPO LT & b O I 5ET
TRITNEWTETA, £72, Py bORTRIZIEIANA 7, Ry b, 7o ¥ —~"—3fH
TEEH A, FAMORKILTHIT64LTFTTT,

(c)NS-2240# configured
(c)NS-2240 (conf) # set hostname SmartCSd
(c) SmartCS (conf) # exitd

IP7T KL AL Xy b~ A7 D% TIdset ipaddra~ > K TITWET,
THFHMRFOARLEZEDIPT LA E Xy b~A 7% [192.168.0.1/24] T,

(c)NS-2240# configured
(c)NS-2240 (conf) # set ipaddr 192.168.0.100/24d
(c)NS-2240 (conf) # exitd

RIEEDORA NRCIPT F LU A7 EOE#HIZ, showipa~ > FTHRETE £,

(c) SmartCS# show ip+<

Hostname :SmartCs
IPaddress :192.168.0.100/24
TcpKeepAlive :180

(c) SmartCsS#
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412 RETA4VIIN—T4VTDHRTE

ART 4 I N—RROT T )V b —T 4 VT EHHRIET HITIL, create ip route=z~ > K
EFEITLET,

(c)NS-2240# configured

(c)NS-2240 (conf) # create ip route 172.16.1.0/24 gateway 192.168.0.24d
(c)

(c)

NS-2240 (conf) # create ip route default gateway 192.168.0.2544
NS-2240 (conf) # exitd

N—T 4 7T —TNVOEHRIL. showip routez~ > N TR TE £,

(c)NS-2240# show ip routed

destination netmask gateway iface
default - 192.168.0.254 ethO

172.16.1.0 255.255.255.0 192.168.0.2 etho

(C)NS-2240#

4.1.3 DNSUSA4T7 2 FDERE

DNSZ 947 v FaHRET HITIE. set dnszT< > K, set dns localdomain=~ > K& &
TLET,

(c)NS-2240# configured

(c)NS-2240 (conf) # set dns 1 192.168.0.21d

(c)NS-2240 (conf) # set dns localdomain example.co.jp<
(c)NS-2240 (conf) # exitd

DNSZ A4 7> FOEHRIL, showdnsTa~ > FCHERTHZ N TEE T,

(c)NS-2240# show dns<
Local Domain:example.co.jp

No. DNS Server
1 192.168.0.21
2 —
(c)NS-2240#

4-4

FE DNSUZAT7ULDEREZEITIE. DNSH—/ORKEIZE >TRHINTH—T R
PMEFTTHIENHYET, R— FOJTEENMFEEICITONIRETIE, FEY—
/\(Mail/FTP/Syslog)D & Bl ZDNSH — /N TRR S LTI IP7 FLRZHE L TH
ESNDIEEHRN-LET,




4E FHERE

4.2 CONSOLE R"— FDERE
THHEEEOAREE OCONSOLER— I, TEOEPHEINLTWET,

IH B MHAE
IRIRIHE 9600bps
Tk 8bit
N T4 L
A by 7Ey b LEY R
7 & —i XON/XOFF

CONSOLER— FDREZEFE T HIZ1%. setconsoler~ > KEFEITLET,

(c)NS-2240# configured

(c)NS-2240 (conf) # set console baud 1152004
(c)NS-2240 ( )
(c)NS-2240 (conf)
(c)NS-2240 (conf)
(c) ( )
(c) ( )

conf) # set console bitchar 74

set console parity evend

NS-2240
NS-2240

conf set console flow noned

#
# set console stop 2
#
#

conf exitd

A2EEDCONSOLER— h O EAERT 5 &, HEFHHADO Y TIVR— FOERE &
K= 5720, a7 b [()NS-2240(conH# | NIEL L FanEnel 5560
HYF9, BWEEFHERO VY TIVR— b OFREZ A EOCONSOLER — R O EILE
bETHS[Enter]l ¥F—2 AN L. 700 P FRELL ERENDZ EEZMER LTI EE N,

CONSOLER— FD1E# 1%, show consoler~ > R CHERTE £ 4,

(c)NS-2240# show consoled
Baud : 115200
BitChar )

Parity : even

Stop )

Flow : none

Syslog : on
(C)NS-2240#
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4.3

4-6

D) TILR— FDERE
THHMREOAEEO R TOL Y TAR— ME, FROMARESNHTHNET,
B A MHEAE
(R RE 9600bps
T4 8bit
YT 4 7L
ARy FEY b 1y kR
7 v — il NONE
DSROR) FHHB N T v OFF
DSR (DR) {5 = 1R 4k Hikk BE ON

VUTIUR—=FORELEZEETBHIC

X, setttyz~o> REFEITLET,

(c)NS-2240# configured

(c)NS-2240 (conf)# set tty 1-16 baud 96004
(c)NS-2240 (conf) # set tty 1-16 bitchar 8¢
(c)NS-2240 (conf) # set tty 1-16 parity noned
(c)NS-2240 (conf)# set tty 1-16 stop 1<
(c)NS-2240 (conf)# set tty 1-16 flow noned
(c)NS-2240 (conf) # set tty 1-16 drhup offd
(c)NS-2240 (conf) # set tty 1-16 detect_dsr ond
(c)NS-2240 (conf)# set tty 32 baud 1152004
(c)NS-2240 (conf) # set tty 32 bitchar 74
(c)NS-2240 (conf)# set tty 32 parity evend
(c)NS-2240 (conf) # set tty 32 stop 24
(c)NS-2240 (conf) # set tty 32 flow xond
(c)NS-2240 (conf) # set tty 32 drhup ond
(c)NS-2240 (conf) # set tty 32 detect_dsr offd
(c)NS-2240 (conf) # exitd

I TR — OB ERETATTYY A MET AT ALY 7 b v =7 Versionl.1 TENN

SHVIHRRE T,

DSRIF 5 & fx HHRE

F e,

ZOFFIZ¥ %

AnmL.

X KE

I AT LAY 7 7 =T Versionl. 2 TEIM I




4E FHERE

U TR — R OFRIL, show ttyz~ > RCTHEETE £,

(c)NS-2240# show tty 1<

tty ¢ 1
baud : 9600
bitchar : 8
parity : none
stop 01
flow ¢ none
drhup : off
detect dsr : on

(c)NS-2240#

show tty=~ > Kddetect_dsriis A7 LY 7 b =7 Versionl.2 CiIBM & 7-TEHH TY,
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4.4

4-8

4.4.1

R— k—/\DHRE

EHE—FORE (LY FE—FK/EA4L Y FE—F)

R— h—NOEHE— N, THHWRFCIEA A L7 hE— RICEEINTOWET, &K
—hEVLZ MA=a— %o TEHISREEZ —0EH L2 WAL, set portd connect
select a2~ RERELET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd connect selectd
(c)NS-2240 (conf) # exitd

R—hrH =D& A7 ME— REFHT 58541, set portd connect direct=~ > N%
RELET, LHHMEOREILFA LT M E— F"C“?@T“ Tioa<r RiZkLr s bk
F—FPBFA L7 FE— FICHERET— FEEET 58103 ITLET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd connect directd
(c)NS-2240 (conf) # exitd

set portd connect2~ > KX A7 LY 7 b7 =7 Versionl.1 TiBMSNza~r RTT,

(2]

L7 hE— REFIHTLEAIE. A— b2 —VFERHEREZONIC LT, A— h=2—%%
BT HMENHY £T, £/, BLZ FE—FRTIEV I TAR—= DT 7 LR—
=R A =2 =D TFa— Ry v a Rt a— R EHE LG BMEV B
NEL RV ET, B2 bE— FEFHT 2551, set portd auth basica~ > K, set
portd tty label =~ > K72 5 WNZset portd tty ecmdchar=~ > R&EFRE L CAIHLTL 72
S0y,

)NS-2240# configured

YNS-2240 (conf) # set portd auth basicd
)

)

NS-2240 (conf) # set portd tty 1 cmdchar 014
NS-2240 (conf)# set portd tty 1 label Osaka-L3SW-1d
YNS-2240 (conf) # create user portOlusr group portusr password<

(c
(c
(c
(c
(c

New password: <

Retype new password: <

(c)NS-2240 (conf) # set user portOlusr port 1-32<
(c)NS-2240 (conf) # exitd




4E FHERE

4.4.2 R—bH—NR\AZ21—DFKRFE

A= bV — R =2 —DFRRFEEILset portd menu=a~ > R TITWVET,

RN h =R =2 —DRIRIZHOWTIE, BEPHR IR RIENZIER R DD DR IED 7]
BETHH., TOMETR— A RETKR— b a7 2 R/GT 50 E I DOREITEF L E
T, FRIFZZOEKEEERLTEHDOTT,

SE2UOK— kDT | TTVH— FOK—kOY o e B
REHRTE REFHTE Auto
(set logd output) (set logd tty log) (default) on off
cfram(default) on(default) O (2'%/%2 O (i%ﬂf) X (3'53‘%2:?)
off X@FEFmR) | OGER) | XOEEFRTR)
off off X (FEFR) OFER) X (FEFER)

EROLEBY, REEBO THHMAREOR — M — 12X = o2 —OF/RIFETH B
(QutIZREENTWET, £z, TTYR— FOR— b o Z3RET 2% EOnIC 2 - T
WETOT, TIHHMROREEZFHA L TV HHAE, A— b h— X = —2NHBIIC
BRINET,

R—ro 7 REOHEIZEBR 2 R— b — "R =2 — 2 LRI BHHEEIL,
menu on% i E L £7,

set portd

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd menu ond
(c)NS-2240 (conf) # exitd

F— b SR EOFEICEGE e B M — N = a—%FRE LWV E ST B2, set

Ut

portd menu off 2~ REFHEL T,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd menu offd
(c)NS-2240 (conf) # exitd

R— =R =2 —DF % HERHE S 5121E, set portd menu autoZ 1T L £,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd menu autod
(c)NS-2240 (conf) # exitd

set portd menu=~ > RiZL A7 ALY 7 b7 =7 Versionl. 1 CBMNENZa~2 RTY,
728, Versionl.1 Cldtelnet” 7 B AW HGZh & 720 £97,
Version1.2LAME D > 25 A Tldtelnet/sshOW T D7 54 7 FTHEBhER D £,
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4.4.3

4.4.4

4.4.5

4-10

R— b —/\O2—EE (R— 2 —H25E)

TelnetZ A4 7> "B AREBOR— "M —RNZT7 7B A LEZBICEWET 2R — h=2—
PREREIL, I%HjﬁH#’Ci FRREMEL | ICRRXESNTWET, A— b2 —VRGEE (585
%UJ ICEFT 9 5I121F, set portd auth=~ > REFEITLET,
— b — 585 "a_" FRREH D | ITRRIET D &, AEBORTOV Y TV R—FTHR—h
VB RE NS EME L £ 5,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd auth basicd
(c)NS-2240 (conf) # exitd

SSH” 747 v baFfHT 2561%. 14.6.4 SSHY—NDFRE, 2L TN,

R— b —DT7 IV ERFHBR EHETOFILEERE—F)

THHMEEOR— b —"07 72 Z2HIR (k7o bavegges—F) 120
Telnet/SSH?D / —~ /LE— RKRW)D AN FF ] STV ET,

Telnet/SSHD / —< /L E— REE=F—F— FRO)OM G ZFHTEDL L HITR— Y
—NR\DT 7 ARREERET 25T TiOa~y REFEITLET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd tty 1-32 session telnet bothd
(c

)NS-2240 (conf) # set portd tty 1-32 session ssh bothd
HLLIX
(

(

c)NS-2240 (conf) # set portd tty 1-32 session both bothd
c)NS-2240 (conf) # exitd

YT NR— FOFFHAEZIEETATTYV 2 MME, VAT LY 7 h7 =7 Versionl.1 TiEM
SN ERETT

R— b H—n\DEH Y > 3 V&G

AT AY 7 =T Versionl.6LAFTNE1 DD U 7 LR — MMZ ) —</LEF— FRW) & E
=2 —F—FRO)TENENIEY Va ry TOERTEEST, VAT LAY 7 by =T
Versionl.7TIII HIZ 12DV Y T AR — MK LT/ —<E— RBRER2EY Va3
F=H—F— FPRRBE Yy v a v ETHRTED LD ITHRELILEL T ET,
Pegirle /et v g VHEEIR TS RIE TROa v REFATLET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set portd tty 1-32 limit rw 2 ro 34
(c)NS-2240 (conf) # exitd
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4.4.6

R—bH—N (FA4LY FE—F) ORER—FESDEE

£ TR — FTEEL TWWDTelnet/SSHD /) —< L E— R E=oH —F— KDV —

B AR — hFEEIL, set portd telrw/telro/sshrw/sshroa~ > R CEETHZ ENTEET,
Telnet/SSHD / —< /L E— R L E=F —F— ROV —EAR— FESELEFTHBE1T.

1025~65000 D& THH L TR — FESEZRE L T LI,

NS-2240 (conf) #
NS-2240 (conf) #

NS-2240 (conf

NS-22404# configured

set portd

telrw

100014

set portd

telro

110014

set portd

sshrw

120014

set portd

sshro

130014

(c)
(c)
(c) ( )
(c)NS-2240 (conf) #
(c) ( ) #
(c)NS-2240 ( ) #

conf exitd

R— b P —"DZER— FFEEIL, showportd=~ > FTHER T ET,

(c)NS-22404# show portdd

portd status enable

auth status none

connect status : direct

base port number
telnet r™w 8101 ro 8201
ssh r™w 8301 ro 8401

timeout status
idle timeout: on ( 60min)
ro_ timeout on ( 120min)

menu status auto

tty Label Listen Port TimeOut

telrw telro sshrw sshro idle ro
1 L3sw-1 8101 8201 8301 8401 60 120
2 L3SW-2 8102 8202 8302 8402 60 120
3 Serverl 8103 8203 8303 8403 60 120
4 8104 8204 8304 8404 60 120
5 8105 8205 8305 8405 60 120
(B%)

31 8131 8231 8331 8431 60 120

32 8132 8232 8332 8432 60 120

(C)NS-2240#

show portd =~ > F®Connect status/Menu status/Label DX RIZT AT LAY 7 U =7
Versionl.1, base port numberiZs A7 A Y 7 b7 = 7 Versionl. 3 TEBIMIN/-HEE TT,
Ka<vw RORRFERIFZT AT LY 7 87 =7 Versionl. 7TCRES AT L TWET,
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4.4.7

R— b —H0Em

A= ha2—FEIBMT HI2IL, create user2~ > REFEITLET,

A= bha2—PFIZET 7 BRAZHFATHVI T AR FNERETHLENDD £T DT,
create user 2~ K®Dport4 7+ a3, & L<Idset user port =2~ REFEITLTT 7 &
AEFATHV U TIAR—FEREL TSN,

LRI, A— b2 —FportOlusrZER L. >V 7 /LR — h1~8L 1TDOHIKR— NI T
TR AETATHGAEER L TNET,

(c)NS-22404# configured

(c)NS-2240 (conf) # create user portOlusr group portusr port 1-8,17
Password <

New password: <
Retype new password: <

TROa~vY FTHRROBRENTE £75,

(c)NS-22404# configured

(c)NS-2240 (conf)# create user portOlusr group portusr passwordd
New password: <

Retype new password: <

(c)NS-2240 (conf) # set user portOlusr port 1-8,17d

create user 2~ RDportd 7 a i, VAT ALY 7 b =7 Versionl. 2 TEBIMNE N7z
F7va T,
YU TR — FOHIPFAZFRET HTTYY A NI, A7 ALY 7 FU =7 Versionl.1 TiEN
SNTHERE T,

R—hax—HFO—ESEMEIL, show usera~ 2 RTHGETE £,

(c)NS-2240# show userd

User-Name Category (Uid) Public-Key Port-Access-List
root root (0)

setup setup(198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portOlusr portusr (501) 1-8,17
(c)NS-2240#

show user =~ o NELTHFICFE R &N 5 Port-Access-List OTTY VU 2 MERIL, AT LY
7 b7 =7 Versionl. 1 CIEMEN7-HAETT, VAT ALY 7 hY =7 Versionl.3 T2 —H
D FRNER: % root/setup/verup/log/mormal/portusr & L. normal & portusriI £ i T Y — b
THEIICELTLE LT,
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448 JYTLR—bDIRNY VITHRE

U TR — MR ST BRI S SR VB T X B X 91T, U TR — MR
BT ED TSNV ERETDHIENTEET, TUMIERE TE L 0FANTHRAKR32LTTT,
TYUVHRE TE DL FILEAOEI T L7 (T —n—) | < (A7) (“2 (K
v M) BEXOW@ (7y h~—7) MEATEET,

(AT Y7 b =T Versionl.6 AR T~V OB RKEIXI6CFETT, FAHFEHFTLET
YHE—=N— e A T DI AL L SLTFHN D ) O ST & etk O LTI T T TR T AT
JERA, £72. Ky POREBIZIEIANAS 7>, Ry b, 7o —NRN—IfFATEEHA)

NS-22404# configured

NS-2240 (conf) # set portd tty 1 label DB-serverd
NS-2240 (conf) # set portd tty 2 label L3SWd
NS-2240 (conf) # exitd

(c)
(c)
(c)
(c)

VUTIUR—=FIRELEZT VL, R— =L 7 bE—RFOR— L7 M
fE)<Lshow port =~ > K, show portd session=~ > K72 E CEREINET,

(c)NS-2240# show portd sessiond
telnet rw : 3 ro : O

ssh rw : 0 ro : O

available session (telnet only : 69 / ssh only : 46)

tty : Label Session-Limit
Type Protocol:Port IP-Address:Port Login-User

tty 1 : DB-server RW: 2 / RO: 3
rw 1 telnet:4731 192.168.30.145:23 portOlusr

rw 2 telnet:3495 192.168.30.146:23 port02usr

tty 2 : L3SW RW: 2 / RO: 3
rw 1 telnet:4740 192.168.30.200:23 port03usr
(C)NS-2240#

show portd session=~ > RFEATIHI KR 415 JcH31T(telnet/ssh, available session)
1T, ¥ AF LY 7 b7 =7 Versionl.5 TBM S - HERE TS,
Ka<wr FOERERITIV AT LY 7 F 7 =7 Versionl . TCRE S ZEH L TWET,
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4.4.9

R— bk — DY 3 U BEYIMEREDETE

AREEITT A FAFA~T A PVEHFE)ICE 28y v a v o BETINEE S, &y
a 2 A ~ (R RIC & 5 BB ST RE & 58 L TV kT,
AREEZANCT DT TROaA~ Y FEFEITLET,

74 R4 A ~<(idle_timeout) #i% € L2 AL, B 7 hA=a— R — hh—n 2=

2a—FRE BEIO, VU TAR— D —<LE— FRWERRICHB W T, RE S
7 4 RViKEE(telnet/sshiii R 2> 5 A )T —Z DRIV TWRVIREE) 2T 5 &, 20tk
v ¥a CEREBICEI LET, T A RV Z A v OREHHIZ1~605r. 7 7 4V FMIOFF
<7,

v va OUINIERERICITDE T,

(1)

TA RVEA <G, YV TNAR—=F DT 7 8AZKET L, K= =" A=a2—
ZFIR

!

TA RNV A<igilath, R— b — " A=a—2/&TL, EL7 PA=a—2FR

!

TA RVEZA <Rk, EV7 MA=ma—%2KTL, By g 20l

¥ g A ~(o_timeout) R E L2 AT, telnet/sshifiR/H > U 7 LiR— hDOE
=% —%— KRO)IZHH LIE Ebf\_ﬁfﬁﬁ"l"xﬂﬁ“é L FOE YT a o EREIEICEIR L
T4, Byva XA ~ORERMMHIT1I~14405r. T 7 4V FOFF T4,

(c)NS-22404# configured

(c)NS-2240 (conf) # set portd idle_timeout on 304
(c)NS-2240
(c)
(c)

(conf)# set portd ro_timeout on 180
c)NS-2240 (conf) # set portd tty 1-32 timeout on
c)NS-2240 (conf) # exitd

ARHEREIZS AT LY 7 b7 = T Versionl. 7 CiBIN S L7-HEHE T,

4.4.10 ZOHMDHR— Y —/\EEEDRTE

4-14

(M

Break EE DB FENDER
K%EMﬂMa@$w347y%ﬁ%%ELKNWW»~7#«?7&&Bme%&
LTo YU TR — MO LIS SRR E ST D 2 N TE £, LMD
ARIEEREIZOFF T, &2 brk_char none®FEIE, ¥ —IF LB NVIT L—r %+ 5
JHEEELZD, R—FA==2—25 “10'send break to tty” #3FZ{TLTH., > U TV
N— MZBreak(d HIIEEINEF A,

AHgREZ U T VAR— F1~16 & 321K ET 2 I12IE, Tt a~» FEFETLET,
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(2)

©)

(c)NS-2240# configured

(c)NS-2240 (conf) # set portd tty 1-16 brk_char brkd
(c)NS-2240 (conf) # set portd tty 32 brk_char brkd
(c)NS-2240 (conf) # exitd

)
)
)
)

VUTNAR—NOFHEEEETHATIYY A ME, AT LY 7 7 =7 Versionl.1 TiEN
SNTHERE T,

BITOI—FDEE

A IStelnet 74T 2 "R DZELIZBATa— RELEH LT U 7LR— h~k 5T
HZENTEET, diTa— FoLEHL, 1EH#72 L), CR+LFZCRIZZH#) . [CR+LF
ZLFICAEH) OFHRIRLET, I%Hjﬁﬁ%wﬁﬁﬁﬂi [CRH+LF% CRIZAEHL | NERE
ENTWVWET,

WiT2— F(CR+LP) ZLFIZEHT 5121%, Fitda~r REFITLET,

(c)NS-22404# configured
(c)NS-2240 (conf) # set portd tty 1-16 nl 1fd
(c)NS-2240 (conf) # exitd

VUTNR—NOFAEEETHATIYY A ME, AT ALY 7 7 =7 Versionl.1 TEN
SNTHERE T,

R rH—NAZ 1 —DYEBEXFI—F (v a vhHXFEI—F)DER

BRI GHEER IC T 7 B A LB TR — M — "X =2 —% KR T 5121F, R— b=
A a—DYELFa— Ny ra ¥t FEa—NERELET,
B CE BT a— NI TFTROERBY T, ZHHOZ—IF 1Y 7 Mok Tk
I—RNZEDETCONTWAUBRLTENRTRERRDIGENRDY £,

2— K B SCF- a— K DS
00 [Ctr]-@] 10 [Ctr]-P]
01 [Ctrl-Al 11 [Ctr]l-Q]
02 [Ctr]-B] 12 [Ctr]l-R]
03 [Ctr]l-C] 13 [Ctr]-S]
04 [Ctr]l-D] 14 [Ctr]-T]
05 [Ctr]-E] 15 [Ctr]-U]
06 [Ctr]-F] 16 [Ctr]-V]
07 [Ctr]l-G] 17 [Ctrl-W]
08 [Ctr]l-HI 18 [Ctr]-X]
09 [Ctrl-1] 19 [Ctrl-Y]
Oa [Ctrl-J] la [Ctrl-Z]
Ob [Ctr]l-K] 1b [Ctrl-[]
Oc [Ctrl-L] lc [Ctrl-/]
od [Ctrl-M] 1d [Ctrl-]]
Oe [Ctrl-N] le [Ctrl-~]
of [Ctrl-O] 1f [Ctrl-_]
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4-16

A= =X =2 —DYPEFT 22— RiL, set portd tty cmdchar=~ > R CTRETE F
T, AN— b — X =2 —DYE LT a2 — FZ0x01(Ctrl+A) Z R E T DIk, Fieo=a~
YV REFEITLET,

)NS-2240# configured

YNS-2240 (conf) # set portd tty 1-16 cmdchar 014
YNS-2240 (conf) # set portd tty 32 cmdchar 014
YNS-2240 (conf) # exitd

Q Q Q Q

(
(
(
(

U T NR— FOFFHAEZIEETATTYV 2 MME, VAT LY 7 h7 =7 Versionl.1 TEM
INT-HEBE T,

A— b —NOFEE#HIL, show portd tty=~ o R TR TX £,

(c)NS-22404# show portd ttyd

tty label rw ro session mode to brk nl cmd
1 L3sSw-1 2 3 both both off none cr 1
2 L3SW-2 2 3 both r™w off none cr 1
€3]
(c)NS-2240#

show portd tty=2~ > KdlabellZ, A7 ALY 7 b7 =7 Versionl. 1 CEBIMSNZHEHE T
T, Ravr FRORRJERILI AT LY 7 87 =7 Versionl. TCRESEZLZ L TWVET,
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4.5

4.5.1

(1

(2)

R— O DRE
R— bOTHEORTEFL

R— b O T HEEDEST
TR OR— b o ZHEEIE, FTRORETEHEL TWET,

- AR— b r ZRAEE : RAM(RAM/CF/OFF A 824R nJ €
VU TNR— hOR— Fr THRE : &2 ) 7R — FON
VU TR — DR — ha ST RERE : 500KByte(RAMGX ERF DT 7 4 /L M)

=~ 7 ORAFHRIZRAMS L <IISMBCFA— FZBIRL, PV 7R — MEllr 7 %
RAET DRRENMTONTND &, RIEBEOR— o JHEENSBBICEFELES, A—F
o JHEEED THHATREL, TRtoa~y REETLIRELR L TY,

(c)NS-2240# configured

(c)NS-2240 (conf) # set logd output ram

(c)NS-2240 (conf)# set logd tty 1-32 log on size 5004
(c)NS-2240 (conf) # exitd

C

U TR — FOFEFAEZIEETDTTYV A MME, Y AT LY 7 h7 =7 Versionl.1 TEMN
INT-HEEE T,

225, SmartCSICHEECEFI — REHFA L TWAEASE L O SmartCSmini Tlf, R—
7 DRAFFEZRAMMN HANCEF A — RIZERE T 5 Z N TEET, A— a7 ORFELE%E
IERCFH — RIZEFE T 5 &, RAMICHARKEOR— e V2R GFT52ENTEET,
A—bha7FEBIOET AL, 1222 R—rOJRE#EE & 1452 R—t+0O
TREDHRE| 2L TLIZEN,

(c)NS-2240# configured
(c)NS-2240 (conf) # set logd output cfd
(c)NS-2240 (conf) # exitd

R— kAT HEEDEL

A— b FHREZEIET 5 H kL, BEASIKTOFFICT 5 51k L v U 7 VAR — MMElZOFF
2T HHEO2EY RNH Y 7, ok, A— b JHiEAZ OFFIZ 9 % & | set portd menu on
WZLZ2WRY | A= =R = —OFRREIMEI N ET, G 1442 R—+Y
—N\AZa—DFRF] WL TITZS N,

A— b v VR A EE R CTOFFICT DI FROa vy FEETLET, Aavr Fi
FATTDE, VU TR — MECAR— b ZJHENONICEEIN TN TEH, &2 THVY
TIVR— F O ENOFFIZE Y b v £9,

(c)NS-2240# configured
(c)NS-2240 (conf) # set logd output offd
(c)NS-2240 (conf) # exitd
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4.5.2

453

4-18

AN— b ZHEEEZ U 7 VAR — MEIZOFFIZT 2121%, set logd tty log=~ > R&ZFHATL
£

(c)NS-2240# configured
(c)NS-2240 (conf)# set logd tty 1-32 log offd
(c)NS-2240 (conf) # exitd

U T NR— FOFFHAEZFEETATTYV 2 bME, Y AT LY 7 h7 =7 Versionl.1 TiEM
SNT-HEBE T,

FE R bOTREEZEERAKRTOFFIC LI KEALNIZEERET HE, YU TFILR—F
CEDR—FOTHENE TNV EDY . S0 7ar T4 JITRBENE
ED

R—rOJBREBORE

R— o VREEZEFT 510, setlogd tty loga~ > REFEITLET,
KILEIRFETELR— bR VBERBORKERLT Y T NAR—FZEIRFTE LR — |
0 REOREHA, LHMAamROREMIL, 2.2 R—rAJHEE 220 L T2
X,

U TINVER— F1~8D KR — b a /B EE1MByte, ¥V 7/LAHR— F320K— hn VS REE
2MBytelZZEH 3 5I121X, Fieda~r REFEITLET,

(c)NS-22404# configured

(c)NS-2240 (conf) # set logd tty 1-8 log on size 10004
(c)NS-2240 (conf) # set logd tty 32 log on size 20004
(c)NS-2240 (conf) # exitd

VUTNR—NOFHEEEETHATIYY A ME, AT ALY 7 7 =7 Versionl.1 TiEN
SNTHERE T,

BALRE Y TDERE

R—bhalOFA LA THEEEZONIZT D213, set logd tstamp=a~ > REZFEITLE
T, XA LAZ L TREIZ3 565535 O®IPH CRETE £9, 7ok, LIEHMWRFD ¥
A LAR U THEEEIZOFF, XA LAAX T HONIZ LG E DX A LAZ TREOT 7
+ /v ME60RTT,

S A DAL TR EZ00ICEE T HITIE, Freda~xy FEFETLET,

(c)NS-2240# configured
(c)NS-2240 (conf)# set logd tstamp on interval 300
(c)NS-2240 (conf) # exitd




4E FHERE

454 O REZVTDOHRE

R—htnron 4282 THEREZONIZT 511, set logd tty Istamp =~ > R % 54T
LET, B A AF U THREZONICT H L, YU T AR—MIT 7 EALIZ2—FD
nry A7y NORZANR— e IS ET,

THHRFO e 7' v A2 o THEREIZOFF ¢,
VUTNR— MO T AU AZ T EANCT DHIZIE, Treoa~vy REFEITLET,

(c)NS-22404# configured
(c)NS-2240 (conf) # set logd tty 1 lstamp ond

(c)NS-2240 (conf) # exitd

0 A AR TOAEFNILLT T,

<Web May 02 13:00:26 JST 2012 login RWl:userA 10.1.1.1>
<Web May 02 13:05:30 JST 2012 logout RWl:userA 10.1.1.1>

ARHEREIZS AT LY 7 b7 = T Versionl. 7 CIBIN S L7-HHE T,
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4.5.5 A—)LXEDETE

EWIIZAR— b 72 A — LR ET 521X, add logd tty mail=~ > K, set logd tty
sendlog=z~ v REZEITLET, YITAKR—FLDOFR—ba /%, Mal¥h—-
(192.168.1.1) ®mgr@example.co.jp-~, 6057 fEH L < IEA— b2 7 2380%IZE LIz &
[ZA—=IVIRET HITIE, TREoa~vy FEEITLET,

(c)NS-2240# configured

(c)NS-2240 (conf)# add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.14
(c)NS-2240 ( )# set logd tty 1 sendlog mail ratio 80<

(c)NS-2240 (conf)# set logd tty 1 sendlog mail interval 60<
(c)NS-2240 ( ) #

conf

conf

exitd

BEEZND A —NVO TG HMRFEOFREIT, LTOEEY T,

SR A/ : portlog TTY_%K =

CEEFEA—NLT FL R : portuser@ ARIEE DR A ML 2 —H )V RAA L7
Nl =274 T 7 A ER

« SMTP-Auth #/E : OFF

EETDHA—NOH TV =2 b%& [Data-Center L3SW| | £EHEA—LT KL A%
[smartcs@example.co.jp) . AA— FBE 7% A —)LOARZITHM L THEET DT, T
Davs REFEITLET,

(c)NS-2240# configured

(c)NS-2240 (conf)# add logd tty 1 mail 1 subject "Data-Center L3SW"d
(c)NS-2240 ( )# set logd tty 1 mail 1 sender smartcs@example.co.jp<
(c)NS-2240 (conf) # set logd tty 1 mail 1 type bodyd

(c)NS-2240 ( ) #

conf

conf

exitd

R—= b a7 &2/ 7 7 A NVICHENT DR EZEB 272> 7255 (set logd tty mail type
attachment % EWR), " — bt 7T V7 VR -+ ESFEHMNERNLA-
INS2240TTYO01_20090807152011.log] 72 ED 7 7 A V4 THRfF S E T,

F72. SMTP-Authf§REN L E e Mailth— NI A — L ZRET 55 E1F, Fiioa~vs |
Ta—H4CLFOf Tlimailuser) & S AT — RAHRE L E7,

(c)NS-2240# configured

(c)NS-2240 (conf) # set logd tty 1 mail 1 auth mailuser password<
SMTP-Auth password 4

Retype SMTP-Auth password <

(c)NS-2240 (conf) # exitd

AE R—FOJBEENERICTHONBRETIE, MailH—/ DO ARTEDNSH —/\THER
SEFIC, BEEIPPFLAZEELTRESNDI ZEZHEN-LET,

4-20



4E FHERE

4.5.6 FTPXIEDERE

EHINZAR— b r 7 ZFTPE(E T 5121E. add logd tty ftp=2~ 2 I, set logd tty sendlog
awv R %;ﬂﬂ%ﬁbia‘ YUTNR—= DR — w7 % FTPH—,3(192.168.1.1) D
loguser2~. 6043[MED L <IdAR— b1 7 0N80%IZEE L= G FTPEE 3 2 12id, Tie
Davy ReFITLET,

(c)NS-2240# configured
(c)NS-2240 (conf)# add logd tty 5 ftp 1 loguser2 192.168.1.1 password<
FTP password <

Retype FTP password <

(c)NS-2240 (conf)# set logd tty 5 sendlog ftp ratio 80<
(c)NS-2240 (conf) # set logd tty 5 sendlog ftp interval 60
(c)NS-2240 (conf) # exitd

R— a7, EBESNEFTPY—ROa2—FDR—LF 4 L7 bUIZ, U T LR—k
F5 L HAHMEWMA A -7 INS2240TTY02_20090807175530.log) 72 & D7 7 A 4, TR
FanEd,

FE R— bOJEENERICY bhéfﬂ TIX FTPH—/\D AR ZDNSH— /N THRIR S
BT, BEEIPT FLRAEHEEL THRESADZEEHENLETS,
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4.5.7

4-22

SYSLOG 32 1E DERTE

R— b1 7 %SYSLOGA(E T % 1Tidset logd tty syslogzr~ > K& FEITL £,
SYSLOGEE LA T R&ER— b 7pmE< &, 3 <IZSYSLOGH — NZiEE S E T,
YT NAR—=F1I~16L L) 7 AR— F320 KR — k1 7 & SYSLOGH — T EET 55
AR TFTROa~vry FEFFTLET,

YNS-2240# configured

YNS-2240 (conf) # set logd tty 1-16 syslog ond

YNS-2240 (conf) # set logd tty 32 syslog ond

)NS-2240 (conf) # set syslog host 1 10.1.1.1 portlog_facility local0
syslog_facility locall 4

(c)NS-2240 (conf) # enable syslogd

(c)NS-2240 (conf) # exitd

C
C
C
C

—_~ o~ o~~~

N— b 7 DOSyslogiix 7 +—~ v MITiOa~vr NTEHELET,
KIEBDRA NLROZA LAZ LT HRBMLIEZY , <TTYEB>42<T _XALSITETT 5
TENTEET, BEONRT A EHAEDE ConlcTHZ L TEET,

(c)NS-2240 (conf) # set logd tty 1 syslog format hostname ond
(c)NS-2240 (conf) # set logd tty 1 syslog format tstamp ond
(c)NS-2240 (conf)# set logd tty 1 syslog format label ond

Syslogt— Ml DR

By

(7 7 4V MERIE)
Dec 10 10:45:40 port logd: <TTYOl> ether(3) :UP

(hostname on X EHF)
Dec 10 10:45:40 NS-2240 port logd: <TTY01l> ether(3) :UP

(tstamp on % EWF)
Dec 10 10:45:40 Dec 10 10:45:35 port logd: <TTYO0l> ether(3) :UP

(label on gXENF)
Dec 10 10:45:40 port logd: <Tokyo-Switch-1> ether(3) :UP

U TNR— FOFHEFRET HTTYY A ME, ¥ A7 LY 7 b7 =7 Versionl.1 TiEN
SIVTHERE T,

N— kw7 OSysloghiik 7 +—~ v hOZEHEIL, A7 LY 7 F7 =7 Versionl.7.1TiE
ME7-HERE T,




4E FHERE

SYSLOG® # & IEshow syslog=t~ > K CHER T £,

(c)NS-22404# show syslogd

Syslog Status:enable
No. Syslog Host Portlog-Facility Syslog-Facility

1 10.1.1.1 local0O locall
(c)NS-2240 (conf) # exitd

SYSLOGH— "D ElL, [14.7.3 SYSLOGY SA4 72 FDERE] #ZML T EEN,

FE R—bOJEENMEEICITONSRETIE, SYSLOGY —/\D & AT ZDNSH —/\THE
REETIC, BEEIPTFLRAZEELTRESND L EZHREIV-LET,
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4.5.8 NFSEEDERTE

RN— b~ v 7 ZNFSH— NIRF79 512 dset logd tty nfsz~ > REFEITLET,

AL RN DT — 2 2% ET DL, A—bha 73 IENFSYH— R EFESNE T,
YT AR—R1~16L U T AR— 320K — b1 7 ZNFSH— TR FET L 551%
Tieoa<wr REFEITLET,

NFSH—RNIfgfFEEnzn S —5—2ar+5 2 b RETY, FRRORTITHAL
HOORON e V77 A vk —F— a2 LET,

NS-2240# configured
NS-2240 (conf)# set logd tty 1-16 nfs ond

(c)

(c)

(c)NS-2240 (conf)# set logd tty 32 nfs ond

(c)NS-2240 (conf) # set nfs server 1 10.1.1.1 path /mnt/nfslogd
(c)NS-2240 (conf) # set nfs rotate on 0 0 1 * *d

(c)NS-2240 (conf) # enable nfsd

(c)NS-2240 (conf) # exitd

NFSO#H Eldshow nfsa~ > R THER T £7,

(c)NS-22404# show nfsd

<NFS information>

Status : enable
Rotate : on
Minute : 0

Hour 0

Day 1
Month HE

Day of the week : *

<NFS server 1>

IP address : 10.1.1.1
Path : /mnt/nfslog
Protocol : udp

Mount status : mount

(-=-)

<NFS server 2>

(A%)
(c)NS-2240 (conf) # exitd

KEEREIZ S AT LY 7 b7 =T Versionl. 7 CIBI S L7-HERE T,
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459

R— b AT REDHER

AN—bo 7 OREEHRIL. showlogdm~ > FTHERTxET,

(c)NS-22404# show logdd

Log stored in : CF
Total Log Size : 14000 KB (Free 82000 KB / Total 96000 KB)
Timestamp off, Interval Time 60 sec
tty ¢ 1
Log on, size 1000 KB
Syslog output on
Timestamp off
Hostname off
Label on
NEF'S output on
loginstamp off
Trigger : Interval 60 min
Ratio 80 %
SendLog mail
FTP server(1l) -
Auth account : -
FTP server (2) -
Auth account : -
SMTP server (1) 192.168.1.1

Auth account :

Mail addr
From addr
Subject
Type

SMTP server (2)

Auth account :

Mail addr
From addr
Subject
Type
tty @ 2
Log on, size
Syslog output
NF'S output
loginstamp
Trigger
Ratio

SendLog mail

(C)NS-2240#

Interval

userl@example.co.jp

portuser@NS-2240 (default)
"portlog tty 1" (default)
attachment

192.168.1.1

user?2

user2@example.co.jp
portuser@NS-2240 (default)
"portlog tty 1" (default)
attachment

2000 KB
on
on
off
60 min
80 %

Ao~ R TERRINDHNFS output/loginstamplid T A7 A Y 7 b7 = 7 Versionl.7,
Syslog output?®Timestamp/Hostname/LabeliZVersionl.7.1 CiB I S 1L 7=HH T,
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4.6

XU T1DERE

4.6.1 1—HDEFLEHIR

AIEETIIABICSGDE C2—FEEBMLZD ., BTS2 k?ﬁf“é’f *7,

AHEE | — R — (userl) & R — b = —HF (port1) & &k 521X, create user =2~ K
ZFEITLUET, createusera~ 2 ROFEMIX A< FYI77LUR ] #2HLTLES
AN

(c)NS-22404# configured

(c)NS-2240 (conf) # create user userl group normal passwordd
New password: <

Retype new password: <

(c)NS-2240 (conf) # create user portl group portusr port 1-16 password<d
New password: <

Retype new password: <

(c)NS-2240 (conf) # exitd

create user®portd 7'+ g VNIV AT ALY 7 b =T Versionl. 2 CEBIMEN-47 v a
‘(“‘g—o

AZEE O — 2 — Y (userl) & AR — k= —H(port1) Z HIFr7T 5 21L, delete user =~ K
EIEITLET,

YNS-2240# configured
)NS-2240 (conf) # delete user userld
)NS-2240 (conf) # delete user portld
YNS=-2240 (conf) # exitd

(c
(c
(c
(c
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AIEEICERFEENTWS 2 —F —E L, showusera~ > RCHERTLHZENTE LT,

(c)NS-2240# show userd

Port-Access-List

— e
I

User-Name Category (Uid) Public-Key
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500)

portOlusr portusr (501)

(Cc)NS-2240%

show user =~ K CTHEREN B Port-Access-List OTTY VY R FERIFX, VAT LY 7 by

= 7 Versionl.1 CIEME NL7-EHE TY,

VAT LY 7 b T Versionl.3 T2 —H OERRIEFF % root/setup/verup/log/normal

/portusr & L, normal & portusri3 & aiTY — b3 5L 91

2 —HREROERE/ = —FID/ VN — T4 DFERIE, 12.3.1

LTL7EEN,

-
—

EHELELL,

A—YEHE/RAEE 22
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4.6.2 A—HI/IRRT—FNDHE

4-28

TR SN TN D 2 —HI(Z

TWTNHENRRAT = RBRRESNTWERFA, 22—

PN AT — REFHET HI2IE,. FREdD L 9 IZset user password2~ > REEITLET,
NRAT—=REEET 5G5S, ALavr R LET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set user

root passwordd

New password: <
Retype new password: <

(c)NS-2240 (conf) # set user

somebody password<

New password: <
Retype new password: <

(c)NS-2240 (conf) # set user

log passwordd

New password: <
Retype new password: <

(c)NS-2240 (conf) # set user

verup password<

New password: <
Retype new password: <

(c)NS-2240 (conf) # exitd

MEEEH -, 2TO2—FDONRRAT— RE2BFET LN TEET,
a—WOMER—EIL., {143 1—HHER 23R L T a0,




4E FHERE

4.6.3 RADIUS Z2EE#%RE/RADIUS 7 Hh o ¥ MRBEDERTE

RADIUSE 'H-“‘/\T:L“"H-%wunft L7, RADIUST AU v " —NIZT7 v b 7
PRETHICIITFRROa~> REFET L ET, RADIUSFRAIHERE/RADIUS T 7 o7 o MRE
IV AT LY 7 =7 Versionl. 2 TIEBM S L7 HERE T,

(1) RADIUS FBEEV 54 7 » FDERE

FBRE A RADIUSICA R L C, RADIUSERGEY —-3112172.31.1.1, RADIUSERER— b
hw% =7 Ly k¥ —(abedel) 2 88T 25 8T L FTOa~y R2F T LET, Fid

RETIIRADIUSIRGES N D 2— W3+ _RCAR— hax—H & L CUE I Ed, —ka—
#&&%ﬁ@n~%i$ EE DOWNERERAE (7 — B VEREE) TIThivEd, RADIUSFRGER
— h O TG HATREORR EIL1812TT,

c)NS-22404# configured

c)NS-2240 (conf) # set auth mode radiusd

Cc)NS-2240 (conf) # set auth radius server 1 addr 172.31.1.1d
c)

c)

NS-2240 (conf) # set auth radius server 1 port 16454

NS-2240 (conf)# set auth radius server 1 key passwordd
— 7 Ly k% — (abcdef) AJ]

YNS-2240 (conf) # exitd

(
(
(
(
(
[v
(c

— R PR E 2 — P A RADIUSEGE Y — N CRFE S H 25613, o T (4)
A—HHTIN—TDHEANES I TILR— DT I 2RAHRDETE (fllter id_head) | &
[(5) A—HTIL—TDHAMNELVTILR— DT I ERFIRDEE (FI/ERTIL—
EJ#EE) | 2L T EE0,

(2) RADIUS 7HIU R SA4T 2 FDEE
7w b X AEZRADIUSICZ®E LT, RADIUSY # 7 > k#—,311C172.31.1.1,

RADIUST H 7> h7iR— FIZ1646, > — 727 L v F % —(abeded) B8+ 251 L T =
< R&EFEITLET, RADIUST H v v hAR— b O TR OFREIL1813 T,

c)NS-2240# configured

c)NS-2240 (conf) # set acct mode radiusd

c)NS-2240 (conf) # set acct radius server 1 addr 172.31.1.1d
c)

c)

NS-2240 (conf)# set acct radius server 1 port 16464

NS-2240 (conf)# set acct radius server 1 key password<
v—27 Ly hF¥— (abcdef) AJ]]

YNS-2240 (conf) # exitd

(
(
(
(
(
[
(c
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(3) RADIUSEBEE/7Ho Y hERN 7Y LD LS4/ 84 LT MEDERTE

RADIUSRRFE/ 7 717 MRS » b U N T A B, BI/T I D> MEEr Y b
A LT Y MNEREZRET DHAEEIUTOa~r FEFETLET,
THHERETIEY b7 A BEG8E, ZA L7 7 MEFSH TRESNTVET,

c)NS-2240# configured
c)NS—2240(conf)# set auth radius retry 54

(

(

(c)NS-2240 (conf)# set auth radius server 1 timeout 104
(c)NS—2240(conf)# set acct radius retry 54

(c)NS-2240 (conf)# set acct radius server 1 timeout 104
(c)NS-2240 (conf) # exitd

@) A—YITNL—TOHEANES)TILR— DT £ ZAHIBROETE (flter_id_head)

RADIUSRRGE C—H 7N —T DI &~ U 7 VAR — DT 7= ZHIRETT 5 HE 1L, set
auth server {normal | root | portusr } filter_id_head =~ K¢, FRiEFF ICRADIUS
P =Bk BT B Filter- IdD LB SCFHN 23851 - & L THWT, 22—F 7 1—70
WA ITO O ELET, TN TN —F TNV —TFIRETE DB +1x1>4»o
7.

LUF OF%GE %17 - 12 lf. RADIUSREGES — NGk S/ —HF DFilter-1d7 U B2 —
MEIZEYD, ROL D ITBHELET

(c)NS-
(c)NS-
(c)NS-
(c)NS-
(c)NS-

2240# configured

2240 (conf) # set auth radius server 1 root filter id head NS2240_ROOT<
2240 (conf) # set auth radius server 1 normal filter id head NS2240_NORMAL
2240 (conf) # set auth radius server 1 portusr filter id head NS2240_PORT<
2240 (conf) # exitd

Filter-Id7 b U ¥ = — MENNS2240_ROOTH Hh5F 5 L T4 Th - G611, %
Da—PEREERER—F L L TRWET,

Filter-Id7 b U & = — MEANS2240_NORMALD> & 84 % 5 SUFHTh » 12 HA 21T,
ZDa—WE—fFa—HF L LTHRNET,

Filter-Id7 b U B = — MEANS2240_PORTN G E D LTHITH o 125611, £
Da—HaER—hraz—FLLTHWNET, £72, "NS2240_PORT1-10"D X 5 iZ,

NS2240_ PORTO#IZA— bEFZ T LFHRFN TN DHGE, ik STV DR
— FOT VB AMERRESINET,
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BWRADIUSH—/\ERTE
1—H4Z

somebody

FrJE2—RERE
Filter-Id = NS2240 NORMAL
Filter-Id = NS2240_ROOT
Filter-Id = NS2240_PORT1-10
Filter-Id = NS2240_PORT11-20
Filter-Id = NS2240_PORT30-32

RADIUSH—/%

root

suzuki

tanaka

yamada

Wfilter id_headi%X <
a—4FE5
—4

NS-2240

filter_id_head3% %
NS2240_ROOT
NS2240_NORMAL
NS2240_PORT

KEBEEEL
#a1—
R—pa1—4

A—HTI—TD#EANE ) TILR—

& 4-1 kD7 4 & Z#IBR (filter_id_head)

RADIUSERFEN KN L Th 2 —F 7L —F RN E S WS 08EL [ (6) 1—%45
I—THEETELEVI—HDTIERAAEDETE] 28R LTI EE N,

07 A CREOELIEL, OEEEHE 22— (oot), @— %= —H (normal), @K— h=2—
# (portusr) TT, XA L7 hE— ROLAIZIL, Rk 7 A TIET 7 B AHERODD
IBBIREOEWEO TR T AL, R— =X DT 72 RIQDT 7 AMENRH D
Baoha A TEET, BELI ME—FORTA VR, £2Oa2—FOROT 7 &
AHERODOOD > bbb o L bBEEDOEHN NSO TR A L LET,

(AT LY 7 by =T Versionl. 2LL FOGE, v 7 A VIRROELIAITR Y £3, L
g RTHRELE7 44—~y b &~ T 25OFilter-IdX#EH S E T, )

+ RADIUSYH — 3D Filter-1di% & N A XA L7 hE—FK L7 FE—FR
- set auth radius server {normal | root | KIKT 7 & A R— K 77 &R

portusr jfilter_id_head =~ > N D& E

M2
HEEHa—W EEEHL—Y | X(T 7 BARA) | EEREHEL—Y
— = — M= X(7 7w AAT]) | fra—3

— h=a—¥ X (7 7 & ART]) — h=—HF R—h=z—W
EEEHa— Yo —Y EEEH—Y | X(T 7B ARA) | EEEFHE—
EEEH — YR — ha— EEEHo—Y | F— ha—W HEEH o —
— W — Y/ — h 2 — — i — — ha—+ — g —Y
BEEHa—Y/—fa—Y/R— ha—% | EEEFHa2—Y | K—a—¥ HEEH o —

AFE

Bld. NS-22400D BH NV I N GEL2 —FEE 2 RADIUSH — /3721 T58

it ST

WIEEICATT, BIZIX, NS-22400 813 V72, R—ha—WEIZT 7 ®8ATES

YUTNR—FREETE 55

r20~30i127 7 & RAA[ 72 O)NCHIH L £,

TR AEERERE

A luserliZ> U 7 /LR — F1~10iZ, user2ix> VY 7 /LR —

NOO— jJ}bnnDnIE_’RADlussnmnIEO)lllﬁﬁ—C:I- -'j\-nlL.\HIE%{?L\i-d—o

—fga1— *j"éRADIUSn...nE?'éiﬁA(iK EERNICEFINA TS —Ra1—H %Al

BRI 2h.

H L&, RADIUSH—/N[ZEEZL-/IRRAT—FERLBIRRT—F %

BELTLEEL, — BI—FDNRT—FREFINATLVEWMEEEL /XX T—
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FISU S —2F—2 AND KT TAREENOA—AILRBEETHUL AT 1 VA
BEEBYFTOTITIELCESL,

HEFEI1—HTOOS A Psuavy FEITHEHREETY , RADIUSH—/NNIZE
BRLI/IXRT—REERRD/NRRT— RFEEBEEBEI—HVICTRELTLES W 1212
L. EEEEBI1—Y(root)[T— 1 —HELERVHEIRT S LIETEEEA,

Xz~ FU 7 7 L ZADset auth radius server { portusr | root | normal }
filter_id_head=t~> F, BLO, AED {F§D 7+ Ea1— b+ ERADIUSEREE/ 7HH Y
FH—/EREH 2L T ES0,

®) A—YITIL—TDHERNEL ) TILKR— DTV RXHIBRDEE (TI X T IL—E D THEE

VAT ALY 7 hU =T Versionl.3TIEMINZT 78 AT —  FHEEIL. AR D
filter_id_head % }\Z, WRD2ADOHEEZIRL L TWET,

BEEHEL— Y/ — PR — F 22— ITEE OB T 25 TE £,
77ﬁx7w—t/7% S, 22— T N— Tk L CERET DA OS2 T
TR AT N—T LRERNET,

RADIUSH— M IZ2—FNE T AT 7 B AT N—T DORh%zEF L, T7B8AT L
—TDERER— F2—FDT 7 AMEDOHREZHNS-22400RET D2 LITLY,
77 v AT HNS22407 L ICHER2 DY) TR — DT 7 AMEREFHRETEET,

TIRATN—V TR AT 5121, create auth access _group o FCHEE
Ha—P 2 —PR— b 2= DT 7 AT N —T e REEICHRE L, 22—V RiEE
RADIUSIZEAEFE L £,

(c)NS-2240# configured

(c)NS-2240 (conf) # create auth access group root radius filter_id admin_grp<
(c)NS-2240 (conf)

(c)NS-2240 (conf)
(c)NS-2240 ( )

# create auth access group normal radius filter_id normal_grp<

create auth access group portusr port 1-10 radius filter_id port_grp ¢

#
conf) # exitd

D\TOF”“%%_’%‘TO 72HF, RADIUSERGEY — Bk SN2 —F DFilter-Id7 U B2 —

MEIZED . ROXSITEMELET,
Fllter Id7 U E=z— MAE2admin_grp TH 725 I21E. ZO2— P2 iE@EE
—F L L THRNET,
Filter-Id7 + V B = — M2 normal_grp TH o 7=5A121%, T2 —V &2 — ko2 —H

ELTHRWVET,

Filter-Id7 bV ¥ = — MEDport_grp TH » 72HE 1L, D2 —F & port_grpT 7
AT N—=FIZB LTV DHAR— hax—H L LTHRWET, £72, port_grpT7 7 A
N—=TIZRLTnDHa—PE, a~v FTHRESIN TS YU 7 AR— F1-10~D7T
7B AMENRRESINET,
(filter_id_headD¥;#, 2~ R THRIE LT 4 & Filter-1d7 b Y = — MEDE
SHSCTFHN SN L TR 308, 778 AT A —VY L JHERE TS T
g 247> Tk £, )
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ERADIUSH—/\ERTE

1—H%E FRIEL—FERTE
somebody Filter-Id = normal_grp RADIUSH—/3
root Filter-Id = admin_grp
suzuki Filter-Id = port_grp B %
tanaka Filter-Id = port_grp - |=
yamada Filter-Id = port_grp |
NS-2240 W7 IERTN—EVTHE
[ e 1418 | S—T% TORRIE
B —4 admin_grp BETEEEA
—fga—4 normal_grp
R—ka—4 port_grp DT IILR—k1~10

K 42 2—H5IL—TDHANESVTILR—bDT I ERFE(TFTIERTIL—T)

728, RADIUSFEGEA I L Th 2 — W 7L —T0RRE SR WIGE0EEX T (6) 1
—HIIN—THRETELNI—FDT I ERAFEDEE] 2L T EE0,

o7 A EEOELIEILZ. OEEEH o —Y (root)., @—f%x—W (normal), @HR— h=z—
¥ (portusr) T4, # A L7 FE— ROBFEICIE, Kika 7 A > TIET 7 & 2RO D
IBLEREOF N LD TR AL, K= b —=R~DT 7 v RIQDT 7 AEND 5
BAEDHa A TEET, BL7 b E—RDOu s A VTR, TOa2—FDOFST /&
ZHERO@OD H b - & bEREODH VLD TR A U LET,

* RADIUSH — D Filter-1di% E NE XA VI ME—F L7 ME—F
- create auth access_group=~ > D BIKT 7+ A N—=hrT7 7 ER

B

EEE e — BEERL—F | X(7 7 ARA) | E R
e — = X(T 7B ARTD | —fe—Y
A— k. — X(T 7 EARA) | A—ba—H R— hz—
R — = — ERERL—F | X (7 7 AR | EEEE Y
e EEEEL—F | ha— | EEEEa—Y
— W — IR — b — — i — A— =z — — i —Y
B — /g — VK= b | e = | Ko o | EEEEa

ABEAEIL, NS-22400EHN % <, 7o, BEOR— b2—=F DT 72 R 7 NV —T7 & %%k
L72WEERe, NS-2240fC R — b2 —YNRT 7 ATE 52U TR — " RRR D55
(Bl Z 1, userlN7 7B ATE ST U 7 /AR— b, NS-2240-1TlE1-10, NS-2240-2
TIH15-2072 &) IZARRIEZAT O & EF]TT,

235 L LT, 26DONS-2240 T U TIVIR— h~DT 72 AR R 520D K — h2—H
DT 7B ATN—T %8k Dk ER ARl LE T,

BNS-2240-1 D E
EEEHa—YFOT 78R N—F
— =Y DOT I AT N—T
R—=ba2—VDOT7 7RI N—T
port_grpl® T U T IVIR— b DT 7 & A

: admin_grp
: normal_grp
: port_grpl

1 1-10
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- R —ha—HVOTIERAITNL—T : port_grp2
- port_grp2?® U T IVIR— h DT 7 & A : 31,32

(c)NS-2240-1# configured

c)NS-2240-1 (conf) # create auth access_group root radius filter_id admin_grp<

)NS-2240-1 (conf) # create auth access_group normal radius filter_id normal_grp<

)NS-2240-1 (conf) # create auth access_group portusr port 31,32 radius filter_id port_grp2 <

( (
(c (
(c)NS-2240-1 (conf) # create auth access_group portusr port 1-10 radius filter_id port_grpl <
(c (
( (

c)NS-2240-1 (conf) # exitd

B NS-2240-203% iE

- EEEHo—YOT BRI —T : admin_grp
- —R—Y DT IR T N—T : normal_grp
- R—h2—YOT I AT N—T : port_grpl

- port_grpl® > U T ILiR— hDT 7 & A 1 15-20

- R—h2—YDOT I AT IN—T : port_grp2

- port_grp2?® > U T ILViR— b DT 7 & A 1 1-5

c)NS-2240-2# configured
)NS-2240-2 (conf) # create auth access_group root radius filter_id admin_grp<

c)NS-2240-2 (conf) # create auth access_group normal radius filter_id normal_grp<

conf) # create auth access_group portusr port 15-20 radius filter_id port_grpl <

c)NS-2240-2 (conf) # create auth access_group portusr port 1-5 radius filter_id port_grp2 <

(
(c
( (
(c)NS-2240-2 (
( (
(c (

)NS-2240-2 (conf) # exitd

B ARBRAZEANOO—HIILEI-RADIUSEIIDIERE CA—HRIAETLET,

— 1 —H ZRADIUSRREI T BB ETAEERNICERIN TSI — 1 —H ZHI
e 5. H LK, RADIUSH—/NIZEFLIZ/NNRD—REERBBHIRRT—F %
BRELTLESLD, — A —HFDNRRT— FREFINTOEWNMGEAE, /XRT—
FICUR—VF—2 ANB T TREBERNOO—AILRIETHIILAY A U HH
BRELGYUFTDOTITIEELESL,

HEEHEI1-—YTOOYA Psuavy FEITHEREETY , RADIUSH—/NIZE
BRLINRRD—REELBD/NRRT— FE2EBEEI—HICTHREL TS W, 121
L. EEEEI—H(root)lT—R1—FELEBLVHIKRIT B EETEEE A,

FMT o~ KU 77 L ADcreate auth access_group=~ > K, BILO, KED [{
$%D 7 Y Ea— bERADIUSEREE/ 7 H o FH—NEREF 2L T XN,

TIRBATN— U TEREIZ AT LY 7 v = 7 Versionl. 3 TIEBIN S = BFE T,
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(6)

A—HTIL—THRETELRVNI—Y DT I ERAFEDRE

RADIUSFEREN K L TH 22—V I N —TRREE TX 722 —H (RADIUSFEREY — /30
HFilter-Id7 h U B = — MERELNT I 2o 723550, Filter-1d7 RV B = — MAD
create auth aceess group @~ > K X U'set auth radius server {normal | root |
portusr | filter_id_head=~ > R THELZWTNOXFHE L —FH LR WEE) o7 7
+ 2 F51E1L. set auth radius def user=~ > ROFTEICLVRED F4,

ZOAaAxy FRARESNTHWRWGEIT, 2= 7L —7PRRETE RN —F 2R — b
a—HF L LTHEN, BTOVITAR—NMIT 7 EATEHHEREMNGLET,

=PI N—=TPEETE RN —FDT 7R EHELTLHI2E, L Foa~vy REET
LET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set auth radius def_user noned
(c)NS-2240 (conf) # exitd

(M

FEoa~wr RiZv AT LY 7 bY =7 Versionl. 3 TEM S L 7-HERE T4,
VAT LY 7 hY =T Versionl. 2TiE, 2 —HF I NV —TNRRETE RV —F (IR — b=
—PLLTHEN, ETCHOVITIR—FIT 7 BATEHHEREMNELET,

NAS-Id 7 FUEa— MEDEE

RADIUSHFAE Y — T H 7 - — 27 547 > FAINS-2240Th 5 = & Akl &
HAH72012, NAS-IdDT MY BEa— hOEERETHICIFU TOa~y REFETLET,
ZOawy RRHRESN TV RWES . NASTAUSIIAREEOLRINRE SNBSS E
7,

(
(
(
(

c)
c)
c)
c)

NS-2240# configured
NS-2240 (conf) # set auth radius server 1 nas_id SmartCS<
NS-2240 (conf) # set acct radius server 1 nas_id SmartCSd
NS-2240 (conf) # exitd

FRRoa<w Ry A2A5F 25 Y 7 =7 Versionl.3 TEM & L 7-#ERE T,
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(8) suavy F%’?ﬁ’ﬁ@uvh\nﬁl_ﬁ%@gﬁ

—a =T L RiCsua vy REFETT 5 L EEEFH—FIZRDHZENRT
FET, ZOsuza~vr REFETLERHIRADIUSEEREIZ N D = —H 4 Idroot T,
RAET 22— A EEET L2HAFIUTOa~vy REFEITLET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set auth su_cmd username csadmin<
(c)NS-2240 (conf) # exitd

Fioa<wy NI AT ALY 7 M= 7 Versionl. 6 TEIM S L7~ H#HE T
Versionl.5F TOY AT ALY 7 b =T (drootElE TEAETHZ LIXTEEHA,

9) A—YFEEBEDTHIU LSTOP Ny FOEHRFEDERTE

a2 —WREERBFEOT B v FSTOP /X7 v b @ % ik X set acet radius
auth_deny_stop2~> R CTEHELET, FTiddD X ) IZoff ZRET H &, FBAEICKRILL T
7 > RSTOPR 7 v b OEHIFIAITWEH A, LI RO E Tremote(RADIUS
REERPEIF I DB T B 7 FSTOP/S 7 » b &% H T 5)TY,

(c)NS-2240# configured
(c)NS-2240 (conf) # set acct radius auth_deny stop offd
(c)NS-2240 (conf) # exitd

Fieoa<w RiZv AT ALY 7 b =7 Versionl.2 CEME N T-HERE T,
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4.6.4 TACACSHEREDERTE

TACACS+H — R Ca—VEZIAGR LY, ThHU Yy vl 2R ET AT Fiioa~
VREFEITLET,
TACACSH#AEIZ S 25 LY 7 b7 = 7 Versionl.6 TiEN & L 7-HEFE T,

(1) TACACS+HEBREMDEXTE

T—PEIEE T A T b EZTACACSHIZZEF L T, TACACS+H — _DIPT F L A |Z
172.31.1.1, ¥—7 b v b ¥ —(ZabedefZ % ET DL EITLLTOa~ L REFITLET,
TEUR T CTIETACACSHRFE SN A 2 —FIF T _RCAR— bax—P L LTUEINET,
ﬂx:l_"j‘?:“lﬁ”é;fi:l_ﬂ‘ IIARLEE ONEFERE (72— B VRERE) TiThbivET,

AIEE CTIITACACS+Y — MUl O R — hF B #TCPUAYEEIZ L TWE T,

NS-2240# configured

NS-2240 (conf)# set auth mode tacacs<

NS-2240 (conf) # set auth tacacs server 1 addr 172.31.1.1d
NS-2240 (conf)# set auth tacacs server 1 key passwordd
—27 Ly ¥ — (abcdef) AJJ]

)NS-2240 (conf) # set acct mode tacacs<

YNS-2240 (conf) # set acct tacacs server 1 addr 172.31.1.1d
YNS-2240 (conf) # set acct tacacs server 1 key passwordd
=27 Ly ¥ — (abcdef) AJJ]

c)NS-2240 (conf) # exitd

—_— o~ o~

C
C
C
C

C
C

(
(
(
(
[
(
(
(c
[
(

— it — PO E G o — P A TACACS+— N TRRGES H 2581, ko [ (3) 74
ERTN—EVITHREIZL DI T IL—TORINEL ) TILR— DT 2 XHIRD
BE] AZRLTIEEN,

(2) BALTI MEDRTE

TACACS+DFREFFKFIT I DX A LT U M ZRETHILAIILUTOa<w R
BFEITLET,
HA LT T SO TG IAEIIH TRIESNTVET,

c)NS-2240# configured
c)NS-2240 (conf) # set auth tacacs server 1 timeout 104
c)NS-2240 (conf) # set acct tacacs server 1 timeout 104
Cc)NS-2240 (conf) # exitd
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Q) A—HTIL—TDHEMNEL)TILHR— DT I REIBRDBE (T I ERTIL—ELD)

TR ATN—¥ L THEREIX. create auth access_group 2~ 1 K CHEE B o — /%
Z—W/R— b 2—FEHNTD720DT hY B a— h EEORT 2 ARBEE (286G LTl
MLET, K= b2 —FIET 7 BAEZFHFATLH I T AR—FDU A MH—HEICRE L
7,

ZO7 FY Ea— hOARIN(Z OFTliigrp) & E(Z OFTlidgrp=admin_grp7e &) D7
ITEEEHEEMERICRO D Z N TEET, TACACS+H— D2 —HEHRICH, 2O
Av Y R CHRELLET P Ea— FEEOT ZREL T EEN,

BTACACS+Y—/\S%E
1—Y4E FRJEa—hLEDORT
somebody grp = normal_grp

TACACS+H—/\
root grp = admin_grp

suzuki grp = port_grpl B %
tanaka grp = port_grp2 - | =

NS-2240-1

W7 IERTL—EVTEE W7 LRI N—EVTHE
a—HFERI FrIJEa—rE | DUTILR—F a—HFER| TRIEa—tE | SUTLR—DT
EORT DTV EAE BORT PAZS:
HBEEE1—Y grp =admin_grp | BERA HBEEI1—Y | grp=admin grp | REFRT
—fga1—4 grp = normal_grp —fga1—4 grp = normal_grp
R—pa— grp = port_grpl 1~10 R—ba—4 grp = port_grpl 15~20
grp = port_grp2 11~20 grp = port_grp2 20~30

B 4-3 21— JIL—TDHEANEL) TILKR— DT Y 2XFHIRDEE(TACACSH)

AELEIZLLT OBREZAT > 72, TACACS+I — RS hica—YD7 R Ea—h
IZEY ., RO L) IZa—PRBIBRESNETS,

c)NS-2240# configured
c)NS-2240 (conf) # create auth access_group root tacacs attr grp val admin_grp<

c)NS-2240 (conf) # create auth access_group portusr port 1-10 tacacs attr grp val port_grpl <

c)NS-2240 (conf
c)NS-2240 (conf

(c)
(c)
(c)NS-2240 (conf) # create auth access_group normal tacacs attr grp val normal_grp<
(c)
(c)
(c)

)
) #
) # create auth access_group portusr port 11-20 tacacs attr grp val port_grp2 <
) # exitd

4-38

grp7 b U B = — Ml admin_grp Th - 728 510IE, T O —F 2 3EEE R —F &
LTHWET,

grp7 U B = — M 2 normal grp ChH o7 HEHITIE, T2 —HF a2 —fka—HF L L
THNET

grp7 b U B = — MM port_grpl® L < IIport_grp2 Th - 7=HAI121E, T2 —H %
portTﬁﬂZX TN—TIZB L TWAR—ha—F L LTHWET, £/, port7 7 &
ATN—=TIZRLTWHa—WF|Ea~vy RTHRESNTNWDL VY TAR— b ~DT
IR AMEERELET,
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TACACS+DRBFEKRBBI KN L T h 22— W 7 — T DR E S LR WIGEOEEIL [ (6)
A—HFIL—THRETELVLI—HTOT IV ERFEDRE 2R T3,

=PI TN —TRERESNTWDLEEDOr 7 A U REOELIET, OEEEHRL—Y
(root), @—fi%=~— (normal), @HF— h=—H (portusr) T4, ¥4 L7 hE— KDLHH

W2, REke 74 o TlE7 7 B AHEROQD 9 LESXEOGWNLOTr AL, A—Fh
P =R~ DT 7B RFQDT VB AMENH AHEEDOHI T A TExEd, LY bE—F
OurA LT, FO—FOEST 7B AHEREOODOD D b o & HELEOE NG

nTrrsA4rLET,

create auth access_group =~ RO TE ALY hE—F L7 FE—F
KIKT 7 A AR—brT7T 7R

HEEHa—W HEEHa—W X(7 7 ARF) | HEEEHD—)
— = — = X(7 72 AAT]) | fra—3
R—ba—H XT7eARA) | A= hax—H K—ba—HF
EEEH L — Y — 2 — Y EEEHa—Y X(7 7B ART) | EEEHD—Y
EEEHL—Y/R— h=2—W EEE o — W A— ha—H HEEH o —
— W — IR — b — — i — A— h=— — i —Y
EEEHL — Y/ k2 —V /R — b=2—Y | EEEH—W A— ha—H HEEH o —

T RAT = TR, AERBEBOBEDB LG, BEOF - ha—YOT 7
TN—T EBEE L2 NG A ERBIOR— a2 —PRT A TEL VY TAR— bR
mo%E (BIZIE, userlN7 7 B XA TE 5 U 7 bR — b, NS-2240-1Ti31-10,
NS-2240-27Ti%15-2072 &) (ZFIHT 2 & {EH T,

A—HIIN—THHEETCETHEVI—YVDT I ERAFEDHRTE

TACACSHEFEARBN K L TH 22— N — 7N E & 22— (TACACS+H—
NS —HRERZFHT D57 N Ea— ERELNTI o260, 7 R Ba—
k& MED T Aicreate auth aceess group2~ > R THELZWIThOXXFH &L~ L
RWIER) OT 7 & A F51E1L. set auth tacacs def userz~ o ROKEIZ LV IR-E D F£9,
ZOAX Y FRARESNTHWRWGEIT, 2= 7L —TPRRETE RN —FZ2R— b
a—HF L LTHEN, BTOVITAR—NMIT 7 EATEDHEREMNGLET,

=PI N—=TPEETE RN =Y DT 7R EHELRTLHITE, L Foa~vy REET
LET,

(c)NS-2240# configured

(c)NS-2240 (conf) # set auth tacacs def_user noned

(c)NS-2240 (conf) # exitd
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®)

suIv Y FEITHOZREL—HVROEE

—fa =T L RkiCsua vy REFETT L L EEEFH—FIZRDHZENRT
XF9d, ZDhsua~vr REFETLIEHICTACACSHRIFICHE b 5 2 —HF & idroot T4,
RAET 22— WA EEET L2HGFIUTOa~vy REFEITLET,

(c
(c
(c

YNS-2240# configured
YNS-2240 (conf) # set auth su_cmd username csadmin<
YNS-2240 (conf) # exitd

(6)

A—YRIERBEFDT H o> b STOP /4y FDEHFEDETE

2 — P HIERKWEFEO T B v FSTOP X7 v b @ & H J5 1 1T set acct_tacacs
auth_deny stop=~ > FTRELET, FTiD X I IZoff xRET D &, FAEICKI L T
{7 A7 RSTOP/ X7 v b OREHIFITWE R A, THHMREOFE IZremote(TACACS+
FREE AR IO BT v v RSTOPX Y v b & EHT 5)TY,

(c
(c
(c

YNS-2240# configured
)NS-2240 (conf) # set acct tacacs auth_deny_stop offd
YNS-2240 (conf) # exitd

4.6.5
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TELNET 4 —/\DEEE

TELNETY — O AR— FESEEET AT Fida~r REFEITLET,
R ETE HDTELNETY — DR — F3F51£1025~65000, 7 7 4/ MF23TT,

(c)NS-2240# configured
(c)NS-2240 (conf) # set telnetd port 20234
(c)NS-2240 (conf) # exitd

AHEREIZ S AT LY 7 b = 7 Versionl. 7T CIEM & L7~ #ERE T,
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4.6.6

(1

(2)

©)

SSH - —/\DE&E

SSHY 74 7 ¥ DL ABEESHR— M — 27 7 ' 2951201, AEEICSSHY— /30
BENMLETT,

AdEEDOSSHY — L, 2—HFIDE /AT — K& T % /32U — K(Basic)i%iE & . AR
B2 3 2 AEEPUbL)RBRED2HE Y R — ML TWET, X2 VT 4 2EHHT S
BAE. ABASEPublic)fBFE A2 N L TL 7280,

Iizz—u”jﬁﬁﬂwDSSH@m AlE 7 T B (Public) 8L T,

SSHY— O EAEIT I HEIEL, 1443 R—b—/\O21—FBEE) KO 146.5 %
BY—/ROT7 I ERAGR) bR T ZEN,

SSHM /XX D — K (Basic) BEEZ T2 &E

YNS-2240# configured

YNS-2240 (conf) # set sshd auth basicd
)

)

NS-2240 (conf) # enable sshdd
NS—-2240 (conf) # exitd

Q Q Q Q

SSH D/ BRfE (Public) BEEZ1TS B S

(c)NS-2240# configured

(c)NS-2240 (conf) # set sshd auth publicd

(c)NS-2240 (conf) # set user userl sshkey public ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAZtMPnE3aPKRbkn5/48ah6MmucLzbY8dzgT+p
dgmbJIZgqOUgqVX1ffWtD9+8X8WnOvZ6TKOE2vLNGDS1sQT+zZ7darBKiTIugcuZzAOh
IAEpPeUbaYqwaRXPCkcAnTCS9GTIN2109DB1P04bamJG/ /V3TYxH/rCaGESTTjHA
kFADUrM= testd

(SSHY A7V MERTER L= AMREHRELET, LEOTIEF1TTT, )

(c)NS-2240 (conf) # enable sshdd

(c)NS-2240 (conf) # exitd

SSH”Z 74 7 bimAR CABRSEE AT 2 HiEE, 80 SSHY S A 72U bV T FDE
Al 2R LT IEE,

SSHOKR— +BESZEET 56

SSHY— "D AR— FEFEZLERT AT Fida~r REEITLET,
BRETE HSSHY— DR — hFEH1L1025~65000, T 7 4 /v ME22TT,

(c)NS-2240# configured
(c)NS-2240 (conf) # set sshd port 2022
(c)NS-2240 (conf) # exitd

AHEREIZ S AT LY 7 Y = 7 Versionl. 7T CIEM & L7~ #ERE T,
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SSH¥— "R fEI%. show servicem v R CHER T £,

(c)NS-2240# show serviced
<telnetd>

status : enable
port : 23
<sshd>

status : disable
port : 22

auth : public
<ftpd>

status : enable
(C)NS=-2240#

Ka<wy ROFRERILIV AT LY 7 7 =7 Versionl . TCRELSEH L TWET,
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4.6.7 HEEHY—N\OT7 U EXHR

AREEIITRIORTY =07 7 ¥ AZHIIRT 252 LN TEET, ALETEHELTND
Y= RT L, T T 27 747 2 MiRORy MU =77 RURAZIRET LD &
T, 7 7AT Y MmRNODT 7B AZHIRT 5T LNTEET,

75 € A FIRA THUAED | LHLmEE - EREHT LT
BETESY—/N 7 ) R HIR WHdRy k=97 LR

Telnet H— 2] ALL

SSH H—/x A _

FTP #— /X i _

A— kY — 3(Telnet / —~/LE—K) | FFaf ALL

A— hH—,3(Telnet E=% —F—R) | HfH -

R— h P —/3(SSH / —~/LE— ) A -

A— M — N (SSHE =4 —F— ) B _

ABEO THHMREDO AL — LT v 77 7 A VI, FROa~y FRRESATVET,
(L5 i D allowhosti% &)

create allowhost all service telnetd
create allowhost all service portd telrw all

AIEE DTelneth — N7 7 BATE SRy MU —212192.168.1.0/24% , #EEDOL VT
wfﬁkQBkﬂ)T&m@/—VW%~%%ﬂ%ﬁTﬁéxyﬁy 7L LT
192.168.1.0/24% B0 5 121E. Tae® & 9 IZcreate allowhost2~ > K& EITLE T,

NS-22404# configured

)
YNS-2240 (conf) # create allowhost 192.168.1.0/24 service telnetdd
)NS-2240 (conf) # create allowhost 192.168.1.0/24 service portd telrw
8

)

C
C
C

174

(
(
(
1-8,17d
(c)NS-2240 (conf) # exitd

FZYP—R"RHEA L TWAET 7 A—ElL, show allowhostT~ > R CHERTE £,

(c)NS-2240# show allowhostd

Service Address/Mask Access tty List
portd/telrw 192.168.1.0/24 1-8,17

telnetd 192.168.1.0/24 -

(C)NS-2240#

show allowhost 2~ > R THR/R I D Access tty List OTTY Y A NEIRIZT AT LY 7 K
7 = 7 Versionl.1 CiEI S 7= HHE T,

& create allowhosta v > Fik, LA SIBERICFEMEINET, HIZIE. FTED2
IPERINTVSIEEIE. 2TEFFM S NhF LA FELIT(Idelete al lowhost
a7 FTHIBRL T EEELY,

create allowhost all service telnetd
create allowhost 192.168.1.0/24 service telnetd
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4.7 EFAEEDRE
471 SNTPOU 547> bDEE
SNTP/ Z A4 7 v FEFRET HIZIE, TiD X 9 iTset sntp server 2~ > K, set sntp

polltime=~ > K& EITLEF, SNTPH—,3(172.16.1.DIZH—Y > 7 ¥ 4 ~900f) TR
EEOKAZFY ST L25581E, Tiioa~r REFETLET,

(c)NS-2240# configured

(c)NS-2240 (conf) # set sntp server 172.16.1.1d
(c)NS-2240 (conf) # set sntp polltime 9004
(c)NS-2240 (conf)

(c)NS-2240 ( )

enable sntpd

#
conf) # exitd

AT LY 7 7= 7 Versionl. 7T/ S SNTPH — NI K2E F TEREETE £9,

SNTPZ 4 7 FDIRFEIL, showsntp2~ > RCTHERTAHI LN TEET,

(c)NS-2240# show sntp<

<sntp information>

status : enable
poll interval : 600

last sync server : 172.16.1.1

<primary server>

server address : 172.16.1.1
last access time : 2012/06/05 20:17:10
access result : OK

<secondary server>
server address R
last access time : —---
access result HE
(C)NS-2240#

RKa<wy RORTFERIZTV AT ALY 7 b =T Versionl . 7TCRESEE L TWET,
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4.7.2 SNNP T—2 x> FDEEE

SNMPT— = b &RET 2121, SNMPH —/3°SNMP 7 v FEDORE 1T - 1214
SNMPT~—> = b HRIC L ET,

(1) SNMPH—/N\EaZa2=FT 4 DETE
SNMPH— % ET HI21%, set communityz~ > REETLET,
172.16.1.1OSNMPH— 3775 2 2 = =7 4 public T, #trIAFI(ro)DT 7 ¥ A% FHF [T 5
BEFEITHOICIE, FRoa~vry REETLET,

(
(
(
(

C
C
C
C

YNS-2240# configured

YNS-2240 (conf) # set community 1 name public view ro manager 172.16.1.1d
)NS-2240 (conf) # set community 2 name public view ro manager 172.16.1.2d
YNS-2240 (conf) #

VIRTIZSNMP Versionl OB D5t C LN AT LAY 7 h 7 = 7 Versionl.4 X Y SNMP
Version2clZxt&a LE L7z, kita~y RERELT [((4) SNMP=—Y = v & 5(T) %
BN+ 5 &, SNMPH— 32025 dOVersionl/Version2¢ D W T D Get B R IZ 6 5E L %
‘é—o

(2) SNMP k5 TDEEFXDERTE
SNMP k7 v 7 OE[F e ZXET HIZIX, set trap manager2~ > R&FE[TLET,
SNMP k 7 v 7 Dik(5512172.16.1.1, b7 v 7 D3I 2 =7 1 Zpublick X ET DI,
TROoa~y REEITLET,

NS-2240# configured
NS-2240 (conf)# set trap 1 manager 172.16.1.1 name publicd

NS-2240 (conf) # set trap 2 manager 172.16.1.2 name public version v2<
NS-2240 (conf) #

)
)
)
)

Q0 Q Q

(
(
(
(

LA X SNMP VersionlJBEXD 8T v 7 OHLDXIETLEN, VAT LAY 7 vy =T
Version1.4 £ Y SNMP Version2/lZ D k7 v FIZkbs U AEENEEFET L T v 7ON
—Va A ERETCEET A=V a VB ERE L2 WEEILXSNMP Version1/E: D
N7 v IR ERFINET,

(3) SNMP O EBIFHRDEEE
SNMPOE G RESDT, HEigdk) 25ET HI21E, set snmp location=~ > K, set
snmp contact=~ > RZEITLET, HESHITIC “Server Room in TOKYO” | HfESEIT
“Administrator 03-1234-7777" ZRET HI21E, FreD a2~ FEFETLET,

NS-22404# configured
NS-2240 (conf)# set snmp location “Server Room in TOKYO” 4

)
)
YNS-2240 (conf) # set snmp contact “Administrator 03-1234-7777"
YNS-2240 (conf) #

(c
(c
(c
(c
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4 SNWPT—>x2bDED
SNMPx=—¥ = M & HF#hZ3 5I21%, enable snmp2~ > R&EFEITLE T,

(c)NS-22404# configured

(c)NS-2240 (conf) # enable snmp<
(c)NS-2240 (conf) #

6 EBEHRILIFIVITOEER
THHMRFOSNMPE— 2 = > bR T D 7 v 73, TROEPERESNTHET,

Sy T BElE
Coldstart Trap ON
Authentication Failure Trap ON
Serial DSR Trap ON (&2 CHI Y T IR— ka4
Link Trap ON

BTN v 7H2ETT 003, TROXIICKHE N T v Ik Liza~y REFEITL
*9,

NS-2240
NS-2240
NS-2240
NS-2240 set snmp linktrap ond

(c) (conf) #
(c) ( ) #
(c) ( ) #
(c) ( ) #
(c)NS-2240 (conf) # set snmp tty 1-32 dsrtrap ond
(c) ( ) #
(c) ( ) #
(c) ( ) #
(c) ( ) #

configured

conf set snmp coldstarttrap offd

conf set snmp authentrap ond

conf

NS-2240
NS-2240
NS-2240
NS-2240

conf set snmp tty 11 dsrtrap offd

conf set snmp tty 12 dsrtrap offd

conf enable snmpd

conf exitd

U TNAR—FNOFMPEEIEETATTYY A ML, ¥ AF ALY 7 h7 =7 Versionl.1
TIBIMEN-HEE T,
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SNMPx=— = b ®DfRHEIL, show snmp2~ 2 RTHER T E7,

(c)NS-2240# show snmp

status :
location

contact

linktrap

authentrap
coldstarttrap
dsrtrap (ttyl-8)
dsrtrap (tty9-16)
dsrtrap(ttyl7-24)
dsrtrap (tty25-32)

-—-— trap configurations

<trap 1>
manager address
community
version

<trap 2>
manager address
community
version

--- community configurations

<community 1>
community
view
manager address
<community 2>
community
view
manager address

(c)NS-22404

enable
"Server Room in TOKYO"
"Administrator 03-1234-5678"

on
on
off
on on on on oOn oOn oOn on
on on off off on on on on
on on on on oOn on on on
on on on on oOn oOn on on
(1 entry) ---
172.16.1.1
public
vl
172.16.1.2
public
v2
(1 entry) ---
public
ro
172.16.1.1
public
ro
172.16.1.2

show snmpa~> RIZEEND T v 7 DVersionld, A7 LY 7 F7 =7 Versionl.4

TEMENZEA TY,
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4.7.3 SYSLOGV 5472 hbDERE

SYSLOG” 74 7 v N ET HIZIE, set sysloghosta~> REFETLET,
SYSLOGH#—/3(172.16.1.1)IC, A3EEDSYSLOG%E 7 7 >V 7 (locall, R— ru /%~
7 U7 (local0 & L CTSYSLOG%R AT 28A1E, Tt a~<w>r REFEITLET,

(c)NS-2240# configured
(c)NS-2240 (conf) # set syslog host 1 172.16.1.1 syslog_facility
locall portlog_facility localOd

(c)NS-2240 (conf) # enable syslogd
(c)NS-2240 (conf) # exitd

SYSLOGZ 74 7> b D1F#HIL. show syslogz~ > N CHERTE £7,

(c)NS-2240# show syslogd
Syslog Status:enable

No. Syslog Host Portlog-Facility Syslog-Facility

1 172.16.1.1 local0O locall
(c)NS-2240#

4.7.4 EEEVYDRE

IBJE - Y IENS-2240-48/48DIZ D bk STV E T, THHGHREED HIRE X
BFELTEY., BCREL LA THIEREIIRETE £7,
BEILZOARBZUNET HIENTIHEE HICHEEZEET 25 A 1L, set
temperature adjust =~ > NIZHE T DM IEMEZHEE L £,
FIEMEIX0~200%iPH CHEE CT& . LGHAMEIZ0O T,

LR OBNIMIEMIC-10CE R ET D HB 06T,

(c)NS-2240# configured
(c)NS-2240 (conf) # set temperature adjust 104
(c)NS-2240 (conf) # exitd

B o ORECHIIEME O E L, show temperature =~ > N TR TX £7°,

(c)NS-2240# show temperatured
<temperature information>
Current temp : 24c

(Sensor : 34c / Adjust : -10 )
(c)NS-2240#

AHEREIINS-2240-48/48DIZDHEEH L TBY ., Y ATF LY 7 b v =T Versionl 5LLET
FHTEE9,
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4.7.5 BALJT—UDERE

B AL — 2 FRET HITIdset timezone~ > REFETL £,
show timezone list 2~ > R CT—ERRINDI LA LY — A EBELET,
ALY — O T HmHEIXTokyo T7,

(c)NS-22404# show timezoned
Timezone is “Tokyo”

(c)NS-2240# show timezone list HJ
: A

Hongkong

Honolulu

. Al

(c)NS-2240# configured

(c)NS-2240 (conf) # set timezone Hongkongd
(c)

(c)

c)NS-2240 (conf) # exitd
c)NS-2240# rebootd

AHEREIZ Y AT LY 7 MY = 7 Versionl. 7.1 TR T £,

FEO() EHNSHREEZHRAADET, AIEREIN T2 A LY —2 THEMN
KEREINET,
(2 BALY—VFHRELEREIBTEEZBEBL TS,
() EBNEFDSystem Up TimelXUTCHIRFFEIRRICEE SN TLVET,
4) BIZ& > TRHLREREOMENDEICLEDIGENHY ET,
(5) BAMARIRTEREED L CIEBEFETIR/HILESL,
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4.8

4.8.1

4-50

REEH

2T, UToREFFIZOWTHBALET,

< AR E

- KR — B RDBE

< AN— b v T OERERE

cAR— b a SRR E R R EDOEE

s R— b a ZORGEHEDEIE L R — =R =2 —DFRROMIE

C R b2 — YRR

+ SSH X2 U — K (Basic)Z&iiF

- SSH/ABA#E(Public)7d7

c R — L MEREE— =D LY FE— R)ORTE

- RADIUS#RZEHEARE/RADIUS T 1 7 o MRERE D% & (GEAR )

- RADIUSFZGEFSARE/RADIUS 7 4 v > MERED R E (S HREL : filter_id_head)
- RADIUSFEGEHSHE/RADIUS 7 4 v > MERED R E(SHRE2 : 77 v A7 — 7k
)

« TACACSHEHE D 3% & GEAR )

« TACACSHERED R E(SHRE : 77 ¥ A7 V—t v JHEHE)

BEARETE

AMEE 2 H LT, TelnetZ 74 72 0> B EERRSH RIS T 7 & A9 5 FAR 5% E I
DOWTHHALET,

c R— R . XA L Z FE— N(default)

o BRSO R ~ DB 7%= ¢ Telnet / —~ /L& — R(default)
(¥t v > a 8k - ON)

« N— b —YEREE . 72 L(default)
«R— b o SRR : RAM(default)
«AR— b SR : OFF(default)
< U T IR—h © VU TR — b 1~8 DOIEEHE(19200bps)
vy va T a—Fr o 1(Ctrl-A)
(¥R ]
BRI Bt R MRS
Telnet7 547k A (.
192.168.2.1 T

192.168.1.100

192.168.1.254

login: H
login: ;
[ i ] L—%
[ 7 192.168.2.254

B 44 EAHE
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[(REEDKE]

set hostname SmartCsS

set ipaddr 192.168.1.100/24

create ip route default gateway 192.168.1.254
set tty 1-8 baud 19200

set portd tty 1-8 limit rw 2 ro O

set portd tty 1-8 cmdchar 1

[EXEDfEER]
1. AEEOAFNCSmartCS, IP7 FL 2 &3y b+ A7(2192.168.1.100/24, 7 7 # /L
R b— 12192.168.1.254 % % E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. VU T IWNR— F1~8DIREHE % 19200bpsiZiX E L £,
set tty 1-8 baud 19200

3. YUTNR—=FI~8IZ/ —~/LE—FRKRW) 2t v a v ETOEREHFATLET, A
HREIX T AT ALY 7 b7 = 7 Versionl. 7 CBI SN T-HERE T,
set portd tty 1-8 limit rw 2 ro O

4. YU TNR—F1~8DE v ¥ a VW a— FECrl AICRE L £ 7,
set portd tty 1-8 cmdchar 1

[ 2]

AIEE I T O THEREOBREN AL — T v 77 7 A VIBEF SN TWET,
TIGHATREOR EIZIX, AR A F4AIENS-2240, IPT R L A12192.168.0.1/24 13 5% 7E ST
WET, AREEDOTelnet— 38 LR — hH—DTelnet / —~/LE— FiE, £2THOX
v NI =TI T IV EATELLIICHESNTONET,

(T35 A7 R D% TE)

(c)NS-2240# show config running

# IP Configuration

set hostname NS-2240

set ipaddr 192.168.0.1/24

set tcpkeepalive 180

#

# User configuration

create user somebody group normal uid 100
create user setup group setup uid 198
create user verup group verup uid 199
create user log group log uid 200

#

# Network Service Configuration
create allowhost all service telnetd

create allowhost all service portd telrw all
(c)NS-22404#
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482 HBEY—EXDHRTE

AMEE ZH LT, TelnetZ 74 72 b S ERGGHIEERC T 7 & A9 2 AR 5% E & |
ABEEEZEETH7-DOEFEY —E A(SNMP=— = > MSNTPZ J A 7 > MSYSLOG
7T AT 2 METPY— DT 7 & AHIR) DL EIC OV TR L £,

v— N NERE : XA L7 hE— F(default)
. ﬁpﬂ%XTﬁ?B%%%’\O)%gﬁﬁji%E : Telnet / —=~ /L& — K(default)
A— b2 — W8 : 72 L(default)
N— kv F RISk : RAM(default)
A— kv JHREERE : OFF(default)
- FFEERE :SNMP =—Y = k

SNTP 7 747 > b
SYSLOG 7 7 A 7~ b
FTP % — 37 7 & Al

(18R]
SNMP  NTP/SYSLOG
BN RS E”#E*]‘%J&%% TN T
_ 192.168.1.253 192.168.1.252
Telnet/FTPOSAF7 b A
192.168.2.1 L JL JI
Iogin: H . \““—f\_ﬂ
N 192:168.1.100
: i i 192.168.1.254
L—%
[T 192.168.2.254
H 4-5 HEEY—EXDHRFE
[(REEDERE]

set hostname SmartCsS
set ipaddr 192.168.1.100/24
create i1p route default gateway 192.168.1.254

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set trap 1 manager 192.168.1.253 name public

set community 1 name public view ro manager 192.168.1.253
enable snmp

set sysloghost 1192.168.1.252 portlog facility localO syslog facility locall
enable syslog

set sntp server 192.168.1.252
set sntp polltime 1200

enable sntp

create allowhost 192.168.2.0/24 service ftpd

4-52



4E FHERE

[E&E D fZER]
1. AEEEOLFNZSmartCS, IP7 KL R LRy M~ A 712192.168.1.100/24, 7 7 #+ /v
Rb— 112192.168.1.254 % % E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. AEEDOSNMP-— = FERELET,

ALEEDOSNMPT— = NI, &S & LT [Server Room in Tokyo] . &5
{2 [Administrator 03-1234-5678] %€ L ¥7
RKEEHEDSNMP= —V = MIT 7 BATE 5SNMPY— %, IP7 KL &
192.168.1.253, =1 X = =7  public, 77 & AHi%Read OnlylZ[RE L £,
AEEENDEET HSNMP M7 v 7%, 2 2=7 ¢ Zpublick LT, SNMP#—
(192.168.1.253)ITEfF LE T,
SNMPx~— = > b D% E % JElii L72% T, enable snmp=~ 2 R TCSNMPT=— =
Y hNEEHZLET,

set snmp location "Server Room in Tokyo"

set snmp contact "Administrator 03-1234-5678"

set community 1 name public view ro manager 192.168.1.253

set trap 1 manager 192.168.1.253 name public

enable snmp

3. RIEEEDSYSLOGY 747 b ERELET,
RN—bwv 777 V7 1Flocal0, REEN T HSYSLOGO Y 7 v VT 4 &
locall T, SYSLOG#—,3(192.168.1.253)IZ4(5 L £ 77,
SYSLOG?Z 7 A 7~ ks DR IE % F2hti L 721% T, enable syslog= v > R TSYSLOGZ 7
AT PRI LET,
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

4. REEDOSNTPY 747 MEREZRELET,
NTPH—,3(192.168.1.252)1Z, 1200F04F 2 REZ] % A1 S W F 77,
SNTP”V 4 7> FDOFRE % Ef L7-1% T, enable sntp =~ K TSNTPHAEZ B %D
WZLET,
set sntp server 192.168.1.252
set sntp polltime 1200
enable sntp

5. REBEDFTPY —"EHMI L TT 7 B AFHIBREZHZRELET,
192.168.2.0/24D % v N T =0 b DI AIEDFTPY — T 7 B A2 L&
7
enable ftpd
create allowhost 192.168.2.0/24 service ftpd
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4-54

R— b OJ DEREERTE

‘— e 7 %&SYSLOGE LT T 2RER, U TR — kT EIHRE S LZFTPY —
/\ki0%~lv7 RLUAIZEET HRIE, R— ha 72 A LAY T LT HEIC
SWTHHALET,

R N —NERE : XA L7 hE— F(default)
. EHFEXT%%%%%%“\@%#\T’&LJ? £ : Telnet / —=~/LF— K(default)
— h o —HERE : 72 L(default)
R— ko FRIES : RAM(default)
< R— b o SRR : ON(SYSLOG/NFS/FTP/ A —/V)
B A LARE TR : ON

A—ra ZONFSIEEMEEIZS AT LY 7 v = 7 Versionl.7 CiBIN & L7~ HERE

(A E]

Mail FTP/SYSLOG/NFS
mEsgus || pangms | T Y=
192.168.1.251 192.168.1.252

Telnet/FTPYSA 7k A A ﬁ

192.168.1.254

[ & ] L—4
[T 192.168.2.254

192.168.2.1 +5E | u. QI
P [ Ciogm 192i168.1.100

X 4-6 R— ALY DEEHRTE
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[(REEDKE]

set hostname SmartCsS

set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sysloghost 1192.168.1.252 portlog facility localO syslog facility locall

enable syslog

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog
set nfs rotate 0 0 1 * *

enable nfs

set logd tstamp on interval 60

set logd tty 1 syslog on
set logd tty 1 sendlog mail interval 180 ratio 70
add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

set logd tty 2

set logd tty 2

add logd tty 2 mail
set logd tty 2 mail
set logd tty 2 mail
set logd tty 2 mail
add logd tty 2 mail
set logd tty 2 mail
set logd tty 2 mail
set logd tty 2 mail

1

B e

DN NN

syslog on
sendlog mail interval 180 ratio 70

userl@example.co.jp 192.168.1.251
type body

subject "Server Status"

sender smartcs@example.co.]jp

user2@example.co.jp 192.168.1.251
type body

subject "Data-Center Server"
sender smartcs@example.co.jp

set logd tty 3 syslog on
set logd tty 3 sendlog ftp interval 180 ratio 70
add logd tty 3 ftp 1 loguserl 192.168.1.252 password

[password AJJ]

set logd tty 4 syslog on
set logd tty 4 sendlog ftp interval 180 ratio 70
add logd tty 4 ftp 1 loguserl 192.168.1.252 password

[password AJJ]

add logd tty 4 ftp 2 loguser2 192.168.1.252 password

[password AJJ]

set logd tty 5 nfs on
set logd tty 6 nfs on

[EXE DfE]

1. AEEOLFNCSmartCS, IP7 KL A LRy b~ 2 2712192.168.1.100/24, 7 7 # /L b
Jb— FIZ192.168.1.254% T L F T,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. ALEEDSYSLOGYZ 74 T7 v hERELET,
A—trua 775707 ¢iZlocald, REENH T AHSYSLOGH 7 7 >V T 1 %locall
T. SYSLOGH—3(192.168.1.252)12 %5 L £ 1,
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SYSLOGD X E # Fifi L 7= T. enable syslog=2~ > R TCSYSLOGZ 7147 v h&H

)(jj — L/ i —a_o
set syslog host 1 192.168.1.252 portlog_facility localO syslog_facility locall
enable syslog

L ARIEEDONFSY AT o M ERELET,

NFSH#—313192.168.1.252, NFSH#—/ 3D~ 7 > f N X |d/mnt/nfslog, NFSH— /|2
WRIFET D1 7 %A 1IHORF0 ICr—T —va v LET,

set nfs server 1 addr 192.168.1.252 path /mnt/nfslog

set nfs rotate 0 0 1 * *

enable nfs

4.5 A DAX U THEREEZONIZ L, R— b XA L AX T 260 CHEI L E9,

set logd tstamp on interval 60

5. U 7 /LR — F1DOSYSLOGH 1 ZONIZERE L., BRI RO A v —U RN &

NDEIZSYSLOGH —NIZEESIND K OCHRELET, S HIC, A—hrrzEH
N A = VEET OREZITVET,
TROBRETIX, 1807MES LIFAR— a7 A XDT0%ITiZE L T2 . Mail¥
—/3(192.168.1.251) & #%H L TA— bk 1 7 Zmgr@example.co.jp(Z 2515 Liﬁ“o
EEINDA—NDY TVl NROEEEA—NAT FLA, R— v 7 OFEEHIEZ
THHARORENKMENE T, A—1DV 7P =7 Mlidportlog TTY_F =, %13
HA—=)LT FL A |Zidportusr@ “HBIEBEBDRA RL” . “B—hLFAALL”" | R—F
B NVEA=NVDIRMG 7 7 ANV E LTEFESNET,

set logd tty 1 syslog on

set logd tty 1 sendlog mail interval 180 ratio 70

add logd tty 1 mail 1 mgr@example.co.jp 192.168.1.251

. YU TR — F20SYSLOGH!I /1 ZONICERE L, BEBDHRIEZR DO A v b — U ) &

NDEIZSYSLOGY — NZEEEND L OICRELET, 612, R—Fu 7 zE
BN A = VIRET DR ELXITVET,
TREORE T, 180/ HkE S L <IIA— ka7 A4 XDT0%IE L= 85412, Maily
—/3(192.168.1.251) Z#%H L TR — bk 1 7 Zuserl@example.co.jp &
user2@example.co.jplZiEE L ¥,
userl@example.co.jplZiE(FT 5 A —/ ik, 7 =7 h%& “Server Status” | A—/b
X153 % smartcs@example.cojp& L £,
user2@example.co.jplZiE(FT D A —/LiE, 7V =7 b % “Data-Center Server” .
A —)Vik{E4 % smartcs@example.cojp & L7,
N—ha ZIEA— VORI L TEELET,

set logd tty 2 syslog on

set logd tty 2 sendlog mail interval 180 ratio 70

add logd tty 2 mail 1 userl@example.co.jp 192.168.1.251

set logd tty 2 mail 1 type body

set logd tty 2 mail 1 subject "Server Status"

set logd tty 2 mail 1 sender smartcs@example.co.jp

add logd tty 2 mail 2 user2@example.co.jp 192.168.1.251

set logd tty 2 mail 2 type body
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set logd tty 2 mail 2 subject "Data-Center Server"
set logd tty 2 mail 2 sender smartcs@example.co.jp

7. ¥V TR — F3DSYSLOGH! /1 # ONIZHRE L, BB GHEIRDO A v E—U R S
NDEIZSYSLOGY — NIZREEND X OICRELET, 61T, R— w7z EY
HFNCFTPIXE T DR EZITVET,

TROBETIE, 1800 MES L IEAR— ka7 ¥4 XD70%I2# L= HA1C, FTPY
—3(192.168.1.252) Dloguser 1 iIZFTPE L £,

set logd tty 3 syslog on

set logd tty 3 sendlog ftp interval 180 ratio 70

add logd tty 3 ftp 1 loguserl 192.168.1.252 password

[password A /)]

8. v U T /AR — FDOSYSLOGH /JZONIZRE L, B GHEIRDO A v E—U RS
NDEIZSYSLOGH — NIZEHESND L OICHRELET, I HIZ, A— e s ZEH
FICFTPIAE T 2R EEZITVET,

TREOBRETIE, 1807 E L IIAR—hr 741 XDT0%I23E LI Ha12, FTPY
—/3(192.168.1.252) Dloguserl & loguser2(Z FTPE(E L £9,

set logd tty 4 syslog on

set logd tty 4 sendlog ftp interval 180 ratio 70

add logd tty 4 ftp 1 loguserl 192.168.1.252 password

[password A /)]

add logd tty 4 ftp 2 loguser2 192.168.1.252 password

[password A /)]

9. YU T NAAR—F5L6MDNFSEZONIZRIE L., BHIGHEIRDOA v - RN SN2 E
WINFSH—NIZRFSND LD ICRELET,
set logd tty 5 nfs on
set logd tty 6 nfs on
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R—brOJREEEREFREDERE

R—ha T ORGER EIRFEREEEET D

it

ax &

22N T

A L £

« R— MY —NERE : H A L7 hE— F(default)
s BES SRR ~ DRt 715 Telnet / — < /LE— R(default)
« R— b — 3z : 72 L(default)
c B— b u SRS : CFG ) 7 VR — MFEICR— b a 7 ORER R ZZEF)
- F— b s ERE : OFF(default)
(¥R ]
BER T RS BERT RS
Telnet7 5472k T
192.168.2.1 :
'g . 192.168.1.100
192.168.1.254
I =43
| 192.168.2.254
X 4-7 R—FOJTRFEEELEREBT=DER
[(REEDHRTE]

set
set
set
set
set
set
set
set
set

logd
logd
logd
logd
logd
logd
logd
logd
logd

output cf

set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

tty 1-4 log on size 500
tty 5-8 log on size 1000
tty 9-12 log on size 1500

tty 13-16
tty 17-20
tty 21-24
tty 25-28
tty 29-32

log
log
log
log
log

on
on
on
on
on

size
size
size
size
size

2000
2500
3000
4000
8000
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[E%7E D fiEs]
1. ALLE DA FNZSmartCS, IPT LA L xy b~ A712192.168.1.100/24, 7 7 # /L k
Jb— [ Z192.168.1.254% 3% E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. F— ba T ORGFHEZRAMM LCRICAER LET,
set logd output cf

3. VU T NAE—FgOR—ra VORGERES FLO LR ELE T,

DU TR — F1~4D R — b 7 ORGERE : 500Kbyte
U TR — R5~8DR— k1 7 DIRAER & : 1MByte
U TAR— FI~120 KR — a1 7 ORI & : 1.5MByte
VU TR — F13~16D KR — b1 7 DRGERE : 2MByte
YT IR— F1T~20D KR — b 11 7 DRAER &= : 2.5MByte
LU TR — F21~24D KR — b 11 7 OIRTER & : 3MByte
YT IR— F25~28D R — k11 J DIRAER &= : 4MByte
LU TR — h29~320D 7R — Fa 7 ODRTFRE : 8MByte

set logd tty 1-4 log on size 500

set logd tty 5-8 log on size 1000
set logd tty 9-12 log on size 1500
set logd tty 13-16 log on size 2000
set logd tty 17-20 log on size 2500
set logd tty 21-24 log on size 3000
set logd tty 25-28 log on size 4000
set logd tty 29-32 log on size 8000
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4.8.5 R—rOJORFHEDFEILER— FF—/N\AZ21—DORTOHL

R— b~ 7 ORGFEEZIFIEE RN — P — AR =2 —DFRRZMIET DFEIC OV T

Eﬂ Lij_o
c R— B NRE XA L7 hE— F(default)
- EEAR S B B A~ DR T 1 : Telnet / —< /L F— R(default)
e AR— F =R R =2 — : OFF
« B h o —EE : 72 L(default)
c R— ke JRGg 7L
- F— b s ERE : OFF(default)
(¥R ]

BRI R IR BRI RIS
Telnet9 547+ A ?
192.168.2.1 ‘ H
FEE [ P i gt .
o : { 192.168.1.100
i [Trogn : :

192.168.1.254

[ & ] L—%
[ §  192.168.2.254

........................................................................

4-8 KR— FOTREFBEDFEILELER— FF—N\AZ 2 —DORFOHILE

[REEDHRE]

set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd menu off
set logd output off

[E%E DfiRER]
1. AEEOLRNZSmartCS, IP7 FL A LRy h~ A 7(2192.168.1.100/24, 7 7 # /L k
JL— K12192.168.1.254% % E L F 7,
set hostname SmartCS

set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

9. R— " — "R =0 —DOEREFIIELFT,

set portd menu off

3. R"— b r 7HREZOFFIC L £7,
set logd output off
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4.8.6 R—ba1—H323

H— h—PHREZONIC LT, F— h2—PHICT 7 EATED LU 7AE— F & RE
TAHZLICEY, SUTAR—PFOEFXF 2T 4 2EDBEREICONTHBALET,

c R— B NRE : A4 L7 +E— F(default)
- BEHL R S as ~ DB 1A : Telnet / —~ /L F— K(default)
« R— b —YREE HY
(2 7' A v 2% 7HHE ON)
 R— b ua JRAEg : RAM(default)
< F— o s ERE : OFF(default)
[#ERE]

%ﬁﬁ%ﬁ% %ﬁﬂ%%%
Telnety 547k : : y

192.168.2.1 T e User | Access Port

y : : - 1-12
REE iLa;mJ L il ﬁ':@&i' user01
login: ".,'. user02 | 13-24
i login: H i 192.168.1.100.. | user03 | 25.27,29,31
192.168.1.254

[ & 192.168.2.254

4-9 R—hr1—H53

[(AEEDEEE]
set hostname SmartCsS

set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

create user user0l group portusr password
[password A 77]

create user user02 group portusr password

[password A J7]

create user user03 group portusr password

[password A 77]

set user user(0l port 1-12

set user user02 port 13-24
set user user03 port 25,27,29,31

set logd tty 1-32 lstamp on
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[ExE DfiEEH]
1. ALEEOAFNITSmartCS, IP7 FL A LRy b~ A2712192.168.1.100/24, 7 7 # /L k
Jb— [Z192.168.1.254 % 5% E L £ 7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. A— b2 —VRFEZONIZ L E T,
set portd auth basic

3. N— b2 —HWFFETH T 5K — h=—H(user01~user03) = {Epk L £ 97,
create user user01 group portusr password
[password A /)]
create user user02 group portusr password
[password A /)]
create user user03 group portusr password

[password A /7]

4. R= b2 —FRNT7 7 A TELVYTAR—FERELET,
userO1iX sV 7 /LA — hD1-12, user02iX >V 7 /LR — bk D13-24, user03iL> U 7 /v
R— hD25,27,29,31127 7/ & AT HHEMRAERE L £,
set user user0O1 port 1-12
set user user02 port 13-24
set user user03 port 25,27,29,31

5. VU T IVR— F1~32~DR— ha—HFoua s /a7y &R — ka7 ZZ T
20T A AR T HEAIZLUET, AERRILT AT LAY 7 b7 = 7 Versionl.7 B0
SN

set logd tty 1-32 Istamp on

create user 1~ R Cportd 7' a U EHRET D L, 2—HFOEMRE U TR — MFR
N1oOoDa~<y RTITAET,

create user 2~ RDport4 7 a i, VAT ALY 7 b7 =T Versionl. 2 TEME 7=
BERE T,
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4.8.7 SSH/SRD— K (Basic)ZREE

AUE A AR LT, SSHY T4 72 b6 82 7 — F(Basio il CHRALRIRIC T 7 &

A D AR 2R BE |

—a—O

A SR

- BRI SR ~ D Rt T 1k

° SSH ‘]j_ /\;{Jn

COWTHHALET, REMILTelnet” 74 7 > b bRIRIZL TWE

: XA 17 +E— K(default)
: Telnet/SSH / —~ /L E— R
: X2 T — R (Basic) #%7iE

— }\ L 'H-nﬁu M : BPD V)
R— ko FRIES : RAM(default)
R— b v JiEkihe : OFF(default)

- RIEEE D SSH H— X HEEET)]

[(#RE]
BEART Rk ER BRI R
Telnet/SSHOZA 7k
192.168.2.1
AREE

login:

login:

192.168.1.100

192.168.1.254

| ¢ 192.168.2.254

/XX —R(Basic)s25E

4-10 SSH/\R ™ — F(Basic)i2:E
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[(AEEDHKRE]

set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth basic
create allowhost all service portd sshrw all

set portd auth basic

create user user0l group portusr password
[password A 77]

create user user02 group portusr password
[password A 77]

create user user03 group portusr password

[password A 7J]

set user user(0l port 1-32
set user user02 port 1-32
set user user03 port 1-32

enable sshd

create allowhost all service sshd
set user somebody password
[password AJ7]

[ExEDfiEER]
1. AEEEOAFNICSmartCS, IP7 FL A LRy b~ A712192.168.1.100/24, 77 # /L k
Jb— RF1Z192.168.1.254% X EL £,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHORRGES X% /32 U — R(Basic) @bl E L, 2 THOY Y 7R — FDSSH/ —
<NV E—RIZ, BETCORY hT—FI T RLANLT I EATEALIICHELET,
set sshd auth basic
create allowhost all service portd sshrw all

3. A— b —HFIEZONIZ L E T,
set portd auth basic

4, R— b2 —PRIETHEHT 2K — b —H (user01~user03) & 1EL L £ 7,
create user user01 group portusr password
[password A /7]
create user user02 group portusr password
[password A /7]

create user user03 group portusr password

[password A /7]
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5. R—ha—¥NRT I/ EATELV VT NAR—FMERELET,
user01~user03i%., ~ U T NAHR—F1~32ZT 7 BATE D X ITHERERELET,
set user user(01 port 1-32
set user user02 port 1-32
set user user(03 port 1-32

6. SSH” 74 7> MinbARIEEIZO VA4 TEDHEH1T, REEBDOSSHY — O E S
ITWET, AR @SSH*)L~/\%ﬁfJJ L. BTOFRy hT—27 T RLANLARERD
SSHY— 27 7 EATELLIICREL T, HEIC, REBICHEHEILTWDLIRY
A 2—FONRRAT— RERELTIIEIN,

enable sshd
create allowhost all service sshd

set user somebody password
[password A /7]

(¥ 2]
RIEE O THHAREORENL., REE DTelnetr — /R — b —NIZETHOFRY FT—
TINGT ZJEATEDLLIICRESNTVWET, X2V T 4 2@mDDHZDIZ, Telnet”
7B AZHIRT 55 G121E, Tt a~r REFEITL TSN,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd
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4.8.8 SSH FAHBE (Public) 583

AEEE B LT, SSHZ 7 A 7> b 2> 5 /ABR#E(Public) iRGE CEE L G anic 7 7 & A
‘ﬁ‘éﬁéﬁiﬁﬁfo@%i COWTHHA L £, REMILTelnet” 74 72 b b XI&IC LTb\iﬁ“o

S NN : A L7 E— R(default)
ffﬁﬂ%’fﬁ%ﬁ%“\@?ﬁﬁjﬁf : Telnet/SSH / —~ /LE— K
. SSH H—\FEE : ANBRASE(Public) 78
— h— 'H_uu Mi HY
RAR—bhuas 1[7%7['?5% : RAM(default)
AN— b v JHLEHEE : OFF(default)
- REEE O SSH — 3 g
(¥R ]
ESIRXI MR BERR R AR
_ A —
Telnet/SSHOSAT7 b H
192.168.2.1 : T
REE e o e -H
L P 192.168.1.100

192.168.1.254

[ i 192.168.2.254

/XA —R(Basic)REE

4-11 SSH 2B#2(Public)ZR5E
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[(AEBEDRE]

set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set sshd auth public
create allowhost all service portd sshrw all

set portd auth basic
create user user0l group portusr password

[password AJJ]
create user user02 group portusr password

[password A 77]

create user user03 group portusr password

[password A J7]

set user user(0l port 1-32
set user user02 port 1-32
set user user03 port 1-32

set user user(0l sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAvVS5Ic
URAW4Amvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
ORIWEN265tPnmoDTHa3CHRZzP17/6V41mbHhOVNJjnDw730HKp0gnSZj0UdglIJrHXbPrKwd
pgci70kZt1TxWHxPb2xmC81lul= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAvSIc
URAW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
ORIWtN265tPnmoDTHa3CHRzP17/6V41mbHhOVNJIjnDw730HKp0gnSZj0UdglIJrHXbPrKwd
paci7okZt1TxWHxPb2xmC81lul= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAVS5IC
URAW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
ORIWEN265tPnmoDTHa3CHRzP17/6V41mbHhOVNJIjnDw730HKp0gnSZj0UdglIJrHXbPrKwd
pacj7okZt1TxWHxPb2xmC81lul= abcdef@test

enable sshd
create allowhost all service sshd
set user somebody password

[password A 77]

set user somebody sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAVS
IcURAWAmvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpd
azORIWEN265tPnmoDTHa3CHRZzP17/6V41mbHhOVNIjnDw730HKp0gnSZj0UdglJrHXbPrK
wdpgcj7okZt1TxWHxPb2xmC81lu0= abcdefltest

[EREDfEEH]
1. AEEEOAFNZSmartCS, IP7 KL A L Xy b+ A 2712192.168.1.100/24, 7 7 # /L K
JL— RZ2192.168.1.254% % E L £ 7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. SSHORFET A& ABIFE(PubliofBFEICEKE L, 2 TDH YU 7R — hDSSH/ —~ /L
T—RZETDOXY hT—I T RLANLT 7 BATELLIICHELET,
set sshd auth public
create allowhost all service portd sshrw all
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3. j—_ }\:L ‘&H'L‘PE;&‘ON Liﬁ—

set portd auth basic

4. R— b2 —FRILTHEHT 2K — b2 —F(user01~user03) & 1ERL L £ 7,

create user user0O1 group portusr password

[password A /)]
create user user02 group portusr password
[password A /)]
create user user03 group portusr password

[password A /7]

5. R—ha2—HPNRT7 I/ EATELLITINHR— b EHELET,
userOl~user03i%., YU T NR—hF1~321CT7 7 B ATEDL X HIHEREZERTEL F7,

set user user(01 port 1-32
set user user02 port 1-32
set user user(03 port 1-32

6. A"— b2 —VMIISSHYZ T4 7 > N TIERR LT ABH#E 2 B8k L £ 7,

set user user0l sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FTAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdql JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user02 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mv c+FTAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKpOgnSZ jOUdql JrHXbPrKwd
pacj7okZt1TxWHxPb2xmC81u0= abcdef@test

set user user03 sshkey public ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCI0Gth7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V41mbHhOVN] jnDw730HKp0gnSZ jOUdql JrHXbPrKwd
pac j7okZt1TxWHxPb2xmC81u0= abcdef@test

7. SSH” A4 7 v b HAREREIZT VA /’C%éi? T, REEDOSSHY — OB E %
ITWET, ﬁ%E@SSH#H\%ﬁﬂJ L., AREEOSSHY— NZRETORY FU—
JT7 RUVANLT 7R ATEDLIIICHRELE T, HFZEIC, REBICEHINL TSR
TA v a—FO/NRAT— RERELTIIZIN,

enable sshd
create allowhost all service sshd

set user somebody password
[password A /7]
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8. A#(E D= —H(somebody) IZSSHZ 7 A 7 > b TIERL L7 ABHSEA Bk L £ 77,
set user somebody sshkey public ssh-rsa
AAAAB3NzaClyc2EAAAABIwWAAAIEAv5Ic
URdW4mvc+FIAKxWxhv8mFaCM/Ro0Q4eVH+7uRV2hVuFpSndWivuCIOG
th7RHbVhUbkpdaz
OR9wtN265tPnmoDTHa3CHRzP17/6V4lmbHhOVNJjnDw730HKpOgnSZjoU
dqldrHXbPrKwd
pqcj7okZtI Tx WHxPb2xm C8lu0= abcdef@test

[ E]
ARIEE DO TIHHMEFEOREIL, AEEDOTelneth— LR — FHF—NIZL2TORyY FT—
TT RVAMWLT VEATEDLHIICHEINTWVET, EX=2U T4 Z2HmDDHTZDIT,
Telnet” 7 ¥ Z ZHIbRT 255121, Tk a2~y REFETL TS,

delete allowhost all service telnetd

delete allowhost all service portd telrw all

disable telnetd

SSH” 7 A 7 bk TABSZ A k3 5 Fikix, F8C SSHOY S A7 bV 7 FDE
BEl) 22 L TEE0,
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4.8.9 R—btELY FEEGKR—F—1OELY FE—F) DERE

R—brELZ MERRFE— R —"OtEL 7 FE— R)OZEIZHOWTEHBE LET,

c IR— MY —ERE V7 FE—F
- BEHLRE s~ DHEE T 1A : Telnet / —~/LE— RF(default)
« R— h = — R i o%)
R— o TR : RAM(default)
« B— ko SEEERRE : OFF(default)
(R ]

BRI RMER BRI R
Telnet7 347k : A L
192.168.2.1 KuE T
o] — e
Do i 192.168.1.100
H ogin: H H
192.168.1.254

[ & ] L—%
[ § 192.168.2.254

4-12 R— kLY FMEEER— FF—n\OEL Y FE—F)

[(AEEDHKE]

set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd connect select

set portd auth basic

create user user0l group portusr port 1-32 password
[password AJJ]

create user user0l group portusr port 1-32 password
[password AJJ]

set portd tty 1-32 cmdchar 01

set portd tty label Tokyo-L3SW-1
set portd tty label Tokyo-L3SW-2
set portd tty label Tokyo-L3SW-3
set portd tty label Tokyo-L3SW-4
set portd tty label Tokyo-Sv-1
set portd tty label Tokyo-SV-2
set portd tty label Tokyo-SV-3
set portd tty label Tokyo-SV-4

O J o U b w N
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[E%7E D fiEs]
1. AREEEOLFNZSmartCS, IP7 KL R LRy M~ A 712192.168.1.100/24, 7 7 #+ )V
Rb— 12192.168.1.254 % % E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. A"—brEv L7 MEREEZENIZLET, A b —OEFHT— FaselectiZEE L F
j—o

set portd connect select

3. A— Fha2—HFRFELONIZ L ET,
set portd auth basic

4. R— b2 —WFEAETHEHT 5K — h=—H(user01 & user02) = 1Epk L £ 97,
A= =PI Y TR — F1~3207 7 E AMEEHE L T,
create user userO1 group portusr port 1-32 password
[password A /7]
create user user02 group portusr port 1-32 password

[password A /7]

5. YU TR — F1~32ICKR— b =R =2 —DYELTa— Ky a g
Fra— R) & L T0x01[Ctrl-Al & B8k L £ 77,
set portd tty 1-32 cmdchar 01

6. KLU TNR—MTT IV EREHELET,
set portd tty 1 label Tokyo-L3SW-1
set portd tty 2 label Tokyo-L3SW-2
set portd tty 3 label Tokyo-LL3SW-3
set portd tty 4 label Tokyo-L3SW-4
set portd tty 5 label Tokyo-SV-1
set portd tty 6 label Tokyo-SV-2
set portd tty 7 label Tokyo-SV-3
set portd tty 8 label Tokyo-SV-4
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4.8.10 RADIUS EBFEHERE/RADIUS 7 H o > MEREDERTE (BEARERTE)

AEEEDT ) T IVR— MNZT 78 AT HHR— b2 —HF ZRADIUSFEFE Y —Y/RADIUS 7
ATy M= Tt BT 5 B R EIC DWW T L E T,

— M N E : XA L7 hE— R(default)
. EF?EXT%*&W’\@E%% 1% : Telnet / —~ /L E— R(default)
A— b — 585 %))
A— b a JRAFS : RAM(default)
AR— b v JERERE : OFF(default)
CRGET AU R e han : RADIUS

o“— ]\:L”—‘H_O)%L RADIUS B nELi‘j—
(e — LB S o — Y — b VEREE)

[HER ]
RADIUS RADIUS
BER RS E"?E*T%J%%ﬁ H—/\1 H—s\2
Telnet/SSHHSA Tk 192.168.1.252  192.168.1.253
192.168.2.1 T L JI HI

login: - A e il :
: H 1192, 168 1.100

login:

192.168.1.254

i ] P oo
[T 1921682254

4-13 RADIUS SEiI#AE/RADIUS 7 h o > M HSEE(RAERK)
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[(REEDKE]

set hostname SmartCsS

set ipaddr 192.168.1.100/24

create i1p route default gateway 192.168.1.254

set user root password
[password AJJ]

set user somebody password

[password AJJ]

set portd auth basic
set auth mode radius
set auth radius server
set auth radius server
[>—7 Ly F—AT]
set auth radius server
set auth radius server

(=7 by bFx—AT]

set acct mode radius
set acct radius server
set acct radius server
[>—7 Ly F—AT]]
set acct radius server
set acct radius server

(=7 Ly FEx—AT]

\S)

addr 192.168.

key password

addr 192.168.

key password

addr 192.168.

key password

addr 192.168.

key password

.252

.253

.252

.253
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[ % E DfFER]

. AILEOAFNZSmartCS, IP7 FL A LRy h~A712192.168.1.100/24, 7 7 /v
Rb— 112192.168.1.254 % % E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. — Wz —V LEEFHL I I — IV CREELE T,
—fi% L — Dsomebody & B FFL L —W DrootiZ/NAV — RERELET,
set user somebody password

[password A J7]

set user root password

[password A 77]

3. T ]\:l "j-muuﬂz%ﬁfj] Li—é‘o
set portd auth basic

4. FIESHFXERADIUSFRGEY 94 7 FOBRELXZB IRV ET,
RADIUS#—/3112192.168.1.252, RADIUSH—/3212192.168.1.253% %k L £ 77,
RREAR— MIT 7 4L FO1812F A FIA L £,

set auth mode radius
set auth radius server 1 addr 192.168. 1.252
set auth radius server 2 addr 192.168. 1.253

5.RADIUSFRGEY 747~ EBFIHT D —2 Ly bR —2BEK L £ T,
RADIUSEEGEY — NIZHEE LT —7 by R —2FBZEL T E X0,
set auth radius server 1 key password
(=7 by FF—AT]]
set auth radius server 2 key password

(=27 by hF—=AT]

6. 7TH o FHFXNERADIUST B U N7 T4 T v OREEITVET,
RADIUSH#—,3112192.168.1.252, RADIUSH—32{2192.168.1.253% &4k L £ 4,
THATY FIR—MNIF 74V FD1813FBLZFH L E T,

set acct mode radius
set acct radius server 1 addr 192.168. 1. 252
set acct radius server 2 addr 192.168. 1. 253

T.RADIUST V> b7 FA 7 b3FIAT 50— by FR—a Bk L E7,
RADIUST 1w v b —NZEEK LTz —27 Ly PXF—2FEL T LI,
set acct radius server 1 key password
(=7 by FF—AJ]]
set acct radius server 2 key password

(=27 by FF®—AA]
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[RADIUSH—/\EIDE%E]

RADIUSH —_Da—FELRT 7 A VIR ET D7 MY Ea— Mzl L E7,
AALIE 3FRAE T & HRADIUS = — W4 DIg KT R 136437 T,

# R— h=—H (user01)
user0l Password = "user01l",

# R— h—H (user02)
user02 Password = "user02",

kB, REBEIIZELZT MU Ea— kD9 B User-Name & Filter-1dD A2 2 fZR L ¥ 97,
LT, U TFDE T ) Ea— FCHEEMTAHAIENTEET,

# R— h—H (user0l)

user0l Password = "user01",
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600

# AN— 2 —Y (user02)

user02 Password = "user02",
Service-Type = Login,
Login-Service = Telnet,

T RUEa2— FOEEMT M40 7R Ea1—FERADIUSERSE  FH™Y Y FH—/NHRTE
Bl BB LTLITEN,

2 —Y 7 N— T kB & Hereate auth access_group =2~ K L Ulset auth radius
server {root | normal | portusr | filter_id_head =~ RZARIEEIZHRTE L TWRWES
X, Y AT LY 7 N7 =7 Versionl.3 TiBII X417z set auth radius def user=~ > KD
EEICHE > T2 —FOFGERE 2 TV E T, set auth radius def user =2~ RMBEE
SN TWeWGETE, RADIUSFRREY — TGl vic2—Y D H b, 22— 7 1—"7%
FETE RN a—HFEIR—ha—F L LTHH, BTOTITAR—MNIT 7 ERATED
MEMR % £} 5- L £9, set auth radius def user none & %/ E INTWVWHEAIL, EY=2—H
DT 7B AFHESSNET,

VAT ALY 7 bz T Versionl.2idset auth radius def user=2~ > FZ#EH L TRY £
FADT, KRavy RRREINTWRWEEEFE CEIEEZITVWET,

o — R B o — Y 2 RADIUSTRGE Y — A CRIET 240, K— ha— o7 7
Y RAEHATH LY TAK— b ERET HHAIE, RAA— UL [4.8. 11 RADIUSERE
HeRe/RADIUST7 Ao > MREDERTE (ICFARET:Tilter_id_head) ] & 74.8.12 RADIUSER
SEHEE/RADIUS7 o o MMBEEDRTE (GRRE2 7 I R T IL—EL Tl | 258 L
T &N,
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4.8.11 RADIUS FBGE#AE/RADIUS 7 Ao > MEREDERE (GAERTE 1: filter_id_head)

KAEEIZT 7 v 24 Ha—W & RADIUSFEGEY —/NRADIUSY 7 7 o h—/ N T—nf
f%‘@‘éa)’z“i IOWTHHLET,

Z OB TIERADIUSHEGEY — N T —VRIEE TV, BIET— 0B EFEEINTL S
Filter-1d7 b U B2 — MAIZ L » TS = — PR EEEH L — /2 —V/FR— b= —
FONTNNTHLINERET HHEICOVTRBLET, K—Fax—¥@IZT 7 EAT
BV TIR— FRHEETE D5EEW 20X, userliZ >V 7R — F1~1012, user2it
U TV — R 20~30I2 7 7 & A A 72 ENCAKRRREZIT O LT, Hx ODR— hx—
PO TIVR— DT 7 & AEIZRADIUSHEGE Y — XMl CTFilter-1d7 kU = — M
ELTRELET,

R— h— \RE : XA L7 hE— R(default)
- B G ~ D B 1L : Telnet / —~/LF— K(default)
A— b= — 585 %))
A— kv JRAFE : RAM(default)
AR— b v JEERE : OFF(default)
CWEET AU N e han : RADIUS

‘j—’\fo):’-—‘ﬁ:% RADIUS uunLT:L/ij‘
U T ILAR— }‘@77'121*@ 3 RADIUS ntunE"j‘*‘

/\ T '8 /:E l_/ i ﬁ‘o
=PI N—TREETER N —FILT I A
FHERLET,
(¥R ]
RADIUS RADIUS
EAERAS || Ednan e 1o
Telnet/SSHHSA Tk 192.168.1.252  192.168.1.253
192.168.2.1 T JI HI
— AEE | L
P 1921681 100
i login: H
192.168.1.254

i ] L—4
T 192.168.2.254

K 4-14 RADIUS SREF#£4E/RADIUS 7 ™ & k#kE(filter_id_head)




4E FHERE

[(REE

)

R E]

set hostname SmartCsS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set
set

set
set
set
set

auth mode radius

auth

auth
auth
auth
auth

radius retry 5

radius
radius
radius
radius

server
server
server
server

[>—Z2 by R —AN]

set
set
set

set
set
set
set

auth
auth
auth

auth
auth
auth
auth

radius
radius
radius

radius
radius
radius
radius

server
server
server

server
server
server
server

(=7 by bFx—AT]

set
set
set
set

set
set

set
set
set
set

auth
auth
auth
auth

acct
acct

acct
acct
acct
acct

radius
radius
radius
radius

server
server
server

= I = =

=

NN NN

2
2
2

def user

mode radius

radius retry 5

radius
radius
radius
radius

server
server
server
server

[v—7 Ly h&F—AJT]

set
set
set
set

acct
acct
acct
acct

radius
radius
radius
radius

server
server
server
server

(=7 Ly bFx—AT]

I = =

DN NN

addr 192.168.1.252
port 1645

timeout 10

key password

portusr filter id head NS2240 PORT
normal filter id head NS2240 NORMAL
root filter id head NS2240 ROOT

addr 192.168.1.253
port 1645

timeout 10

key password

portusr filter id head NS2240 PORT
normal filter id head NS2240 NORMAL
root filter id head NS2240 ROOT
none

addr 192.168.1.252
port 1646

timeout 10

key password

addr 192.168.1.253
port 1646

timeout 10

key password
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[E% 7 D g ]
1. AEEEOLRNZSmartCS, IP7 KL A &Ry b~ A 7(2192.168.1.100/24, 7 7 + /b
Rb— 12192.168.1.254 % 5% E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

2. K— ha—PRIALE AP LET.
set portd auth basic

3. muuﬂijjthADIUSmuniEy 747/ ]\0) }:E%TTl/\i‘g—o
RADIUSH—,3112192.168.1.252. RADIUSH—,32{2192.168.1.253% &k L £9°,
FWARAR— MZIZ1645B 2R EL £ 7,

set auth mode radius

set auth radius server 1 addr 192.168. 1.252
set auth radius server 2 addr 192.168. 1.253
set auth radius server 1 port 1645

set auth radius server 2 port 1645

4. RADIUSIGEY 747 FTHIHT 2> —27 Ly bR —2 &KL E 7,
RADIUSFEREY — NI LT7-v— 27 Ly bR —Z2REL T E &,
set auth radius server 1 key password
(=7 by FF—AJ]]
set auth radius server 2 key password

(=27 by FF—=AT]]

5. RADIUSFRGEYZ A4 7> hD U R T A BIESCH A LT 7 Mz
UV NI AEEEBE, XA LT 7 MEZ10IZERE L £7,
set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

m
s
=

6. —fka—VEEEEH L — P 2T 570D O — i1 2 %8k LE 3, RADIUS
WAEY — N b @ I D Filter'ID7 MY B =2 — b D4 EE T H N
NS2240_NORMALZ: & 1 E— %= —4, NS2240_ROOT 7 & |34 @& B = — - & 53]
45 X 9 1Tset auth radius normal/set auth radius root=~ > REZZEL £ ,

set auth radius server 1 normal filter_id_head NS2240_NORMAL

set auth radius server 1 root filter_id_head NS2240_ROOT

set auth radius server 2 normal filter_id_head NS2240_NORMAL
2

set auth radius server 2 root filter_id_head NS2240_ROOT

4-78



4E FHERE

7. A= F 2 —HFEHIT D 72D D2 — AT & 56k L ¥, RADIUSFZGES — 715
i SN S Filter-ID7 b U B = — b O SgHICFF2NS2240_PORT 72 & (XK — b =

— P LE#RIT D K 5 1Tset auth radius server portusr2~ > FERELET,
set auth radius server 1 portusr filter_id_head NS2240_PORT
set auth radius server 2 portusr filter_id_head NS2240_PORT

TR AEHATEHY U TIIR—F(1-16,24) % K — b2 —PZEET DAL,
RADIUSGERGE Y — MUOFilter-ID7 VU B = — MEIZ”NS2240_PORT1-16,24” & 3%
ELET, NS2240_PORTD L H IZHF B DOREEN R WEA., AEETTXTOVY
TIVIR—MIT 7 B ATE HHEREZAMNELET,

8 Z2—W I IN—TPETE RN —F DT 7 v AHEERELET,
=P TN =T PEEETE WA Filter-IDT b U B 2 — F2RADIUSFREE Y — 3
MO E N2 WA, Filter-ID7 RV B o— MEAAER CRECE W7 +—
<y PO, FO2—HFDOT 7 ANRELEND K DI, set auth radius
def usera~> K&EFEITLET,

set auth radius def_user none

Ka<w o RV AT LY 7 v =7 Versionl.3TEMEN /o~ RTY,
VAT ALY T hU =7 Versionl.2TlE, 2—HF TNV —TNERETEX e —HF &2 KR—
Pa—F L LTHY, TRCOVY TAR= MIT 7 B ATE SHEREMFGLET,

8. T HU FGFRERADIUST WUV N7 T4 T v FOREEITWVET,
RADIUSH —,31{2192.168.1.252, RADIUSH#—3212192.168.1.253 % &4k L £,
T MR — MZIZ1646FFRTE L £,

set acct mode radius

set acct radius server 1 addr 192. 168. 1. 252
set acct radius server 2 addr 192. 168. 1.253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

9. RADIUST U "I AT FTHRIT 5 —2 Ly hEF—% B8k L E7,
RADIUST 7 v b —NIZREE LTV —7 Ly FF—ZREL T EZEW,
set acct radius server 1 key password
(=7 Ly hF—AJ]]
set acct radius server 2 key password

[v—7 by h&F—AJ]]

[ 2]
AAEE IAEE N O 10— H L ERFAE—RADIUSIRFEDNEE T2 —HRIEEZ TV X7,
*&l—#%ﬁﬁmﬁmﬁﬁéﬁAi AEERNICBEFEESNTWD —fR2—VE2HIRT 5
. b L< T, RADIUSH — R CHEEE LT /RAT— REBARARAT— REBZEL T
éb\ LT DIRAT — FRBEFEINTWRWERIE, XRT— R Z—rF—%
ANDTET CTAREEDO T — D NVFEIETHRI L VA URAREE 2V FT O TCIHEHEEL
S,
%%%@n~$ﬁmmﬁ4y%w:7yF%ﬁﬁ%ﬂ%ffommum%~ﬂmﬂﬁbt
NAT— REBIpHRAT — REEEEFHL—FICREL TLESN, 2L, EEE
n~#@mOi*&J—#k£&DM%fé_kif%i&ho
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[RADIUSH —/\BIDE&E]

RADIUSHIL‘IJJ‘.E##/\@:L#‘& 7 7/(/1/ ;E&E#é? ]\ ) E=z— i\WJ’EuE%Z Liﬁ—
AHEE NFERE T X 2RADIUS = — Y4 O K LT R136430FTT,

# R— F—F OB

portuser0l Password = "portuser01l",
Filter-Id = “NS2240 PORT1-16",

# 1TV UTAR—KI-16)ITT 7 & AAHE
portuser02 Password = "portuser02",

Filter-Id = “NS2240 PORT5-9,20,24",

# 13 UTAR— k(59 20,24) 127 7 &AW

portuser03 Password = "portuser03",
t 120G, AKEEDORIED set auth radius def_user none TH Y, M,
# —VHEBINRFETERVDOT, Z02—FOT7 7R FETINET,

# R — Y DX

somebody Password = "network",
Filter-Id = “NS2240 NORMAL”,

abc0l Password = "abcdef",
Filter-Id = “N82240_NORMAL”,

#OAEE Ao — O

root Password = "admin",
Filter-Id = “NS2240 ROOT”,
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BB AEEIIZELEZT P E2— D95, Username<CFilter-IdD A & IR L £ 97,
LR oT, UFDOLIRT M) Ea— hChEHRTAHZENTEET,

# R— F—F B

portuser0l Password = "portuser01l",
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = “N52240_PORT1—16”

t TV T7NAR—FA-16)IZT 7 & AR

portuser02 Password = "portuser02",
Service-Type = Framed-User,
Framed-Protocol = PPP,
Idle-Timeout = 600,
Filter-Id = “NS2240 PORT5-9,20,24"
Filter-Id = “access.include.filter-A"

t 1 UTAR— (59 20,2027 7t A HE

portuser03 Password = "portuser03",
Idle-Timeout = 600

t T Zo%Es. REBEOFED set auth radius def user none THY | 73D,
# PR ETCEARNDT, O — DT 7 2GS ET,

B R — Y DX

somebody Password = "network",
Service-Type = Login,
Login-Service = Telnet,

Filter-Id = “NS2240 NORMAL”

abc0l Password = "abcdef",
Service-Type = Login,
Login-Service = Telnet,

Filter-Id = “NS2240 NORMAL”

#OARE o — Y DGR

root Password = "admin",
Filter-Id = “N82240_ROOT”,
Idle-Timeout = 600

Ka
filt

T hUEa— FOFEMIE F8RD 7 Y Ea— FERADIUSEREE 7 H VY Y —/1\E
Bl 2L TS TZE0y,
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4.8.12 RADIUS F2EEHAE/RADIUS 7 h o v MEREDRE (CRARE 2 : TV R T IL—E 2 JHER)

4-82

AAEEIZT 7 ¥ AT 52 —P ZRADIUSIRAEY — /Y RADIUST 4 ¥ & b #—/3T— i/
f%‘@‘éa)’z“i IOWTHHLET,

Z OFITIERADIUSRGEY — N T2 —HFRBIEEZ TV, BiEF— "6 =L TL D
Filter-Id7” bV B2 — MEICE > T, 42—V RHBET L7 78X 7 v—7 BIOY
EEEHL Y/ — /R — h 22— ONWTNERET HIREICONVTRHEH L ET,
K= bF2—PRT 7 ATE 52U TR — hMBSmartCSEHIZ 72 554 W 21X, userl
BT 7 EATEDLLY T AR— M, SmartCS1TiE1~10, SmartCS2TiL15~2072 &)
ICARRREZIT D EEFITT, ZOFETIER— a2 —FOT7 78R ITN—F LD )T
NWAR—= DT 72 AREIFIAEEITRE L T,

c R— MR E : XA L7 hE— R(default)
. ﬁkﬁﬁ%%m’\@%ﬁﬁ % : Telnet / —~ /L F— R(default)
— b2 — 585 B
Zﬁ’“‘ k& ZERAFAE : RAM(default)
< RN— b r TR : OFF(default)
CWGET AU R e han : RADIUS

T RCO2—H¥% RADIUS FBAEL £,
R—ha—VOT7 7RI NL—TTLD YTV
A= DT 72 AEFAREEICRELET,
=PI N—TPR{FETE VN2 —PFET 7 A

ZESELET,
(R
RADIUS RADIUS
B R E"*EJT%H%%E H—\1 H—\2
Telnet/SSHYSAF b 192.168.1252  192.168.1.253
192.168.2.1 : T LEJI EHI
login: — oI A=
: : o 168 1100
i login: i H

192.168.1.254

I - L—%
[T 1921682254

X 4-15 RADIUS :2iI#£8E/RADIUS 7 ho Y RFEBE(T VR T IL—E V)




=r

EHERE

[(REEDKE]

set hostname SmartCsS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

set portd auth basic

set auth mode radius

set auth

set auth
set auth
set auth
set auth

radius retry 5

radius
radius
radius
radius

server
server
server
server

[>—Z2 by R —AN]

set auth
set auth
set auth
set auth

radius
radius
radius
radius

server
server
server
server

(=7 by bF—AT]

I = =

DN NN

create auth access group

addr 192.168.1.252
port 1645

timeout 10

key password

addr 192.168.1.253
port 1645

timeout 10

key password

root radius filter id admin grp

create auth access group normal radius filter id normal grp

create auth access group portusr port 1-16,24 radius filter id grpl

create auth access group
set auth radius def user

set acct mode radius

set acct

set acct
set acct
set acct
set acct

radius retry 5

radius
radius
radius
radius

server
server
server
server

(=7 by bFx—AT]

set acct
set acct
set acct
set acct

radius
radius
radius
radius

server
server
server
server

(=7 by bFx—AT]

I = ==

DN NN

portusr port 20-32 radius filter id grp2

none

addr 192.168.1.252
port 1646

timeout 10

key password

addr 192.168.1.253
port 1646

timeout 10

key password
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[FRE DAEER]
1. AIEEOAHNZSmartCS, IP7 LA & Xy b~ A27(2192.168.1.100/24, 77 #+/V

~b— hZ2192.168.1.254% 3% & L £ 77,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192. 168. 1. 254

2. R— bax—VPRAZANMILET,

set portd auth basic

FRE A E RADIUSERAEY 74 7 2 FOBREEITWVET,
RADIUSH —,3112192.168.1.252, RADIUSH —,32{2192.168.1.253% &&k L £797,
FREAR — MTIX1645F 4R E L E T,

set auth mode radius

set auth radius server 1 addr 192.168. 1. 252

set auth radius server 2 addr 192.168. 1.253

set auth radius server 1 port 1645

set auth radius server 2 port 1645

. RADIUSFRGEYZ 747 > P THHT S —7 by bF—28RL £,

RADIUSGEGEY — NIZHEEK LT —7 Ly R —2FBEL T E &0,
set auth radius server 1 key password
(=7 by FF—AT]]
set auth radius server 2 key password

(=27 by hF—=AT]]

. RADIUSGRGEYZ A4 T FD U b T AR H A LT U MEERELET,

U NTAREESR, XA L5770 MEZ10RIZERE L E T,
set auth radius retry 5
set auth radius server 1 timeout 10
set auth radius server 2 timeout 10

. R EEE P — P R AT T B R T — T Rk L £, create

auth access_group =~ R T, RADIUSERFEY — 302 H @ S5 Filter-ID7 h Y
= — M A normal_grp7e 61X = — admin_grp7a & 1X 2 & #H o — 5 & 555
TOHEORELET &

create auth access_group normal radius filter_id normal_grp

create auth access_group root radius filter_id admin_grp

AR =R T DT DDOT VAT N—T L ET,

create auth access_group=~ > KT, RADIUSFEFEY — 3/ 5@ % &4 5 Filter-ID
7 KU Ea— MaARgrplZ2 HIEAR— ha—H LB L, U 7R — 1-16,24)~D
T RRAEFAITHLOICRELET, FRIZ, 77 8RA 7 —Tgrp272 H1X, vV
TR — F20-832)~DT VB AZFHAITHLIICHKELET,

create auth access_group portusr port 1-16,24 radius filter_id grpl
create auth access_group portusr port 20-32 radius filter_id grp2



4E FHERE

8. T U BARAITN—TPRETERNZ—FORGHLIRAHE L ET,
T I RATN—TNREETE R WS (Filter-ID7 b U B 22— FRADIUSFEGEY —
NGB S WA, Filter-ID7 R U B = — O SCF4] & SmartCSIZE &k S 41
T 0B ATN—TR—=BLRNER) ICED2—FDT 7 ANEGREND X I
set auth radius def user=~ > FZ&FE{T L E£7,

set auth radius def_user none

Ka<w RFIv AT LY 7 =7 Versionl.3TEM&EN-a~r RTT,
AKa<y RRBRESNTOWRWEARIL, 77 BAT V=T PNREETE 2N —H %R
— =L LTHW, TRTOVYTILR—FNIT 7 BATELHERENELET,

9. 7w FHFKERADIUST AU v FA4T v OFREEITVET,
RADIUSH#—,3112192.168.1.252. RADIUSH—,3212192.168.1.253% &4k L £7°,
THT Y RAR— MZIX1646F R E LT,

set acct mode radius

set acct radius server 1 addr 192. 168. 1. 252
set acct radius server 2 addr 192. 168. 1. 253
set acct radius server 1 port 1646

set acct radius server 2 port 1646

10.RADIUST AU v FA 7 N TRIHT A —2 Ly X —%2BELET,
RADIUST 7 v b —RIZREE LTV —7 Ly FF—Z2HELTLLEIN,
set acct radius server 1 key password
[—27 Ly h®—AJ]]
set acct radius server 2 key password

[>—7 by ¥ —AJ]]

[## 2]

AIEE IARZEENO 0 — I VEEFE>RADIUSFGEDNESE T2 —FREEEZ TV E T,

*ﬂxi**f%RADIUSNMEﬁ‘é BlE. AEENIBRFES LTV D 2 —F 2 HIRT 5
. b L<IiE, RADIUSH —3| J“‘% LIeRAT = REBRRDHNRAT— REFREL T

éb‘ AP DRAT — FRRFRIN T RWGEIE, NAT— RN 2 —rF—%

ANDIET TAREBDO 0 — D NVGHEIAETHEII L 7 A VRAlREL ) F T O TIEELE

SV,

KEEH2—YPTOR 7 A osuz~ o FEITHES [T, RADIUSHY — /N 28 gk L7z

NAT = RERIRDHNAY — FEREEHA—PICREL T EEN, 722, HEFH

=P root) T —fxr—F LB VHIFRT 2 Z LT TEEHA,
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[RADIUSH—/\EIDEZE]
RADIUSFERGEY — D a2—VEHRT 7 A NMIRET DT b B a— MilEH L T,
ANEE DNFRFHE T & HRADIUS 2 — Y4 Oy K L PR 1364307 T,

# N— ba—FoxrseE

portuser0l Password = "portuser01l",
Filter-Id = “grpl”,

# 1TV TIR—F(1-16,24) 127 7 & AA[HE
portuser02 Password = "portuser02",

Filter-Id = “grp2”,

# 13U T7NAFRE— b (Q20-32)IZ7 7 & AHHE

portuser03 Password = "portuser03",
t 1T Zose. REBORED set auth radius def_user none TH Y . 2>,
# YN ETERVOT, ZO02—FOT7 /A EEINET,

# R — Y DX

somebody Password = "network",
Filter-Id = “normal grp”,

abc0l Password = "abcdef",
Filter-Id = “normal grp”,

#OAGE S B o — P DR Gk

root Password = "root",
Filter-Id = “admin grp”,

managerl Password = "managerl",
Filter-Id = “admin grp”,

suzuki Password = "suzuki",
Filter-Id = “admin_ grp”,

T RUE2— FOEEMT M40 7 rYEa—FERADIUSERSE  FHY Y FH—NBTE
Bl 2L T &N,




4E FHERE

4.8.13 TACACS+HEREMERE (EAEKTE)

KIEBEBO Y T NVR—MIT 7B ATHHR— b2 —HFZTACACS+H — " T—EHHT 2
BRI E OV TR L £,

« N— MY —GRE : XA L7 hE— R(default)
- BEL R S A ~ DB T 1A : Telnet / —~/LF— R(default)
A— b= — 585 %))
A— bk a JRAE : RAM(default)
AR— b v JERERE : OFF(default)
c R T AT R a kA : TACACS+

AN— =P DA TACACS+HIE L £,
(—p =z — L EEE o — Y 2o — B LEEER)

(&R ]
TACACS+ TACACS+
BRI RMEE E"*ﬁ“f%%ﬁ% H—\1 H#—s\2
Telnst/SSHISA 7ok 192.168.1.252  192.168.1.253

192.168.2.1

, JBL)E

192.168.1.254

| r——
login:
- L—4

[T 1921682254

1921681 100

4-16 TACACS+HRE(EARIER)
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[(REEDKE]

set hostname SmartCsS
set ipaddr 192.168.1.100/24
create i1p route default gateway 192.168.1.254

set user root password
[password AJJ]

set user somebody password
[password AJJ]

set portd auth basic

set auth mode tacacs

set auth tacacs server 1 addr 192.168.1.252
set auth tacacs server 1 key password
[(—7 Ly FE¥—ATN]

set auth tacacs server addr 192.168.1.253
set auth tacacs server 2 key password

(=7 by bFxF—AT]

N

set acct mode tacacs

set acct tacacs server 1 addr 192.168.1.252
set acct tacacs server 1 key password
(=7 Vv FF—ATN]

set acct tacacs server addr 192.168.1.253
set acct tacacs server 2 key password

(V=7 by bF—AT]

N
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[ERE DfE]

1. AREEOLBNCSmartCS, IP7 L A& Ry h< 2 2712192.168.1.100/24, 5 7 # /L

Rb— 112192.168.1.254 % % E L £7,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192.168.1.254

=P L EEE S — e — IV TRIELE T,
— it = — Dsomebody & HEEE Bl —H DrootlZ /XA T — REFHELE T,
set user somebody password
[password A J7]

set user root password

[password A 77]

L AR N —PREEE AT L E T,
set portd auth basic

. TACACS+DFRG AR EXE L FT,
LU FIXTACACSH—/3112192.168.1.252, TACACS+H—/32(2192.168.1.253 % 1k
T H5EOEITT,
V=7 by X —|TTACACS+H — NIZHFE LT —ZFHEL T E I,
set auth mode tacacs
set auth tacacs server 1 addr 192.168. 1.252
set auth tacacs server 1 key password
[—27 Ly h®—AJ]
set auth tacacs server 2 addr 192.168. 1.253

set auth tacacs server 2 key password

[v—=Z7 by hF—=AT]

. TACACS+D 7T 1w v R ELET,
LU FIETACACS+H—,3112192.168.1.252, TACACS+H—32(2192.168.1.253 % % 6k
THHEOHITT,
=7 Ly FEF—IITACACS+H — NZBER L7 F— &5 E L T E 30,
set acct mode tacacs
set acct tacacs server 1 addr 192.168. 1.252
set acct tacacs server 1 key password
[2—7 Ly FF—AT]
set acct tacacs server 2 addr 192.168. 1.253

set acct tacacs server 2 key password

(=27 by FF®—AA]
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[TACACS+H—/\MAIDERE]

LLFIZSHRUBERRY networks, inc.®Free TACACS+H— OB EFH(—HFEFET 7 A
JVCRET DT ) B a— MiDAETEH L E7,

ARIEE L, TACACS+D 2 —WREEEMN AL L7412, service=smartcs& W9 7 b B = —
k %TACACS+‘H“—/\ WZIEE L CRBEITWET, LLFOKEIX. TACACS+H— Ml T
IZservice7 NV BEa— 2T = v 78T, IDENSXAT—RIZABELTWIUX, 77 &
AT HHRETT, ZOFREFNITACACS+H —N[Za2—FHERZHEL TR T8
DT, RIEEDT 7 4L b OFRE(set auth tacacs def_user portuser)iZ L 0, FiEL 72
2—WFIR— hx—H L& LTHbhET,

ARIEEDFRFETE HDTACACS+— V4 DI K LTFRIT64L T T,

accounting file = /var/log/tac _plus.acct

# R— h=— (user01)

user = user01l
default service = permit
login = cleartext “user01”

# R— h=— (user02)

user = user02
default service = permit
login = cleartext “user02”

service7 b U B a— NMEIZEEICEET ST M BEa— h EHORT 2R ETIVR, Bix
REBAZEHALTNTE, OEODDO—PERTEHRT L ENTEET,

ALEFE|TIKT T b Y B a— MZ OB Tldgrp=port)idd 65N LD AREBEICERES N TV D
VHERHY FF, BEINTW2WT M Ea— hEAREENZE LSS, ZELET
Y Ez—MIEHSNET,

# A— h=— (user01)
user = user01l
login = cleartext “user(01”
service = smartcs {
grp = port
}
service = PPP {
grp = abc
}

TACACS+H— M TIFEEOT Y B a— FEEICRT Z & HA[FETT,

7=72 L. SHRUBERRY networks, inc.®Free TACACS+H— N, DR —7 U E =
— MEETZELEFTEEFADOTIEEL LI, #HEOT M) Ba— FNERTHET
Tﬁ@%@;ﬁﬁ&@@?FUE:%%@mmmﬂmw2)%EELT%%LT<£SMO
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# H— h=— (user02)
login = cleartext “user(02”
service = smartcs {
grp = port
attrl = def
attr2 = xyz

Z—W 7 N—T %5 S ¥ Dereate auth access_group 2~ 2 R AARME |ZFRE L TV
WIS, set auth tacacs def user=~ > ROFREMIZHE » T2 —F ORI E T O
F 9, set auth tacacs def user2~ 2 FDRREINTWARWEAEIL, TACACS+H—T
Atz —Y Db, 2=V I N —TE/RETET RN ER— b2 —H L LTH
W, BTOY I TIR= M7 7B ATEDHERZMNE L ET, ZOREN normal D5
WZIE 2= 7N —TPRFECTE e —H & —ffa—H & L TH, noneDHHITIE#%Y
a—HPOT IV RAERELRLET,

— i — P AEEE o — Y Z TACACS+Y — " TERAET 5 560, A— ha—HFicT7 7 &

ABRFATH YT R FERET DHAE, RS- VLRED 14,814 TACACS+H e
DBE| #BML TS,
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4.8.14 TACACS+H#REDERTE IWARE : 7TV R T IL—E VT HER)

4-92

ARIEEIZT 78 AT H2—FZTACACS+H — " T—FH T R EIC OV T LET,

Z OFITIETACACS+H — T2 —HFEIEE TV, TACACS+H— "MLk BN TL BT
M BE2—REEORTICL > TS 2—FRIET 57 7 BA T L — 7 CEEE 2 —
Pl — PR — h 2 — B LOFR— ha2—F DL U TAR— h~DT 7 & AMEE P E
THREICOWVTREH L £,

R—=h2—PRT 7 ATE 5 TR — hBPSmartCSEHIZ 72 554 W 21X, userl
MW7 7 EATEDLLY T AR— I, SmartCS1TiE1~10, SmartCS2TiL15~20732 &)
AR EZIT ) EERITT, ZOFETIER— ha2—FOT7 78X IN—F LD VT
IWAR—= DT 7 ZEIFIAREBEBIZTRE L ET,

R— F— R E : XA L7 hEF— R(default)
b?ﬁﬂ%%””’\@%ﬁﬁ A : Telnet / —~ /L F— R(default)
v— b= —EEE :HY
AR— b v JRFLE : RAM(default)
AR— b v JESERE : OFF(default)
c R T AT R e kA : TACACS+

T RCO2—W% TACACS+HRIEL £,
R—ha—VOT7 7RI NL—TTLD YTV
A= DT 72 AEIAREEICRELET,
=PI N —TRRFETE RN —FLT 7 A

rHELLET,
(]
TACACS+ TACACS+
BRI R E"*EJT%%%% H—31 H—s\2
Telnet/SSHOSA T 192.1681.252  192.168.1.253
192.168.2.1 i LEJI @I
login: : o guan ':u‘
Do { 192.168.1.100
H ogin: :

192.168.1.254

[ & ] L—%
[T 1921682254
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=r

EHERE

(REED

R E]

set hostname SmartCS
set ipaddr 192.168.1.100/24

create ip route default gateway 192.168.

set

set
set
set
set
set

portd auth basic

auth
auth
auth
auth
auth

mode tacacs

su_cmd username

tacacs server
tacacs server
tacacs server

[v—7 by FF— AT

set auth tacacs server
set auth tacacs server
set auth tacacs server

(V=7 Ly Fx—AT]

set
set
set
set

acct
acct
acct
acct

mode tacacs

tacacs server
tacacs server
tacacs server

[v—7 Ly FF— AT
set acct tacacs server
set acct tacacs server

set acct tacacs server

(=7 by bFx—AT]

create auth access _group root tacacs attr grp val admin grp

1
1
1

N

N

admin

addr 192.168.

timeout 10
key password

addr 192.168.

timeout 10
key password

addr 192.168.

timeout 10
key password

addr 192.168.

timeout 10
key password

1.254

.252

.253

.252

.253

create auth access group normal tacacs attr grp val normal grp

create auth access group portusr port 1-16,24 tacacs attr grp val grpl
create auth access group portusr port 20-32 tacacs attr grp val grp2
set auth tacacs def user none
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[FRE DAEER]
1. AIEEOAHNZSmartCS, IP7 LA & Xy b~ A27(2192.168.1.100/24, 77 #+/V

~b— hZ2192.168.1.254% 3% & L £ 77,
set hostname SmartCS
set ipaddr 192.168.1.100/24
create ip route default gateway 192. 168. 1. 254

2. R— bax—VPRAZANMILET,

set portd auth basic

3. TACACS+DO R/ AGR AR TE L E7,

PLFIXTACACS+H—,3112192.168.1.252, TACACS+H—,32{2192.168.1.253 % &%
THHBEDOH T, A4 277 MIIOMIZEEL T,
=7 Ly FEF—ITACACS+H — NZBEE L7 FXF — A E L T EE 0,
WEEEH L —FITEB T Hsuz~ » FEITRAIL, root TiL72 < admin CTTACACS+
—/NICRREL £,

set auth mode tacacs

set auth tacacs server 1 addr 192.168. 1.252

set auth tacacs server 1 timeout 10

set auth tacacs server 1 key password

[>—7 by FF—AT]

set auth tacacs server 2 addr 192.168. 1.253

set auth tacacs server 2 timeout 10

set auth tacacs server 2 key password

[>—7 by FF—AJ]

set auth su_cmd username admin

4. TACACS+D 7 h v v b E2&RE L ET, TACACS+H — 3112192.168.1.252

TACACS+#—,32(2192.168.1.253 % %8k L £ T, A L7 7 MIIOMIZREL £,
=7 Ly X —[XTACACS+H — NI L X — 2 EL T ES W,

set acct mode tacacs

set acct tacacs server 1 addr 192.168. 1.252

set acct tacacs server 1 timeout 10

set acct tacacs server 1 key password

[—7 by FF—AT]

set acct tacacs server 2 addr 192.168. 1.253

set acct tacacs server 2 timeout 10

set acct tacacs server 2 key password

(=7 by FF—AT]

LR P EEEE L — R T AT DT VR TN —T R L E T,
create auth access_group=~ > K C, TACACS+¥— "Ll S5 7 b U B —
N Z OFITlrigrp) DA normal_grp7e & (F—#%=—4, admin_grp/s O (X2 E & #
=Y LEHATHEOBRELET, attrlZfEETH7 b U B =— R 5 W Zvall Ja
TOMEDSTITEREBEFREMERIZRO DL Z LR TEET,

create auth access_group normal tacacs attr grp val normal_grp

create auth access_group root tacacs attr grp val admin_grp



4E FHERE

6. R— b=V EH#BHNTD72DDT VAT N—TEFELET,

create auth access_group=~ > KT, TACACS+H— Ol SND7 MU Ba—

NMZ OB Tlxgrp) DN grpl7e HIEAR— b —HF GBI L, >V 7 vR— 1 (1-16,24)

NDT VB AEFAITHLIICHELET, FERIZ, grp27e 51X, YU 7R — b

(20-32)~D7 7 B AZFFAITH L OICRELET, attrlfFETLH7 P E2a— D

A2 5 K vallZf g E T DO T I TEREEREE MERICRDO D Z LN TE LT,
create auth access_group portusr port 1-16,24 tacacs attr grp val grpl
create auth access_group portusr port 20-32 tacacs attr grp val grp2

7. T BRI N—TPRREETE RN — Y ORBFHLI AR E L E T,
T RAT V=T REEETE WS (ZORER Tldgrp? Y B = — M@ X
NRWGAESC, grp7 bV B = — FOfE A create auth access_group=~ > R TEE L
e —HLWEE) 20— 7 78 AZELRLET,

set auth tacacs def_user none

(2]

ARIEBE I IARIEEN O 0 — H VRG> TACACS+HEIEDNESE Ca—VRIEEITVE T,

— k2 — A TACACSHRIAET 23 E1d, ABEENICREINTWD it — 2 HIBRT
B0y, TACACSHH— NIZBEEK LT/ AT — REERDNRAT— RFEREL T IV,
— =T DNNAT — RBRBFEI N TV WGEIL, NAT— R ¥ —rF—% ARd
P CTAREBEO— I NVERETHII L e 7 A VR AREE D FTOTIEHEELZ IV,
EEEHa—ToOn s A Rsua~r RETRFGREIEKTT, TACACS+Y— 28GR L
TomRAT— RERRDNRAT— REEBEEFH—FICRELTLEEN, 2720, EEE
o — (oot X — k2 —V L BARVHIBRT 5 Z LIXTEEHA,
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[TACACS+H — /B DR FE]
TACACS+Y — RO —VEJZB T 7 ANVIIRET DT M) B a— MIEZEHEH L £,
ARIEENTILTEX ATACACS+ — P4 DR K LFEIL643LF T,

accounting file = /var/log/tac _plus.acct
B i — Ok

user = somebody
login = cleartext “network”
service = smartcs {
grp = normal grp

}

user = abcO01
login = cleartext “abcdef”
service = smartcs {
grp = normal grp

}
#OERBE I — O

user = admin
login = cleartext “network”
service = smartcs {
grp = admin grp
}

user = managerl
login = cleartext “managerl”
service = smartcs {
grp = admin grp
}

# AR— h—F DG

user = portuser0l

login = cleartext “portuser01”
service = smartcs {
grp = grpl

}
#t 13U TIUR—FA-16, 2017 7 & A HE

user = portuser02

login = cleartext “portuser02”
service = smartcs {
grp = grp2

}
# T2 U T AR—b(Q20-32)I27 7 & A H[HEE

user = portuser03
login = cleartext “portuser03”
default service = permit

8 1T Z0o%se. REBEDOERED set auth tacacs def_user none TH Y . 23D,
# a—VERNEETERVDOT, ZO2—FDT7 /A FEGEIE T,




4E FHERE

OO —PiTxt L THEEOHERW®G 21X, EEEFHL— LR — b2 —F OHEIR) % 3%
ETHIEHLTEET, ZEL, BEOR—7T NI Ea— 27747 NIRRT EN
T& 72WWSHRUBERRY networks, inc.® & 9 7ZeTACACS+Y — R ZFH I N TWDH5E

E, 2= 7NN =TT P Ea— FEREEL TWEESBERSH Y £7°,

accounting file = /var/log/tac plus.acct

user = portuser(0l
login = cleartext “portuser01”
service = smartcs {
admin = admin_grp
port = grpl
}
# 13U TAR— b (1-16,24)IT7T 7 & AAHE

user = portuser02

login = cleartext “portuser02”
service = smartcs {

admin = admin grp

port = grp2

}
# 1YV TR —F(-16,24) 127 7 & AAHE

ZOHE. BEOBREFUT LR £,

create auth access group root tacacs attr admin val admin grp

create auth access _group portusr port 1-16,24 tacacs attr port val grpl
create auth access group portusr port 20-32 tacacs attr port val grp2

set auth tacacs def user none
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£ L (R

BETIH, REBEBOFHERTFOVTHAL TWVET,

B O FoR

N R =T Y 7 b Y = T RO
S 02T

avT 4 T OB

AH—= K T T T A ND—EER

AR —RNT T 77 ANOHRYDER

BN AIADAX — N T v T 7 7 A VDOER
AR —KNT T T A NDat’ —

ABL—= T T T7ANDREDI VT
FomrTary 4 JOERR

FTPIC L A A — T v 777 A VOEH
TFTPIZC LA AX— T v 77 7 A LVOEH

avy—naloRE
SNMPIZ & 2% A% E 0B HE
VAT AV T N =T OB

EENTEV AT LY 7 b2 T OYID Kz
VATAY T N =T DA —

VAT LAY T N =T OEIH

FIPICLK B AT ALY 7 b =T D
N=Ta Ty TIN=VarZyr
TFTPIZ L BT AT AV 7 b7 =T D
NR=Ta Ty TIN=Va vy

FINZ L DA — a7 O & BSFIR

AREDON
5.1
5.1.1
5.1.2
5.2
5.2.1
5.2.2
5.2.3
5.2.4
5.2.5
5.2.6
5.2.7
5.2.8
5.3
5.4
5.5
5.56.1
5.5.2
5.5.3
5.5.4
5.5.5
5.6
5.7

BE &2 T RIS BRI 1E
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5.1

5. 1.

5-2

1

FERHRORT

N—FYO9x7EHR/IYV I I T7IERORT

KIEBDON— R 2 TRV AT LY 7 Ny =7 OBERYF T 5I1201%., show
version2 < REZFEITLET, Ra< FNiE, VATAY 7 hy=27ONR—U g U0
R, VAT LARIFH, VU TAEEREER R LET,

(c)NS-2240# show versiond

System : System Software Ver 1.X.X (Build 200X-XX-XX)
Boot Status : Power on

System Up Time : 2006/09/22/ 21:18:38
Local MAC Address: XX:XX:XX:XX:XX:XX
Model : NS-2240-32 (32 port)
Serial No. 1 XXXXXXXX

BootROM : Ver x.x.X

Main Board CPU : SH7751R (240.00MHz)
Main Memory : 127496 KBytes

Boot System : main

Boot Config : external startupl
Main System : Ver x.x

Backup System : Ver x.x

(c)NS-2240#

show version =~ > K THE/R I3 5BootROMIZ Y A7 A Y 7 b7 = 7 Versionl.1,
Model/Main System/Backup Systemi(f> A5 A Y 7 k7 = 7 Versionl.2 BN S 7-1H
BT,

Boot Config CF/r X5 A 1E. SmartCSmini®D 4. internal/external 233~ X 41
7, Ustartupl~4" L FRINET,
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HERRO—ERT

AREEE OB ECHE W], v/ EOEEERE —FE L THRRT 5121, show support
av U REFATLET,
show support 2~ > F23H1 T 2 2EEE WA TR L E7,

show support [&%R

Version information

ACCT information

Host information

Portd information

CF-card slot information

Portd session information

CPU information

TTY information

Memory information

TTY stats information

Process information

Logd information

Ether port information

Logd stats information

Ether port statistics information

Console information

IP host information

Console stats information

IP route information

Service information

IP statistics information

Allowhost information

DNS information

Startup config information

ARP/TCP/UDP information

Running configuration

User information

system information

Login User information

Network information

SNMP information

command log

SNTP information

console log

Syslog information

boot log

NFS information

system log

AUTH Access_Group information

system profile

AUTH information

Ko<y Pk, BEBICERESNZA v =V FERR DO REDOD V2 KR LE
TOT, KERBEREICHRESINTWSHCONSOLER— h ECTEITTHED, xv b
T — 7 %M L7=Telnet/SSHZ A4 7 b ETTHIE2 030 L TWET,
723, show support 2~ R TCERREINDH KRR 7 ORSFITEITHRKS001T T, T
Dn 7 EFRT DAL, show support detail=z~ > R&EFEITL TL7ZEW,

Zoa~y FOMDART, R — MRICEHNT2 O THARICEL TEBEAT
T EHEA,
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T EciEshow support =~ > KD EFTHI T,

(c)NS-2240# show supportd
===== start of show support =====

===== Version information

System : System Software Ver 1.X.X
Boot Status : Power on

System Up Time : 2006/09/22/ 21:18:38
Model : NS-2240-32 (32 port)
Local MAC Address : XX:XX:XX:XX:XX:XX
BootROM : Ver X.X.X

Serial No.  XXXXXXXX

Main Board CPU : SH7751R (240.00MHz)
Main Memory : 127496 Kbytes

Boot System : main

Boot Config : external startupl
Main System : Ver x.Xx

Backup System : Ver x.x

===== Host information
Hostname :NS-2240
IPaddrress :192.168.0.1/24
TcpKeepAlive :180

(Build 200X-XX-XX)

===== CF-card slot information REEOFHMIARTEINET
===== CPU information XEBOHMENRTINET
===== Memory information FZIEEOHEMAISRIREINET
===== console log BRIEEOHEMAISRREINET

===== end of show support ====
(C)NS=-2240#
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5.2 VT4 DER

521 RA—+r79vTIT74ILD—ERT

REBIIREEZAX—NT v 777 A VKM L CTEE L TWET, SmartCSiTH k8~
FANVDAL =T v T 77 A NVENECEFHI— RlZ47 7 A )L, REENERIZ4T 74 L)
Z . SmartCSminiiIAECFL — RiZd”7 7 A IV EZFTA L TWET,

ABEEIINBCEF I — RBFEA SN T DHHEEIX, IMSCFI— ROT 74V RO AZ— |
Ty T Ty ANNERIa T 0 S L TCiAAERE T,

NECEFH — RBPFEA SN TWARWES, SmartCSIIAREBNTOT 7 4/ DO AKX — K
T T AN EGRRIARET,

BB, AL—=F T v T T7ANRYVAT LY 7 N7 =27 ZAECFA— FICHE#H L T\ b
SmartCSminilX., ACFAI— FAHAIN TW AW EEREI L EFHTA, THEELEZIV,

(SmartCS)

HERAE!(RAM)
FRL—3v

T—F

r { Sv=2avoqy }

o1 startup 1 774JL ] 77777 :

Fe-q-F> startup 3 77/ )L 7]7 ,,,,, i

1"E
1~--- -E» startup 2 771 JL ] —————
~1

E

4-t> startup 4 771U 7]7 ,,,,, 3

writeaAY R FSES)]

SMERCF
EEAD BV I4T 1L,
RBR—hT7vT _E» % default startupa <K T
IPANEIRE startup 1 774 | mELE

P startup 2 77U *]* ***** |

L ...E; startup 3 77U ’]’ ””” i

CERE SIS startup 4 771JL f]f e

51 ZRA—r7 v 7774 IL(SmartCS)
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(SmartCSmini)

HNERAEY(RAM)
ARL—3v
K T

t[ Sv=oyavoqy L

SMERCF
—f' startup 1 7ML %
- 'E' startup 2 774 JL }
@ .[» startup 3 774 /L } 5
S e | e
SranEiE BELE

52 RH— T v T T 74 IL(SmartCSmini)

AB—= T v T T 7 A ND—FERKREIT %G1, show config infoa~ > REFEITLE
T, LLTFIESmartCSOHI T3, SmartCOminilIFEENEIZA X — T v 77 7 A )L %%
HFTCEXFEHADT, NEHCFI—FDODAX— T o777 A NVDERFITNFRRINET,

(c)NS-2240# show config infod
boot startup : external startupl

internal startup files

name date size default
startupl Oct 12 2006 400 *
startup2 Oct 12 2006 400

startup3 Oct 12 2006 400

startup4 Oct 12 2006 400

external startup files

name date size default
startupl Oct 12 2006 400 *
startup? Oct 12 2006 400

startup3 Oct 12 2006 400

startup4 Oct 12 2006 400

(C)NS-2240#
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522 RA—F+79TI74ILDHEFDERT

ARBEEDEBFFICHEAAAVTEAZ =T v 777 A VOEFERE R RT 5121, show
config startup=~ > K& FEIT L £,

(c)NS-2240# show config startupd
=== show external startupl ===

#

echo “IP configuration...”

#

set hostname NS-2240

set ipaddr 192.168.0.1

set tcpkeepalive 180

#

echo “User configuration...”
#

create user somebody group normal uid 100
#

(C)NS-2240#

AB— KT v 7757 A /NVHNDechoa~» Nk, RE&EEDRENKFICHEB RN Z R T 57
W, VAT ALY 7 87 =T Versionl. 1 TBIMENT-a2~2 KTY, 7238, Versionl. 1K
DYAT LY T 72T b Versionl 1L NN~ a 07 v 7 LEZEZIX, AF— T
v 77 7 A Zechoa ¥y RN ELEBRIIN TWVERADT, REEZEBIF L THiE
PRI FR RSN ET A, EBRUORREZITOITIET—Ewritea~ > REFATLTLE
S,

BELIEAXY =T v 777 A NERRTDHHEHW : SM5CFH — R Ostartupd 7 7 A
I, FRED X D IZshow config startup2~ > RiZA v a U EREL TIEITLET,

(c)NS-2240# show config startup 4 externald
=== show external startup4d ===

#

echo “IP configuration...”
#

set hostname NS-2240

set ipaddr 192.168.0.1

set tcpkeepalive 180

D B

SmartCSminiTldshow configiZinternal/external Df5EILH 0 FHA DT, EFEHNL”
show config startup 4” & 720 £9, F7=. show config startup=~ > RD1{THIZFEKR

S 4L b5 === show external startup4 ===7 ¥ ® 2 A > ;{X, SmartCSmini T X
internal/external ® SLFF3F R S T1Z7 === show startup4 ===" 2 L LRI FE
7
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5.2.3 BIFBFIIHAIRALREI—F 7Y TI7AMILDER

EENRFICREAIAENDAZ — T v 77 7 A VE, SmartCSIZFMBCFH — K & AZEE N
FOM HIZ, SmartCSminilIANFCF A — ROAIZH Y . THHMARIXW 1 b startupl
TFANRT TANVRDAL = T v T 77 AL LTHREINTOET,

ARIEEININBCE A — RBFHFA SN TV DL GEIL. BTINBCFI— RDOTFT 7 4/ DA KF
— N7 T T ANRHELIAENEST, ACFI — RBRFHAI N TR WSS,
SmartCSIIAMENEL DT 7 4NV NDAL— T v 77 7 A VRGHRAENET, 2B,
AR —=K"T T T 7 ANRYVAT ALY 7 b 2T ZAEHCFLD— RIZKBHL T\
SmartCSminild, #HCFI— FBHAIN TWRWEERB LETA, THEELSTEIV,

TI7HWVEKNDAE = NT v 777 A)NEERT HIZIL, default startup=~ > K& LT
LET, Bz, IMBCFAI— ROT 74V NDAX— K T w777 A )Listartupd” 7
ANVNZEFT 5851, Tied & 9 1cdefault startupz~ > FicA 7 a v 2HELT
FITLET,

(c)NS-2240# default startup 3 externald
(c)NS-2240#

SmartCSmini Ci%, default startup =~ Kilinternal/external D$5EIXH D THA D
T, LREFlIE default startup 3”& 72 0 97,

B, TI7AHNEDAL— KT v 7 7 AL, show config infoar~ > R CHEGR T £
To TTANBIDRAZ—RT v 77 7 A VZiddefaulthillc [+ BERRESNET,

LT iESmartCSOHB] T9, SmartCSminilIZEFENTICA L — v T v 77 7 A L EZRFET
XFERHADT, HMBCFH— ROARZ— T v 7T 7 A VOERIETNRRINET,

(c)NS-2240# show config infod
boot startup : external startup3

internal startup files

name date size default
startupl Oct 12 2006 400 *
startup2 Oct 12 2006 400
startup3 Oct 12 2006 400
startup4 Oct 12 2006 400

external startup files

name date size default
startupl Oct 12 2006 400
startup? Oct 12 2006 400
startup3 Oct 12 2006 400 *
startup4 Oct 12 2006 400

(C)NS-2240#
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524 RA—+T7yvTI774ILDAE—

AP — KT v T 77 A/ EaA—F HITIL, copy startupz~> REFITLET, Hl2i.
SN CF A — K Dstartupl” 7 A L EINHCEF I — K Dstartup2” 7 A /Wi a B —3 5545
X, FRED X 9 iZcopy startupa~ > RiZA 7 v a v 2ELTEITLET,

(SmartCS)

(C)NS-2240# copy startup 1 external to startup 2 externald

Do you really want to copy external startupl to external startup2 [y/n] ? y<d_
(C)NS-2240%#

(SmartCSmini)

(c)NS-2240# copy startup 1 to startup 24

Do you really want to copy startupl to startup2 [y/n] ? y<d
(C)NS-22404

525 RA—KrT79TIT7A4ILDHREDHY T

AB—= KT T 77 ANOFHE%E 7 VT T 5(LHHARICREIIZIL, clear startup=—~
Y REFEITLET, BlZIE, AECFA — FdDstartupl 7 7 A L DOHF % 7 ) 7+ 58545
X, Fitd & Hicclear startup2~ o KA 7Y a VA2 E L TCEITLET,

(SmartCS)

(c)NS-2240# clear startup 1 externald

Do you really want to clear external startupl [y/n] ? yd_
(c)NS-22404

(SmartCSmini)

(c)NS-2240# clear startup 1<

Do you really want to clear startupl [y/n] ? y<_
(C)NS-22404#
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FTRTCDAZ =T v T T77ANE7 VT T 55 F FTiLoald 7y a v afaE L TE
TLET,

(SmartCS)

(c)NS-2240# clear startup alld
Do you really want to clear internal & external startupl-startupd4 [y/n] ? y<_

(c)NS-2240%#

(SmartCSmini)

(c)NS-2240# clear startup alld
Do you really want to clear startupl-startup4d [y/n] ? y<d

(c)NS-22404#

5-10

clear startup=~ > FDallZ 7> g VX AT LY 7 F 7 =T Versionl. 1 TiBIM & iz
F 7 a s TY,
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5.2.6

Sy Sarv I« T0ORE

AEE L, EIRFICHPIANVTEAZ — T v 77 7 A MRS TV AREaI~ R
RO, HEENES LS CHEERENEITLEREaAY LV RE, REBONEAEY L
o rv=vrar o 7 LTEHELTWET,

AREBEBOT =T ary 7 4 7 %FRT HIZIE, show config running=~ > REZZEITL
EJ a8

(c)NS-2240# show config running<

”

echo “IP configuration...
#

set hostname NS-2240

set ipaddr 192.168.1.1/24
set tcpkeepalive 180

#

#

echo “User configuration...
#

create user setup group setup uid 198

create user verup group verup uid 199

create user log group log uid 200

create user somebody group normal uid 100

#

#

echo “IP ROUTE configuration...”

#

create ip route default gateway 192.168.1.254
#

#

echo “Network service configuration...”

#

create allowhost all service telnetd

create allowhost all service portd telrw all

#

r”

show config running=~ > R TR/ RSV bHechoa~ 2 Rk, VATALY 7 hU =T
Versionl.1 CiEMENza~y RTT,



5227 FTPIZ&KBRE—F 7T I7A4ILDERE

5-12

(M

(2)

FTPV A4 7 bMWOEARBEEIZT 7 EALT, KEBEORZ— T v 777 A4 /VEFTP
IIAT Y NMIRFELTZD, FTPZ 94 7 P TEBEIN TWIAX = T v T 774
N AREBIRTT DN TEET,
T7ANBEILLIDAXY =T v 777 A NVOERTFIAIT, KREEOIPT KL AN
HBZM&LHWJ\FTP7§47Q/b®HW7FVZﬁ§HQZM&LM EARE Lan L &
7

EHIRTE

AL =T v T 77 A NVOBIEZAT O RN, AREEOREZITWVET,

enable ftp=2~ > K TFTPY — % iZH) b\ Z'KZ&IE@FTP‘&‘—/VCFTP7 FAT MR T
7B AT&E DL D Zcreate allowhost=~ > FEEITLET, /o, AEBETHHTS
setupL—HIZ/ AT — REFHELET,

SSH' v Fa v EZFMHALTWASFTPY 747 » b2 ERHT5561%,. [4.6.4 SSHY—
INDEERTE| & [4.6.5 BEH—N\ODT7IERFR 2R L, REEDOSSHY — 2 5%
ELTLEEN,

YNS-2240# configured

YNS-2240 (conf) # enable ftpdd

YNS-2240 (conf) # create allowhost all service ftpdd
YNS-2240 (conf) # set user setup passwordd

C
C
C
C

(
(
(
(

Changing password for user setup.

New password:<

Retype new password:<

passwd: all authentication tokens updated successfully.

(c)NS-2240 (conf) # exitd

AEBORI— b TV TI7ANEFIPOSA T NMRET HI5E
AREBEBDAL—~ T v T 77 A NVEFTPYZ 7 AT > MIREEFET HI21E, FIPZ 947
FCTROBIEEZITVWET, Z 2T, IMBCFH — FdDstartupl 7 7 A L EZFTP 2 7 A
7 v MIBRAFT 2 FIEIZ OV T LE T,

FTPY 947 v K Cftpa~y REEITLT, setupr—H T s/ A LET,

S ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP Service.

Name (192.168.1.100:setup): setupd

331 Please specify the password.
Password:<

230 Login successful.

ftp>
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FTPCTAYEEIZn /A LTeh, Isa vy REFEITLTAZ =N v 77 7 A V&R L
F9, SmartCSOLE, RIEFEBNTHD ALY — KT v 77 7 A M(startupl~4~7 7 A /L)L
internalfiles7 « L' 7 b V2, SMBCFH— ROAX — 7 v 77 7 A L(startupl~4~7 7
A /WV)iXexternalfilesT 4 L' 7 b U O FIRE SN THET,

SmartCSminiD 5. A% — 7 v 77 7 A WIFSNBCF I — RO HITRFS N TED
setupfiles7 4 L' 7 h U DO FITBRE SN TOVET,

SERCFA — R Dstartupl 7 7 A W EFTPY 74 7> MIRFT 572012, ecda~> KT
externalfiles $, L < |dsetupfilesT 4 L7 FVIZBEI L, HE, lsa~> RTAX— 7T

v T ANEHRLET, {OT 4L 7 NIRRT 7 A NVOBEIZITHORNWTLEE
VN, ) LT IZSmartCSOfF ¢4,

ftp> 1lsd

227 Entering Passive Mode (192.168.1.100,83,33)

150 Here comes the directory listing.

lrwxXrwxrwx 10 0 10 Oct 06 07:51 externalfiles
1rwXrwxrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfilesd
250 Directory successfully changed.

ftp> 1lsd
227 Entering Passive Mode (192.168.1.100,43,110)
150 Here comes the directory listing.

—rW—YW-r-—-— 10 198 720 Oct 08 12:52 startupl
—TW—YW-Tr—— 10 198 534 Oct 06 10:33 startup2
“rW—Yrw-r-—- 10 198 534 Oct 06 10:34 startup3
—rW-YwW-r-—- 10 198 534 Oct 06 10:34 startup4
—rW—YW-r-—-— 10 198 2 Jun 25 10:21 startup number
226 Directory send OK.

ftp>

NECF I — RDstartupl” 7 A VEFIPY 4 7> NMIRGFL T, FIPEK T LET,

ftp> get startupld

local: startupl remote: startupl

227 Entering Passive Mode (192.168.1.100,191,54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK.

720 bytes received in 0.00026 secs (2.7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.
$
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FIPOSAT7 U RTCEBLTWARA— 7Y T I7MIVEREBICRET 5548

FIP/ A7 hTEHLTWDIAZ = T v 77 7 AV EAREBEBIHEFT DI,

FTPV 947 F CREROBIELITWET, ZZ2TlE, FTPZ 747 FCTEBELTW
BAX— KT v T 77 ANEINBCEH— FDstartupl 7 7 A WVIHRAFET 2 FNEIZSOWT
AL £,

FTPV A4 7 v FCftpa~y REZFEITLT, setupr—HF T s A LET,

$ ftp 192.168.1.1004

Connected to 192.168.1.100 (192.168.1.100).
220 Welcome to FTP service.

Name (192.168.1.100:setup): setup<

331 Please specify the password.
Password:<

230 Login successful.

ftp>

FIPCAREEI IR A LT, Isa~<wr REFEITLTARAEZ— N v 777 A VERERL
£7,

SmartCS D % & . PEENHBOAY — 8T v 77 74 L(startupl ~4 7 7 A /L)L
internalfiles7 ¢ L' 7 kU2, HEBCFH— RO A X — KT v 77 7 A )L(startupl~4~7 7
A /V)iXexternalfilesT + L' b U O FIRE SN THET,

SmartCSminiD &, A F4— 7 v 77 7 A VI HCF I — FOBZIZRFESINTE DY
setupfiles” 4 L7 h U DO FIZBRE SN TVET,

FTPZ A7V R CTEBELTCWDHIAX = T v 777 A V%, HECFA — K Dstartupl
77 A NWVICRTFT B720DIZ, edz~ 2 K Texternalfilest L < (EsetupfilesT 4 L7 ~ U
CBEIL, HE, sav NCRAE— N7 v T 77 A NV ERRLET, WoOTF L7 b
VT 7 A NVOBIEIZITD VT Z &) , BLTFIESmartCSO T,

ftp> 1s<

227 Entering Passive Mode (192.168.1.100,83,33)

150 Here comes the directory listing.

1lrwxXrwxrwx 10 0 10 Oct 06 07:51 externalfiles
1rwXrwxXrwx 10 0 10 Oct 06 07:51 internalfiles
226 Directory send OK.

ftp> cd externalfilesd
250 Directory successfully changed.

ftp> 1ls<
227 Entering Passive Mode (192.168.1.100,43,110)
150 Here comes the directory listing.

—rW—YW-r-—-— 10 198 720 Oct 08 12:52 startupl
—TW—YW-T—— 10 198 534 Oct 06 10:33 startup?
—YW-rw-r—- 10 198 534 Oct 06 10:34 startup3
—IrW—YW-r-—-— 10 198 534 Oct 06 10:34 startup4
—IrW—YW-Tr—-— 10 198 2 Jun 25 10:21 startup number

226 Directory send OK.
ftp>
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FIP/ A4 7 FTCEHELTWAAL— T v 77 7 A V%, HECFA — R Dstartupl
T AWIERIFE L, FTPEK T LET,

ftp> put startupld

local: startupl remote: startupl

227 Entering Passive Mode (192.168.1.100,191,54)

150 Opening ASCII mode data connection for startupl (720 bytes).
226 File send OK.

720 bytes received in 0.00026 secs (2.7e+03 Kbytes/sec)

ftp> quitd
221 Goodbye.
$

FTPY/ A7V FCTEBEBLTCWDHIAX = T v 777 A%, HECFA — K Dstartupl
T ANIERFEL TS, startupl 7 7 A VDR EIZT v =V ar7 0 ZITiEKB SN
FH A,

Somvar 7 g Jilstartupl 7 7 A VOB E R KL S E A4, AREE L HEH)
LTLEEN,

(c)NS-2240# rebootd

Do you really want to reboot with main system and default startup
ly/n] yd_
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5.2.8 TFTPIC&BRA—FT7 v TI7A4ILDEE

(M

(2)

KIEBEBORS — T v 777 A NVETFTPYH —NIURTELTZ D, TFTPY — RTEHEHL T
WHAB—= T v T T 7 A NEREBIZA—FT L2 ENTEET,

TFTPIC L A AKX — T v 7 7 7 A LVOBEBTIET, KEBOIPT KL AN
[192.168.1.100] . TFTPH— "DIPT KL A7 [192.168.1.1] LE Lt L E,

KHEREIZ S AT LY 7 b7 =T Versionl. 7 CiBIN S 72 HERE T,

REBORI— TV TI74NLETFIP H—NIZRET 258
KIEFEBDAL— T v 777 A NVETFTPY — NIRRT DI Tt DBIERI TV E T,
Z Z Clistartupl” 7 A L ETFTPY — IR GFT 2 FIRIZOW T L £ 97,

(SmartCS)

(c)NS-2240# tftp put setup startup 1 external 192.168.1.14
(c)NS-22404#

(SmartCSmini)

(c)NS-2240# tftp put setup startup 1 192.168.1.1d
(C)NS-22404#

TFIPH—/NTEELTWAREI— 7Y T I7 AL EREEBIZRET D154

TETPY — R CTEH L TCWDIAZ — T v 77 7 A )V ARIEEIRFT DI F iR OB
EITWET, Z 2 THETFTPY — R TEB L TV Dstartupl 7 7 A V& REEIBRTFT D
FNEIZ DWW TR L E T,

RIE LI AX = T v 77 7 A VO KB IIAEBREOFEHNLETT,

(SmartCS)

(C)NS-22404# tftp get setup startup 1 external 192.168.1.1d
(C)NS-22404

(SmartCSmini)

(C)NS-2240# tftp get setup startup 1 192.168.1.14
(C)NS-2240#
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EIE LR

5.3

avy—ILadDRA

RiIEFED ) — )L A v E—1L, CONSOLER— Mok L 7-E e g RIc Rz s &S
NET, £/, BRENTEZa VY — A A=, aryy—luaZ st L TAREENIC

bIRFENET,

AEEBEO Y — a7 HO201T) % FRT 511X, Fiid X 9 (Zshow log console =

<V NICERSE DT ERE L THEITLET,

(c)NS-2240# show log console 204

Sep 23 15:24:03 port logd: <TTY22> started
Sep 23 15:24:03 port logd: <TTY23> started
Sep 23 15:24:04 port logd: <TTY24> started
Sep 23 15:24:04 port logd: <TTY25> started
Sep 23 15:24:04 port logd: <TTY26> started
Sep 23 15:24:04 port logd: <TTY27> started
Sep 23 15:24:05 port logd: <TTY28> started
Sep 23 15:24:05 port logd: <TTY29> started
Sep 23 15:24:05 port logd: <TTY30> started
Sep 23 15:24:05 port logd: <TTY31> started
Sep 23 15:24:05 port logd: <TTY32> started

(c)NS-22404#

AEBEBIRGFLTCNDETOa Y Y —u 7 2HE/RT 521X, show log console~ >

Ket7va L TCEITLET,

(c)NS-2240# show log consoled

(C)NS-22404#

=)L A v — % CONSOLER — ikt L7 EE B RIC R R L
FEIZ Ry U —7 EDTelnet/SSHY 7 A4 7> MRy Y —N XA &=
5121, Telnet/SSHZ A 7> kM bHeonsole~ > REFEITLET,

o=y RETHRIC, HAhEhdary—n1 Ayt —U0Telnet/SSHY 7 A4 7
kRlzFrasnEd,

A SN |
PFRINSHE

NN

a V=N A=V DEREEIET D & Eldconsole off av 2 RAEFEITLET,

(0)NS-2240# consoled aAVY—ILAvE—CRTE
(0)NS-2240# console offd AVY—ILAYvtE—CERT
(0)NS-2240#

arY—nnmZix, SYSLOGY — NIZHEE L TRFT 22 L b TE X7, SYSLOGY —

NOFEHFEZ, 14.7.3 SYSLOGY 547 2 bDRE] 2ZMLTIZEW,
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SNMP IZ2& 2R EENEE

A4EE XSNMP Versionl/Version2¢ % 78—k L TWE T, SNMPH — "R %ET 5D
MIBD ER & ARIEE R ZAET H &, T OERITE Lo — 3 VRO MIBfE 2 SNMP
P — R LET,

Fo. KILEITSNMP kT v TR EEEEZ A L T DT, ] 5 O FIK TALLE?
BREE L7720, REEICHER L T DERSGEEN Y T LIERIZ, SNMP K7 v 7
ZSNMPH — N ZEXfF L TCHEEL2MLEDZERAETT, M7 v 77X
Version1/Version2le O WT NN TEET I ERETHZ ENTEET,

LIRTIZSNMP Versionl7s b NZVersionl oD b T v 7T D HB%G L TWE LN, A
T LY 7 b7 =T Versionl.4 L Y SNMP Version2c¢’2 & RN Version2/Z2D kT v 712 %)
e LE L7,

ERdgME || ERORES

SNMPH—/\
Q = \ e AEE

SNMP b5vT
SNMP MIBY &2 Serial DSR Trap
[ HEER Coldstart Trap

VFOBERH R Tt
Zoftt

5-3 SNMP ##E

AAEE DSNMPHERE Z A 321213, TREDFIHTALEE &L SNMPY — 2 ELE7,

O AREBEBOSNMP- —Y = MEREZRELF T,
ALEEOSNMP—— = o MEREIT 2.4 BERBE#E 2R LT 7EE0,
ARIEFEDSNMPT — = MERRDEREIL 14.7.2 SNNPT—2 x> FDERTE] 251K
LT &N,

@ ALLEZEHT D10 OFERAEREDOIPT KL A /2 2 =T /7 7 & AHE) % SNMP
P—NIZRELET,

@ LEIZS LT, SNMPY—NIZAREEOMIBY 7 A V& A AR — b LET,
AIEEOMIBY 7 A ik, ¥tbAR— A= (http//www.seiko-sol.co.jp/) 7>H X 7
var—RLTLEEN,
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5.5

5.5.1

(M

DATLYIT RO TDERE

AIEBED AT LY T M =7 ORERRICOWTHRA L FE T,

SmartCSIEAENERIZ, SmartCSminiiIANHCEFN — KIZY AT LAY 7 by =T {RE
LTWET, WINOME L BEFERFICAHTZ2V AT ALY 7 by =7 (main) &, VAT
LY 7 Y27 (main) BFHACTERWGEIERT 5 A7 5V 7 b v =7 (backup) D2
DDVATF AT NI =T EHBEHLTOET,

ZD2ODVAT ALY T N2 TIIFE TN 222 LN TEET,

(main)

[ ’/Z7"A‘/7I~"]17}

(backup)

[ ’/Z?A‘/?F"]I?}

X 54 JATFLYIT DI TOER

BHITEIVATFLYI I T7OHYEZ

BETLHVAT LY T by =T 2805 I77EIE, reboot=a~ » RTRET 5 HikE
ROME =% THRET 2 HEO2EHENRH Y £7,

reboot A7 KIZKBEEIVRATFLYICDIT7DYYER
HEEFCEAIATD VAT LAY 7 v =T Freboota~ > RTIRETAZ ENTE £,
BEBRFICC AT LY 7 bU =7 (backup) @t AIA LA L, FiiDa~ >y REEITL
S

(c)NS-22404# reboot backupd
Do you really want to reboot with backup system and default
startup [y/n] ? yd
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(2)

ROM%—QI-;ZoiEJbe%A‘/v o700V ER

DOFEPLONEEE L < IIshutdown 2+ > RE[TRICFRAIATL T AT LAY 7 N =T %
ROM%%&VC?EEﬁ—é;&Z)S‘VG%iﬁ—O
VAT LY 7 MU T (main) M HAOBHIC LY BT WG IE, ROME=4 T,
boot b=~ R%ZFTL T, ¥ AT ALY 7 b7 =7 (backup) THEI L T 72 &0,

ROME=ZICLHEENC AT LAY T MU =T OO Y FEZFIEZLL FICHH LET,
O AZ:iEDCONSOLEAR — Ml Bl R A Heft L 77,
@ AREBEOBEJRZONIC LT, EEZHEAKIC “Hit [Enter] key to Enter Rom-

Monitor...” NEREINTEZLH, T <IVZ—0F—%2MHF L, ROME=% ODMON>~
0y N ERRSEET,

Hit [Enter] key to Enter Rom-Monitor...
MON>

@ boota~y RiZ-bAF 7 avEZHELT, VAT LY 7 MU =7 (backup) % &#) L F
D

MON> boot -bd
ROM Boot

ROME =% OFfiiL [FERE RONE=%) 2L T EE 0N,
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)

DARATFLYV I LT T DR
VAT AY 7 b =T (backup) BEBNITHE, FTROXIICTr T BB LET(T
a7 NORNS %) RERENET),

NS-2240 login: root<d
Password:<d
*(C)NS-2240#

HBELEVATAY 7 by 27 CREILIZZ & 2RI D722, show version2~
REFETLT, BE)LIEVATAY 7 2T eRX—2 g U aRLET,

* (c)NS-2240# show versiond

System : System Software Ver 1.X.X (Build 200X-XX-XX)
Boot Status : Shutdown

System Up Time : 2006/10/08 15:04:44
Local MAC Address : XX:XX:XX:XX:XX:XX
Model : NS-2240-32 (32 port)
Serial No. ! XXXXXXXX

BootROM : Ver x.x.X

Main Board CPU : SH7751R (240.00MHz)
Main Memory : 127496 KBytes

Boot System : backup

Boot Config : external startupl
Main System : Ver x.x.x

Backup System : Ver x.x.X

* (C)NS-2240#

show version 2~ F THER Z %5 BootROMiLY A7 A Y 7 N = 7 Versionl.1 T,
Model/Main System/Backup System|Z3 A5 2 Y 7 k7 = 7 Versionl. 2 CiE M S L7~ 1H
H T3, Boot ConfigiZ. SmartCSmini ® ¥ & . internal/external /% # /x & v 9
\Z’startupl~4”" L XoR SN ET,
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55,2 YRFLYIFIZTFDIE—

KIEEDV AT LY 7 by =273, BHEEHLTVWL VAT LAY 7 by =T 2 E LT
WIRWS AT ALY T MY =T I Zab—35Z ENRTEET,

VAT ALY 7 b =T (main)E AT LY 7 b =T (backup) il 2 B —79 521X, Fid
D X 9 IZcopy system =2~ R&EFEITLET,

(c)NS-2240# copy system main to backup<

Do you copy main system to backup system [y/n] ? y<d
Please wait a few minutes...done.

copy successful

(c)NS-2240# exitd

FE BRAEBLTWSYATLAYI NIz 7EIE—RICIHEETETFEEA,

55,3 YRFLYVI b0z T7DOEIR

TR—, VAT LAY 7 MY x7 (main) BNENLTRETER2VREICHK>TH, AT A
V7 vy 2T Oab—EEEFHATNE. VAT LAY T F U =T (backup)E VAT LY
727 (mainiZat— LT, YATAY 7 MY =T (main)ZEIAT5 2 L NAERET
R

SATFAY 7 F =T (backup) AT AT ALY 7 b Y =7 (main)l 2 B —F 554 1E, v
A7 Y7 b7 =7 (backup) CHEN L 72 T, Fred XL 9 (Zcopy system =2~ > K% 5T
LET,

MON> boot -bd
ROM Boot

NS-2240 login: rootd
Password: 4
*(c)NS-2240# copy system backup to maind

Do you copy backup system to main system [y/n] ? y<
Please wait a few minutes...done.
copy successful

* (c)NS-2240# exitd

ROME =% OFfiix F8RE RONE=%) 2L T EE 0N,
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5.95.4

(M

(2)

€)

FTIPIZKBVRTFLYIRITTDIN—23 0Ty T INn—S3 089y

REBOV AT LAY T NI 2T 2= 0 T o FIN—a 4 5FRIEZFHA L
FT, REBIIFTPZ 947V FEEHLTA=Va v T v FIRN—=a U X0 &0
FT, XV a T o SINR=Ta Ayt REEICEETLIVAT LAY 7 b T
DT 7 ANHKERIRDT2F TEAESSTFIAILIF U T,

(NR—=Ta X HEIE AT Y7 bv =7 Versionl. 2 TIBI X L7-#H7ET9)

RIEEOIPT KL AN [192.168.1.100) . 7 74 T v MR DIPT KL AN
1192.168.1.101] LREL., AREBEBENR—a v T v INRN—2g o X045 5EAZ T
ISR L £,

54T MRRODEH

FIPY A7 v "REWET D7 747 > MKz ¥ER L ET, FIPY 747 v ME, #
it @) A7 LY 7 by =7 OFTPXEE] T, X—=Va v 7y T IRN—=VarZyr7
7 AN EAREEBICFTPEGET 2 DIEHALET,

N=23VF79T/N=2a0 890 T74ILDAF

NR=Ta T T INR=a 77 A0 [(#)system.2240.Verxxx] % AF L T,
7747 MaRIRIFELET,

N=Da T T IN—=Va B 77 A VOANTHET, BANRIEY L I3ty
A—hEOFEFTBHAEELTEE N,

FTP 4 —/\DE%H

enable ftpda~ > R&EFEIT L, REBEBOFTPY — N2 G2 LET, KIT, create
allowhost=~ > REFEITL T, 7 74T ¥ MRS DOFTPHEER 23] LE9,

N—=T g 7T v 7 a—F(veruplZ/NA UV — RERELET,

SSH”' v Fa v ZRHALTWAESFTPY 54 7 v b aEHT 55613, [4.6.4 SSHY—
INDHRTE] & [4.6.5 BEY—N\DTFTIEIFR] 2L, REEDOSSHY) — %%
ELTLEIN,

)NS-2240# configured

)NS-2240 (conf) # enable ftpdd

)NS-2240 (conf) # create allowhost 192.168.1.0/24 service ftpdd
YNS-2240 (conf) # set user verup passwordd

(
(
(
(

C
C
C
C

Changing password for user verup.
New password: <

Retype new password: <

Password for verup changed
(c)NS-2240 (conf) # exitd
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(4)

®)

N=23 27T/ N=2a3 0890774 LEEBDY )T
N=DalT o TIN=UaF YT 7 A NEEET DRI, EOTHNA—=TVa Ty
FIN=Va v Xy THBT s E 2 VT LET,

(c)NS-2240# verup cleanupd
clean up successful
(c)NS-2240#

VATLYIT RO TOFTP&EE

7747 v MmRNDitpa vy REFITL, REEIZNAN—T 2 07 v 2 —HF(verup) T
n /A4 LET, FTIPOputa~> REFETL, XR—Ta T v /IN—Tar Xy 7y
A v [(f))system.2240.Verxxx| % 7 7 A /L4 Tsystem] & L CEEL 4, FTPE(E
DL UIZSHE1T, HBE, FTPEEEZEIT L TKEEY, YATAY 7 by =730 d
NRAFVE=FEFELTLEZY, (OT 47 M7 7 A VOBIEIXITHRNT
<IEEW, )

# ftp 192.168.1.1004
Connected to 192.168.1.100
220 Welcome to FTP service.

User (192.168.1.100: (none)): verupd
331 Please specify the password.
Password: <4

230 Login successful.

ftp> 1lsd

227 Entering Passive Mode (192.168.1.100,222,247)

150 Here comes the directory listing.

drwxr-xr-x 4 199 199 1024 Oct 13 03:43 verupfiles
226 Directory send OK.

ftp> cd verupfilesd
250 Directory successfully changed.

ftp> binaryd
200 Switching to Binary mode.

ftp> hashd
Hash mark printing On ftp: (2048 bytes/hash mark).

ftp> put system.2240.Verxxx systemd

200 PORT command ok.

150 Binary data connection for system.

FHEFHH AR A F AR AR A S 1 4
HHEHH AR

226 Binary Transfer complete.

ftp: 2817379 bytes sent in 0.24Seconds for 11690.37Kbytes/sec.

ftp> quitd
221 Goodbye.
#
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(6)

M

N=2a3 79T/ NR—=2a 8O 0DRTT

verup executeI~ . REZEITL T, X"—=T a7 v /"= arXurEiTnEd, N
—Var7TyIPRTTLEHEBOERA vE—VRRRINETOT, Tyl AT
LEd. Tyl ZANT25E, REBOREEB I6ED £,

(c)NS-2240# verup executed

Stop port service and reboot system are necessary for this version up.
May I stop port service and reboot in version up process [y/n] ? yd
Version up file is extracting.

Please wait a few minutes...

IE verup executea T Y RIE, FTPEE LIV RAT LY I bz 7HBEUNEI EHE
BLET, verup execute AT Y REERTLIERIC, I53—AvE—IUMRKRERESH
fro. BEVRATLYI b 7EAREKEITHEEL T, verup executea v > K&
EITLTLEEL,

EE verup execute AX >V REN—U 3 U7y TIN—0 3 U D URITEROBREIC
X, ZLOBRMEET S ENAHYFET, REENEET HFTIX. EREOFF
[2LfzY. RESETRA v FEHWMIBNTLEZE W, YATLYI LI zT7HILL
IR BEYES,

N=230F 9T/ N—= 3 08 EERDOHESR
RILENEFES L7- S, show versionaZ~ > RZETL T, VAT ALY T7 "= T O

—VarEHERLTIES Y, o, REEOKENEFICEMEL TS Z L 2R L
TSN,

(c)NS-2240> show versiond

System : System Software Ver 1.X.X (Build 200X-XX-XX)
Boot Status : Reboot

System Up Time : 2006/09/25 23:16:12
Model : NS-2240-32 (32 port)
Local MAC Address : XX:XX:XX:XX:XX:XX
Serial No. 1 XXXXXXXX

BootROM : Ver x.x.X

Main Board CPU : SH7751R (240.00MHz)
Main Memory : 127496 KBytes

Boot System : backup

Boot Config : external startupl
Main System : Ver x.x.x

Backup System : Ver x.xX.X

show version =2~ > K THE/R X125 BootROMILY A7 LY 7 h v = 7 Versionl.1 T,
Model/Main System/Backup System|% A7 XY 7 k7 = 7 Versionl. 2 CiIBIN & U7-1H
H ‘(‘\‘g‘o

Boot Configi®. SmartCSmini® 34 . internal/external 733 r I 12 startupl~4" &
TREINET,
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8) YRFLYIEDIFOIE—

VETHNE, AT LY 7 by =T (backup)b v AT ALY 7 b= 7 (main) & [7 U/3—
CallhbETLEFEIWN, YATFAY 7 Y 2T main)EF AT LAY T NI 2T
(backup)iZ =2 & —F 5 & 1Xcopy system =2~ > REZFEITLET,

(c)NS-2240# copy system main to backup<

Do you copy main system to backup system [y/n] ? yd
Please wait a few minutes...done.

copy successful

(c)NS-2240# exitd

AR BRAEEBLTWSYATLAYI NI F7EIE—RICIHEETEFEA,

9  FTIPH—/\DE1E
delete allowhost2~ > REEITL T, 77472 MaR»ODOFTPER A 2E1E L £7,
&Iz, disable ftpd=~ > FZFIT L T, KREBEBOFTPY— " Z24E=1ELET,

(c)NS-2240# configured

(c)NS-2240 (conf) # delete allowhost 192.168.1.0/24 service ftpdd
(c)

(c)

NS-2240 (conf) # disable ftpdd
NS-2240 (conf) # exitd
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5.5.5

(M

(2)

©)

4)

TFTPIZK BV RTLY I LI TDN=23 079 FIN—=23 0800
TFTPY—RZFH L TR—=Ta v T v T INR—=2a %2479 RIAICOWTHEA L &
R

AHEREIX T AT LY 7 b7 =7 Versionl. 7 CIBMN X726 T9,

N=23 T T/ N=2a3 T 90T 74 LEEBDI )T

N=Ta T v TIN=Ta BT 7 A NEEET LN, BOTeHNN—=a 0T v

TIN=Ta BTy ANTHERT 588 E 27 )V 7 LET,

(c)NS-2240# verup cleanup<
clean up successful
(C)NS-2240#

TFTP H—n\W oL R T LY T+ 7 WG

EEDRNIN—=a v T v IN—=2a VX027 7 A Lk system & 9 44 R CTFTP

—RNICHELTLZE N, ZOHTTIia~vy R&%ETL, TFTPH—,3(192.168.1.100)

MHN—=Ta T T IN—=Ta v T 77 A NVERSLET,

(c)NS-2240# tftp get verup system 192.168.1.1004d
(C)NS-2240#

N=230F79T/N=2a 0T UDET

verup execute I~ REFEITL T, X—=Va Ty /IN—=Vg 0 B2 70E4, A

=V arTy TR TTLLEHEBORRA vy E—URERINETDOT, Tyl AN

LET, Tyl ZANT5E KEBEOBEBHN HED £7,

(c)NS-2240# verup executed

Stop port service and reboot system are necessary for this version up.
May I stop port service and reboot in version up process [y/n] ? yd
Version up file is extracting.

Please wait a few minutes...

& verup executea W v RIE, TFTPH—/\MOLEEFELEVRTLY 7 bz 7HE
UNENEHRLEI, verup executea Y REETLEEIZ, TS5—Avt—
CHhRERESNEL, BEVATAYI MY 7EZARAEEIZEEZEL T, verup
executea v Y REETLTLEELY,

FE verup execute AY Y REN—D a3 U7y TIN—23 8D URTEOBREIC
F. 2L DBEMZET LI ELNDHYET . ARENRET H5FTIX, BIRZOFF
[TL7=Y., RESETRA vy FEMILBLNTLEEL, YATLYI MOz 7HILL
ENeiGlBmYES,

N=23VF7vT/NR=2a3 ) UEROER

AIEE S FHEE L7725, show versiona <> REZFEFT LT, YATFTLAY T R T =T ON
—Va EBRLTLIEIN, o, REBOMENEFIZEEL TWD Z L 2R L
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TLIEE,

(c)NS-2240> show versiond

System : System Software Ver 1.X.X (Build 200X-XX-XX)
Boot Status : Reboot

System Up Time : 2006/09/25 23:16:12
Model : NS-2240-32 (32 port)
Local MAC Address : XX:XX:XX:XX:XX:XX
Serial No. : XXXXKXKXKXX

BootROM : Ver x.x.X

Main Board CPU : SH7751R (240.00MHz)
Main Memory : 127496 KBytes

Boot System : backup

Boot Config : external startupl
Main System : Ver x.xX.X

Backup System : Ver x.xX.X

B) VRATFLY I Y TFOOaE—

BETHIE, VAT LAY 7 by =T (backup) b AT LY 7 b U =7 (main) & [/ U/8—
VallilhbbE T EEY, VAT LAY 7 by 2T (mainE VAT LY T U =T
(backup)iZ = & —3 55 1Zcopy system =2~ > R&ZFEITL £,

(c)NS-2240# copy system main to backup<

Do you copy main system to backup system [y/n] ? y<d
Please wait a few minutes...done.

copy successful

(c)NS-2240# exitd

FE BRAEBLTWSYATLAYI NIz 7EIE—RICIHEETETFEEA,
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5.6

(M

(2)

FHICLSR—FOTOREFLRIGFIE

AEEOR— b v V2 HCFh— NIZRFEL, FTPYZ 74 7 2 bR — b r 725G
L7z TRTPH— NZEET 2 FIRIC OV TR L £,

FERICKDR—bOTORE

U TR — F1OR— kv Z&2INECFH — FITRFET 5121, Fitd X 9 IZlogsave =
~ U RFEFEHLET, YU TAR— bEHEEL Clogsavea~ > R&EEITTDH &, HECF
H—RIHRELEZV Y TAR—FOR— o 75,

ltty# 5_YYMMDDHHMM.log) &5 7 7 A VA TIRAFSNET,

(c)NS-2240# logsave tty 14
(c)NS-2240#

RSN TZAR—ba 774 vO—EiL, loginfoa~ RTHRT LI ENTXET,

(c)NS-2240# loginfod
Total (1K-blocks) Used Available Use%

120467 98440 15807 87%

Size SaveTime Name

118902 Oct 11 14:41 tty0l 0610111441.log
3072016 Oct 12 10:21 tty0l 0610121021.1log

102420 Oct 11 14:47 tty02 0610111447.1log
3072016 Oct 12 10:21 tty02 0610121021.log
3072016 Oct 12 10:22 tty03 0610121022.1log
3072016 Oct 12 10:22 tty04 0610121022.1log
3072016 Oct 12 10:22 tty05 0610121022.1og
3072016 Oct 12 10:22 tty06 0610121022.1og
3072016 Oct 12 10:22 tty07 0610121022.1log
3072016 Oct 12 10:22 tty08 0610121022.1log
3072016 Oct 12 10:23 tty09 0610121023.1og

118902 Oct 11 14:55 ttyl0 0610111455.1log

(c)NS-22404#

SVER CF 71— FIZRTF L F2R— b O T D&k

TFTPY— 2 — a7 2R ET DI Fiea~y REEITLET,
TFTPIZ L 5 7 7 A VHEIEMEREIZ > AT L Y 7 N = 7 Versionl. 7 CiBI S L7~ HEGE T,

(c)NS-2240# tftp put log tty0l_0610111441.log 192.168.1.1004
(c)NS-2240#
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FTPZ A4 7 NinbAR— a7 28BS 25513 N OE(42F T LET,

FTPV A4 7 v hinbAR—baZ 285 T 5012, FTPZ 74 7> b AREREICr 7
g2 —H1og) TT 7/ EATEX A LI ICHRELET,

SSHZ v haZFH L TWAHSFTPYZ 54 7> &+ 584815, [4.6.4 SSHY—
INDERTE] L 1465 BEY—N\DT7IEREHR 2BWL. KEEDOSSHY — %
BEL TSN,

(c)NS-2240# configured
(c)NS-2240 (conf) # enable ftpd
(c)NS-2240 (conf) # create allowhost all service ftpdd

(c)NS-2240 (conf) # set user log passwordd
Changing password for user log.

New password: <

Retype new password: <
Password for log changed

(c)NS-2240 (conf) # exitd

FTP2 A4 7 v M b AKEICn G2 —Flogd Tr 7 A L, RIFLER— 7
DD aBLET, (MOTA L7 FIRT 7 A VOBETITDORNTIES
o )

$ ftp 192.168.1.1004

Connected to 192.168.1.100

220 (Welcome to FTP service.)

530 Please login with USER and PASS.
Name (192.168.1.100:10g): logd

331 Please specify the password.

Password: 4
230 Login successful.

ftp> 1lsd

227 Entering Passive Mode (192.168.1.100,222,247)

150 Here comes the directory listing.

drwxr-xr-x 3 200 0 1024 Oct 16 12:02 logfiles
226 Directory send OK.

ftp> cd logfilesd
250 Directory successfully changed.

ftp> 1lsd
227 Entering Passive Mode (192.168.1.100,222,247)
150 Here comes the directory listing.

—TW—YW-TW-— 1 200 200 118902 Oct 11 05:41 tty0l 0610111141.log
—TW-YW-TW— 1 200 200 3072016 Oct 12 01:21 tty0l 0610121021.1log
“IrW—XW-Trw-— 1 200 200 102420 Oct 11 05:47 tty02 0610111447.1og
“IrW—YW-TW-— 1 200 200 3072016 Oct 11 01:22 tty03 0610121022.1og
226 Directory send OK.

ftp>
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RELER—1a 77 A VEFTPZ 547 > MIREELE T,

ftp> get tty01_0610111441.1o0gd

local: tty0l 0610111441.1log remote: tty0l 0610111441.log

227 Entering Passive Mode (192.168.1.100,200,242)

150 Opening ASCII mode data connection for tty0l 0610111441.1log
(28 bytes) . B

#

226 File send OK.

28 bytes received in 0.0013 seconds (22 Kbytes/s)

ftp>

RBICKR—In 777 A vElIBRL, FTPZ 247 M AT LET,

ftp> delete tty01_0610111441.10g<
250 Delete operation successful.

ftp> quitd
$
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5.7 RHREZIGHFERICRT AE

ARIEE O E & TIGHAFFIZETIZIE, clear startup=2~ > FEFEITLET,
BEDAF— R NT v 7 ANDOHEFELLIZD ., alld 7T a VEEELTETDO AL
— T w777 A NVONECF L REBENEH DAY — b T v F1~47 7 A4 W) EPHT 5
TLENRTEET,

RIFFICEFER 77 7 A Vb HIHHET 2554 1%, shutdown logclear=1~ > K& 34T L T<
72&0, MON>7' 1 v 7 M REREINT OAREEOERZOFFIZLET,

(SmartGS)
(c)NS-2240# clear startup 1 externald
(c)NS-2240# clear startup 2 externald
(c)NS-2240# clear startup 3 externald
(c)NS-2240# clear startup 4 externald
(c)NS-2240# clear startup 1 internald
(c)NS-2240# clear startup 2 internald
(c)NS-2240# clear startup 3 internald
(c)NS-2240# clear startup 4 internald

H L <,

(c)NS-2240# clear startup alld

(SmartCSmini)

NS-2240# clear startup 14
NS-22404# clear startup 24
NS-22404% clear startup 34
NS-2240# clear startup 44

(c)
(c)
(c)
(c)

Q Q Q Q

H L <,

(c)NS-2240# clear startup alld

clear startup=~ > Foalld 7> g VX AT LY 7 b7 =T Versionl. 1 CiBI&E 7z
F7va T,

FE O whitea e Y FIZEFTLAVWTLKESL, witeav Y REEFTTBE. HEDS Y
ZoF a4 IR T IAILNEDARE— T T IT7AIIICEEETSIATLEN
*9,

EHa 77 7 A b b3 585413, shutdown logclear=t~ > RZFEITL TL &,
MON>7 1 v 7 M RFERENT HARLEBOERZOFFIZ L £,

(c)NS-2240# shutdown logcleard

Do you really want to shutdown and clear log files [y/n] ? y<d_

MON>
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6ETIT., KEBDO N T TNy a—TF 4 L FIZONWTEH L TWET,

REONE
6.1 b7 7 RLBROREE
6.2 AREBEON— R =TIZEETS T TV
6.2.1  EIENBA DL RWEE O 3L
6.2.2 STATUSZ ¥ 7'M iUT £ 72130 L TW D55 Ol
6.3 BEICEET D N T T OxHL
6.3.1 a2 YV—)ualOMR
6.3.2 EXIEDHER
6.3.3 Fv NU—ZBEOHER N7 7L ORHL
6.3.4 U TIEEOER T 7LD
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6.3.6 TACACSH#ERED k7 7 Lkl
6.4 oMo ~NTTNL

6.4.1

BB 0 —F DR Y — RE BN A O3
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6. 1

6-2

S TILLEOBE

AREBEO T T ME, REEON— RN 2T RE, Xy NI —JWBEOHER T 7L, v
U7 VIBEOERE N7 7 vz I 3 binEd,

AIEBIZAM GO b T TAREE LTS AIX, TOERO D WVIFBR AR L, AELS
BLTHRHILL TS EE0,

T, AR —AN—T O THIITER) 1T, REBOFAQLHEINE M2 P EH#H N T
WETOT, UTFTOURLHBHRL T 7E &V,
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6.2

6.2.1

AREEDN— ROz T7ICEEET S FF T

I TIEAREEO NN Ry = TIZB#ET 2 7 7O FEICHOWTHALE T,

BRNAA LG NMEE DXL

TROMRE L THAREEDEFRNALZRZW(POWERT v 7 84T LW EAE, ALk
BEOWEEELONET, HONIIAEEDOEREZOFFIC LT, BRIy —7 101373,
EHAEE L T IEEW,

C IR — 7, ST E S0 2

cBIRAA v FIL, ON 272> TWE T 2 (NS-2240-16/24/32/16D/24D/32D)
s oty MCEREMUE SN THWETN?
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6.2.2 STATUS 5 > TARATHE = (ERE L TLBHHEE DAL

AEBEOERZONICTSH L, POWERT V7 & —RT7 72T 7 GERCFH — R
FBASNTWDER)N ST LB Z2BME L £ 9, STATUSZ > F 13 LA FONEE CTHAT L E
T, ERICAREBENSES LG, 2 TOSTATUST » 7S ET LET,
AIEBEOERAZONIZLTH, STATUST o IR EAT L2 £ FOWEERF -0 . AL
TWAEEIXTREZSH L T T 7Z2E0,

STATUS 5 o %7

1

2

3

4

KR8/ 7T

N=RU =T OYHUERZE T LE LT,

B ON I L2ERIT, B2 oRBIZ20 4, EFEZ ONIZLET,
COFEFEOREDFL HEIT. ALEEBOYELEZX OGNET, EEBLET
@40

He2lrs 2~ (P0C) & EITLTWET (130 7R .
ZORENFE L GEIE, AEEOMEEEZ ONET, BIENLETT,

Ho 27T A b 2(E5E POC) T L TWET (8 20 B
ZOWRENELS BAIF, AEBEBOMEEE X ONET, BEPMETT,

ROME=#ZFEITLTWET K10 ).
ZORENRE L HE IR, AEBEBOMEEZ 2 ObRET, BEPMLETT,

Ist Boot/2nd Boot #FEITL TWET (5 10 ),
ZoREN L GAIE. AEEOMEEEZ X bET, BEPMNETT,

VAT NV T N =T i #h GEFEAIAAED TY (K 60 ),
ZORENFE LS HEIL. VAT LAY T MU = TICHEN S D RN H Y F
Fo ASREABA LR REE ICBHWEDbE{ES 0,

VAT AY T Ny 2T R GRERAIART) T, BREICXL o TEEL
DOREE D00 F9, ZOWRED 30 7L L HEIT, VAT LAY 7 Fy =
TICHIER S 2 Rt o 0 £9, AREEZTEA U2 BRGE B IZB WG
e &N,

N=Ry=27OxT—%RHLELE,
AEEOHIELEZ ONET, EREPSLETT,

B EBWT 2 L (PO0) & FATHIC =T — 2B LE L,
AR OUEE L % 2 HNET, ERNALETT,

BHOZWT 2 b 2(EE POC) 2 3THIC =S — 2R LE L EHALET
9, [Enter] ¥—%47g L, =7 —RX v —UNRERINET,

EHIT, MON>T P hTerr A~y REFEITTHE, MR T —A vt
—UNFERENET, EROZT—A v —VEEEL T, BEAKEL T
<TEEWY,

A CF 71— R 24 AR$IZ SmartCSmini ZALE¢ A L ZOIRFEL 720 £,
SmartCSmini ¥4I CF 41— ROMLTHECTTOT, FE, S CF h— K%
AL TEEA ONICLTL &,

ROM E=Z 2FTHicos—2 M LE Li-, EENLETT,

[Enter] ¥—%494 L =F7—RX v —UNERINET,

EHic, MON>T By R Terr A~y REFETT AR E, ML= T— A vtk
—UNERENDZERDHY ET, LRROZT—RA v —VERELT, &
HA2EKHEL T ZEN,

©

1st Boot/2nd Boot ZFE{THIZ, =T —Z2MELFE Lz, EHNNLETT,
[Enter] ¥ —%494 L =I7—RXvEv—UNRERINET,

EHIT, MON>T P hTerr A~y REFEITTDHE, M T —A vt
—UNERENET, FEOTT— A v —UEGEL T, EHAKEL T
{TE&EW,

O

O

O

O

VAT AT N =T OEENET LE L, EFTT,

1 :STATUS S JDESIE. TO:EMT1, T@: m4T1, TO: &Sl 2 RLET,
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6.3

6.3.1

BISICEEY 5 S TILOxN

WBEICET 2 M7 7, TRROFETED 352 ENTEET,

cay Y Aa JIREEINTND T T — A vt — U OMER
AREEOEEBIRGEH D WTEBEETICZ T —A v —VBRERREINDE,. FOZT— Ry
-V ary— e IRk EESNET, NI TABRRELLELAIX 2y —L
B SIRGFEENTNWDITT— Ay — VMR T 5 L THULTHZ LN TEET,

< BRE DR
AIEEPER L2 EBYICEELRWGA T REXHRET 22 L TRHATE 5
NHHFET,

c ARBEED T T DIRREIC X B & — T IVEEGHER IR e O HERR
T=TNANELLSERIATNDENE I D, &5 WITWE R EENEAEL TWH D
E D INDOIERN e MEBAT A E T,

- avy FIZ X 2@EREOHE
AEEDOBEIRIED 2 WVITHEHE R A MR T D ENTEET,

KNS TN B DT 5 a~y FOGEMT., WHELEE I8 Ta<xo K
JI77LUR] ZBRLTLLEEN,

aVY—ILaY DR

AEBEBNERTIHIA vE—D(a V=LA vy =) %, CONSOLER— MMz AhEh 5
ERIRRIZ, avr Y —raZiZbRGFEINET, BERBELLELAIT, =Y —er%
ZRL T —OFEEZMHERL T EE0,

AEBEBO )=V A =2 U T A A DTRER LT WAL, A2EE DOCONSOLE
A MIEBEEHGRE (¥ — Iy 7 FEHEH Loy aril) 2L TS0,
Telnet”Z 74 7> "L Txry hT—7 LOWENSOARERIZ0 7L LTWDHY
AlE, sua <y FCHEEH—WIIBIT L2, console2~ > REFETL T, av/—
WA=V %Telnet” 747 2 MIbERSINDEIICLTLEEE N,

B, sua~vy FCEBEEHO—YICR-772%I2, showloga~y REFETTHE, v
V—nna JaBERRTHIENTEET,

LTHaryVy—ralER T B

(c)NS-2240# show log consoled

BHO20fTOa Y —u SRRt HES

(c)NS-2240# show log console 204
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6-6

RTE DHEED

AREEPBEH LI LB ICEELRWERIE, AEEORELMHE L TIEEU,

AREEE OB E L,

T ar 7 4 JERRTDHIEICI VR TEET,

(c)NS-2240#

#

#

#

create user
create user
create user
create user
create user

#

#

#

(c)NS-22404#

show config running 4

echo “IP configuration...
set hostname NS-2240
set ipaddr 192.168.1.1/24

set tcpkeepalive 180

echo “User configuration...

$1596Z2kleRm$60Tw3/CeqfvLjVLnin5Mh/
set user port0O2usr port 1,2,3,4,5,6,7,8,9,10

echo “IP ROUTE configuration...

create ip route default gateway 192.168.1.254

”

”

setup group setup uid 198

verup group verup uid 199

log group log uid 200

somebody group normal uid 100

port02usr group portusr uid 501 encrypt

”

AL =R T v 777 A NVHNDechoa~ > Nk, REELEFFOMEP RN Z R T H72DIC
VAT LY 7 h U7 Versionl. 1 TEMEiza~2 RTY, 7238, Versionl. 1K D v
AT KT by =T B Versionl 1LIEIZN— 3 7 v 7 LI EE B KO T HARIREE
. AZ— b T v 7774 NViZechoa~y RRNELEBEINTHERAD T, REEEE
ks L CHEBIRIIER TR SN ET A EBRUOERRZIT ) ITIE—Ewritea v > R&5#

fTLTLSEE N,
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6.3.3 Fv bT—VBECHEK S TILOXL

(1 LINK 5> TOHER
TREHBIOLUTO@) MR L Th, AIEEDOHEIZH 2LANA— F OLINKZ > 773
RITLRWIGEIE, REBOHKIELEZZ b E T, HONIAKLEDOERLZOFFIZL T,
BT —7 V23T L, BEZEKEL TS,

« LAN 7 —7 %, AREEEO LAN AR— MZIE LS SN T ETN?

« LAN 7 —7 UL, ARLEEE O LAN R — F ORFAEEE (NTRAA v F 72 E) I
ELL{ERINLTWETN?

LAN ¥ —7 V& Z# L CTh, LINK 7 7 I3H0 O£ £ THne

(2) pingav Y R&EFERALI-MESR
AEED 2 Y = bpinga vy REFATL, REEND 7 74 7 MiRIZping 23 B
WY DI LR L TITESNY,

(c)NS-2240# ping 192.168.1.100 4

PING 192.168.1.254 (192.168.1.100) 56(84) bytes of data.

64 bytes from 192.168.1.100: icmp seg=0 ttl=64 time=0.497 ms
64 bytes from 192.168.1.100: icmp seg=1 ttl=64 time=0.352 ms
64 bytes from 192.168.1.100: icmp seg=2 ttl=64 time=0.345 ms

---192.168.1.100 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 0.345/0.398/0.497/0.070 ms, pipe 2
(C)NS-2240#

(3) showavwy KFIZkBFESR
pinga~ > R CHEMR TEX2WEHEAIE., UTOEE 2R L T ZE0,

- REEE D LAN R— F OREVBKMZEE (NTRAAL v TFRE) ORELEHL TV
DT EEMRLTLSIEEN,

Bl AMERE L RPSEEO A — R T m— g L (HR BN OREN B LTV D
T EEMERL TSN,

(c)NS-2240# show ether J
Negotiation Mode : enable

Speed : 100Mb/s
Duplex : full
Link Status o oup
(C)NS-2240#
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c RIEEO LAN R— FDOREZEI T AR T —H U U X 2R LT, By 7RET
RNZ EEHR LTSI,

(c)NS-2240# show stats ether d

<Ethernet port information>
Receive information Transmit information
Bytes 377476 Bytes 0
Packets 5935 Packets 0
Errs 0 Errs 0
Drop 0 Drop 0
Fifo 0 Fifo 0
Frame 0 Colls 0
Compressed 0 Compressed 0
Multicast 0 Carrier 0
(c)NS-2240#

CRIEFEBDOIPT RLAERY PRI NBRIELWZ EZFERL T ZE W,

(c)NS-2240# show ip 4

Hostname :NS-2240
IPaddress :192.168.1.1/24
TcpKeepAlive :180
(C)NS-2240#

D TAT MR NER DRy NI T KL AR SN TV BHEA1E. show ip
route I REFEITL, 7747 MaR~NDAZT 4 v VR ENIELLEEINT
WBHZ EEHRLTIEEN,

(c)NS-2240# show ip route d
destination netmask gateway iface

default - 192.168.1.254 ethO
(c)NS-2240 (conf) #
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(4)

ERY—/1\DT7 U AFIROHEE

Telnet°FTP Y 5 A 72 ML ARBEIZER TX 2WEET, REEEOKFE— 0 ikiE

T 7B ARIRZMER L TS ZE0,

(c)NS-22404# show service 4

<telnetd>

status : enable
port : 23
<sshd>

status : disable
port : 22

auth : public
<ftpd>

status : enable

(c)NS-2240# show allowhost 4
Service Address/Mask

portd/telrw all
telnetd all
(C)NS-2240#

Access tty List
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6.3.4 JUTFILBEDES LT TILOFAL

(1) DSRZ > TmFER
TRUEAZHERE L TH, KAEEOKEHICHDDSRT 7 HHEIT Ly U 7 VEENTE 2
Baid, AIEEOMIE LB Z LN ET, HONIAEEDOEFRZOFFIC LT, &Ry —7
N3 L, EEZEKIEL TSN,

TN =T F, REBEOS Y TR — MCELL#EHESNTWET N
U TN =T L, BERRAGHSERIC E LRI TWET N ?

s VU T AT =T VOFERITIEE LS B SHTWET 2

c TN —T DR a % 7 7 (NS-354 DB9-RJ45 284k =1 % 7 % INS-490
DB9-RJ45 Z#i o % 7 # (7 1 A)IME-> TWEHAN?

VTN =T NN EZEHE LT, DSR 7 SIS LERAN?

U TR FREW R a R T X OFERRIE, Bt TBREFIEE] 22 LT ZEN,

FE OBBELTVWAHRAEEICE>TIE. DSRS U TAEITLTLWTHEETED LN
HYFET,

(2) showavwr FIZkBHER
show a2~ REZFEITL, VU THAR— bR — b — FFP—EXDORELZFHEE L
TLTEE W,

U TAR—FORENE LW L 2R LTI IFEN,

(c)NS-2240# show tty 3 d
tty : 3
baud : 9600
bitchar : 8
parity : none
stop : 1
flow : xon
drhup : off
detect dsr : on
(C)NS-2240#

show tty=~ > Kddetect_dsrixs A7 ALY 7 b =7 Versionl.2 BN & 7-TEHH TY,
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c AR P ANOREER— FESPIELWVWT & 2R L T ZEN,

(c)NS-2240# show portdd
portd status : enable
auth status : none
connect status : direct
base port number
telnet rw : 8101 ro : 8201

ssh rw : 8301 ro : 8401
timeout status
idle timeout: on ( 60min)
ro_timeout : on ( 120min)
menu status : auto
tty Label Listen Port TimeOut

telrw telro sshrw sshro idle ro

1 L3sw-1 8101 8201 8301 8401 60 120
2 L3SwW-2 8102 8202 8302 8402 60 120
3 Serverl 8103 8203 8303 8403 60 120
4 8104 8204 8304 8404 60 120
5 8105 8205 8305 8405 60 120
(HW)
31 8131 8231 8331 8431 60 120
32 8132 8232 8332 8432 60 120
(c)NS-22404

show portd T# ’r & U A connect status/menu status/Labelld v A7 LAY 7 h U =7
Versionl.1C, base port numberiZVersionl.3 CiBJI S L /2IHH T,
Kawr FORRENTP AT LY T MY =7 Versionl. TTRELS AL L TWET,

cAR— b —VHIHEREEZFIHA L CWA AT, HE LR — b=2—WIZHEHO U T
JVIR— FRBEEINTWNWBE Z E 2R LTI,

(c)NS-22404# show user

User-Name Category (Uid) Public-Key Port-Access-List
root root (0)

setup setup (198)

verup verup (199)

log log (200)

somebody normal (100)

portusr portusr (500) 1-32

portO2usr portusr (501) 1-10,13
(c)NS-22404#

show user®Port-Access-List OTTY Y A h&EK/RIZT AT LY 7 k7 =7 Versionl.1 Til
manzHAETYT, =2 —HFORRIEFIZT AT LAY 7 b U = 7 Versionl.3 T
root/setup/verup/log/mormal/portusr & L, normal & portusriIZFiTY — 95 X 9 ITE
HINE L,
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s LoV U TOLAR— R OFIALIRIL & fERE LR CE D 2 M L T 7230y,

(c)NS-22404# show portd sessiond
telnet rw : 3 ro : O

ssh rw : O ro : O

available session (telnet only : 69 / ssh only : 46)

tty : Label Session-Limit
Type Protocol:Port IP-Address:Port Login-User
tty 1 : DB-server RW: 2 / RO: 3
rw 1 telnet:4731 192.168.30.145:23 portOlusr
rw 2 telnet:3495 192.168.30.146:23 port02usr
tty 2 : L3SW RW: 2 / RO: 3
rw 1 telnet:4740 192.168.30.200:23 port0O3usr
(C)NS-2240#

ARa<wy ROFREBXIZTVAT LY 7 F U =7 Versionl.7TCRES AT L TWET,

Ty vg 2 Ex NEVWESTdisconnect T~ > R CARER Y v g &R B4
}Z) ~— & %)m‘ﬁb“c‘j—o

(c)NS-22404 disconnect portd tty 1 rw 14
(c)NS-2240#

Ka<w Rixv AT LY 7 v x=T Versionl.7CiEBINENza~ KTY,

. SSH ‘ﬁ_'—/\%ﬁg%*”ﬁﬁ LTU\}:)%A :t SSH -]j-’_‘/\@muniEjjJ‘z)‘IE L/l/\ k %ﬁ%mu
LTLIEEN,

(c)NS-2240# show service d
<telnetd>

status : enable
port : 23
<sshd>

status : disable
port : 22

auth : public
<ftpd>

status : enable
(c)NS-2240#

RKa<w FOFREBERIZTAT LY 7 h 7 =7 Versionl. TCRELS AR L TWET,
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©)

cAR—= R —XDOT 7 RAFIRTHYD LY TR — S BRHFAINTNWDZ L ERERL

TL7EEW,

(c)NS-2240# show allowhost 4

Service Address/Mask

portd/sshrw all
portd/telrw all
telnetd all
(C)NS-2240#

Access tty List

VU TNUR—=NDEZEAT L ZR T — U X EHER LT, BE R Cchna

LERERLTSIZE N,

(c)NS-2240# show stats tty 3 d

tty ¢ 3
TX Octets : 9
RX Octets : 178
Error Parity : O

Error Framing: O
Error Overrun: 0

Break Count : 0
Status : DSR :on,
(C)NS-22404#

:on, DTR :on, RTS :on, CD :on

hangup 3 < > FIZ & 55

show=a~ > FICX DMERZFE L CTH, >V TR — MM L7 B AR S as L miE ¢
ERWGAIE. YU TR — &2 U kY b9 Shangupa~ > R&FEITL T, @ENHEIH

FTEME I MEMERL TIIZSW,

(c)NS-2240# hangup tty 1 4
(c)NS-22404#

6-13




6-14

6.3.5 RADIUS F2ZE#EEE/RADIUS 7 Hh o > MERED 5 TIL DXL

(M

ﬂx*ﬁ DORADIUSERGFERE/RADIUS T 4 7 > MEREMNIE L < BIEL 22 W GAITX. A T oY)
3T A ER L TL 72 &, RADIUSEHEFFERE/RADIUS T 71 7 o MEREIZ. S AT ALY 7
T\ 7 = 7 Versionl.2 CiBI S /- #EFE T,

RADIUS EBEEH—/3/RADIUS 7 A0 ¥ b H—/\DHFEER
RADIUSHL AEY—/NRADIUST B 0 2 b — " EE LTS Z & BXLU, RADIUS
FRE—/NRADIUST 4 7 Y — AP ELSEESN TS Z L 2R LT EIN,

< AREEE )5 RADIUS $R8GEY—/SRADIUS 74 7 v hH— N2 Ping (3@ & 92

- RADIUS #if % —/3/RADIUS 7 7 7 > b % —3T RADIUS H— 711 75 AR
t%bfmi##?

. RADIUS RFEY — ROFFEAR— F, RADIUS 74 7 v h ¥ —_"DT7 H 7 hiR— b
[ENS a&ﬁ?k HoTWETN?

RADIUS PRRE— S RADIUS 7 7 o R — N REEDO—7 Ly Fx—F3—%

Lﬂ\ia“ﬁw

- RADIUS fBFEY — N2 —PFITIE LS BRI NTWE T ?
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(2)

TieDshowa~> REZFE{TL.

LTL7ZEN,

show 3<% > FIZ&k % RADIUS SREF#48E/RADIUS 7 H D > FEEBREDFEER
FRRE/ T 1w v R E . REEE ORADIUSER
Y MRADIUST AU v v FA TV FORE. T 7 BATIV—TRENIE LW & &R

- FBAF R ERADIUSHGE Y T4 7 v FiRE DR

(show auth/show auth radius/show auth access_group=~ > )

<auth information>
Mode
su_cmd username

(c)NS-22404# show auth

radius
root

(c)NS-2240# show auth radius d

Retry 3

Default User

<radius server 1>
IP address

Port number
Password

Timeout

NAS ID

Attribute of normal
Attribute of root

<radius server 2>
IP address

Port number
Password

Timeout

NAS ID

Attribute of portusr

<auth radius information>

none

192.168.
1812
stored
3
SmartCsS

192.168.1.2
1812

stored

3

SmartCsS

Attribute of portusr
Attribute of normal
Attribute of root

(c)NS-22404# show auth access_group <

Protocol Radius
Attribute Filter-ID
<root>

attr admin grp
<normal>

attr normal grp
<portusr>

attr port grp

port 1-32

show auth/show auth radius=~> KiZT AT ALY 7 k7 =7 Versionl.2, show auth
access_group 2~ KXY AT LY 7 h 7 =T Versionl. 3 TEMEN/T-a~ 2 KTT,
show auth radius = < > K ® DefaultUser¥ X "\NAS_IDIF T AT LAY 7 b U =T
Versionl.3, show auth=~ > FK®su_cmd usernamelx> A7 A Y 7 k7 = 7 Versionl.6
TEMINZHE TT,

6-15



T b ERXERADIUS T U b7 T4 7 2 MREDHER (show acct/show acct
radius =< k)

(c)NS-2240# show acct <
<acct information>
Mode : radius

(c)NS-2240# show acct radius 4
<acct radius information>

Retry : 3
Auth deny stop : remote
Session-id : 1815249

<radius server 1>

IP address . 192.168.1.1
Port number : 1813
Password : stored
Timeout : 3

NAS ID : SmartCs

<radius server 2>

IP address : 192.168.1.2
Port number : 1813
Password : stored
Timeout : 3

NAS ID : SmartCs

show acct/show acct radius=~> RiZT AT ALY 7 F7 = 7 Versionl 2TEINE -2
<~ RT3, NAS_IDIZV AT ALY 7 b =T Versionl.3TIEMINZHEHE TI,

- RADIUSSERREZ 74 7 > b OFiGHEHR OB (show stats auth radius)

(c)NS-2240# show stats auth radius J
<auth radius statistics>

Id IP address Send Rcv_Allow Rcv_Deny  Rcv_Error Timeout
1 192.168.1.1 121 110 8 0 3
2 192.168.1.2 3 0 0 0 3

show stats auth radius=2~> RiZT A5 LY 7 b7 =T Versionl 2CEMNENT-a~
KT,

«RADIUST h o v v 7 T4 7T v bOWEEROMT (show stats acct radius)

(c)NS-2240# show stats acct radius 4

<acct radius statistics>

Id IP address Send Start Send Stop Rcv_Resp Rcv _Error Timeout
1 192.168.1.1 121 110 8 0

2 192.168.1.2 3 0 0 0 3

w

6-16

show stats acct radius=~ > FIZT AT ALY 7 M =7 Versionl. 2 TEIMEIN/-a~w
rFT9,




6E +rSTLYa—TFTqa425

@)

trace AV Y FIZ &k 2R

RADIUSFEREY 74 7> MRADIUST B > vV T4 T 2 FOBRENIELWEHAIE,
trace~ 2 R& 3T LT, AREE L RADIUSEAEY— NRADIUST 4 7 > b h— "D
RADIUS”’'m f 2L %& L —A L TLK E &V, FDtrace2~ > NORER 2T L T,
RADIUSFEFEY — _"PRADIUST B U v R — N B AREEISERST P E=z— k2
ELLRESATWDZ EZMHERLTLIIEE N,

trace 2~ > RIL L~V 1R ED)/ L~ L 2GERM)/ L~ L 3GEM+Hex & > 7)) D 3 Befs & R
—hLTEBVET, HUIZOGDODE TR L —ALLZEE LTI,

7B, tracez~ 1 RIIHxK100037 > hETHRL—ATEET, T 74/ MI50/37 v
FCF, B@HTHRL =R TT5551ECtrl-CTEIL L TS X0,

sl ()

(c)NS-2240# trace radius level 1 4

13:49:00.626823 IP 10.1.1.1.16494 >10.1.1.2.radius: RADIUS, Access
Request (1), id: Oxaa length: 70

13:49:00.627522 1P 10.1.1.2.radius > 10.1.1.1.16494: RADIUS, Access
Accept (2), id: Oxaa length: 33

13:49:00.663995 IP 10.1.1.1.16604 > 10.1.1.2.radius-acct: RADIUS,
Accounting Request (4), id: O0xf6 length: 70

13:49:00.670326 IP 10.1.1.2.radius-acct > 10.1.1.1.16604: RADIUS,
Accounting Response (5), id: 0xf6 length: 20

13:49:11.646968 IP 10.1.1.1.16714 > 10.1.1.2.radius-acct: RADIUS,
Accounting Request (4), id: 0x8b length: 82

13:49:11.648192 1P 10.1.1.2.radius-acct > 10.1.1.1.16714: RADIUS,
Accounting Response (5), id: 0x8b length: 20

trace~ > RIZT AT LY 7 7 =7 Versionl.2TEMENT-a~ 2 RTT,

6-17




c UL 2 (BER

(c)NS-2240# trace radius level 2

13:49:42.287299 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length:
98) 10.1.1.1.16510 > 10.1.1.2.radius: RADIUS, length: 70
Access Request (1), id: 0x36, Authenticator: db690celefld774451fec2bcfa651857

Username Attribute (1), length: 6, Value: root

Password Attribute (2), length: 18, Value:

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2240

Accounting Session ID Attribute (44), length: 11, Value: 234661181

13:49:42.287431 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length:
61) 10.1.1.2.radius > 10.1.1.1.16510: RADIUS, length: 33
Access Accept (2), id: 0x36, Authenticator: faa3a7d57a244bbb74f581a62b970364
Filter ID Attribute (11), length: 13, Value: NS2240 ROOT

13:49:42.325874 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length:
98) 10.1.1.1.16636 > 10.1.1.2.radius-acct: RADIUS, length: 70
Accounting Request (4), id: Oxb6, Authenticator: 55059f3f0ce697bdb606325686a447f0

Username Attribute (1), length: 6, Value: root

NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1

NAS ID Attribute (32), length: 9, Value: NS-2240

Accounting Status Attribute (40), length: 6, Value: Start

Accounting Session ID Attribute (44), length: 11, Value: 234661181

NAS Port Attribute (5), length: 6, Value: 20000

Accounting Authentication Attribute (45), length: 6, Value: RADIUS

13:49:42.326965 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length:
48) 10.1.1.2.radius-acct > 10.1.1.1.16636: RADIUS, length: 20
Accounting Response (5), 1d: 0xb6, Authenticator: 54£f30340feafd432ec3126f66dcdd4d8a

13:49:46.318409 IP (tos 0x0, ttl 64, id 0, offset 0, flags [DF], proto 17, length:
110) 10.1.1.1.16762 > 10.1.1.2.radius-acct: RADIUS, length: 82
Accounting Request (4), id: Ox5c, Authenticator: 6d5bd82dfe5913£f294ad2128ede30780
Username Attribute (1), length: 6, Value: root
NAS IP Address Attribute (4), length: 6, Value: 10.1.1.1
NAS ID Attribute (32), length: 9, Value: NS-2240
Accounting Status Attribute (40), length: 6, Value: Stop
Accounting Session ID Attribute (44), length: 11, Value: 234661181
NAS Port Attribute (5), length: 6, Value: 20000
Accounting Authentication Attribute (45), length: 6, Value: RADIUS
Accounting Termination Cause Attribute (49), length: 6, Value: User Request
Accounting Session Time Attribute (46), length: 6, Value: 04 secs

13:49:46.319471 IP (tos 0x0O0, ttl 64, id 0, offset 0, flags [DF], proto 17, length:
48) 10.1.1.2.radius-acct > 10.1.1.1.16762: RADIUS, length: 20
Accounting Response (5), id: 0x5c, Authenticator: 9881fcdablb0£fd70b436429f9cbdd84c
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6.3.6 TACACS+HEED k5 TIL DXL

RIEEDTACACSHERENIE L S EELZ2WIEEAIL. LLTOEI 0 431 23 L T 72 &0,
TACACSH#EEIX, AT ALY 7 h =7 Versionl. 6 TEIM I L7 H#FE T,

(1) TACACS+H—/\DHEER
TACACS+H — "R EE L TWVWDHZ &, BRU, TACACS+HF— "R IEL < BRE I LT
L2 LaMERLTIESN,
« KAEE D TACACSHY — NZ Ping 13 /@& £ 2
* TACACS+#— 3T TACACS+H— 710 77 A3 EEI L TWET 2
- TACACS+#— DR — FE51L TCP(49) T2
s TACACSH#—NEARMLED Y —7 Ly bR — T B L TWETN?
* TACACS+#—NIZa2—HFITIE L BE SN TWET N2

(2)  show 3<% > FIZ& % TACACS+HBE D HEER
TFeOshow =~ R&FEIT L, BBGEE&RI T o v F iR e A EDTACACS+DEE
TIBATN—THRENIELWZ L 2R L T EE,

TACACS"‘mu thE/ﬁk E}L:! 0) HL—EE%

(show auth/show auth tacacs/show auth access_group =~ F)

(c)NS-2240# show auth 4
<auth information>

Mode : tacacs
su_cmd username : root

(c)NS-2240# show auth tacacs 4
<auth tacacs+ information>
Default User : none

Service Name : smartcs

<tacacs+ server 1>

IP address : 192.168.1.1
Port number : 49

Password : stored
Timeout : 5

<tacacs+ server 2>

IP address : 192.168.1.2
Port number : 49

Password : stored
Timeout : 5

(c)NS-2240# show auth access_group 4
Protocol : Tacacs+t
Attribute : UserSpecific (Attribute Value Pair)

<root>
attr val : grp=admin grp
<normal>
attr val : grp=normal grp
<portusr>
attr val : grp=port grp
port : 1-32

6-19




« TACACS+7 1 w7 > b D EMER (show acct/show acct tacacs =~ K)

(c)NS-2240# show acct J
<acct information>
Mode : tacacs

(c)NS-2240# show acct tacacs <

<acct tacacs+ information>
Auth deny stop

Task-id

remote

31

<tacacs+ server 1>

IP address
Port number
Password
Timeout

192.168.1.1

49

stored

5

<tacacs+ server 2>

IP address
Port number
Password
Timeout

192.168.1.2

49

stored

5

« TACACS+BFE/ AR DR FHE # O #ei (show stats auth tacacs)

(c)NS-2240# show stats auth tacacs d
<authentication tacacs+ statistics>
Send Rcv_Allow

I

1
2

d IP address

192.168.1.1
192.168.1.2

<authorization tacacs+ statistics>
Send Rcv_Allow

I

1
2

d IP address

192.168.1.1
192.168.1.2

Rcv_Deny Rcv_Error
8 0
0 0
Rcv_Deny Rcv_Error
8 0
0 0

Timeout

* TACACS+T7 17 v N OFEEHEROWMEZE (show stats acct tacacs)

(c)NS-2240# show stats acct tacacs d
<acct tacacs+ statistics>

I

d IP address

Send Start

Send_Stop

Rcv_Resp Rcv_Error

Timeout

1
2

192.168.1.1
192.168.1.2
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@)

trace AV Y FIZ &k 2R

TACACS+DERENIE LWEAIL, tracea~ 2 REFEITL T, AREE L TACACS+HI—
IOTACACS+7' e kL% FL—RA L, TACACS+Y— O DIRNENH D T & & s
LT &N,

7B, tracea~ 2 RIIHAK100037 v hETHRL—ATEET, T 74/ MISORTF v
FCTY, BRTHRL—ZXEKTT2551ECtr-CTEIL L TS ZE 0,

(c)NS-2240# trace tacacsd

Apr 19 14:00:02 port telnetd: LOGIN BY somebody FROM 10.5.30.145
14:00:02.913056 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: S
1949630245:1949630245 (0) win 5840 <mss 1460, sackOK, timestamp
215552175 0,nop,wscale 2>

14:00:03.034334 1P 10.5.31.178.tacacs > 10.5.31.186.1477: S
1621187922:1621187922(0) ack 1949630246 win 5792 <mss
1460, sackOK, timestamp 537047041 215552175, nop,wscale 2>
14:00:03.035030 IP10.5.31.186.1477>10.5.31.178.tacacs: . ack 1l win
1460 <nop,nop,timestamp 215552176 537047041>

14:00:02.937741 1P 10.5.31.186.1477 >10.5.31.178.tacacs: P 1:13(12)
ack 1 win 1460 <nop,nop,timestamp 215552187 537047041>
14:00:02.938023 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 13
win 1448 <nop,nop,timestamp 537047069 215552187>
14:00:02.9381691IP10.5.31.186.1477>10.5.31.178.tacacs: P13:69(56)
ack 1 win 1460 <nop,nop,timestamp 215552187 537047069>
14:00:02.938436 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 69
win 1448 <nop,nop,timestamp 537047069 215552187>

14:00:02.938716 IP 10.5.31.178.tacacs > 10.5.31.186.1477: P 1:18(17)
ack 69 win 1448 <nop,nop,timestamp 537047069 215552187>
14:00:02.938827 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 18
win 1460 <nop,nop,timestamp 215552187 537047069>

14:00:02.938901 TP 10.5.31.178.tacacs > 10.5.31.186.1477: F 18:18(0)
ack 69 win 1448 <nop,nop,timestamp 537047069 215552187>
14:00:02.972637 IP 10.5.31.186.1477 > 10.5.31.178.tacacs: . ack 19
win 1460 <nop,nop,timestamp 215552191 537047069>

14:00:03.037855 TP 10.5.31.186.1477 >10.5.31.178.tacacs: F 69:69(0)
ack 19 win 1460 <nop,nop,timestamp 215552197 537047069>
14:00:03.038097 IP 10.5.31.178.tacacs > 10.5.31.186.1477: . ack 70
win 1448 <nop,nop,timestamp 537047094 215552197>
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ZOMD ST

ZOMD N T TR D ITEIC OV TR L E T,

EEEEL—YDNRT— FEEN-HEDRL

FEEHD—FONRRAT — RESNZSHAIL, REEBEO VY 7VR— MNOE LR % Bt
LC.ROME=XZ#EEHLFET, WICHEL TWRNWAZ— T v 77 7 A )V EGHFAL
T, VAT LAY 7 Mo T HEE LREEVELLET,

EEEH —FONRY = REFEOET 2 2 LIETEERA, AX =T T 774
NOETEYIILT A Z L TRRAT— REYHIL L ET,

VLD FIHIT TR 2 L T E &0,

O ALEEOEFEZONIC LT, “Hit [Enter] key to Enter Rom-Monitor...” 23R &7z
b, UVA—0F—%MTFL, MON>7 7 haFREEET,

Hit [Enter] key to Enter Rom-Monitor...
MON>

@ bootz~ > FDfilenoA 7> a v ZIBEL T, BEXRGFELTWWARNE LT, EHE
NRAT—=ROHUBH L TWDEAX = T v 77 7 A )VEmrABRET, Freoflix, )
FRZ S IR SN DHMECF A — R Dstartupd 7 7 A L& e A A TV ET,

MON> boot fileno=4 d
ROM Boot

lst-Boot Ver 1.0.0
2nd-Boot Ver 1.0.0

: EEIA v E—UNRREINFET
NS-2240 login:

@ ARIEEBEICn /A L CHEBIFHIHAAENDIAT T v T 77 A NVEERL, 77 A
JUTR—Z R LIRE L £,

(SmartCS)

(c)NS-2240# show config startup 1 external 4

(SmartCSmini)

(c)NS-2240# show config startup 1 4
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@ EBFFCHARAEND AL = T v 77 7 A0 (B : SMBCFA — K Dstartupl” 7 A
V) P L £,

(SmartCS)

(c)NS-2240# clear startup 1 external d

(SmartCSmini)

(c)NS-2240# clear startup 14

® ALEE L FEE L £,

(c)NS-2240# reboot
Do you really want to reboot with main system and default startup [y/n] ?

vy
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EFE=FY IO FSLEOX

AT, AEEBTHHLTCWDIHE =Y 7 2T 74 AIZOWTHB LT
b\iﬁ‘o

REDHNE

Al F=ZFBEY7bu=TI74k8R
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bash/beecrypt/chkconfig/coreutils/dev/e2fsprogs/elfutils/ethtool /findutils/
gawk/gdbm/glibc/grep/gzip/info/initscripts/kernel/less/libattr/libgcc/
libstdc/libsepol/logrotate/mgetty/module—init—tools/ncurses/net—tools/
patch/popt/portmap/procps/psmisc/rpm/rpm—libs/sed/sysklogd/SysVinit/
tar/util-linux/vim—minimal/vim—common/cpio/dbus—glib/device—-mapper/
libidn/libtool-libs/linux—kernel/mingetty/readline/dbus/freeradius/gmp/hal/hotplug
/hwdata/kudzu//MAKEDEV/ntp/pcmcia—cs/udev/usbutils/vsftpd/pam_tacplus
diffutils/freetype/iproute/iputils/mkinitrd/pciutls/lvm2/tk/wget/syslog—ng
D31t R

GNU GENERAL PUBLIC LICENCE
Version2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin Street, Fifth Floor, Boston, MA  02110-1301, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public License is intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users. This General Public License applies to most of
the Free Software Foundation’s software and to any other program whose authors commit to using it. (Some
other Free Software Foundation software is covered by the GNU Library General Public License instead.)
You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must show them these terms so they know their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives
you legal permission to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there
is no warranty for this free software. If the software is modified by someone else and passed on, we want its
recipients to know that what they have is not the original, so that any problems introduced by others will
not reflect on the original authors’ reputations.
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Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
redistributors of a free program will individually obtain patent licenses, in effect making the program
proprietary. To prevent this, we have made it clear that any patent must be licensed for everyone's free use
or not licensed at all.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains a notice placed by the copyright
holder saying it may be distributed under the terms of this General Public License. The “Program”,
below, refers to any such program or work, and a “work based on the Program” means either the
Program or any derivative work under copyright law: that is to say, a work containing the Program or a
portion of it, either verbatim or with modifications and/or translated into another language. (Hereinafter,
translation is included without limitation in the term “modification”.) Each licensee is addressed as

” ”

you .

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running the Program is not restricted, and the output from the Program is
covered only if its contents constitute a work based on the Program (independent of having been made
by running the Program). Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to
the absence of any warranty; and give any other recipients of the Program a copy of this License along
with the Program.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion of it, thus forming a work based on
the Program, and copy and distribute such modifications or work under the terms of Section 1 above,
provided that you also meet all of these conditions:

e a) You must cause the modified files to carry prominent notices stating that you changed the files
and the date of any change.

e b) You must cause any work that you distribute or publish, that in whole or in part contains or is
derived from the Program or any part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

e ¢ If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a notice that there is no warranty (or
else, saying that you provide a warranty) and that users may redistribute the program under these
conditions, and telling the user how to view a copy of this License. (Exception: if the Program itself
is interactive but does not normally print such an announcement, your work based on the Program
is not required to print an announcement.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Program, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work based on
the Program, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.
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Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Program.

In addition, mere aggregation of another work not based on the Program with the Program (or with a
work based on the Program) on a volume of a storage or distribution medium does not bring the other
work under the scope of this License.

3. You may copy and distribute the Program (or a work based on it, under Section 2) in object code or
executable form under the terms of Sections 1 and 2 above provided that you also do one of the
following:

e a) Accompany it with the complete corresponding machine—readable source code, which must be
distributed under the terms of Sections 1 and 2 above on a medium customarily used for software
interchange; or,

e b) Accompany it with a written offer, valid for at least three years, to give any third party, for a
charge no more than your cost of physically performing source distribution, a complete
machine—readable copy of the corresponding source code, to be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange; or,

e ¢) Accompany it with the information you received as to the offer to distribute corresponding
source code. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form with such an offer, in accord with
Subsection b above.)

The source code for a work means the preferred form of the work for making modifications to it. For an
executable work, complete source code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to control compilation and installation of the
executable. However, as a special exception, the source code distributed need not include anything that
is normally distributed (in either source or binary form) with the major components (compiler, kernel, and
so on) of the operating system on which the executable runs, unless that component itself accompanies
the executable.

If distribution of executable or object code is made by offering access to copy from a designated place,
then offering equivalent access to copy the source code from the same place counts as distribution of
the source code, even though third parties are not compelled to copy the source along with the object
code.

4. You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this
License. Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will
automatically terminate your rights under this License. However, parties who have received copies, or
rights, from you under this License will not have their licenses terminated so long as such parties remain
in full compliance.

5. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Program or its derivative works. These actions are prohibited
by law if you do not accept this License. Therefore, by modifying or distributing the Program (or any
work based on the Program), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these
terms and conditions. You may not impose any further restrictions on the recipients’ exercise of the
rights granted herein. You are not responsible for enforcing compliance by third parties to this License.
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7.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Program at all.
For example, if a patent license would not permit royalty—free redistribution of the Program by all those
who receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of
the free software distribution system, which is implemented by public license practices. Many people
have made generous contributions to the wide range of software distributed through that system in
reliance on consistent application of that system; it is up to the author/donor to decide if he or she is
willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

If the distribution and/or use of the Program is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Program under this License may add
an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of this
License which applies to it and “any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If the
Program does not specify a version number of this License, you may choose any version ever published
by the Free Software Foundation.

10. If you wish to incorporate parts of the Program into other free programs whose distribution conditions

are different, write to the author to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this.
Our decision will be guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE

PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.
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12.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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GNU LESSER GENERAL PUBLIC LICENSE
Version 2.1, February 1999

Copyright (C) 1991, 1999 Free Software Foundation, Inc.

51 Franklin St, Fifth Floor, Boston, MA  02110-1301 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed. [This is the first released version of the Lesser GPL. It also counts as the successor of the GNU
Library Public License, version 2, hence the version number 2.1.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By contrast,
the GNU General Public Licenses are intended to guarantee your freedom to share and change free
software——to make sure the software is free for all its users.

This license, the Lesser General Public License, applies to some specially designated software
packages——typically libraries—of the Free Software Foundation and other authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether this license or the ordinary General
Public License is the better strategy to use in any particular case, based on the explanations below.

When we speak of free software, we are referring to freedom of use, not price. Our General Public Licenses
are designed to make sure that you have the freedom to distribute copies of free software (and charge for
this service if you wish); that you receive source code or can get it if you want it; that you can change the
software and use pieces of it in new free programs; and that you are informed that you can do these things.

To protect your rights, we need to make restrictions that forbid distributors to deny you these rights or to
ask you to surrender these rights. These restrictions translate to certain responsibilities for you if you
distribute copies of the library or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients
all the rights that we gave you. You must make sure that they, too, receive or can get the source code. If
you link other code with the library, you must provide complete object files to the recipients, so that they
can relink them with the library after making changes to the library and recompiling it. And you must show
them these terms so they know their rights.

We protect your rights with a two—step method: (1) we copyright the library, and (2) we offer you this
license, which gives you legal permission to copy, distribute and/or modify the library.

To protect each distributor, we want to make it very clear that there is no warranty for the free library. Also,
if the library is modified by someone else and passed on, the recipients should know that what they have is
not the original version, so that the original author’s reputation will not be affected by problems that might
be introduced by others.

Finally, software patents pose a constant threat to the existence of any free program. We wish to make sure
that a company cannot effectively restrict the users of a free program by obtaining a restrictive license
from a patent holder. Therefore, we insist that any patent license obtained for a version of the library must
be consistent with the full freedom of use specified in this license.

Most GNU software, including some libraries, is covered by the ordinary GNU General Public License. This
license, the GNU Lesser General Public License, applies to certain designated libraries, and is quite different
from the ordinary General Public License. We use this license for certain libraries in order to permit linking
those libraries into non—free programs.
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When a program is linked with a library, whether statically or using a shared library, the combination of the
two is legally speaking a combined work, a derivative of the original library. The ordinary General Public
License therefore permits such linking only if the entire combination fits its criteria of freedom. The Lesser
General Public License permits more lax criteria for linking other code with the library.

We call this license the “Lesser” General Public License because it does Less to protect the user’s
freedom than the ordinary General Public License. It also provides other free software developers Less of
an advantage over competing non—free programs. These disadvantages are the reason we use the ordinary
General Public License for many libraries. However, the Lesser license provides advantages in certain
special circumstances.

For example, on rare occasions, there may be a special need to encourage the widest possible use of a
certain library, so that it becomes a de—facto standard. To achieve this, non—free programs must be allowed
to use the library. A more frequent case is that a free library does the same job as widely used non—free
libraries. In this case, there is little to gain by limiting the free library to free software only, so we use the
Lesser General Public License.

In other cases, permission to use a particular library in non—free programs enables a greater number of
people to use a large body of free software. For example, permission to use the GNU C Library in non—free
programs enables many more people to use the whole GNU operating system, as well as its variant, the
GNU/Linux operating system.

Although the Lesser General Public License is Less protective of the users’ freedom, it does ensure that
the user of a program that is linked with the Library has the freedom and the wherewithal to run that
program using a modified version of the Library.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to the
difference between a “work based on the library” and a “work that uses the library”. The former contains
code derived from the library, whereas the latter must be combined with the library in order to run.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library or other program which contains a notice placed
by the copyright holder or other authorized party saying it may be distributed under the terms of this
Lesser General Public License (also called “this License”). Each licensee is addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executables.

The “Library”, below, refers to any such software library or work which has been distributed under these
terms. A “work based on the Library” means either the Library or any derivative work under copyright
law: that is to say, a work containing the Library or a portion of it, either verbatim or with modifications
and/or translated straightforwardly into another language. (Hereinafter, translation is included without
limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For a
library, complete source code means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running a program using the Library is not restricted, and output from such
a program is covered only if its contents constitute a work based on the Library (independent of the use
of the Library in a tool for writing it). Whether that is true depends on what the Library does and what
the program that uses the Library does.

1. You may copy and distribute verbatim copies of the Library's complete source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to
the absence of any warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.
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2. You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the
Library, and copy and distribute such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

* a) The modified work must itself be a software library.

* b) You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

* ¢) You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

* d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined
independent of the application. Therefore, Subsection 2d requires that any application—supplied function
or table used by this function must be optional: if the application does not supply it, the square root
function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Library, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work based on
the Library, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work
based on the Library) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.

3. You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a
given copy of the Library. To do this, you must alter all the notices that refer to this License, so that
they refer to the ordinary GNU General Public License, version 2, instead of to this License. (If a newer
version than version 2 of the ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General
Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a
library.

4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you accompany it with the
complete corresponding machine—readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place satisfies the requirement to distribute
the source code, even though third parties are not compelled to copy the source along with the object
code.
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5. A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked with it, is called a “work that uses the Library”. Such a work, in
isolation, is not a derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that uses the
library”. The executable is therefore covered by this License. Section 6 states terms for distribution of
such executables.

When a “work that uses the Library” uses material from a header file that is part of the Library, the
object code for the work may be a derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be linked without the Library, or if the work is
itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small
macros and small inline functions (ten lines or less in length), then the use of the object file is
unrestricted, regardless of whether it is legally a derivative work. (Executables containing this object
code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6, whether or
not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also combine or link a “work that uses the Library” with
the Library to produce a work containing portions of the Library, and distribute that work under terms of
your choice, provided that the terms permit modification of the work for the customer’'s own use and
reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the
Library and its use are covered by this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the copyright notice for the Library among
them, as well as a reference directing the user to the copy of this License. Also, you must do one of
these things:

* a) Accompany the work with the complete corresponding machine—readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine—readable “work that uses the Library”, as object code and/or source code,
so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of
definitions files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

* b) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one
that (1) uses at run time a copy of the library already present on the user’'s computer system,
rather than copying library functions into the executable, and (2) will operate properly with a
modified version of the library, if the user installs one, as long as the modified version is
interface—compatible with the version that the work was made with.

* ¢) Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of

performing this distribution.

* d) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

* e) Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.
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10.

11.

For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception, the
materials to be distributed need not include anything that is normally distributed (in either source or
binary form) with the major components (compiler, kernel, and so on) of the operating system on which
the executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries
that do not normally accompany the operating system. Such a contradiction means you cannot use both
them and the Library together in an executable that you distribute.

You may place library facilities that are a work based on the Library side—by—side in a single library
together with other library facilities not covered by this License, and distribute such a combined library,
provided that the separate distribution of the work based on the Library and of the other library facilities
is otherwise permitted, and provided that you do these two things:

* a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

* b) Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the Library
is void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so long as
such parties remain in full compliance.

You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Library or its derivative works. These actions are prohibited
by law if you do not accept this License. Therefore, by modifying or distributing the Library (or any work
based on the Library), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Library or works based on it.

Each time you redistribute the Library (or any work based on the Library), the recipient automatically
receives a license from the original licensor to copy, distribute, link with or modify the Library subject to
these terms and conditions. You may not impose any further restrictions on the recipients’ exercise of
the rights granted herein. You are not responsible for enforcing compliance by third parties with this
License.

If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Library at all. For
example, if a patent license would not permit royalty—free redistribution of the Library by all those who
receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of
the free software distribution system which is implemented by public license practices. Many people
have made generous contributions to the wide range of software distributed through that system in
reliance on consistent application of that system; it is up to the author/donor to decide if he or she is
willing to distribute software through any other system and a licensee cannot impose that choice.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.



12.

13

14.

If the distribution and/or use of the Library is restricted in certain countries either by patents or by
copyrighted interfaces, the original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as if
written in the body of this License.

. The Free Software Foundation may publish revised and/or new versions of the Lesser General Public

License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this
License which applies to it and “any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If the
Library does not specify a license version number, you may choose any version ever published by the
Free Software Foundation.

If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by
the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions
for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of
our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15.

16.

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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perl DAV R

GNU GENERAL PUBLIC LICENSE
Version 1, February 1989

Copyright (C) 1989 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble

The license agreements of most software companies try to keep users at the mercy of those companies.
By contrast, our General Public License is intended to guarantee your freedom to share and change free
software—to make sure the software is free for all its users. The General Public License applies to the
Free Software Foundation's software and to any other program whose authors commit to using it. You can
use it for your programs, too.

When we speak of free software, we are referring to freedom, not price. Specifically, the General Public
License is designed to make sure that you have the freedom to give away or sell copies of free software,
that you receive source code or can get it if you want it, that you can change the software or use pieces of
it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the software, or if you modify it.

For example, if you distribute copies of a such a program, whether gratis or for a fee, you must give the
recipients all the rights that you have. You must make sure that they, too, receive or can get the source
code. And you must tell them their rights.

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives
you legal permission to copy, distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain that everyone understands that there
is no warranty for this free software. If the software is modified by someone else and passed on, we want
its recipients to know that what they have is not the original, so that any problems introduced by others will
not reflect on the original authors’ reputations.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any program or other work which contains a notice placed by the
copyright holder saying it may be distributed under the terms of this General Public License. The
“Program”, below, refers to any such program or work, and a “work based on the Program” means either
the Program or any work containing the Program or a portion of it, either verbatim or with modifications.
Each licensee is addressed as “you”.
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1. You may copy and distribute verbatim copies of the Program’s source code as you receive it, in any
medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this General Public
License and to the absence of any warranty; and give any other recipients of the Program a copy of this
General Public License along with the Program. You may charge a fee for the physical act of
transferring a copy.

2. You may modify your copy or copies of the Program or any portion of it, and copy and distribute such
modifications under the terms of Paragraph 1 above, provided that you also do the following:

a) cause the modified files to carry prominent notices stating that you changed the files and the
date of any change; and

b) cause the whole of any work that you distribute or publish, that in whole or in part contains the
Program or any part thereof, either with or without modifications, to be licensed at no charge to
all third parties under the terms of this General Public License (except that you may choose to
grant warranty protection to some or all third parties, at your option).

c) If the modified program normally reads commands interactively when run, you must cause it,
when started running for such interactive use in the simplest and most usual way, to print or
display an announcement including an appropriate copyright notice and a notice that there is no
warranty (or else, saying that you provide a warranty) and that users may redistribute the
program under these conditions, and telling the user how to view a copy of this General Public
License.

d) You may charge a fee for the physical act of transferring a copy, and you may at your option
offer warranty protection in exchange for a fee.

Mere aggregation of another independent work with the Program (or its derivative) on a volume of a
storage or distribution medium does not bring the other work under the scope of these terms.

3. You may copy and distribute the Program (or a portion or derivative of it, under Paragraph 2) in object
code or executable form under the terms of Paragraphs 1 and 2 above provided that you also do one of
the following:

a) accompany it with the complete corresponding machine—readable source code, which must be
distributed under the terms of Paragraphs 1 and 2 above; or,

b) accompany it with a written offer, valid for at least three years, to give any third party free
(except for a nominal charge for the cost of distribution) a complete machine-readable copy of
the corresponding source code, to be distributed under the terms of Paragraphs 1 and 2 above;
or,

c) accompany it with the information you received as to where the corresponding source code may
be obtained. (This alternative is allowed only for noncommercial distribution and only if you
received the program in object code or executable form alone.)

Source code for a work means the preferred form of the work for making modifications to it. For an
executable file, complete source code means all the source code for all modules it contains; but, as a
special exception, it need not include source code for modules which are standard libraries that
accompany the operating system on which the executable file runs, or for standard header files or
definitions files that accompany that operating system.

4. You may not copy, modify, sublicense, distribute or transfer the Program except as expressly provided
under this General Public License. Any attempt otherwise to copy, modify, sublicense, distribute or
transfer the Program is void, and will automatically terminate your rights to use the Program under this
License. However, parties who have received copies, or rights to use copies, from you under this
General Public License will not have their licenses terminated so long as such parties remain in full
compliance.
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5. By copying, distributing or modifying the Program (or any work based on the Program) you indicate your
acceptance of this license to do so, and all its terms and conditions.

6. Each time you redistribute the Program (or any work based on the Program), the recipient automatically
receives a license from the original licensor to copy, distribute or modify the Program subject to these
terms and conditions. You may not impose any further restrictions on the recipients’ exercise of the
rights granted herein.

7. The Free Software Foundation may publish revised and/or new versions of the General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in
detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies a version number of the
license which applies to it and “any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If
the Program does not specify a version number of the license, you may choose any version ever
published by the Free Software Foundation.

8. If you wish to incorporate parts of the Program into other free programs whose distribution conditions
are different, write to the author to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this.
Our decision will be guided by the two goals of preserving the free status of all derivatives of our free
software and of promoting the sharing and reuse of software generally.

NO WARRANTY

9. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE
STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE
PROGRAM “AS IS” WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE,
YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

10.IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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GNU LIBRARY GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1991 Free Software Foundation, Inc.

59 Temple Place — Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

[This is the first released version of the library GPL. It is numbered 2 because it goes with version 2 of the
ordinary GPL.]

Preamble

The licenses for most software are designed to take away your freedom to share and change it. By
contrast, the GNU General Public Licenses are intended to guarantee your freedom to share and change
free software——to make sure the software is free for all its users.

This license, the Library General Public License, applies to some specially designated Free Software
Foundation software, and to any other libraries whose authors decide to use it. You can use it for your
libraries, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for this
service if you wish), that you receive source code or can get it if you want it, that you can change the
software or use pieces of it in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask
you to surrender the rights. These restrictions translate to certain responsibilities for you if you distribute
copies of the library, or if you modify it.

For example, if you distribute copies of the library, whether gratis or for a fee, you must give the recipients
all the rights that we gave you. You must make sure that they, too, receive or can get the source code. If
you link a program with the library, you must provide complete object files to the recipients so that they can
relink them with the library, after making changes to the library and recompiling it. And you must show
them these terms so they know their rights.

Our method of protecting your rights has two steps: (1) copyright the library, and (2) offer you this license
which gives you legal permission to copy, distribute and/or modify the library.

Also, for each distributor’'s protection, we want to make certain that everyone understands that there is no
warranty for this free library. If the library is modified by someone else and passed on, we want its
recipients to know that what they have is not the original version, so that any problems introduced by
others will not reflect on the original authors’ reputations.

Finally, any free program is threatened constantly by software patents. We wish to avoid the danger that
companies distributing free software will individually obtain patent licenses, thus in effect transforming the
program into proprietary software. To prevent this, we have made it clear that any patent must be licensed
for everyone’s free use or not licensed at all.
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Most GNU software, including some libraries, is covered by the ordinary GNU General Public License, which
was designed for utility programs. This license, the GNU Library General Public License, applies to certain
designated libraries. This license is quite different from the ordinary one; be sure to read it in full, and
don’t assume that anything in it is the same as in the ordinary license.

The reason we have a separate public license for some libraries is that they blur the distinction we usually
make between modifying or adding to a program and simply using it. Linking a program with a library,
without changing the library, is in some sense simply using the library, and is analogous to running a utility
program or application program. However, in a textual and legal sense, the linked executable is a combined
work, a derivative of the original library, and the ordinary General Public License treats it as such.

Because of this blurred distinction, using the ordinary General Public License for libraries did not effectively
promote software sharing, because most developers did not use the libraries. We concluded that weaker
conditions might promote sharing better.

However, unrestricted linking of non—free programs would deprive the users of those programs of all benefit
from the free status of the libraries themselves. This Library General Public License is intended to permit
developers of non—free programs to use free libraries, while preserving your freedom as a user of such
programs to change the free libraries that are incorporated in them. (We have not seen how to achieve
this as regards changes in header files, but we have achieved it as regards changes in the actual functions
of the Library.) The hope is that this will lead to faster development of free libraries.

The precise terms and conditions for copying, distribution and modification follow. Pay close attention to
the difference between a “work based on the library” and a “work that uses the library”. The former
contains code derived from the library, while the latter only works together with the library.

Note that it is possible for a library to be covered by the ordinary General Public License rather than by this
special one.

GNU LIBRARY GENERAL PUBLIC LIGENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License Agreement applies to any software library which contains a notice placed by the copyright
holder or other authorized party saying it may be distributed under the terms of this Library General
Public License (also called “this License”). Each licensee is addressed as “you”.

A “library” means a collection of software functions and/or data prepared so as to be conveniently
linked with application programs (which use some of those functions and data) to form executables.

The “Library”, below, refers to any such software library or work which has been distributed under these
terms. A “work based on the Library” means either the Library or any derivative work under copyright
law: that is to say, a work containing the Library or a portion of it, either verbatim or with modifications
and/or translated straightforwardly into another language. (Hereinafter, translation is included without
limitation in the term “modification”.)

“Source code” for a work means the preferred form of the work for making modifications to it. For a
library, complete source code means all the source code for all modules it contains, plus any associated
interface definition files, plus the scripts used to control compilation and installation of the library.

Activities other than copying, distribution and modification are not covered by this License; they are
outside its scope. The act of running a program using the Library is not restricted, and output from
such a program is covered only if its contents constitute a work based on the Library (independent of
the use of the Library in a tool for writing it). Whether that is true depends on what the Library does
and what the program that uses the Library does.



1.

You may copy and distribute verbatim copies of the Library’'s complete source code as you receive it, in
any medium, provided that you conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to
the absence of any warranty; and distribute a copy of this License along with the Library.

You may charge a fee for the physical act of transferring a copy, and you may at your option offer
warranty protection in exchange for a fee.

You may modify your copy or copies of the Library or any portion of it, thus forming a work based on the
Library, and copy and distribute such modifications or work under the terms of Section 1 above, provided
that you also meet all of these conditions:

a) The modified work must itself be a software library.

b)  You must cause the files modified to carry prominent notices stating that you changed the files
and the date of any change.

c) You must cause the whole of the work to be licensed at no charge to all third parties under the
terms of this License.

d) If a facility in the modified Library refers to a function or a table of data to be supplied by an
application program that uses the facility, other than as an argument passed when the facility is
invoked, then you must make a good faith effort to ensure that, in the event an application does
not supply such function or table, the facility still operates, and performs whatever part of its
purpose remains meaningful.

(For example, a function in a library to compute square roots has a purpose that is entirely well-defined
independent of the application. Therefore, Subsection 2d requires that any application—supplied
function or table used by this function must be optional: if the application does not supply it, the square
root function must still compute square roots.)

These requirements apply to the modified work as a whole. If identifiable sections of that work are not
derived from the Library, and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those sections when you distribute them as
separate works. But when you distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole must be on the terms of this License, whose permissions for
other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by
you; rather, the intent is to exercise the right to control the distribution of derivative or collective works
based on the Library.

In addition, mere aggregation of another work not based on the Library with the Library (or with a work
based on the Library) on a volume of a storage or distribution medium does not bring the other work
under the scope of this License.

You may opt to apply the terms of the ordinary GNU General Public License instead of this License to a
given copy of the Library. To do this, you must alter all the notices that refer to this License, so that
they refer to the ordinary GNU General Public License, version 2, instead of to this License. (If a newer
version than version 2 of the ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in these notices.

Once this change is made in a given copy, it is irreversible for that copy, so the ordinary GNU General
Public License applies to all subsequent copies and derivative works made from that copy.

This option is useful when you wish to copy part of the code of the Library into a program that is not a
library.
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4. You may copy and distribute the Library (or a portion or derivative of it, under Section 2) in object code
or executable form under the terms of Sections 1 and 2 above provided that you accompany it with the
complete corresponding machine—readable source code, which must be distributed under the terms of
Sections 1 and 2 above on a medium customarily used for software interchange.

If distribution of object code is made by offering access to copy from a designated place, then offering
equivalent access to copy the source code from the same place satisfies the requirement to distribute
the source code, even though third parties are not compelled to copy the source along with the object
code.

5. A program that contains no derivative of any portion of the Library, but is designed to work with the
Library by being compiled or linked with it, is called a “work that uses the Library”. Such a work, in
isolation, is not a derivative work of the Library, and therefore falls outside the scope of this License.

However, linking a “work that uses the Library” with the Library creates an executable that is a
derivative of the Library (because it contains portions of the Library), rather than a “work that uses the
library”. The executable is therefore covered by this License. Section 6 states terms for distribution of
such executables.

When a “work that uses the Library” uses material from a header file that is part of the Library, the
object code for the work may be a derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be linked without the Library, or if the work is
itself a library. The threshold for this to be true is not precisely defined by law.

If such an object file uses only numerical parameters, data structure layouts and accessors, and small
macros and small inline functions (ten lines or less in length), then the use of the object file is
unrestricted, regardless of whether it is legally a derivative work. (Executables containing this object
code plus portions of the Library will still fall under Section 6.)

Otherwise, if the work is a derivative of the Library, you may distribute the object code for the work
under the terms of Section 6. Any executables containing that work also fall under Section 6, whether or
not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may also compile or link a “work that uses the Library” with
the Library to produce a work containing portions of the Library, and distribute that work under terms of
your choice, provided that the terms permit modification of the work for the customer’'s own use and
reverse engineering for debugging such modifications.

You must give prominent notice with each copy of the work that the Library is used in it and that the
Library and its use are covered by this License. You must supply a copy of this License. If the work
during execution displays copyright notices, you must include the copyright notice for the Library among
them, as well as a reference directing the user to the copy of this License. Also, you must do one of
these things:

a) Accompany the work with the complete corresponding machine—readable source code for the
Library including whatever changes were used in the work (which must be distributed under
Sections 1 and 2 above); and, if the work is an executable linked with the Library, with the
complete machine—readable “work that uses the Library”, as object code and/or source code,
so that the user can modify the Library and then relink to produce a modified executable
containing the modified Library. (It is understood that the user who changes the contents of
definitions files in the Library will not necessarily be able to recompile the application to use the
modified definitions.)

b)  Accompany the work with a written offer, valid for at least three years, to give the same user
the materials specified in Subsection 6a, above, for a charge no more than the cost of

performing this distribution.

c) If distribution of the work is made by offering access to copy from a designated place, offer
equivalent access to copy the above specified materials from the same place.

d)  Verify that the user has already received a copy of these materials or that you have already
sent this user a copy.
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For an executable, the required form of the “work that uses the Library” must include any data and
utility programs needed for reproducing the executable from it. However, as a special exception, the
source code distributed need not include anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the operating system on which the
executable runs, unless that component itself accompanies the executable.

It may happen that this requirement contradicts the license restrictions of other proprietary libraries
that do not normally accompany the operating system. Such a contradiction means you cannot use
both them and the Library together in an executable that you distribute.

7. You may place library facilities that are a work based on the Library side—by—side in a single library
together with other library facilities not covered by this License, and distribute such a combined library,
provided that the separate distribution of the work based on the Library and of the other library facilities
is otherwise permitted, and provided that you do these two things:

a) Accompany the combined library with a copy of the same work based on the Library,
uncombined with any other library facilities. This must be distributed under the terms of the
Sections above.

b)  Give prominent notice with the combined library of the fact that part of it is a work based on the
Library, and explaining where to find the accompanying uncombined form of the same work.

8. You may not copy, modify, sublicense, link with, or distribute the Library except as expressly provided
under this License. Any attempt otherwise to copy, modify, sublicense, link with, or distribute the
Library is void, and will automatically terminate your rights under this License. However, parties who
have received copies, or rights, from you under this License will not have their licenses terminated so
long as such parties remain in full compliance.

9. You are not required to accept this License, since you have not signed it. However, nothing else grants
you permission to modify or distribute the Library or its derivative works. These actions are prohibited
by law if you do not accept this License. Therefore, by modifying or distributing the Library (or any
work based on the Library), you indicate your acceptance of this License to do so, and all its terms and
conditions for copying, distributing or modifying the Library or works based on it.

10. Each time you redistribute the Library (or any work based on the Library), the recipient automatically
receives a license from the original licensor to copy, distribute, link with or modify the Library subject to
these terms and conditions. You may not impose any further restrictions on the recipients’ exercise of
the rights granted herein.

You are not responsible for enforcing compliance by third parties to this License.

11.If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not
limited to patent issues), conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of
this License. If you cannot distribute so as to satisfy simultaneously your obligations under this License
and any other pertinent obligations, then as a consequence you may not distribute the Library at all.
For example, if a patent license would not permit royalty—free redistribution of the Library by all those
who receive copies directly or indirectly through you, then the only way you could satisfy both it and this
License would be to refrain entirely from distribution of the Library.

If any portion of this section is held invalid or unenforceable under any particular circumstance, the
balance of the section is intended to apply, and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any patents or other property right claims
or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of
the free software distribution system which is implemented by public license practices. Many people
have made generous contributions to the wide range of software distributed through that system in
reliance on consistent application of that system:; it is up to the author/donor to decide if he or she is
willing to distribute software through any other system and a licensee cannot impose that choice.
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13.

14.

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of
this License.

. If the distribution and/or use of the Library is restricted in certain countries either by patents or by

copyrighted interfaces, the original copyright holder who places the Library under this License may add
an explicit geographical distribution limitation excluding those countries, so that distribution is permitted
only in or among countries not thus excluded. In such case, this License incorporates the limitation as
if written in the body of this License.

The Free Software Foundation may publish revised and/or new versions of the Library General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may
differ in detail to address new problems or concerns.

Each version is given a distinguishing version number. If the Library specifies a version number of this
License which applies to it and “any later version”, you have the option of following the terms and
conditions either of that version or of any later version published by the Free Software Foundation. If
the Library does not specify a license version number, you may choose any version ever published by
the Free Software Foundation.

If you wish to incorporate parts of the Library into other free programs whose distribution conditions are
incompatible with these, write to the author to ask for permission. For software which is copyrighted by
the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions
for this. Our decision will be guided by the two goals of preserving the free status of all derivatives of
our free software and of promoting the sharing and reuse of software generally.

NO WARRANTY

15.

16.

BECAUSE THE LIBRARY IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
LIBRARY, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE LIBRARY “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE LIBRARY IS WITH
YOU. SHOULD THE LIBRARY PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
LIBRARY AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY
TO USE THE LIBRARY (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING
RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF
THE LIBRARY TO OPERATE WITH ANY OTHER SOFTWARE), EVEN IF SUCH HOLDER OR OTHER
PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
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Berkeley—based copyrights:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR “"AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

fontconfig/popt/rpm/rpm-libs/expat DAt R

The MIT License

Copyright (c) <year> <copyright holders>

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the “Software”), to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and
to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

A-22



T8 A E=BVIII T4V R

dbus—glib/dbus DS5A X

The Academic Free License
v. 2.1

This Academic Free License (the “License”) applies to any original work of authorship (the “Original Work™)
whose owner (the “Licensor”) has placed the following notice immediately following the copyright notice for
the Original Work:

Licensed under the Academic Free License version 2.1

1

2)

3)

4)

5)
6)

Grant of Copyright License. Licensor hereby grants You a world-wide, royalty—free, non—exclusive,
perpetual, sublicenseable license to do the following:

a) to reproduce the Original Work in copies;

b) to prepare derivative works (“Derivative Works”) based upon the Original Work;
c) to distribute copies of the Original Work and Derivative Works to the public;

d) to perform the Original Work publicly; and

e) to display the Original Work publicly.

Grant of Patent License. Licensor hereby grants You a world-wide, royalty—free, non—exclusive,
perpetual, sublicenseable license, under patent claims owned or controlled by the Licensor that are
embodied in the Original Work as furnished by the Licensor, to make, use, sell and offer for sale the
Original Work and Derivative Works.

Grant of Source Code License. The term “Source Code” means the preferred form of the Original Work
for making modifications to it and all available documentation describing how to modify the Original Work.
Licensor hereby agrees to provide a machine—readable copy of the Source Code of the Original Work
along with each copy of the Original Work that Licensor distributes. Licensor reserves the right to satisfy
this obligation by placing a machine—readable copy of the Source Code in an information repository
reasonably calculated to permit inexpensive and convenient access by You for as long as Licensor
continues to distribute the Original Work, and by publishing the address of that information repository in
a notice immediately following the copyright notice that applies to the Original Work.

Exclusions From License Grant. Neither the names of Licensor, nor the names of any contributors to the
Original Work, nor any of their trademarks or service marks, may be used to endorse or promote
products derived from this Original Work without express prior written permission of the Licensor.
Nothing in this License shall be deemed to grant any rights to trademarks, copyrights, patents, trade
secrets or any other intellectual property of Licensor except as expressly stated herein. No patent
license is granted to make, use, sell or offer to sell embodiments of any patent claims other than the
licensed claims defined in Section 2. No right is granted to the trademarks of Licensor even if such
marks are included in the Original Work. Nothing in this License shall be interpreted to prohibit Licensor
from licensing under different terms from this License any Original Work that Licensor otherwise would
have a right to license.

This section intentionally omitted.

Attribution Rights. You must retain, in the Source Code of any Derivative Works that You create, all
copyright, patent or trademark notices from the Source Code of the Original Work, as well as any notices
of licensing and any descriptive text identified therein as an “Attribution Notice.” You must cause the
Source Code for any Derivative Works that You create to carry a prominent Attribution Notice
reasonably calculated to inform recipients that You have modified the Original Work.
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7) Warranty of Provenance and Disclaimer of Warranty. Licensor warrants that the copyright in and to the
Original Work and the patent rights granted herein by Licensor are owned by the Licensor or are
sublicensed to You under the terms of this License with the permission of the contributor(s) of those
copyrights and patent rights. Except as expressly stated in the immediately proceeding sentence, the
Original Work is provided under this License on an “AS IS” BASIS and WITHOUT WARRANTY, either
express or implied, including, without limitation, the warranties of NON-INFRINGEMENT,
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE
QUALITY OF THE ORIGINAL WORK IS WITH YOU. This DISCLAIMER OF WARRANTY constitutes an
essential part of this License. No license to Original Work is granted hereunder except under this
disclaimer.

8) Limitation of Liability. Under no circumstances and under no legal theory, whether in tort (including
negligence), contract, or otherwise, shall the Licensor be liable to any person for any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or the
use of the Original Work including, without limitation, damages for loss of goodwill, work stoppage,
computer failure or malfunction, or any and all other commercial damages or losses. This limitation of
liability shall not apply to liability for death or personal injury resulting from Licensor’s negligence to the
extent applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or limitation
of incidental or consequential damages, so this exclusion and limitation may not apply to You.

9) Acceptance and Termination. If You distribute copies of the Original Work or a Derivative Work, You
must make a reasonable effort under the circumstances to obtain the express assent of recipients to
the terms of this License. Nothing else but this License (or another written agreement between Licensor
and You) grants You permission to create Derivative Works based upon the Original Work or to exercise
any of the rights granted in Section 1 herein, and any attempt to do so except under the terms of this
License (or another written agreement between Licensor and You) is expressly prohibited by U.S.
copyright law, the equivalent laws of other countries, and by international treaty. Therefore, by exercising
any of the rights granted to You in Section 1 herein, You indicate Your acceptance of this License and
all of its terms and conditions.

10) Termination for Patent Action. This License shall terminate automatically and You may no longer
exercise any of the rights granted to You by this License as of the date You commence an action,
including a cross—claim or counterclaim, against Licensor or any licensee alleging that the Original Work
infringes a patent. This termination provision shall not apply for an action alleging patent infringement by
combinations of the Original Work with other software or hardware.

11) Jurisdiction, Venue and Governing Law. Any action or suit relating to this License may be brought only in
the courts of a jurisdiction wherein the Licensor resides or in which Licensor conducts its primary
business, and under the laws of that jurisdiction excluding its conflict—of—law provisions. The application
of the United Nations Convention on Contracts for the International Sale of Goods is expressly excluded.
Any use of the Original Work outside the scope of this License or after its termination shall be subject to
the requirements and penalties of the U.S. Copyright Act, 17 U.S.C. 101 et seq., the equivalent laws of
other countries, and international treaty. This section shall survive the termination of this License.

12) Attorneys Fees. In any action to enforce the terms of this License or seeking damages relating thereto,
the prevailing party shall be entitled to recover its costs and expenses, including, without limitation,
reasonable attorneys’ fees and costs incurred in connection with such action, including any appeal of
such action. This section shall survive the termination of this License.

13)Miscellaneous. This License represents the complete agreement concerning the subject matter hereof. If
any provision of this License is held to be unenforceable, such provision shall be reformed only to the
extent necessary to make it enforceable.

14) Definition of “You” in This License. “You” throughout this License, whether in upper or lower case,
means an individual or a legal entity exercising rights under, and complying with all of the terms of, this
License. For legal entities, “You” includes any entity that controls, is controlled by, or is under common
control with you. For purposes of this definition, “control” means (i) the power, direct or indirect, to
cause the direction or management of such entity, whether by contract or otherwise, or (ii) ownership of
fifty percent (50%) or more of the outstanding shares, or (iii) beneficial ownership of such entity.
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15) Right to Use. You may use the Original Work in all ways not otherwise restricted or conditioned by this
License or by law, and Licensor promises not to interfere with or be responsible for such uses by You.

This license is Copyright (C) 2003-2004 Lawrence E. Rosen. All rights reserved. Permission is hereby
granted to copy and distribute this license without modification. This license may not be modified without
the express written permission of its copyright owner.

dbus—glib/dbus DSt X

The Academic Free License
v. 20

This Academic Free License (the “License”) applies to any original work of authorship (the “Original Work™)
whose owner (the “Licensor”) has placed the following notice immediately following the copyright notice for
the Original Work:

Licensed under the Academic Free License version 2.0

1) Grant of Copyright License. Licensor hereby grants You a world-wide, royalty—free, non—exclusive,
perpetual, sublicenseable license to do the following:

a) to reproduce the Original Work in copies;

b) to prepare derivative works (“Derivative Works”) based upon the Original Work;
c) to distribute copies of the Original Work and Derivative Works to the public;

d) to perform the Original Work publicly; and

e) to display the Original Work publicly.

2) Grant of Patent License. Licensor hereby grants You a world-wide, royalty—free, non—exclusive,
perpetual, sublicenseable license, under patent claims owned or controlled by the Licensor that are
embodied in the Original Work as furnished by the Licensor, to make, use, sell and offer for sale the
Original Work and Derivative Works.

3) Grant of Source Code License. The term “Source Code” means the preferred form of the Original Work
for making modifications to it and all available documentation describing how to modify the Original Work.
Licensor hereby agrees to provide a machine—readable copy of the Source Code of the Original Work
along with each copy of the Original Work that Licensor distributes. Licensor reserves the right to
satisfy this obligation by placing a machine—readable copy of the Source Code in an information
repository reasonably calculated to permit inexpensive and convenient access by You for as long as
Licensor continues to distribute the Original Work, and by publishing the address of that information
repository in a notice immediately following the copyright notice that applies to the Original Work.

4) Exclusions From License Grant. Neither the names of Licensor, nor the names of any contributors to the
Original Work, nor any of their trademarks or service marks, may be used to endorse or promote
products derived from this Original Work without express prior written permission of the Licensor.
Nothing in this License shall be deemed to grant any rights to trademarks, copyrights, patents, trade
secrets or any other intellectual property of Licensor except as expressly stated herein. No patent
license is granted to make, use, sell or offer to sell embodiments of any patent claims other than the
licensed claims defined in Section 2. No right is granted to the trademarks of Licensor even if such
marks are included in the Original Work. Nothing in this License shall be interpreted to prohibit Licensor
from licensing under different terms from this License any Original Work that Licensor otherwise would
have a right to license.

5) This section intentionally omitted.
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6) Attribution Rights. You must retain, in the Source Code of any Derivative Works that You create, all
copyright, patent or trademark notices from the Source Code of the Original Work, as well as any notices
of licensing and any descriptive text identified therein as an “Attribution Notice.” You must cause the
Source Code for any Derivative Works that You create to carry a prominent Attribution Notice
reasonably calculated to inform recipients that You have modified the Original Work.

7) Warranty of Provenance and Disclaimer of Warranty. Licensor warrants that the copyright in and to the
Original Work and the patent rights granted herein by Licensor are owned by the Licensor or are
sublicensed to You under the terms of this License with the permission of the contributor(s) of those
copyrights and patent rights. Except as expressly stated in the immediately proceeding sentence, the
Original Work is provided under this License on an “AS IS” BASIS and WITHOUT WARRANTY, either
express or implied, including, without limitation, the warranties of NON-INFRINGEMENT,
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE
QUALITY OF THE ORIGINAL WORK IS WITH YOU. This DISCLAIMER OF WARRANTY constitutes an
essential part of this License. No license to Original Work is granted hereunder except under this
disclaimer.

8) Limitation of Liability. Under no circumstances and under no legal theory, whether in tort (including
negligence), contract, or otherwise, shall the Licensor be liable to any person for any direct, indirect,
special, incidental, or consequential damages of any character arising as a result of this License or the
use of the Original Work including, without limitation, damages for loss of goodwill, work stoppage,
computer failure or malfunction, or any and all other commercial damages or losses. This limitation of
liability shall not apply to liability for death or personal injury resulting from Licensor’s negligence to the
extent applicable law prohibits such limitation. Some jurisdictions do not allow the exclusion or
limitation of incidental or consequential damages, so this exclusion and limitation may not apply to You.

9) Acceptance and Termination. If You distribute copies of the Original Work or a Derivative Work, You
must make a reasonable effort under the circumstances to obtain the express assent of recipients to
the terms of this License. Nothing else but this License (or another written agreement between
Licensor and You) grants You permission to create Derivative Works based upon the Original Work or to
exercise any of the rights granted in Section 1 herein, and any attempt to do so except under the terms
of this License (or another written agreement between Licensor and You) is expressly prohibited by U.S.
copyright law, the equivalent laws of other countries, and by international treaty. Therefore, by
exercising any of the rights granted to You in Section 1 herein, You indicate Your acceptance of this
License and all of its terms and conditions.

10) Termination for Patent Action. This License shall terminate automatically and You may no longer
exercise any of the rights granted to You by this License as of the date You commence an action,
including a cross—claim or counterclaim, for patent infringement (i) against Licensor with respect to a
patent applicable to software or (ii) against any entity with respect to a patent applicable to the Original
Work (but excluding combinations of the Original Work with other software or hardware).

11) Jurisdiction, Venue and Governing Law. Any action or suit relating to this License may be brought only in
the courts of a jurisdiction wherein the Licensor resides or in which Licensor conducts its primary
business, and under the laws of that jurisdiction excluding its conflict—of-law provisions. The
application of the United Nations Convention on Contracts for the International Sale of Goods is
expressly excluded. Any use of the Original Work outside the scope of this License or after its
termination shall be subject to the requirements and penalties of the U.S. Copyright Act, 17 U.S.C. 101
et seq., the equivalent laws of other countries, and international treaty. This section shall survive the
termination of this License.

12) Attorneys Fees. In any action to enforce the terms of this License or seeking damages relating thereto,
the prevailing party shall be entitled to recover its costs and expenses, including, without limitation,
reasonable attorneys’ fees and costs incurred in connection with such action, including any appeal of
such action. This section shall survive the termination of this License.

13)Miscellaneous. This License represents the complete agreement concerning the subject matter hereof.

If any provision of this License is held to be unenforceable, such provision shall be reformed only to the
extent necessary to make it enforceable.
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14) Definition of “You” in This License. “You” throughout this License, whether in upper or lower case,
means an individual or a legal entity exercising rights under, and complying with all of the terms of, this
License. For legal entities, “You” includes any entity that controls, is controlled by, or is under
common control with you. For purposes of this definition, “control” means (i) the power, direct or
indirect, to cause the direction or management of such entity, whether by contract or otherwise, or (ii)
ownership of fifty percent (50%) or more of the outstanding shares, or (jii) beneficial ownership of such
entity.

15) Right to Use. You may use the Original Work in all ways not otherwise restricted or conditioned by this
License or by law, and Licensor promises not to interfere with or be responsible for such uses by You.

This license is Copyright (C) 2003 Lawrence E. Rosen. All rights reserved. Permission is hereby granted
to copy and distribute this license without modification. This license may not be modified without the
express written permission of its copyright owner.

httpd/httpd-suexec D51t X

Apache License
Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

“License” shall mean the terms and conditions for use, reproduction, and distribution as defined by
Sections 1 through 9 of this document.

“Licensor” shall mean the copyright owner or entity authorized by the copyright owner that is granting
the License.

“Legal Entity” shall mean the union of the acting entity and all other entities that control, are controlled
by, or are under common control with that entity. For the purposes of this definition, “control” means (i)
the power, direct or indirect, to cause the direction or management of such entity, whether by contract
or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding shares, or (jii) beneficial
ownership of such entity.

“You” (or “Your”) shall mean an individual or Legal Entity exercising permissions granted by this
License.

“Source” form shall mean the preferred form for making modifications, including but not limited to
software source code, documentation source, and configuration files.

“Object” form shall mean any form resulting from mechanical transformation or translation of a Source
form, including but not limited to compiled object code, generated documentation, and conversions to
other media types.

“Work” shall mean the work of authorship, whether in Source or Object form, made available under the
License, as indicated by a copyright notice that is included in or attached to the work (an example is
provided in the Appendix below).

"Derivative Works” shall mean any work, whether in Source or Object form, that is based on (or derived
from) the Work and for which the editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes of this License, Derivative Works
shall not include works that remain separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.
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“Contribution” shall mean any work of authorship, including the original version of the Work and any
modifications or additions to that Work or Derivative Works thereof, that is intentionally submitted to
Licensor for inclusion in the Work by the copyright owner or by an individual or Legal Entity authorized to
submit on behalf of the copyright owner. For the purposes of this definition, “submitted” means any form
of electronic, verbal, or written communication sent to the Licensor or its representatives, including but
not limited to communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and improving
the Work, but excluding communication that is conspicuously marked or otherwise designated in writing
by the copyright owner as “Not a Contribution.”

“Contributor” shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution
has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual,
worldwide, non—exclusive, no—charge, royalty—free, irrevocable copyright license to reproduce, prepare
Derivative Works of, publicly display, publicly perform, sublicense, and distribute the Work and such
Derivative Works in Source or Object form.

3. Grant of Patent License.

Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual,
worldwide, non—exclusive, no—charge, royalty—free, irrevocable (except as stated in this section) patent
license to make, have made, use, offer to sell, sell, import, and otherwise transfer the Work, where such
license applies only to those patent claims licensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross—claim
or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work
constitutes direct or contributory patent infringement, then any patent licenses granted to You under
this License for that Work shall terminate as of the date such litigation is filed.

4. Redistribution.

You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with or
without modifications, and in Source or Object form, provided that You meet the following conditions:

1. You must give any other recipients of the Work or Derivative Works a copy of this License; and

2. You must cause any modified files to carry prominent notices stating that You changed the files;
and

3.  You must retain, in the Source form of any Derivative Works that You distribute, all copyright,
patent, trademark, and attribution notices from the Source form of the Work, excluding those
notices that do not pertain to any part of the Derivative Works; and

4. If the Work includes a “NOTICE” text file as part of its distribution, then any Derivative Works that
You distribute must include a readable copy of the attribution notices contained within such
NOTICE file, excluding those notices that do not pertain to any part of the Derivative Works, in at
least one of the following places: within a NOTICE text file distributed as part of the Derivative
Works; within the Source form or documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and wherever such third—party notices
normally appear. The contents of the NOTICE file are for informational purposes only and do not
modify the License. You may add Your own attribution notices within Derivative Works that You
distribute, alongside or as an addendum to the NOTICE text from the Work, provided that such
additional attribution notices cannot be construed as modifying the License.
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You may add Your own copyright statement to Your modifications and may provide additional or different
license terms and conditions for use, reproduction, or distribution of Your modifications, or for any such
Derivative Works as a whole, provided Your use, reproduction, and distribution of the Work otherwise
complies with the conditions stated in this License.

Submission of Contributions.

Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in the Work
by You to the Licensor shall be under the terms and conditions of this License, without any additional
terms or conditions. Notwithstanding the above, nothing herein shall supersede or modify the terms of
any separate license agreement you may have executed with Licensor regarding such Contributions.

. Trademarks.

This License does not grant permission to use the trade names, trademarks, service marks, or product
names of the Licensor, except as required for reasonable and customary use in describing the origin of
the Work and reproducing the content of the NOTICE file.

Disclaimer of Warranty.

Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an “AS IS” BASIS, WITHOUT WARRANTIES OR
CONDITIONS OF ANY KIND, either express or implied, including, without limitation, any warranties or
conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A PARTICULAR
PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the
Work and assume any risks associated with Your exercise of permissions under this License.

Limitation of Liability.

In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing,
shall any Contributor be liable to You for damages, including any direct, indirect, special, incidental, or
consequential damages of any character arising as a result of this License or out of the use or inability
to use the Work (including but not limited to damages for loss of goodwill, work stoppage, computer
failure or malfunction, or any and all other commercial damages or losses), even if such Contributor has
been advised of the possibility of such damages.

. Accepting Warranty or Additional Liability.

While redistributing the Work or Derivative Works thereof, You may choose to offer, and charge a fee for,
acceptance of support, warranty, indemnity, or other liability obligations and/or rights consistent with
this License. However, in accepting such obligations, You may act only on Your own behalf and on Your
sole responsibility, not on behalf of any other Contributor, and only if You agree to indemnify, defend, and
hold each Contributor harmless for any liability incurred by, or claims asserted against, such Contributor
by reason of your accepting any such warranty or additional liability.
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Apache Software License
Version 1.1

Copyright (c) 2000 The Apache Software Foundation. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1.

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

The end—user documentation included with the redistribution, if any, must include the following
acknowledgment:

“This product includes software developed by the Apache Software Foundation
(http://www.apache.org/).”

Alternately, this acknowledgment may appear in the software itself, if and wherever such third—party
acknowledgments normally appear.

The names “Apache” and “Apache Software Foundation” must not be used to endorse or promote
products derived from this software without prior written permission. For written permission, please
contact apache@apache.org.

Products derived from this software may not be called “Apache”, nor may “Apache” appear in their
name, without prior written permission of the Apache Software Foundation.

THIS SOFTWARE IS PROVIDED “AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE APACHE
SOFTWARE FOUNDATION OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

This software consists of voluntary contributions made by many individuals on behalf of the Apache
Software Foundation. For more information on the Apache Software Foundation, please see
<http://www.apache.org/>.

Portions of this software are based upon public domain software originally written at the National Center
for Supercomputing Applications, University of lllinois, Urbana—Champaign.
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The Open Software License
v.10

This Open Software License (the “License”) applies to any original work of authorship (the “Original Work”)
whose owner (the “Licensor”) has placed the following notice immediately following the copyright
notice for the Original Work: “Licensed under the Open Software License version 1.0”

License Terms

1

2)

3)

4)

5)

Grant of Copyright License. Licensor hereby grants You a world-wide, royalty—free, non—exclusive,
perpetual, non—sublicenseable license to do the following:

a) to reproduce the Original Work in copies;
b) to prepare derivative works (“Derivative Works”) based upon the Original Work;

c) to distribute copies of the Original Work and Derivative Works to the public, with the proviso
that copies of Original Work or Derivative Works that You distribute shall be licensed under the
Open Software License;

d) to perform the Original Work publicly; and
e) to display the Original Work publicly.

Grant of Patent License. Licensor hereby grants You a world-wide, royalty—free, non—exclusive,
perpetual, non—sublicenseable license, under patent claims owned or controlled by the Licensor that are
embodied in the Original Work as furnished by the Licensor (“Licensed Claims”) to make, use, sell and
offer for sale the Original Work.

Licensor hereby grants You a world—wide, royalty—free, non—exclusive, perpetual, non—sublicenseable
license under the Licensed Claims to make, use, sell and offer for sale Derivative Works.

Grant of Source Code License. The term “Source Code” means the preferred form of the Original Work
for making modifications to it and all available documentation describing how to access and modify the
Original Work. Licensor hereby agrees to provide a machine—readable copy of the Source Code of the
Original Work along with each copy of the Original Work that Licensor distributes. Licensor reserves the
right to satisfy this obligation by placing a machine—readable copy of the Source Code in an information
repository reasonably calculated to permit inexpensive and convenient access by You for as long as
Licensor continues to distribute the Original Work, and by publishing the address of that information
repository in a notice immediately following the copyright notice that applies to the Original Work.

Exclusions From License Grant. Nothing in this License shall be deemed to grant any rights to
trademarks, copyrights, patents, trade secrets or any other intellectual property of Licensor except as
expressly stated herein. No patent license is granted to make, use, sell or offer to sell embodiments of
any patent claims other than the Licensed Claims defined in Section 2. No right is granted to the
trademarks of Licensor even if such marks are included in the Original Work. Nothing in this License shall
be interpreted to prohibit Licensor from licensing under different terms from this License any Original
Work that Licensor otherwise would have a right to license.

External Deployment. The term “External Deployment” means the use or distribution of the Original
Work or Derivative Works in any way such that the Original Work or Derivative Works may be accessed
or used by anyone other than You, whether the Original Work or Derivative Works are distributed to
those persons, made available as an application intended for use over a computer network, or used to
provide services or otherwise deliver content to anyone other than You. As an express condition for the
grants of license hereunder, You agree that any External Deployment by You shall be deemed a
distribution and shall be licensed to all under the terms of this License, as prescribed in section 1(c)
herein.
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6)

7

8)

Warranty and Disclaimer of Warranty. LICENSOR WARRANTS THAT THE COPYRIGHT IN AND TO THE
ORIGINAL WORK IS OWNED BY THE LICENSOR OR THAT THE ORIGINAL WORK IS DISTRIBUTED BY
LICENSOR UNDER A VALID CURRENT LICENSE FROM THE COPYRIGHT OWNER. EXCEPT AS
EXPRESSLY STATED IN THE IMMEDIATELY PRECEEDING SENTENCE, THE ORIGINAL WORK IS
PROVIDED UNDER THIS LICENSE ON AN “AS IS” BASIS, WITHOUT WARRANTY, EITHER EXPRESS
OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THE WARRANTY OF NON-INFRINGEMENT AND
WARRANTIES THAT THE ORIGINAL WORK IS MERCHANTABLE OR FIT FOR A PARTICULAR
PURPOSE. THE ENTIRE RISK AS TO THE QUALITY OF THE ORIGINAL WORK IS WITH YOU. THIS
DISCLAIMER OF WARRANTY CONSTITUTES AN ESSENTIAL PART OF THIS LICENSE. NO LICENSE
TO ORIGINAL WORK IS GRANTED HEREUNDER EXCEPT UNDER THIS DISCLAIMER.

Limitation of Liability. UNDER NO CIRCUMSTANCES AND UNDER NO LEGAL THEORY, WHETHER
TORT (INCLUDING NEGLIGENCE), CONTRACT, OR OTHERWISE, SHALL THE LICENSOR BE LIABLE
TO ANY PERSON FOR ANY DIRECT, INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL
DAMAGES OF ANY CHARACTER ARISING AS A RESULT OF THIS LICENSE OR THE USE OF THE
ORIGINAL WORK INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, WORK
STOPPAGE, COMPUTER FAILURE OR MALFUNCTION, OR ANY AND ALL OTHER COMMERCIAL
DAMAGES OR LOSSES, EVEN IF SUCH PERSON SHALL HAVE BEEN INFORMED OF THE
POSSIBILITY OF SUCH DAMAGES. THIS LIMITATION OF LIABILITY SHALL NOT APPLY TO
LIABILITY FOR DEATH OR PERSONAL INJURY RESULTING FROM SUCH PARTY'S NEGLIGENCE TO
THE EXTENT APPLICABLE LAW PROHIBITS SUCH LIMITATION. SOME JURISDICTIONS DO NOT
ALLOW THE EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS
EXCLUSION AND LIMITATION MAY NOT APPLY TO YOU.

Acceptance and Termination. Nothing else but this License (or another written agreement between
Licensor and You) grants You permission to create Derivative Works based upon the Original Work,

and any attempt to do so except under the terms of this License (or another written agreement between
Licensor and You) is expressly prohibited by U.S. copyright law, the equivalent laws of other countries,
and by international treaty. Therefore, by exercising any of the rights granted to You in Sections 1 and 2
herein, You indicate Your acceptance of this License and all of its terms and conditions.

This license shall terminate immediately and you may no longer exercise any of the rights granted to You
by this License upon Your failure to honor the proviso in Section 1(c) herein.

9) Mutual Termination for Patent Action. This License shall terminate automatically and You may no longer

exercise any of the rights granted to You by this License if You file a lawsuit in any court alleging that
any OSI Certified open source software that is licensed under any license containing this “Mutual
Termination for Patent Action” clause infringes any patent claims that are essential to use that
software.

10) Jurisdiction, Venue and Governing Law. You agree that any lawsuit arising under or relating to this

License shall be maintained in the courts of the jurisdiction wherein the Licensor resides or in which
Licensor conducts its primary business, and under the laws of that jurisdiction excluding its
conflict—of—law provisions. The application of the United Nations Convention on Contracts for the
International Sale of Goods is expressly excluded. Any use of the Original Work outside the scope of this
License or after its termination shall be subject to the requirements and penalties of the U.S. Copyright
Act, 17 U.S.C. 101 et seq., the equivalent laws of other countries, and international treaty. This section
shall survive the termination of this License.

11) Attorneys Fees. In any action to enforce the terms of this License or seeking damages relating thereto,

the prevailing party shall be entitled to recover its costs and expenses, including, without limitation,
reasonable attorneys’ fees and costs incurred in connection with such action, including any appeal of
such action. This section shall survive the termination of this License.

12)Miscellaneous. This License represents the complete agreement concerning the subject matter hereof. If

any provision of this License is held to be unenforceable, such provision shall be reformed only to the
extent necessary to make it enforceable.
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13) Definition of “You” in This License. “You” throughout this License, whether in upper or lower case,
means an individual or a legal entity exercising rights under, and complying with all of the terms of, this
License. For legal entities, “You” includes any entity that controls, is controlled by, or is under common
control with you.

For purposes of this definition, “control” means (i) the power, direct or indirect, to cause the direction or
management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or
more of the outstanding shares, or (iii) beneficial ownership of such entity.

This license is Copyright (C) 2002 Lawrence E. Rosen. All rights reserved. Permission is hereby granted
to copy and distribute this license without modification. This license may not be modified without the
express written permission of its copyright owner.

aspell-en D54t R

SCOWL License

The SCOWL copyright follows:

The collective work is Copyright 2000-2003 by Kevin Atkinson as well as any of the copyrights mentioned
below:

Copyright 2000—-2003 by Kevin Atkinson

Permission to use, copy, modify, distribute and sell these word lists, the associated scripts, the output
created from the scripts, and its documentation for any purpose is hereby granted without fee, provided that
the above copyright notice appears in all copies and that both that copyright notice and this permission
notice appear in supporting documentation. Kevin Atkinson makes no representations about the suitability of
this array for any purpose. It is provided “as is” without express or implied warranty.

Alan Beale <biljir@pobox.com> also deserves special credit as he has, in addition to providing the 12Dicts
package and being a major contributor to the ENABLE word list, given me an incredible amount of feedback
and created a number of special lists (those found in the Supplement) in order to help improve the overall
quality of SCOWL.

The 10 level includes the 1000 most common English words (according to the Moby (TM) Words II [MWords]
package), a subset of the 1000 most common words on the Internet (again, according to Moby Words II), and
frequently class 16 from Brian Kelk's “UK English Wordlist with Frequency Classification”.

The MWords package was explicitly placed in the public domain:

The Moby lexicon project is complete and has been place into the public domain. Use, sell, rework,
excerpt and use in any way on any platform.

Placing this material on internal or public servers is also encouraged. The compiler is not aware of any
export restrictions so freely distribute world—wide.

You can verify the public domain status by contacting

Grady Ward
3449 Martha Ct.
Arcata, CA 95521-4884

grady@netcom.com
grady@northcoast.com
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The “UK English Wordlist With Frequency Classification” is also in the Public Domain:

Date: Sat, 08 Jul 2000 20:27:21 +0100
From: Brian Kelk <Brian.Kelk@cl.cam.ac.uk>

> 1 was wondering what the copyright status of your “UK English
> Wordlist With Frequency Classification” word list as it seems to
> be lacking any copyright notice.

There were many many sources in total, but any text marked “copyright” was avoided. Locally—written
documentation was one source. An earlier version of the list resided in a filespace called PUBLIC on the
University mainframe, because it was considered public domain.

Date: Tue, 11 Jul 2000 19:31:34 +0100
> So are you saying your word list is also in the public domain?
That is the intention.

The 20 level includes frequency classes 7-15 from Brian's word list.

The 35 level includes frequency classes 2—6 and words appearing in at least 11 of 12 dictionaries as
indicated in the 12Dicts package. All words from the 12Dicts package have had likely inflections added via
my inflection database.

The 12Dicts package and Supplement is in the Public Domain.

The WordNet database, which was used in the creation of the Inflections database, is under the following
copyright:

This software and database is being provided to you, the LICENSEE, by Princeton University under the
following license. By obtaining, using and/or copying this software and database, you agree that you have
read, understood, and will comply with these terms and conditions.:

Permission to use, copy, modify and distribute this software and database and its documentation for any
purpose and without fee or royalty is hereby granted, provided that you agree to comply with the following
copyright notice and statements, including the disclaimer, and that the same appear on ALL copies of the
software, database and documentation, including modifications that you make for internal use or for
distribution.

WordNet 1.6 Copyright 1997 by Princeton University. All rights reserved.

THIS SOFTWARE AND DATABASE IS PROVIDED “AS IS” AND PRINCETON UNIVERSITY MAKES NO
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED. BY WAY OF EXAMPLE, BUT NOT
LIMITATION, PRINCETON UNIVERSITY MAKES NO REPRESENTATIONS OR WARRANTIES OF
MERCHANT-ABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE
LICENSED SOFTWARE, DATABASE OR DOCUMENTATION WILL NOT INFRINGE ANY THIRD PARTY
PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

The name of Princeton University or Princeton may not be used in advertising or publicity pertaining to
distribution of the software and/or database. Title to copyright in this software, database and any
associated documentation shall at all times remain with Princeton University and LICENSEE agrees to
preserve same.

The 50 level includes Brian's frequency class 1, words words appearing in at least 5 of 12 of the dictionaries
as indicated in the 12Dicts package, and uppercase words in at least 4 of the previous 12 dictionaries. A
decent number of proper names is also included: The top 1000 male, female, and Last names from the 1990
Census report; a list of names sent to me by Alan Beale; and a few names that [ added myself. Finally a
small list of abbreviations not commonly found in

other word lists is included.

The name files form the Census report is a government document which I don’t think can be copyrighted.
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The file special-jargon.50 uses common.Ist and word.Ist from the “Unofficial Jargon File Word Lists” which
is derived from “The Jargon File”. All of which is in the Public Domain. This file also contain a few extra
UNIX terms which are found in the file “unix—terms” in the special/ directory.

The 60 level includes Brian's frequency class 0 and all words appearing in at least 2 of the 12 dictionaries as
indicated by the 12Dicts package. A large number of names are also included: The 4,946 female names and
the 3,897 male names from the MWords package.

The 65 level includes words found in the Ispell “medium” word list. The Ispell word lists are under the same
copyright of Ispell itself which is:

Copyright 1993, Geoff Kuenning, Granada Hills, CA
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All modifications to the source code must be clearly marked as such. Binary redistributions based on
modified source code must be clearly marked as modified versions in the documentation and/or other
materials provided with the distribution.

4. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

This product includes software developed by Geoff Kuenning and other unpaid contributors.

5. The name of Geoff Kuenning may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY GEOFF KUENNING AND CONTRIBUTORS ""AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL GEOFF KUENNING OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.
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bzip2/bzip2-libs DSA 2R

This program, “bzip2” and associated library “libbzip2”, are copyright (C) 1996-2002 Julian R Seward. All
rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. The origin of this software must not be misrepresented; you must not claim that you wrote the original
software. If you use this software in a product, an acknowledgment in the product documentation would
be appreciated but is not required.

3. Altered source versions must be plainly marked as such, and must not be misrepresented as being the
original software.

4. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT
OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

cracklb D514t R

(*

This document is freely plagiarised from the 'Artistic Licence’, distributed as part of the Perl v4.0 kit by
Larry Wall, which is available from most major archive sites

*)

This documents purpose is to state the conditions under which these Packages (See definition below) viz:
“Crack”, the Unix Password Cracker, and “CrackLib”, the Unix Password Checking library, which are held in
copyright by Alec David Edward Muffett, may be copied, such that the copyright holder maintains some
semblance of artistic control over the development of the packages, while giving the users of the package
the right to use and distribute the Package in a more—or—less customary fashion, plus the right to make
reasonable modifications.

So there.
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cyrus—sasl/cyrus—sasl-md5 DS/t X

CMU libsasl
Tim Martin

Rob Earhart
Rob Siemborski

Copyright (c) 1998-2003 Carnegie Mellon University. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1.

Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

The name “Carnegie Mellon University” must not be used to endorse or promote products derived from
this software without prior written permission. For permission or any other legal details, please contact

Office of Technology Transfer
Carnegie Mellon University

5000 Forbes Avenue

Pittsburgh, PA  15213-3890

(412) 268-4387, fax: (412) 268-7395
tech—transfer@andrew.cmu.edu

Redistributions of any form whatsoever must retain the following acknowledgment:
“This product includes software developed by Computing Services at Carnegie Mellon University
(http://www.cmu.edu/computing/).”

CARNEGIE MELLON UNIVERSITY DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL
CARNEGIE MELLON UNIVERSITY BE LIABLE

FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENGCE OR OTHER TORTIOUS ACTION, ARISING

OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.
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Sleepycat Software Product License

The following is the license that applies to this copy of the Berkeley DB software. For a license to use the
Berkeley DB software under conditions other than those described here, or to purchase support for this
software, please contact Sleepycat Software.

/*
* Copyright (c) 1990-2003
* Sleepycat Software. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.
* 3. Redistributions in any form must be accompanied by information on
how to obtain complete source code for the DB software and any
accompanying software that uses the DB software. The source code
must either be included in the distribution or be available for no

more than the cost of distribution plus a nominal fee, and must be
freely redistributable under reasonable conditions. For an
executable file, complete source code means the source code for all
modules it contains. It does not include source code for modules or
files that typically accompany the major components of the operating
system on which the executable file runs.

*

* X ¥ X X X ¥ X

*

* THIS SOFTWARE IS PROVIDED BY SLEEPYCAT SOFTWARE ""AS IS” AND ANY EXPRESS
* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR

* NON-INFRINGEMENT, ARE DISCLAIMED. IN NO EVENT SHALL SLEEPYCAT SOFTWARE
* BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF

* SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
* INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
* CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF

* THE POSSIBILITY OF SUCH DAMAGE.

/%

* Copyright (c) 1990, 1993, 1994, 1995

* The Regents of the University of California. All rights reserved
. *

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software
* without specific prior written permission.

*
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* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS” AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
/*
* Copyright (c) 1995, 1996
* The President and Fellows of Harvard University. All rights reserved.

*
* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software
* without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY HARVARD AND ITS CONTRIBUTORS ""AS IS” AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL HARVARD OR ITS CONTRIBUTORS BE LIABLE

* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL

* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS

* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.

*/
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Copyright (c) 2004 by Internet Systems Consortium, Inc. (“ISC”)
Copyright (c) 1995-2003 by Internet Software Consortium

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED “AS IS” AND ISC DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO
EVENT SHALL ISC BE LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES
OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN
AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF ORIN
CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

file DS54 2R

Copyright (c) Ian F. Darwin 1986, 1987, 1989, 1990, 1991, 1992, 1994, 1995.
Software written by Ian F. Darwin and others; maintained 1994—-2003 Christos Zoulas.

This software is not subject to any export provision of the United States Department of Commerce, and
may be exported to any country or planet.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice immediately at the beginning of
the file, without modification, this list of conditions, and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement: This product includes software developed by lan F. Darwin and others.

4. The name of the author may not be used to endorse or promote products derived from this software
without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS ""AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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fontconfig D51t X

$Id: COPYING,v 1.3 2003/04/04 20:17:40 keithp Exp $
Copyright =2001,2003 Keith Packard

Permission to use, copy, modify, distribute, and sell this software and its documentation for any purpose is
hereby granted without fee, provided that the above copyright notice appear in all copies and that both that
copyright notice and this permission notice appear in supporting documentation, and that the name of Keith
Packard not be used in advertising or publicity pertaining to distribution of the software without specific,
written prior permission. Keith Packard makes no representations about the suitability of this software for
any purpose. It is provided “as is” without express or implied warranty.

KEITH PACKARD DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL KEITH PACKARD
BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

glibc D512 R

This file contains the copying permission notices for various files in the GNU C Library distribution that have
copyright owners other than the Free Software Foundation. These notices all require that a copy of the
notice be included in the accompanying documentation and be distributed with binary distributions of the
code, so be sure to include this file along

with any binary distributions derived from the GNU C Library.

All code incorporated from 4.4 BSD is distributed under the following license:
Copyright (C) 1991 Regents of the University of California. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.
3. [This condition was removed.]

4. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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The DNS resolver code, taken from BIND 4.9.5, is copyrighted both by UC Berkeley and by Digital
Equipment Corporation. The DEC portions are under the following license:

Portions Copyright (C) 1993 by Digital Equipment Corporation.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies, and that
the name of Digital Equipment Corporation not be used in advertising or publicity pertaining to distribution of
the document or software without specific, written prior permission.

THE SOFTWARE IS PROVIDED ""AS IS” AND DIGITAL EQUIPMENT CORP. DISCLAIMS ALL
WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL DIGITAL EQUIPMENT CORPORATION BE
LIABLE FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

The Sun RPC support (from rpcsrc—4.0) is covered by the following license:
Copyright (C) 1984, Sun Microsystems, Inc.

Sun RPC is a product of Sun Microsystems, Inc. and is provided for unrestricted use provided that this
legend is included on all tape media and as a part of the software program in whole or part. Users may
copy or modify Sun RPC without charge, but are not authorized to license or distribute it to anyone else
except as part of a product or program

developed by the user.

SUN RPC IS PROVIDED AS IS WITH NO WARRANTIES OF ANY KIND INCLUDING THE WARRANTIES OF
DESIGN, MERCHANTIBILITY AND FITNESS FOR A PARTICULAR PURPOSE, OR ARISING FROM A
COURSE OF DEALING, USAGE OR TRADE PRACTICE.

Sun RPC is provided with no support and without any obligation on the part of Sun Microsystems, Inc. to
assist in its use, correction, modification or enhancement.

SUN MICROSYSTEMS, INC. SHALL HAVE NO LIABILITY WITH RESPECT TO THE INFRINGEMENT OF
COPYRIGHTS, TRADE SECRETS OR ANY PATENTS BY SUN RPC OR ANY PART THEREOF.

In no event will Sun Microsystems, Inc. be liable for any lost revenue or profits or other special, indirect and
consequential damages, even if Sun has been advised of the possibility of such damages.
The following CMU license covers some of the support code for Mach, derived from Mach 3.0:

Mach Operating System
Copyright (C) 1991,1990,1989 Carnegie Mellon University All Rights Reserved.

Permission to use, copy, modify and distribute this software and its documentation is hereby granted,
provided that both the copyright notice and this permission notice appear in all copies of the software,
derivative works or modified versions, and any portions thereof, and that both notices appear in supporting
documentation.

CARNEGIE MELLON ALLOWS FREE USE OF THIS SOFTWARE IN ITS "“AS IS” CONDITION. CARNEGIE
MELLON DISCLAIMS ANY LIABILITY OF ANY KIND FOR ANY DAMAGES WHATSOEVER RESULTING
FROM THE USE OF THIS SOFTWARE.

Carnegie Mellon requests users of this software to return to
Software Distribution Coordinator
School of Computer Science

Carnegie Mellon University
Pittsburgh PA 15213-3890
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or Software.Distribution@CS.CMU.EDU any improvements or extensions that they make and grant Carnegie
Mellon the rights to redistribute these changes.

The file if_ppp.h is under the following CMU license:

Redistribution and use in source and binary forms, with or without modification, are permitted provided that

the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY CARNEGIE MELLON UNIVERSITY AND CONTRIBUTORS "*AS IS”
AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE UNIVERSITY OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The following license covers the files from Intel's “Highly Optimized Mathematical Functions for Itanium”
collection:

Intel License Agreement
Copyright (c) 2000, Intel Corporation
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* The name of Intel Corporation may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL INTEL OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

The files inet/getnameinfo.c and sysdeps/posix/getaddrinfo.c are copyright
(C) by Craig Metz and are distributed under the following license:

/* The Inner Net License, Version 2.00
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The author(s) grant permission for redistribution and use in source and binary forms, with or without
modification, of the software and documentation provided that the following conditions are met:

0. If you receive a version of the software that is specifically labeled as not being for redistribution (check
the version message and/or README), you are not permitted to redistribute that version of the software
in any way or form.

1. All terms of the all other applicable copyrights and licenses must be followed

2. Redistributions of source code must retain the authors’ copyright notice(s), this list of conditions, and
the following disclaimer.

3. Redistributions in binary form must reproduce the authors’ copyright notice(s), this list of conditions, and
the following disclaimer in the documentation and/or other materials provided with the distribution.

4. [The copyright holder has authorized the removal of this clause.]

5. Neither the name(s) of the author(s) nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY ITS AUTHORS AND CONTRIBUTORS ""AS IS” AND ANY EXPRESS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE AUTHORS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

If these license terms cause you a real problem, contact the author.
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hwdata D71t

XFree86 License (version 1.1)
Copyright (C) 1994-2006 The XFree86 Project, Inc. All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associate
documentation files (the “Software”), to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and
to permit persons to whom the Software is furnished to do so, subject to the following conditions:

1. Redistributions of source code must retain the above copyright notice, this list of conditions, and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution, and in
the same place and form as other copyright, license and disclaimer information.

3. The end—user documentation included with the redistribution, if any, must include the following
acknowledgment: “This product includes software developed by The XFree86 Project, Inc
(http://www.xfree86.org/) and its contributors”, in the same place and form as other third—party
acknowledgments. Alternately, this acknowledgment may appear in the software itself, in the same form
and location as other such third—party acknowledgments.

4. Except as contained in this notice, the name of The XFree86 Project, Inc shall not be used in advertising
or otherwise to promote the sale, use or other dealings in this Software without prior written
authorization from The XFree86 Project, Inc.

THIS SOFTWARE IS PROVIDED ""AS IS” AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE XFREE86 PROJECT, INC ORITS
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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Copyright (C) 1985-2004 by the Massachusetts Institute of Technology.
All rights reserved.

Export of this software from the United States of America may require a specific license from the United
States Government. It is the responsibility of any person or organization contemplating export to obtain
such a license before exporting.

WITHIN THAT CONSTRAINT, permission to use, copy, modify, and distribute this software and its
documentation for any purpose and without fee is hereby granted, provided that the above copyright notice
appear in all copies and that both that copyright notice and this permission notice appear in supporting
documentation, and that the name of M.L.T. not be used in advertising or publicity pertaining to distribution
of the software without specific, written prior permission. Furthermore if you modify this software you
must label your software as modified software and not distribute it in such a fashion that it might be
confused with the original MIT software.

M.LT. makes no representations about the suitability of this software for any purpose. It is provided “as is”
without express or implied warranty.

THIS SOFTWARE IS PROVIDED ""AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS
FOR A PARTICULAR PURPOSE.

Individual source code files are copyright MIT, Cygnus Support, OpenVision, Oracle, Sun Soft, FundsXpress,
and others.

Project Athena, Athena, Athena MUSE, Discuss, Hesiod, Kerberos, Moira, and Zephyr are trademarks of the
Massachusetts Institute of Technology (MIT). No commercial use of these trademarks may be made
without prior written permission of MIT.

“Commercial use” means use of a name in a product or other for—profit manner. It does NOT prevent a
commercial firm from referring to the MIT trademarks in order to convey information (although in doing so,
recognition of their trademark status should be given).

The following copyright and permission notice applies to the OpenVision Kerberos Administration system
located in kadmin/create, kadmin/dbutil, kadmin/passwd, kadmin/server, lib/kadm5, and portions of lib/rpc:

Copyright, OpenVision Technologies, Inc., 1996, All Rights Reserved

WARNING: Retrieving the OpenVision Kerberos Administration system source code, as described below,
indicates your acceptance of the following terms. If you do not agree to the following terms, do not
retrieve the OpenVision Kerberos administration system.

You may freely use and distribute the Source Code and Object Code compiled from it, with or without
modification, but this Source Code is provided to you “AS IS” EXCLUSIVE OF ANY WARRANTY,
INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A
PARTICULAR PURPOSE, OR ANY OTHER WARRANTY, WHETHER EXPRESS OR IMPLIED. IN NO
EVENT WILL OPENVISION HAVE ANY LIABILITY FOR ANY LOST PROFITS, LOSS OF DATA OR
COSTS OF PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES, OR FOR ANY SPECIAL,
INDIRECT, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THIS AGREEMENT, INCLUDING,
WITHOUT LIMITATION, THOSE RESULTING FROM THE USE OF THE SOURCE CODE, OR THE
FAILURE OF THE SOURCE CODE TO PERFORM, OR FOR ANY OTHER REASON.

OpenVision retains all copyrights in the donated Source Code. OpenVision also retains copyright to
derivative works of the Source Code, whether created by OpenVision or by a third party. The
OpenVision copyright notice must be preserved if derivative works are made based on the donated
Source Code.
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OpenVision Technologies, Inc. has donated this Kerberos Administration system to MIT for inclusion in
the standard

Kerberos 5 distribution. This donation underscores our commitment to continuing Kerberos technology
development and our gratitude for the valuable work which has been performed by MIT and the Kerberos
community.

Portions contributed by Matt Crawford <crawdad@fnal.gov> were work performed at Fermi National
Accelerator Laboratory, which is operated by Universities Research Association, Inc., under contract
DE-AC02-76CHO3000 with the U.S. Department of Energy.

The implementation of the Yarrow pseudo—random number generator in src/lib/crypto/yarrow has the
following copyright:

Copyright 2000 by Zero—Knowledge Systems, Inc.

Permission to use, copy, modify, distribute, and sell this software and its documentation for any purpose is
hereby granted without fee, provided that the above copyright notice appear in all copies and that both that
copyright notice and this permission notice appear in supporting documentation, and that the name of
Zero—Knowledge Systems, Inc. not be used in advertising or publicity pertaining to distribution of the
software without specific, written prior permission. Zero—Knowledge Systems, Inc. makes no representation
about the suitability of this software for any purpose. It is provided “as is” without express or implied
warranty.

ZERO-KNOWLEDGE SYSTEMS, INC. DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE,
INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO EVENT SHALL
ZERO-KNOWLEDGE SYSTEMS, INC. BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL
DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS,
WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTUOUS ACTION, ARISING OUT
OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

———— The implementation of the AES encryption algorithm in src/lib/crypto/aes has the following copyright:
Copyright (c) 2001, Dr Brian Gladman <brg@gladman.uk.net>, Worcester, UK. All rights reserved.

LICENSE TERMS

The free distribution and use of this software in both source and binary form is allowed (with or without
changes) provided that:

1. distributions of this source code include the above copyright notice, this list of conditions and the
following disclaimer;

2. distributions in binary form include the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other associated materials;

3. the copyright holder’'s name is not used to endorse products built using this software without specific
written permission.

DISCLAIMER

This software is provided 'as is’ with no explcit or implied warranties in respect of any properties, including,
but not limited to, correctness and fitness for purpose.
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Copyright (C) 1984-2002 Mark Nudelman

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice in the documentation and/or
other materials provided with the distribution.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ""AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR
BE LIABLE

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY
OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

libcap DS/t R

Redistribution and use in source and binary forms of libcap, with or without modification, are permitted
provided that the following conditions are met:

1. Redistributions of source code must retain any existing copyright notice, and this entire permission
notice in its entirety, including the disclaimer of warranties.

2. Redistributions in binary form must reproduce all prior and current copyright notices, this list of
conditions, and the following disclaimer in the documentation and/or other materials provided with the
distribution.

3. The name of any author may not be used to endorse or promote products derived from this software
without their specific prior written permission.

ALTERNATIVELY, this product may be distributed under the terms of the GNU General Public License, in
which case the provisions of the GNU GPL are required INSTEAD OF the above restrictions. (This clause
is necessary due to a potential conflict between the GNU GPL and the restrictions contained in a
BSD-style copyright.)

THIS SOFTWARE IS PROVIDED ""AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR(S) BE LIABLE FOR ANY
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA,
OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
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net—snmp/net-snmp-utils/net-snmp-libs D51t X

———— Part 1: CMU/UCD copyright notice: (BSD like) ———
Copyright 1989, 1991, 1992 by Carnegie Mellon University

Derivative Work — 1996, 1998-2000
Copyright 1996, 1998-2000 The Regents of the University of California

All Rights Reserved

Permission to use, copy, modify and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appears in all copies and that both
that copyright notice and this permission notice appear in supporting documentation, and that the name of
CMU and The Regents of the University of California not be used in advertising or publicity pertaining to
distribution of the software without specific written permission.

CMU AND THE REGENTS OF THE UNIVERSITY OF CALIFORNIA DISCLAIM ALL WARRANTIES WITH
REGARD TO THIS SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS. IN NO EVENT SHALL CMU OR THE REGENTS OF THE UNIVERSITY OF CALIFORNIA BE
LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
WHATSOEVER RESULTING FROM THE LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THIS SOFTWARE.

——— Part 2: Networks Associates Technology, Inc copyright notice (BSD) ——

Copyright (c) 2001-2003, Networks Associates Technology, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the Networks Associates Technology, Inc nor the names of its contributors may be
used to endorse or promote products derived from this software without specific prior written
permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ""AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY;
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
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———— Part 3: Cambridge Broadband Ltd. copyright notice (BSD) ————

Portions of this code are copyright (c) 2001-2003, Cambridge Broadband Ltd.
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* The name of Cambridge Broadband Ltd. may not be used to endorse or promote products derived from
this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER ""AS IS” AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT HOLDER BE

LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

———— Part 4: Sun Microsystems, Inc. copyright notice (BSD) ————

Copyright (c) 2003 Sun Microsystems, Inc., 4150 Network Circle, Santa Clara,
California 95054, U.S.A. All rights reserved.

Use is subject to license terms below.
This distribution may include materials developed by third parties.

Sun, Sun Microsystems, the Sun logo and Solaris are trademarks or registered trademarks of Sun
Microsystems, Inc. in the U.S. and other countries.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the Sun Microsystems, Inc. nor the names of its contributors may be used to
endorse or promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ""AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.
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———— Part 5: Sparta, Inc copyright notice (BSD) ————

Copyright (c) 2003—-2004, Sparta, Inc
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Sparta, Inc nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS ""AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT HOLDERS OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

ntp DTt R
Copyright (c) David L. Mills 1992-2003

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appears in all copies and that both
the copyright notice and this permission notice appear in supporting documentation, and that the name
University of Delaware not be used in advertising or publicity pertaining to distribution of the software
without specific, written prior permission. The University of Delaware makes no representations about the
suitability this software for any purpose. It is provided “as is” without express or implied warranty.
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The OpenLDAP Public License
Version 2.8, 17 August 2003

Redistribution and use of this software and associated documentation (”Software”), with or without
modification, are permitted provided that the following conditions are met:

1. Redistributions in source form must retain copyright statements and notices,

2. Redistributions in binary form must reproduce applicable copyright statements and notices, this list of
conditions, and the following disclaimer in the documentation and/or other materials provided with the
distribution, and

3. Redistributions must contain a verbatim copy of this document.

The OpenLDAP Foundation may revise this license from time to time. Each revision is distinguished by a
version number. You may use this Software under terms of this license revision or under the terms of any
subsequent revision of the license.

THIS SOFTWARE IS PROVIDED BY THE OPENLDAP FOUNDATION AND ITS CONTRIBUTORS ""AS IS”
AND ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT

SHALL THE OPENLDAP FOUNDATION, ITS CONTRIBUTORS, OR THE AUTHOR(S) OR OWNER(S) OF
THE SOFTWARE BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES;

LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The names of the authors and copyright holders must not be used in advertising or otherwise to promote
the sale, use or other dealing in this Software without specific, written prior permission. Title to copyright
in this Software shall at all times remain with copyright holders.

OpenLDAP is a registered trademark of the OpenLDAP Foundation.

Copyright 1999-2003 The OpenLDAP Foundation, Redwood City, California, USA. All Rights Reserved.
Permission to copy and distribute verbatim copies of this document is granted.
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1

openssh/openssh—server/openssh—clients

D71V R

* Copyright (c) 1995 Tatu Ylonen <ylo@cs.hut.fi>, Espoo, Finland

* All rights reserved

*

* As far as | am concerned, the code I have written for this software
* can be used freely for any purpose. Any derived versions of this

* software must be clearly marked as such, and if the derived work is
* incompatible with the protocol description in the RFC file, it must be
* called by a name other than “ssh” or “Secure Shell”.

[Tatu continues]
* However, | am not implying to give any licenses to any patents or
* copyrights held by third parties, and the software includes parts that
* are not under my direct control. As far as I know, all included
* source code is used in accordance with the relevant license agreements
* and can be used freely for any purpose (the GNU license being the most
* restrictive); see below for details.

[However, none of that term is relevant at this point in time. All of these restrictively licenced
software components which he talks about have been removed from OpenSSH, i.e.,

— RSA is no longer included, found in the OpenSSL library

— IDEA is no longer included, its use is deprecated

— DES is now external, in the OpenSSL library

— GMP is no longer used, and instead we call BN code from OpenSSL
— Zlib is now external, in a library

— The make—ssh—known—hosts script is no longer included

— TSS has been removed

— MD5 is now external, in the OpenSSL library

— RC4 support has been replaced with ARC4 support from OpenSSL
— Blowfish is now external, in the OpenSSL library

[The licence continues]

Note that any information and cryptographic algorithms used in this software are publicly available on the

Internet and at any major bookstore, scientific library, and patent office worldwide.

be found e.g. at “http://www.cs.hut.fi/crypto”.

More information can

The legal status of this program is some combination of all these permissions and restrictions. Use only at
your own responsibility. You will be responsible for any legal consequences yourself; I am not making any

claims whether possessing or using this is legal or not in your country, and I am not taking any responsibility
on your behalf.
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NO WARRANTY

BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE
PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED
IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM “AS IS”
WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.
THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.
SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY
SERVICING, REPAIR OR CORRECTION.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE
PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL,
SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO
USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

2)
The 32-bit CRC compensation attack detector in deattack.c was contributed by CORE SDI S.A. under a
BSD-style license.

* Cryptographic attack detector for ssh — source code

*

* Copyright (c) 1998 CORE SDI S.A., Buenos Aires, Argentina.

*

* All rights reserved. Redistribution and use in source and binary

* forms, with or without modification, are permitted provided that

* this copyright notice is retained.

*

* THIS SOFTWARE IS PROVIDED "“AS IS” AND ANY EXPRESS OR IMPLIED

* WARRANTIES ARE DISCLAIMED. IN NO EVENT SHALL CORE SDI S.A. BE

* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY OR
* CONSEQUENTIAL DAMAGES RESULTING FROM THE USE OR MISUSE OF THIS
* SOFTWARE.

*

* Ariel Futoransky <futo@core—sdi.com>

* <http://www.core—sdi.com>

3)
ssh—keygen was contributed by David Mazieres under a BSD—style license.

* Copyright 1995, 1996 by David Mazieres <dm@Ics.mit.edu>.

k

* Modification and redistribution in source and binary forms is

* permitted provided that due credit is given to the author and the
* OpenBSD project by leaving this copyright notice intact.
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4)
The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto is in the public
domain and distributed with the following license:

* @version 3.0 (December 2000)

*

* Optimised ANSI C code for the Rijndael cipher (now AES)

*

* @author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>

* @author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>

* @author Paulo Barreto <paulo.barreto@terra.com.br>

*

* This code is hereby placed in the public domain.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHORS "AS IS” AND ANY EXPRESS

* OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED

* WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHORS OR CONTRIBUTORS BE
* LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR

* CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
* OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
* BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF

* LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING

* NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
* SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

5)
One component of the ssh source code is under a 3—clause BSD license, held by the University of
California, since we pulled these parts from original Berkeley code.

* Copyright (c) 1983, 1990, 1992, 1993, 1995

* The Regents of the University of California. All rights reserved.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

*  without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS” AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.
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6)
Remaining components of the software are provided under a standard 2—term BSD licence with the
following names as copyright holders:

Markus Fried|
Theo de Raadt
Niels Provos
Dug Song
Aaron Campbell
Damien Miller
Kevin Steves
Daniel Kouril
Wesley Griffin
Per Allansson
Nils Nordman
Simon Wilkinson

7
Portable OpenSSH additionally includes code from the following copyright
holders, also under the 2—-term BSD license:

Ben Lindstrom
Tim Rice

Andre Lucas
Chris Adams
Corinna Vinschen
Cray Inc.

Denis Parker
Gert Doering
Jakob Schlyter
Jason Downs
Juha Yrj

Michael Stone
Networks Associates Technology, Inc.
Solar Designer
Todd C. Miller
Wayne Schroeder
William Jones
Darren Tucker

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

*

* THIS SOFTWARE IS PROVIDED BY THE AUTHOR "“AS IS” AND ANY EXPRESS OR

* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
* IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR ANY DIRECT, INDIRECT,

* INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
* DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY

* THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

* (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
* THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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8) Portable OpenSSH contains the following additional licenses:
a) md5crypt.c, md5crypt.h

* “THE BEER-WARE LICENSE” (Revision 42):

* <phk@login.dknet.dk> wrote this file. As long as you retain this
* notice you can do whatever you want with this stuff. If we meet
* some day, and you think this stuff is worth it, you can buy me a
* beer in return.  Poul-Henning Kamp

b) snprintf replacement

* Copyright Patrick Powell 1995

* This code is based on code written by Patrick Powell

* (papowell@astart.com) It may be used for any purpose as long as this
* notice remains intact on all source code distributions

¢) Compatibility code (openbsd—compat)

Apart from the previously mentioned licenses, various pieces of code
in the openbsd—compat/ subdirectory are licensed as follows:

Some code is licensed under a 3—term BSD license, to the following
copyright holders:

Todd C. Miller

Theo de Raadt

Damien Miller

Eric P. Allman

The Regents of the University of California

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the above copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the

* documentation and/or other materials provided with the distribution.

* 3. Neither the name of the University nor the names of its contributors

* may be used to endorse or promote products derived from this software

* without specific prior written permission.

*

* THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ""AS IS” AND

* ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE
* ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE
* FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
* DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
* OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
* LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY

* OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF

* SUCH DAMAGE.
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Some code is licensed under an ISC—style license, to the following copyright holders:

Internet Software Consortium.
Todd C. Miller

* Permission to use, copy, modify, and distribute this software for any

* purpose with or without fee is hereby granted, provided that the above

* copyright notice and this permission notice appear in all copies.

*

* THE SOFTWARE IS PROVIDED “AS IS” AND TODD C. MILLER DISCLAIMS ALL

* WARRANTIES WITH REGARD TO THIS SOFTWARE INCLUDING ALL IMPLIED WARRANTIES

* OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL TODD C. MILLER BE LIABLE

* FOR ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES
* WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION
* OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN

* CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Some code is licensed under a MIT—style license to the following
copyright holders:

Free Software Foundation, Inc.

* Permission is hereby granted, free of charge, to any person obtaining a *

* copy of this software and associated documentation files (the *

* “Software”), to deal in the Software without restriction, including *

* without limitation the rights to use, copy, modify, merge, publish, *

* distribute, distribute with modifications, sublicense, and/or sell *

* copies of the Software, and to permit persons to whom the Software is *

* furnished to do so, subject to the following conditions: *

* *

* The above copyright notice and this permission notice shall be included *

* in all copies or substantial portions of the Software. *

* *

* THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS *
* OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF *

* MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT.  *
* IN NO EVENT SHALL THE ABOVE COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, *
* DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR *
* OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR *
* THE USE OR OTHER DEALINGS IN THE SOFTWARE. *

* *

* Except as contained in this notice, the name(s) of the above copyright  *

* holders shall not be used in advertising or otherwise to promote the *

* sale, use or other dealings in this Software without prior written *

* authorization. *
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openssl/openssl096b DS54 R

OpenSSL License

/%
* Copyright (c) 1998-2002 The OpenSSL Project. All rights reserved.
*

* Redistribution and use in source and binary forms, with or without
* modification, are permitted provided that the following conditions

* are met:

%

* 1. Redistributions of source code must retain the above copyright
* notice, this list of conditions and the following disclaimer.

*

* 2. Redistributions in binary form must reproduce the above copyright
* notice, this list of conditions and the following disclaimer in

* the documentation and/or other materials provided with the
* distribution.

*

* 3. All advertising materials mentioning features or use of this

* software must display the following acknowledgment:

* “This product includes software developed by the OpenSSL Project
* for use in the OpenSSL Toolkit. (http://www.openssl.org/)”

*
* 4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to
* endorse or promote products derived from this software without

* prior written permission. For written permission, please contact

* openssl—-core@openssl.org.

*

* 5. Products derived from this software may not be called “OpenSSL”

* nor may ~“OpenSSL” appear in their names without prior written

* permission of the OpenSSL Project.

*

* 6. Redistributions of any form whatsoever must retain the following

* acknowledgment:

* “This product includes software developed by the OpenSSL Project

* for use in the OpenSSL Toolkit (http://www.openssl.org/)”

*

* THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT ““AS IS” AND ANY

* EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE

* IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
* PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL PROJECT OR

* [TS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,

* SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT

* NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;

* LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

* ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED

* OF THE POSSIBILITY OF SUCH DAMAGE.

*
*
* This product includes cryptographic software written by Eric Young
* (eay@cryptsoft.com). This product includes software written by Tim
* Hudson (tjh@cryptsoft.com).

*/
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Original SSLeay License

/* Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

* All rights reserved.

*

* This package is an SSL implementation written

* by Eric Young (eay@cryptsoft.com).

* The implementation was written so as to conform with Netscapes SSL.

*

* This library is free for commercial and non—commercial use as long as

* the following conditions are aheared to. The following conditions

* apply to all code found in this distribution, be it the RC4, RSA,

* |hash, DES, etc., code; not just the SSL code. The SSL documentation

* included with this distribution is covered by the same copyright terms

* except that the holder is Tim Hudson (tjh@cryptsoft.com).

*

* Copyright remains Eric Young’s, and as such any Copyright notices in

* the code are not to be removed.

* If this package is used in a product, Eric Young should be given attribution

* as the author of the parts of the library used.

* This can be in the form of a textual message at program startup or

* in documentation (online or textual) provided with the package.

*

* Redistribution and use in source and binary forms, with or without

* modification, are permitted provided that the following conditions

* are met:

* 1. Redistributions of source code must retain the copyright

* notice, this list of conditions and the following disclaimer.

* 2. Redistributions in binary form must reproduce the above copyright

* notice, this list of conditions and the following disclaimer in the
documentation and/or other materials provided with the distribution.
All advertising materials mentioning features or use of this software
must display the following acknowledgement:
“This product includes cryptographic software written by
Eric Young (eay@cryptsoft.com)”
The word 'cryptographic’ can be left out if the rouines from the library
being used are not cryptographic related :-).
If you include any Windows specific code (or a derivative thereof) from
the apps directory (application code) you must include an acknowledgement:
“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

*
w

X ¥ ¥ K K X ¥ ¥ ¥
b

*
* THIS SOFTWARE IS PROVIDED BY ERIC YOUNG "“AS IS” AND ANY EXPRESS OR
* IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
* OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
* IN NO EVENT SHALL THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
* INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
* (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
* SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
* HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
* STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
* ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
* POSSIBILITY OF SUCH DAMAGE.
*
* The licence and distribution terms for any publically available version or
* derivative of this code cannot be changed. i.e. this code cannot simply be
* copied and put under another distribution licence
* [including the GNU Public Licence.]
*/
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pcre DT7A 2R

PCRE LICENCE

PCRE is a library of functions to support regular expressions whose syntax and semantics are as close as
possible to those of the Perl 5 language.

Release 6 of PCRE is distributed under the terms of the “BSD” licence, as specified below. The
documentation for PCRE, supplied in the “doc” directory, is distributed under the same terms as the
software itself.

The basic library functions are written in C and are freestanding. Also included in the distribution is a set of
C++ wrapper functions.

THE BASIC LIBRARY FUNCTIONS

Written by: Philip Hazel
Email local part: ph10
Email domain: cam.ac.uk

University of Cambridge Computing Service,
Cambridge, England. Phone: +44 1223 334714.

Copyright (c) 1997-2005 University of Cambridge
All rights reserved.

THE C++ WRAPPER FUNCTIONS

Contributed by:  Google Inc.

Copyright (c) 2005, Google Inc.
All rights reserved.

THE “BSD” LICENCE

Redistribution and use in source and binary forms, with or without modification, are permitted provided that
the following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and
the following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of the University of Cambridge nor the name of Google Inc. nor the names of their
contributors may be used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENGCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

End
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The “Artistic License”

Preamble

The intent of this document is to state the conditions under which a Package may be copied, such that the
Copyright Holder maintains some semblance of artistic control over the development of the package, while
giving the users of the package the right to use and distribute the Package in a more—or—less customary
fashion, plus the right to make reasonable modifications.

Definitions:

"Package” refers to the collection of files distributed by the Copyright Holder, and derivatives of that
collection of files created through textual modification.

“Standard Version” refers to such a Package if it has not been modified, or has been modified in
accordance with the wishes of the Copyright Holder as specified below.

"Copyright Holder” is whoever is named in the copyright or copyrights for the package.
“You” is you, if you're thinking about copying or distributing this Package.

“Reasonable copying fee” is whatever you can justify on the basis of media cost, duplication charges, time
of people involved, and so on. (You will not be required to justify it to the Copyright Holder, but only
to the computing community at large as a market that must bear the fee.)

“Freely Available” means that no fee is charged for the item itself, though there may be fees involved in
handling the item. It also means that recipients of the item may redistribute it under the same conditions
they received it.

1. You may make and give away verbatim copies of the source form of the Standard Version of this
Package without restriction, provided that you duplicate all of the original copyright notices and
associated disclaimers.

2. You may apply bug fixes, portability fixes and other modifications derived from the Public Domain or from
the Copyright Holder. A Package modified in such a way shall still be considered the Standard Version.

3. You may otherwise modify your copy of this Package in any way, provided that you insert a prominent
notice in each changed file stating how and when you changed that file, and provided that you do at least
ONE of the following:

a) place your modifications in the Public Domain or otherwise make them Freely Available, such as by
posting said modifications to Usenet or an equivalent medium, or placing the modifications on a major
archive site such as uunet.uu.net, or by allowing the Copyright Holder to include your modifications in
the Standard Version of the Package.

b) use the modified Package only within your corporation or organization.

c) rename any non-standard executables so the names do not conflict with standard executables, which
must also be provided, and provide a separate manual page for each non—standard executable that

clearly documents how it differs from the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

4. You may distribute the programs of this Package in object code or executable form, provided that you do
at least ONE of the following:

a) distribute a Standard Version of the executables and library files, together with instructions (in the
manual page or equivalent) on where to get the Standard Version.

A-62



T8 A E=BVIII T4V R

10.

b) accompany the distribution with the machine—readable source of the Package with your modifications.

c) give non-standard executables non—standard names, and clearly document the differences in manual
pages (or equivalent), together with instructions on where to get the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

You may charge a reasonable copying fee for any distribution of this Package. You may charge any fee
you choose for support of this Package. You may not charge a fee for this Package itself. However,
you may distribute this Package in aggregate with other (possibly commercial) programs as part of a
larger (possibly commercial) software distribution provided that you do not advertise this Package as a
product of your own. You may embed this Package's interpreter within an executable of yours (by
linking); this shall be construed as a mere form of aggregation, provided that the complete Standard
Version of the interpreter is so embedded.

The scripts and library files supplied as input to or produced as output from the programs of this
Package do not automatically fall under the copyright of this Package, but belong to whoever generated
them, and may be sold commercially, and may be aggregated with this Package. If such scripts or
library files are aggregated with this Package via the so—called “undump” or “unexec” methods of
producing a binary executable image, then distribution of such an image shall neither be construed as a
distribution of this Package nor shall it fall under the restrictions of Paragraphs 3 and 4, provided that
you do not represent such an executable image as a Standard Version of this Package.

C subroutines (or comparably compiled subroutines in other languages) supplied by you and linked into
this Package in order to emulate subroutines and variables of the language defined by this Package shall
not be considered part of this Package, but are the equivalent of input as in Paragraph 6, provided these
subroutines do not change the language in any way that would cause it to fail the regression tests for
the language.

Aggregation of this Package with a commercial distribution is always permitted provided that the use of
this Package is embedded; that is, when no overt attempt is made to make this Package's interfaces
visible to the end user of the commercial distribution. Such use shall not be construed as a distribution
of this Package.

The name of the Copyright Holder may not be used to endorse or promote products derived from this
software without specific prior written permission.

THIS PACKAGE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS
FOR A PARTICULAR PURPOSE.

The End
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Copyright (c) 1998 Red Hat Software

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the “Software”), to deal in the Software without restriction, including without limitation
the rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and
to permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions
of the Software.

THE SOFTWARE IS PROVIDED “AS IS”, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR

IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE X CONSORTIUM BE
LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT,
TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE
USE OR OTHER DEALINGS IN THE SOFTWARE.

Except as contained in this notice, the name of the X Consortium shall not be used in advertising or
otherwise to promote the sale, use or other dealings in this Software without prior written authorization
from the X Consortium.

python D1t RX

PSF LICENSE AGREEMENT FOR PYTHON 2.3

1. This LICENSE AGREEMENT is between the Python Software Foundation ("PSF”), and the Individual or
Organization (“Licensee”) accessing and otherwise using Python 2.3 software in source or binary form
and its associated documentation.

2. Subject to the terms and conditions of this License Agreement, PSF hereby grants Licensee a
nonexclusive, royalty—free, world—wide license to reproduce, analyze, test, perform and/or display
publicly, prepare derivative works, distribute, and otherwise use Python 2.3 alone or in any derivative
version, provided, however, that PSF’s License Agreement and PSF’s notice of copyright, i.e., “Copyright
(c) 2001, 2002, 2003, 2004 Python Software Foundation; All Rights Reserved” are retained in Python 2.3
alone or in any derivative version prepared by Licensee.

3. In the event Licensee prepares a derivative work that is based on or incorporates Python 2.3 or any part
thereof, and wants to make the derivative work available to others as provided herein, then Licensee
hereby agrees to include in any such work a brief summary of the changes made to Python 2.3.

4. PSF is making Python 2.3 available to Licensee on an “AS IS” basis. PSF MAKES NO
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED. BY WAY OF EXAMPLE, BUT NOT
LIMITATION, PSF MAKES NO AND DISCLAIMS ANY REPRESENTATION OR WARRANTY OF
MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF PYTHON
2.3 WILL NOT INFRINGE ANY THIRD PARTY RIGHTS.

5. PSF SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON 2.3 FOR ANY
INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS A RESULT OF MODIFYING,
DISTRIBUTING, OR OTHERWISE USING PYTHON 2.3, OR ANY DERIVATIVE THEREOF, EVEN IF
ADVISED OF THE POSSIBILITY THEREOF.

6. This License Agreement will automatically terminate upon a material breach of its terms and conditions.
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7. Nothing in this License Agreement shall be deemed to create any relationship of agency, partnership, or
joint venture between PSF and Licensee. This License Agreement does not grant permission to use
PSF trademarks or trade name in a trademark sense to endorse or promote products or services of
Licensee, or any third party.

8. By copying, installing or otherwise using Python 2.3, Licensee agrees to be bound by the terms and
conditions of this License Agreement.

BEOPEN.COM LICENSE AGREEMENT FOR PYTHON 2.0

BEOPEN PYTHON OPEN SOURCE LICENSE AGREEMENT VERSION 1

1. This LICENSE AGREEMENT is between BeOpen.com (“"BeOpen”), having an office at 160 Saratoga
Avenue, Santa Clara, CA 95051, and the Individual or Organization (“Licensee”) accessing and otherwise
using this software in source or binary form and its associated documentation (“the Software”).

2. Subject to the terms and conditions of this BeOpen Python License Agreement, BeOpen hereby grants
Licensee a non—exclusive, royalty—free, world-wide license to reproduce, analyze, test, perform and/or
display publicly, prepare derivative works, distribute, and otherwise use the Software alone or in any
derivative version, provided, however, that the BeOpen Python License is retained in the Software, alone
or in any derivative version prepared by Licensee.

3. BeOpen is making the Software available to Licensee on an “AS IS” basis. BEOPEN MAKES NO
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED. BY WAY OF EXAMPLE, BUT NOT
LIMITATION, BEOPEN MAKES NO AND DISCLAIMS ANY REPRESENTATION OR WARRANTY OF
MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF THE
SOFTWARE WILL NOT INFRINGE ANY THIRD PARTY RIGHTS.

4. BEOPEN SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF THE SOFTWARE FOR
ANY INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS A RESULT OF USING,
MODIFYING OR DISTRIBUTING THE SOFTWARE, OR ANY DERIVATIVE THEREOF, EVEN IF ADVISED
OF THE POSSIBILITY THEREOF.

5. This License Agreement will automatically terminate upon a material breach of its terms and conditions.

6. This License Agreement shall be governed by and interpreted in all respects by the law of the State of
California, excluding conflict of law provisions. Nothing in this License Agreement shall be deemed to
create any relationship of agency, partnership, or joint venture between BeOpen and Licensee. This
License Agreement does not grant permission to use BeOpen trademarks or trade names in a trademark
sense to endorse or promote products or services of Licensee, or any third party. As an exception, the
“BeOpen Python” logos available at http://www.pythonlabs.com/logos.html may be used according to
the permissions granted on that web page.

7. By copying, installing or otherwise using the software, Licensee agrees to be bound by the terms and
conditions of this License Agreement.
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CNRI LICENSE AGREEMENT FOR PYTHON 1.6.1

1. This LICENSE AGREEMENT is between the Corporation for National Research Initiatives, having an
office at 1895 Preston White Drive, Reston, VA 20191 (“CNRI”), and the Individual or Organization
(“Licensee”) accessing and otherwise using Python 1.6.1 software in source or binary form and its
associated documentation.

2. Subject to the terms and conditions of this License Agreement, CNRI hereby grants Licensee a
nonexclusive, royalty—free, world—wide license to reproduce, analyze, test, perform and/or display
publicly, prepare derivative works, distribute, and otherwise use Python 1.6.1 alone or in any derivative
version, provided, however, that CNRI's License Agreement and CNRI's notice of copyright, i.e.,
“Copyright (c) 1995-2001 Corporation for National Research Initiatives; All Rights Reserved” are
retained in Python 1.6.1 alone or in any derivative version prepared by Licensee. Alternately, in lieu of
CNRI's License Agreement, Licensee may substitute the following text (omitting the quotes): “Python
1.6.1 is made available subject to the terms and conditions in CNRI's License Agreement. This
Agreement together with Python 1.6.1 may be located on the Internet using the following unique,
persistent identifier (known as a handle): 1895.22/1013. This Agreement may also be obtained from a
proxy server on the Internet using the following URL: http://hdl.handle.net/1895.22/1013".

3. In the event Licensee prepares a derivative work that is based on or incorporates Python 1.6.1 or any
part thereof, and wants to make the derivative work available to others as provided herein, then
Licensee hereby agrees to include in any such work a brief summary of the changes made to Python
1.6.1.

4. CNRI is making Python 1.6.1 available to Licensee on an “AS IS” basis. CNRI MAKES NO
REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED. BY WAY OF EXAMPLE, BUT NOT
LIMITATION, CNRI MAKES NO AND DISCLAIMS ANY REPRESENTATION OR WARRANTY OF
MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR PURPOSE OR THAT THE USE OF PYTHON
1.6.1 WILL NOT INFRINGE ANY THIRD PARTY RIGHTS.

5. CNRI SHALL NOT BE LIABLE TO LICENSEE OR ANY OTHER USERS OF PYTHON 1.6.1 FOR ANY
INCIDENTAL, SPECIAL, OR CONSEQUENTIAL DAMAGES OR LOSS AS A RESULT OF MODIFYING,
DISTRIBUTING, OR OTHERWISE USING PYTHON 1.6.1, OR ANY DERIVATIVE THEREOF, EVEN IF
ADVISED OF THE POSSIBILITY THEREOF.

6. This License Agreement will automatically terminate upon a material breach of its terms and conditions.

7. This License Agreement shall be governed by the federal intellectual property law of the United States,
including without limitation the federal copyright law, and, to the extent such U.S. federal law does not
apply, by the law of the Commonwealth of Virginia, excluding Virginia's conflict of law provisions.
Notwithstanding the foregoing, with regard to derivative works based on Python 1.6.1 that incorporate
non-separable material that was previously distributed under the GNU General Public License (GPL), the
law of the Commonwealth of Virginia shall govern this License Agreement only as to issues arising under
or with respect to Paragraphs 4, 5, and 7 of this License Agreement. Nothing in this License Agreement
shall be deemed to create any relationship of agency, partnership, or joint venture between CNRI and
Licensee. This License Agreement does not grant permission to use CNRI trademarks or trade name in
a trademark sense to endorse or promote products or services of Licensee, or any third party.

8. By clicking on the “ACCEPT” button where indicated, or by copying, installing or otherwise using Python
1.6.1, Licensee agrees to be bound by the terms and conditions of this License Agreement.
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ACCEPT

CWI LICENSE AGREEMENT FOR PYTHON 0.9.0 THROUGH 1.2

Copyright (c) 1991 — 1995, Stichting Mathematisch Centrum Amsterdam, The Netherlands. All rights
reserved.

Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appear in all copies and that both
that copyright notice and this permission notice appear in supporting documentation, and that the name of
Stichting Mathematisch Centrum or CWI not be used in advertising or publicity pertaining to distribution of
the software without specific, written prior

permission.

STICHTING MATHEMATISCH CENTRUM DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE, INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS, IN NO
EVENT SHALL STICHTING MATHEMATISCH CENTRUM BE LIABLE FOR ANY SPECIAL, INDIRECT OR
CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE,
DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS
ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS
SOFTWARE.

shadow-utils D51z X

(*
This document is freely plagiarised from the 'Artistic Licence’, distributed as part of the Perl v4.0 kit by
Larry Wall, which is available from most major archive sites. I stole it from CrackLib.

$1d: LICENSE,v 1.2 1997/05/01 23:14:30 marekm Exp $
*)

This documents purpose is to state the conditions under which this Package (See definition below) viz:
“Shadow”, the Shadow Password Suite which is held by Julianne Frances Haugh, may be copied, such that
the copyright holder maintains some semblance of artistic control over the development of the package,
while giving the users of the package the right to use and distribute the Package in a more—or—less
customary fashion, plus the right to make reasonable modifications.

So there.

sotokstokoksorskoioksiokokokskoioksioksoksoksoisksiokoksokskokskotoksoksoksorskstoksoksoksokskokokstoksoksorskorokstoksokoksk
Definitions:

A “Package” refers to the collection of files distributed by the Copyright Holder, and derivatives of that
collection of files created through textual modification, or segments thereof.

“Standard Version” refers to such a Package if it has not been modified, or has been modified in
accordance with the wishes of the Copyright Holder.

“Copyright Holder” is whoever is named in the copyright or copyrights for the package.

“You” is you, if you're thinking about copying or distributing this Package.

“Reasonable copying fee” is whatever you can justify on the basis of media cost, duplication charges, time
of people involved, and so on. (You will not be required to justify it to the Copyright Holder, but only to the
computing community at large as a market that must bear the fee.)

“Freely Available” means that no fee is charged for the item itself, though there may be fees involved in

handling the item. It also means that recipients of the item may redistribute it under the same conditions
they received it.
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1. You may make and give away verbatim copies of the source form of the Standard Version of this
Package without restriction, provided that you duplicate all of the original copyright notices and
associated disclaimers.

2. You may apply bug fixes, portability fixes and other modifications derived from the Public Domain or from
the Copyright Holder. A Package modified in such a way shall still be considered the Standard Version.

3. You may otherwise modify your copy of this Package in any way, provided that you insert a prominent
notice in each changed file stating how and when AND WHY you changed that file, and provided that you
do at least ONE of the following:

a) place your modifications in the Public Domain or otherwise make them Freely Available, such as by
posting said modifications to Usenet or an equivalent medium, or placing the modifications on a major
archive site such as uunet.uu.net, or by allowing the Copyright Holder to include your modifications in
the Standard Version of the Package.

b) use the modified Package only within your corporation or organization.

c) rename any non—standard executables so the names do not conflict with standard executables, which
must also be provided, and provide separate documentation for each non—standard executable that
clearly documents how it differs from the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

4. You may distribute the programs of this Package in object code or executable form, provided that you do
at least ONE of the following:

a) distribute a Standard Version of the executables and library files, together with instructions (in the
manual page or equivalent) on where to get the Standard Version.

b) accompany the distribution with the machine—readable source of the Package with your modifications.

¢) accompany any non-standard executables with their corresponding Standard Version executables,
giving the non—standard executables non—standard names, and clearly documenting the differences in
manual pages (or equivalent), together with instructions on where to get the Standard Version.

d) make other distribution arrangements with the Copyright Holder.

5. You may charge a reasonable copying fee for any distribution of this Package. You may charge any fee
you choose for support of this Package. YOU MAY NOT CHARGE A FEE FOR THIS PACKAGE ITSELF.
However, you may distribute this Package in aggregate with other (possibly commercial) programs as
part of a larger (possibly commercial) software distribution provided that YOU DO NOT ADVERTISE this
package as a product of your own.

6. The name of the Copyright Holder may not be used to endorse or promote products derived from this
software without specific prior written permission.

7. THIS PACKAGE IS PROVIDED “AS IS” AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,

INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS
FOR A PARTICULAR PURPOSE.
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tel DMtV RX

This software is copyrighted by the Regents of the University of California, Sun Microsystems, Inc., Scriptics
Corporation, ActiveState Corporation and other parties. The following terms apply to all files
associated with the software unless explicitly disclaimed in individual files.

The authors hereby grant permission to use, copy, modify, distribute, and license this software and its
documentation for any purpose, provided that existing copyright notices are retained in all copies and that
this notice is included verbatim in any distributions. No written agreement, license, or royalty fee is required
for any of the authorized uses.

Modifications to this software may be copyrighted by their authors and need not follow the licensing terms
described here, provided that the new terms are clearly indicated on the first page of each file where they
apply.

IN NO EVENT SHALL THE AUTHORS OR DISTRIBUTORS BE LIABLE TO ANY PARTY FOR DIRECT,
INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OF THIS
SOFTWARE, ITS DOCUMENTATION, OR ANY

DERIVATIVES THEREOF, EVEN IF THE AUTHORS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

THE AUTHORS AND DISTRIBUTORS SPECIFICALLY DISCLAIM ANY WARRANTIES, INCLUDING, BUT
NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE, AND NON-INFRINGEMENT. THIS SOFTWARE IS PROVIDED ON AN “AS IS” BASIS, AND
THE AUTHORS AND DISTRIBUTORS HAVE NO OBLIGATION TO PROVIDE MAINTENANCE, SUPPORT,
UPDATES, ENHANCEMENTS, OR MODIFICATIONS.

GOVERNMENT USE: If you are acquiring this software on behalf of the U.S. government, the Government
shall have only “Restricted Rights” in the software and related documentation as defined in the Federal
Acquisition Regulations (FARs) in Clause 52.227.19 (¢) (2). If you are acquiring the software on behalf of
the Department of Defense, the software shall be classified as “Commercial Computer Software” and the
Government shall have only “Restricted Rights” as defined in Clause 252.227-7013 (c) (1) of DFARs.
Notwithstanding the foregoing, the authors grant the U.S. Government and others acting in its behalf
permission to use and distribute the software in accordance with the terms specified in this license.

telx DIM1ER

Copyright 1992-1999 Karl Lehenbauer and Mark Diekhans.
Permission to use, copy, modify, and distribute this software and its documentation for any purpose and
without fee is hereby granted, provided that the above copyright notice appear in all copies. Karl

Lehenbauer and Mark Diekhans make no representations about the suitability of this software for any
purpose. It is provided “as is” without express or implied warranty.

tcp_wrappers D714t X

Copyright 1995 by Wietse Venema. All rights reserved. Some individual files may be covered by other
copyrights.

This material was originally written and compiled by Wietse Venema at Eindhoven University of Technology,
The Netherlands, in 1990, 1991, 1992, 1993, 1994 and 1995.

Redistribution and use in source and binary forms are permitted provided that this entire copyright notice is
duplicated in all such copies.

This software is provided “as is” and without any expressed or implied warranties, including, without
limitation, the implied warranties of merchantibility and fitness for any particular purpose.
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Copyright (c) 2004 by Internet Systems Consortium, Inc. (“ISC”)
Copyright (c) 1997,2000 by Internet Software Consortium, Inc.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THE SOFTWARE IS PROVIDED “AS IS” AND ISC DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS
SOFTWARE INCLUDING ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO
EVENT SHALL ISC BE LIABLE FOR

ANY SPECIAL, DIRECT, INDIRECT, OR CONSEQUENTIAL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH THE USE OR
PERFORMANCE OF THIS SOFTWARE.

xinetd D51t X

ORIGINAL LICENSE:
This software is

(c) Copyright 1992 by Panagiotis Tsirigotis

The author (Panagiotis Tsirigotis) grants permission to use, copy, and distribute this software and its
documentation for any purpose and without fee, provided that the above copyright notice extant in files in
this distribution is not removed from files included in any redistribution and that this copyright notice is also
included in any redistribution.

Modifications to this software may be distributed, either by distributing the modified software or by
distributing patches to the original software, under the following additional terms:

1. The version number will be modified as follows:
a. The first 3 components of the version number (i.e <number>.<number>.<number>) will remain
unchanged.
b. A new component will be appended to the version number to indicate the modification level. The form
of this component is up to the author of the modifications.

2. The author of the modifications will include his/her name by appending it along with the new version
number to this file and will be responsible for any wrong behavior of the modified software.

The author makes no representations about the suitability of this software for any purpose. It is provided
“as is” without any express or implied warranty.

Modifications:
Version: 2.1.8.7—current
Copyright 1998-2001 by Rob Braun

Sensor Addition
Version: 2.1.8.9pre14a
Copyright 2001 by Steve Grubb

This is an exerpt from an email I recieved from the original author, allowing xinetd as maintained by me, to
use the higher version numbers:

I appreciate your maintaining the version string guidelines as specified in the copyright. But I did not mean
them to last as long as they did.

So, if you want, you may use any 2.N.* (N >= 3) version string for future xinetd versions that you release.

Note that I am excluding the 2.2.% line; using that would only create confusion. Naming the next release 2.3.0
would put to rest the confusion about 2.2.1 and 2.1.8.%.
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SSHZ FA4 7> MY 7 "ok DR, (4.8 BJ/EEH 2L T, FTioARMEE
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C.2.1 TeraTermDiEEFIE (/SR 7 — FEREE)

TeraTerm% fLE) L £ 9, TeraTerm% LENT 25 &R D ATTEHE A TR RINET,
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M2 1) (0]
H—E 2 O Telnet TCPt— F#(E]‘ 8310
® SSH SSHy A —24 3 (V)i |S8HZ v
O @i
0+ 3)LIC): UNSPEC «
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[—H4 | IZR—bha2—PFHEANLET,
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1 : display Fort Loz
2 display Port Log (LAST)
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£
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1 : display Port Log

2 : display Port Log (LLST)
3 : 3tart tty conhnection

4 1 eloze telnet/3ash session
5 ¢ show all cotmahds
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T2 TCIE, AEEEOSSHY — N OFEE ST RN AR (Public) BAF TRESINTWAEAD
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DSSHY—NBENTZT L TWAZ E2MR LT IEEN,
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(c)NS-2240# configured

(c)NS-2240 (conf) # set user port sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIQAAAQEAIEYXIQCnuxXarOJ5xzvsqgRvhuretRi+HM
L5I3I7V6eneqJBJUTNiwHhcTgMfsk0HeMTOfIlmr/gubJ7LhEyuw2t7TePOf+HtE
Hyg6EVOY1AUGJIZV6pBKTIXusYCz56gkF1YOGiANKIqoFvVLZPzTPInCGyS8HCIt
+0F57Ev1ZeA/sw8UKKK/trzbedAg71FWZwiBDSI/LINzKGFMdCcSYvb0oEZI+A
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testd

(c)NS-2240 (conf) # exitd

(c)NS-2240# writed
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C-13 TeraTermZABAfEERE (N EHEDaE—)



18 C SSH US4 7> bV 7T FOERS

ARIEEEIZR 7 A LT, set user sshkeya~> FTab— LA LE &L £7,
BEHRIZEATE AN N Z LITIEE LTS E S0,

(c)NS-2240# configured

(c)NS-2240 (conf) # set user port sshkey public ssh-rsa

AAAAB3NzaClyc2FEaaaBlwAAATEAL8s+CGFz2sq7q00Ap/eFu8gtcOkDbF/y0eeuM

RPRyQQtWRIJUFJrMQO8ZFR33Y4POQrT7sBUtrunch8swQipie0lt1GoJGTzobs7Vyg

NG £+01m9v8M6eX+gKJIX5tDzub3/hg5hcgVeUAkgDIN3wvk7YotXCyEPADRAUVE5

hJKdF8= temp@xxxxxd

(c)NS-2240 (conf) # exitd

(c)NS-2240# writed
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C.3.2

TeraTermM #ft FIIE (4GSR EEEE)

INBREE A ALEEICBRER LTS, TeraTerm/» H AREEE DR — M — T Z 1TV E T,
TeraTermZ EE)§ 5 &, BEHILOANEENIEZRINET,
[RA B CAREEDIPT RLAZ AT LET,
[ —bE 2] [ISSHZEIR L £,
[TCPAR— k| ITHHRAR— FDTCPR— FEFEZ AN LET,
[SSH/N—0 3 > ] IESSH2IZ 72 > TWD Z & B L E T,
PLEZ AT, BIRL7=6 T0K) 258K L CRICER £ T,

TTS5H: HLO S

T—EA

@TCRAP AR

O 1) FILE:

QF, + Il ~L T

) [192.148.0.1 &
B2 k0
O Telnet TCP — - #(P): 8310

® SSH SSHr =203 V): SSHZ  ~

O Tt

20 ZULIC): UNSPEC v

X

C-14 TeraTerm/ABASEEREE (37 L LVESR)




18 C SSH US4 7> bV 7T FOERS

SSHRBREM N F R SNET DT, FTREOHAZRE L ET,
l2—¥4 ] TR— b= E2 AN LET,
[N2AT L= | (RIS L7e "2 7 =Xz AN LT,
RSA/DSA keyZf#iJfl| ZER L, WEHRDO T 7 A VAL EFRELET,
EREARESNID T0K] 28R L, #kiabia L £,

EEX]

Logging in ko 192, 168.0.1
EEEETE

3=t —a: | part |
MAZ =2 | hekcknk |

O F =T A MEER L

(3) R5A/D5A key S{EE [Private key file: | | Ci¥d_rsa |

O Fo bt LA AREIEERF — R — R A 83071700

| o || smemEn |

C-15 TeraTerm/NBAS#ERET (SSHEREL)

FRREIC AR EN 2 & TeraTerm& ARIEE DM CSSHV2DBENHESL L ET, RKEETH— b
07 ERAFT HREE LTV, AEEOR— M — A =a —lEPERINET,
A= a2 RGFELRVEETHIUL, TOFEE I TR — MO G
FRICERE SN E T,

8°192.168.0.1 - Tera Term VT =T
FrAVE REE REE Job0-0) tauERwh AuLH)

ozt 1 lmartCl” B =
abel ! "Tokyo—3witchl

1 : display Port Los

2 ! display Port Log (LAST)

3 ¢ start tty comnection

! cloze telnet/ssh session
b1 zhow all commands
ty-1irw>

C-16 TeraTermABASEEREE (REBEDR— b H—/\A Z 1 —EH)



C.3.3 PoderosaMERIKRTE (AR

ARLEE | ZSSHEERE 9 A RiNIZ . Poderosa CTAPHSE/ AL S ZERL L £ 7,
PoderosaZi@# L C. [YV—/b)] — [SSHEAER Y 4 ¥ — F) ZERN L FE 7,

& Poderosa

P AJLHH

Hmm Paderoza-f A% FOSOFTED..

FhesgRa S AT A2 E .
DILAF =L TT G

A0
e e It L (R

& C-17 Poderosa/\Bif2ER5T (SSHEEDERIZER)
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18 C SSH US4 7> bV 7T FOERS

SSHEEDAERL 7 ¢ W — FEE AR RSN ET O T, TROEHEZRELET,

cTNATY XA : BEDOIE ST T, DSAE 72 IFXRSAZ IR L £,
c Py MK : 2L FRUTIE U Tl (RSAIZ 2048, DSAIZ1024) 23BN L F 7,
A S AV : WEBHRERE S LT 572D/ A T — R T,

RIEEONRAT — K EFBEGRH Y A, SSHEER DERIC
WBEIZR ) FTOTENRZNEDICLTLEEN,

ERERELLDL TR~ @8R LET,

SSHEFERD A1 — F (%]
SEHIMTEE A ERLET, I A Ly Fo b s
Tl AT L2 A LR,

TILAUZ L RS v|

P HEIED 2048 v |

FATL=AE) [ |

BEIAC) e |

| #vt | | e |

C-18 Poderosa/ABASEEREE (SSHEE/ERL > « ¥ — K1)

FEOVERDIAE D 3, BLEE BN T 2720~ 2% A v — VN TESIZEN L
£, ON=PEETBE L2 oBEmEAY &b £97,

SSHBPERRM . — X

EL RS LE, O PR TS A R EL A CE L
T, sLErEfigLraiEin.

C-19 Poderosa/:BH# R (SSHEE/ERL ™ « ' — K2)



BNERSNDETHLET,

SSHEIERYF —F X

SLENDERFAEEO0E LI, SOE BSAFEDETHTHEY
Frarcl IR bl 2 e s R b T A o

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi

R,

K C-20 Poderosa/\Bff2sRE (SSHEEVERL ™ « ' — K3)

MERSZE T LE Lic) OEEA TS R~ 28R ET

SSHEFERR (4 — I X

FRAFET LELE.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIi

B2
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18 C SSH US4 7> bV 7T FOERS

B SN Ttz 7 7 A VICRAF L £, RN RS Z 4Rl 2 010 TIRAF) 23R L,
WEEE 7 7 A WVRIF L E T, BOAANIEE TTBAERRICEN L ETO TN D &
ITHRAFL T IZE N,

SSHEIERYF —F X

FRASE T L L, MEERED — LR A ML, o
F— b MEEOT S

[ HERERE R TIRFE. |

|_SECSHRERTAREEEREOUTIREE. |

| OpensSHRERAT LA RRERETE O TIFE Q.. |

| et | | FT |

C-22 PoderosaZABASESRET FEZHEDIRTE)

WERZRGET 2B ZRIRL T7 7 A VITRFLET,

RO (27 PX
IBFIBHAC: | ) 71 Te1-8 v 0%
r JA35 12F FD ()
e 5YS T

Bl {Eok 774l |5 Data (D)
_ 2 DVD-RW B34 7 ()
@ L DVD E5T )

T4 BE1A

‘ 74 Tuk1-5

-

A=

Nz 41 prY b | I 1F1T (&:‘ l
TrLOEET: | | oot

C-23 Poderosa/sBif#EREL (MEBDRFIZFTDIEE)



FARICABIEELRTE LE T, [OpenSSHIE A CABEE A 4 52 11 CTLRIFE] 2L CRH
RIIRTEL TLZ &,

SSHEPERI( T — X

FRASE T LE LI, MERED IR M., s
B b MEE TS

[ WERE RO TRTE. |

| SECSHRERTLAA@AEmEITIZEG. |

| OpenSSHRE T RREEEATE D TR0, |

| et | [ =T |

X C-24 PoderosaZtBISERET (NFRBDIRTE)

DR E AT DB T7 7 A MITRIFLET,

PR (317 (0penSSHI4 — T b} 3
BETRBARQ: | 7 15 v 0% i@
r JL35 4 FD A
i e SYS (G
Bif{E- L7l | e Data )
— L4 DVD-RW B34 (ED
@ LADVD B34 ()
Fahkyy | [SDVDESTE
74 EFaAub
‘ 4 o148 ‘
RRIE R Sy ns-2240) v EEE

TrA LOHEEET: | SSH Public Keyttpub) | Feutl

C-25 Poderosa/ABASEEREE (AR D REFZFTDIEE)
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18 C SSH US4 7> bV 7T FOERS

NP L FEESREE 7 7 A TRAF LT 6. AR Z ARIEE IR L 9, RAF L=/
ZTXAPZT 4 X THWTL &V, FreldiE 5k 52 UUTRSAZ JRIN L 7= 35 B IR &
NI ABREEDFI T,

TS WERTT
FrAILF) EE(E) SH(0) |FRNV) ~ILT(H) |

ssh-rsa AMAABINzaCTwcZEASALRT ALADE Aotk 3A rlT TSLYGDIGHSY YA B
+f J iUa0wd BMJEDL TCPBw A ARUHBK+ MG M5 § 594K | ATTHk+UBHYRY Om

+ABT0kUF DAF38AeFeBO05GmTMacCh e YorME ID8 24 SWUETPOOC)Sexmz0nY 10heHi f 1 2RI laiutahD1nR I
+HDs4EVY4WY o i e8vzBX0m rOuzbFust 88 12QTERYZ j wzPalSzmyME | owCnv/Eze

+]1 TFpS9Ys J2WRa4 4FG i ESPMNFef nY rB1Hsh Keldhd3 «t E iRDRkR=ZpblF zMnMed P i o=B i veg TMT ZUj ed gq
Of wr Y BUGOSR rahvbXegHt MaST 3Y2ew==

C-26 Poderosa/sBHSEEREE (NSO E—)

Poderosa CIERL L7 ARSI A Y PREFENTWER A, ZOF E TIIAREE THET
HILENTEEREADT, BORBZIZAAL FEBMUET, BOREEIEMAL—R+
YR PHTFa A FE ANTLIZEN,

ATz A2 T Ixxxx) ZBMLZEETT,

EECIE W wer)

J7ILF) E|EE) SA(0) FRV) ~NLT(H)

ssh-rsa AGAAB3NzaClwcZEALAABT AAACEAvoHIArMT [SLYGDIGHSY VAL -
Y | mMUaDwd BMJEDL [ CPEwA9ARUHBK+JIM:GAMeht  B34K 1 ATT W +HUBHYRY Om

+A870kIUF DAF38 AeFeB005 GmTMacChc 1 Vo XME [ D8 24 SWUETPODC)SexanzDnY 1oheHif i2R1 1ajutahD1rR]
+hD=4EVY AW a1 e8vzBi0m rOuzbFwst 35 1eUTTRYZ j wePal3zmyNE i owlmy Eze

+1 TFpS9Yx 2 WRad 4F G ESPNFef Y rBTHsKsWdhd3xt B i RDBKR=Znb0F zMinMed P i 0B i vee TM1 2l edza
Of wr'YF BLUGDSS robvbXeHt MaST 3Y2ew== sooox|

C-27 PoderosaZABA#EEREE (ANBHSED O A > FDIEM)

C-21



ARIEEEIZR 7 A LT, set user sshkeya~> FTab— LA LE &L £7,
BEHRIZEATE AN N Z LITIEE LTS E S0,

(c)NS-2240# configured

(c)NS-2240 (conf) # set user port sshkey public ssh-rsa

AAAAB3NzaClyc2EAAAABIAAAQEAVO+K3ArMITISLYGDIGHSYVAVE+nY jmMUaDw4BM

JEDLICP6wW/9AhUHBK+JINxXG/Ns5tj694KiAT1IWk+UBHYRYOm+A870kUfOAF38AgF

eBO05GmTNgcC5¢c1VoXM6ID8g49WUE7POOCISgxwzDnY1o5gHjfi2RITIgjutahDln

RI+5Ds4EVY4WYgie8vzBX0mrOuzbFwsf88IgQTfRV2jwgPaOSzmYNEiowCmy/Eze

+1TFpS9VxJ2WRa44FGiESPNFefnVrB1Hs5KsWdhd3xtE1iRD6kRsZpb0FzNmMgdrP

10sBivcgTM1Z2UjedggDfwnYVE6UGOg5r5hVbXgHtMgSf3V2ew== XXXxxd

(c)NS-2240 (conf) # exitd

(c)NS-2240# writed

C-22



18 C SSH US4 7> bV 7T FOERS

C.3.4 PoderosadiEfiFIE (AR

INBREE A AEEEICTBER L T2 5, Poderosaly b AREE DR — M — NICHER 2TV ET,
PoderosaZ fL#h4 2% &, FrEEmmNL Tz R~INET,

[RA B WCAREBEDOIPT FLAZ AN LET,

7o b zijb) (ESSH2 A8 L £,

[R— ] IZHERSSHAR— hDTCPAR— FEEE2 AN LE T,
[(THo v bR 2=/ E AN LET,
[GERETIE) (X ABRSEA BN L 7,

[DRA 7 L—X | I TRERRFICER L7 A7 L—X % AT LET,
(7 7 AV IIERR LTS 7 7 A V2SI L £,

bz ATy, @RL7ZH T0K) 23R L TRICER £,

HmEe ]
A2 b (H) 19216801 v
JObaLE | SSH2 v |
H— (T 8310 v |
SSH/SA—4
el Ry, ||:u:nrt v |
el | R v |
HATL=FR  wowrx |
A KD |O:¥n3224ﬂaccess.prv |E]
R=z1)

DSQREBIL (&L vl
08 DiFFEE
ILI-T4HE g v |
O-AAII-0F Lty v |
ERTMIEEN (R v |
LA | xterm v |
| ok | [ Feot |

C-28 Poderosa’Z\BASEEREE GRiRER)
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FRREIZAREN T2 & Poderosa & RIEE DO CSSHV2DBENHESL L ET, KEETHR— b
07 ERAT HHEE LTV, AREEOR— M — A" A =a —lEPERINET,
A= b2 RELRVEETHIUL., TOEE Y TR — MIORRN BRI Sk
FRICEHR SN ET,

4% 192.168.0.1 - Poderosa |:||§|E|
TME  REE TG MDD ek mVHH)

PE PS> e R 2 IV1-F44 uti-8 « P L] eereric 2

s 119216801

Hos=t : "3martc3™

Lakbel : "Tokyo-3witchl"™

1 : display Port Log

2 : display Port Log [(LALST)
3 I start Lty connection

4 : close telnet/sszh session
5 : show all comands
tLy-l:rw>

C-29 Poderosa’AFABEEREL (REBDKR— b —/\A = 1 —[EH)
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17 #RD

FrRYE2—RE

RADIUSFZ5E -7 77 > B —/ VR TEHBY

18D TiX. 7 MU v =— & RADIUS GRGE/ T AU & b — SREFNZ OV THB LT

£

KEONE

D.1
D.2
D.3
D.4
D.5

D.6

RADIUS #EFEHBE/RADIUS 7 4 7 o ~EERE

RADIUS #ifH— NZEET AT R Ea— b
AIEE A LEET 5 RADIUS #B5EH — D7 h U Ea— b
RADIUS 7 1 7 v hH—NIZEETHT Y BEa— b
RADIUS 385E/ 7 71 7 > b — MRl D 3% E il

D.5.1 7 74T FOXEE

D52  a—Y sk

RADIUS 7w v v —"DT v hu s



D.1

D-2

RADIUSEREE#%EE/RADIUST 717 > M H&EE

AZEEIZ RADIUS GRAEBEREORE LT O & ARLEEICr 7 A LIZRpRRARLEED > ) TR
— I\’\T?'EX L7=ERIZ ZIK’H:%@ RADIUS #¥GE7 7/1) 7 v MIRE 7= RADIUS F8GEY
*‘/V\n#‘ﬂnfl:gik(Access Request /X% v M) & iEF L T2 —HF DR ﬁ%ﬁb‘i'ﬁ“

RADIUS FHFEY— T — Y OFEIEN T 5 & . RADIUS FRGEY — NIXERRERE D37
N (Access Accept /X7 v N & ARBEEICEE LET, AREEIZE LBy v MCE
ENTWLT MU Ea— MERIZESWTEMEL £,

RADIUS #FREY— T — P OFRIEIZ RIS 5 &, RADIUS FRGEY — NITFRREES O /37 »
I (Access Reject /X7 B & ARZEEITEE L ET,

AIEEIZ RADIUS 7 U v MEREOREEZITH &, 22—V oursA4 a7 7 vOThY
/F%ﬁ%RMMUS?ﬁ?/F#%A:%%Lf?ﬁﬁykﬁﬁ%%fbi7

RADIUS ir— N CHIFCRKIIT 5 &, AEBED RADIUS 77 N2 547> M3
RADIUS 7 7> R — 27 a2 b START /87 v hE(ELET,
Z—PFRREEOHHEZK T(2 777 M) L0, RADIUS FBiEY— N TRRGEICEAKT 5 &,
ALEEDORADIUS T AV s 27 547 > MEIRADIUS 7 A 7 > M4 — 27 > k STOP
Ry hEEEFELET,



182D 7 RYEax1— k& RADIUSEREI 7 A9 Y R —/NEREH

D.2 RADIUSRREEY —/N\IZEETH7 MU Ea—k

ZIK'H: DO RADIUSFGEY Z 4 7 IS RADIUSFRGEY —NICEETHT7 RV B a— &2 TFR

R LET,

& D-1 RADIUS BBEIH—/NIZEETHF7 RJEax—+F
ZhUEa—+% | B | EOE N &
User-Name 1 | STRING ;Egiéizgzi;iﬂhaNmR%M£(§i¢
User-Password o | STRING | BREEST 52— Y DAAY = FTH, NAY— Fi3fE

LEEHB Ty aINTWVET,

AEEDOIP T RVATT, 7 M Ea— b 2RELTZY T
ATV NOFAINAEH SIET,

AREBDORANLTT, ThIEa— b EEFELIEY T4
7o b OB ER S NET,

NAS-1d 32 | STRING | ¥ A7 ALY 7 hv =7 Versionl.3 TEBIMEN7- set auth
radius server nas_id =~ K&fi 9 & NAS-Id IZ(EED
LFFIBFAN SN TEFE SN ET,
tyvarE#T S ID TY, EENTI=—7 Aot
BlEz - -F 552 Ed, By ar ID i??'lzx
Acct-Session-Id 44 | STRING | EREIZA 7 U A b LIZENMEH SN E T, FRGEER
Ny hCcERsnEEyar ID X, THU SR
START/STOP /¥ v MI bR CEEMEDINET,

NAS-TP-Address 4 IPADDR

D-3



D.3

D-4

ZK:H: h\LIET%)RADIUSIJIL\DIE-U-_/{o)T I‘ U t“l_ I‘

ZIK‘/H: ﬁ‘@iij—é RADIUS G QE'H‘*‘/\@7 }‘ ) B a— }‘ %T% \—T Li'@“
TRUSIOT M) Ea— beZELELEG, AEEIZZOT M) Ba— FaEY L ET,

#* D-2 AEEHIWNIEYT S RADIUS BEFH—/1\OF7 FJEa—
FrYEa—+& | BE | EOR n ®
Filter-1d 11 STRING Z—WIZHET DT A NHLTT, 2—F ORISR —

ha—YRNT7 7 ZAA[HERT Y TIVR—ME2EELE
ER

B —Y

UTFOHEIC—Ka—Fehi LET,

AREE(E|T set auth radius server normal filter_id_head
NS2240_ NORMAL 2 g & S L T W 5 & & 12,
“NS2240_ NORMAL” M HAEE % Filter-1d 72’2&&%7?%
{4 L7=% 717 To

A4 #E |2 create auth access_group normal radius
filter_id normal grp 2% & & & 4L T W 2% & &
[l ”normal_grp” LB E S 7z Filter-1d %K%%ﬁi”%
L7’L 707 o

WEEEEH o —

DT OSGEICEEER— L LET,

AREEEZ set auth radius server root filter id_head

NS2240_ROOT 78 #& & & 4L T W\ 2 & & 1T |

“NS2240_ROOT” Mo ifiE 5 Filter-1d % ARIEENSZAE

L7z i?ﬁ Ho

AREEE T create auth access_group root radius filter_id
admm _grp BREIN TV DHHAEIC, "admin_grp” &

FXE S T2 Filter-Id # A E N5 L1254,

F1~%
UTCD — ha—YLAHRBLET,
ARHEE set auth radius server portusr filter_id_head
NS2240_ PORT 2 #% & & 11 T W % H & 1T |
“NS2240_PORT” »>bHahF 5 Filter-Id &2 AZEE 035215 L
725A. 728, “NS2240_PORT1-16,24” & #% & STV

LDHBEIIE, FOR— Fa2—FFI VT AR—F 1~
16,24 T 7B ATHZERTEET,
ARIEE T create auth access_group portusr port 1-16,24

radlus filter_id port_grp MR E S L TW 5 H &
12, 7port_grp” & i€ S N7z Filter-Id % ARIEENZE L
TeHA. B, FOR— bz —PFEI U TR —F 1~
1624 127 7B AFTH LN TEET,

% 72, Filter-1d 23 84k X L TV R WA Filter-Td O fE A3
set auth radius server {normal | root | portusr} filter_id_head
o< K, BLU. create auth access_group {normal |
root | portusr } radius filter id=~ > K CfE L7\
NoOXLFHEL —FH LAWY EI1X. set auth radius
def_user =~ o NORREEIZHE > TRRALHE TN F
T (AT ALY 7 b =T Versionl.2TlE, 2 —% 7 n—
TRNRBETE RN —Y 2R —ha—F L LTHEW», &
TOVYTAR=PIT 7 BERATESHREMNE L E
)




182D 7 RYEax1— k& RADIUSEREI 7 A9 Y R —/NEREH

RADIUS FZEFEY— O —WFIZEED Filter-Id 7 Y B a— MR TEI N, TNENDL—
PFITi% Y9 5 set auth radius server tnormal | root | portusr } filter id_head =< KH L
< IX create auth access_group 2~ > RRREINLTWDHELAIEL, FROZ—HFTrI7 AL
7

77 A CREOBEIRIL, OFEE 2 — 5 (root), @— = — W (normal), @AF— k= —4
(portusr) T,

HA L7 ME— ROGEIE RE0 7 A U TIET 7 B AHEROQD 5 HEEEDOENH DT
By AL, B=hr =D T7 7 HRIQODT 7 L AR S DHADIRO T A TEET,
L7 ME—ROR T A VRHZIE, ZO2—FOFFOT 7 B AHEROOBD 2> HH - & b
EFEomnwboTn s A LET

% D-3 #E# Filter-ld 7 b)) Ea— FERBIERAINSI—Y

- Filter-1d D&% ENE XA VL7 hE—FR L7 hE—R
- set auth radius server {normal | root | BART 7 &R R—=rT &R

portusr Jfilter id_head =~ RDOEEH

L < 1% create auth access_group =~ K

DIRENE
EEEH— KEEHa— X(7 7B ARW) | LEEFHa—F
e == X(7 72 AR | —fga—F
R— h—F X(T7 7B ARF]) | R—bha—H R— h—F
EEEH L — ) — = —% PEEE o — X (7 7 2 AASH]) PEEE o —
EEEFHL —P/R— h2—W PEEE o — A— ha— PEEE o —
— =R — b — — i —H A—ha—% — i —H
EEEH —Y/—fa—Y /R — ha—¥ PEEE o — A— h—H PEEE o —

D-5




D.4 RADIUS7 A Y bH—NIZEET ST RJEa—F

RIEFEBDRADIUS T H o v 54T MWRADIUST AU v b —ZEETHT7 MU E
a— &2 PRI LET,

START (ZOM 2\ TWAT b Ea— MIT I b START /N7 v MK SILET,
STOP iZOM2OWTWABT FU Ea— MITH v bk STOP /N7y MIBMHINET,

5% D4 RADIUS7HY Y rY—NIZHEETEHF7RYEa—F

F7rY)Ea—+4E &5 EDE START | STOP A PN
User-Name 1 STRING O O | @2 H2—P4TT,
AIEE 1T K 64 XFD User-Name #iiECE £9°,
NAS-IP-Address 4 IPADDR O O ARIEBEDOIP 7 FLVATY, ThIE=a—b2RELE
I IAT 2 P ORI S ES,
NAS-Id 32 STRING O O RIEEDRANETT, 72— 2R ELTEY T

A7V NOBRNEHSNET,

VAT ALY 7 b7 Versionl.3 TEBNMIILZ set
auth radius server nas_id =~ F%&fii 95 &, NAS-Id
WAEBE OSCFHNDPEMM S TERE SET,

NAS-Port 5 | INTEGER @) O | REED tty F5 T

ZA VLT hEB— FOFR— bz—H : tty F5(1~48)
‘L7 b E—FOFR— =¥ :0

a v — D&/ — : 10000

telnet/ssh O —f%/FHE=—V : 20000+ =& N pty F=

Acct-Status-Type 40 | ENUM O O | 7Hhvrbus7ofERTT,

7719 b START /3% v MZiZ 1(START), W7 b
STOP /7 v MiZiZ 2(STOP) 23 ¥ & AL E 9,

1 : START

2 : STOP

Acct-Session-Id 44 | STRING @) O | 7HhorrokyiaryID T, 778 RAEREICA
VI YAV LI =—7 72 10 EEIEOFE ) ME
HEhnEd,

Acct-Authentic 45 | ENUM O O | 2—VoFED AT,
1: RADIUS 83
2: LOCAL 83

Acct-Session-Time 46 | INTEGER X O | 2=V —EREZIT - (sec) T,
Acct-Terminate- 49 | ENUM X O | By a OH T,
Cause 1: User-Request

Z—Y2 5 OYIMIEERIZ X Y)W
15: Service-Unavailable

Z—PFRFERT L —EREARBEENRETE 20
7= DIl (1 : FRREARER, TTY A— b DT 7 & AHERR
BIRNGE TR L)

D-6



182D 7 RYEax1— k& RADIUSEREI 7 A9 Y R —/NEREH

D.5

D.5.1

D.5.2

RADIUSH'L\EIE/? 5 l'b v hY— \‘fEUU) E{glj

Z Z Tl Livingston 52 ® RADIUS H— O EF| 2 L £ 7,

RADIUS —RIZL o TRETZ 7 ANLRLT P Ea— R ELRY 40T, 47, ZFHH

O RADIUS RBFE/T AT > b Y — "D~ =2 T VAR L T IZS W,

92472 bDEE

RADIUS #B&E/7 B v o~ b ¥ —2NMNZ RADIUS @G/ T A 0 > Y —R_zRH+ 527 747 b

(OR4EE) 280k L £ 9,

Livingston 52 ® RADIUS G8GE/ 7 #1D & MY — STid, RLEEDOIP 7 FL ALK MR D

Nz —7 by b F—fFl:test123) % clients 7 7 A /Ll f%} LET,
U—7 Ly hEx—lIAREE L RADIUSRGN T o Y —N_TRILHDEEGELET,

RADIUS 37T 5 7 > b %—30D clients 7 7 A /L D% EH)

#client Name Key
SmartCs testl23

RADIUS G T w7y h Y — 3D clients 7 7 A JWVICARIEE DR A ML 2B ek LT-5

RADIUS #FE/ 7 710 2 b3 —230D hosts 7 7 A /VITAZEED TP 7 B L & &8 g% Li?‘o

RADIUS Aty thE/?ﬁ ]7 Ve ]\']j_%/\@ hOStS 7 7 /])/]/0) ’_‘}:E’@‘J

‘192.168.1.100 SmartCS

A—HDEER

RADIUS i — N2 —F 2 &EGE L £,
Livingston 52 ® RADIUS F8iEH— N Tid, =—W1F# % users 7 7 A MIBGHR L £,
ALEE TRYAET & 5 RADIUS 2+ — 4 DR K LT R 1T 64 LFTT,

R— ha—HDH% RADIUS BBREY — NIRRT 25613, Tt X oz, a—¥Fa Lz

U—Fasak L £9,

users 7 7 A LR TEH 1

#R— h 22— (User01) DR E
User01 Password = “passllll”

#R— h 22— (User02) D% &
User02 Password = “pass2222”

#R— F 2 —HF(User03) DR E
User03 Password = “pass3333”
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BRI — e A THH L TW2% RADIUS FRGEV— 3 %ff 9 4. RADIUS F8GEY—/ 3D
users 7 7 A JVIIARBEENR VR —F L TR T P Ea— FRAREINLTHDLZERH Y
7,

ZO X RGETYH, ALEEIL Filter-ID 7 b U B2 — hOLEFH L ET O T, FpCHEER
SEFEMTAET,

BlZIX, TRROEI T NI Ea— EBREINTWVE L THRRFETX E7,

users 7 7 A VR EB 2

‘— k2 —(User01) ®i% &

User01 Password = “passllll”
Service-Type = Framed-User,
Framed-protocol = PPP,
Framed-IP-Address = 255.255.255.254,
Idle-Timeout = 3600

#R— k= — ¥ (User02) D% &

User02 Password = “pass2222”
Service-Type = Callback-Framed-User,
Framed-protocol = PPP,
Framed-IP-Address = 255.255.255.254,
Idle-Timeout = 1800

— h 2 —Y (User03) D% iE

User03 Password = “pass3333”
Service-Type = Login-User,
(2]

VAT ALY 7~ =T Versionl.3 TIBAI X7~ set auth radius def_user none =~ RHE&
EENTWAEE., FRORETCITI2—TOT7T /A X HEFEINTLENET,

R— b= L LTT 7 REFHTT HEAIL, set auth radius def _user portusr 7% € L T
<&,

WEEH o — Y — /R — b —P R PO —F 7 L—7Z28B LI WS IE, ki—
YO Filter-ld 7 U Ea— FE2FIHLEZREFNZSHR L TREL T EIN,
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A= h =P Tlide<, —Fa—VAEEEHE 2 —Y 5 RADIUS 58RET 25613, ROV
ThhDa~y RCa—W I V—TF %284 5720 02— A+ 2 ARLEE ISR E L £,

- filter_id_head #fEH 2545

set auth radius server normal filter_id head NS2240_NORMAL [t = —)
set auth radius server root filter_id _head NS2240_ROOT [EEEHEa—Y]
set auth radius server portusr filter_id_head NS2240_PORT [FA— F=—]

T RARI N TR T 556
create auth access_group normal radius filter_id normal_grp [ = —])
create auth access_group root radius filter_id admin_grp [GEEE o —V)

create auth access_group portusr port 1-16 radius filter_id port_grp [HR— h=z—]
RADIUS FBiEV—NZiE, U TFO LS Filter-ID 7 P Ea2— FE2REL T,

users 7 7 A VIR TEW 3 (filter_id_head Z{F T 2H4)

# ko —YORE
somebody Password = “abc”
Filter-Id = “NS2240 NORMAL”,

# EEEHL Y ORE
root Password = “def”
Filter-Id = “N52240_ROOT”,

# K= b2 PORE (K= MEIRELARVEA, £TOVY T AK— M7 27 A
port0l Password = “port0l”
Filter-Id = “NS2240 PORT”,

# R—bha2—HVORE (TI7EATEL U TKR—FZHIR : 1-16,24)
port02 Password = “port02”
Filter-Id = “NS2240 PORT1-16,24",

# AR—Fa—VOHRE (T7EATEDV Y TIR— bEHIR : 20-24)
port03 Password = “port03”
Filter-Id = “NS2240 PORT20-24",

users 7 7 A NVEREW 3 (T 7 v AT N— L TERELZERT 5546

# — R —FOBRE
somebody Password = “abc”
Filter-Id = “normal grp”,

# EEEH—FORE
root Password = “def”

Filter-Id = “admin grp”,

# A— ha2—HOHE (U TINAR— DT 7 &AL create auth access_group THE)
portZzZ Password = “portzz”
Filter-Id = “port grp”,
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RADIUST AW Y kY —/I\DF7ho b0y

RADIUS 7 1w ¥ b —NITKNSND T BT v ha 7 OfZFEHE L E 7,

Livingston 52 RADIUS 7 7 7 o h¥— (T detail 7 7 A VT BT v v T w2 LET,
TAT v OHINT RADIUS 7 A0 v b —NZLoTRRVES, T baro
ROV, ZHHDO RADIUS 7 H Uy h—_"D~=2T7 LV ESZRL T EE0,

Tue Sep 23 13:51:12 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 32

User-Name = “portuserl”
Acct-Session-Id = “25008291"”
Acct-Authentic = RADIUS

Tue Sep 23 13:51:58 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request

Acct-Session-Time = 46
NAS-Port = 32
User—-Name = “portuserl”

Acct-Session-Id = “25008291”
Acct-Authentic = RADIUS

Tue Sep 23 14:20:00 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 16

User-Name = “portuser2”
Acct-Session-Id = “25001234"
Acct-Authentic = RADIUS

Tue Sep 23 14:30:58 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request

Acct-Session-Time = 658
NAS-Port = 16
User—-Name = “portuser2”

Acct-Session-Id = “25001234”
Acct-Authentic = RADIUS

Tue Sep 23 15:01:11 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 10000

User-Name = “somebody”
Acct-Session-Id = “25002251”
Acct-Authentic = LOCAL
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Tue Sep 23 15:02:13 2008
Acct-Status-Type = Start
NAS-IP-Address = 192.168.1.100
NAS-Port = 10000

User-Name = “root”
Acct-Session-Id = “25002654"”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:15 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request

Acct-Session-Time = 122
NAS-Port = 10000
User-Name = “root”

Acct-Session-Id = “25002654"”
Acct-Authentic = LOCAL

Tue Sep 23 15:04:14 2008
Acct-Status-Type = Stop
NAS-IP-Address = 192.168.1.100
Acct-Terminate-Cause = User-Request

Acct-Session-Time = 183
NAS-Port = 10000
User-Name = “somebody”

Acct-Session-Id = “25002251”
Acct-Authentic = LOCAL
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ROME=#%

{14% E TlE, ARIEEEDO ROM E=FIZHOW T L TWET,

REDNE

E.1 ROME=%

E-1



E.1

ROME=#4

AAGE T T OHIEEZIT S & RME=FITBITL £,

ARIEE % shutdown 2~ R TV v v N TV LGS

AREEE 2 EE) L C THit [Enter] key to Enter Rom-Monitor...] MFRINZ L XIT=
V=D Y B =X — R LGS

AREBEBDOV AT LY 7 b 2T M LNOHHTHE Y LizHe

ROME=ZIZBITT 5L, MON>T a7 " RERINET,

ROM & =% TIILL FOBEEITH Z LN TEET,

avU R

HERE/ & EA

err

TT—RAob—VERRLET,
VAT LAY T N 2T RMALMOBETE Y LERE, Aovr REELT
THEE U L-HBANERINET,

(7)) shutdown =Z~> R TV v v NV EET-EE
MON> err

No Error

boot
[{-m[-b}]
[{-il-e}]
[fileno=]

HEA T a B EELTCVATAY 7 Ny =T 2 EE LET,

m YATFALY 7 77 (main) TEENL F4

b: VAT ALY T s T (backup) CEEIL T

—i: WENHORAZ— T v 77 7 A )VE i iA TREI L £77,

—e! MM CE H—RDAZ— T v 77 7 A )VEGIHANTER) L T,
fileno=: FEEINT-BEEDAF = NT v T 7 7 A N EimIAAATIRE L E
T, FHETELFEZIL1~4 TT,

(f51))
MON> boot —b

B, AT a2 LT boot a2 REFEITLEHAE, UFCTEEIL £
7

s VAT ALY 7 MU T dmain TEEILE T,

« SNEB CF 1 — R A SV CTOIUIHANE CF I — RDOARF — T v 77
7 AN, FHAINTOWRITIUEAEEBRNBORS — T v T 77 AV
TPt AR ET,

« VAT LAEED default startup I RTHEINTNWAESD A
H— T T T 7 A NEFHRIARET,
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